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ONMMCAHUME M YCIOBUA MPEOOCTAB/TIEHANA
YCIYTU «BUPTYAbHbIN LIOO»

1. ObWAA NHOOPMALINA U ONMNCAHUE YCNIYTU

BupTyanbHbi LLOJ aBngeTca ycnyron no npeaocTtaBneHunio 6a3oBbiXx MHPOPMALIMOHHO-TEXHOMOMMYECKMX
pecypcoB Ha OCHOBE COBOKYMHOCTM (PYHKLIMOHMPYIOLLErO Nof, ynpasneHmueM NcnonHUTena cepBepHoro u
ceTeBOro 060pYyAOBaHUA, CUCTEM XPaHEHWS [OaHHbIX W Cheuuann3MpoBaHHOro MPOrpaMMHOro
obecnevyeHusa.

Ycnyra MOCTpoeHa Ha ocHoBe Mogenu obcnyxusaHua laaS. B pamkax Ycnyrn McnonHuTenb
npenocTaBnaeT 3akasumky BupTyanbHbit LUOL, UMeKWnii B pacnopsXXeHUM COrlacoBaHHbIN Mexay
NcnonHutenem mn 3akasuynmkoM Habop BUPTYanM3MPOBAHHbLIX BbIYMCAUTENBHbBIX MOLWHOCTEN NpoLeccopa
(vCPU), BupTyanbHoi namMat (VRAM) 1 oMcKoBoro npocTtpaHcTea (VHDD), a TakXe cpeacTsa yrnpaB/ieHus
BupTyanbHbiM LLOL, LOCTaTOYHbIE A1 CO30aHMA M yNpaBieHUsa BUPTyanbHbIMK cepBepaMn B TpebyeMon
3aKa3uynKy KOHbUrypaumm B npegenax BblAeNeHHbIX BUPTYanM3MPOBAHHbLIX MOLLHOCTEN. PYKOBOACTBO
Monb3oBaTena no Ycnyre gOCTYMNHO MO 3NeKTPOHHOMY agpecy: https://cloud.ru/ru/docs/vdc/ug/.

YnpasneHue BuptyanbHbiM LIOL ocywecTBnaerca 3akas3umMkoM npu nomowm KoHconu YnpasneHus
O6nakoMm VMware (ganee- KY VMware).

CocTaB 1 OCHOBHble KOMMOHEHTbI YCNyru:

Tabn.1. CocTtaB M OCHOBHbIE KOMIMOHEHTbI

Pecypcbl
HaumeHoBaHue rpynnbl Copep)xaHue

- BMpTya/bHble npoueccopHble sapa (VvCPU);

- BWpTyanbHasa onepaTtMBHasa namsaTb (VRAM);

- BWpPTya/bHOE AMCKOBOE NpocTpaHcTBo (VHDD);
- Edge Gateway.

BbluncnurtenbHble pecypcsbl

- MOAOK/IKYEHME K CETU UHTEPHET (B 06WeM KaHarne);
- 0AMH ny6numyHbIN IP-apgpec.

- nnatdopma BUPTyanm3auuu;

- KY VMware;

- nnatdopMa Buptyanusaumm cetm (SDN).

CeTeBble CEPBUCHI M KOMMOHEHTbI

OCHOBHble KOMMNOHEHTbI VMW

Mnatpopma BMpTyanmMsauMm obecrnedmBaeT OMHAMUYECKYD 6anaHCMPOBKY Harpys3kuM Ha cepBepbl U

CUCTEMbI XPaHEHUSA OaHHbIX ON19 AOCTUXKEHUA ONTUMaNbHON NPOM3BOAUTENbHOCTU. COCTaBHbIMU YacTaMM

nnathopMbl BUPTYanM3auum aBnsaoTCa:

. AnnapaTHbI TMNEepPBM30OP - MEXaHM3M, pPasfenawlWmin pecypcbl GU3MYECKOro cepBepa Mexay
HECKONbKUMW BMPTYaNbHbIMW MallMHAMMU.

. High Availability (HA) - ™MexaHu3M, MO3BONAKWMN BOCCTaHaBIMBATb PaboOTOCNOCOBHOCTb
BUPTYasibHbIX MallMH NOC/e annapaTHoro c6osa y3noB BUPTyanmM3aumn.

. CepBuc BanaHCMPOBKM paboymx HAarpy3oK — MexaHM3M, PaBHOMEPHO pacnpenenawwmn BM mexay
BCEMW y3NnaMM KnacTepa 1 obecnedynBaoLWmnii 3afaHHy0 NPOU3BOAMUTENIbHOCTb BUPTYasibHbIX MaLUMH
B LUTAaTHOM M HelTaTHOM (B ciydae cboeB) pexumax paboTbl.

. CepBUC OHNAMH MUrpauumM BM — MexaHM3M «KMBOM» MUTrpaumm BM mexpay y3namMu knactepa ans
cepBUCHOro obcnyxmnBaHua 6e3 npepbiBaHMsA paboTbl NOb30BaTENbCKMX BM.

KY VMware npenocTtaBisieT KOHEYHbIM nosib3oBaTenaM 6e3onacHble, M30NMPOBaAHHbIE MYyJbl PECYPCOB

Onsa 6bICTPON MHMUManm3aumm BupTtyansHoro LLOL v peanvsyeT egMHY KOHCO/b YipaBneHus.

Mnatdopma BupTyanusaumm cetn (SDN) wmcnonb3yeTrca ANS CO34aHUA MPOrpaMMHO-onpenensemMblx

ceTen, MHKancynauum Tpadurka Yyepes NnpoTokon Geneve s NOCTPOEHMUA NTOrMYecKmx L2-ceTen B paMKax

yXXe CYyLeCTBYHOLEN KOMMYTauMM Ha ypoBHe L3. Mo3BonaeT 3akasuymKy CaMOCTOATE/IbHO CO34aBaTb

Bble/IEHHbIE CErMEeHTbl CETU M ONMpeaenaTb NpaBuia MaplwpyTU3aLnm Mexany CeTaMmn CBOMX BUPTYabHbIX

Lo, 6e3 nsMeHeHUn B PU3NYECKOM KOMMYTaLMN.

B uenax obecnevyeHuns 3awmtbl MHDpacTpyKTypbl Nnatdopmel O6nako VMware (onanee — MIHpacTpyKTypa
VMW) peann3oBbiBaOTCa criegylowme Mepbl M MEXaHU3MbI 3aLMThI:

Tabn.2. O6ecneyeHune 3awmtbl MHGpacTpykTypbl VMW

‘ YPOBHM 3aWmTbl Meponpuarusa
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3awumTa O6naka Cloud.ru u cpepcTB ero ynpaBneHus

Ob6ecneumBaeTca:

. - pa3MelleHue Bcero o6opynoBaHuA WHOpPAcTpykTypbl B LIOL, COOTBETCTBYHOLLMX
®ursnyeckni Tpe6OBaHUAM HaAEXHOCTM No KaTeropuu Tier 3;

- KOHTPO/b M YNpaB/ieHne A0CTYNoM K 060pya0BaHMIO;

- Hanuyue CUCTeMbl BUOeoHabntoaeHnsa Ha o6bekTax MHpopmatmsaumm LLO.
O6ecneumBaeTtca 3awmTa nepumeTtpoB LUOL M MX CErMEHTMPOBAHME C MUCMOSIb30BaHUEM
CeTeBon MEXCeTeBbIX 3KPaHOB HOBOro nokoneHuns (NGFW), ocywecTBasowmMx B TOM 4ucCne
BbISIB/IEHWE U NMPeAOoTBPaLLEHNE KOMMNbIOTEPHbIX aTakK.

Ob6ecneumnBaeTca:

- QHTUMBUPYCHAs 3awuTa MHPPACTPYKTYpPbl C MCMNONb30BaHMEM AHTUBUPYCHbLIX CPEAcCTB
nnsa obnayHbiX cpen;

- ynpaBneHue JOoCTYyNnoM K MHPPACTPYKTYpPe C UCNONb30BaHNEM CPEeACTB ABYX(DaKTOPHOM
ayTeHTUDMKALNKN MNOAKTOYAKLWNXCA K HEM afMUHUCTPATOPOB;

NHOPaCTPYKTYPHBbIN - KOHTpPONb [AEWCTBUN NPUBWUIETMPOBAHHbLIX MNOMb30BaTeNel C  WCNO/Ib30BaHUEM
Cneunanu3npoBaHHbIX CPeacTs;

- PerynspHbli KOHTPO/b U aHaNM3 3alMWEHHOCTU MHOPACTPYKTYPbl C UCNONb30BaHUEM
cneunann3npoBaHHbIX CPEACTB MO BbIAB/IEHUIO YA3BUMOCTEN B MCNofb3yemMoM MO 1 ero
HEKOPPEKTHOM KOH(Urypauum, BIUAKOWEN HA YPOBEHb 3awuueHHoctn MO, c
YCTPaHEHNEM BbISIBIEHHbIX YA3BMMOCTEN U/UNTN HEQOCTAaTKOB;

- c6op 1 aHanu3 cobbiTUii MHGOPMALMOHHON 6E30NacHOCTU.

OcywecTBnaTCS  Nepuoauyeckme TECTUPOBAHMS Ha  NPOHWMKHOBEHME U ayauT

MHpopMauuoHHOM 6Ge3onacHocT WMHPpacTpykTypbl VMW C npuBieYEHUEM CTOPOHHMUX

OopraHMsaunii. BbiIBNeHHble B XO[4e COOTBETCTBYHLLEro TEeCTMPOBAHWUA W/UAW ayauTa

Hef0CTaTKM YCTPAHAKTCA No GaKTy UX BbiBNEHUS.

3awumrta KY VMware

LOOnoNHUTENBHbIN

3awmMta C  MCMONb30BaHWEM CMNeuuann3nMpoBaHHOrO MeXCETeBOro 3KpaHa YPOBHSA
npunoxenun (Web Application Firewall).
OCyLLeCcTBNAITCA  PErynspHble CKaHMPOBAHUSA KOHCOMM Ha HanuMume aKTyasbHbIX
YA3BMMOCTEN U €ro nepuvopmyeckme TeCTUPOBAHUA HA NMPOHUKHOBEHME C NMPUBNEYEHUEM
CTOPOHHUX OPraHu3aunin. BbiiBNEeHHbIe YA3BMMOCTU W/UNU HEQOCTaTKM YCTPaAHAKTCS Mo
(paKTy UX BbIIB/IEHMS.

U3onaumua «OpraHusaumin» 3aKka3uumka

Mpunoxxenus

LONONMHUTENbHbIN

VMW OcyLecTBASeTCs BCTPOEHHbIMU cpeacTsamn VMW,

CeTeBon OcyuwectBnseTcs cpeacteamm SDN.

B paMkax nepuoamMyecKMx TeCTUPOBAHWUA Ha MNPOHUKHOBEHWE BCEW WMHPPACTPYKTYPSI
NPOBOAATCA  TeCTUPOBAHMA HAa  BO3MOXHOCTb  MPOHUKHOBEHWUS  MOTEHLMANbHOIo
HapywuTtens u3 opgHon «OpraHusauuwv» B APYryw C MNPeofo/ieHWeM WUCNoJib3yeMblxX
MEXaHW3MOB 3aLUMThI.

LONONMHUTENbHbIN

1.6. PacnpeneneHune ponemn, o693aHHOCTEN U OTBETCTBEHHOCTM B 06n1acTu Vb B OTHOWEHUM YCYrn onmMcaHo
B Tabnuue 3.
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Tabn. 3. PacnpepeneHue ponen, 0693aHHOCTEN M OTBETCTBEHHOCTM B ob6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepocraBneH

HaumeHoBaHue
MpuMeHuMbIE K npepocraBneHue/ [OCTYyNn K cpeacrsam
TEXHOJIOrMYeCcKoro
(apxMTEKTYpHOTO) YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUpPOBaHue npepocraBieHus
YPOBHS ycnyru/cepBucb Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npotuecca
XXypHanupoBaHue cobbiTUl B NPUKIAAHOM NMPOrpaMMHOM obecrneyeHun (B TOM yucne
XXypHanupoBaHue o
COBLITHI CYbO, cepsepax npunoxenun, WEB-cepBepax) W OMNEpPaLMOHHbIX CUCTEMAX, 3aKasumk 3aKa3umk
YCTaHOBJ/IEHHbIX B BUPTyanbHbIX MawKnHax (BM) 3aka3uuka.
YnpaBneHue JOCTYNOM K MPUKIAagHOMY MporpaMMHoMy obecneyeHuto (B TOM yucne
YnpaBneHue goctynoM | CYB[, cepBepaM npunoxeuun, WEB-cepBepaM) W OMNepaunMoHHbIM CUCTEMAM, 3aKasumk 3aKa3umk
yCTaHOB/IEHHbIM B BM 3aka3uuka.
YnpaBneHue YnpaBneHne ayTeHTUOUKALMOHHOM WHBOPMaUMen, MCNONb3yeMON Npu [ocTyne K
AYTEHTUDOUKALNOHHOM npuknagHoMy nporpamMMHomy obecneyeHunto (MMO) n onepaumMoHHbIM cuctemam (0C), 3aKasumk 3aKa3umk
MHPopmMaumnen yCTaHOBNEHHbIM B BM 3aka3uuka.
KoHTponb u aHanu3 3awmweHHoctn OC u MMNO, dyHKumoHupyrowero 8 BM BLOLO
Ynpaenexne 3aKa3uuMka, B TOM UYMC/ie YCTaHOBKA KPUTUYECKUX OBHOBNEHUI 6e30MacHOCTU, NpaBKa
YA3BUMOCTAMM KoHdurypauum MNMO, a TakKe U3MeHeHue Nerko-nogdbmMpaemMbix Naposen 1M naponemn 3aKa3umk 3aKasuumk
[OCTyrna no yMO/TYaHMIo K cepBucaM n komnoHeHTam OC u MIMO, o6HapyXXeHHbIX B Xoae
. KOHTPONS M aHaN13a 3alnLLEHHOCTH.
MpuknagHon =
C6op (B TOM Uncsne C ucnonb3oBaHnem cpeacts SIEM) n aHanus cobbiTnin 6e3onacHoCcTm
YPOBEHb W YPOBEHb
YnpasneHue co Bcero MMO, OC u cpeacts 3awmtbl MHopmauum (Cp3U), GYHKUMOHMPYIOWMUX B
onepaunoHHbIX 3aKasumk 3aKa3ymk
cUcTeM MHUMaeHTamu b «OpraHmuszauum» (BLOMO) 3akasumka, a TakXe MOHUTOPUHI U pearMpoBaHME Ha
’ MHUMOEHTbl 6€30MacHOCTH.
YCTaHOB/EHHbIX B BM =
BLIOJ 3akasunka YCTaHOBKa, HACTpOMKa U agMUHUCTpPUpoBaHMe B BLIOL 3aka3umka Cpencts 3aluThbl
YnpaBneHue nHdpopmauum (C3N) B ucnonHenum Virtual Appliance. 3aKasumK 3aKa3uMK
Kpuntorpaguen HacTpoWka M agMUHUCTPUPOBaHME pa3MelleHHbix B LLOL McnonHUTens nporpaMmHo-
annapatHbiX C3U n MeXceTeBblX 3KPaHOB 3aKa3uumKa.
YCTaHOBKa M | YCTaHOBKa, HacTpoMkKa M agMUHUCTPUpoBaHuMe B BM BLOA 3akasumka Cp3N ot
aAMUHUCTPUPOBaHUE HeCaHKLUMOHMpoBaHHoro poctyna (HCM), aHTMBMPYCHbIX CPeacTB M MPOYMX CpenacTs 3aKa3uuk 3aKa3umk
CPeacTB 3aluunTbl 3awmTbl HGOpMaLmK, ycTaHaBnmBaembix B BM BLLO/[] 3aka3uumka.
YcTaHOBKa M HacTpoMKka B BM 3aka3umka CpefcTB pe3epBHOro konmposaHusa (CPK) 6a3
YnpasneHue OAaHHbIX U Npoyen MHbopMaumm 3akasumnka, XxpaHuMon BHYTpu BM ero BLOA, a Takxe
pe3epBMpOBaHNEM aOMUHUCTPUPOBaHUE YKa3aHHbIX CcpencTs. 3aKa3suumk 3aKasuuk
MHpopMauum Co3paHue pe3epBHbIX KOMMM MHGOpMauMu 3aka3umka M eé BOCCTaHOBNEeHWe U3
pe3epBHbIX KOMUM.
ObecneyeHne 3awmThl | 3awmTa cornacHo 152-M3 nepcoHanbHbix AaHHbIX (MOH) KNMeHToB, 06pabaTbiBaeMbIX B
nepcoHanbHbIX BM BUOJL 3aka3unMka, B TOM 4uC/e, HO He OrpaHuMuyMBasachb 3awmton [0H, 3aKa3umk 3aKa3uuk
OAHHbIX KTMEHTOB o6pabaTbiBaeMbiX cpeacTBaMm yCTaHoBEHHbIX B BM BLLO/[, 3aka3umka CYB[.
XKypHanupoBaHue cobbiTUI, CBA3AHHbIX C (QYHKUMOHMpOBaHMeM o6bekToB BLIOLO
3aka3uuka (Hanpumep, ero BM) u gencreusamu nonb3osartenen B KY VMware 1 KOHCONMM
YpoBeHb ynpaBreHus pe3epBHbIM KONMUMPOBaHMEM BM, Takmx Kak:
)XypHanupoBaHue . .
«OpraHusauumy ] COBbITUI 1. BXOA/BbIXO[, NONb30BaTeNen B/U3 KOHCONEeN; McnonHutenb 3aKa3umk

BLUO[ 3aka3umka

2. co3paHue/ypaneHme HOBbIX YYETHbIX 3amMCel Nonb30oBaTesiel U NPUCBOEHWE UM
NPUBUNErNA OCTYMa K KOHCOMAM;
3. cozgaHune/ynaneHue BM;
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Tabn. 3. PacnpepeneHue ponen, 0693aHHOCTEN M OTBETCTBEHHOCTM B ob6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepocraBneH

HaumeHoBaHue
MpuMeHuMble K npepocraBneHue/ [OCTYyNn K cpeacrsam
TEXHOJIOrMYeCcKoro
(apxMTEKTYpHOTO) YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUpPOBaHue npepocraBieHus
YPOBHS ycnyru/cepBucb Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npotuecca
4. 3anyck/ocTtaHoB BM;
5. co3paHue KNoHOB BM;
6. N3MEHEeHne XapaKTepucTuk BM;
7. Hactponka NAT/DHCP/L2VPN/L3VPN, MapwpyTmnsaunm, 6anaHCMpoBLLMKA Harpysku
M/MNN NpaBU MEXCeTeBOro 3KpaHupoBaHus Ha Edge Gateway B «OpraHmsaumm»
3aka3uuka c ucnonblosaHneM KY VMware;
8. co3paHue/M3MeHeHue 3afaHusi Pe3epBHOr0 KOMUPOBAHUS C WUCMOMb30BaHUEM
KOHCOMW yNpaBieHns pe3epBHbIM KONMpoBaHueM BM;
9. BOCCTaHOBMEHME BM 13 pe3epBHON KOMUKU C UCMO/Ib30BAaHNUEM KOHCOMM yNpaBieHus
pe3epBHbIM KONMpPoOBaHWEM BM;
10. BoccTaHOBNEeHWEe (annoB M3 pPe3epBHOM KOMWUU C MCMONb30BaHUMEM KOHCOMMU
yrnpaBfieHnsa pe3epBHbIM KONMMPOBaHUeM BM;
11. n3MeHeHne ANCKOBOM NMOSIUTUKM NO YMONYaHUIO ansa BUpTyanbHbix LLOMO;
12. BK/IIOYEHME/OTK/IIOYEHME [OMONHUTENbHbIX ycnyr (norvpoBaHue, DFW, VPN u
npouvee).
McnonHutenos
(OTBETCTBEHHOCTb 3a
npepocraBieHue
AOMUHUCTPUPOBaHNe . cepsuca VMW
«(ﬂ)praHmaguv?eVl» " AOMUHUCTPUpPOBaHUe «OpraHmsaumnen» 3akasdumka ¢ UCNonb3oBaHmeM KY VMware. P )
AOMUHUCTPUPOBaAHME JOCTYNOM K «OpraHusaummy» 3akasymka C UCrnonb3oBaHuem KY 3aKa3umk
ynpaeneHne focTynom 3aKa3suumk
. VMware.
K Hewn (OTBETCTBEHHOCTb 3a
AAMUHUCTPUPOBaHME
«OpraHusauunen» n
OOCTYMNOM K Hel)
McnonHutenos
(OTBETCTBEHHOCTb 3a
npepocraBieHue
cepBuca)
YnpasneHue . .
o Co3paHuve/ypaneHne HOBbIX YYETHbIX 3anmcen B «OpraHu3aumm» M NPUCBOEHME UM
AYTEHTUDUKALMOHHOMN M 3aKasuuk
o npuBuIerun goctyna K «OpraHmsaummy» 3akasuumka. 3aKa3uuk
MHbopMaumen
(OTBETCTBEHHOCTb 3a
ynpasreHue
AYyTEHTUDUKALMOHHOM
MHpopMaumen)
McnonHuntenos
YnpaeneHue
6E30MaCHOCTBIO " Co3paHve, ypaneHne W agMUHUCTPUPOBAHME C ucnonb3oBaHneM KY VMware (OTBETCTBEHHOCTb 3a
NPOYMMM HeobxoanMbIX BUPTYyanbHbIX CETEN B NpoLecce agMUHUCTPUpoBaHua BLLOL 3aka3umka. npepocraBieHue 3aKa3umK
. MexceTeBoe 3KpaHMpoBaHua nepumMeTtpa BLIOL 3aka3umka Cc ucnonb3oBaHnem Edge cepBuca)
HacTpoMKamu ons
o Gateway.
BUPTYa/lbHbIX CeTen
3aKa3yuk
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Tabn. 3. PacnpepeneHue ponen, 0693aHHOCTEN M OTBETCTBEHHOCTM B ob6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepocraBneH

HaumeHoBaHue
MpuMeHuMbIE K npepocraBneHue/ [OCTYn K CpeacrBam
TEXHOJIOFMYECKOro
(apxMTEKTYpHOTO) YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUPOBaHUE npepocraB/ieHus
VPOBHS ycnyru/cepsucbol Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoLeccoB npotuecca
O6ecneyeHne BHYTPEHHEro CEerMeHTMpoBaHWUs (C Mcrnonb3oBaHueM KY VMware) u (OTBETCTBEHHOCTb 3@
BHYTPEHHEro MeXXCeTeBOro 3KpaHMpoBaHus (C ncnonb3oBaHuem Edge Gateway) BUO/L | agMUHUCTPUpPOBaHMe)
3aka3uuka.
HacTtponka NAT/DHCP/L2VPN/L3VPN, MaplwpyTMsaunm n 6anaHCUpOBLLMKA HArpy3Ku
Ha Edge Gateway B «OpraHu3auummy» 3aka3uymnka c ucnonb3oBaHmem KY VMware.
McnonHutens
(OTBETCTBEHHOCTb 3@
YnpaBneHue npepnocraBieHue
YnpaBneHue pe3epBuUpoBaHMeM MHbOPMaALUM 3aKa3umka C UCNOIb30BAaHUEM KOHCO/N
pe3epBMpOBaHNEM cepBuca)
HdopMaLIK ynpaB/eHusa pe3epBHbIM KONMpoBaHMeM BM, BKuatolee B cebs:
Cco3aaHne/M3MeHeHne 3a8aHnin pe3epBHOro KONMPOBaHUA MHPOPMaLMKM 3aKasumKa; 3aKa3ymk
(npepocTtaBnaeTca B o 3aKa3umk
- | BoccTaHoBneHMe BM 3aka3umka 13 pe3epBHOM KOMuu;
paMKax OTAENbHON o . (OTBETCTBEHHOCTb 3a
BOCCTaHoBNeHWe $HalnioB 3aKa3uymKa M3 pe3epBHON KoMuu.
ycnyru) ynpasneHue
pe3epBMpOBaHNEM
cBoen nHdpopmMaumm)
YCTaHOBKa, aAMUHUCTPUPOBaHMe, CBOeBpeMeHHoe obHoBneHue n 6e3oTnaraTenbHas
YCTAaHOBKA KPUTMYECKMX O6HOBNeHMi 6e30nacHOCTM Ha Mchnonb3yemblx B BLIOL
3aKa3uMka BWPTyanbHbIX CPeACTBax 3awWuTbl MHPOPMaumm B wmcnonHeHuax Virtual
YcTaHoBKa n | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBHAPYXXEHUN WU/MNN MPefoTBPALLEHUN
pp ( P Py / peaoTBpaLl 3aKa3uuk 3aKa3umk
ucnonb3osaHue C3U KOMIMbIOTEPHbIX aTak U Npoyee).
HacTpoka W agMWHUCTPUPOBAHME MNPOrpaMMHO-annapaTHbiX CPeacTB  3almThl
MHPopMauum 3akKaszumka, B TOM uYMCNe CPeAcTB Kpuntorpaduyeckom 3amTbl
nHdopmauunm, pasmewaembix B O NcnonHuTtens.
O6ecneyeHune 3aWwmTbl
O6ecneveHune cootBeTcTBUA BLIOM B cocTaBe MHPOPMALMOHHBIX CUCTEM NEPCOHANbHbIX
nepcoHanbHbIX 3aKasumk 3aKasumk
naHHbIX (MCMNAOH) 3aka3umka TpeboBaHnam 152-d3.
OAHHbIX KITMEHTOB
MOHUTOPUHT  UHbpacTpykTypel VMW |  obecneyeHne e€  OOCTYMHOCTH,
MOHUTOPUHF 4 | MPOM3BOAMTENbHOCTM,  HanWuuA HeobxoguMMOro  Konuyectsa  060pyAOBaHMSA,
NOMNePKKa obecneyeHne HeobxoguMon pna eé paboTbl MPOMYCKHOM CNOCOGHOCTM CeTw, Mcnonuntenb McnonHutenb
BbIUMC/IUTE/IbHBbIX MOLUHOCTEM W €eMKOCTM CUCTEM XpaHeHus paHHbix (CXO)
MHpaCTpyKTypbI.
XypHanupoBaHue XXypHanupoBaHue co6bITUA B KOMMOHEHTax M CPeacTBax 3awuTbl MHPoOpMauun
. yp o P yp P Pea u bopmau McnonHutenos McnonHutenob
MHPPaCTPYyKTYpPHbLIN cobbITuM NHbpacTpyKkTypbl VMW,
OBEeHb YnpaBneHue AOCTYNOM K CErMeHTy ynpaBneHus MHdpacTpyktypor VMW, eé VLAN-am
yp YnpasneHue gocTynom P Aocty y ynp bpacTpykTyp ’ McnonHutenb McnonHutenb
M KOMMOHEHTaM.
YnpaBneHue YnpaBneHue y4€THbIMM 3anncamum AD NpuBMNErnpoBaHHbIX NOMb30BaTeNen, UMELWMX
AYTEHTUOMKALUMOHHOM | JOCTYN K CEerMeHTy ynpaBneHua WMHdpacTpykTyport VMW, 1 ux BTOpbIM (aKTOpPOM McnonHuntenos Mcnonuutens
nHdopmaumen ayTeHTUdMKaunKn (ayTeHTUdUKaTopamu).
YnpaBneHue KOHTPONb U aHan13 3alWMWeHHOCTU cnyXebHbix BM MGMT-cerMeHTa 1 runepB13opoB
Mcnonuutenb Mcnonuutenb
YA3BUMOCTAMU NHbpacTpyKkTypbl VMW,
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Tabn. 3. PacnpepeneHue ponen, 0693aHHOCTEN M OTBETCTBEHHOCTM B ob6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepocraBneH

HaumeHoBaHue
MpuMeHuMbIE K npepocraBneHue/ [OCTYn K CpeacrBam
TEXHOJIOFMYECKOro
YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUPOBaHUE npepocraB/ieHus
(apXuTeKTypHOro)
VPOBHS ycnyru/cepsucbol Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npotuecca
C6op c ncnonb3oBaHMeM cpefcTB SIEM ¢ KOMNOHEHTOB W CPEACTB 3alUMTbl MHDOPMaL MK
YnpaBneHue NHdpacTpykTypbl VMW co6bITUIN 6€30NacHOCTU.
< McnonHutenns Mcnonuutens
MHUMpeHTamm b AHanun3 cobpaHHbIX CObbITUI 6E€30NacHOCTU, @ TaKXKXe MOHUTOPUHT U pearnpoBaHue Ha
MHUMAEHTbl 6e30MacHOCTU (B TOM YMce C npuBnedyeHneM BHelwHero SOC).
YnpasneHue KOHTpONb M ynpaBneHne npoueccamm U3MeHeHusa KoHourypauunm WMHPpacTpykTypbl
p . P ynp pou burypauy bpactpykTyp McnonHuTenb McnonHutenb
KOHbUrypaumnemn VMW,
3awmTta nepumetpoB LOO WHbpacTpyktypel VMW C MCNonb30BaHMEM K1acTepoB
BbICOKOMPOU3BOAMUTENbHbIX MEXCETEBbIX 3KPAaHOB HoBOro nokonenus (NGFW),
o6ecneymBaloWmnX MeXCEeTeBOe 3KPAHMPOBaAHME W 3aWMUTy OT KOMMbIOTEPHbIX aTak
YnpasneHue
MHbpaCTpyKTypbI.
6e30nacHOCTb0 AN N
BADTVANbHbIX " 3awmTta ceTteBon WHopacTpyktypel VMW (Bxoga B o06nako) oT DDoS-aTtak, McnonHutenb Mcnonuutenb
PTY . HaNpPaB/IEHHbIX HA NepPenosIHEHMUE KAHA/TbHOW EMKOCTHU.
dusmueckux cetemn
BHYTpeHHee cermMeHTMpoBaHue ceTeBbix WHpacTpyktyp VMW C MCnonb3oBaHueM
NGFW wn BbigeneHueMm B pamkax LLOL Ha ceTeBoM ypoBHe DMZ, PROD- u MGMT-
cerMeHToB NHOpPaCTPyKTypbI.
YCTaHOBKa, HAaCTPOMKa U aAMUHUCTPUPOBaHME CPEACTB 3aWwnTbl UHGOPMaLMn B COCTaBe
MHpacTpyKTypbI VMW, B TOM yucne:
1. cpencTB aHTMBUMPYCHOW 3aLMThl;
2. CcpeacTs KOHTpONSA LEencTBun NPUBUIETMPOBAHHbIX nonb3oBaTenen
YcTaHoBKa n | (apMmuHucTpaTopos Cloud.ru) knacca PIM&PAM;
AAMUHUCTPUPOBaHNE 3. SIEM; McnonHuTenb McnonHutenb
CpeacTB 3aLWmThl 4. CpPepcTB KOHTPONSA M aHanu13a 3awWMWweHHOCTH;
5. WEB Application Firewall (WAF), ncnonbsyemMoro gns 3awutbl nybnunkyembix KY
VMware 1 KOHCONW yrnpaBieHus pe3epBHbIM KoNMpoBaHuem BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpaBneHue Pe3epBHOE KOMMPOBAHWE M BOCCTAHOBNEHME M3 06pa3oB CNyXeBGHbIX BUPTYanbHbIX
pe3epBMpoOBaHNEM MawuH WHbpacTpykTypbl Mnatdpopmel VMW ¢ ucnonb3oBaHveMm CPK Backup & McnonHutenob NcnonHuteno
MHpopmauum Replication.
O6ecneyeHune 3awmTbl | 3awmTa MOH COTPYAHMKOB 3akasuuka, uMmelowmx poctyn KY VMware u KOHConu
nepcoHanbHbIX ynpaB/eHus pe3epBHbIM KOMMpoBaHMeM BM, obpabaTtbiBaeMbix B MHGpacTpyKType McnonHuTenb McnonHutenob
OAHHbIX KTMEHTOB VMware.
KoHTponb poctyna B UOA u nomeweHnsa WHdpacTpykTypol VMW (oxpaHsaeMas
KoHTponb poctyna Tepputopusa LLOL, NponyCcKHOM PEeXuM, CUCTEMbl KOHTPO/S M yrpaBieHus JOCTYrNoM, Mcnonuntenb McnonHutenb
. 3anupaHue CToekK).
dusnyecknn = o
Hanuune BHewHen (no nepumetpy LIOL) v BHyTpeHHen (B MawWwMHHbIX 3anax LLOA)
YPOBEHb BupoeoHabniogeHue McnonHuTenb McnonHutenb
CUCTEM BUAEOHAbNAEHUS.
Pa3smeweHne MpepocTaBneHne 3NeKTPONUTaHUA, AOCTyNna K CeTU UHTepHeT U CBo6ogHOro mMecta B
° McnonHutenos Mcnonuutens
o6opynoBaHus cTorkax LLOAO.
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Tabn. 3. PacnpepeneHue ponen, 0693aHHOCTEN M OTBETCTBEHHOCTM B ob6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepocraBneH

HauMeHoBaHue
NMpuMeHuMsbie K npepocraBneHue/ [OCTYyNn K cpeacrsam
TEXHOJIOMTMYECKOro
(apxMTEKTYpHOTO) YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUpPOBaHue npepocraBieHus
- ycnyru/cepBucb Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
yp npoueccos npouecca

MpepocTaBneHMe, MOHTaX M KoMMyTauumsa obopypoBaHua (compute, network w
storage) B cTomkax LLO/.

Pa3MelleHue, NogKIOYeHUe K NMUTaHUIKD, CeTU uHTepHeT 1 BLLOM 3aka3umka cpencrts
3awmTbl MHGOPMaLmMm 3aka3umka, B TOM Yncie Cpeacts Kpuntorpadmuyeckom 3awmThbl

nHbopMaumn.
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1.7. Tunbl pecypcos, TpeboBaHUA, peKoMeHaaUMn 1 orpaHuYeHus:

Tab6n.4. Tunbl pecypcos, TPe6oBaHMA, PEKOMEHAALMMN U OFPAHUYEHUA

Tun pecypca: BUpTyasbHble NpoueccopHbie aapa (vCPU)

Tpe6oBaHus PekoMeHaauum u orpaHuyeHus

B pamkax ogHoro BuptyanbHoro LIO[ 3aka3uuk

Mpn ¢opMupoBaHmMM 3akasa 3aka3uyuky npenocrasngercs .
pu_dopmup Yy NPea MOXXeT MCNO0Mb30BaTb TONIbKO VCPU € ognHaKoBou

BbIGOP u3 cnepyoLwmx anep: .
. yacToTom (ob6cnyxunBaemble npoueccopamu
C 4YacToToM He MeHee 2,6 ITu; He MeHee 3,0 'Tu; He MeHee
3,5 rru! opHoro Tmna). OrpaHnyeHus Ha konmyectso vCPU
g ¥ YKa3aHbl B Tabnuue «MapameTpbl
vCPU o6cnyxunBatotca dpusmyeckumm npoueccopamu Intel.
npenocTaBngeMbiX YCIyr» pasgena 3 HacToALWero
OOKYMEHTA.

Tun pecypca: BUpTyasibHasA onepaTuBHasa naMaTb (VRAM)

Tpe6oBaHus PekoMeHaaLUuMu U orpaHuyeHus

Mpun dopMmMpoBaHnM 3aKa3a 3aKa3umnK yKasbiBaeT Tpebyembii
o6bem VRAM.

Mpu dopMMpoBaHUM 3aKasa ycnyru Tpebyembii o6beM VRAM | OrpaHuyeHMa Ha KonuyectBo VRAM ykasaHbl B
OOMKeH  OblTb  OONOMHUTENBHO  yyTeH B paMkax | Tabnuue «lMapamMeTpbl NpefocTaBAsieMblX YCayr»
3aKa3biBaemMoro o6bemMa BupTyanbHoro OMCKOBOro | pa3sgena 3 HacToALWEero AOKyMEHTa.

npoctpaHctea  (vHDD) BbibpaHHOro  npoduna  ansa
pa3MeleHns swap-$annoB BUPTyabHbIX CEPBEPOB.

Tun pecypca: BUPTyasibHOE AMCKOBOE NpoCcTpaHCcTBO (VHDD)

Tpe6oBaHus PekoMeHaauum u orpaHuyeHus

B pamkax ycnyru npepnoctaBnserca gga AMCKOBbIX npoduns,
OT/IMYAIOLLMXCSA MO CKOPOCTU OBMeHa AaHHbIMK (KONM4YecTBy
onepauui BBoga-BbiBoaa (IOPS)) n BpeMeHu oTknmka: SATA u
SSD. Kaxabin gUCKoBbI NpoduIb COOTBETCTBYET CBOEMY TUNY
OUCKOB Ha CUCTEME XPAHEHUS JAHHDbIX.

B pamkax ogHoro BuptyanbHoro LOL MOXHO MUCMonb30BaTb
OVCKOBble NpoduAN Pa3nnMyYHOro Tuna.

Ba)kHO: npwu 3akase BMpTyanbHOro AUCKOBOro MPOCTPAHCTBA
OTAENbHO AO0/MKEH BblThb yuTeH TpebyeMbit 06beM VRAM ana
pasmelweHns  swap-$annoB  BUPTyanbHbIX  CEpPBEPOB.
BblaeneHHas eMKOCTb AMCKOBOrO NMPOCTPAHCTBA 3aHMMaeTcs
BCEMW BUPTYasbHbIMM MaWKNHaMK 3aKa3umka (BKIKOYEHHbIMU
M BbIK/IKOYEHHbIMM), CO3OaHHBIMM 3aka3uukoM Snapshot, a
TakxXe swap-davnamm VRAM BCex BMPTyasibHbIX MalUMH

MWHUManNbHOE  3HayeHuMe ANS  3K3eMmnasapa
BupTtyanbHoro LOA - 100 I'6. CyMmMapHbI 06beM
BMPTYasbHOr0 AUCKOBOrO NMPOCTPAHCTBA KaXXAoro
OMCKOBOIo Npod@unsa fomkeH 6b1Tb KpaTteH 100 6.

3aKa3uumka.
1.8. Ona nogknyeHua K Ycnyre 3aka3uymk MOXeT BblIbpaTb OAUH UM HECKOIbKO TUMOB NOAKIOYEHNA:
Tabn.5. Tunbl NOAKIOYEHUS K CETU U CETEBbIE CEPBUCHI
Tvn nogKn4YeHus OnucaHue
MoaknoyeHne yepes BbIAENEHHbIN | 3aKa3uuKy NpefocTaBnseTcs OTAeNbHas nofoca Aana [focTyna K
rapaHTUPOBAHHDIN? KaHan UHTEPHeT Ycnyre, KOoTopasa He pa3gensietca C ApyrmMum 3aka3zymkKamu.

OaHHbIN cnocob NOAKIYEHUSA nosponsaer obecneynTb
B3aMMOAENCTBME CceTen 3akasumka C CeTblo B 06/1aKe C MOMOLLbH
BblAeNeHHbIX KaHanos CBA3U CTOPOHHEro npoeangepa.
OnNuMOHanNbHO, C NOMOLLBIO AAHHOIO CUeHapus, K Yciyre 3akasumka
MOXET 6bITb MOAKMIOYEH aNlbTEPHATUBHBIA KaHa/l B CETb MHTEPHET.
Ona 0aHHOro NOAKYEHMS MOTYT 6blTb MCMOIb30BaHbl BblAENEHHbIE
KaHasbl 3aKa3uyMka, OpraHuM3oBaHHble C UCMO/Ib30BAHUEM KTEMHOM
OMTUKU».

Mopkn4veHne yepe3 BblAENEeHHbIM KaHan
cBA3n

MpepnonaraeT noruyeckoe MOAKAKOYEHME K 06weMy pnsa Bcex
3aKa3umMkoB YCNyru KaHany nepepayvv AaHHbIX (CKOPOCTb CETeBOro
MopknioyeHne  4yepe3  0oOWMWA  KaHan | COefMHeHuUs ana Kaxporo 3aka3uuka He aBnsaeTcsa
MHTEpPHET rapaHTMPOBAHHOM W 3aBUCUT OT 3arpy>XeHHOCTU obliero KaHana
nepepayv [aHHbIX). 3aka3uuKy npepoctaBnsetcs 6a3oBasa 3awmTa
MHPOPMALMOHHbIX CMCTEM, pa3MmellaeMblx B MHGpacTpyktype VMW

1 TexHUYeCKM 0onycTMMo BblaenaTb no 24/48/56 vCPU (pns vCPU vacToTon 3,5/3,0/2,6 'TU, COOTBETCTBEHHO) Ha OAWH BUPTYabHbI cepBep. OaHaKo
LS Nyywen NpoM3BOANTENBHOCTU PEKOMEHAYETCA NPUAEKMBATLCA 3HAYEHUI, ONUCaHHbIX B pa3aesne «3. bazoBas GyHKUMOHANBHOCTb U METPUKU
YCAyrm».

2 3alaHHaa CKOPOCTb rapaHTMPyeTCsa BHYTPU CeTu MICNoNHWTEeNa HauMHas oT nopTa NOrpaHMYHOro MapupyTmMsaTtopa yana cesasu Cloud.ru.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.9.3.

1.9.4.

1.9.5.

1.10.

1.11.

, 0T DDoS-aTak, HanpaB/IeHHbIX HA UCYeprnaHue KaHaabHOM EMKOCTU
ceteBon NMHPpacTpykTypbl VMW |

MoapobHaa MHbOpMauMa No OOCTYMHbIM MOAKMKYEHNAM npuBeneHa B MpunoxeHun N2 1. VMW.6. K
Oorosopy.

B oCTanbHbIX CNy4yasx, a TakK)Xe Mo 3anpocy, MOXeT ObiTb NMpefocTaBfieHa paclMpeHHas 3awuTa
MHPOPMALMOHHbIX CMCTEM 3aKa3uyumKa, pa3mewaeMblix B MHPpacTpykType VMW, ot DDoS-atak Ha BCex
YPOBHSAX A0 L7 BKIHOUYMUTENIbHO B BUAE OTAENbHON TapudULMPYEMOM YCIYTK.

Ona obMeHa JaHHbIMU MeXXay BUPTYyaNnbHbIMU MallMHaMK B npepenax BLIOL ncnonb3yetca BHYTPEHHee
ceTeBOe B3aMMOencTBme, peanmsoBaHHoe Ha 6a3e ceTeBoro o6opynoBaHuna VIcnonHUTeNa n cpeactTeamm
rmnepsmnsopa.

CeTeBble cepBucbl SDN.

Mnatdopma BUPTyanmM3auMM CETU peanusyeT NporpaMMHoO-onpenenseMyrd obnayHylo ceTb, a Takxe
NPOrpaMMHbI NOAXOA K CO34aHMI0 M 3KCNAyaTalMmn CeTeBbIX CEPBMCOB.

MnatdopMa BUPTYyanmM3aLmnm CETU BKIOYAET B Ceba crieaytolme KOMMNOHEHTbI:

. BUPTYasibHble CETU A8 OPraHM3aunm CeTeBON CBA3HOCTM BMPTYasIbHbIX MalUMWH;

o KNMeHTCKMe wnto3bl Edge Gateway?.

KnueHtckuni wno3 Edge Gateway npenocTtaBnaeT creaylowme cepBuchl:

. MapuwpyTtusaumsa (Routing);

. norpaHUYHoOe MeXxceTeBoe akpaHupoBaHue (Firewall);

. npeobpasoBaHue ceTeBbix agpecos (NAT);

. BUpPTYyasibHble YacTHble ceTu (VPN) Ha 6ase IPSec;

. OMHaMMyecKoe pacnpepneneHue ceteBbix agpecos (DHCP).

KnueHTtckune wno3bl Edge Gateway pa3aBopaymBaloTCa B PeXUMe BbICOKOW AOCTYNHOCTU. AKTUBHbIN LW/O3
obpabaTbiBaeT ceTeBOM TPaduMK, B Clyvae BbIXOAa ero U3 cTpos TpaduK aBTOMaATUYECKM Nepek/yaeTcs
Ha pPe3epBHbIN W03, HAXOOAALWMNACA B PEXUME OXUOAHUA.

MpXM MNOCTPOEHUW CNIOXHOW CETEeBOW apPXWUTEKTYpbl, HanpuMep, OpraHu3aunuM OUHaAMUYEeCKOWn
MapwpyTnsaumm BGP c NokanbHOM ceTeBOM MHMPACTPYKTYPOM 3aKasumka, HeobxogMmMo MCNOoNb30BaTb
norpaHnyHble wnto3bl Dedicated Provider Gateway/TO. B 3aBMCMMOCTM OT TPebGOBAHMN K MPOMYCKHOM
CNOCOBHOCTN A0CTYNa B U U3 MHTEPHETA, a TakXe cneumdmnyeckom HaCTPOMKN CETEBbLIX CEPBUCOB MOryT
OblTb pa3BepHyThl BolaeneHHaa BMpTyanbHasa MalwmnHa Dedicated Provider Gateway/TO unu BblgeneHHbIn
dunsnyeckumn cepsep Dedicated Provider Gateway/TO Ans NOBbILWEHHOM NPOU3BOANTENIBHOCTU.

lWa6bnoHbl BM un o6pa3bl OC. B pamkax YcayrM 3akasuyuMk MOXEeT CaMOCTOSATENIbHO BbIMOMHUTL
MMMOPT/3KCNOPT cobcTBeHHOro obpasa BM B BLLOO. BO3MOXHbI BapuaHT paboTbl ¢ obpaszamu BM:
3aKa34ynK CaMOCTOATENIbHO OCYLLECTBSET MMMNOPT/3KCNOPT 06pa30B BMPTYaNbHbIX MallKH, UCNob3ya KY
VMware. 3a 0ONOMHUTENIbHYIO NNaTy 3aKa3uymKy NpenocTaBnaeTca 4OCTYN K KaTanory ¢ wabnoHamm BM ¢
npenycTaHOB/EHHbIMU Haubosiee MONYNAPHbLIMKM BEPCUAMM OMEpPaLMOHHbLIX cucteM. Mpu mMmnopTe U
MCMNOMb30BaHUM 3aKa34YMKOM COBCTBEHHbIX 06pa30B BUPTYasibHbIX MalWH, KOTOpble He WMerT
opuuUManbHON COBMECTMMOCTM CO CTOPOHbI MOCTaBlMKa nnathopMbl BUPTYanmsauum, MICNonHUTeNb He
rapaHTMpyeT paboToCnOCOBHOCTb AaHHbLIX BUPTYasibHbIX MaluWH, U pelleHne BO3MOXHbIX NpobneM He
perynupyetca gencreyrowmm CornaweHnemM ob ypoBHe npenocTaBieHun Ycnyru.

MporpaMMHaa nnatpopMa. B KayecTBe MHCTPyMeHTa peanmsaumm VMW umcnonb3yetca KY VMwareBy.
YCTONUYMBOCTb K OTKa3aM BblYMUCNIUTENbHbIX Y3/10B peasin3oBaHa cpeacTsamMmm nnathopMbl BUPTYanmn3aumm
Ha 6a3e TexHonoruu High Availability (HA).

CxeMa peanusaunm nnathopmbl onaa ycnyrn «BuptyansHbii LLOO» n3obpaXkeHa Ha PUCYHKE HUXKe:

3 0TaenbHO He TapudULMPYIOTCA, UX CTOMMOCTb BK/IHOYEHA B CTOMMOCTb NPefoCTaBNEHHbIX PECYPCOB M ONUMiA YCyru.
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CepBepbl

CUCTEMBI XpaHEHWA JaHHbIX
55D, NL-SAS

uon 1

Cepeepbl

CUCTEMBI XpaHEHWA OaHHbIX
55D, NL-SAS

uon 2

1.12.

1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

AnnapaTtHasa nnatdopma:

Ta6n.6. KOMNOHEHTbI M XapaKTEPUCTUKM annapaTtHoM nnatdopMmsl

KoOMnoHeHTbl XapaKTepucTuku

B KayecTBe BblYMCINTENBHOM NNaTGOPMbl MCMONb3YIOTCA CEPBEPHbIE
peleHns KopnopaTMBHOIO YPOBHS, Ha3mpyowmecsa Ha npoueccopax
APXUTEKTYPbI X86/64.

[ns opraHusaumm cepBuca NpepoCcTaBNeHUss BUPTYanbHbIX OUCKOB

NPUMEHATCA CUCTEMbI XPAHEHWSA [aHHbIX YpoBHA midrange ¢

pe3epBMPOBAHMEM OCHOBHbIX KOMMOHEHT, TakKuUX Kak 6510ku

NUTaHUA, KOHTPOIIEPHbIE MOAY/N.

ba3upyeTca Ha o6opynoBaHUM BeAYLWMX MUPOBbIX MPON3BOAUTENEN,

KoTopoe obecnevymBaeT:

- BbBICOKMA YpOBeHb KOHTpoNnsa W 6e3onacHocTM 6narogaps
NOTOKOBOM TENeMEeTpMM W yNpexpalwweMy aHanuM3y Ha
NUHENHOW CKOPOCTU Nepeaayu;

- BbBICOKYHD  NPOMU3BOAMUTENbHOCTb  MPUIOXEHU  6Gnarogapsa
WMHTeNNeKTyanbHbiM 6ydepamM 1 OTCYTCTBUIO NOTEPU NaKeToB;

- BbICOKYIO NPOM3BOANTENIbHOCTb n MacwTabupyeMocTb
6naropapsa MynbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas noacmMcTemMa peann3oBaHa C NpuUMeHeHneM Tononorun Leaf

- Spine, koTopasa obecneynBaeT cnepyroLme NPenmMyLLecTsa:

- MpeackasyeMoCTb 3aepKeK;

- BbICOKMI ypOBeHb MacliTabupyemoctu 6e3 npepbiBaHMsa paboTbl
ceTu;

- 3alMTy OT NOABNEHUSA NeTeNb;

- BbICOKMWI YPOBEHb aBTOMATM3aLUMN YNPABNEHMS U NOALEPKKM.

CepBepHasa nnatdpopma

cxna

CeTb

MpepnocTaBneHne QOCTyna K NporpaMMHoOMY obecrnedyeHuio.

McnonHuTenb npegnaraet 3aKas3uuky AOOCTYN K MpOrpaMMHOMY ob6ecneyeHuio, nepedeHb KOTOPOro
3aKa3ymK MOXKeT 3anpoCUTb Yy OTBETCTBEHHOro nuua McnonHutensa (pasgen 10 Jorosopa), CTOMMOCTb
onpepnenaeTca B COOTBeTCTBYKOWEM 6OfaHKe 3aka3a Ha OCHOBaHWM TapudoB, YCTAaHOBJIEHHbIX B
MpunoxeHmnax N2 7.

B paMKax npegocTaB/ieHMa [OCTyna K nporpaMMHoMy obecrneyeHutio WcnonHuTenb npenocTaBisaeT
OOCTYN K OMCTPUOYTMBaM MPOAYKTOB W MPefoCTaBNfaeT JIMLEH3MIO AN aKTUBAUMW OaHHbIX NPOAYKTOB.
TexHMYecKasa noanepykka no NpoaykKTam He BKJIloUYeHa B CTOMMOCTb YC/Iyru U npnobpeTaeTcsa 3aKa3umkoMm
CaMOCTOATENbHO.

ba3on ona npuMmeHeHua Tapuda M pacyeTa eXeMeCcayHOoro njaTe)ka 3a Mcnonb3oBaHue CepBepHOM
onepauMoHHON cuUCTeMOM ABNAeTCA Hambonbllee 4YMCNO OOHOBPEMEHHO paboTaBWMX BUPTYaNbHbIX
MallMH C JaHHOW OnepaLUnoOHHOM CUCTEMOMN 3a PACYETHbLIN Nepuoga.

B cnyyae MHOoeKcauum LeH Ha NMLUEH3MK CO CTOPOHbI npoun3sogutensa MO, MIcnonHUTeNb UMEEeT NpaBo Ha
mHpoekcaumio Tapuda B OOHOCTOPOHHEM MOPAOKE HAa COOTBETCTBYIOLWLYI BE/IMUYMHY C YBEAOM/IEHUEM
3aKa3uymka B CPOK He MeHee 4yeM 3a 30 (TpuauaTtb) AHEN A0 AaTbl u3aMeHeHua Tapuda. K ysegoMneHuio
3aka3ymka MWcnonHuTenb NpPUKNaabiBaeT CKaH-KOMUIO COOTBETCTBYHOLLErO MNMUCbMa-yBeOooOM/IEHUS OT
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1.13.5.

1.14.

1.15.

1.16.

1.17.

npoussoantensa NO. B cnyyae Heobxogmmoct CTOPOHbI NOANMCHIBAOT LONOSHUTENIbHOE COrNalleHne o
BHECEHUM M3MEHEeHUN B MpunoxeHua N2 7.

MoppobHas nHdopMaLms No YCNOBUAM M OFPaHMYEHMAM UCMONb30BaHMSA NPOrpamMMHOro obecneyeHms
npueeneHa B MNMpunoxxeHnn N2 8. K [lorosopy.

MpepoctaBieHMe [AOCTyNa K KaTajory roOTOBbIX MNPUIOXEHUW pna 6usHeca. WcnonHutenb
npenocTaBnsaeT 3aka3umKky [OCTYN K KaTanory npuioXeHun. B OaHHOM KaTanore pasmellarTca
npenBapuTenbHO HaCTPOEHHble LWabnoHbl MPUIOXKEHUI OTKPLITOrO MNporpaMMHoOro obtecnevyenusa. C
nepeyHeM [OCTYMHbIX LWABGNOHOB 3aKa3yMK MOXET O03HAKOMMUTbCA B [AOKYMEHTauuuM Mo CCbiike
https://cloud.ru/ru/docs/applications/ug/ B pa3gene «OrpaHuMyeHUa U 0COBeHHOCTM». B  paMkax

NpenocTaBseMoro Cepeuca rapaHTUpyeTcs yCrnelHoe pa3sepTbiBaHMe NPUIoXeHna us wabnoHa, npu
3TOM ero fJanbHeinlas HaCTPOMKa M NoAAepyKKa NPOM3BOAUTCA 3aKa3UMKOM,

MpepoctaBneHMe p[ocTyna K oOnuuMu PacnpepeneHHbld  MeXCeTeBOW 3KpaH. McnonHuTenb
npepocTaBnseT 3akasumKy LOCTYNM K CEeTeBOMY CEPBWUCY BUPTYa/SIbHOro LWJIKO3a - pacnpenesieHHoMy
MexkceTeBoMy 3kpaHy (Distributed firewall) pna BUpTyanbHbIX CEPBEPOB U NMPUNIOXKEHUI, 3aMyCKaeMbIX
Ha ¢u3nyeckoM obopynoBaHuu WcnonHutensa. LOCTYn K CEpBMCY MNPenocTaBnAeTcs Ha OCHOBAHWUK
noanMcaHHOro 61aHKa 3akasa M onnaYMBaeTcs 3aKa3uymMKOM OTAENBHO.

MMmeHoBaHMe «OpraHusauun» 3akKa3uuka. [ONna KOoppekTHoM o06paboTku obpalleHnint 3akasuvuka
MMeHoBaHMe «OpraHmM3auMn» BbINONHAETCA onepaTopaMu MCNonHUTEeNna U MMeeT YHUDULMPOBAHHbIN
dopmat BMAa <Has3BaHue «OpraHmM3auum» 3aKasumka> - <[lopagkoBblii HoMep «OpraHuM3auunmn
3aKasymka»>. o cornacoBaHui ¢ NCNonHMTENeM BO3MOXHO M3MEeHeHMe HasBaHusa «OpraHusaumm»
3aKa34ymnKa Yyepes COOTBETCTBYHOLWMIN 3anpoc B Y6y nogaepxku McnonHutens.

lWindbpoBaHue BUpTya/lbHbIX  MalWMH. Ycayra ob6ecneynmBaeT  BO3MOXHOCTb  WMPpPOBaHUA
KOHOUIypaLUMOHHbIX GafioB faHHbIX M AMCKOB BM, npepocTaB/ieHnUM 4oCTyna K WwabnoHaMm roctesbix OC
C BO3MOXXHOCTbIO XpaHeHUA Kueln WwnpposaHmsa B VTPM. C NOMOLLbIO KOHCONKN ynpaBieHna 3aKasumk
MOXET CaMOCTOATENIbHO CO34aBaTb HOBble WKNdpPOoBaHHbIe BM, 160 3awmndpoBbiBaTb CYLLECTBYOLWME BM.
CtouMocTb Ycnyrn dopMmnpyeTca B 3aBMCMMOCTM OT MaKCMManbHOro o6béMa OUMCKOBOro NpOCTPaHCTBa,
BblAENEeHHbIX A9 BM ¢ akTMBMpoBaHHOM onuuen «lndpoBaHne BM» B TeyeHue OTYETHOro nepuopaa
(kaneHpapHoro Mecsaua). Ycnayra nogkat4yaeTcs nocpencTsoM nognmcaHna 3akasa.
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2.1. Vcnyra BupTyansHbin LLOL onvcaHa B Tabnuue 7:

2. BA30BASY ®YHKLMOHAJIbHOCTb U METPUKW YCNYTU

Tabn.7. MapaMeTpbl NpenocTaBnaemMblx Ycnyr

CepBuc

TapuduumpyeMblie eAMHULbI

XapaKTepuUCTUKU U METPUKU

[onycTuMblie 3HaYeHust

BbluncneHus

BupTyanbHbii npoueccop 3,5 My, (wr.)

ba3oBag 4acTtoTta npoueccopa vCPU

He meHee 3,5 Ty,

Host CPU Ready time MeHee 5%
PekoMeHagyeMoe Kon-Bo VCPU Ha BupTyanbHbll cepBep

1-12 wr.
(wT.)
OonycTuMbln 06beM VRAM Ha BUPTYasbHbIA CEPBEP 1-384T6
RAM Swapped 0%

ba3oBas 4acToTta npoueccopa vCPU

He meHee 3,0 I'Ty,

Host CPU Ready time MeHee 5%
BupTyanbHblil npoueccop 3,0 MTu, (wr.) FLE:—(.())MEH,D.yEMOG kon-Bo VCPU Ha BupTyanbHbii cepBep 1-24wr.

Lonyctumbii 06beM VRAM Ha BUPTYanbHbIA cepBep 1-768T16

RAM Swapped 0%

ba3oBag 4acTtoTta npoueccopa vCPU He mMeHee 2,6 Ty,

Host CPU Ready time MeHee 5%
BUpTYanbHblil npoueccop 2,6 My, (wr.) (PLE;(.(;MeH.uyeMoe kon-Bo VCPU Ha BupTyanbHbii cepBep 1-28 .

OonycTuMbln 06beM VRAM Ha BUPTYasbHbIA CeEpBEpP 1-768T6

RAM Swapped 0%

XpaHunuuwe aaHHbIX

BMpPTyanbHbIA XeCcTkun guck SSD, (M6)

HDD IOPS. 2TanoHHble 3HayeHna*

5000 IOPS/1 TB®

CpenHee BpeMa goctyna kK SSD Storage Ha BUPTyanbHOMN

5 0 mc - 5McC
MalluHe
OonycTuMbll 06beM OAHOr0 BUPTYaSIbHOTO >KECTKOro
o 1 - 4096 I'b
aucka SSD Ha BUPTYyaNbHbIK CEpBeEp
llar yBenuyeHua pa3Mepa BUPTyallbHOrO [AMUCKa B 116

AoNnycTMMOM Aunana3oHe

BMPTYyanbHbIA XeCTKUn guck SATA, (I6)

HDD IOPS. 3TanoHHble 3HayeHns*

100 10PS/1 TB

CpenHee BpeMsa gocTtyna K SATA Storage Ha BUpPTyanbHOM
MalwmnHe?

0 mc - 30 MC

4 MapaMeTpbl rapaHTUPYKOTCA Npu pa3Mepe 6710ka Ao 8 Kb, Npon3BOAbHOE YTeHue/3anuch ¢ npodunem 70/30.

®17Tb = 1000 I'b

CtpaHuua 12 n3 15




Tabn.7. MapaMeTpbl NpenocTaBnaeMblx Ycnyr

CepBuc

TapuduumpyeMblie eAMHULbI

XapaKTepuUCTUKU U METPUKU

[onycTuMblie 3HaYeHust

OonycTuMbin 06beM OfHOrO BUPTYANIbHOTO >KECTKOro
nmncka SATA Ha BUPTyasibHbI CepBep

1-4096Tb

lar yBenuueHus pasMepa BMPTYa/nbHOrO [OWCKa B
[OMNYyCTUMOM AManasoHe

1TB

CeTeBble CEPBUCHI

[ocTyn B MHTEPHET B 06LWEM KaHane

Monoca nponyckaHusa

He Tapuduumpyercs:
He 6onee 100 M6/c Ha BupTyanbHbin LLOL,

CpepHAa ceTeBas 3afiepXkka B npenenax ceTu nepepayu

. 0Omc-5mMmc
MponyckHas CnocoB6HOCTb Ha BUPTyanbHbIM | AaHHbIX Cloud.ru
cepsep MpOoLEHT NOTEPAHHbIX NAKETOB B Npeaeniax CeTu nepenaym 0% - 0.2 %
naHHbix Cloud.ru CTe
CpepHAas ceTeBas 3afepXKa B npeaenax cety nepepayu
pen nep pen pen, 0 McC - 5 Mc

BMpPTyanbHbIN W03 (WT.)

naHHbIX Cloud.ru

MponyckHasa cnocobHOCTb

He 6onee 5 IG/c

FocteBas OC

Doctyn K wabnoHy CepBepHasa onepauoHHan
cuctema:

. BM pa3mepoMm 4 u wMeHee VCPU:
BM (WwT.)/ KaneHpapHbIiit Mece,
. BM  pasmepom 6Gonee 4 VvCPU:

vCPU (wrT.)/ KaneHgapHbi Mect,

LLlaBnoHbl CepBepHOI ONepaLnoHHON CUCTEMBI
LLlabnoHbl [JeCKTONHOM onepaunmoHHON CUCTEMDI

CepBepHas ornepaunoHHasa cuctema 2016
CepBepHas onepaunoHHasa cuctema 2019
CepBepHas ornepaunoHHasa cuctema 2022
AnbT Paboyas cTaHuusa

AnbT «CepBep»

POCA «Xpom» 12 Pabouas cTaHumsa
POCA «KOBAJ1bT» 7.9 CepBep

POCA «Xpom» 12 CepBep

Ooctyn K wabnoHy MO CepeepHaa CYB/:

CepBepHasa CYb[ 2017 Enterprise
CepBepHasa CYb[ 2019 Enterprise

CepBepHas onepaunoHHasa cuctema Datacenter 2016
CepBepHasa onepaunoHHasa cuctema Datacenter 2019

(WwT.)/ KaneHpapHbIN Mecau®.

no _ .
* BM pasMepom . 1 127 VCPU: | Wabnoxe! MO Cepsepas CYBI CepBepHasa onepaunoHHasa cuctema Datacenter 2022
BM (WwT.)/ KaneHaapHbI Mec.
CepBepHasa onepaumoHHas cuctema Standard 2016
CepBepHasa onepaumoHHas cuctema Standard 2019
CepBepHasa onepaumoHHasa cuctema Standard 2022
Ooctyn K ak3emnnapam MO (CepBepHaa CYbA
Ez’:grprlscee i()ere;agepsé:eysgﬂ %ﬁf‘ SEZ?tC:z;\d Sk3emnnaapbl MO (SQL ServerCepBepHas CYb[ Enterprise | MNopnepxnBaeMble Bepcum MO (CepsepHaa CYbA
Ce B’e Haqp P onepaLoHHas CVICTeMaf Core, CepBepHas CYbL SQL Server Standard Core, | Enterprise Core, CepBepHaa CYb[ Standard Core,
no pBep pau " | CepBepHaa CYb[ SQL Server Web Edition, CepBepHasa | CepBepHas cysd Web Edition, CepBepHas
Datacenter, CepBepHasna onepaunoHHas . .
cuctema: Standard): onepaumoHHaa  cuctema: Datacenter, CepBepHas | onepauuoHHas cuctema: Datacenter, CepBepHas
onepaunoHHasa cuctema: Standard). onepaumnoHHasa cucteMa: Standard).
. [Ba BuUpTyanbHbix/OU3n4yecknx agpa

5 MUHMManbHbIA NEPUOL, TapubrKauMmM — KaneHaapHblii Mecal. Hayano Mcnonb3oBaHus, HauMHas ¢ NepBOM MUHYTbI, UM NPOAO/HKEHME UCNONb30BaHUA Ycyrv B OTYETHOM Nepuope npeanonaraert cnucaHme CTOMMoCTH
3a MOJIHBIN KafIeHAAPHbIA Mecsl. HenoHbli KaneHaapHbli Mecal MCnoib30BaHMa YCIyru, HaunHas C NepBOiM MUHYTLI, OKPYFISETCS A0 MOMHOrO KaneHAapHOro Mecaua nosib3oBaHus YCayron.

7 Mpu UCNoNb3oBaHUKU Gonbluero konudectsa vCPU B cocTaBe ak3eMnaapa BM, nponopuMoHanbHO YBEMYMBAETCA KONMYECTBO AOCTYMNHbIX MLEH3UIA ons onnatel (c warom B 12 vCPU).
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3.1.

3.2.

3.2.1.

3.2.2.

3.3.

3.3.1.

3.3.2.

3.3.3.

3.3.4.

4.1.

4.1.1.
4.1.2.

4.2.

4.2.1.

4.3.

4.3.1.

3. TAPUOUKALINA YCNIYTU

Ycnyra npenoctaBnseT Ha Bbibop ABa TMna Tapudukaumun: OuHaMmnyeckasa Tapneukauma (Pay as you go,
nanee - PAYG) u Ctatnyeckaa Tapudukaums (Allocation).

OuHamumyeckasa Tapudukaumsa (Pay as you go).

OuHamMmyeckasa Tapudukaumsa npepnonaraeT onnaty nysa pecypcoB, YKasaHHbIX HUXe, Mo QakTy ux
notpebneHus 3akKa3ymMKoM B TeyeHne OTYETHOro nepuopa:

. BupTyanbHbI npoueccop 2,6 My, PAYGS;

. BupTyanbHbii npoueccop 3,0 My, PAYGS;

. BupTtyanbHaa namMatb, PAYGS?;

. BMpPTyanbHbIA XXecTKnn guck SATA, PAYG;

. BupTyanbHbIM XecTKnit auck SSD, PAYG.

OuHaMmyeckas TapuduKauma oCylWecTBAAeTCa B NMOYacCoOBOM pexume (M3 pacyeta CTOMMOCTU OOHOro
yaca), HayMHaa C NepBOM MUHYTbl MONb30BaHUA YCAYyron. BpeMsa yuyuTbiBAaeTCs C OUCKPETHOCTbIO A0
Lesoro 4aca, TO €eCTb HEenosjHbiM 4Yac paboTbl BUPTYanbHOM MallUMHbI CUYMTAETCA KaK Lenbii.
Tapnduumpyetca cCymMMa COOTBETCTBYWOLIMX PecypcoB ansa Bcex BM. BupTyasbHbIA MPoOLECccop W
BUPTYyasibHaa NaMaTb TapudULMPYIOTCA C MOMEHTa cTapTa BM 1 0 MOMEHTa ee OCTaHOBKU. BUPTYyarnbHbIN
YKECTKUIM ONCK TapuduumnmpyetTca ¢ MOMeHTa co3aaHua BM v oo eé yonaneHua. CHUMKK (Snapshots), swap-
dannol, wabnoHbl BM 1 ISO-06pasbl TapUPULMPYIOTCA KakK BUPTyarnbHbIM XeCTKUIM aucK. g Kaxaon BM
YYUTBIBAKOTCA MaKCMMaribHble 3HAYEeHMA PECYPCOB 3a KaXKAbIM Yac.

Cratnyeckasa Tapudukaumsa (Allocation).

BennunmHa eXemMeca4yHOoro nnatexka 3a Mnonb3oBaHWe YCNyrom onpepensaerca B COOTBETCTBUMM C
3aKa3aHHbIM O6HEMOM MEePeUYMCIEHHbBIX HUYKE PeCypPCOB U OMLMIA:

. BupTyanbHbin npoueccop 2,6 My,

. BupTtyanbHbin npoueccop 3,0 IMu;

. BupTtyanbHbin npoueccop 3,5 My,

. BupTyanbHaa namMaTtb?;

. BUPTYyanbHbIN XXeCTKNiM Anck SATA;

. BMpTyanbHbIM XXeCcTKUi auck SSD;

. MpepocTaBneHne nybnnyHoro IP agpeca;

. BbioeneHHasa BupTyanbHaa mawunHa Dedicated Provider Gateway/TO0;

. BbigeneHHbIn pusmnyeckunin cepsep Dedicated Provider Gateway/T0;

. Onuua PacnpeneneHHbi MeXXCeTeBOM 3KPaH;

. LocTyn K wabnoHy CepBepHas onepaunmoHHaa cmcTema’;

. Ooctyn kK wabnoHy MO CepBepHaa CYbA 3;

. LOocTyn K npo4um 3k3emnnapam MO (nepedeHb goctynHoro MO npuseneH B MpunoxkeHmax N2 7);

. BupTyanbHbIM XeCcTKni auck SATA onsa WwndpoBaHHbIX BM;

. BUpTyanbHbIM XecTKnit anck SSD ona wudpoBaHHbIX BM.

MeToOuka pacyéTtoB noTpebnaeMblX MPOLLECCOPHbLIX PEecYypCcoB M OMepaTMBHOM MaMATUM npegnosaraet
TapndunKaum CyMMbl 3HAYEHUI NPEenoCTaB/IEHHbIX PecypcoB 3a OTYETHbLIM Mepuog B COOTBETCTBUU C
TapundoM. CYeT BbICTABNSAETCSA Ha OCHOBE CYMMbl 3HAYEHUN.

MeTogoMka pacyéta noTpebnaemMoro [AOUCKOBOro MPOCTPAHCTBA npepnonaraeTr onnaTty 3a Becb
npenoCTaB/IeHHbIN 3aKa3umMKy 06bEM pecypCcoB AMCKOBOro NPOCTPaHCTBA KaXAoro Tuna.

MeToguMKa pacyéta no onuuum «PacnpeneneHHblin MeXCeTeBOW 3KpaH» npepnonaraet Tapndukaumio
CYMMbl 3HaY€HUN ONEepaTUBHOM NaMATU, NPEeAOCTaBIEHHOM 3aKa34ymnKy B paMKax ero BmpTyanbHoro LIOL
B OTYETHbLIN Nepuop.

4. WHbIE YCNOBUSA, MPUMEHWUMDIE K YCNTYTE

BO3MOXHble BUObI NOAK/TKOYEHUS [ UBMEHEHUS [ OTKIIOYEeHUsa YCnyr:
MocpencTBoM nognucaHma 3akasa (c y4éTtoM n. 4.6. HacToawero MpunoxeHus);
MocpencTBOM COBEPLUEHMUS AENCTBMIA B JINYHOM KabuHeTe.

BO3MOXHbIM NOPAAOK pacy€ToB no Ycnyre:
MocTonnaTa.

B0O3MOXHble cnocobbl onnaTthl / NOPsSAOK NONoNHeHUs banaHca:
OnnaTa B 6e3HaIMYHOM NOPAAKE HA OCHOBAHMM BbICTaBNEHHOro CnonHUTEeNneM cYyéTa.

8 Pecypcbl TapudUUMpYOTCa B Nnepuof paboTbl BUPTYanbHON MallMHbI.

° 06beM BupTyanbHoi namaTtv (VRAM) fomkeH GbiTb AOMNOMHUTENIBHO YUYTEH NPU 3aKkase BUpTyanbHOro AWCKOBOro MPOCTPAHCTBA A/1A XpaHeHUs
swap-dainoB BUPTYanbHbIX CEPBEPOB B COOTBETCTBMM C NMapaMeTpaMu, yKasaHHbIMK B pa3gaene «Tun pecypca: BUPTyasbHas onepaTtuBHas NaMsaTh
(VRAM)» Tabnuupl 4.

CtpaHuua 14 n3 15



4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

3aKa34yMK CaMOCTOATEe/IbHO HECET OTBETCTBEHHOCTb 3a paboToCNOCOBHOCTL NPOrpaMMHOro obecneveHus,
yCTaHaBMBaeMoro Ha BM.

Bo n3bexkaHue gerpagaumm Npon3BoauTeNbHOCTU, NepeyTUIn3aumnum pecypcoB XpaHeHUs 1 NoBbIWeHNS
pyCKa HapyleHUsa LLeIOCTHOCTU AMCKA NMpPU KOHConuaauum, MICnonHUTeNnb ocTaBnsaeT 3a coboi npaso
npoBoauTb PernamMeHTHble paboTbl NO yAaNeHU0 COo34aHHbIX 3akasuymkoM SnapShot crapwe 7 (Cemun)
OHen. Mepepn ypaneHneM SnapShot McnonHutenb ob6a3yetcs yBegOMUTb 3aKa3umMKa MO 3/TIEKTPOHHOMN
nouyTe, ykasaHHoM B [loroeope, 3a 5 (MaTb) AgHen [o yganeHunsa v 3a 1 (OanH) oeHb 40 yoaneHus.

CTOPOHbI YCTAHOBMAM CNenyoWwmnii NopaaoK 3akasa YCayrm no HactosaweMy MNMpunoXxXeHuto:

3aKa3 Ha nopgko4veHue Ycnyrm ponxkeH ObiTb Hanpas/ieH MCcnonHUTento He nosgHee, 4eM 3a 3 (Tpwu)
pabouymx OHA 0O AaTbl Havana okasaHua Ycnyru;

B TeyeHune 1 (OgHoro) paboyero gHA MICMONHUTENb UM €ro YNOJIHOMOYEHHbIM NpeacTaBuTenb 0b6a3yeTca
paccMoTpeTb 3aka3s Ha YCAyry u HanpasuTb IMLY, HanpaBMBLlWEMY 3aka3s, OTBeT (MOAMMCAHHbINA CO CBOEeM
CTOPOHbI 3aKa3 MK OTKa3 B NpenocTtaBneHnun Ycnyru ¢ o60CHOBaHUEM NMPUYNHDI);

B cnyyae cornacoeaHmsa CTopoHaMu 3akasa Ycyra npenocTaBiaeTca B AaTy Havana okasaHusa Ycnayru,
3adMKCMpPOBaHHYIO B 3aKka3se, ¢ 10:00 N0 MOCKOBCKOMY BPEMEHMU.

3aKa3ymK CaMOCTOSATENIbHO HeCeT OTBeTCTBEHHOCTb 33 COXPaHHOCTb [HaHHbIX M NPUHUMaeT
CaMOCTOATEe/IbHO Mepbl MO UX COXPaHEHUIO NPu oTKase oT Ycayru. MNpu otkase ot Ycnyrmn McnonHuTtenb
BMpaBe yaanuTb AaHHble 3aKa3uymka no ncrevyeHum 5 (Matm) paboumx gHem nocne otkasa oT Ycnyru.
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