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NMPUJIOKEHUE Ne 1.7.
x [loroBopy
OIIUCAHME U YCJOBUA NPEJOCTABJIEHUA YCJIYT

YCJIYTI'A OBBEKTHOE XPAHUJIMIIE S3
1. HAUMEHOBAHHUE YCJIYIT'

HanmenoBanne Ycemayru: «O0BEKTHOE XpaHIITHIIE S3).

Hacrosmuii IOKyMEHT COIEp)KHT OIMCaHWe COCTaBa YCIyTd, ee 0a30Boi (YHKIHOHAJIHHOCTH, BO3MOYKHBIX
COITYTCTBYIOIIUX M JIOMOJTHUTEIBHBIX YCIIyT, OOMIEro MOpsaKa MOAKIIOYCHUS, U3MEHECHUS W OTKIIOYCHHS Y CIYTH,

YCJ'IOBI/Iﬁ MpeaOCTaBJICHUA U OFpaHquHHﬁ.

2. HHOOPMALIUA OB YCJIYIE

Kpartkoe onucanue Yciayru

O0mwexTHOE XpaHmTHIe S3 (paHee U Janee — « Y CIIyTay) sIBISETCS YCIyToi 10 IIPeIoCTaBICHUIO 1o0cTyna K OObeKTHOMY
XpaHWIHILY JUI XPaHEHHWS W U3BICYCHHUs JOObIX 00beMOB gaHHBIX. JlocTym K OOBEKTHOMY XPaHHIHILY
npenocrasisiercss ¢ momoinsio APl unTepdeiica Amazon S3 (mamee — «S3»). Ycayra peannsoBaHa CpeiCTBaMH

anmapaTHO-IIPOrPAMMHOM TIaTGOpMbI MCiomHUTEIIS.

. Ympapnenue OObEKTHBIM XPaHWIIUILEM OCYIIECTBIIETCS 3aka3dyrkoM npu nomouiu [loprana camooOcmyxuBanust (A1st

orepanuii 1Mo co3aHuo u yaaiaeHuto [IpocrpancTs umeH u Kopsun), a takke npu momorm S3 REST API nist omrepanmit

Hagy OOBEKTaMU.
CocraB YcJIyru v 0CHOBHbIe KOMIIOHEHTBI

AmnmapaTHo-niporpamMMHasi Iuatopma, Ha 0aze KOTOpOH peann3oBaHa Yciayra — 3TO BBICOKOMAacCIITaOHMpyemas
oObekTHass IUIarpopMa XpaHEHHS JaHHBIX, KOTOpas TIIO3BOJIAET 3aKa3dWKaM XpaHUTh W 00pabaThIBaTh
HECTPYKTypUpOBaHHbIe AaHHble Kak OObekThl. AmnmapaTHo-nporpammHas ruiatrdopma Hcmonmnurens obecrednBaer

COBMECTUMOCTS IIpu padote ¢ O0wvekTamu yepe3 APl unrepdeiica S3, a Taxke pacuupsieT €ro BO3MOXKHOCTH.

2.3. OdecnevyeHue 3aUTHI HHPPACTPYKTYPHI

2.3.1.

2.3.2.

3anmta OOBEKTHOrO XpaHuInia S3 00eCeYHBAETCS TIOCPEICTBOM:

e 3ammThl HHGPACTPyKTYpbl OOBEKTHOrO XpaHUIHIIA S3 U CPEACTB €€ YIpaBIICHHS;
o 3ammThl [lopTana ynpaeieHus 1 caMOOOCITy)KHBAaHUS HHOPACTPYKTYPBbI;
e 3amuTH HHTEp(deiicoB gocTyna kK OObEKTHOMY XpaHWIHILY S3;

® PA3rpaHU4CHUC JOCTYyIa K IMOJIb30BATCIILCKUM JaHHBIM OOBEKTHOTO XpaHuJiuia S3.

3amura uabpacTpykTypsl O60bekTHOro xpanmwmmma S3 SberCloud u cpeacTs ee ymopasieHHs 00€CIEYUBAETCS

CPEICTBAMU CHUCTEMBI 3am(uThl WH(OpMaliu HH(pacTpyKTypsl oOmaunoit rmiatdopmer SbherCloud ma cremyromux
YPOBHSX:

1) Ha pu3HYecKOM YpoBHE 00eCIeYrBaETCs

—pa3menieHne Bcero obopynoBaHus mHOpacTpykTypsl B LIOJI, cooTBeTCTBYIOMMX TpeOOBaHUSAM HAACKHOCTH IO
kareropuu Tier 3;

— KOHTPOJIb U YIIPaBJICHHE JOCTYIIOM K 000PYAOBaHHIO;

— HaJIM4Yue cucTeMbl BuaeoHaomoaeHus B [1O/]ax.

2) Ha CETEBOM YPOBHE 00€CIIeYnBAETCs 3alUTa IEpUMETpa HHPPACTPYKTYPHI C UCTIOIH30BAHUEM MEKCETEBBIX DKPAHOB
HoBoro nokosenus: (NGFW), ocyiiecTBISIOINX B TOM YUCIIE BBISBICHHE U MTPEAOTBPAILICHUE KOMITBIOTEPHBIX aTakK;

3) Ha UHPPACTPYKTYPHOM ypOBHE 00ECIICINBACTCS

e Byx(akTOpHas ayTeHTU(UKAIMS aIMUHIUCTPATOPOB HHPPACTPYKTYPHI;

® TIOJKITIOYSHHE aJMUHUCTPATOPOB HHPPACTPYKTYPHI K CPEJCTBAM €€ YIPaBIEHUS C HCIOIb3oBanneM VPN,

® KOHTPOIb ICHCTBUIN MPUBHICTUPOBAHHBIX IT0JIb30BATENICH (3 IMHHUCTPATOPOB HHGPACTPYKTYPHI) C UCIIOTH30BAHUEM

CIICHHUAJIU3UPOBAHHBIX CPCJCTB;
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° perynﬂpm,lifl KOHTPOJIb U aHaJIM3 3allUIICHHOCTHU HH(bpaCprKTprI C HCHOJIb30BAaHUEM CIICHUAJIU3UPOBAHHBIX
CpPCACTB 10 BLISBJIICHUIO yH3BPIMOCT€I>i B HCIOJIb3yEMOM IIO u ero HeKOppeKTHOﬁ KOH(l)I/IpraIII/II/I, BJ'II/ISIIOHIGﬁ Ha
YPOBEHb 3allIUIIICHHOCTHU HO, C YCTPAHCHUCM BLISABJICHHBIX ySI3BI/IMOCT€I71 W/ WIIH HCIO0CTAaTKOB,

e cOop u aHanM3 cOOBITHI MH(OOPMAITOHHOH 0€301TacHOCTH.

IToMEMO 3TOTO, OCYLIECTBISIOTCS IEPUOANYECKHE TECTHPOBAHMSA Ha IPOHUKHOBEHHE M ayAuT HH(POPMAIUOHHON
6e3omacHocTH HHPPACTPYKTYpbl OOBEKTHOTO XpaHWINIIA S3 ¢ IPUBIICYCHHEM CTOPOHHUX OpTaHW3aIii. BeIsIBIIeHHBIE

B X0JI€ COOTBETCTBYIOIIETO TECTUPOBAHUS W/MIIN ayJUTa HEAOCTATKH YCTPAHAIOTCS MO (aKTy UX BBIIBICHHS.

3aIHI/ITa [lopTana ynpaBieHus 1 CaMOO6CJ’IV)KI/IBaHI/IH I/IHd)DaCTDVKTVDI)I

3amura [Toprana ynpasieHus u camoo0ciyxuBanus nHQpactpyktypsl (https://portal.sbercloud.ru/) odecrieunBaercs Ha
YPOBHE MPUIOKEHHHA C UCIONB30BAHUEM CICHUATH3UPOBAHHOTO MEXKCETCBOTO JKpaHa YPOBHSA MPHIOKCHHUH
(Web Application Firewall). [ToMmuM0 3TOro, OCYIIECTBISIOTCS PETYJspHbIC CKaHMpoBaHHs [lopraga Ha Hanu4ue
aKTyalbHBIX YSI3BUMOCTEH W €ro MEepUOJMYCCKHE TECTHPOBAHHMS HA MPOHHKHOBCHHE C TPHBJICUYCHUEM CTOPOHHHX

OpraHu3ali. BelsiBICHHBIC YA3BUMOCTH H/WIIM HEAOCTATKH YCTPAHAIOTCS N0 (PAKTY UX BBISIBICHHUS.

3amura uaTepdeiicoB gocryna K OObEKTHOMY XpaHmIuIy S3

[Moxkmrouenue, co3nanue, 3arpyska u nepegada O0bpekToB B OObEKTHOE XpaHWIHIIE S3 OCYIIECTBISAETCS IO IIPOTOKOIY
HTTPS (TLS v1.2), uro obecrneunBaeT HAACKHYIO 3alUTy MpU MepeAade AaHHbIX 0T OOBEKTHOrO XpaHmIHiEa S3
SberCloud no npunoxenus 3akazduka.

3anpocs Ha goctyn kK O6sekram depe3 S3 REST API mpoxomsit nmpoBepKy MOAIHHHOCTH ¢ MOMOIIb0 Metoga Hash-
based Message Authentication Code (HMAC).

Pasrpannuenue n10cTymna K nojib30BaTeIbCKUM JaHHBIM

3a1<a3l11/11<y NMPEAOCTABIIACTCA JOCTYII TOJIBKO K BBIACIICHHBIM JI1 HCTO KOpSI/IHaM OOBEKTHOTO XpaHujvia S3. HpI/I 3TOM
Ha BpeMs MOJIb30BaHUS Y CI[yTOH JOCTYI K YKa3aHHBIM OOJIACTSIM MaMSITH APYTHX CYOBEKTOB 3aIlpEICH.

Jis momydeHus noctyna k cBoert Kop3nHe 3aka3unk JOJDKCH IPEABIBUTH CBOM uaeHTH(puKaTop (Access Key) u mapois
(Security Key).

Bcee ornepanmu no Co3aaHuto, U3MCHCHUIO (KpOMe HU3MCHCHUA HMMCHOBAHMUA 06LeKTOB) Wi YJAAJICHUIO KOpSI/IH

MPOM3BOIATCS 3aKazunkoM camocTosTeabHo yepes Iopran (https://portal.sbercloud.ru/), mu6o uepes APl Yemyru.

Anmunuctparopsl SberCloud He MMerT gocTynma K IOJb30BAaTEIbCKUM JAHHBIM M HE IMPOM3BOAAT HMX 3arpys3Ky,

06paboTKy 1 U3MeHeHue\yaaneHue.
Tunel pecypcos

IIpoctpancTtBo MMeH ¥ Kop3uHEI

Ipu padore ¢ TIpocTpancTBoM umeH 1 Kop3nHaMu peKOMEHIYeTCs IPUACPIKHUBATHCS CIIEAYFONIUX [TPABHUIL:

. Ucnonp3oBath npedukchl B uMeHH Juis rpynmnupoBanust Kop3un winm OOBEKTOB — 3TO  yHPOCTHT
OpPraHHM3alMOHHYI0 CTPYKTYpPY W TMO3BOJIHUT H30eKaTh KOH(JIMKTOB B HamMeHoBaHuu (customerl.namespacel,
customerl.namespace2, dev.bucketl, dev.bucket2, test.bucketl u.t.m).

. Jns mydineidl mpou3BOJAMTEIHLHOCTH HE PEKOMEHIyeTcs ucmosib3oBath Oosiee 1000 Kop3uH BHYTpH OJHOTO
IIpoctpancTBa UMeEH.

O6bekThl

B omimunu oT TpaauimoHHbIX (aitnoBeix cucreMm xpaHeHus, O0bektHoe xpaHuiniie S3 SberCloud cnpoekTipoBaHo

TaKuM 06pa30M, YTO MOKET XPAHUTb HEOI'PAHUYICHHOC KOJINYICCTBO OOBEKTOB.

BHyTpn O0BeKTHOrO XpaHWJIMIIA JJAaHHBIE TOpe3aHbl Ha HeOompue GparMeHTsl (chunks) 1 paccpeoTo4eHsI MO JIcKaM
Ha HECKONbKMX Homax OOBEeKTHOro XpaHWwiaumia (cepBepax). OTH (parMeHThl MOTYT BKJIIOYaTh B ceOs JaHHBIE

pasnmuHbix O0bekToB. CTanmapTHEIA pasMep ¢parmenTa Juis 3anucu — 128 M6.
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CyiecTByeT psii ocobeHHOCTel pu padoTe ¢ OOBEKTaAMU Pa3HOTO pa3Mepa:

. Heo6onbmme O0bekTh_ — 310 O0BEKTH pazmepoM He Ooinee 100 KB. 3anuch kaxmoro ¢pparmenTa conpsixeHa
C PAIOM HaKJIaJHbIX PAcX0J0B, CBA3aHHBIX C Mepefayeil GpparMeHTa no cetu Mexxay Hojamu OObEKTHOTO XpaHHIIMIIA,
3aIMChI0 Ha JWCK, XypHaJIupoBaHueM, komuposanueMm (Erasure Coding). st Toro 9to0bl CHU3HWTH 3TH HAKJIaIHbIE
pacxo/pl P 3aIMCH HEOONBINNX (PParMEHTOB CYIIECTBYET CrieImanbHeii MexanusM (box-carting). Cyts Mexanuzma
3aKJII0YACTCS B MPEIBAPUTEIHHOM arperupoBaHUM MHOXeECTBA HeOONbIINX OOBEKTOB B ONEPATHBHOM IMaMATH, 10 TEX
0D, TIOKa ()parMeHT He TOCTUTHET pasmepa B 2MO, ¢ mocieayromieil 3armckio ero Ha Auck. biaronaps yeMy noBslmaeTcs

MIPOU3BOIUTEIBHOCTD MPH paboTe ¢ HeOOMbIIMMU OOBEKTaAMH.

. Bonbmme O6bexTbl — 310 OOBEKTHI pazMepoM cBbie 100 Moaiir. [Ipu padote ¢ Gonpmmmu OO0beKTaMU

TaKKE CJICAYCT NPUACPIKNBATHCA peKOMeH}JaHI/Iﬁ, KOTOPBIC MMO3BOJIAT OIITUMU3UPOBATE CKOPOCTH 3aIUCH/ITEHUSL.

st pabotel ¢ 6onbrmu O6bektamu B coctaBe S3 REST API ecTb BBI30BBI, KOTOPBIE TIO3BOJISIFOT OCYILECTBIIATH JOCTYII
K coctaBHO# yacti O6nekTa (multipart uploads).

IIpaBuiaa HAMMCHOBAHUSA

CobOnromeHne MpaBUi HAUMCHOBAHHS SIBISIETCS OYEHb BaKHBIM YCJIOBHEM, KOTOpPOe HEO0OXOAMMO COONIONATh MpH
co3manun [IpoctpancTBa nmeH (co3matorcs cucteMoil) u Kop3uH (co3matorcst 3aka3uyimKoM), TaK Kak 00e 3TH CYIIHOCTH
MOryT npucyTcTBoBath B DNS-uMenn, ucnonszyemoro s gocryna kK O0beKTy.

IIpu coznanuu Kop3uH Hy>KHO NpUAEPKUBATHCS CISAYIOMIUX MPABUI B HANMEHOBAHUH:

o uMs Kop3uHBI ZOMKHO OBITE OT 3 10 255 CHMBOJIOB;

o st umeHu Kop3uHbI peKOMEH Iy eTCsl HCIIOJIb30BaTh CTPOUYHBIC OYKBBI JIATHHCKOTO andaButa u uudpsi [a-z 0-9]; ums
MOJKET BKITFOYaTh CHMBOJIBL: THPE;

o uMs Kop3uHBI JODKHO HAYMHATHCS M 3aKAHYMBATHCS OYKBOW MK (PO,

He ncnone3ayiite nepcoHaibHy0 WK KOHGUASHIMANBHYI0 nHpopManuio B Ha3BaHusX [IpoctpancTBa nMeH uinu Kop3uH,
TaKk Kak B ciiyyae mnepebopa mmeH B DNS uMeHH MOXHO YCTaHOBUTH JEHCTBHUTENILHOE 3HAYEHUE ONMPAasCh Ha

BO3BpallaeMblii KOJI OIIUOKH.

BepcuoHHOCTB
OobwextHOe xpanmmume S3 SberCloud momnepkuBaeT ¢(yHKIIO BepcuoHHOCTH OOBekToB. Ecmu sta (yHKIMS

aKTUBHPOBaHA, TO ¢ ToMomIsio S3 REST API M0KHO M3BJI€YB WM BOCCTAHOBHUTH MPEABIAYIIYIO Bepcrio OOBEKTOB.

THNBI MOAKIIOYEHHS K CETH U CeTeBbIe CEePBUCHI

Jdnst moctyna k Yenyre 3aka3udKk MOXKET BbIOpATh THIT MOJKIIIOYEHHS, NPU KOTOPOM HCIOJIB3YeTCsl OOIIMA KaHas
Wnteprer (shared), KoTopsblif mpezmonaraeT JOTHUECKOe MOJKII0UCHIE K 00IIeMy IS BCeX 3aKa34YMUKOB Y CIIyTH KaHATy
nepeaayn AaHHBIX. CKOPOCTh CETEBOI'0 COSIMHEHUS AT KaXKI0r0 3aKa34MKa He SBJSIETCS TapaHTUPOBAHHOM U 3aBHCUT
OT 3arpy>KEHHOCTH OOILEro KaHajla epeiaud JaHHBIX.

ITpn noaxmrouennn yepe3 odmuii xanan VHTepHeT 3aKka3umKy npefocTaBisercs 0a3oBas 3amura HHOOPMAMOHHBIX

CHCTEM, pa3MeIaeMbIX B HHPpacTpykType obnaunoii miatdpopmsl SberCloud, or DDoS-arak Ha KaHATIBHOM YPOBHE.

IIporpamMmuas niiargpopma
[Tnatdopma MONHOCTBIO HCHOJIB3YyEeT MHPOTPAMMHO-ONPEAETAEMYIO0 ApXHUTEKTYpy, YTO II03BOJSIET HE3aBHCHMO
MacITabupoBaTh BEIYUCIUTEIBHBIE PECYPCHI U PECYPCHI XpaHEHHSI.

AnnapaTtHas miiargopma

O6bexTHOe xpanmumie S3 SherCloud mpencrasnsier u3 cebs JIeTKO MacmITAOUPYEMYIO TIPOTPAMMHO-OTIPEAEISEMYTO0
CHCTEMY XpaHCHHWs IaHHBIX, COCTOSIIYI0 M3 CEPBEPOB KOPIOPATHBHOTO YPOBHS, Ga3MpYyIOMIMXCSA HA TMPOIECCOpax

apXHUTEKTYpHI X86/64.

Jli1st B3aMMOICHCTBIS MKy HOIAMH H JTsl BHEILTHETO MOKIIFOUCHHUSI UCTIOIB3YETCs BEICOKOIPOU3BOIUTEIbHBIC CETEBbIC
KoMMyTaTopsI ¢ iopTamu 25Gb u 100Gb (UpLink).
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3. BABOBAA ®YHKIIMOHAJIBHOCTb U METPUKHU YCJIYI'

Yenyra O6bekTHOE XpaHmwiuine S3 onucana B Tabmuie 1.

Tabu. 1. ITapameTpsl IpeocTaBisieMbIX Y Ciryr
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Cepauc Tapupuuupyemble eAUHALBI XapakTepuCcTHKH 1 JomycTumele
METPHKH 3HAYEHHS
[Ipou3BOAUTETHHOCTD 15000 — 24000
ITpoM3BOANTENBHOCTE JOCTYIIA 110 TPOTOKOTy hitps | UTeHus omep/c
(pa3mep Gsoka — 4 Kbaiir) [Ipou3BOAUTETHHOCTD 1700 - 5000
3aMHCH onep/c
[Ipou3BOAUTETHHOCTD 10000 — 15000
ITpoM3BOANTENBHOCTE JOCTYIIA 110 IPOoTOKOTy hitps | UTeHus orep/c
(pa3mep Osoxa — 64 Koaiit) [Ipou3BOAUTETHHOCTD 2000 — 4000
3amnucu omep/c
[IpousBoAUTEIBHOCTD 400 - 600
[Ipou3BOANTENBHOCTH JOCTYIIA IO MPOTOKOITY hitps YTEHUs orep/c
(pa3mep Oyioka — 2 MoOaiir) [Ipou3BoAUTEITHLHOCTD 400 - 600
3amnucu omep/c
[IpousBoaUTEIBHOCTD 120 - 150
OObekTHOE [Tpou3BOANTENIFHOCTD AOCTYIIA TI0 POTOKOMY hitps | uTeHus orep/c
xpanuuine S3 (pa3mep Osioka — 8 Moaiirt) IIpou3BOAUTEIHLHOCTD 120 - 150
3amucu omep/c
[Ipou3BoANTEIBHOCTD 8 — 10 omep/c
[TpOU3BOAUTENILHOCT AOCTYIIA IO IPOTOKOITY https YTEHUs
(pa3mep Omoka — 128 MoGaiir) [Ipou3BOAUTETHHOCTD 5—10 omep/c
3aIHCH
[Ipon3BOANTENFHOCTH TOCTYTIA TIO IPOTOKOIY https IIponsBoaUTEILHOCTD 1400 - 5000
NP CMEIIAHHBIX orepanusx. UreHne (pasmep O10ka | 4TEHUs orep/c
- 4K6aiir) - 80%, 3amuck (pa3mep 610ka - 64K0ait) | IIpou3BoaUTENLHOCTD 380 - 1200
-20% 3aMHCH omep/c
[Ipon3BOANTENFHOCTE TOCTYTIA TIO IPOTOKOIY https IIponsBoaUTETLHOCTD 1300 - 1500
NP CMEIIAHHBIX orepanusx. Urenne (pasmep O10Kka | YTEHUs orep/c
- 512K®6aiit) - 80%, 3amuck (pa3mep 610Ka - [Ipou3BOAUTETHHOCTD 320 - 380
2Moaiir) - 20% 3aMHCH omep/c
Ceressle cepBuch | Joctym B IHTepHET B 001IIeM KaHaie [Tonoca nponyckanus 5 I'but/c

4. TAPUOUKALIHUA YCIYTH

4.1. Jlns nanuoit Ycenyru ucnomib3yercs Junamuueckas trapudukanus (Pay as you go).
4.2. BenuuuHa eXeMECSYHOTO IUIaTeXa 3a IOJb30BAaHWE YCIIyrol ONpenelsieTcsl B COOTBETCTBUH C 3aKa3aHHBIM 00beMOM
MEPEYHNCICHHBIX HUXE OMIINIA:
* Tapudukanus B COOTBETCTBUU C 00BEMOM XPaHUMBIX JaHHBIX 32 OTUETHBINA epHOS;
* Tapuduxauusi B COOTBETCTBUU ¢ 00beMOM Hcxoasuiero Tpaduka ot OObeKTHOro xpaHwinia S3 K 3aka3dyuKy 3a
OT4YETHBII IEPHO]T.
4.3. OkoHuaTesbHast CTOUMOCTh Y ciyru hopmupyercst Ha ocHoBe Tapudos, coriacoBanHbix CTOPOHAMHU.
4.4, Jlunamuueckas TapuuKaiys OCyHIECTBISIETCS B IOYaCOBOM Topsike (M3 pacuera croumoctH 1 (0AHOr0) yaca), HaunHast
C TIOKITIOYEHUS Y CIYTH.
4.5. Jlannasie (0T4ETHI 00 MCIIONB30BAHHMH) 110 AMHAMUYECKON TapU(UKaMK 3aKa3dyMK MOXKET 3alpOCUTh y MEHEIXKepa I10
Horosopy.
5. UHBIE YCJIOBUSI, NIPUMEHUMBIE K YCJYTE
5.1.  Bo3MoxHBIE BUABI NOIKIIOYEHHS / UI3MEHEHUS / OTKIIFOUSHHUS Y CITyTH:
5.1.1. TMocpexnctBoM coBepuieHus nericTBuii Ha [lopTaie.
5.2.  Bo03MOXHBIN NOPSAAOK pacu€TOB MO Y CIIyTe:
5.2.1. TlpenBapuTenbHas omuara;
5.2.2. Tlocromnara (Ha OCHOBaHHMH OT/IEJILHO 3aKJIFOUEHHOTO IIMCHbMEHHOTO OylaHKa 3akasa).
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5.3, Bo3MoxxHBIE CHIOCOOBI OIJIATHI / TOPSIIOK NONOJIHEHHMs OanaHca:
5.3.1. Omnara B Ge3HATMYHOM TOPSIIKE HA OCHOBAHHMH BHICTAaBJICHHOTrO VcmoHUTEeM CUéTa;

5.3.2. Omnara MOCPEACTBOM JJICKTPOHHBIX CPCACTB IJIATC)KA.
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