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MNPUJIOKEHUE Ne 1.5.

k JloroBopy
OIIUCAHME U YCJOBUA MPEJOCTABJIEHUA YCJIYT

YCIVYT «SberCloud Anti-DDoS», «SberCloud Anti-DDoS+WAF»

1. HAMMEHOBAHHME YCJYT

HammenoBanne Ycenyr: «SberCloud Anti-DDoSy, «SberCloud Anti-DDoS+WAF».

Hacrosmuuit JOKYMCHT COJACPKUT ONHCaHUEC COoCTaBa U 6a3oBoi q)yHKHI/IOHaJ'II)HOCTI/I ycnyr, BO3MOXXHBIX
COMYTCTBYIOMIUX U JOMOJHUTCIbHBIX OIMIUM YCﬂyF, TCXHUYCCKOC OIIMCaHHC ycnyr, OI’paHI/IquI/Iﬁ 0o NMpEeAOCTABJICHUIO

chyr, OIMMCAaHUEC MOPsJAKa MOAKIIOYCHUS, UBMCHCHUA U OTKIIIOUCHUSA YCJ'Iyl" n yCJ'IOBI/Iﬁ o MpeA0CTABJICHUIO ycnyr.

2. ”H®OPMALIUs OB YCJIYI'AX

Kpartkoe onucanue Ycayr

SberCloud Anti-DDoS - ycnyra ¢unbtpannn tpaduka or DD0S-arak B 1ensx oOecrieueHHs] CTaGHUIBHOCTH H
Gecnepe6oitHOCTH paboThl pasMemaeMbiX y IconHuTeNs cepBUCOB! 3akasuuka, JOCTYNHBIX 110 npoTokonam HTTP uiu
HTTPS.

SberCloud Anti-DDoS+WAF — ycayra ¢unsrpanuu Tpadpuka or DD0S-atak B mensix obecriedeHust cTabUIBHOCTH H
OecriepeOoitHOCTH PaboThl pa3MeniacMbIX y ViconHuTe s cepBUCOB 3aKka3uuka, JOCTYIMHBIX 1Mo npotokonam HTTP wiu
HTTPS, pacmmpenHas oniueil 3aluTsl yKa3aHHBIX CEPBUCOB OT IIOJHOTO CIIEKTPa COBPEMEHHBIX aTak, HallPaBJICHHBIX
Ha dKcIuTyaraimio ysspumocrteit WEB-npunoxennit (byuxuust Web Application Firewall, WAF).

Ycenyru npenoctaBisiiores B cotpyaaudectse ¢ Q00 «Ditu-3mb-3716» (Qrator Labs, nanee — IMapThep).

Ycemyru npenocTasisiiores Ha 6ase obmaunoro pemenus Ilaptaepa no 3amute ot DD0S-arak u aTak, HanpaBIeHHBIX HA

sKcIUTyaranuio ys3sumoctein WEB-nipunoxenwuii (nanee — obnako ITapthepa).

ba3oBasi pyHKIIHOHAIBHOCTB Y CJIYT

BazoBas pyukimonansHocth Yemyru «SberCloud Anti-DDoS» Bkirovaer:

IIpoTuBoaeiicTBHE aTaKaM Kjacca «o0TKa3 B oociay:xuanuun» (Distributed denial of service), Bxiouasn:
* DDoS-araku, HanpaBlieHHbIE HA HCUEPIIaHUE KaHAILHON EMKOCTH;

* DDoS-araku Ha ceTeByI0 HHGPACTPYKTYPY;

* DDoS-araku TpaHCIIOPTHOTO YPOBHS;

* DDoS-araku, ocHoBanHbIe Ha poTokosax SSL/TLS;

» DDoS-araku ypoBHS NPIIOKCHHAN.

BazoBas ¢pynknuonansHocTs Yenyru «SberCloud Anti-DDoS+WAF)» Brirogaer:

— IIporuBoaeiicTBHe aTakaM KJjacca «0Tka3 B oociay:;kuBanuuw» (Distributed denial of service), Bkiarouasi:

* DDoS-araku, HanpaBlieHHbIE HA HCUEPIIaHUE KaHAILHONH EMKOCTH;

* DDoS-araku Ha ceTeByI0 HHGPACTPYKTYPY;

» DDoS-araku TpaHCIIOPTHOTO YPOBHS,

» DDoS-araku, ocHOBaHHBIE Ha mpoTokonax SSL/TLS;

» DDoS-araku ypoBHS NPIIOKCHHA.

— BpbisiBJeHue U 0J10KHPOBaHUE COBPEMEHHBIX aTaK HA cepBHCchl 3aKa3uyMKa, B TOM YucJjie, HO He
OTPaHNYNBASICh MPOTHBOAEHCTBHEM CJIeIYIOIHMM YIPo3aM 0e30NMacCHOCTH YPOBHSI MPHJIOKEeHMIA

* Injection;

» Broken Authentication;

+ Sensitive data exposure;

* XML External Entities (XXE);

» Broken Access control;

+ Security misconfigurations;

! 3nech U nanee MO TEKCTY HACTOALIETO JOKYMEHTA IO/ CEPBUCAMM 3aKa3uMKa I0Pa3yMEBAKOTCs JIIO0bIE CEPBUCHI, TOCTYIIHBIE IO
nporokonry HTTP mmu HTTPS, B Tom umcne, Ho He orpannumBasice WEB-caiitamu, MHTepHeT-marasunamu u npounmu WEB-
cepBHCcaMHu 3aKa3uMKa.
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Cross-Site Scripting (XSS);

Insecure Deserialization;

Using Components with Known Vulnerabilities;
Insufficient Logging and Monitoring.

CocraB Ycayr

B cocrase Yenyru «SberCloud Anti-DDoS» ocymiecTBisercs?:

nojkmoueHue k Yeiyre;

¢unprpanus HTTP-tpaduka or DD0S-aTtak Ha Bcex ypoBHSX;

¢umpTpanms HTTPS-tpaduka or DD0S-artak Ha Bcex ypOBHSAX NPH YCIOBHH IIPEIOCTABICHUS (PACKPBITH)
3aKa34unKoM 3aKpHITHIX Kirodei mmdposanus SSL s ux 3arpysku B obaxo IapTaepa;

nepeos cepBuca (caifta) 3akasumka Ha HCIonb30BaHHe nportokona HTTPS* ¢ ucrmonb3oBaHueM OecCIIaTHBIX
3aKpHITHIX Kimoueit mmdpoBanns SSL ot Let’s Encrypt, 3arpykaemsix B oomako [laptHepa;

nepenada «O4YHIIEHHOTo» Tpaduka ot obnaka [laptaepa no pasmemaemoro y McrmonanTens cepBuca 3akazduka C
HCTIONIb30BaHUEM BBIICICHHOTO ONITHIECKOTO KaHaa CBSI3H;

OamaHcHpoBKa TpaduKa cepBrca 3akazdnKka MexIy y3namu obnaka IlaptHepa, a mamee — pacupexneneHue Tpaduka
MEXKAy CepBUCaMH 3aka3uuka, (QYHKIHMOHHUPYIOUIMMHU B MHpacTpykType obmaunoii riardopme SberCloud , mo
OTIpEIETICHHOMY aJTOPHTMY;

MOHHUTOPHUHT TPOU3BOJAUTEIHLHOCTH 3aIUIIAEMOr0 cepBuca (caiiTa) 3aka3unka ¢ OTOBEIIEHHEM IO 3JIEKTPOHHOI
MOYTE O BO3HHUKAIOIMINX MPOOJIEeMax B €ro paboTe;

MpeI0CTaBIICHNE IOCTYIA K CUCTEMe MOHUTOpUHTa Tpaduka B pexxuMe peaJbHOro BpeMeHH! nocpencTBoM JlnuHoro
KaOWHETa);

cO0p U 0TOOpaKeHHE MOIPOOHOI CTATHCTUKY 1O TpaduKy cepBrca 3aka3zdyrka B JInuHOM KaOuHeTe 3aKa3uunKa,

MPEIOCTABIICHNE €KEMECIYHBIX MOPOOHBIX 0TUeTOB 00 MHIMAeHTax B (hopmare PDF.

B cocrase Ycnyru «SberCloud Anti-DDoS+WAF» ocyiiectsiisiercst (0€3 caMOCTOATEIbHOM TapU(pHKAIIMH):

HoJKIIoYeH e K Yeiyre®;

¢unbTpanus HTTP-tpaduka or DD0S-atak Ha Bcex ypoBHSX;

¢unbTpanuss HTTPS-tpaduka ot DD0S-atak Ha Bcex YpOBHAX NIpPH YCIOBHU IPEAOCTABICHHs (PacCKPBHITHU)
3aKa34unKoM 3aKpHITHIX Kitouel mmdpoBanus SSL mis ux 3arpy3ku B obako [TapTaepa;

nepeBosl cepBuca (caiita) 3akasumka Ha Mchonb3oBanue nporoxona HTTPS® ¢ ucnombp3oBanmeM GecruiaTHBIX
3aKpBITHIX Kitodei muppoBanus SSL ot Let’s Encrypt, 3arpyxaemMsix B oomako [TapTHepa;

nepenaya «o4MIIeHHOro» Tpaduka ot obnaka [lapTHepa o pasmemaemoro y VMcnonHurtens cepsuca 3aka3uuka ¢
MCIIOJIb30BAaHHEM BBIJIEJICHHOT'O ONTHYECKOTO KaHaa CBSI3H;

OanmaHcupoBKa TpaduKa cepBHca 3aKazynka MEXIy y3iamu oOiaka IlapTHepa, a qajiee — pacrnpeaeicHue Tpaduka
MEXIY CepBHCaMHU 3aka3uuka, (DYHKIHOHHUPYIOUIUMH B HHOPpPACTpyKType obsaunoi miardopme SberCloud, mo
OIpe/IeJICHHOMY aJITOPUTMY;

MOHHUTOPHHT TPOU3BOJAUTEIHLHOCTH 3all[UIaeMOT0 cepBuca (caiita) 3aka3uuka ¢ OMOBEUIEHHEM I10 3JEKTPOHHOM
MOYTE O BO3HUKAKIIUX MpobiaemMax B ero padore;

aKTHBHOE CKaHMPOBAaHHUE caiiTa 3aKa3uuKa Ha HAJIMUUE Ys3BUMOCTEH YPOBHS PUIIOKEHH, KOTOPBIE MOTYT IIPUBECTH
K €ro «B3JIOMY»;

NpPE/IOCTaBIICHHE OTYETOB 00 OOHApY)KEHHBIX YA3BUMOCTAX YPOBHS NPHIOKEHWH caldTa 3aka3unka C

PEKOMEHAAINAMU 110 UX YCTPAHCHUIO,

2 Bxoaurt Bo Bee TapudHble MIaHbl Yciayru (6€3 caMoCTOATENbHOM Tapu(pUKALKK).

3 Jlnst noakmoyerHus K Y ciyre 3aka3qyuKy HEOOXOIMMO CaMOCTOSTENHHO H3MEHUTE A-3aIHCh, COOTBETCTBYIONIYEO TOMEHHOMY UMEHH
3alunIaeMoro cepBuca, B cBoeit DNS-30He, 4ToOBI OHa yKa3bIBajia Ha BBIIEICHHEIN 3TOMY cepBucy |IP-anpec B obOnake I[lapTHepa
(Qrator-1P), HactpouTts firewall mis 3anpera xoxneHus tpaduka Ha IP afgpec 3aiuaeMoro pecypca ¢ Jiro0bIX BHEIIHHX aJpecoB
kpome y3moB Qrator Labs, HacTpouTh cepTU(UKATHI I OYUCTKU HIM(POBAHHOTO TpapHKa.

4 B cityuae eciu paHee JUis JOCTYIIA K 3allMIIaeMoMy cepBucy (caiity) 3akazunka ucnonb3osaics nporokon HTTP.

5 Jlist noakrouenus K Veiyre 3aka3duky HEO0X0QUMO CaMOCTOSTENBHO H3MEHUTh A-3aIIiCh, COOTBETCTBYIONLYIO JOMEHHOMY HMEHH
3aIuiaeMoro cepsuca, B cBoeit DNS-30He, uToOBI OHa yka3biBajia Ha BBLACICHHBIN 3TOoMy cepBucy IP-anpec B obnake IlapTrepa
(Qrator-1P), HactpouTts firewall s 3anpera xoxaeHns tpaduka Ha IP agpec 3aiumaeMoro pecypea ¢ Jiro0bIX BHEIIHUX aJpeCcoB
kpome y3noB Qrator Labs, HacTpouTh cepTUPUKATHI A OYUCTKY MH(YPOBAHHOTO TpadHKa.

6 B ciyuae eciu paHee /IS I0CTYyTA K 3allUIAEMOMY CepBHUCY (caifTy) 3akaszumka Hcrosb3oBancs npotokon HTTP.
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* npexpocrasienne yciayru «Virtual Patching» B orHomennu caiita 3aka3dyMka ¢ aBTOMATHYECKHM OTCIIEKHBAHHEM
COCTOSIHHUSI YSI3BUMOCTH [0 MOMEHTA €€ YCTPAHEHHUS U KOHTPOJIEM KauecTBa yCTPAHEHHUS YSI3BUMOCTEIH;

* 3amuTa caiita 3aKa34yMKa OT aTak-rnepedopa (OpyTdopc maposei u T.1., BKIIOYAaeTCs 0 3apocy 3aKa3uuka);

*  OCYIIECTBIICHHE aKTUBHOM MPOBEPKH yrpo3 U3 Tpaduka Ha calThl 3aKa3uHKa;

* (opMHpOBaHUE MIEPUOAUICCKUX OTUECTOB,;

* cOop u oToOpaXkeHne MOAPOOHOH CTATUCTUKU O TpahuKy cepBrca 3aka3duka B JInuHoM kaOmHeTe 3aKa3unKa;

*  MpeAOCTaBIICHHE JOCTYIA K CHCTeMe MOHUTOPUHTa TpadHKa B peKUME pPeallbHOT0 BpeMeHH (rmocpeacTBoM JInuHoro

KaOWHETa).
Texnuveckoe onucanue Ycjayr

Veayrn  «SberCloud Anti-DDoS»  u «SberCloud Anti-DDoS+WAF»  mpemocraisiorcss Ha 6ase  OTHEIbHOMN

nHPPaCTPYKTYypHl obmaunoi miathopmer [lapTHepa, Bkmrouatomei 6onee 10 merTpoB 06padotkn manueix (LIOM) mo

Bcemy mupy, B ToM uucie 3 11O/l B Poccun (o6naxe ITaptaepa). Cerb ob6iaka [TapTHepa cripoeKTHpoBaHa U OCTPOEHA

B pacuere Ha pabOTy MOJA NOCTOSHHBIM Bo3jedcTBUEM Ooibinoro uuciaa DDoS-atak. Y3nsl ¢uibTpanuu obnaka

ITapTHepa noaxMIOUeHB! K KaHanaM KpymHeHIx MaructpanbHsix MHTepHeT-nposaiinepos CIIIA, Poccun, 3ananHoi u

Bocrtounoii EBpomnbl, FOro-Boctounoir Asuu. Takum 00pa3oM, B OTIIMYKE OT CETCH OMepaTopoB XOCTUHra (OCOOCHHO,

BUPTYQJILHOT0), ceTh obnaka IlapTHepa CIpoeKkTHpoOBaHa B pacyeTe Ha SKCTPEMalbHBIC Harpy3KH, W aTaka Ha OJIUH M3

pecypcoB, 3anmiaeMbIx oonakom IlapTHepa, HUKak He BIMAET Ha pab0TOCIOCOOHOCTH IPYTHX 3aIIUIIAEMBIX PECYPCOB

(catitoB, WEB-mIpminoxeHwmit).

TexHn4eckue xapakTepucTuKy obnaka [laptHepa:

e Oomee 1000 I'6ur/c maccMBHOW TMONOCH TPOIMyCKAHWS - JeTEPMHUHHpOBaHHas o0paborka I[P-maketoB 03
ycranosieHus TCP-coequnenus;

e Oonee 500 ['6uT/c aKTHBHOI MOJOCHI TpomyckaHus - Kaxaoe Bxomsaimiee TCP-coemuHenue oOpabaThiBacTCs U
aHAITM3UPYETCS;

*  <5% noxHBIX cpabaThIBaHMIA B Tporiecce oTpakeHust DDoS-araku;

* BpeMs 0OydYCHHUS CETH OT MOMEHTA ITOAKIFOUCHHUS] HOBOTO 3aKa34dHKa - MEHee 2 JacoB:

1) B 33% cnydaes - 10 4 MHHYT;

2) B 60% cmydvaes - oT 5 MuUHYT 110 | yaca;

* BpeMs crapTa GUIbTPALUK aTaKu Ha «00ydeHHoM» Tpaduke — B 80% ciaydaeB 10 2 MUHYT OT Havaja aTaku;

* nmobaBJIeHHOE BpEMsI 3a[IePXKKH MPH npokcupoBanuu tpaduka - ot 0 1o 100 mc. B ciyuae npokcuposanus HTTP-
Tpaduka B cwiy mcnonb3oBaHus persistent HTTP-coequnennii ¢ 3ammuImaeMbM CEpPBHCOM BO3MOXKEH IPHPOCT
CKOPOCTH pabOTHI 3aIMIAEMOT0 CEPBHUCA;

* ONIMOHAJbHAs OalaHCHPOBKA OYMIIEHHOTO Tpaduka Mexay OSK3eMIUIIpaMH cepBuca 3aka3uMka Ha OCHOBE
anropuTMOB: primary-backup, round-robin, iphash, a Takxe B GHUKCHPOBAHHBIX TIPOTIOPIIHSIX;

*  KOJMYECTBO 3alUIIAEMBIX CEPBUCOB 3aKa34yHKa - HEOTPAHUYEHHO.

Texuuueckn 3aka3yMK MOJKITIOYACTCS CIEAYIOIIMM o00pa3oM. 3aka3ylMK BHOCHT H3MeHeHHMs B 3amucu DNS,

HAaIpaBJSIONIME TOJIb30BATENLCKUH TpaduK Ha NpenocTaBlieHHbIH 3aka3zuuky IP-angpec y3nos ¢uibrparmu [lapTHepa

(Qrator-1P), BeIIONHSET HACTPOMKH, 3aMpeIaroIIne X0k AeHne Tpaduka Ha [P aapec 3ammiaeMoro pecypca ¢ JIo0bIx

BHEIITHHX a/ipecoB Kpome y3ioB Qrator Labs, HacTpauBaeT cepTudukarsl.

IMocne monkroueHns Tpaduk 3akazduka MOCTOSHHO, BHE 3aBUCUMOCTH OT HAJIMYMS aTakH, IOCTYNAaeT B CETh o0JlaKa

[MapTtHepa u aHanu3upyeTcs UM. «UHCTBHIN» Tpaduk mepeHanpaBiseTcs Ha 3alUIIacMBId cepBHC (caiT) 3aka3duka,

pa3meraembiii B uH(ppacTpyktype obnaunoit miaardopmer SberCloud. Takast cxema pabOTBI MO3BOJSIET y3JaM

¢unptpauun [laptHepa chopmuposats npoduiie Tpaduka, KOTOPBIN SBISETCS HOPMOW Ui KaXIOro ceppuca (caiira)
3aka34rKa B OTAEITHHOCTH, M B CIIydae JIFOOBIX OTKJIOHEHUH pearupoBaTh Ha 3TO.

Bce y3mb1 punsTpanum ceti HHPpacTpyKTypsl obiadHoi mratdopmsel [lapTHepa paboTaroT HE3aBUCHMO JAPYT OT Apyra

H, B CITydae BBIXOJ[a M3 CTPOS OTHOTO U3 HUX, TPa(UK 3aIIHIIaeMOT0 cepBrca 3aKa3drKa He OTepseTCs, 8 aBTOMAaTHIECKU

OyzeT mepeMapIIpyTH3HPOBAH Ha JpyToi Ommkaimmii y3en ¢punstpanmu [TapTHepa.

Ilepenava «ounieHHOro» Tpaduka ot obnaka [lapTHepa m0 HH(pacTpyKTypsl obmauHoit rardopmer SberCloud

OCYIIECTBIISIETCS] C MCIOJIb30BAHUEM BBIJIEIIEHHOTO ONTUYECKOr0 KaHaja CBSI3U, OPraHU3yeMOro M MOAJEPKHBAEMOro

cunmamu Hcronmuurens u IlaptHepa. Yka3aHHBI KaHaJ HW30JMPOBaH OT ceTH VIHTepHET M THOCTpoeH Ha 0ase

Pe3epBUPOBAHHBIX, ONITHYECKUX JIMHUN CBA3H.

O6uas apxurektypa pemenus Yciayru «SberCloud Anti-DDoS» npuBeneHa HIKe.
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B pamkax Ycmyru «SberCloud Anti-DDoS+WAF» o6nako IlaptHepa obecreunBaeT Kak mpotuBojeiicTrue DDOS-
aTakaMm, TaK U 3alIUTy OT XaKepPCKHX aTak, HallpaBJIeHHBIX Ha AKCIUTyaTallly ysi3BUMOCTE! CEpBUCOB (CallTOB) 3aKa3uuka.
B pamkax npegocrasisemoro B coctase yenyru «SberCloud Anti-DDoS+WAF» cepsuca WAF ocyiecTBisoTes:

* OJokupoBaHMe OOJIbIIEH YaCTH aTak Ha BeO-NPHUIIOKEHHS IIPU paboTe ¢ OOJIBLIMM ITOTOKOM TpaduKa;

*  BBISBJICHHE CYILIECTBYIOUIMX OIIMOOK 0E301acHOCTH BEO-IIPUIIOKEHHH;

* 3aIIUTa NPWIOKEHHUH caiiTa OT MOMBITOK SKCIUIyaTallMd HEWCIPaBJICHHBIX YSI3BUMOCTEH IyTeM OOHapy KeHHi
1 OJIOKMPOBKH MOMBITOK aTaK U BTOP)KEHHH B pexume on-line, 4To 1Mo3BOJISET HE NIPHOCTAaHABIMBAThH PabOTy caiita
(He mpenocTaBIseTCA Ha Tale TeCTOBOM 3KCILTyaTallln);

*  aBTOMAaTHYECKOE OTCIIC)KUBAHUE COCTOSHHMS YS3BUMOCTH JI0 MOMEHTA €€ YCTPaHEeHHUS;

*  KOHTPOJIb YCTPAHEHHUs ySI3BUMOCTEM.

Iy obecnieueHust Bo3MokHOCTH paboTel WAF B coctaBe yenyru «SberCloud Anti-DDoS+W AF» HeoOxoauMa nepeaaya

U 3arpyska B 00sako IlapTHepa 3akpbIThIX KiIroueii mudposanus SSL, UCTONB3yeMbIX 3aKa3dMKOM JJIsl OpraHU3ainu

3alIMIIEHHOTO JI0CTYIIA K X CallTaM ¢ UCIoJIb30BaHueM nporokona HTTPS.
3. OTPAHUYEHMUSA 1O NPEJOCTABJIEHHUIO YCJIYT

Yenyru «SberCloud Anti-DDoS» u «SberCloud Anti-DDoS+WAF» 10cTynHBl TOIBKO JAJs CEPBHCOB 3aKa3vuKa,
GbyHKIHOHUPYIONKX B HH}pacTpykType obaunoi mwarhopmer SherCloud.

4. YCJOBUSA NPEJOCTABJIEHUSA YCIAYT

TexHUUECKHE acTIEKTHI paOOTHI CHCTEMBI (PHIbTpauy TpaduKa, 3a HeCOOIOACHNE KOTOPBIX VICTIOTHATENs HE OTBEYAET,
U TIpU HECOOIIOACHUH KOTOPHIX VICIOTHUTENs HE MOXKET rapaHTUPOBATh OOECIIeUeHHE 3asBICHHOTO YPOBHS KayecTBa
yCIyT 1o GuiabTpanuu Tpaduka;

s neneit punpTpanuy Tpaduka MpearnonaracTcs, 4To JaHHbIe 3 ceTh «MIHTepHeT» nepeaatoTcsl He HeTOCPEICTBEHHO
Ha [P-anpec cepBepa (nim BUPTyalnbHON MalIMHbI) 3aKka3unka, a Ha ajapec, umeronunii FQDN cepsepa (v BUpTyaabHOU
MaIIHBI) 3aKa34YnKa.

B ciryuae, ecnu cepBep (WM BHpPTyalbHAs MallMHA) 3aKa34WKa, U1 00eCIIeYeHUs] CTaOMWIBHOCTU B OecriepeOOHHOCTH
PpaboTBI KOTOPOTO MOAKIIOYEHBI YCIYTH 10 (puiabTpanuu Tpaduka, OyaeT cnocoOeH MPUHUMATE BXOASIINA TPadUK OT
MOOBIX cepBepoB B cetd «UHTepHET», VCIOMHHUTENP HE MOXXET TapaHTHPOBATh OKa3aHWE YCIYTH 1O (WIBTPALUU
Tpaduka B 3ampamuBacMOM o00BEME IO MOMEHTa IONHOro oOHOBieHus DNS-3zamuceid 00 ampecax cepBepoB

3amumaeMsix JlomeHOB Bo Beeil cetu « IHTepHeT».
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JIIs MCKITFOYEHUsT CUTyaIi 00paboTKH cepBepoM 3aka3urka BPEIOHOCHOTO BXOJAIIETO Tpaduka Ha cepBepe WU B

«Opranuzanumn» (TeHaHTe) 3aKka3zunka JODKEH OBbITh BKIIOUEH MM pa3BepHyT bpanamaysp (Firewall), 6xokupyrommit

060 BXOAAIIMIA TpauK, KPOME BXOJSNIETO TpadHka ¢ KOHKPETHOTO cepiepa Micnonuurens. ’

J1nst CHUOKEHHMSI KOJIMYECTBA BPeJOHOCHOTO Tpaduka, Ookupyemoro bpanamayspoM (MesKCeTeBbIM 9KpaHOM) 3aKa3uuKa,

a COOTBETCTBEHHO, /I CHIKEHUs Harpy3Kd Ha cepBep (WM BUPTYyaJIbHYIO MAIlUHYy) 3aKa3uyMKa, 3aKa3yuk oO0s3aH

MIPEATIPUHSTE MEPHI IO COKPBITHIO (HepasriameHuo) pakTudeckux [P-anpecoB cepBepoB M BUPTYyanbHBIX MAIIUH, IS

KOTOPBIX OCYIIECTBISIETCS (DMUIBTPALNs TpaduKa.

VYemyru mo ¢uibTpannu Tpaduka 3aKIIOYAIOTCS B OOBSBICHHH CEpBEpPOM (MM BHPTYaIbHOW MammHON) 3aka3dnka

¢mrpTpytomero obnaka IlapTHepa myTeM BHECEHHS COOTBETCTBYIOIIUX 3ammceil B ommcanue DNS-30HBI, K KOTOPOIt

MIPUHAAJICKUAT cepBep (WM BUpPTyaJbHAs MamlnHa) 3aka3umka; Ha QMIbTpylomeMm obOmake [lapTHepa MpoMCXOIuT

TIOCJIEI0OBATENILHOE BBIMOIHEHUE CIEAYIONNX OIepaluii ¢ JaHHBIMH, NepenaBaeMbiMu Ha cepBep ¢ FQDN cepsepa

3akas3duka:

* npueM nepenaBaeMbix Ha FQDN cepBepa (nim BUpTyaJIbHOM ManiuHbl) 3aKa3unka, Ha KOTOPOM (YHKIMOHUPYIOT €To
3alIMIIAeMbIi CEPBHC, 3aIIPOCOB (IIPHEM BXOJIIEero Tpaduka);

* aHaJM3 CTPYKTYPHI 3alpOCOB (@HAJKM3 BXOJSLIEro Tpaduka) Ha MpeaMeT HAIMYUS MOCIe0BaTENbHOCTEH JTaHHBIX,
CIIOCOOHBIX MOBJIEYb HEKOPPEKTHOE (DyHKIIMOHMPOBAHKE 3alMIIaEMOT0 CepBUCa 3aKa3unKa,;

*  OTCEUCHHUE 3alPOCOB, COJEPIKAIINX IOCIIECIOBATEIBHOCTH JaHHBIX, HAPYIIAIOIUE KOPPEKTHOE (YHKIIMOHUPOBAHUE
3alIMIIAEeMOT0 cepBHca 3aKa3unka (OYHCTKa BXOAAIIEro TpadKa OT BPEIOHOCHON COCTABIISIONICH);

* TIepeHampaBieHHE Ha peanbHbI [P-agpec cepBepa (MaM BHUPTyaJbHOW MAaIIMHBI) 3aKa3uyuKka, Ha KOTOPOM

(YHKIMOHHMPYET ero 3allUIaeMblii CEPBUC, OYMIIIEHHOTO OT BPEAOHOCHOW COCTaBIISIIOLICH BXOIAMIEro Tpaduka.

5. MHBIE YCJIOBUS, IPUMEHHUMBIE K YCIIYT'AM

Bo3moskabie BUAbBI MIOAKIIFOYCHHAA / I3MEHEHHS / OTKJIFOUCHUS YCJ'IyI'Z

IlocpencTBom noanucanus 3akasa.

Bo3moxkHbIN NOpsAAOK pacu€éToB 1o Y cayram:

IlocTommara (Ha OCHOBaHHMH OTACIIBHO 3aKJIIOYCHHOI'O ITMCBMCHHOT'O OnaHKa 331(8.33).

Bo3MokHBIE CIOCOOBI OIIATHI / TOPSIIOK MOMOJIHEHKs OanaHca:

OmnaTta B 6€3HAIMYHOM TOPSJIKE HA OCHOBAaHMHU BBICTaBJIEHHOT0 VcronHuTeneM cuéra.

7 B ciyyae 3amMTBl BUPTYaIbHOM MalIMHBL, pasMeiiaeMoil B «Opranuszaiuu» (TeHaHTe) 3akaszumka Ha Gase MH(PACTPYKTYphI
obmaunoii tmatrdopmer SbherCloud, B kauecTBe COOTBETCTBYIOIIETO MEXKCETEBOTO HKpaHa MOXET OBbITh HCIONB30BaH U
cooTBeTcTBYOIINM 06pa3om Hactpoen VMWare NSX Edge.
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