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IIPUJIOKEHHUE Ne 1.1.
k [loroBopy
OIIMCAHHUE U YCJIOBUA NTPEJOCTABJIEHUSA YCIYT

VCJIIVTA «BUPTYAJIbHBIN IO/ na 6aze VMware»
1. HAMMEHOBAHMUE YCJIYI'

HaunmenoBanue Ycnyru: Bupryansnsiii IO/l Ha 6aze VMware.

Hacrosmuuit JOKYMEHT COICPKUT OIMMCAHUEC COCTaBa ycnym, ee 0a3oBO (byHKHI/IOHaJ'II)HOCTI/I, BO3MOXHBIX
COMYTCTBYIOIIUX U AOMOJTHUTCIBHBIX YCIYT, 06H161"0 nopsaKka NOAKJIHOYCHUA, USMCHCHUA U OTKIIIOUCHUSA YCnyrn,

yCIIOBUI TIPEAOCTABICHUS U OTPaHUYCHUH.
2. HNHOPOPMALUS OB YCIYTE
Kpartkoe onucanue Yciayru

Bupryamsusiii 1O/l Ha VMware (paHee u nmamee — Yciayra), SBISCTCS YCIYyTOil IO TPEJOCTaBICHHIO 0a30BBIX
UH(OPMALMOHHO-TEXHOJIOTHYECKHX PECYpCOB HAa OCHOBE COBOKYIHOCTH (DYHKIIMOHHPYIOIIETO IOZ YIpaBICHHEM
VcnonHuTEeNns. CepBEpHOrO M CETEBOrO0 OOOPYINOBAaHUSA, CHCTEM XPaHCHUS IaHHBIX M CIICIHATM3HPOBAHHOTO

MIPOrpaMMHOTO o0ecrieueHus. Y ciryra mocTpoeHa Ha OCHOBe Mozienu oOciykuBanus «laaSy.

B pamkax VYcayru Hcnonnurtens npenoctaBiseT 3aka3zuuky Buptyaneneiii 1[OJ], umeromuii B pacrnopskeHHU
corylacoBaHHbIil Mexny VcrnonHuTtenem u 3aka3uyMKoM HaOOp BHPTYaIM3WPOBAHHBIX BBIYUCIMTENBHBIX MOIIHOCTEH
npoueccopa (vCPU), BuptyanbHoii mamsatu (VRAM) u muckoBoro mpoctpanctBa (VHDD), a Takxke cpeactsa
ynpasnenust Bupryansusiv LIO/], noctaTouHble A7t CO3JaHuUs U yIIPaBICHUSI BUPTYaJIbHBIMU CEPBEPaMH B TpeOyeMoit

3aKa3yrKy KOH(PHUIYpaIuy B IIpeeax BEIACICHHBIX BUPTYIN3UPOBAHHBIX MOITHOCTEH.

VYupasnenue Bupryansasim [{O]] ocytiectsisiercst 3akaz4arkom mpu momoiu korconu Cloud Director.

CocraB YcJIyru v 0OCHOBHbIe KOMIIOHEHTBI
B cocraB Ycnyru BXoasT:

Boiuucaumenvhoie pecypceni

. BHUPTyalbHBIE TIpolieccopHbie siapa (VCPU);

. BHpTyaJIbHasl orepaTuBHas MaMath (VRAM);

. BHPTyaJIbHOE AUCKOBOE MpocTpaHcTBo (VHDD);
. nutro3 NSX Edge Gateway;

° rocreBele OC Windows u Linux;

. sx3emiuspsl 110 Microsoft.

Cemesvle cepgucol u KOMROHEHMbL

. MOIKJIFOUCHHUE K CETH HHTEPHET (B 001eM KaHae);

. onuH myonnyHslii [P-anpec.

OcHosHble KOMNOHEHMbL 0OIAYHOU I’lﬂamd)Ol?Mbl VMware

. VMware vSphere;

o VMware Cloud Director;

. VMware NSX;

. VMware vRealize Log Insight;
. VMware vRealize operations.
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VMware vSphere

VMware vSphere npencraensier coboil miarhopMy BHPTyaqu3alHd, 0OCCeUHBaeT THHAMHUYECKYIO GalaHCHPOBKY
Harpy3Kd Ha CepBepbl W CHCTEMBbl XpAaHEHUWs [aHHBIX JUIS JOCTHXKEHUS ONTUMAaJbHOW IPOM3BOANTEIBHOCTH.

CocraBHbIMU YacTsiMH Tiatopmel VMware vSphere sBIsSIOTCS:

VMware ESXi — ammapaTHbI THIEPBU30D, Pa3CIAIOIINA Pecypchl (HH3MYECKOTO cepBepa MEXIYy HECKONIbKUMH

BUPTYaJIbHBIMU MalllTUHAMM.

VMware vCenter - meHTpanm3oBaHHas IaTopma [UId ympaBieHus cpemamu VMware vSphere, momoraromias

aBTOMATH3HPOBATh BUPTYAIbHYIO HHPPACTPYKTYpPy 1 O€30IIaCHO MPEIOCTABIATh K HEH JOCTYH B OOMaKe.

VMware High Availability (HA) — mMexaun3M, mo3BOSIFONINI BOCCTAHABIMBATE PabOTOCIIOCOOHOCTH BHPTYaIbHBIX

MAIlIVH TI0CIIE alNnapaTHOro cOos y3/I0B BUPTyalH3ann.

VMware DRS — mexanu3m, paBHOMEpPHO pacnpenenstoni BM Mexy BceMH y3liaMH Kiactepa u 00ecrieunBaroIui

3aJaHHYIO IIPONU3BOAUTECIBHOCTD BUPTYAJIbHbIX MAalllMH B IITATHOM M HCUITATHOM (B ciyyac CGOCB) peKUMax pa6OTLI.

VMware vMotion - MmexaHu3M «KUBOi» MuUrpaimid BM Mexay y3namu Kiactepa Juisi CepBICHOTO 00CTyKiBaHHs Oe3

TIpepBIBaHIs PabOTHI MOJIK30BaTENECKUX BM.

VMware Cloud Director (vCD)

Cloud Director npexocTaiseT KOHSYHBIM I10JIb30BATEIISIM O€30IIaCHBIC, H30JMPOBAHHBIC IYJIBI PECYPCOB UL OBICTPOI

nHunmanuzanuu Bupryanenoro 1O/ u peanusyer eANMHYI0 KOHCOJIb YIIPaBJICHHUS.
VMware NSX

VMware NSX wucroms3yercss Uil CO3IAHHS IPOTPAMMHO-OIPEENAEMBIX CETeH, WHKAICYISIIUU Tpajuka depes
npotokos1 VXLAN miis moctpoenus norudeckux L2-ceTeil B paMkax yke CylIecTBYIOIIEH KOMMyTaliu Ha ypoBHe L3.
Ilo3BossleT 3aka3uMKaM CaMOCTOSITENIbHO CO3[aBaTh BBIJCICHHBIE CEIrMEHThl CETH W ONPENeNsaTh MpaBuia

MapHIpyTH3aI[MK MEXIy CeTsIMH CBOUX BUPTyanbHbIX L{O/], 03 namenenuii B pu3nueckoil KOMMYTaIHH.
VMware vRealize Log Insight

VMware vRealize Log Insight — cpeactBo anst cOopa W aHanm3a BCEX THIOB JaHHBIX. [103BOJISET yHPaBIATH
KypHalaMd COOBITHIl C IIOMOLIBIO YHOOHBIX MaHeleld MOHUTOPHHIAa M HHTEJUICKTYaJbHBIX CPEICTB aHaJH3a.
IMoxpoOHas Bu3yanH3alMs pabOYMX MPOLECCOB MO3BOJACT YCKOPHTh YCTpaHEHHE HENONaJ0K B MH(PPACTPYKType

Hcnonaurens.
VMware vRealize operations

VMware vRealize operations - HHCTpyMEHT paCIIHPEHHOTO MOHHUTOPHHTA MPOU3BOJUTEIBHOCTH BUPTYAIbHON
uHppacTpykTypbl. CobupaeT JaHHbIe O Pa3BEPHYTHIX BUPTYATbHBIX MAlIHHAX U MPIIOKEHUIX, BKIFOYas JaHHbIe 00
HCIIONT30BAHKH MPOIIECCOPHBIX PECYPCOB, OMIEPATUBHON MAMSITH, YTHIH3AINH TUCKOBOM MOJACHCTEMBI, IITHTEIBHOCTH
PETHCTPAlMK M TPOM3BOIUTEIIBHOCTH YAATEHHOTO OTOOpakeHus. OMIus JOCTYIHA K MOJKIFOUCHHIO OTACIBHO U

TapupUIUPYyETCs JOTIOJHUTEIEHO K OCHOBHOM Yciyre.

ObecneyeHue 3alIMTHI HHPPACTPYKTYPHI 00J1a4HOi n1aTtdopmbl SberCloud
e 3amuTa HHYPACTPYKTYPHI 00IaYHON TIIaT(HOPMBI U CPEICTB €€ YIIPABICHHS;
e 3amuTa KoHcoyim Cloud Director;

o m3osstius BITO/I.

3amuTa MHPPacTPYKTYpHI 00/1a4H0i miaaTrdopmbl SberCloud u cpeacrTs ee ynpasiaenus

3amura uHOpacTpykTypsl obnaynoil ruiardopmer SberCloud w cpeacte ee ymnpasieHHs oOecrneduBaeTCs Ha

CIEYIOUINX YPOBHSX:

® Ha ()U3NIECKOM YPOBHE 00CCIICUHUBACTCS
—pasmernienne Bcero obopymoBanus uHppacTpykTypbl B 11OJ], COOTBETCTBYIOIMX TPEOOBAHHUSIM HAJCKHOCTH IO
kareropuu Tier 3;

— KOHTPOJIb U YIIPABJICHHE JOCTYIIOM K 000PYAOBaHHIO;
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— HATMYUE CUCTEMbI BUI€OHAO0I0IeHS Ha 00bekTax nHopmaTm3anuu [TO/].

® Ha CCTCBOM YPOBHE obecrneurBaeTcs 3aluTa nepumMeTpoB L[OI[ 1 UX CCTMCHTHUPOBAHUEC C UCIIOJIb30BaHUCM
MEKCETCBbBIX DKPAaHOB HOBOI'O ITOKOJICHUA (NGFW), OCYHIECTBJIAIOINX B TOM YHMCJIC BbISBJICHUC U IPEAOTBPALLICHUC

KOMIBIOTCPHBIX aTaK;

® Ha MH(PPACTPYKTYPHOM YPOBHE 00ECIIeYHBaCTCS:

— aHTHBHPYCHAS 3alIUTa HHPPACTPYKTYPHI C NCTIOIH30BAHUEM aHTHBUPYCHBIX CPE/ICTB ISl OOTAYHBIX CPEr;

— yIpaBJIeHHE JOCTYIOM K HH(PaACTPyKType ¢ HCIONBb30BaHUEM CPEACTB ABYX(DaKTOPHON ayTeHTH(HUKALNT
MOKJTIOYAIOIINXCS K HEH aIMHHNUCTPATOPOB;

— KOHTPOJIb ACHCTBUI MPUBUIETUPOBAHHBIX MTOJIH30BATENIEH C UCIIOIb30BAaHUEM CICIIUATM3UPOBAHHBIX CPE/ICTB;
— peryJIsIpHBI KOHTPOJIb U aHAJIN3 3alUIIEHHOCTH HHQPACTPYKTYPHI C UCIOIBb30BAHUEM CIICIHAIN3UPOBAHHBIX
CPEZCTB IO BBISIBICHUIO ySI3BUMOCTEH B Hcnonb3yeMoM 10 1 ero HeKoppeKTHOW KOH(UTYpaLiHy, BIUSIONIeH Ha
ypoBeHb 3ammuinerHoctH [10, ¢ ycTpaHeHHeM BBISBICHHBIX YSI3BUMOCTEH M/MIM HEAOCTATKOB;

—cOop u ananu3 coObITHH MHPOPMALMOHHOM 0E30MaCHOCTH.

[ToMuMO 3TOr0 OCYIIECTBISAIOTCS IEPUOJMYECKHE TECTHPOBAaHMS HA NMPOHUMKHOBEHHWE W ayAMT WMH(OpMalMOHHOM
6e30MacHOCTH MHPPACTPYKTYpsl obnauroi miardopmsr SberCloud ¢ mpuBiedeHHEM CTOPOHHHMX OpTraHHU3AIlNi.
BrIsSBIICHHBIE B XOJ€ COOTBETCTBYIOIIETO TECTUPOBAHUS W/WJIM aylIuTa HEIOCTATKH YCTPAHAIOTCA MO (aKTy HX

BBIABJICHUS.

3amura xkoHncoJu Cloud Director

3amura korcomu Cloud Director obecrieunBaeTcsi Ha ypOBHE MPUIIOKEHHI € HCIIOIb30BAHHEM CIICLIHAT3HPOBAHHOTO
MEXCETEeBOro 9kpaHa ypoBHs mnpuinoxenuii (Web Application Firewall). Tlomumo 3TOro, OCYyIIECTBISIFOTCS
peryJisipHble CKAHUPOBAHUS KOHCOJIM Ha HAJIMYHE aKTyalbHbBIX YSI3BUMOCTEH M €ro NepHoIMYecKie TeCTHPOBAHHS Ha
NPOHUKHOBCHUE C IIPUBJICYCHUEM CTOPOHHHX OpraHM3alid. BbIABICHHBIC VSI3BHMOCTH H/WIM HEIOCTaTKU

YCTpaHAIOTCA IO q)aKTy UX BBIABJIICHUA.

HN3oasinus «Opranusanuiny 3akazuuka

W3zomsuns «Opranuzanuii» 3aka3uuka OCyIECTBIIETCS Ha ypPOBHE 001a4HON TIaT(hOpMbI BCTPOSHHBIMU CPEICTBAMH
VMware Cloud u Ha cereBom ypoBHe cpenctBamu VMware NSX. TloMuMo 5TOro, B pamKax IEpPHOANICCKHX
TECTUPOBAHMH Ha TIPOHMKHOBEHHE BCed MHQPACTPYKTYpbl MPOBOAATCA TECTHPOBAaHMS HA BO3MOXKHOCTD
MIPOHUKHOBEHH TOTEHIMAIFHOTO HAPYUIUTEN U3 OJHOH « OpraHu3alimy B APYTYIO C MPEOOIEHHUEM UCIIOIb3YEeMBIX

MCXAaHHU3MOB 3alIIUTHhI.

Pacnpenesnenue poJieii, o0sizanHocTeii u oTrBercTBeHHOCTH Hcnmoanurtenss m 3akazuuka B odaactu Ub B
OTHOLIEHUHU Y CJIYTH

Pacnpenencuue poseii, 0053aHHOCTEH U OTBETCTBEHHOCTH B 00actu Vb B oTHOIIeHHH Ycinyru omucano B Tabuie
1.
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Tabn. 1. Pactipenenenue poieii, 00s13aHHOCTEH U OTBETCTBEHHOCTH B oOnactu b

HaumenoBanue
TEXHOJI0rH4ecKOoro
(ApXMTEKTYPHOI0) YPOBHA

IpumMeHUMBbIE K YPOBHIO
npoueccol/ ycayru/cepsucsl Ub

Onncanue npouecca/ceppuca/yciayru

OTBETCTBEHHOCTD 32
npeaocTaBieHne/
aJMHHHCTPHUPOBaHHE
YCJIyru/cepBHCa/ POIECCOB

Komy npenocraBien
JOCTYH K CpeacTBaM
NpeI0CTABJIEHUS
yeayru/cepuca/
npouecca

IIpuknagHoil ypoBeHb U YPOBEHb
OIEPALMOHHBIX CUCTEM,
ycraHoBieHHBIX B BM BLIO/]
3akazqynka

XKypuanupoBanue coOBITHI

KypHanupoBaHue cOOBITHI B NPUKIATHOM IPOTPAMMHOM
obecnieyennn (B Tom gncie CYB/I, cepBepax NpHIIOKEHUH,
WEB-cepsepax) u OIEepalOHHBIX cUCTeMax,
YCTaHOBJIEHHBIX B  BHPTyalbHBIX MamumHax (BM)
3aka3uuka.

3aKa3umnk

3aKa3unK

VYnpasieHue 10CTyIIOM

VYnpasieHne IOCTYNOM K INPUKIAJHOMY HPOrPaMMHOMY
obecnieyenmo (B ToMm uncie CYB/], cepBepam NpHIIOKEHUH,
WEB-cepBepam) u OTeparMoOHHBIM cUCTEeMaM,
ycraHOBJIeHHBIM B BM 3akazuuka.

3aka3umnk

3aKka3unK

VYnpaBieHue ayTeHTH()UKAITMOHHOM
rHpOpMaIen

VYnpasieHue ayTeHTH(UKAIOHHON nHdopmanuei,
HCTIONB3yeMOH  HpH  JOCTyme K IPUKIATHOMY
nporpaMmHoMy obecriedenuro (ITT1I0) n omepanoHHBIM
cucremam (OC), ycraHoBieHHBIM B BM 3akazuuka.

3aka3umnk

3aKka3unK

VYrpasneHue ys3BUMOCTIMHI

Kontpons w anmamu3 3ammmensHoctu OC  u IO,
¢yukunonupytomero B BM BIO/] 3aka3unka, B TOM 4HCIIe
YCTaHOBKAa KPUTHYECKHX OOHOBICHHH 0€30macHOCTH,
npaBka koHurypanuii [1I10, a Takke H3MEHEHUE JErKO-
moIOMpaeMbIX TapoJiel 1 mapoJield TOCTyIa 10 YMOITIaHUIO
k cepucam u komroreHTaM OC u [1I10, 0OHapyKEeHHBIX B
XO/ie KOHTPOJIS M aHAJIN3a 3alIUIECHHOCTH.

3aka3umK

3aka34yuK

VYupasnenue nnnuaentamu b

C6op (B TOM uucie ¢ ucmoip3oBaHueM cpencts SIEM) u
aHanu3 coObITHii Oe3omacHoctu co Bcero IIIIO, OC m
CpencTB 3aIATHI HHpOPMAITIH (Cp31),
(YHKIMOHHPYIOIINX B «Opranuzanum» (BLIOLO)
3aka3uynMka, a TaKKe MOHHMTOPDHMHI ¥ pearupoBaHHE Ha
HHIUJICHTHI 0€30IT1aCHOCTH.

3aka3umk

3aka34ymK

VYnpasnenue kpunrorpadpuei

VYcraHoBka, HacTpoiika M aaMmuHHUCTpupoBanue B BLIOJL
3aka3uMka  CPEACTB  KPHNTOTrpadMYecKOW  3alIUTHI
unpopmannu (CK3N) B ucnonnennu Virtual Appliance.

Hacrpotiika 1 agMuHHCTpHpoBaHHe pasMenieHHBIX B LIOJ]
Hcnonnutens  mporpammHo-ammapatHeix CK3U  u
MEKCETEBBIX IKPaHOB 3aKa3z4yMKa.

3aka3zumk

3akazunk

YcraHoBKa M aJIMUHMCTPUPOBAHME
CPEJICTB 3alUTHI

YcranoBka, HacTpolika n agMuHACTpHpoBaHne B BM BLIOJ{
3akazunka Cp3M 0T HECaHKIMOHHPOBAHHOTO OCTyIIa
(HCJI), anHTUBHpYCHBIX CPEACTB M MIPOUUX CPEACTB 3AILUTHI
unpopmanuy, ycraHasmmBaeMbix B BM BLIO/] 3aka3uuka.

3aka3umk

3aka34ymk

Yupasnenue
uHpOpMaLUH

pe3epBUPOBaHHUEM

VYcranoBka u HacTpoiika B BM 3aka3umka cpexncts
pe3epBroro komupoBanusi (CPK) 6a3 naHHBIX W mpodeit

3aka3umk

3akazumnk
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HaumenoBanue
TEXHOJI0rH4ecKOro
(ApXMTEKTYPHOI0) YPOBHSA

IIpumenuMbIe K yPOBHIO
npoueccobl/ ycayru/cepsucsl Ub

Onncanue npouecca/ceppuca/yciayru

OTBETCTBEHHOCTD 32
npegocTaBIeHue/
aJIMHHHCTPHUPOBaHHE
yCJIyru/cepBHCca/ POIEcCOB

Komy npenocraBien
JOCTYH K CpeacTBaM
NpeI0CTABJIEHUS
yeayru/cepuca/
npouecca

nHdopmaruu 3aka3zunka, XpaHnMoii BHyTpu BM ero
BIIO/, a Taxke aAMUHHCTPUPOBAHUE YKa3aHHBIX CPEJCTB.
Co3nanue pe3epBHBIX KOIHH HH(pOpManuy 3aKa3duka u eé
BOCCTaHOBJICHHE U3 PE3CPBHBIX KOMUIL.

OOGecrneucHue 3aIHUTEI
MEPCOHAIBHBIX AHHBIX KIIMEHTOB

3amuTa cormacHo 152-@3 nepconanbHbIX maHHBIX (T11H)
KITMEHTOB, 00padaTtriBacMbix B BM BIIO/] 3aka3urka, B TOM
yuciie, HO He orpaHnuuBasch 3amuroi  I[1/IH,
00pabaThIBaeMBIX CPEACTBaMH yCTaHOBJIEHHBIX B BM
BLO/] 3akazunka CYB/I.

3aka3umK

3aka3yuK

Yposenb «Opranuzaium» u
BIIO/ 3akazuuka

XKypuanupoBanue coObITHIT

XKypranuposanue COOBITHIA, CBSI3aHHBIX c
¢yHkunonupoBanueM  o0wvektoB  BIIOJ[  3akasumka
(manpumep, ero BM) u OeHCTBUSAMH TOJIB30BATENCH B
koHCOMAX  VMware Cloud Director u  Veeam
Backup&Replication, Takux kxak:

1. BX0J/BBIXOJ ITOJIL30BATENEN B/U3 KOHCOJIEH;

2. cos3aaHue/ynancHue HOBBIX YYETHBIX 3anucei
I0JIb30BaTelIel U MPUCBOCHUE UM MPUBUIIEIHHA J0CTyIa K

KOHCOJISIM;
. co3panune/ynanenue BM;
. 3amyck/octaHoB BM;
co3nanue KjIoHoB BM;

. M3MEHeHHe xapakrepuctuk BM;

~N o U~ W

ucnons3oBanueM koncoinu VMware Cloud Director;

8. co3maHme/M3MeHEeHUE 3aJaHUs PE3EPBHOTO KOMMPOBAHHS C

ucnosp3oBaHreM kouconu Veeam Backup&Replication;

9. BoccraHoBnenne BM w3 pesepBHOIl  KomuM
Hcrop30BanrneM koHconn Veeam Backup&Replication;

10.BoccraHoBiIeHHE (DailJIOB W3 PE3EPBHON  KOMHHU
Hcrop30BanrneM koHconu Veeam Backup&Replication;

11.M3MeHeHne TUCKOBOM MOMUTHKY 1o yMordanuto 1t VDC;

12.BximoveHHe/OTKIIIOYSHUE JIOTIOJTHUTENBHBIX ycIyr

(noruposanue, DFW, VPN u npouee).

. HacTpoiika NAT/DHCP/L2VPN/L3VPN,
MapHIpyTH3anud, OalaHCHPOBIIMKA HATPY3KH H/WIH
HpaBUIl MEXCETEBOTO 9KpPaHUPOBAHUS Ha
VMware NSX Edge B «Opranusamum» 3aka3uuka C

Ucnonaurens

3aKa3unK

AZIMUHHCTPUPOBaHUE
«Opranuzamuein» U ymnpasJeHUe
JOCTYIIOM K Heil

AnvunnctpupoBanue  «Opranuzanumei» 3aka3uumka C
ucronb3oBanneM koncomn VMware Cloud Director.

Wcnonuurens
(OTBETCTBEHHOCTH 32
npejocraienue cepsuca VCD)

3akazumnk
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OTBETCTBEHHOCTD 32

Komy npenocraBien

HaumenoBanue JOCTYII K CPEACTBAM
I[IpumeHnMEbIE K YPOBHIO npegocTaBIeHue/
TEXHOJI0rH4ecKOro Onncanue npouecca/ceppuca/yciayru npeaocTaBIeHUs
npoueccobl/ ycayru/cepsucsl Ub aIMHHUCTPUPOBAHNE
(ApXMTEKTYPHOI0) YPOBHSA yeayru/cepsuca/
yCJIyru/cepBHCca/ POIEcCOB
npouecca
AZIMUHUCTPUpPOBAaHHE  JOCTYynoM K  «OpraHu3amum)
3akazunka ¢ wucmoib3oBaHueM kounconn VMware Cloud 3akazuuk
Director. (OTBETCTBEHHOCTH 32
aJIMUHHCTPHPOBaHUE
«Opranuzanyei» 1 10CTyTIoM K
HEH)
Co3pmanue/ynaneHue  HOBBIX  YYETHBIX — 3amuceid B Hcnonnurens
«Opraau3anum» ¥ MPUCBOCHHE UM HMPUBMUIIETHH JOCTyTa K (OTBETCTBEHHOCTH 3a
«Opranuzanumy 3akazyuka. MPEJOCTABICHUE CEPBUCA)
VYupasnenne ayTeHTH(HKAMOHHON
. 3aka3uuk
nHpopmarmeit 3aka3z4nk
(OTBETCTBEHHOCTS 32 yIpaBJICHHE
ayTeHTU(HUKATHOHHOMH
uHbOopMaIeii)
Co3pmanme, ypmaleHMe W aAMHHHCTPUPOBAaHHME  C
ucnonp3oBaHueM koHconmdn VMware Cloud Director
HeoOxomuMEIX VXLAN B mpomecce aJIMHHUCTPHUPOBAHUS
BILO/] 3aka3uuka.
MexcereBoe skpanupoBanus nepumerpa BIIO/ 3aka3unka Hcnonnurens
¢ ucnons3oBanneM VMware NSX Edge. (OTBETCTBEHHOCTS 32
Vnpasnenne  0€30MacHOCTBIO U NPEIOCTaBICHNE CEPBHCA)
N OOecrieueHne  BHYTPEHHETO  CETMEHTHPOBaHUS  (C
MIPOYNMH HaCTpOHKaMHu UL . 3aka3unk
o ncrions3oBanneM VMware Cloud Director) n BHyTpeHHETO
BUPTYaJIbHBIX CETeH 3aka3z4ynk
MEKCETEeBOT0 YKpaHHPOBaHUs (¢ Hcroap3oBanrneM VMware (OTBETCTBEHHOCTS 3
NSX Edge) BIIO/I 3aka3unka.
aJIMUHHCTPUPOBAHHUE)
Hactpoiika NAT/DHCP/L2VPN/L3VPN, mapmpyTusamun
n OamaHcupoBIIMKa Harpy3kd Ha VMware NSX Edge B
«Opraamanumy 3aka3ynka C HCIIOIb30BAaHHUEM KOHCOJH
VMware Cloud Director.
VYnpasneHue pe3epBHpoBaHHEM MHPOpMAHMK 3aKazdyrKa C i
CIIOJTHUTEINb
HCTIONb30BAHMEM  KOHCONM  CpEICTBA  PE3EePBHOTO (
- OTBETCTBEHHOCTH 32
kxonmpoBaHua Veeam Backup&Replication, Bkmogaromiee B
ceOst: TIPEIOCTABICHAE CEPBHCA)
Vupasienue pe3epBUPOBAHUEM ’ . ET—
uHbopMALHH 1. co3manme/m3MeHeHHE 3aJaHUH PE3EPBHOTO KOIMHMPOBAHMS 3aKazumK
uHbopMammu 3aKazunka; (OTBETCTBEHHOCTD 3a YIIPABJIECHHE
2. BoccraHoBieHue BM 3aka3umnka U3 pe3epBHOi KOTIHH; pe3epBUPOBAHUEM CBOEH
3. BoccraHoBieHue BaiiiioB 3aKka3unKa U3 pe3epBHOM KOTHUH. urbopmarn)
VYcraHoBka, aJIMIHUCTPUPOBAHHE, CBOEBPEMEHHOE
obOHOBIIeHHE U Ge30TIaraTeNbHasl YCTAaHOBKA KPUTHIECKHUX
VYcranoBka u ucnonb3oBanue C3U oOHOBNIeHHUI Oe3omacHOCTH Ha wucmoib3yeMbix B BIIO]] 3akazuuk 3akazuuk

3aka3zurka BUPTYaJIbHBIX CPEICTBAX 3alIUTHI HH(OpMAIN
B ucnonHeHusix Virtual appliance (MexceTeBble 3KpaHbl,
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HaumenoBanue
TEXHOJI0rH4ecKOro
(ApXMTEKTYPHOI0) YPOBHSA

IIpumenuMbIe K yPOBHIO
npoueccobl/ ycayru/cepsucsl Ub

Onncanue npouecca/ceppuca/yciayru

OTBETCTBEHHOCTD 32
npegocTaBIeHue/
aJIMHHHCTPHUPOBaHHE
yCJIyru/cepBHCca/ POIEcCOB

Komy npenocraBien
JOCTYH K CpeacTBaM
NpeI0CTABJIEHUS
yeayru/cepuca/
npouecca

CHCTeMBI  OOHapyXeHHWH  W/Win
KOMITBIOTEPHBIX aTak U Ipodee).

MpeI0TBpaIIeHU I

Hactpoiika u  agMMHHUCTPUPOBAaHHUE  IPOrPaMMHO-
anmapatHbIX CPeACTB 3alIMTHl MH(opMarmu 3aka3zdynka, B
TOM YHCIE€ CpEICTB KpHUNTOrpaguiecKoil  3amuThI
nHpopmarmn, pazmemaeMsx B LIO/] McomanTens.

Oo0ecmieucHue 3aIIHUTHI
MePCOHANBHBIX JAHHBIX KIMEHTOB

cocTaBe
JIaHHBIX

OoGecnieuenne  cootBerctBusa  BIIOJ B
HHOOPMAIIMOHHBIX ~ CHUCTEM  IEPCOHAIBHBIX
(MCI1/J1n) 3aka3zunka TpedoBanusaMm 152-D3.

3aka3umuk

3aKka3unK

WudpacTpyKTypHBIi ypOBEHb

MOHI/ITOpI/IHF U MoAACPpIKKa

MoHuTOpUHT WHQPACTPYKTYphl 00MayHOH TIaT(OopMBI
SberCloud, obecrieueHue eé JIOCTYITHOCTH,
MIPOMU3BOJUTEIBLHOCTH, HaJIM4Hs HE0OXO0IMMOT0
KOJIM4YecTBa 00opymoBaHHs, obecredeHHe HEOOXOANMOM
st e€  paboThl  HPOIYCKHOM  CHOCOOHOCTH — CeTH,
BBIYHCITUTEIIBHBIX MOIITHOCTEH M EMKOCTH CHCTEM XPaHEHHS
nmaaabIX (CX/I) uHppacTpyKTyphL.

Ucnonaurens

Hcnonaurens

KypranupoBanue coOBITHIA

XKypnanupoBanue CoOBITHH B KOMIOHEHTaX OOJaYHOU
mwiathopMbl M CPEACTBAaX  3alUTHl  MH(pOPMALUH
uHppacTpyKTypbl 001auHO# miarhopmer SherCloud.

Hcnomaurens

Hcnonmaunrens

YpasneHue JOCTYIIOM

VmpaBieHne — JOCTYIIOM K  CETMEHTY  YIPaBJICHHs
uHppacTpykTypoit obnaunoii miardopmer SherCloud, eé
VLAN-aM U KOMIIOHEHTaM.

Hcnomaurens

Hcnonmaunrens

VYnpasneHue ayTeHTU(PHKAINOHHOM
nHdopmarmeit

YnpasneHue y4€THBIMU 3aMUCSIMU AD
MIPUBHUJICTUPOBAHHBIX I10JIb30BaTEleH, NMEIOIINX JOCTYI K
CerMEHTy  ympaBiieHUs HMHQPacTpyKTypodl — obsiauHOi
miarpopmer  SberCloud, u wux BropeM dakTopom
ayTeHTU(HUKAINH (ayTCHTH(PHKATOPaMu).

Hcnomaurens

Hcnonmaurens

VYrpaBnenne ys3BUMOCTIMHI

KoHTponp W aHanM3 3allMIIEHHOCTH CilIyXeOHbIXx BM
MGMT-cermenra u ESXi-cepBepoB uHpacTpyKTyphI
o6nauHoit mmardopmsr SherCloud.

Hcnomaurens

Hcnonmaurens

Ynpasnenune nauuaearamu b

C6op ¢ ucnoss3oBanueM cpeacte SIEM ¢ koMmoHeHTOB
00nauHoil MIaTGopMbl U CPENCTB 3aIIUTHl MHGPOPMALIUH
uHppacTpykrypsl  obmaunoii rumargopmer - SherCloud
cOOBITHI 6€30TTaCHOCTH.

AHanmu3 CcoOpaHHBIX COOBITHI 0O€30MacHOCTH, a TaKKe
MOHHMTOPHUHT U pearnpoBaHKe Ha MHIUACHTHI 0€30MaCHOCTH
¢ npuBnedeHneM BHemHero SOC.

Hcnonuurens

Hcnonuurens

Yupasnenue KoHQUTYparmeit

KoHtponb w® ympaBieHue TpoleccaMH  H3MEHCHHS
KOHUTrypaluu HHPPACTPYKTYpbl OOJaYHOM MIIAT(HOPMBI
SberCloud

Hcnonmaurens

Hcnonaunrens

Crpanuna 7 u3 20




laaS B Bepcust

HaumenoBanue
TEXHOJI0rH4ecKOro
(ApXMTEKTYPHOI0) YPOBHSA

IIpumenuMbIe K yPOBHIO
npoueccobl/ ycayru/cepsucsl Ub

Onncanue npouecca/ceppuca/yciayru

OTBETCTBEHHOCTD 32
npegocTaBIeHue/
aJIMHHHCTPHUPOBaHHE
yCJIyru/cepBHCca/ POIEcCOB

Komy npenocraBien
JOCTYH K CpeacTBaM
NpeI0CTABJIEHUS
yeayru/cepuca/
npouecca

VYnpasneHue 0€30MacHOCTBIO  JUIS
BUPTYaJIbHBIX U QU3MUECKUX ceTeit

3ammTa mepumerpoB 11OJ] muppacTpykTypEl 00MadHON
wiarpopmer  SberCloud ¢ wucmone3oBaHHEM KJIacTepoB
BBICOKOITPOM3BOIUTEIILHBIX MEXCETEBBIX 3KPAHOB HOBOTO
nokonenus (NGFW), obecneunBaronux MeXCeTeBOE
9KpAaHMPOBAaHME M 3aIlUTy OT KOMIIBIOTEPHBIX aTaK
HHPPACTPYKTYPHIL.

3amuTa ceTeBoil MHPPACTPYKTYpHl 00JaYHON MIAT(HOPMEI
SberCloud (8xoma B 06:1ak0) or DD0S-arax, HanpaBieHHBIX
Ha MeperoTHeHNE KaHAIbHOH eMKOCTH.

BHyTpeHHEe CEerMEHTHPOBAHHE CETEBBIX HH(PACTPYKTYp
o6naunoit rurargopmer  SberCloud ¢  wucnons3oBannem
NGFW u Beinencnuem B pamkax [{O/] Ha ceTeBoM ypoBHE
DMZ, PROD- u MGMT-cermenToB HHPPACTPYKTYPHI.

Hcnonaurens

Hcnonaurens

VYcraHoBKa W aJMHHHCTPHPOBAHHUE
CpPEJICTB 3aIUTHI

VcTaHoBKa, HACTPOWKA W aJMHHHCTPHUPOBAHHE CPEJICTB
3ammTel  MHQOpPMAlMM B COCTaBe HMH(PACTPYKTYPhI
obnaunoit miargopmer  SherCloud, B ToM umcie:
L. CpEICTB AHTUBUPYCHOM 3aIUTH;
2. CpEenCTB KOHTpOJS JACHCTBUH NPUBHICTHPOBAHHBIX
none3oBareneit  (agmubucrparopos  SberCloud) kmacca
PIM&PAM;

3. SIEM;

4. CpemcTB KOHTpOJS ¥ aHauM3a 3alUIIEHHOCTH,
5. WEB Application Firewall (WAF), ucnions3zyemoro st
3amuThl my6nukyemsix koHconeir VMware Cloud Director
u Veeam Backup&Replication;
6. NGFW;

7. ldentity and access management (IAM).

Ucnonuurens

Hcnonuurens

Ymupasnenue
nHpopmarmn

pe3epBHpOBaHUEM

Pe3epBHOE KOMMPOBAaHME W BOCCTAHOBICHHE W3 00pa3oB
CIIy)KEOHBIX ~ BHUPTYaJIbHBIX ~ MalllMH  HMH(PacTPYKTyphI
obmagnoit mardopmsel SberCloud ¢ ncnonp3oBannem CPK
Veeam Backup&Replication.

Ucnonaurens

Hcnonuurens

OOGecneuenue 3QIMTEI
MEPCOHANBHBIX JIAHHBIX KIIHEHTOB

Samura [T/[H COTpyJHUKOB 3aKa3uiKa, HMEIOIIUX JOCTYII K
koucoissm  Veeam wu  Cloud, oOpabaTbiBaeMbix B
uHppacTpykrype obnaunoii miarpopmsr SherCloud.

Hcnonmaurens

Hcnonaunrens

Du3nueckuil ypoBeHb

Kontpoins nocrymna

Kontpoms nocryna B IJO/] 1 nomernenust nHGPacTpyKTypsI
o6agHoM IaT(hOpMBI SberCloud (oxpansemas
teppuropus LIO/, mporycKHOH pexuM, CHCTEMBI KOHTPOIIS
U yIpaBJICHUS TOCTYIIOM, 3alIUPaHUE CTOCK).

Hcnonnurens

Hcnonnurens

Buneonabmroaenue

Hamrane Bremneit (no nepumerpy LIO/1) u BHyTpenHed (B
MammHHGIX 3anax [{O/1) cucteM BUIeOHAOIIOICHAS

Hcnonnurens

Hcnonnurens
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OTBETCTBEHHOCTD 32

Komy npenocraBien

HaumenoBanue JOCTYII K CPEACTBAM
[IpuMeHnMBIE K YPOBHIO npegocTaBIeHue/
TeXHOJIOTHY€eCKOro Onucanue npouecca/cepsucalycayru NPpeA0CTABJIEHUS
npoueccobl/ ycayru/cepsucsl Ub aIMHHUCTPUPOBAHNE
(ApXMTEKTYPHOI0) YPOBHSA yeayru/cepsuca/
yCJIyru/cepBHCca/ POIEcCOB
npoiecca
[IpemocTaBineHne SIEKTPONUTAHMS, JOCTYNa K CETH
HutepHet 1 cBoOOaHOTO MecTa B croiikax [[O/].
[IpenocraBiaenne, MOHTaX U KOMMYyTalus 00OpYyIOBaHHUS
(compute, network u storage) B croiikax [JO/.
Pa3mermmienne o6opynoBanus Hcnonnurens Hcnonuurens

Pasmemienue, noaxitoueHe K NUTaHuo, ceTu MHTEepHET U
BIOJ 3aka3uumka CpeAcTB 3almMTBl  HWHGOPMAIHH
3aka3uyMka, B TOM 4HCJIE CPEICTB KpUNTOTpaduueckoit
3anIuThl HHQOPMALUH.
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2.4.1.

2.4.2.

2.4.3.

2.5.

laaS B Bepcus
Tunel pecypcosn

Bupmyanvnsie npoyeccopnuie s0pa (vCPU)

Ipu (opmupoBaHUH 3akaza 3aka3uuKy MIPEJOCTaBIISACTCS BBIOOD u3 CIEIYIOLIMX szep:
cuactoroit 2,1 I'Tw; 2,4 I'T; 2,6 I'T; 3,0 I'T; 3,5 I'rn.

vCPU obcayxuBatorcst puzndeckumu nponeccopamu Intel.

PexomeHnganmu 1 orpaHUYEHUS:

B pamkax oxHoro Bupryansnoro IIOJ] 3aka3zuuk MokeT ucnosb3oBaTh Toibko VCPU ¢ onuHakoBOM uyacToTOH

(oOcmyxmBaeMbIe POIIECCOPAMH OJTHOTO THIIA).

Bupmyanvuas onepamusnas namsams (VRAM)

[Ipu popmupoBannu 3akaza 3aka3uuK yKa3pIBaeT TpeOyembiit 00beM VRAM.

Ba:kno: npu ¢popmupoBanun 3aka3 yciyru Tpedyemsiii 00beM VRAM nomkeH ObITh JONOIHUTENBEHO YITEH B paMKax
3aKa3biBaeMoro oobema BupryansHoro amckoBoro mpoctpanctsa (VHDD) BeiGpanHOro mpoduiist st pa3MerieHus

Swap-}aitioB BUPTYaJIbHBIX CEPBEPOB.

PeKOMeHHaHI/II/I " OrpaHUYCHUA:

MunuManbpHOE 3HaYeHUE T SK3eMiuisipa Buptyansuoro [[OJ] — 1 T'6.

Bupmyanvnoe ouckosoe npocmpancmeso (VHDD)

B pamkax yciyr# mpemocTaBISeTCS TPH IUCKOBBIX MPOGWIL, OTIMYAIOMIMXCS IO CKOPOCTH OOMEHa NaHHBIMH
(xonmuecTBy omneparuit BBoga-BeiBoaa (IOPS)) u Bpemenu otkinka: SATA/NLSAS, SAS u SSD. Kax/piii AUCKOBBIT

HpO(i)I/IJ'IL COOTBETCTBYCT CBOCMY TUITY JUCKOB HA CUCTCMC XPAHCHU A JaHHBIX.

B pamkax ognHoro Buptyansaoro 11O/l MOHO HCTIONB30BaTh JUCKOBBIE NPO(MIN pa3IndHOTO TUIIA.

Ba:kno: pu 3aka3e BupTyansHOro quCKOBOTO IPOCTPAHCTBA OTIECIBHO AOJDKEH OBITh yuTeH TpeOyemblii 00beM VRAM

IUTSL pa3MeIeHus SWap-}aitioB BUPTyalbHBIX CEPBEPOB.

Tunbl NOAKIIOYEHUA K CETH

I_IJ'IH TIOJKJIIFOUCHHUSA K chyre 3aKa3urK MOXKET BI)I6paTI) OJWH HJIN HCCKOJIBKO THUIIOB ITOAKJIKOYCHHS. HOI[KHIO‘IGHI/IC

2 xanan Uureprer (3aka3uuKy NPENOCTABISETCA OTAETbHAS TOJIOCA IS

4yepe3 BBIACICHHBIA TapaHTUPOBAHHBII
JocTyna K Yciyre, KOTopas He pasieiisiercst ¢ IPYTHMH 3aKa3udKaMi) WM TOMKITI0YEHHE dYepe3 OOmmil KaHai
Wurepuer (shared), xoTopslii nmpeamnosaraer JOrMYeCKOe MOIKIOUYEHHE K OOIIeMy Ul BCeX 3aKa3uuKoB Y CIyrH
KaHay Tepeayu JaHHbIX (CKOPOCTh CETEBOr0 COSIUHEHHMS ISl KAXKI0r0 3aKa3uhKa He sBIISIETCS TapaHTUPOBAHHOU U

3aBUCUT OT 3arpy’KCHHOCTHU O6H.IG]"O KaHalla repegaiun ,IlaHHbIX). I[OCTyHHLIC TOJAKIIFOUCHMUA

o T[loakarodeHne K cepBucy B 00J1aKe uyepe3 ceTb UnTepHer - NAT

[lonmp30BaTenu MOAKIIOYAIOTCS K BHPTyalIbHOW MamuHe B oOjake, omyOnukoBaHHOM uepe3 |IP  ampec,

MapupyTusupyemslii B cetu MHTepHeT. JlaHHbBIN cleHapuil peKOMEHIyeTCs MCIOJIb30BaTh ISl MPEAO0CTaBIICHUS

J0CTyTIa K IyOIMYHOMY CepBHCY depe3 ceTb HHTepHerT.

OrpaHu4eHus:

o OpuH IP ampec Ha npuioxkeHue - AJst MyOJIMKAMKA HECKOJIBKHUX TPHIOKEHHH ¢ OJMHAKOBBIMH nopramu | CP
(80, 443 n 1. 1.) TpeOyeTCs BBIACICHHE JIOTIONHATENBHBIX |P anpecos;

o Jnst npunoxxeHuid ¢ nuHamMudeckn BoiaensembiMu nopramu (FTP, SIP, H.323 u 1. 1) MOryT BO3HUKHYTBH
npoOJieMbl ¢ HEAOCTYIHOCTBIO CepBHCA - HEOOXOIUMO (DUKCHPOBATH JTUANA30H JTUHAMHYECKH BBLICISIEMbBIX
IIOPTOB B HACTPOMKaxX MPHIOXKEHHSA W MponuchiBath ux B mpaBwiax DNAT. AnprepHAaTHBHBIN BapHaHT -

BeIIENATH oinH |P ampec Ha cepBuc u HacTpauBath npasmio Static DNAT.

o IMoakawueHue K cepBucy B obaaxe uepes Site to Site VPN — L3 VPN (IPsec VPN)

1 Texuumuecku JIOMyCTUMO BBIAETATE 10 256 vCPU Ha oauwH BUpTyanmsHbBIA cepBep. OOHAKO IS JyYIIEH MPOU3BOIUTEIEHOCTH
PpEeKOMeHTyeTCsl TPUICPKUBATHCS 3HAYCHUI, OMTUCAaHHBIX B pa3zene «3. bazoBas GyHKIIMOHATBHOCTE K METPUKH Y CITyTHY.

2 3aaHHas CKOPOCTh TapaHTHPYETCS BHYTPU ceTH VICHONHMTENs HAauMHAs OT HOPTa MOrPAaHMYHOTO MApIIPYyTH3aTopa y3la CBS3H
SberCloud.
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Ha cereBoM 00opymoBanuu 3akazunka (poyTep Wi MEXCETEBOM IKpaH) HacTpauBaeTcsl craTuaeckuii |PSec-Ttonnens B
00J1aKk0, ¢ IMOMOILBIO KOTOPOTO I0JIb30BATEIN IMOJIKIIOYAIOTCS K BHPTyalbHBIM MalinHaM B oOsake Ha IP appeca,
MapHIpyTH3UpyeMble B paMKax o0nadHoi cetn 3akazuwka. J[aHHBIN CIIEHApHil PEKOMEHIYETCS WCIIONb30BaTh IS
CBSI3M ON Premise cereit 3aka3umka ¢ ceTIMH B 00J1aKe Kak OCHOBHOE TIOJKITIOUCHHE WIIH KaK Pe3epBHOE TIOMKIIOUCHHUE
IIPY HAJIMYWH MOJKIIIOUYEHHS Yepe3 MPsSMOI KaHall CBS3H.
OrpaHuYeHHUS:

o Tpebyercs Hanmume y 3aka3dnka ceTeBoro obopymosanus ¢ mogaepxkoit IPsec VPN;

o B 06a3oBoii koHuUrypauuu ngocrynsa opranuzanus 1o 512 IPsec tonHeneid. TexHUUECKH ecTh BO3MOYKHOCTh

pacumpeHus gaHHoro koimdectBa a0 1600, 4096 win 6000 ToHHenel, YTO MOTPeOyeT JOMOTHUTEIbHBIX

TPYyI03aTpaT OMEepaToOpoB U PECYpCoOB obaka.

[MoaxmoueHne yepe3 MpssMoi KaHau CBsI3U. JlaHHBINA cOCO0 MOAKIIOUEHHMS TTO3BOJISIET 00ECIIEUNTh B3aUMOICHCTBHE
ceTell 3aKa34ymKa C CEThIO B 00JIaKe C MOMOIIBIO BBIACICHHBIX KaHAIOB CBSI3M CTOPOHHETO MpoBaiinepa. OnunoHaIbHO,
C MOMOIIBI0 JAHHOTO CIEHapus, K Yciayre 3aka3duka MOXKET OBITh ITOAKIIOUCH aJbTEPHATHUBHBIA KaHAlI B CETh
Wntepnet. st AaHHOTO ITOJKITIOYEHUS] MOTYT OBITh MCIIOTIB30BaHbI BBIACICHHbBIC KaHANIBI 3aKa34unKa, OPraHU30BaHHbIC

C HCIIOJIb30BAaHUEM «TEMHOU OIITHKH. I[OCTyHHbIC MMOAKJIIIOYCHMSA .

e L2 noakiroveHue
JlaHHBI clleHapyii TTO3BOJISIET CBSA3aTh CETh KIIMEHTA B 00JIaKe C on-premise CeTsIMM KJIMeHTa BHe obuiaka o L2. ITpu
TaKOM ITOJKIIIOYEHHH, CYIIECTBYIOIINE BUPTYaIbHbIC MAIINHBI B HHPACTPYKTYpe 3aKkazduka OyayT HaXOIWThCS B
oot L2/L3 cetn ¢ MammHaMu B o0ake, 9TO JaeT BO3MOXKHOCTB JUISl pEaln3aliii TaKOTO CEpBHCA KaK MUTPALS
mammH Oe3 cMmeHsl [P anpeca. [laHHBIN cleHapuii pEeKOMEHIYeTCsS HCIONb30BaTh TOJBKO KaK BPEMEHHOE
MOAKJIFOYEHHE ISl MATPAalli BUPTYaIbHBIX MAIIMH 3aKa3unka U3 on premise HHQPACTPYKTYpsl B 0bnaxo. JInbo Ha
NOCTOSIHHOW OCHOBE IPH TEXHHUYECKOH HEBO3MOXKHOCTH PAbOTHI NMPHIIOKECHUH 3aka3zuuka MEXTy ONn premise u
obmaxom 1o L3.
OrpannyeHus:
o Cuenapwuii He MOXeT OBITh pa3BepHyT cwiamu kimeHTa u3 Cloud Director GUI. J{st pa3sBopaunBaHus TpeOyeTcs
ydacTHe OIllepaTopoB 00IaYHOTO MpoBaiiaepa;
o MakcumanbHas BO3MOXKHAs TPOU3BOIUTEIBLHOCTh MmoaKIroueHus — 10 I'6/c;
Jnst MakcHManbHOM yTHIM3anuK NoAKIoueHus 3Hadenne MTU Ha BceM myTu cieoBaHus TpaduKa J0HKHO

ObITh ycTaHOBIICHO He MeHee 9000 Gaiir.

[pn noaxitoueHnn yepes oOImuii kaHan MHTepHeT 3aka3unKy IpenocTaBisiercs: 6a3oBas 3ammTa HHGOpMaMOHHBIX
CHCTEM, pa3MellaeMbix B HHPpacTpykrype oOmauHoil rmiatdgopmber SberCloud, or DDo0S-arak, HampaBieHHBIX Ha
HcYepIIaHue KaHATBHOW EMKOCTH CeTeBOM HHPPACTPYKTYpHI 0bmagHoi maTdopmsl SberCloud.

B ocranpHBIX citydasx, a TakKe MO 3alpocy MOXKET OBITh IpeNoCTaBlIeHa paclIMpeHHas 3aIlinuTa MH(OOPMAMOHHBIX
cucteM 3aka3uuKa, pa3MellacMbiX B HHPpacTpykType obmauHoi miatdopmbl SberCloud, ot DDoS-arak Ha Bcex
YPOBHsIX /10 L7 BKIIIOUNTENHHO B BUJIE OTIENIbHOM TapuUIIPYyeMOil yCIIyTu.

Jlis oOMeHa JaHHBIMM MEXIY BHPTyalbHBIMH MammuHamMu B npezenax BILIOJ] ucmonp3yercss BHyTpeHHEE CETEBOE

B3aMMOJICHCTBHE, PeaM30BaHHOE Ha 0a3e ceTeBOro 0oopypoBanus VicnonHuTeIs U cpencTBamu runepsusopa VMware
ESXi.

Cetensle cepBuchl NSX

Bupryansusiii noiro3 VMware NSX Edge Gateway mpenocrasisiercs 1o yMmMoirdanuio B kKoHgwurypamun Compact,
JIOCTaTOYHOW JUIsl CO3JaHUsI HEOOJBUIMX BBIYUCIUTENBHBIX CPEJl C MaJbIM KOJMYECTBOM CEPBUCOB, U MOXKET OBITh
U3MEHEH B cCilydyae HEO0OXOIUMOCTH OOpabOTKM OOJBIIEro KOJMYecTBa CETeBBIX (QYHKIMH. O3HAaKOMHTBCS C
BO3MOXKHBIMH KOH(GHUTYPALUsIMU U TIPE/IeIbHBIMU 3HAaUEHUSMH 10 IKCIUTyaTallu BUpTyaibHoro nuiro3a VMware NSX

Edge Gateway mosxHO Ha ouLMaIBHOM caiiTe o cebuike https://configmax.vmware.com/guest?vmwareproduct=NSX

IMporpammuslii utro3 Edge Gateway mpegocTasisier Clie Ay oIne CeTeBbIe CePBUCHL:
* MexxcereBoe skpanuposanue (Firewall);

* mapupytuzanus (Routing);

* npeoOpa3zoBanue ajpeca (NAT);

* BupryansHble YacTHble cetd (VPN) IPSec;

Crpanwnma 11 u3 20



2.7.

2.8.

2.9.

laaS B Bepcus

* nHaMHU4eckoe pacrpeaeneHue aapeco DHCP.

Pa3BepThIBaHNE BHPTYATHLHOTO MUTI03a BO3MOYKHO B OTKa30yCcTOWMUNMBO#M koHpuryparuu (HA), pu 3ToM coznmaercs
JIOTIOJTHUTENIBHBIN NUTI03 B PEKUME OKUIAHUS, KOTOPBIHA MEPCHUMACT Ha ce0s Harpy3Ky B CIy4ae BBIXOJA U3 CTPOS
ocHoBHOTrO nutr03a Edge Gateway.

Ta6s0n61 BM 1 06pa3sl OC

B pamkax Yciryru 3aka3uuk MOKET CaMOCTOSITENBHO BBINOIHUTH UMITOPT/9KCIIOPT cobcTBeHHoro oopaza BM B BLIO/I.
Bo3MosxHBIH BapuaHT paboThl ¢ oOpazamu BM: 3aka3zdik caMOCTOATENFHO OCYIIECTBISET UMIIOPT/IKCIOPT 00pazoB

BUPTYJIbHBIX MAallHH, UCTIOJB3Ys KoHcoub ynpasineHus Cloud Director.

JomnonHuTeNnpHO 3aKa34yuKy MpPEAOCTaBIseTCA NOCTYyN K KaTajgory ¢ mabnoHamu BM ¢ mpenycTaHOBIEHHBIMH

Hanbosee MOMyIAPHBIMU BEPCHIME OnepaonHbix cucteM Windows u Linux.
IIporpammuas miargopma

VYcenyra peanu3oBana Ha 0ase miatdopmel Buptyanusanuu VMware vSphere. B kauecTBe HHCTpyMEHTa peau3aiuu

ob6mauHO# HHMpacTpyKTyps! uconb3yercs VMware Cloud Director.

VCTONYMBOCTh K OTKa3aM BEIYHCIHUTEIIBHBIX Y3J10B pCajin30BaHa CPEACTBAMHU HJ'[aT(bOpMLI BUPTYyaJIM3allUn VMware

vSphere Ha 6a3e TexHonoruu vSphere High Availability (HA).

Cxema peanmsanun mwiatdopmsr ais yeryru « Bupryansasiit LHOJ (VDC)» u3obpaxena HIKe:

AnnapatHas niiargpopma

CeDSeDHCl}l I’Ul(lmd?Ol?Ma

B kauecTBe BBIYMCIHUTENHFHON IUIATGOPMBI HCHONB3YIOTCS CEPBEPHBIE PEIICHUS KOPIIOPATUBHOTO YPOBHS,

6azupyromnecs Ha MPOIEccopax apXUTEKTyphl Xx86/64.

CX/] Cucmema xpanenus OQHHbLX
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I[J'I}I OpraHnmM3anuu CEpBHUCA IPECAOCTABJICHUA BHUPTYAJIBHBIX OHUCKOB IIPUMCHAIOTCA CHUCTEMBI XPAaHCHUA HAaHHBIX
YpPOBH: middle-range C pPEe3CpBUPOBAHUCM OCHOBHBIX KOMIIOHCHT, TAKHX KaK 010K NUTaHus, KOHTPOJUJICPHBIC

MOJTyJTH.
Cemb

Certp 6a3zupyercst Ha 000pPYAOBaHUH BEAYIIMX MUPOBBIX IPOU3BOUTEINCH, KOTOPOE 0OecreunBaeT:
. BBEICOKHH ypPOBEHB KOHTPOJS M 0€30MacHOCTH Oyiarojapsi IOTOKOBOW TENEMETPHH W YHPEKTAIOIIEMy

aHaJIN3Y Ha JIMHEHHOW CKOPOCTH Nepeaayu,

. BBICOKYIO TPOM3BOJHUTENHHOCTh MPIIJIOKECHUI Onarojmapsi MHTCIUIEKTYaJlIbHBIM Oydepam M OTCYTCTBHIO

IIOTEPU MAKETOB,

. BBICOKYIO IPOM3BOAMTENBHOCTh W  MAacIITa0MpPyeMOCTh Onaromapss MyJbTHCKOPOCTHBIM — IOpPTaM
1/10/25/50/100G.
CereBas mojcucTeMa peann3oBaHa ¢ npuMeHeHneM tomnosoruu Leaf - Spine, koTopas obecrneunBaer cieayromme
MIPEUMYIIECTBA:

. MIPEACKa3yeMOCTh 3aEPKEK;

. BBICOKHH YPOBEHb MacIITabUpyeMOCTH Oe3 peprIBaHus paboTHI CeTH;

. BBICOKHMI YPOBEHb aBTOMATHU3ALMH YIIPABICHUS U NTOAJIEPIKKH;

° 3alyTa OT MOSBJICHUA IICTCIIb.
MoHuTOpHHT

MOHUTOPHHT — TOMOJHUTEIbHBIA CEPBUC IIJISI OTCIACKUBAHUS cOCTOsIHUSA BM, peanuzoBanHblid cpenctBamu VMware
VvRealize Operations Advanced. Vmware vRealize Operations co0upaeT HHPOPMAIHIO C Pa3IUYHBIX UCTOYHHKOB H
HCTIONB3YeT MPOABUHYTHIC ATOPUTMBI aHATUTHKH IJIS1 H3YYICHUS U PACIIO3HABAHUS HOPMAIBHOTO ITOBEICHUS KaXXI0TO
00BeKTa MOHUTOPHHTA. [IpH MOMOIIN KOHCOJIH U TCHEPHPYEMBIX OTYETOB 3aKa3uHK IMOJTydaeT BCE JCTaH I aHAIIN3a

" MPUHATUA OCO3HAHHOI'O PEIICHUA B CIICAYIOIUX 00acTsX:

. TIOUCK U YCTPaHEHHE TPOOJIEM C IPOU3BOAUTEIBHOCTBIO;
. COCTOSTHHE BUPTYaJbHOW HH(PPACTPYKTYPHI U NPEIYNPEKICHHE O BO3MOXKHBIX IIPOOIeMax;
. MIPOTHO3UPOBAHKE U yIpaBJICHUE YTUIIU3anueil HHPPacTpyKTyphl.

vRealize Operations siBisieTCsl JONOJIHUTENBHON OIIMEH, KOTOpPas MOXET OBbITh MOJKIIIOYEHA MPU CO3JAaHUU HOBOTO

WM yxe K cymectyromemy BIIO/.

Hoctyn K (hyHKIIMOHAJIBHOCTH PACIIMPESHHOTO MOHHUTOPWHTA OCYIIECTBIISIETCSl depe3 KoHcoib VRealize Operations

(cchUIKa HA KOHCOJIB [IPEJOCTABIBICTCS OTACIBHO).
IIpenocraBienue g0cTyna Kk nporpammuomy odecredenuto Microsoft m Red Hat

B pamkax mapraepckux cornamienunit Microsoft SPLA u Red Hat CCSP Hcnonuutens npeaiaraet 3aka3duky JOCTYIT
K mporpamMmmuoMy obecrieueruro Microsoft u Red Hat. ITepeuess Takoro nporpaMMHOT0 obecriedeHust 3aKa3uyiKk MOKeET
3aIpOCHTh ¥ 0TBeTCTBeHHOTO Jinia Mcnomautes (1. 10.13 JloroBopa), CTONMOCTB OTIPEACIISACTCS B COOTBETCTBYHOIIEM

OsaHke 3akasa.
IIpenocrap/ieHue 10CTyNa K KaTajaory madaonos Bitnami

B pamkax maptHepckoii mporpammbel VMware Cloud Provider Managed Services Provider HcmomauTens
npesocTaBisieT 3aka3unmKy JOCTYIN K KaTajory mabioHoB Bitnami. Bitnami — cepBuc, KOTOpBIH IpenocTaBisieT
NIPEABapPUTEIbHO HACTPOCHHBIC MIAOJIOHBI NPWIOKEHUH OTKPBITOTO IporpaMMHOro obecredenus. C mnepedHeM
JOCTYNHBIX ~ NIa0JIOHOB ~ 3aKa3dMK  MOXET  O3HaKOMHUThCS ~Ha  cadire  McmonHmTens 1o ccbuike
https://sbercloud.ru/vmwarebitnami. B pamkax mpegocTaBisieMoro cepBrca rapaHTHPYETCs YCIEITHOE pa3BEepThIBAHNE
MIPUJIOKEHUS U3 11a0JI0Ha, TIPH ATOM €ro JajbHei1as HacTpoiKa U Mo iepKKa NPou3BoIUTCs 3aka3uukom. JlocTyn K

CEepBHCY MPEIOCTABIIACTCS HA OCHOBAHUMH MTOIMMCAHHOTO OilaHKa 3akasa.
IpenocraBiaenue A0cTyna K pacudpeHHbiM ceteBbiM ceppucam NSX — L2VPN u Distributed Firewall

B pamkax mapraepckoii mporpammbl VMware Cloud Provider Program HcrmofHuTENb MPENOCTaBISIET 3aKa3uuky
JIOCTYN K PacIIMPEHHBIM CETEBBIM cepBHcaM BUpTyaipHoro numoza NSX Data Center SP Professional — L2VPN u
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pacnpeneneHHOMy MekcereBomy dkpany (Distributed firewall) mns BupTyalbHBIX CepBEPOB W MIPUIIOKEHHUH,
3alyCcKaeMbIX Ha (u3HueckoM o6opyaoBanun Mcnomuuresns. J[oCcTynm K cepBUCY NPEIOCTABISAETCS Ha OCHOBAHHMHU

noJiucanHoro OnaHka 3akasa.
HNmenoBanue «Opranmsanuii» 3akazquka

Jnst koppekTHO# 00paboTku oOpamieHui 3aka3unmka UMeHoBaHHE «OpraHu3anuil» BBITOJIHAETCS ONEpaTOpaMH
Wcnonaurens u umeeT yHUPHUIUpoBaHHEI (hopMmaT Buga <HasBanme «Opranmanumy 3aka3zunka> - <[IopsaKoBbIiA
HoMep «OpraHmzanuu 3akazyuka»>. [lo coriacoBanuro c¢ lcnosHuTeneM BO3MOXXKHO HM3MCHEHHE HA3BaHUA

«OpraHu3alUm» 3aKa3yrKa 4epe3 COOTBETCTBYIOIIHUIT 3aIpoC B CIIy X0y MOANEpKKN McnonHuTeNs.
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Ycenyra Bupryanehnsriii [IO/] Ha 6a3e VMware omicana B Tabnurie 2.

3.

BA30BAS ®YHKIIMOHAJIBHOCTb U METPUKH YCIIYI'H
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Tabn. 2. [TapameTpsl IpeOCTaBIIEMBIX Y CITyT

Cepsuc Tapuduuupyembie eTHHHIBI XapaKTepHCTHKH H METPUKH JlonycTUMBbIe 3HAYeHHST
bazosas yacrora mponeccopa vCPU 351T
. Pexomennyemoe xon-so vCPU 3,5 I'Ty Ha Buptyanshslit
Buptyansnsnii npoueccop 3,5 I'Tu, VMware 1-8mr.
(urr) cepsep (mIT.)
IIT.
Jomyctumerii 06beM VRAM Ha BHPTyalbHBIA cepBep C 1-384T6
vCPU 3,5ITn
bazoBas yactora mpomeccopa vCPU 3,0IT
i Pexomennyemoe kon-Bo VCPU 3,0 I'T'n Ha BupTyanbHbIi
Bupryasnsnsiii npomeccop 3,0 I'Tu, VMware ay b pTY 1 - 48 mr.
(wr.) cepsep (IT.)
omycTuMbIii 00beM VRAM Ha BHpPTyalbHBIN cepBep C
Homy: pTy pBep 1-768 6
vCPU 3,0 T
BazoBas wacrora nponeccopa vCPU 2,6 I'To
Buptyansnsiii npoueccop 2,6 I'Tm, VMware Pexomennyemoe xon-so vCPU 2,6 I'Tnu Ha Buptyanbuslii 108
—28 mrt.
Berancnenuns (wT.) cepsep (1rt.)
it 00 RAM i
JonyctuMelii o0beM Vv Ha BUPTYaJIBHBIH CepBep C 1_768T6
vCPU 2,6 I'r1x
BazoBas gactora mpoueccopa vCPU 2,4 TTn
. Pexomennyemoe xon-so vCPU 2.4 I'Tm Ha BuptyanbHbiid
Buptyansnelii npoueccop 2,4 I'T'u, VMware 1-40 wr.
(urr) cepsep (mIT.)
IIT.
onyctuMblii 06beM VRAM Ha BUpTyanbHBI cepBep C
flomy Py PEEP €11 76816
vCPU 2,4 I'ry
BazoBas gactora mpoueccopa vCPU 2,11Thg
Pexomennyemoe kon-Bo vCPU 2,1 I'T'y na BuptyansHsrid
Bupryanensii nponeccop 2,1 I'Tm, VMware 144 .
() cepsep (mIT.)
IT.
oryc it o6beM VRAM Ha albHBI cepBep ¢
Jonyctumbiii 00beM v Ha BHUPTYyalbHBIH CEpPBEP 1_768T6

vCPU 2,1 I'Tg
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CepBuc Tapuduuupyembie eHHAIbI XapaKTepuCTHKH H METPUKH JonycTumble 3HaYCHUS
HDD IOPS. DranoHHble 3HAYCHHUSI 2000 10PS/1 000GB
Buptyansnbnii sxectkuit quck SSD, VMware
(I'c) Cpennee Bpems poctyna k SSD Storage Ha BUpPTyanbHOU
0Mmc-5Mmc
MariHe
[lar yBenuueHwWs pasMepa BHUPTYaJbHOTO JAWUCKAa B 1T6
JIOIYCTUMOM JAnarna3oHe
Xpanuimue HDD IOPS. DranoHHbIe 3HaUCHUS 500 IOPS/1 000GB
JaHHbIX Cpennee Bpemst noctyma k SAS Storage Ha BHPTYyalbHOM

Buptyansnblii sxectkuit quck SAS, VMware
I'6)

MalInHeC

0 Mmc - 25 mc

[lar yBenudeHHs pa3Mepa BUPTYaJbHOTO JAHUCKAa B

JOITYCTUMOM JHara3oHe

1T6

Buptyansnsnii sxectkuit quck SATA, VMware
I'6)

HDD IOPS. DtanoHHble 3HaYCHUS

100 IOPS/1 000GB

Cpennee Bpems pocryna k SATA Storage Ha BUPTyalbHOM

MalInHeC

0 mc - 30 mc

lar yBenudeHWs pa3Mepa BHUPTYaJbHOTO JAHUCKAa B

JIOITyCTUMOM JIHana3oHe

1176

CeteBble CEPBHCHI

Joctyn B HTepHET B 00111eM KaHale

ITonoca npomyckanus

He rapupunmpyercs:
He 6onee 100 M6/c Ha Buptyansnsriit [{O]] Ha 6a3e
VMware

Cpennsisi cereBas 3ajiepKKa B Opejenax ceru mnepepaud | 0 Mc - 5 mc
IporyckHas crocobHocTs Ha BHpTyansmpii | AAHHBIX SberCloud
cepBep I[TpOLEHT MOTEPSHHBIX [AKETOB B MPEJENax CETH Mepeaadn
0%-02%
nmaaneix SberCloud
I[TpOLEHT MOTEPSHHBIX [AKETOB B MPEJENax CETH Mepeaadn
P P P P 0% - 0,2%
nanneix SberCloud
Cpenusis ceTeBas 3ajlepXkka B TNPEAENax CETH Mepenadu
Ily6mmanerii [P (mT.) 0 Mmc-5Mmc

nansbeix SberCloud

IMomnoca mpormyckanust

Ilo 3HaueHMSIM yciayru «CeTb BHEIIHSIS
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CepBuc

Tapuduuupyembie eHHAIbI

XapaKTepHUCTHKHA H METPUKH

JonycTumsble 3HAYEHHUS

Buptyanbublii miro3 (IuT.)

Cpennsisi cereBasi 3ajiepXKKa B Ipeeiax CeTH Mepeaavn
nauneix SberCloud

0 mc -5 mc

[IpomyckHas ciocodHOCTH

He Gonee 10 I'6/c

TocreBas OC

Hocrym x ma6iony rocresoit OC MS Windows
server.

= BM pasmepom 4 u wmenee VCPU:
BM (1t.)/ KanenaapHeli Mec.?
= BM pasmepom OGomee 4 vCPU:

VCPU (murt.)/ kanenaapHelii mec.

[Ta6nons! rocreBeix OC Windows server

Windows server 2012

Windows server 2016

Windows server 2019

Hocryn x mabnony rocresoii OC Red Hat

Enterprise Linux:

=  BM pa3mepom 24 u menee vCPU: BM Ttun
SVG (wr.)/kanesnapHeii mec.’

=  BM pasmepom Gonee 24 vCPU: BM Tun

LVG (w.)/kanenaapHelii mec.

[Ta6nons rocteBeix OC Red Hat Enterprise Linux

Red Hat Enterprise Linux 7

Red Hat Enterprise Linux 8

JHoctyn k ma6mony [10 MS SQL server:

[a6monst ITO MS SQL Server

SQL Server 2017 Enterprise Edition

1o = BM pasmepom 1-12 vCPU: BM
(mt.)/KanenaapHbIii Mec3 4, SQL Server 2019 Enterprise Edition
Hocrynm k oax3emmmipam 110 Microsoft
(Exchange, Office, Productivity Suite, Project, ToanepxuBaembie Bepcuu 110 Microsoft B pamkax
SharePoint, Skype for Business Server, SQL Ox3emmuisipet [10 Microsoft (Exchange, Office, Productivity | MS ~ SPLA  mporpammser  (Exchange,  Office,
e Server Standard Edition, Visio, Windows Suite, Project, SharePoint, Skype for Business Server, SQL | Productivity Suite, Project, SharePoint, Skype for

Remote Desktop Services, Windows Rights
Management Services):
L] [onmp3oBatens  (WIT.)/KaleHOAPHBIN

MecsIP.

Server Standard Edition, Visio, Windows Remote Desktop
Services, Windows Rights Management Services)

Business Server, SQL Server Standard Edition, Visio,
Windows Remote Desktop Services, Windows Rights
Management Services)

3 MuHUMANbHEIH Mepro TapudHKAINK — KaleHaapHblil Mecsl. Hauano ncnons30Banus, HaunHas ¢ HepBoit MUHYTBI, WA OPOAOKEHUE UCIIOIb30BaHUs Y CIIyTH B OTYETHOM MEPUOJE MPEANOIAracT
CIHMCaHWe CTOMMOCTH 3a IOJHBIA KaJdeHAapHbIM Mecsl. HenomHbl KaneHZapHBIM Mecsl] UCIOIb30BaHUS YCIyr'd, HAuMHAs C MEPBOM MHMHYTHI, OKPYIJISETCS O IMOJHOTO KaJICHIapHOro Mecsua

HOJIb30BaHUA Y CIIyTOM.

4 I1pu ucrons30BanmHK Gomblero konudectsa vCPU B cocTase 3k3eMIIspa BM, mponoprioHansHo YBEIMYMBAETCS KOJIMYECTBO KBAHTOB yCIyI'! Ajs omiathl (¢ marom B 12 vCPU).
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CepBuc Tapuduuupyembie eHHAIbI XapaKTepuCTHKH H METPUKH JonycTumble 3HaYCHUS
Hoctyn x sx3emmuipam 10 Microsoft (SQL .
. Honnepxxusaemsie Bepcun [10 Microsoft B pamkax MS
Server Enterprise Core, SQL Server Standard . . .
. . Oxzemmuisiper 110 Microsoft (SQL Server Enterprise Core, | SPLA nporpammsl (SQL Server Enterprise Core, SQL
Core, SQL Server Web Edition, Windows . .
110 i SQL Server Standard Core, SQL Server Web Edition, | Server Standard Core, SQL Server Web Edition,
Server Datacenter, Windows Server Standard): ) . . .
Windows Server Datacenter, Windows Server Standard): Windows Server Datacenter, Windows Server
L] IIBa  ¢usmueckux  simpa  (wiT.)/
. 3 Standard).
KaJICHAApHBIN MECAIT™.
Hoctyn k 9x3emmigpam 110 Microsoft
SharePoint  Hosting, = Windows  Server . . i . TlognepxxuBaemeie Bepcun I10 Microsoft B pamkax
( . g Oxsemmsipsr I1O Microsoft (SharePoint Hosting, Windows AP P . . p
110 Essentials): Server Essentials) MS SPLA nporpammsi (SharePoint Hosting, Windows
. Ousnyeckuit  mpomeccop  (mir.)/ Server Essentials).

KaJIeHJapHBIH Mecsr.
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4. TAPUOUKALUA YCIYT'H

4.1. Craruueckas tapudukauus (Allocation).

BennuuHa exeMecsSYHOro IjiaTeka 3a IO0JIb30BaHHUE yCJ'Iyl"Oﬁ OMpCACIACTCA B COOTBCTCTBUU C 3aKa3aHHLIM

00BEMOM MEPEYNCIICHHBIX HIXKE PECYPCOB U OIIITHIA:

* Bupryansasrii mponeccop 2,1 [T, VMware;

* BupryansHsrii nponeccop 2,4 I'Tn, VMware;

* BupTryansHsrii nponeccop 2,6 I'T, VMware;

* Bupryansnsiii nponeccop 3,0 I'Tn, VMware;

* BuptyansHsiii nponeccop 3,5 I'Ty, VMware;

* BupryanbHas namsats, VMware?;

* BupryaneHsrii xxectknit muck SATA, VMware;

* BuptyansHslii xxectkuit uck SAS, VMware;

* BuptyansHslii xxectkuit uck SSD, VMware;

* [Ipenocrasnenue myoamuHoro IP anpeca;

* Ceresoii numro3 NSX Edge Compact;

* Ceresoii nurro3 NSX Edge Large;

* Cereoii nutro3 NSX Edge Quad-Large;

* CereBoii numro3 NSX Edge X-large;

* Jloctym x pacmmpeHHBIM ceTeBbIM cepBrcaM NSX — L2VPN u Distributed Firewall,
* [Tanens monuropunra VMware VRealize Operations Advanced;

* Jloctyn k rocteoit OC MS Windows Server?;

* Jloctyn k roctesoit OC Red Hat Enterprise Linux Server?;

* Jloctym K karanory ma6ioHos Bitnami;

* Jloctyn k ma6aony I1O MS SQL Servers;

* Jloctyn k ax3emmuisspam [1O Microsoft (Exchange, Office, Productivity Suite, Project, SharePoint, Skype for
Business Server, SQL Server, Visio, Windows Remote Desktop Services, Windows Rights Management Services,
Windows Server) 2,

Metoanka pacu€ToB MOTPEOIIEMBIX MPOIECCOPHBIX PECYpCOB M ONEPaTHBHON NaMsTH Mperosiaraer
TapU(QUKAIINIO CyMMBI 3HAUCHUH BBIOPAHHBIX PECYPCOB 3a OTYETHBIN TEepHOJ (OIMH MECSI) B COOTBETCTBHU C

tapudom. Ha ocHOBe cyMMBbI 3HaYECHUI BBICTABIISIETCSI CUET.

Mertoauka pacyéra moTpedIieMoro JUCKOBOTO MPOCTPAHCTBA MPEAIOJIaraeT OIUIaTy 3a BRIOPAHHBIN 3aKa3dyHuKOM

00BEM pecypcoB IMCKOBOTO ITPOCTPAHCTBA.

4.2. Jlunamunueckas tapudukamus (Pay as you go).

Bennumnna exxeMecaqHOro IUlaTexa 3a IMONb30BaHue Y CIYroi ONpenenseTcss B COOTBETCTBUHU C MOTPEOIEHHBIM

00BEMOM MEPEUNCICHHBIX HUXKE PECYPCOB M OTIIIHIA:

* Bupryansssiii mponeccop 2,1 I'Tu, VMware;
* Bupryanshsiii npoueccop 2,4 I'Ty, VMware;
* Bupryanshsiii npoueccop 2,6 I'Ty, VMware;
* Bupryansnsiii npoueccop 3,0 I'Ty, VMware;
* Buptyanshsiii npoueccop 3,5 I'Ty, VMware;
* BupTryansHas namats, VMware®;

* Bupryanshsiii xectkuit tuck SATA, VMware;

5 O6bem BuptyansHoii mamstn (VRAM) MOIKeH GBITH IOTIONTHATENRHO yUTEH TIPH 3aka3e BUPTyalbHOTO MCKOBOTO TIPOCTPAHCTBA
JUISL XpaHeHus1 swap-(ailyioB BUPTyaJIbHBIX CEPBEPOB B COOTBETCTBHH C IIyHKTOM 2.4.2 HACTOSIIIEr0 NPHI0KEHHSI.
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* BupryansHsiii xectkuit fuck SAS, VMware;

* BuptyansHslii xectkuit fuck SSD, VMware;

* Cereoii uuto3 NSX Edge Compact;

* CereBoii numro3 NSX Edge Large;

* Cerepoii numro3 NSX Edge Quad-Large;

* CereBoii nutro3 NSX Edge X-large;

* Jloctyn k pacmmpenHsiM ceteBbiM cepBrcaM NSX — L2VPN u Distributed Firewall;
* [Tanens MmouuTopunra VMware VRealize Operations Advanced,;

* JlocTyn k kaTajory ma6aoHoB Bitnami®;

Juaamudeckast TapuUKaIis OCyIeCcTBIIETCS B II09aCOBOM MOpsiKe (M3 pacyeTra cromMoctu | (omHOTO) Haca),
Ha4YMHas C IepBOI MUHYTHI HCIONIB30BaHUs. CTOPOHBI yCTAHOBHIIM, YTO JUIS YAOOCTBa PacyéTOB HEIOJIHbIE YaCkl

WCIOJIb30BaHUs Y CIIyTH, HAUMHAs C TIEPBOM MUHYTBI, OKPYIJIAIOTCS IO ITOJIHOTO Yaca MOJIb30BaHUs Y CIIyTOH.

MeTtonuka pacqéTa HOTpeGJ'ISIeMOFO JUCKOBOT'O MPOCTPAHCTBA MPEANOJIaracT OorJjary 3a BLI6paHHLIfI 3aKa3uuKoM

00BEM pecypcoB AUCKOBOTO MPOCTPAHCTRA.

Jannble (0TYETHI 00 UCIIOIB30BAHKH) 110 JMHAMUYECKOW TapuprKanuy 3aKka3uuK MOXKET 3alPOCHTh Y MEHeKepa

o Jlorosopy.
5. HUHBIE YCJOBUS, IPUMEHUMBIE K YCJIYTE

BosmoxuabIe BUABI ITOAKIIIFOYCHUA / I3MEHEHHUS / OTKJIFOYCHHUS yCJ'IyFZ

ITocpencTBom noanucanus 3akasa.

Bo3MoxHBIN MOpAIOK pacyE€ToB 1o Y ciyre:
[IpenBapurenbHas omara.

ITocromara.

Bo3MosxHBIE clIOCOOBI OIIIaTHI / TOPSIIOK NONOJIHEHUs1 OanaHca:

Omtata B 0€3HATMYHOM TIOPSIIKE HA OCHOBAHHMHU BBICTaBJICHHOTO McmomuuTteneM cuéra.
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