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HPUJIOKEHMUE Ne 1.10.
k JloroBopy

OIMMCAHHE U YCJOBUA NPENJOCTABJIIEHUA YCJIYT
YCIIYT'A «<BUPTYAJIBHBIN IO/ C GPU HA BA3E VMWARE»

1. HAMMEHOBAHUE YCJIYT'
HaunmenoBanne Ycmyru: Bupryansnstii LHO/] ¢ GPU na 6aze VMware.

HaCTOS[HII/Iﬁ JAOKYMCHT COICPKUT OIMMCAaHUC COCTaBa chym, ee 0a3zoBoit (I)yHKHI/IOHaHBHOCTI/I, BO3MOXXHBIX
COMMYTCTBYIOMINX W HOMOJHUTCIbHBIX YCJIYT, O6HI€F0 NnopssaAKka NOAKIOYCHUSA, U3BMCHCHUA U OTKJIHOYCHUA YCJ'IyFI/I,

YCHOBI/Iﬁ npeaoCTaBJICHUA U OrpaHquHHﬁ.

2. NH®OPMAILIUA OB YCIYT'E

2.1. Kparkoe onucanue Y ciayru

2.1.1

2.2.

2.2.1.

Bupryansnsiit IOl ¢ GPU Ha VMware (panee u ganee — Yciyra), sIBISIETCSl YCIIYTOH 110 TIPeIOCTaBICHUIO 0a30BBIX
MH()OPMAIMOHHO-TEXHOJIOTHYECKIUX PECYPCOB Ha OCHOBE COBOKYHMHOCTH ()YHKIHMOHHMPYIOILETO IO/ YIpaBICHHEM
VcnonmauTenss cepBepHOTO M CETEBOrO OOOPYNOBaHMS, CHCTEM XpaHEHHWS JaHHBIX W CIICLHUAIN3UPOBAHHOTO
IporpaMMHOro olecrieueHus. Yciayra IOCTpOGHa Ha OCHOBE Mozenu obcmyxkuBanus «laaS» u peanmnzoBana
cpenctBamu miatgopmel VMware Cloud Director. Yemyra npezncraBisier co00i COBOKYIHOCTh PECypcOB BHYTPH
tenant, NpuUBSA3aHHBIX K THUIIy MpOLiECCOpa M IMPEAOCTABICHHBIX B IOJb30BaHHE 3aKa3uWKy U1 CO3MAHUS U

6ecriepe0oitHOTO (YYHKIIMOHUPOBAHHMS OHOTO HJIH TPYIIIBI BUPTYaIbHBIX CEPBEPOB.

. B pamkxax VYcmyru HcnonHutens mpefoctaBisieT 3aka3uuky Bupryansssrii 11O/l uMeromuii B pacnopsbKeHHH

corjacoBaHHbIi Mexay McronmaureneMm n 3aka3duKoM HAO0Op BUPTYAIM3UPOBAHHBIX BBIYUCIUTEIBHBIX MOIIHOCTEH
npoueccopa (vCPU), Bupryansnoii mamatu (VRAM) n auckoBoro mpoctpancrtsa (VHDD), a Takke anmapatHbie
momHoctd GPU wu cpeacrBa ympaenenusi Bupryansueim IO/, nmocrarounble uisi cCO34aHMsl W YIpaBJICHUSA
BUPTYaIbHBIMH CEpBEpaMH B TpeOyeMoll 3aka3unKy KOH(UTypanuy B Mpeaeax BbIACICHHBIX BUPTYaIN3UPOBAHHBIX

MOIITHOCTCH.

. Yupasnenue Bupryansaemv LIO/] ocymectBisercs 3akazunkoM npu momony koucoin Cloud Director.

CocraB YciIyru v OCHOBHbIe KOMIIOHEHTBI

B cocraB Yciyru BXogsT:

Boiuucnumenvrule pecypcol

® BUpTYyalbHEIC IiporieccopHbie sapa (VCPU);

& BUpTYyaJibHAsl oniepaTiBHas Namsth (VRAM);

e rpadpuueckue yckopurenu (GPU);

® BUPTYyaJIbHOE AUCKOBOE IpocTpancTBo (VHDD);
o munio3 NSX Edge Gateway;

e rocreBele OC Windows u Linux.

Cemesbie cepsuchl U KOMNOHEHMbL

® TIOKITIOYCHHE K CETH MHTEPHET (B 00IIEeM KaHae);

e onwH yOmaHEN [P-anpec.

Ocnosuble komnonermoi 0onaynou niamaopmst VMware

e VMware vSphere;

o VMware Cloud Director;

o VMware NSX;

e VMware vRealize Log Insight;

e VMware vRealize operations.
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VMware vSphere

VMware vSphere npencrasiser coboil miardopMy BUpTyann3alyy, oOecleunBaeT AMHAMUYECKYI0 OallaHCHPOBKY
Harpy3Kd Ha CEpBEpbl M CHCTEMBl XPAaHEHHs JAHHBIX JUI1 JOCTMDXKEHUS ONTUMAIbHOM MPOU3BOIUTENBHOCTH.

CocraBubiMu yacTsimu wiatdopmel VMware vSphere sBistroTcs:

VMware ESXi — anmapaTHbBI THIEPBH30D, Pa3IEISIOMUA pecypchl (PU3MUECKOTO cepBepa MEXAy HECKOJIbKHMHU

BUPTYaJIbHBIMH MalllTUHAMU.

VMware vCenter - ueHTpann3oBaHHas IutaTdopMa sl yrnpasieHus cperamu VMware vSphere, momoraromas

ABTOMATH3HPOBATh BUPTYAIBHYIO HHPPACTPYKTYpPy 1 O€30I1aCHO MPEAOCTaBIIATh K HEl TOCTyH B o0JIaKe.

VMware Cloud Director (vCD)

Cloud Director nmpegocraBiisieT KOHEYHBIM I10JIb30BaTENSIM O€30I1aCHBIC, H30IMPOBAHHBIC MYJIBI PECYPCOB JUIs OBICTPOI

nHunmanuzanuu Bupryansnoro LHHO/ u peanu3yet equHy0 KOHCOJIb YIPaBICHUSL.

VMware NSX

VMware NSX wucrons3yercs sl cO3AaHHMS NPOTPaMMHO-OINPEACIIEMBIX CETeH, MHKAICYISIUH Tpaduka depes
npotokos VXLAN mist noctpoenus torndeckux L2-ceTell B paMkax yxe CyIIeCTBYIOIEH KOMMyTalluy Ha ypoBHe L3.
ITo3Bomsier 3aka3zyMkaM CaMOCTOATENBHO CO3JABATh BBIICJICHHBIE CETMEHTBI CETU M ONpPEAeNsaTh IpaBHiIa

MapHIpyTH3AIMH MEXTy CeTAMH cBouX BUpTyaubHbIX L{O/], 6e3 n3MeHeHui B pU3n4ecKoil KOMMYTalliH.

VMware vRealize Log Insight

VMware vRealize Log Insight — cpeacTBo mis cObopa m aHanm3a BceX THIIOB AAaHHBIX. [103BONSET ympaBisTh
KypHaJIaMH COOBITHH C TIOMOIIBIO YIAOOHBIX MaHelIed MOHHTOPHMHTAa M HWHTEJUIEKTYalbHBIX CPEACTB aHalU3a.
[NonpoGuast Buzyanmzaiyst paboYMX IPOIECCOB IMO3BONISIET YCKOPHUTh YCTpaHEHHE HEIOoJIalloK B MH(PACTPYKTYype
Hcnonnurens.

VMware vRealize operations

VMware vRealize operations - HMHCTpyMEHT pPacIIMPEHHOIO MOHHWTOPHHTA IPOU3BOAMTEIBLHOCTH BHUPTYaJIbHOU
nHpacTpykTyphl. CoOMpaeT AaHHBIE O Pa3BEPHYTHIX BUPTYAJIbHBIX MAIIMHAX M MPHIOKEHUSIX, BKIIIOYasl JaHHBIE 00
HCIOJIb30BAHUU NIPOLECCOPHBIX PECYPCOB, ONIEPATUBHON MAMATH, yTHIN3ALUN JUCKOBOM OACUCTEMBI, ATUTEIbHOCTH
perucTpanyy M MPOU3BOAUTEIBHOCTH yIAJIICHHOTO OTOOpaskeHnsl. Onmust TOCTYNHA K IOAKIIOUCHHIO OTIENIBHO H

TapuUQHUIUPYETCS JOTOIHUTEIFHO K OCHOBHOM Y ciyTe.

Oo0ecnedenue 3amuThL HHPpPacTPpyKTYpHI 001a4HOMH I1aTGopmsel SberCloud
e 3amMTa HHPPACTPYKTYpPhI 00J1a4HOH IIaTOPMBI M CPEACTB €€ YIPaBICHNUS;

o 3amuta koncoim Cloud Director;

o y3ossinus BIIO/I.

2.3.1. Bawuma ungpacmpykmypol 004a4HOU NIAM@OpMblL U CDEOCME ee YNPAGICHUS.

3amura wHpacTpykTypel obmauHo# TtaTdopmbel SberCloud m cpenctB ee ympaBieHHsS OOecCIieYMBacTCsS Ha
CJIC/TyIOIIUX YPOBHSX:

® Ha (QU3NIECKOM YPOBHE 00eCIIeUnBaCTCS

— pa3merieHne Bcero ooopynoBanus nHGpacTpykTypsl B LIO/I, cOOTBeTCTBYOMUX TPpeOOBAHUSIM HAIC)KHOCTH TI0
kareropun Tier 3;

— KOHTPOJIb U YIIPABICHHUE JOCTYIIOM K 000PYI0BaHHIO;

— HAJIMYHE CHUCTEMBI BUICOHAOIIOACHUS Ha 00BhekTax nHpopMaTm3anuu [{O/].

® Ha CCTCBOM YPOBHC o0ecreurBacTcs 3aluTa nepuMeTpoB HOI[ U HUX CCTMCHTUPOBAHUC C HCIHOJIb30BAHUCM
MCIKCETCBBIX SKPAaHOB HOBOI'O IMOKOJICHUA (NGFW), OCYHICCTBJIAIOMINX B TOM YHCJIC BBISIBJICHUC U NPECAOTBPALICHUC
KOMIIBIOTCPHBIX aTakK;

e Ha UH}pacTPyKTypHOM ypOBHE 0OecTIeunBaeTCs
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— aHTUBHPYCHAS 3alTa HHPPACTPYKTYPHI C HCIOIB30BaHUEM aHTUBHPYCHBIX CPEICTB /ISl O0JIAUHBIX CPEJI;

— yIpaBJIeHHE JOCTYyIIOM K HH(QPACTPYKTYype C HCIIOJIb30BAaHHEM CpEACTB JBYX(aKTOPHOH ayTeHTH(UKAINU
MOKJIIOYAOLINXCS K HEH aIMUHHCTPAaTOPOB;

— KOHTPOJIb JEUCTBUI NPUBUIETUPOBAHHBIX MOIb30BATENEH ¢ UCIOIB30BAHHEM CIELUAIN3HPOBAHHBIX CPEJCTB;

— peryJsipHBIIl KOHTPOJb M aHAJIM3 3aIIUIICHHOCTH HWH(PACTPYKTYphl C HCIOJIB30BAaHHWEM CHEIHNATN3MPOBAHHBIX
CPE/ICTB IO BBISBICHHIO ys3BUMOCTeH B mcnonb3yeMoM 1O u ero HeKOppeKTHOW KOH(UTypanuy, BIMSIOMEH Ha
ypoBens 3anuiieHHocty [10, ¢ ycTrpaHneHneM BISBICHHBIX YSI3BUMOCTEH W/ HEAOCTATKOB;

—cOop u aHanmu3 coObITHI MH)OPMAITMOHHON 6E30ITaCHOCTH.

[MoMHMO 3TOTO, OCYIICCTBIIAIOTCS MEPUOTUYCCKUC TCCTUPOBAHHS HA MPOHWKHOBEHWE W ayauT WH()OPMAIMOHHON
Oe3omacHOCTH HWH(ppacTpykTypsl oOmaunoil twratdopmel SberCloud ¢ mpuBiedeHHEM CTOPOHHUX OpraHHW3AIHH.
BrIsSBIICHHBIE B XOJI€ COOTBETCTBYIOIIETO TCCTUPOBAHUS W/WIH ayJUTa HEIOCTATKH YCTPAHSIOTCS MO (PaKTy WX

BBISABJICHUSA.

2.3.2. 3awuma xorncoau Cloud Director

3ammra koHconu Cloud Director obecnieurBaeTcs Ha ypoOBHE IPHIIOKEHUH C HCIOJIB30BAHUEM CIICIIAIN3UPOBAHHOTO
MEKCETEeBOTO 3KpaHa ypoBHs mnpuioxeHuid (Web Application Firewall, namee — WAF). Ilommumo sroro,
OCYIIECTBIISIIOTCSL PETYJISIPHBIE CKAaHWPOBAHUS KOHCOJIM HAa HAIMYHE aKTyaJIbHBIX YSI3BUMOCTEH M €r0 NMepHOANYECKUE
TECTUPOBAaHUSI Ha NPOHWKHOBEHHE C IPUBJICYCHHEM CTOPOHHMX OpraHu3anuii. BrIIBICHHBIC YS3BUMOCTH W/WIIN

HCAOCTATKN YCTPAHAIOTCA 11O (I)aKTy UX BBISIBJIICHUA.

2.3.3. Mzonayus « Opeanusayuily 3akazyuka

Wzomsanus «Opranm3anuin 3aka3zurka OCYIISCTBIICTCS Ha YPOBHE 00JIAYHOM m1aT(OPMBI BCTPOCHHBIMHU CPEACTBAMU
VMware vCloud u Ha cereBoMm ypoBHe cpeiactBamu VMware NSX. [lomuMo 3TOro, B paMKax IEPHOIMYCCKIX
TECTHPOBAHWN Ha TPOHUKHOBCHHE BCCH WHQPACTPYKTYPHl TIPOBOASTCS TECTUPOBAHHWS HA BO3MOXKHOCTH
MIPOHUKHOBEHHUS MOTEHLUATBHOIO HAPYILIUTENS U3 0IHON «Opranuzauuny B Ipyrylo ¢ IPEOAO0ICHUEM HUCIIOIb3YEMBIX

MECXAaHHU3MOB 3allIUTHI.
Tunsl pecypcos
[Tpu GpopmupoBanmy 3akaza 3aKa3yuKy MPEIOCTABISIIOTCS KOH(PUTYpaIMU, COCTOSIINE U3 PECYPCOB:

2.4.1. Bupmyanwvusie npoyeccopuvie ss0pa (vCPU)

Snpa c yactoroii ¢ yacroroit 2,6 I'T; 2,9 ['Tu; 3,5 I'T.

vCPU oOGcmyxwuBatoTcs ¢pusndeckumMu nporeccopamu Intel.

PexomeHnanyy u OorpaHUYECHHUS:

B pamkax VYcmyrm 3akazunk MOXeT ucnonb3oBaTh Tonbko VCPU ¢ onmHakoBoil wacToToil (0OcimykuBaeMble
npoueccopamu  ogHoro tuma). Orpanwuennss Ha KommdectBo VCPU  ykazansl B Tabmmme «Ilapamerpsr

IpeaOCTaBIIACMbBIX YCIIYI» pa3/iciia 3 HACTOALICTO JOKYMCHTA.

2.4.2. Bupmyanvnas onepamusnas namsamo (VRAM)

PexomeHnmanyy u orpaHUYEHHUS:
Orpannuennst Ha konmndecTBO VRAM ykazanbl B Tabmuue «[lapamerpsl mpenocTaBiseMbIX yciayr» paszgena 3

HACTOAICTO JOKYMCHTA.

Baxmno: nipu 3akaze Yciyru TpeOyemblii 00beM VRAM 1107keH ObITh IOMOIHUTEIBHO YUTEH B PaMKax 3aKa3bIBAEMOT0
obobema BupryansHoro amckoBoro mpocrtpanctBa (VHDD) BeiOpanHoro mpodwiist aist pa3MerneHus swap-(aiion

BHPTYaJIbHBIX CEPBEPOB.

2.4.3. I'padpuueckue ycxkopumenu (GPU)

B kauectse rpapuueckoro yckoputesst ucrons3ytorcest NVIDIA Tesla V100 32I°6.

2.4.4. Bupmyanvroe ouckosoe npocmparcmeo (vHDD)
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B pamkax ycmyru TpemoCTaBISCTCS TPH TUCKOBBIX MPOGMIA, OTIMYAOIIUXCA MO CKOPOCTH OOMEHa JaHHBIMHU
(xommuecTBy omepanuii BBoga-BeiBoAa (IOPS)) u Bpemenu otkimka: SATA/NLSAS, SAS n SSD. Kaxxaprii TuCKOBBIi

HpO(l)I/IJ'H) COOTBETCTBYCT CBOCMY TUITY JUCKOB HAa CUCTCMC XPAHCHUA JaHHBIX.
B paMKax OJHOTO BI/IpTyaIH)HOI‘O HOI[ MOXXHO HCIIOJIB30BAaTh NTUCKOBBIC HpO(i)I/IJ'II/I Ppa3JIMIHOro TUIIA.

Baxno: mpu 3akaze BupTyasbHOro AMCKOBOIO MPOCTPAHCTBA OTAEIBHO JOJDKEH OBITH yuTeH 0o0beM VRAM s

pa3mernieHus swap-(}aiiioB BUPTyaJIbHBIX CEPBEPOB.

THIbI NOAKJIIOYEHHS K CeTH H ceTeBbIe CEepBHUCHI

Jns mogxmodenust kK Yeiayre 3aka3unk MOXKET BBIOpATh OJMH MJIM HECKOJIBKO THITOB MOAKIIOUeHH. [lonkiroueHne
4epe3 BBIIENEHHBIN TapaHTUPOBaHHbIN' KaHan WHTepHer (3aKa3umMKy NPENOCTABISAETCS OTAEIbHAS MOJIOCA JUIs
JocTyna K Yciyre, KOTopas HE pasfessieTcsl ¢ APYTMMH 3aKa3uMKaM{) WM ITOAKJIIOUCHHE Yepe3 OOUmMi KaHai
Wnrepner (shared), xoTopelii mpearnonaraeT JIOTHYECKOE MOJKIIOYEHHE K OOIIeMy JJIsl BCEX 3aKa3YMKOB Y CIIyTH
KaHaJly Iiepeadyl JaHHBIX (CKOPOCTh CETEBOT0 COSIMHEHHS ISl KaXKIOTO 3aKa34nKa He SIBJISIETCS] TapaHTHPOBAHHOM 1

3aBUCHUT OT 3arpyKCHHOCTHU O6HI€F0 KaHaJia nepegadun J_'[aHHLIX).
,HOCTYHHI)IG OAKIKOYCHUA

¢ Ilogkinouenue k cepsucy B odake yepe3 cerb UutepHer - NAT
[Nonp30BaTeny MOAKIIOYAIOTCS K BUPTyalbHOH MallMHE B oOiake, omyOnnkoBaHHOM dyepe3 Oenbrii IP ampec,
MaplpyTH3upyeMblii B ceTH WHTepHeT. JlaHHBII CUEHApHil PEKOMEHIYETCs MCHOIb30BATh AN MPEJOCTaBICHUS
JIOCTYTIA K IyONMYHOMY CepBHCY depe3 ceTb MHTepHeT.
Orpannyenus:

o Opun Oensiit [P anpec Ha mpuioxeHHe - Uil MyOJMKALMH HECKOJIBKMX HPHIIOKECHUH C OIMHAKOBBIMHU
noptamu TCP (80, 443 u 1. 1.) TpeOyeTcst BhIIEICHUE JONOIHUTENbHBIX O0eibix [P anpecos;

o st mpunokeHud ¢ quHamMudecku BoinessieMbiMu optamu (FTP, SIP, H.323 u 1. 1.) MOTYT BO3HMKHYTh
Ipo0JIEMBI ¢ HEJOCTYITHOCTBIO CEPBHCA - HEOOXO0AMMO (PUKCHPOBATH TUAIa30H AMHAMUYECKH BBIACIIEMBIX ITOPTOB B
HAaCTPOMKaxX MPUIIOKEHNS M TIPONUCHIBAaTh nX B npaBminax DNAT. AnbTepHaTHBHBIN BapHaHT - BBIJCISTE OANH OEIbIi

IP agpec Ha cepBuc 1 HacTpauBath npaBuio Static DNAT.

¢ [loakouenne K ceppucy B odake uyepe3 Remote Access VPN - RA VPN (SSL VPN)

Ha paboueii mammHe nons3oBatens ycranasnuaeTcst SSL VPN KIIMeHT, ¢ TOMOIIbI0 KOTOPOTo ycTaHaBnuBaeTcs VPN
TOHHENb B o0s1ako 3aka3uuka. [lomp30BaTenp MoydaeT AOCTYI K BUPTYaJIbHBIM MalllHAM B O0JIaKe Yepe3 UX cepble
IP anpeca, mapmpyTusupyemble B paMmkax o0jagHoil cetw 3akazumka. JlaHHBIM CIEHapuil PEKOMEHAYeTCs
WCIIOJIB30BATh IS IPEJOCTABICHHS OCTYTIAa aJMUHICTpaTOpaM 3aKa3uuka K HH(ppacTpyKType B oOaxe.
OrpannyeHus:

o Tpebyercst ycTaHOBKa KJIMEHTa Ha paboueii MallIiHe 1MoJIb30BaTelIs;

o HeBo3moxHO ncnons3oBath oxHOBpeMeHHO ¢ Site to Site VPN - L2 VPN;

o onnepxuBaemsie kimmentckue OC: Windows (8, 10), Mac OS Sierra 10.12.6, Mac OS High Sierra 10.13.4, Mac OS
Mojave (ot 10.14.2 g0 10.14.6), Linux Fedora (26, 28), Linux CentOS (6.0, 7.5), Linux Ubuntu 18.04;

@) OrpaHquHHe Ha KOJIMYCCTBO OJHOBPCMCHHBIX ceccuii — 50 mT.

¢ [Toakouenne K ceppucy B odiake yepes Site to Site VPN — L3 VPN (IPsec VPN)

Ha ceteBoMm o0opynoBanum 3aka3uuka (poyTep WIH MEXKCETEBOW dKpaH) HACTpamBaeTcs cTatndeckuil [Psec-ToHHENb
B 00JIaKO, C TIOMOIIBIO KOTOPOTO TIOJB30BaTENN MOJKIFOYAIOTCS K BHPTYAIBHBIM MalllMHAM B oONake Ha cepbie 1P
azipeca, MapIIpyTU3UPYEMBIC B paMKaxX o0madHol ceTr 3aka3unka. JlaHHBIH ClieHapuil peKOMEHTyeTCs UCIIOIE30BaTh
JUIA CBSI3M On premise ceTeil 3aka3umka ¢ CeTIMH B OOJake KaK OCHOBHOC TOJIKIIOUCHWE WM KaK pe3epBHOE
TTOIKITFOYCHUE MTPH HATMYHUY TOAKITFOUCHHS Yepe3 MPSMOI KaHall CBSI3H.

Orpannyenus:
o Tpebyercs Hanuuue y 3aka3uuka ceTeBoro o0opyoBanus ¢ noanepxkoi IPsec VPN;

! 3aianmas ckopOCTh TapaHTHPYETCS BHYTPH CETH VICTIONHUTENS HAYMHAS OT IOpTa TIOTPAHAYHOTO MapIIpyTH3aTopa y3ia cesisu SberCloud.
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oB 06a3oBoii koHpuUrypanmu noctymHa opraHm3amus g0 512 IPsec TonHeneidi. TeXHHYECKH €CTh BO3MOXKHOCTB
pacumpenust JanHoro konmaectsa 10 1600, 4096 wmu 6000 ToHHENIEH, YTO TOTPEOYET AOMOIHUTEIBHBIX TPYA03aTpar

OIIepaToOpOB M PECYpPCOB obJiaKa.

¢ Ilogkinouenue k cepsucy B odaake 1epes Site to Site VPN — L2 VPN (SSL VPN)

3aka34yrK yCTaHABIMBACT BUPTYyaIbHBIA poyTep Vmware NSX Edge B cBoeli cymecTByromeii nappacTpykType. Ha
NSX Edge HactpauBaercst cratumdeckuii SSL-TOHHENs B 00J1aK0, C TTIOMOIIBI0 KOTOPOTO OpraHu3yercs L2 cBA3HOCTH
MEXIy CeTsIMH 3aKa3dMKa B €ro CyLIECTBYIOIIEH MHPpAcTpyKType U ceTsiMu B obiake. IIpu TakoM MOAKIIOYEHHH,
CYIIECTBYIOIME BUPTyaJIbHbIE MAIIMHBI B MH(pACTPYKType 3aka3zunka OyayT HaxomauThcs B oxHOM L2/L3 cetn c
MallMHaMK B 00JIake, 9TO JTaeT BO3MOXKHOCTD JUISl peasi3aliyl TAKOTO CepBHCa Kak MUTpaLis MamuH 0e3 cMeHsbl [P
aapeca. JlaHHBIM cLieHapuUil PEKOMEHIYETCSl UCIOIb30BaTh TOIBKO KaK BPEMEHHOE MOAKIIOYEHHE [UII MHIPALUH
BUPTYaIbHBIX MalIMH 3aKa34ynKa U3 on premise HHPPaCTPYKTYphI B 00JIAKO.

OrpaHuyeHusi:

o TpeOyercst HanmMYKe BEIYUCIUTEIFHBIX PECypCcOB y 3aKa3urKa Ul pa3BOpadylBaHus BUPTYaJIbHOTO poyTepa VMware
NSX Edge, a Takxke TEXHUYECKHAX CIIEIIHATIICTOB IS €r0 HACTPOWKH.

ollo L2 VPN k BUpTyasIbHOMY aTallEHTPY B 00JIaKe MOKHO MOAKIIIOUYNTH TOJIBKO OJIMH BUPTYaIbHBIN poyTep VMware
NSX Edge. Opranmzanus L2 VPN ToHHeneil mMexay BUPTyaslbHBIM JaTa LEHTPOM C ABYMsS M Ooiiee caitamu
OJTHOBPEMEHHO HEBO3MOXKHA.

o HeBo3moxHO ncrons30Bath oxHOBpeMeHHO ¢ Site to Site L2 VPN.

¢ IloakinoueHue 4epes NpsiMoii KaHaJI CBA3H.

JlanHbIi Ccroco0 MOAKIIOYEHHUS IMO3BOJIIET OOECHEeYMTh B3aMMOJCHCTBHE ceTell 3aka3uMKa C CEeThl0 B O0JlaKe C
MTOMOILBIO BBIICICHHBIX KaHAJIOB CBA3M CTOPOHHErO MpoBaijepa. ONIHMOHAIBHO, C TOMOIIBIO JaHHOTO CLIEHApus, K
Yenyre 3aka3zunka MOXKeT OBbITh MOAKIIIOUEH AJIbTCPHATHBHBINA KaHA B ceTh VHTEepHeT. [ NaHHOTO MOAKIIOYeHNS

MOryT OBITh MCIIOJIB30BaHbI BBIACJICHHBIC KaHaJIbI 33Ka3‘lI/IKa, OpraHn30BaHHBIC C UCIIOJIB30BaAHUCM «TEMHOU OITUKI.

JocTynHble TOIKITIOYEHHUSL:

e L2 noaxkioveHue

JlaHHBIA CIICHAPHUH MTO3BOIISACT CBSI3aTh CETh KIIMEHTA B O0JIake ¢ on-premise ceTssMU KJIMeHTa BHe obnaka o L2. [Ipu
TaKOM TOJKTFOUCHIH, CYIIECTBYIONINE BUPTYalbHBIC MAIIMHBI B HH(pacTpyKType 3aka3unka OyTyT HAXOAUTHCS B
omHot L.2/L.3 cetn ¢ MammmHAMH B 00JaKe, YTO TACT BO3MOXKHOCTH JUIS PEajM3alii TaKOTO CEpBUCA KaK MHUTpAIIHS
MammH 0e3 cMeHbI [P angpeca. JlaHHBIH crieHapuid pEeKOMEHAYETCS HCITOB30BATh TONBKO KaK BPEMEHHOE ITOIKITFOYCHUE
JUTE MATPAIHA BUPTYAIBHBIX MAaIlMH 3aKa3drka W3 on premise HHGPACTPYKTYPH B 00yako. JInbo Ha MOCTOSHHOMH
OCHOBE ITPH TEXHUYECKOW HEBO3MOKHOCTH Pa0OTHI TIPIIIOKECHUH 3aKa3durka MEXIy on premise u obrakom mo L3.
OrpaHuyeHus:

o Cuenapuii He MOXeT OBITh pa3BepHYT crmiamu kimeHTa u3 Vcloud Director GUIL [l pa3BopaunBaHus TpeOyeTcs
Y4acTHE OIepaTopoB 00JIAYHOTO MpOoBaiIepa.

o MaxkcumarnpHast BO3MOKHAsI TPON3BOAUTENFHOCTE moaktodeHus — 10 T'6/c.

o Jlns MakcHUMaNbHOW yTIUTU3aImH moakTodeHns 3aadcarne MTU Ha BceM ImyTH cienoBaHus Tpaduka TOHKHO OBITH

ycraHoBieHo He MeHee 9000 GaifT.

¢ L3 monkmouenue (BGP)
JlaHHBI crieHapuii TIO3BOJISIET CBSI3aTh CETh KIIMEHTa B O0JIaKe C on-premise CeTsMH KJIMeHTa BHe obusaka o L3. s
JUHAMHYECKOTO PpaclpOCTPaHEHUS] MapIIpyTHOW HMHGOpPMAlMd B JAHHOM CIEHAPHH BO3MOXKHO HCIIOJIb30BaHUE
npoTokona Mapupytuzanun BGP. JlaHHbIHA crieHapuil peKOMEHIyeTcsl HCIOIb30BaTh JJIsl CBA3M ON premise ceTeit
3aka3umKa ¢ ceTsIMHU B 00JIaKke KaK OCHOBHOE ITOJIKITIOUCHHE.

OrpanuueHus:
o Cuenapuii He MOXeT OBITh pa3BepHYT crmiamu kimeHTa u3 Vcloud Director GUIL [l pa3BopaunBaHus TpeOyeTcs
ydJacTue oIepaTopoB 00JIa4HOr0 IpoBaiinepa.
o MakcnmarbHasi BO3MOXHas! TPOM3BOANTENILHOCTE MoAkirouenus — 10 I'6/c.
o lns MakcuManbHOW yTHin3auy nojriodeHust 3nadenue MTU Ha BceM IyTH ciieioBaHus TpadHuKa JTO0IDKHO OBITH
ycraHoBieHo He MeHee 9000 6aifT.

oB kauectBe MIPOTOKOJIa ,HPIHaMPI‘IeCKOﬁ MapaipyTu3aiuu MOKET OBITH MCIOJB30BaH TOJLKO IIPOTOKOJI eBGP.
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¢ BzanmopnelicTBHe ¢ pecypcaMu 00J1aKa ¢ HCNIOIb30BaHUEM KiHeHTckol AS u IP-agpecos

Knuentckuii cepBuc aHoHcHpyeTcst n3 o0J1aka ¢ IIOMOIIBIO €ro MapIIpyTH3UPYyEeMBIX B MHTepHeTe aapecoB (PI 610k).
OrpaHuyeHwus:

o/lns wucnonp3oBaHUs crieHapus TpeOyercs 4toObl ximeHT mMen Provider Independent IP ampeca, coOcTBeHHYIO
ABTOHOMHYIO CHCTEMY.

o Knment ucnions3yer cets SberCloud kak TpaH3UTHYIO [UIsi aHOHCHPOBAHMS CBOMX NPE(UKCOB.

o JlonoyHUTENFHO TOIDKHA OBITH TIpopadoTaHa cxema 3amuTsl AntiDDOS aist mpeMKcoB KIIMEHTa.

[Tpu nogxumouennn yepe3 oOImuit kanan MHaTepHeT 3aKkazunuKy npenocTaBisercss 6a3oBas 3ammra HHGOpManunoOHHBIX
CHCTEM, pa3MelaeMbIX B MHQpacTpyKkType obnaunoil miardopmsr SberCloud, or DDoS-atak, HanpaBiIeHHBIX Ha
ncuepranne KaHaAJIbHOM EMKOCTH ceTeBOi nH(pacTpyKTypsl 0b6naunoii matdopmsl SberCloud.

B ocranpHBIX ciydasx, a TakKe IO 3apocy MOXKET OBITh IpeloCTaBlieHa paclIMpeHHas 3alnTa HH()OPMAMOHHBIX
cucTeM 3aka3zuyMKa, pa3MellacMbIX B MHGpacTpykType obmaunoil mratdopmsl SberCloud, ot DDoS-arak Ha Bcex
YPOBHSIX 10 L7 BKIIIOUMTENHFHO B BUE OTACIBHON TapupHIMPyEeMON YCIYTH.

Jns oOMeHa JaHHBIMHM MEXIY BHPTyalbHBIMH MammHamu B npenenax BIIOJ] ncrnonb3yercst BHyTpeHHEE CETeBOE
B3aNMOJEHCTBHUE, peaTn30BaHHOE Ha Oa3e ceTeBoro o0opynoBanus VcoIHNTENS M CpeAcTBaMuy runepBu3opa VMware
ESXi.

CeteBble CepBHCHI

Bupryansnsiii numo3 VMware NSX Edge Gateway mpenocrasisieTcst o yMordaHuio B kKoHurypanun Compact,
JOCTaTOYHOW JUIsl CO3JaHMsI HEOOJBIINX BBIYUCIUTEIBHBIX CPEll C MaJIbIM KOJMYECTBOM CEPBHCOB, M MOXKET OBITh
W3MEHEH B Cilydyac HEOOXOOMMOCTH 00paOOTKM OosblIero KojwdecTBa ceTeBbIX (yHKumH. O3HAKOMHUTBCS C
BO3MOXKHBIMH KOH(QUTYPaLMsIMU 1 TIPECIbHBIMU 3HAYESHUSMH 110 9KCIUTyaTalliy BUPTyaabHOTO nutto3a VMware NSX

Edge Gateway MoHO Ha opHIHaTBEHOM caiiTe 1o cchlike https://configmax.vmware.com/guest?vmwareproduct=NSX

[porpammusiii nutio3 Edge Gateway npenocTapisieT cieyIomune CeTeBbIe CEPBUCHI:
* MexxcereBoe 3kpanuposanue (Firewall);

* mapmpyTuzaus (Routing);

* npeoOpazoBanue aapeca (NAT);

* Bupryanbsusie yactHele cetu (VPN) IPSec;

* nuHaMudeckoe pacnpenenenue agpecos DHCP.

PasBepThIBaHIEC BHPTYAIBHOTO IUTI032 BO3MOKHO B OTKa30ycToiumBod koHburyparmu (HA), mpu sTom co3maercs
JIOTIOTHUTEIBHEIA IIUTIO3 B PEXKIME OXKUIAaHUS, KOTOPHIM MepeHUMAaeT Ha ceOs Harpy3Ky B cliydae BBIXOJIA M3 CTPOS

ocHoBHOTO 1utr03a Edge Gateway.

Ta6s0u61 BM 1 06pa3sl OC

B pamkax Yciryru 3aka3unk MOXKET CaMOCTOSTEIIFHO BRITIOJIHATH KIMIOPT/3KCTIOPT cobcTBeHHOT0 00pasa BM B BIIO/I.
Bo3moxxHBIi BapuanT paboTsl ¢ oOpazamu BM: 3aka3unk caMOCTOSTENBHO OCYIIECTBISIET HMITOPT/3KCIOPT 00pa3oB
BUPTYaIbHBIX MAalllH, UCHOIB3Ysl KoHcoub yrpasneHus Cloud Director. B atom ciydae 3aka3unk caMOCTOSATEIBHO
HECeT OTBETCTBEHHOCTh 3a pabdorocnocodHocTs 00paza. OC ma BM momxna 3arpyxartbes B pexxume UEFI s

BO3MOKHOCTH padotel ¢ GPU.

Z[OHOJ'IHI/ITGJ'II)HO 3dKa34YMKy MHOPEAOCTABIAACTCA MOOCTYIl K Karajory ¢ mabinonamu BM ¢ npeayCTaHOBJICHHBIMHA

Haubos1ee Moy ISIPHBIMHA BEPCHAMH ONepaliioHHbIX cucteM Windows u Linux.

IIporpammuas niaarpopma

VYcnyra peanuzoBana Ha 0ase miatdopMel BUpTyanusanun VMware vSphere. B kadecTBe HHCTpyMeHTa pealln3anyuu

o0sauHOi HHPpacTpyKTyphl uctions3yercs VMware Cloud Director.

AmnmaparHas miargopma
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Cepsepnas niamgopma

B KkauecTBe BBIYMCINTENBHOW IUIATGOPMBI HCIONB3YIOTCS CEpBEpHBIC PEIICHHS KOPHOPAaTHBHOTO YpPOBHS,

Oazmpyromuecs Ha MPOIECcopax apXUTEKTYPhI X86.

T'paguueckuii yckopumens

B xauectBe GPU npenocrasistrorcs rpagudeckue yckoputenn ot npousBoantens NVIDIA.

CX] Cucmema xpanerus, OaHHbIX

Z[J'IS[ OpraHn3anuun CCpBUCa MPCAOCTABIICHUS BUPTYAJIbHbIX TUCKOB IIPUMCHAIOTCA CUCTECMbI XpAaHCHUS JaHHBIX YPOBHA

middle-range ¢ pe3epBHpOBaHUEM OCHOBHBIX KOMIIOHCHT, TAKUX KaK OJOKW MUTaHUS, KOHTPOJUICPHBIC MOTYJIIH.
Cemb
Certp 0a3zupyeTcst Ha 000PYIOBaHUU BEAYIIUX MUPOBBIX ITPOU3BOIUTENCH, KOTOPOE 00CCIICUNBACT:

° BBICOKHH YPOBCHb KOHTPOJIA U 0e30I1aCHOCTH 6nar0z:ap>1 IIOTOKOBOH TCICMCTPUN W YHPCIKAAOIICMY
aHaJIn3y Ha JIMHCHHON CKOPOCTH IIepeaavn,
° BBICOKYIO IIPOU3BOAUTCIIBHOCTD HpI/IJ'IO)KCHI/Iﬁ 6J1aroz{apﬂ HWHTCJUICKTYaJIbHBIM 6y(1)epaM U OTCYTCTBHIO

NOTCPHU MMAKCTOB,

. BBICOKYIO ITPOM3BOAMTENBHOCTh W  MAacIITa0MpyeMoCTh Oyiarojapsi MyJbTUCKOPOCTHBIM — IOpTam
1/10/25/50/100G.
CeteBas mojcucTeMa peann3oBaHa ¢ IpuMeHeHHeM Tomnosoruu Leaf - Spine, koTopas obecrieumBaeT ciemyromue
MIPEUMYIIECTBA:

. IIPEICKa3yeMOCTh 3aEPKEK;

. BBICOKHMH YPOBEHb MacIITaOMpyeMoCTH 0e3 pephIBaHus pabOTHI CETH;

. BBICOKHI YPOBEHb aBTOMATU3ALUH YIPABJICHUS U NOJNEPIKKH;

. 3aIUTa OT MOSBJICHUS M1ETEb.

MoHnuTOopHHT

MOHHTOPHHT — JOTIOJIHUTENBHBIN cepBUC (OTAENBHO TapuHuIupyeMas yciayra) Uil OTCIeXHUBaHUS COCTOsIHUS BM,
peanm3oBaHHBI cpenctBaMu VMware vRealize Operations Advanced. Vmware vRealize Operations coOupaer
MHPOPMANMIO C PA3IMYHBIX MCTOYHHUKOB M HCIOJIB3YET TNPOABHHYTHIC AITOPUTMBl AHAJIUTUKU U1 M3YYCHHS MU
pacIio3HaBaHMsl HOPMAIBHOTO MTOBEACHUS KKIOTO 00beKTa MOHUTOpHHTA. [Ipy moMomy KOHCOM U TeHepHpyeMbIX

OTYCTOB 3aKa3uHK NOJIy4acT BCC ACTAIN UIA aHAJIN3a U MPUHATUSA OCO3HAHHOT'O PCHICHUA B CJICAYIOMINX ob0nacTax:

. TIONCK M YCTPaHEHHE POOIIeM C TPOU3BOANTEIHHOCTHIO;
. COCTOSTHHE BUPTYaJIbHOW MH(PACTPYKTYPHI M TPEIYIIPEKICHAE O BO3MOXKHBIX IpodIIeMax;
. MIPOTHO3MPOBAHUE U YIPaBJICHUE yTWIN3ANE HHPPACTPYKTYPHI.

vRealize Operations SABIIACTCA Z[OHOHHI/ITGJII)HOﬁ OHHHGﬁ, KOTOpasi MOXKET OBITH NOAKIOYCHA MTPpU CO3JaHNU HOBOI'O

WY yxke K cymectsyroniemy BIIO/I.

JocTtyn K (QyHKIIMOHATFHOCTH PACHIMPSHHOTO MOHUTOPHHTA OCYIIECTBISACTCS depe3 KoHcoib VRealize Operations

(CCI)IJ'IKa Ha KOHCOJIb ITPEAOCTABIIACTCS OTHGHBHO).

ApeH/a JUIeH3Ui Ha nporpaMMHoe o0eciedenne Windows

B pamkax maptaepckoro cornamieans Microsoft SPLA HMcnonauTens npeaaraet 3aka3yuKy TOCTYII K TPOTPAMMHOMY
obecrieuernto Microsoft. I[lepeueHp Takoro mporpaMMHOTO oOOeCTeUeHHs 3aKa3uhk MOXKET 3allpoCUTh Yy
otBercTBeHHOTO Jmia Vcnomautens (m. 10.13 JloroBopa), CTOMMOCTE OIPEEIISIETCSI B COOTBETCTBYIOMIEM OJaHKe

3akasa.
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Yenyra Bupryansnastit IO/l ¢ GPU Ha 6a3e VMware goctynHa ToJIbKo B KOH(UTypanusx, onucadubix B Tabnuie 1. Beraucnurensasie pecypest vCPU, mpenocrasnsemsle B

pamkax Yciyru, pesepsupytotcs Ha 100% u He pa3aesstorest ¢ IpyruMy 3aKa3unKaMH.

Tabmuna 1. [TapameTpsl pegocTaBisieMbIX Y CIryT

Cepsuc Tapupuuupyembie eJHHAIbI XapaKTepUCTHKH U METPHKHU JomycTumble 3HaYCHUS
HaGop BbMucIMTENBHBIX pecypcoB ¢ dactoroii | baszoas gactora mponeccopa vCPU 35ITn
mporneccopa 3,5 I'Tu, VMware (1T.) Kom-Bo vCPU 3,5 I'Tx 6 .
O6vem VRAM 2566
I'pacmaeckuit yckopurens (GPU) Nvidia Tesla V100 32 I'6 1 .

HaGop BBUMCIMTENBHBIX pecypcoB ¢ dacToTod | baszomas wacrora mpomeccopa vCPU 29ITn

mporneccopa 2,9 I'Tu, VMware (mT.) Kom-Bo vCPU 2,9 I'Tt 8/12/16/24/32 .
O6vem VRAM 2566
I'pacdmaeckuit yckopurens (GPU) Nvidia Tesla V100 32 I'6 1 .

Boruncnenus

HaGop BBUMCIHTENBHBIX pecypcoB ¢ dacToTod | baszomas wacrora mpomeccopa vCPU 29ITn

mporneccopa 2,9 I'Tu, VMware (wT.) Kom-Bo vCPU 2,9 I'Tt 4/8/16/32 mir.
O6vem VRAM 96/192/256/384/512 T'6
I'pacdmaecknit yckopurens (GPU) Nvidia Tesla T4 16 I'6 1/2/4 .

HaGop BBMHCIMTENBHBIX pecypcoB ¢ dacToTod | baszomas wacrora mpomeccopa vCPU 2,6 I'T

mporneccopa 2,6 I'Tu, VMware (wT.) Kom-Bo vCPU 2,6 I'T1t 12 mr.
O6vem VRAM 16/32/64/128 T'6
I'pacdmaeckuit yckopurens (GPU) Nvidia Tesla V100 32 I'6 1 .

Bupryamsasrii xectkuit quck SSD, VMware (I'6) | HDD IOPS. Dranonssie 3Ha4eHIS 2000 IOPS/1 000GB
Cpennee Bpemst goctyma k SSD Storage Ha BupTyambHOH | 0 Mc - 5 Mc
MaIlHe
Illar yBemmuenust pasMepa BHUpPTyanbHOro ancka B | 110

XpaHunuiie JaHHbIX

JOOIMYCTUMOM JIAaIia3OHe

Bupryansasrii xectkuit quck SAS, VMware (I'6)

HDD IOPS. Dranonnsie 3Ha4eHUS

500 IOPS/1 000GB

Cpennee Bpemst noctyma kK SAS Storage Ha BHUPTyaJbHON

MaIlIuHe

0Omc-25mc 506

IIar
,HOHyCTI/IMOM JArara3oHe

YBEIIMYEHHUA pa3Mepa BUPTYaIbHOIO JUCKa B

116

Bupryanmbusnii sxectkuit quck SATA, VMware
I'6)

HDD IOPS. DranonHbie 3Ha4eHUS

100 IOPS/1 000GB

Cpennee Bpemst noctynma Kk SATA Storage Ha BUpTyaibHOMI

MaIlIuHe

0 mc - 30 mc
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CeTeBble CEpPBHUCHI

Illar yBemmueHust pasMepa BHUpPTyadbHOro ancka B | 116
JOIyCTHMOM JIMala30He
Joctyn B IHTEpHET B 001I1eM KaHaje Ilonoca mpomyckanus He Tapudunupyercs:

He 6onee 100 M6/c Ha Bupryansusii LIO/] Ha 6aze
VMware

IIpomycknast crmocobHocTs Ha BHpTyanbHbI | Cpenmuss cereBas 3afepkka B mpenenax cetw mepegadn | O mc - 5 mc
cepsep naaabeix SberCloud
[TpomeHT MOTEPSHHBIX MakeToB B mpenenax cetu mepemadn | 0% - 0,2 %
naaabeix SberCloud
[Ty6mwransrit [P (mT.) [TpomeHT MOTEPSHHBIX MakeToB B mpenenax cetu mepemadn | 0% - 0,2 %
naaabix SberCloud
Cpennsisi cereBast 3ajepikka B Tperenax ceru mepemadn | 0 mc - 5 mc

nmauubeix SberCloud

Ilonoca mpomyckanus

Io 3HagenmsmM ycryru «CeTb BHEIIHSD

BupryanbHsrii nmro3 (mmrT.)

Cpenmsisi ceTeBast 3alepikka B Tpefeiax CeTd Mepeaadn
nmauubeix SberCloud

0 mc -5 mc

KommaectBo koukypenTtHsix SSL VPN TyHHENeH

50 (B xor¢urypamuu Compact)

[IpomyckHas cioco6HOCTH

He 6onee 10 I'6/c

TocreBas OC

Hoctyn k rocteBoit OC Windows server:

= BM pasmepom 4 u memee vCPU: BM
(mrt.)/w.; BM (mT.)/mec.

= BM pasmepom Gomee 4 vCPU:
(mrr.)/q.; vCPU (mr.)/mec.

vCPU

IIa6mons: rocteBeix OC

RHEL 8

CentOS

Windows server 2016

Windows server 2019
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4. TAPUOUKAIIAA YCIYTU

4.1. Tapudukanus ycryru cratnaeckas (Allocation).

4.2, Benmuunna exxemMecsIHOro miaTeka 3a II0JIb30BaHHue YCHyTOﬁ OIMPCACIIACTCA B COOTBETCTBUU C 3aKa3aHHbBIM 00BEMOM

NEPCUYUCIICHHBIX HUKE PECYPCOB U OHL[I/IﬁZ

. Ha6op BEYHCIMTENBHEIX PECYPCOB € 9acTOTOM mponeccopa 3,5 I'Tu, VMware?;
. Ha6op BEIMUCIUTENBHBIX PECYPCOB ¢ YacToTOH npoueccopa 2,6 [T, VMware?;
. Buptyanenslii xxectkuil uck SATA, VMware;
. BuptyansHslii xxectkuil quck SAS, VMware;
. Buptyanshslii xxectkuil fuck SSD, VMware;
. [penocrasnenne mybmmanoro IP anpeca;
. Ceresoii numo3 NSX Edge Compact;
. Ceresoit numro3 NSX Edge Large;
. Ceresoit numro3 NSX Edge Quad-Large;
. Ceresoii numro3 NSX Edge X-large;
. [MTanens monuropunra VMware vRealize Operations Advanced;
. Hocrym x rocteBoit OC Windows Server.
4.3. Mertouka pacd€ToB MOTPEOIIIEMbBIX PECYPCOB H OIIHI IPEIoaracT Tapu(uKauio CyMMbI 3HaU€HUI BHIOPaHHBIX

peCypcoB n 0HHI/II71 3a OTYETHBIN nepuoa B COOTBCTCTBUU C TapI/I(I)aMI/I. Ha ocnoBe CYMMbI 3HAYCHMI BBICTABIICTCS CUET.
MGTOI[I/IKa pacqéTa HOTpG6J'I$I€MOl"O JAUCKOBOT'O IMPOCTPAHCTBA MNPCANOJIAracT OIUJIaTy 3a BLI6paHHLII71 3aka3unukoM 00BEM

pecypcoB TUCKOBOTO MPOCTPAHCTBA.
5. HUHBIE YCJIOBUS, TIPUMEHUMBIE K YCJIYTE

5.1. Bo3MosxHBIC BUIBI TOIKITFOYCHUS / U3MECHCHHS / OTKITFOUCHUS Y CITYT:

5.1.1.  TlocpenctBom noamucanust 3akasa (¢ yu€rom 1. 5.5. Hacrosmmero [Iprnoxenns).

5.2. Bo3MOKHBII TOPAIOK pacyETOB MO Y ciyre:

5.2.1. Ilocroruiara.

5.3. Bo3moxHBIE C1TOCOOBI OIUIATHI / TIOPSAOK IOTIOTHEHUS OajlaHca:

5.3.1. Omiara B 0e3HAIIMYHOM nopAaaAKe Ha OCHOBAHWU BBICTABJICHHOT'O Hcnonauremem cuéra.

54. 3aKka3yMK CaMOCTOSTEILHO HECEeT OTBETCTBEHHOCTh 3a pa60TOCHOCO6HOCTB IporpaMMHOTO 06CCH€‘IGHI/IH,

ycTaHaBnuBaeMoro Ha BM.

5.5. CTOpOHBI yCTaHOBMIIM CIEAYIOLINH NOPSIOK 3aKa3a Y ciayrd o Hacrosiemy Ipunoxenuto:

5.5.1. 3axa3 Ha nozaKIIOUeHHE Y CIyrH 1o Hactosmemy [Ipunoskenntio nomkeH ObITh HanpasieH McronauTento He o3aHee,
4yeM 3a 6 (1ects) pabounx JAHEH 10 JaThl Hayajia OKa3aHus Y CIyTH;

5.5.2. B Teuenne 3 (Tpex) pabounx aHeH McroaHNTENb WIH €T0 YIOJTHOMOYEHHBIN IPEACTaBUTEIh 00513yeTCsl pacCMOTPETh
3aka3 Ha YCIyry W HalpaBHTh JIMILy, HalpaBHBLIEMY 3aka3, OTBET (IOANMCAHHBIN CO CBOEH CTOPOHBI 3aKka3 MM OTKa3 B
MIPEAOCTaBICHUN Y CITyTH ¢ 000CHOBaHHEM NIPHYHHEI);

5.5.3. B cnyuae cornacoBanust CropoHamu 3aka3a Yciyra o TakoMy 3aka3y MpeJoCTaBJII€TCs B AaTy Haudala OKa3aHUS

Yciyru, 3adgukcupoBanayto B 3akase, ¢ 10:00 10 MOCKOBCKOMY BPEMCHU.

5.6. 3aKa34mMK CaMOCTOSITEILHO HECET OTBETCTBEHHOCTH 3a COXPaHHOCTb JaHHBIX U IPUHUMACT CaMOCTOATCIIBHO MCPHI 110
HUX COXPAHCHHUIO IIPU OTKAa3C OT Vcnym. HpI/I OTKa3€ OT YCJ'IyFI/I Wcnonaurens BIpaBC yAAJIWUTb JAaHHBIC 3aka3umka 1o

ucredeHnn S (1maT) paboymx JHEH 1mocie 0TKasa oT Y Ciyry.

2 O6mem Bupryansroii mamsitu (VRAM) MOIKeH GBITH TOTIONHUTENBHO YUTEH MPH 3aKa3e BUPTyaltbHOrO MCKOBOTO MPOCTPAHCTBA TSt
XpaHeHUs swap-(aiijIoB BUPTYaJIbHBEIX CEPBEPOB B COOTBETCTBHUH C ITyHKTOM 2.4.2 HACTOSIIIETO MPHIOKEHHSI.
3 O6bem Bupryansroii mamsitu (VRAM) MOIKeH GBITH TOTIONHUTENBHO yUTEH MPH 3aKa3e BUPTyaltbHOrO JMCKOBOTO MPOCTPAHCTBA TSt
XpaHeHHUs swap-(aiiJIoB BUPTyaIbHEIX CEPBEPOB B COOTBETCTBHUH C ITYHKTOM 2.4.2 HACTOSIIIETO MPUIOKEHHS.
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