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MPUNOXXEHWE Ne¢ 1.1.
K [Jorosopy

OIMNMNCAHME N YCNOBWA NMPEOOCTAB/IEHNA
YCINYTU «BUPTYASIbHbIW LIO[ Ha 6aze VMware»

1. OBLLAA NHOOPMALIMA N OMUCAHWE YCNTYTU

BupTtyanbHbii LOL Ha 6a3e VMware aBnseTca yciyro no npepocTtaBneHuto 6a3oBblXx MHOOPMaLMOHHO-
TEXHOJIOTMYECKMX PECYPCOB Ha OCHOBE COBOKYMHOCTU QYHKLMOHMUPYIOLWEro nog ynpasneHneM McnonHutens
CepBepHOro 1 ceTeBoro 06opynoBaHUA, CUCTEM XPaHEHUS OAHHbIX U CNeLManmM3npoBaHHOMO NPOrPaMMHOro
obecneyeHus.

Ycnyra nocTpoeHa Ha OCHoBe Mopenn obcnyxueaHusa «laaS». B pamkax Ycnyru WcnonHuTenb
npegocTaBnsaeT 3akasumky BupTyanbHbin UOL, “MelwWwMin B pacrnopsXeHUM COrnacoBaHHbIA Mexay
McnonHuteneM mM 3aka3uyMkoM HAbop BUPTYANM3MPOBAHHbLIX BbIYMCAMTENIbHbIX MOLWMHOCTEN npoueccopa
(vCPU), BupTyanbHon namatu (VRAM) n guckoBoro npoctpaHctea (VHDD), a TakXe cpencTBa ynpaB/ieHus
BupTyanbHbiM LLO[, OocCTaTOYHble AN CO34aHMA U YyNpaB/eHUa BUPTYallbHbIMW CepBepamMu B Tpebyemon
3aKa3unky KOHbUrypaumm B npenenax BblAeNEeHHbIX BUPTYalM3MPOBaHHbIX MOLLHOCTEN. PYKOBOACTBO
Monb3oBaTensa no Ycayre gocTynHO NO 3/1eKTPOHHOMY agpecy: https://docs.sbercloud.ru/vdc-vmware/ug/.

YnpasneHue BupTyanbHboiMm LLOJ ocywecTBnseTcsa 3aka3uymkom npm nomMowm KoHconu Cloud Director.

CocTaB M OCHOBHble KOMMOHEHTbI Ycayru:

Tabn.1. CocTaB Y OCHOBHbIE KOMMOHEHTbI

Pecypchbl

HaumeHoBaHUe rpynnbl Copepy<aHue

- BUpPTya/bHble npoueccopHblie sapa (VCPU);

- BUPTyanbHasa onepaTMBHas namsatb (VRAM);
BoluncamuTenbhbie pecypco - BMPTYa/lbHOE [MCKOBOe npocTpaHcTeo (VHDD);
- wn3 NSX Edge Gateway.

- MOAK/OYEHUE K CETU MHTEPHET (B 00WeM KaHane);
- 0oAuH nybnuyHbin IP-agpec.

- VMware vSphere;

- VMware Cloud Director;

OCHOBHble KOMMOHEHTbI obnayHom - VMware NSX;

nnargopmbl VMware - VMware vRealize Log Insight;

- VMware vRealize operations.

CeTeBble CEPBUCHI N KOMMOHEHTbI

VMware vSphere npegnctaBnsger cobon nnathpopMmy BupTyanmsaumu, obecneymBaeT [UMHAMUYECKYIO
6anaHCMPOBKY Harpy3kuM Ha CepBepbl M CUCTEMbI XPaHEHMA [aHHbIX A1 LOCTMXKEHUS ONTMManbHOM
nponssoauTenbHocTn. CocTaBHbIMKW YacTamum nnatdpopmbl VMware vSphere aBnsaioTca:

e VMware ESX/i - annapaTHbli TMMNEpPBU3OP, Pa3fensiolmni pecypcbl ¢MU3MYECKOro cepBepa Mexay
HECKONbKMMU BUPTYyanbHbIMU MalWMHaAMW.

e VMware vCenter - ueHTpanu3oBaHHaa nnatdopma pOna ynpasnieHua cpepamm VMware vSphere,
noMorawolas aBToMaTM3NPOBaTb BUPTYaNlbHYD MHGPACTPYKTYpy M 6e30macHO MPefocTaBnsATb K HeW
JocTtyn B obnake.

e VMware High Availability (HA) — MexaHW3M, MO3BONAKWMA BOCCTaHaBNMBaTb paboTocnocobHOCTb
BMPTYaNbHbIX MallMH NoCne annapaTtHoro cbos y3nos BUpPTyanm3aumu.

e VMware DRS - MexaHU3M, paBHOMEPHO pacnpegenawwmin BM Mexny BCceMW y3naMum kKnactepa u
obecneymBaloLWniN 3a0aHHYIO NPOU3BOAUTENBHOCTD BUPTYanbHbIX MAWWH B WTAaTHOM M HeWTaTHOM (B
cnydae cboeB) pexmmax paboTbl.

e VMware vMotion - MexXaHU3M «KWUBOW» MuUrpauum BM Mexpy ysnamum Knactepa AN CEPBUCHOrO
obcnyxumBaHua 6e3 npepbiBaHUA PaboTbl NOMb30BaTENbCKUX BM,

VMware Cloud Director (vCD) npepocTaBnsieT KOHEYHbIM Mosb3oBaTensiM 6e3onacHble, U301MPOBaHHbIE

nynbl pPecypcoB paa ObicTPON MHMUManm3aummn BupTtyanbHoro LIOO 1 peanu3yeT efuHYH KOHCOMb

ynpasneHus.

VMware NSX ucnonb3yeTca ANS CO3[4aHMA MporpamMMHO-onpenenseMblx ceTen, MHKancynaummu Tpaduka

yepes npoTtokos VXLAN A58 nocTpoeHmsa normvyeckux L2-cetell B paMKax y)Ke CyLecTBYOLWEeN KoOMMYyTauum

Ha ypoBHe L3. Tllo3BonseT 3akKa3uyMkaM CaMOCTOSITENIbHO CO34aBaTb BblOeNeHHble CEerMeHTbl ceTu W

onpepenaTb NpaBuaa MapwpyTu3auum Mexpy CeTaMu CBOMX BMpPTyanbHbix LOL, 6e3 M3MeHeHul B

dn3nYecKkon KOMMyTaLuUK.

VMware vRealize Log Insight aBnseTca cpepgctBoM gna c6opa M aHanusa BCeX TUMOB AaHHbIX. [Mo3Bonser

ynpaBnAaTb XXypHanaMmn cobbITUn C NOMOLWbIO YAOOHbIX NaHeNen MOHUTOPUHIA M UHTENNIEKTYaNbHbIX CPeACTB

aHanmsa. MNMopgpobHaa BM3yanmsauma paboymx NPoLEcCOB MO3BOJSISIET YCKOPUTb yCTpPaHeHue Hemnonafok B

MHbpacTpykType McnonHutens.
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VMware VRealize operations npepacrtaBnser cobo  WMHCTPYMEHT  PaclWIMPEeHHOro  MOHUTOPWHTa
NpPOU3BOANUTENBHOCTU BUPTYanbHOW MHOPACTPYKTYPbl, KOTOPbIM COBUpaeT [aHHble O pPa3BepHYTbIX
BMPTYasbHbIX MalMHAX U NPUNOXEHUAX, BKIOYAA OaHHble 06 MCMNOMb30BaHWMU MPOLLECCOPHbIX Pecypcos,
onepatMBHOM  MNaMATW, YTUAM3AUMM  OUCKOBOW  MOACWUCTEMbI,  OJUTENbHOCTM  Perncrpaumm u
NpPoOu3BOANTENbHOCTU yaaNeHHOro otobpaxeHuna. [OaHHas onuma AOCTYNMHA K NOAK/IOYEHUIO OTAENbHO U
TapuourumnpyeTca OONoNHUTENIbHO K OCHOBHOM Ycnyre.

B uenax obecneyeHus 3aWuTbl MHOPACTPYKTYpbl obnadHon nnatdopmbl SberCloud peanunsoBbiBaloTCA
cneaywoume Mepbl U MEXaHU3Mbl 3aWWMUThI:

Tabn.2. ObecneyeHne 3aWnTbl MIHPPACTPYKTYPbl 06navyHom nnatpopmbl SberCloud

YPOBHMU 3aLUUThI Meponpusatus
3awumTa MHbPacTpYKTypbl 06/1auHoi NnaThopMbl U CPeacTs ee ynpaB/ieHUs

O6ecneunBaeTcs:
. - pa3MeleHne Bcero o06opynoBaHMA UMHOpacTpykTypbl B LIOL, COOTBETCTBYHOLLNX
®usnyecknit TpeboBaHUSAM HaJeXHOCTW No KaTeropuu Tier 3;

- KOHTPO/b M yNpaBfeHMe AOCTYNOM K 060pyAoBaHNIo;
- Hanuyue cucTeMbl BUAeOoHabnogeHnsa Ha obbekTax nHbopmatmsaumm LIO.

Ob6ecneunBaetca 3awuta nepumeTpoB LIOO M MX cerMeHTUpoBaHWE C WCMO/b30BaHUEM
CeTeBou MeXXCeTeBbIX 3KPaHOB HOBOro nokoneHns (NGFW), ocywecTBnSOWMX B TOM YNCNe BbiABIEHME
M NpefoTBpalleHne KOMMbIOTEPHbIX aTakK.

ObecneunBaeTcs:

- AHTUBMPYCHAA 3awWwnTa MHOPACTPYKTYPbl C MCMNOIb30BAaHMEM AHTUBUPYCHbIX CPEnCTB
ana obnaydHbix cpen;

- ynpaBneHne p[ocTynoMm K MHOPACTPYKType C  WUCNONb30OBaHWEM  CPeacTB
ABYXx}aKTOpHOM ayTeEHTUdOUKALMM NOAKIOYAIOWMXCA K HEM aAMUHUCTPATOPOB;

- KOHTPONb [OEWCTBUM NPUBUMErMPOBAHHbLIX MNOMb30OBaTenell C WUCNOMb30BaHWEM
crneumann3npoBaHHbIX CPeaCTB;

- pPerynapHbii KOHTPOb M aHANM3 3aWNLLEHHOCTU MHDPACTPYKTYPbI C UCNONb30BaHUEM
crneuMann3npoBaHHbIX CPeAcTB MO BbIABMEHUIO YA3BMMOCTEN B ucnonb3dyemoMm MO u ero
HEKOPPEKTHON KOHGUrypaumu, BAUAIOWEN Ha YpPOBeEHb 3alumuieHHocTM MO, c ycTpaHeHneMm
BbISIBMIEHHbIX YA3BUMOCTEN U/MNN HEOOCTATKOB;

- c6bop 1 aHanu3 cobbITUM NHDOPMALMOHHOM 6e30MacHOCTH.

NHbpPaCcTPyKTYpHbIN

OcyuwecTBnaOTCA  Nepuoanyeckme  TeCTMPOBaHMA  Ha  MPOHMKHOBEHME U ayauT
MHbOPMaLUMOHHOM 6e30nacHOCTM WMHPPaCTPYKTypbl obnadyHon nnatdopmbl SberCloud c
NpuBMEYEHNEM CTOPOHHUX OpraHM3auuii. BblBNEHHble B XO4e COOTBETCTBYIOLWEro
TECTUPOBAHUA U/UNN ayaANTa HEQOCTATKN YCTPAHAOTCA NO GhaKTy UX BbiABNEHUS.

LoNONHUTENbHbIN

3awwmTta KoHconu Cloud Director

3awuTa C MCNoMb30BaHUEM CNeLmnanmM3npoBaHHONO MEXCETEBOro 3KpaHa YpPoBHS I'IpVU'IO)KeHVIl\/‘I

MpunoxkeHuns L .
(Web Application Firewall).

OcyLWwecTBNAOTCA pPerynsipHble CKAaHMPOBAaHUSA KOHCOMM Ha HalnyuMe aKTyalbHbIX yQBBMMOCTeM
n ero nepunoagnmyeckme TeCTUpPOBaHMA Ha MNPOHUKHOBEHMEe C nNpuBaedYeHMeM CTOPOHHUX
opraHusaunin. BbissBNEHHble YA3BUMOCTU WU/MNN HeJoCTaTKM YCTPaHAKTCS Mo dJaKTy nx
BblABNEHUSA.

LoNONHUTENbHbIN

N3onsuma «OpraHnsaumny» 3akasumka

O6nayHas )
OcyuiecTBnsieTca BCTPOeHHbIMU cpeactBamm VMware Cloud Director
nnatdopma
CeTeBon OcywecTtensaeTca cpegcteamm VMware NSX.
B paMKax nepuoguyeckuMx TeCcTMPOBaHMM Ha MNPOHUKHOBEHME BCeN MWHOPACTPYKTYpPbI
[ononHutenbHbIN NnpPoOBOASATCA TECTUPOBAHNA HAa BO3MOXXHOCTb NPOHUKHOBEHMSA NOTEHLUMANbHOIO HapywmnTens us3

opHou «OpraHn3aunny B ApYryto C NPeofosieHMeM UCMOb3yEMbIX MEXAHU3MOB 3aLLUThI.

PacnpeneneHune ponen, o693aHHOCTEN U OTBETCTBEHHOCTU B 06n1acTv UB B oTHOWEHMN YCAyru onmMcaHo B
Tabnuue 3.
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocrasneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ LOCTYN K cpeacTsam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
XypHanupoBaHue cobblTUn B NPUKNAAHOM NPOrpaMMHOM obecrnedyeHun (B TOM yucne
XypHanupoBaHue o
COBBITI CYbL, cepBepax npunoxeHun, WEB-cepBepax) W OMNepauuoHHbIX CUCTeMax, 3aKa3symk 3aKasumk
YCTaHOBJIEHHbIX B BUPTYyasibHbIX MawnHax (BM) 3akasumka.
YnpaBneHue JOCTYNOM K MPWKAagHOMY nporpaMMHoMy obecnevyeHuto (B TOM yucne
YnpasneHue pgoctynom | CYB[, cepBepaM npunoxeHun, WEB-cepBepaM) KW onepauMoHHbIM cCUCTEMAM, 3aKasuumk 3aKa3uuk
yCTaHOBAEHHbIM B BM 3aka3uunka.
YnpasneHune YnpaBneHue ayTeHTUOUKALMOHHOM WHPOPMaUMEN, UCMONb3yeMOW Mpu [OCTyne K
AyTEHTUDUNKALNOHHOMN npuKIagHoMy nporpaMmMHoMy obecnedeHuto (MMO) n onepaunoHHbIM cuctemam (0C), 3aKa3sumk 3aKa3sumk
MHpopMaumnen yCTaHOB/MEHHbIM B BM 3aka3uuka.
KoHTponb M aHanm3 3awmweHHoctn OC u MMNO, dyHKuMoHupyowero 8 BM BLIO[
Ynpaenexue 3aKa3uyuka, B TOM 4YMC/ie YCTaHOBKA KPUTMYECKUX OBHOBNEHUI 6e3onacHoCTH, npaBka
YA3BUMOCTMU KoHodurypauum MMO, a TakXKe U3MeHeHue nerko-nogdbmpaemMbix nNaponen u naponemn 3aKa3suymk 3aKasumk
[0CTyna no yMo/l4aHuio K cepBrcaM 1 koMnoHeHTam OC u MMO, obHapy>XeHHbIX B Xoae
o KOHTPONSA M aHanm3a 3aWwm WweHHOCTH.
MpuknagHon =
C6op (B TOM uncne c ucnonbsoBaHnem cpencts SIEM) 1 aHanus cobbiTnin 6esonacHocTn
YPOBEHb W YPOBEHb
YnpasnexHue co Bcero MMO, OC u cpeacTts 3awmtbl MHPopMauuun (Cp3U), GYHKUMOHMPYHOWNX B
onepaunoHHbIX 3aKasumk 3aKa3yuk
cncTeMm nHumngeHtamu b «OpraHmnzaumm» (BLUOL) 3aka3umka, a TakK)Xe MOHUTOPUHI U pearvpoBaHue Ha
’ MHUMOEHTbl 6e30nacHoCTy.
YCTaHOBNEHHbIX B BM —
YCTaHOBKa, HacTponka M agMUHUCTpUpoBaHue B BLIOL 3akasumka CpencTB 3allimTbl
BLUO[ 3aka3unka " .
YnpasnexHue nHdopmaunm (C3N) B ucnonHenum Virtual Appliance. 3aKasunk 3aKazumK
Kpuntorpaduen HacTtpoika n apMMHUCTPUPOBaHUE pasMelleHHbix B LLOL McnonHUTeNna nporpaMMHo-
annapaTtHbiXx C3M 1 MeXXceTeBblX 3KPAHOB 3aKa3ynka.
YcTaHOBKa M | YcTaHOBKa, HacTpoMkKa M agMUHUCTPUpoBaHMe B BM BLO[M 3akaszuuka Cp3U ot
AaAMUHUCTPUPOBaHME HeCaHKLUMOHMpoBaHHoro goctyna (HCM), aHTMBMPYCHbIX CPEACTB UM MPOYUX CPencTB 3aKa3sumk 3aKa3yuk
CpencTB 3aluUThbI 3aWmnTbl MHGOPMaLUKUK, ycTaHaBnmMBaeMbix B BM BLLOJl 3aka3uyunka.
YcTaHOBKa M HacTponka B BM 3aka3uymka CpefcTB pe3epBHOro KkonvposaHua (CPK) 6a3
YnpasnexHue OaHHbIX U NpoYyen MHbopMauum 3akasumnka, XxpaHuMon BHyTpu BM ero BLLOM, a Takxe
pesepBupoOBaHNEM aoMUHUCTPUPOBaHUe YKa3aHHbIX CpeacTs. 3aKa3sumk 3aKa3yuk
MHPopMaunm Co3paHue pe3epBHbIX KOMM MHbopMauuMu 3akasumka UM eé BOCCTaHOBNEHMe U3
pe3epBHbIX KOMUN.
Ob6ecneyeHune 3awmTbl | 3awmTa cornacHo 152-M3 nepcoHanbHbIX AaHHbIX (MOH) KNneHToB, obpabaTbiBaeMbIX B
nepcoHanbHbIX BM BLO[L 3aka3uMka, B TOM 4MCNe, HO He OrpaHuMuyMBasacb 3awmTton [10H, 3aKa3uuk 3aKasumk
OAHHbIX KITIMEHTOB obpabaTbiBaeMbix cpefcTBaMm ycTaHoBEHHbIX B BM BLLO/[, 3akasumka CYB[.
XypHanupoBaHWe coObITUIN, CBA3AHHbIX C (GYHKLMOHMpPOBaHMEM ob6bekToB BLOL
3akasumka (Hanpumep, ero BM) n genctBuamMun nonb3oBaTenen B KoHconsx VMware
Cloud Director n Veeam Backup&Replication, Takux Kak:
VDOBEHD 1. BXO4/BbIXOA, NONb30BaTeNel B/U3 KOHCONEN;
P XypHanupoBaHue 2. co3faHue/ypaneHve HOBbIX YYETHbIX 3anucein nosib3oBaTener U NPUCBOEHWE UM
«OpraHusaumm» 7 . . NcnonHuteno 3aKasymk
cobbITUI NPUBUAErni 4OCTYNa K KOHCONSAM;

BLLO[ 3aka3uuka

. co3pnaHue/ypaneHune BM;

. 3anyck/octaHos BM;

. co3paHne KNoHoB BM;

. UIBMEHEHMEe XapaKTepPUCTUK BM;

oOulhWw
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocrasneH

HanmeHoBaHue
TEXHONOrUYECKOro Mp1MeHUMbIe K npepoctaBneHue/ LOCTYN K cpeacTsam
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
7. HacTponka NAT/DHCP/L2VPN/L3VPN, MapuwpyTnsaumm, 6anaHCMpPOBLLMKA HArpy3Ku
N/MNN NpaBuU MEXCETEBOrO 3KPaHMpoBaHMa Ha VMware NSX Edge B «OpraHusaumm»
3aKa3yuKa c ucnonbloBaHnemM koHconu VMware Cloud Director;
8. co3paHne/V3MEeHeHMe 3afjaHus Pe3epBHOr0 KOMUPOBAHMA C WCMONb30BaHUEM
KoHconun Veeam Backup&Replication;
9. BOCCTaHOBMeHMe BM un3 pe3epBHOM KOMUWU C UCMONb30BaHMEM KOHConM Veeam
Backup&Replication;
10. BoccTaHoBNEeHMe haiioB U3 pe3epBHOM KONUK C UCMOIb30BaHMEM KOHCOIN Veeam
Backup&Replication;
11. N3MEHeHne ANCKOBOWM NONUTUKM No yMon4yaHuio gasa VDC;
12. BK/IHOYEHME/OTKOYEeHME [OMONHUTENbHbIX ycnyr (normpoBaHue, DFW, VPN u
npouvee).
Mcnonuutens
(0TBETCTBEHHOCTb 33
npepocrasneHue
ALMUHUCTPUPOBaHME AoMUHUCTPUPOBaHMe «OpraHmMsaumnen» 3aka3ymka C  MCMNOSb30BaHMEM KOHCOU cepsuca vCD)
«OpraHusaunemn» n | VMware Cloud Director. 3aKa3umMK
yrnpaeBneHue OOCTynom | ADMUHUCTPUPOBaAHME [OCTYyNOM K «OpraHusaumm» 3akasymka C MCNOIb30BaHMEM 3aKasuuk
K Hen KoHconn VMware Cloud Director. (OTBETCTBEHHOCTD 3a
agMUHUCTPUPOBAHMN
e «OpraHusaumnen»
1 [OCTYNOM K Hel)
Mcnonuutens
(OTBETCTBEHHOCTD 3a
npepocTaBieHue
cepsuca)
YnpasneHue .. .
AYTEHTUAUKALMOHHOM CoauaHme/yP.aneHme HOBbIX YYETHbIX 3anucen B «OpraHusaumMn» U MNPUCBOEHUE UM 3aKazumK
uhdopmaLmedi npuBMnerun goctyna K «OpraHmsaummn» 3akasumka. 3aKasuuk
(OTBETCTBEHHOCTD 3a
ynpaeneHue
AYTEHTUDUKALMOHHO
N MHbopMaumen)
Co3paHue, yoaneHve M agMUHUCTPUMPOBAHME C UCMNONb30OBaHWEM KoHconm VMware
Cloud Director HeobxoguMmbix VXLAN B npouecce agMuMHUCTpupoBaHma BLOL McnonHuteno
3akasuukKa. (oTBETCTBEHHOCTD 3a
YnpasnexHue MexceTeBoe aKkpaHUpoBaHua nepumeTpa BLLO 3aka3yumka c ucnonb3osaHmeMm VMware npepocrasneHune
6e30MacHOCTbIO n | NSX Edge. cepsuca)
npoYmMmm ObGecneyeHne BHYTPEHHErO CEerMeHTUMpoBaHua (c ucnonb3oBaHMeM VMware Cloud 3aKasumk
HacTpoMKamm ons | Director) n BHyTPEHHErO MEXCEeTEBOro 3KpaHMpoBaHUA (C ucrnonb3oBaHueM VMware 3aKasuumk
BUPTYyanbHbIX CETEN NSX Edge) BLLOJL 3aka3uyunka. (OTBETCTBEHHOCTDb 3@
Hactponka NAT/DHCP/L2VPN/L3VPN, MaplwpyTnsaunm u 6anaHCMpOBLLMKA HArpy3Ku aAMUHUCTPUPOBAHU
Ha VMware NSX Edge B «OpraHusaumm» 3akasumka C WCNOMb30BaHWEM KOHCOMU e)

VMware Cloud Director.
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocrasneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ LOCTYN K cpeacTsam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
McnonHutenob
(0TBETCTBEHHOCTb 3a
YnpasneHune npepocraBneHue
YnpaBneHue pe3epBnpoBaHMeM MHDOPMaLMM 3aKaszymKka C UCMOb30BaHWEM KOHCOIN
pe3epBMpOBaHNEM . . cepBuca)
UHbOPMaLMM cpencTBa pe3epBHOro konuposaHua Veeam Backup&Replication, Bkntovatowlee B cebs:
co3paHne/M3aMeHeHWe 3aJaHniN pe3epBHOro KONMPOBaHUA MHPOPMaLMKM 3aKa3umKa; 3aKa3uuk
(npepocTtaBnaeTca B o 3aKasuumk
. | BoccTaHoBneHue BM 3akasumnka 13 pe3epBHOM KOMUK;
paMKax oTAenbHON . o (oTBETCTBEHHOCTb 3a
BOCCTaHOBNeHWe hanoB 3aKas3umKa 13 pe3epBHON KOMUW.
Ycnyrn) ynpaeneHue
pe3epBMpPOBaHNEM
cBOen nHpopMaumn)
YcTaHOBKa, apMUHUCTPUPOBaHUE, CBOEBpPeMeHHoe obHOBNeHMe 1M Be3oTnaraTenbHas
YCTaHOBKa KPUTUYECKUX OoBHOoBNeHMn 6e3onacHOCTM Ha ucnonb3yembix B BLO[A
3aKa3uyMka BWPTyalbHbIX CPeAcTBax 3awuTbl uHdopMaumm B ucnonHeHmsax Virtual
YcTaHoBKa n | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBHaPYXXEHUN W/MAM NpenoTBPaLLEeHUN
PP ( P ’ Py / PenoTepail 3aKa3sumk 3aKa3sumk
ncnonb3oBaHne C3U KOMMbIOTEPHbIX aTaK M npoyee).
HacTpolka W agMUMHUCTPUPOBaAHME MNPOrpaMMHO-annapaTHbIX CPeACTB  3alumThbl
MHpopmMaumm 3aKasumka, B TOM uUMC/e CPeAcTB KpunTorpaduyeckom 3aluTbl
nHbopMaummn, pasMelwaembix B LLOL MicnonHutens.
Ob6ecneyeHne 3alnTbI
O6ecneyveHune cootBeTcTBUA BLLO B cocTaBe MHOOPMALMOHHbIX CUCTEM MEPCOHANbHbIX
NepCoHabHbIX 3aKasuuk 3aKkasuumk
naHHbIX (MCNAOH) 3aka3yuka TpeboBaHmnam 152-d3.
LaHHbIX KTMEHTOB
MOHUTOPUHT MHDpPaCTPYKTYpbl obnayHon nnatdopmbl SberCloud, obecneyeHune eé
MOHUTOPUHF u | AocTynHocTh, NPOM3BOANTENBHOCTH, Hanuyusa HeobxoanMoro KonuyecTBa
HomnepyKKa obopypoBaHua, obecneyeHne HeobxoamMmon ana eé paboTbl NPOMNYCKHOM CNOCOBHOCTYU McnonHutenos McnonHutenob
P CeTW, BbIYUCNUTENbHBIX MOLWHOCTEN W EMKOCTU CUCTEM XpaHeHusa paHHbix (CXMO)
MHPPACTPYKTYPbI.
XypHanupoBaHue XypHanupoBaHue cobbiTUIM B KOMNOHEHTax 061ayHon nnaTthopMbl U CPeACTBax 3aLUnTbI
ypHanp yp P . bop e W McnonHutenb WcnonHutenob
CcobbITUM MHPOopMaUnM MHPPaCTPYKTYpPbl 06nayHor nnatpopmbl SberCloud.
YnpaBneHne p[oCTynoM K CErMeHT npasneHns MHPPaCTPyKTypor obnayHon
YnpasneHue gocTyrnom P pocry . y ynp bpactpykTyp McnonHuteno MicnonHutenb
nnatdopmbl SberCloud, eé VLAN-amM 1 KOMNOHEHTaM.
VHbpacTpyKTypHbIii YnpasneHue YnpaBneHue y4éTHboiMM 3anmucamu AD nNpuBUAErMpPOBaHHbIX NOMb30BaTeNen, UMEeLMX
ypOBsz PYKTYP AYTEHTUDUKALMOHHOW | AOCTYN K CErMEHTY ynpaBneHuns MHhpacTpyKTypon obnayHorn nnatdopmbl SberCloud, n McnonHutens McnonHutens
nHdopmaumen MX BTOPbIM GPaKTOpoM ayTeHTUdMKaLMK (ayTeEHTUDUKATOPaMK).
YnpasnexHue KOHTpONb 1 aHanu13 3alnLLEeHHOCTU cny)XebHbix BM MGMT-cermeHTa n ESXi-cepsepoB
M McnonHuteno McnonHutenb
YA3BMMOCTSAMM MHGpacTpyKTypbl o6navHor nnatpopmsl SberCloud.
Cbop c ucnonb3oBaHuMeM cpenctB SIEM ¢ KOMMNoOHeHTOB obnayHoin nnatdopMbl U
VnpasneHme CPeAcTB 3awWmTbl MHbOpPMauuM MHGPACTPYKTYpbl obnavHolr nnatdopmbl SberCloud
P cobblTni 6esonacHoCTK. McnonHutenb WcnonHutenob
nHumnoeHtamu b .
AHanu3 cobpaHHbIX COBbITUIN BE30MNAaCHOCTM, a TaK)XXe MOHUTOPUHT U pearnpoBaHmne Ha
WHUMOEHTbl 6e30nacHOCTM (B TOM Yncie C npuBneyeHneM BHewHero SOC).
YnpaBneHue KoHTponb 1 ynpaBneHuve npoueccamMn M3MeHeHUss KOHdUrypauum MHOPaCcTPyKTypbl
P . P < ynp pou burypau bpacTpykTyp McnonHuteno McnonHutenob
KOHpuUrypaumnemn o6bnayHon nnatdopmbl SberCloud
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocrasneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ LOCTYN K cpeacTsam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca

3awuta nepumeTpoB LOMO wuHbpacTpykTypbl o6nayHon nnatdopmbl SberCloud c
MCMONb30BaHMEM K/1aCTEPOB BbICOKOMPOM3BOAUTENbHbBIX MEXCETEBbIX 3KPAaHOB HOBOIrO

Ynpaenekne nokoneHns (NGFW), obecneuyMBalowWmMX MeXCETeBOe 3KpaHMpPOBaHWE U 3alWuTy oT
KOMMbIOTEPHbIX aTak MHDPACTPYKTYPbI.

6e3onacHocTbio  gnd . .

BUDTVabHbIX " 3awmnTa ceTeBon MHPPACTPYKTypbl o6nayHon nnatdopmbl SberCloud (Bxopa B 061ako) McnonHutens McnonHutenns

PTY . o1 DDoS-aTak, HanpaB/ieHHbIX Ha Nepeno/IHEHNE KaHalbHOM EMKOCTH.

dpusmnyeckmx ceten o
BHyTpeHHee CerMeHTMpOBaHME CceTeBbIX MWHOPACTPYKTYP o06nayHol nnathopMsl
SberCloud c ncnonososaHnem NGFW u BbigeneHneM B paMkax LLOJl Ha ceTeBOM ypoBHe
DMZ, PROD- 1 MGMT-cerMeHToB MHMPACTPYKTYPbI.
YcTaHOBKa, HaCTPOMKa M agMUHUCTPUPOBaHWE CPeACTB 3aLlnTbl MHDOPMaL MK B COCTaBe
MHPPaCTPYKTYpbI obnayHomn nnaThopMbl SberCloud, B TOM yucne:
1. cpeacTB aHTUBMPYCHOW 3aLNTbI;
2. cpeacTs KOHTpOnS LEencTBuin NPUBUIErMPOBAHHbIX nonb3oBaTenen

YcTaHoBKa 1 | (a@BMUHKUCTPATOpPOB SberCloud) Knacca PIM&PAM;

aoMUHUCTPUPOBaHUE 3. SIEM; NcnonHuteno McnonHuteno

CPeAcTB 3aWwuThl 4. CpepcTB KOHTPONA M aHaNn3a 3aWULEeHHOCTH;
5. WEB Application Firewall (WAF), ncnonbsyemMoro pnns 3awutbl NyGAMKyeMbix
KoHconen VMware Cloud Director n Veeam Backup&Replication;
6. NGFW;
7. ldentity and access management (IAM).

YnpasneHue Pe3epBHOe KOMMpPOBaHWE M BOCCTaHOBNEHME U3 0Bpa30B CNyXeOHbIX BUPTYanbHbIX

pe3epBMpoOBaHNEM MaWmWH MHPPaACTPYKTYpbl obnayHon nnatdopmbl SberCloud ¢ ucnonb3oBaHuem CPK McnonHutenb WcnonHutenb

MHbOpMaLmn Veeam Backup&Replication.

Ob6ecneyeHne 3alnTbI
3awwmTa MNOH COTPYAHMKOB 3aKa3uynka, MMEeLWMX JOCTyn K KoHconam Veeam um Cloud,

NepCoHabHbIX M WcnonHutenb WcnonHuutenob
obpabaTbiBaeMbix B MHbpPaCTpPyKType obnadvHon nnatdopmbl SberCloud.

LaHHbIX KTMEHTOB
KoHTponb poctyna B LIOO v nomeweHus WHPPACTPyKTypbl 06/ayHoM nnatgopmsl

KoHTponb gocTyna SberCloud (oxpaHsiemasa Tepputopua LLOL, NponycKHOM PeXuM, CUCTEMbl KOHTPONS U McnonHutenb WcnonHutenb
ynpasaeHus JOCTYNOM, 3anMpaHne CToek).
Hanuuune BHewHeln (No nepumeTt O[l) n BHYTpeHHel (B MawWwMWHHbIX 3anax LLO

BupoeoHabniogeHne ( P py LUOA) yip ( Lo McnonHuteno MicnonHutenb
cucTeM BuaeoHabnwoneHus

Ddusnyeckui MpepnocTaBneHne 3NeKTPONUTaHUA, OOCTyna K cetu NHTepHeT u cBobogHOro MecTa B
YPOBEHb cTomkax LLoA.

PasMeLLeHHe MpepnoctaBneHne, MOHTaXX W KOMMyTauua obopypoBaHusa (compute, network u
storage) B cTorkax LLO[. McnonHuteno McnonHutenb

obopynoBaHusa

Pa3sMeleHne, nogkatovyeHne K nutaHuio, cetn MHTepHet n BLOL 3aka3sumka cpeacTts
3awWwmTbl MHDOPMaLmMm 3akasumka, B TOM Ynciie CPeacTB KpunTorpadryeckon 3almThl
MHGopMaunm.
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1.7. Tunbl pecypcoB, TpeboBaHUsA, peKOMeHaaLMnN U OrpaHUYeHuUs:
Tabn.4. Tunbl pecypcoB, TpeboBaHMNA, PEKOMEHAALUNN U OrPaHUYEeHNS
Tun pecypca: BUpTyasibHbie npoueccopHbie aapa (VCPU)
Tpe6oBaHus PekoMeHpaLuMn 1 orpaHUYeHUs
B pamkax opgHoro BwupTyanbHoro LOJM 3aka3uuk
Mpu dopmupoBaHmMn 3akasa 3akasuuKky npenocTaBnaeTcs P A PTY HoA .
MOXXeT ucnofb3oBaTb Tonbko VCPU € ognHakoBOWM
BbI6Op n3 cnepyroLmnx apep: .
. 1 yacTtoTon (obcnymBaemble NpoueccopamMu O[HOro
C yactoTon He MeHee 3,0 I'Tu; He MmeHee 3,5 T'Ty'.
Tvna). OrpaHmMyeHunsa Ha konuyectso VCPU ykasaHbl B
vCPU obcnyxupatotcs dpusnyeckumm npoueccopamu Intel.
Tabnuue «MapaMeTpbl NPefoCTaBASEMbIX —YCAyr»
pa3pena 3 HacToALWero [OKYMeHTa.
Tun pecypca: BUpTyasbHasA onepaTuBHasa namsaTb (VRAM)
Tpe6oBaHus PekoMeHpaLuMun 1 orpaHU4YeHus
Mpu dopMmpoBaHnn 3aKasa 3aKa3uymK yKa3blBaeT Tpebyembli
o6bem VRAM.
Mpun dopmnpoBaHum 3akasa ycnyrm Tpebyembin o6beM VRAM | OrpaHuyeHna Ha KonuyecTtBO VRAM  ykasaHbl B
OOJIKEH ObiTb  OOMOMHUTENBHO  YYTeH B pamkax | Tabnuue «[MapaMeTpbl MPefoCTaBASAEMbIX YCAyr»
3aKa3blBaeMoro obbema BupTyanbHoro OUCKOBOro | pa3gena 3 HacTosWero AOKyMeHTa.
NpoCTpaHCTBa (vHDD) BbiBpaHHOro npodunsa ons
pasMeLlleHnsa swap-dannos BUPTyasbHbIX CEPBEPOB.
Tun pecypca: BUPTYasbHOE AUCKOBOE NpocTpaHcTBo (VHDD)
TpeboBaHusa PexkoMeHpaLun 1 orpaHU4YeHuUs
B pamkax ycnyru npepocTtaBnseTcs gBa AMCKOBbIX npoduns,
OT/INYAIOLLMXCS MO CKOPOCTU OBMeHa AaHHbIMU (KONMYecTBy
onepauun BBoga-sbiBoga (IOPS)) M BpemMeHM OTK/MKa:
SATA/NLSAS 1 SSD. Kaxpbll AWCKOBbIM  npoduib
COOTBETCTBYET CBOEMY TUMY AUCKOB Ha CUCTEME XPaHEeHUs
OaHHbIX.
B pamkax ogHoro BupTyanbHoro LLOJL MOXHO MUcnonb3oBatb | MUHMManbHoOe 3HayeHune ansa aK3emnnapa
ONCKOBble NpoduMAM Pa3NMYHOro Tuna. BupTtyanbHoro LUOL - 100 6. CyMMapHbii 06beM
Ba)kHO: npu 3aka3e BupTyanbHOro AMCKOBOrO NPOCTPAHCTBA | BMPTYaslbHOrO [MCKOBOFO MPOCTPAHCTBA  KaXAoro
OTAENbHO [OMXKEeH ObITb yyTeH Tpebyembini 06beM VRAM ans | AMCKOBOro npoduns fo/mkeH 6biTb kpateH 100 6.
pa3sMeLeHus swap-®annoB  BUPTyalbHbIX  CEPBEPOB.
BbloeneHHas eMKOCTb AMCKOBOrO MPOCTPAHCTBA 3aHMMaeTcs
BCEMW BUPTYaNbHbIMU MalWMHaMM 3aKka3uymKka (BKIOYEHHbIMU
M BbIK/IIOYEHHbIMM), CO34aHHbIMW 3aka3uymkoM Snapshot, a
Tak)e swap-dannamm VRAM Bcex BUPTYyalbHbIX MalWH
3aKa3yuka.
1.8. Ona nogknoyeHna K Ycnyre 3aka3uymk MOXKeT BblbpaTb OAUH UM HECKOJTIbKO TUMNOB NOAK/IIOYEHUA:
Tabn.5. Tunbl NOAKNIOYEHUSA K CETU U CETEBbIE CEPBUCHI
Tun noakno4YeHns OnucaHue
3aKa3uuKy NpefocTaBAseTcs oTAeNbHaa nosoca ang gocryna k Yenyre,
MopknioueHve vepes BblAE/TEHHDbIN | KOTOpasa He pasgensaeTca C ApYyruMm 3akasdymkamum.

rapaHTUPOBaHHbIN? KaHan VIHTepHeT

MopkniovyeHne yepes BblAENEHHbIN KaHan
CBA3NU

[aHHbIN cnocob nogxkn4eHnsa no3songder obecneyunTb
B3aMMopencTBme ceter 3akasuymMka C CceTblo B oBnake C MOMOLLbIO
BblAe/Ne€HHbIX KaHanoB CBA3M CTOPOHHEro nposaPl,u,epa. OnuuoHanbHo,
C MNMOMOLWbI0 JAaHHOro cueHapusa, K Ycayre 3aka3uuka MoxeT ObITb
NOAKMOYEH aNbTepPHATUBHbLIM KaHan B ceTb WHTepHeT. NS paHHoro
nogknw4yeHna ™Moryrt OblTb MCMONb30BaHbl BbIAENEHHbIE KaHanbl
3aka3yuka, opraHn3oBaHHbIe C UCNOSb30BaHUEM «TEMHOM ONTUKMY».

MopkntoyeHne obWwnn

MHTepHeT

yepes KaHan

MpepnonaraeT norvyeckoe nofkAlyYeHne K obwemy pans Bcex
3aKa3ymMkoB YCNyru KaHany nepepayn daHHbIX (CKOPOCTb CEeTeBOro
COELMHEHUs ANA KaXAoro 3akasuymnka He ABNSeTCA rapaHTUPOBAHHON U
3aBMCUT OT 3arpy>XeHHocTu oblwero KaHana nepenayn [OaHHbIX).
3akasuuky npepocTaBnsetca 6a3oBad 3awmMTa UHAOOPMALMOHHbBIX
cucTeM, pasMellaeMbiXx B MHOPpacTpykType o6nadvyHoii nnatdopmbl
SberCloud, ot DD0oS-aTtak, HanpaB/eHHbIX HA MCYEPMNaHWe KaHanbHOM
EMKOCTM ceTeBOMn MHDPACTPYKTYpbl ob6nayHon nnatdopmbl SberCloud.

MoppobHaa nHbopmaumna No AOCTYNHbIM NOAKNOYeHNAM npueeaeHa B MpunoxeHunn N2 1.6 k Jorosopy.

1 TexHMYecKn ponycTuMo Bbiaensatb oo 48/96 vCPU (ans vCPU yactoton 3,5/3,0 MU, COOTBETCTBEHHO) Ha OAMH BUPTyanbHbiM cepBep. OgHako and
Nyyllen Npou3BOAUTENbHOCTU PEKOMEHAYETCA NPUAEPXKNBATLCSA 3HAYEHUI, ONUCAHHbIX B pa3aene «3. ba3oBas GyHKLMOHANBbHOCTb U METPUKMU YCIYTU».

2 3apaHHasa CKOPOCTb rapaHTUPYeTCs BHYTPU ceTW MCnonHUTeNnsa HaunHas oT nopTa morpaHMYHOro MapwpyTtusaTopa y3na ceasu SberCloud.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.10.

1.11.

1.12.

B ocTanbHbIX Cny4Yasx, a TakXKe Mo 3anpocy, MoXeT OblTb NpefocTaB/ieHa paclMpeHHaa 3awuTa
MHPOPMALIMOHHbBIX CUCTEM 3aKa3uuMKa, pasMelllaeMbiX B MHPpacTpykType obnavHoln nnatpopmbl SberCloud,
oT DDoS-aTak Ha Bcex YPOBHSAX L0 L7 BKIKOYMUTENbHO B BUAE OTAENbHOM TapuduLmMpyeMomn yciyru.

[ns obMeHa [aHHbIMW MeXay BMPTyalbHbIMKM MawuWHamu B npepenax BLIOL ucnonb3yeTca BHYTPEHHee
ceTeBOe B3aMMOLENCTBME, peann3oBaHHoe Ha bOa3e ceTeBoro obopynoBaHua MCcnonHUTENS U CPeACcTBaMMU
rmnepsunsopa VMware ESXi.

CeteBble cepBucbl NSX:

BupTyanbHbin w3 VMware NSX Edge Gateway - npepocTaBisetcs Mo YMOSYaHMIO B KOH@Urypaumu
Compact, [OCTaToYHOM 4158 CO30aHUA HEBONbLMX BbIYUCANTENBHbIX CPEA, C ManblM KOJIMYECTBOM CEPBUCOB,
N MOXET ObITb U3MEHEH B C/ly4ae HeobxoanMMocTn 06paboTkM BobLIEro KonmMyecTsa CeTeBbiX QYHKLMNA.
MporpamMmHbIn W03 Edge Gateway — NnpenocTaBnAsieT Cefylowme ceTeBble CEPBUCHI:

e Me)ceTeBoe 3KpaHupoBaHue (Firewall);

e MapuwpyTtusaumsa (Routing);

e npeobpa3oBaHue agpeca (NAT);

e BUpTya/bHble YyacTHble cetn (VPN) IPSec;

e [OMHaMM4Yeckoe pacrnpepeneHue agpecos DHCP.

PazBepTbiBaHWE BUPTYaNbHOro LWJ/03a BO3MOXXHO B OTKA30yCTOMYMBOM KOHduUrypauum (HA), npm 3Tom
CO3[aeTcs OONONHUTENbHbIW W03 B PEXXUME OXUAAHMS, KOTOPbIA NepeHMMaeT Ha cebsa Harpysky B ciyyae
BblXO4a M3 CTPOs OCHOBHOro wint3a Edge Gateway.

WWabnoHoi BM wn o6pasbl OC. B pamkax Ycayru 3aka3uuMK MOXET CaMOCTOATeNbHO BbIMNOJMHUTD
MMMNOPT/3KCNopT cobcTBEHHOTO 06pa3a BM B BLLO/. Bo3MOXHbI BapuaHT paboTbl c o6pa3amun BM: 3akasumk
CaMOCTOATENIbHO OCYLECTBASAET MMMNOPT/3KCNOPT 06pa3oB BUPTYasbHbIX MalUMH, WCMNONb3ys KOHCOb
ynpasneHusa Cloud Director. lononHMTenbHO 3aKa34ymKy NpeaocTaBaseTca AOCTYN K KaTanory ¢ wabnoHamu
BM c npepycTaHoBNeHHbIMK Hanbonee NoNynsipHbIMM BEPCUMAMM onepaumoHHbix cncteM Windows (B pamMkax
Ycnyrn pocTtyna K nporpaMMHoMy obecnedeHuto Microsoft) n Linux. Mpu mmnopTe M MCNONb30BaHUM
3aKa34MKkoM cobCcTBEHHbIX 06Pa30B BMPTYasbHbIX MalLMH, KOTOPble He MMetoT odULMaNbHON COBMECTUMOCTHU
CO cTOpoHbl VMware, NcnonHutenb He rapaHtTMpyeT paboTocnocobHOCTb AaHHbIX BUPTYanbHbIX MalWH, U
peleHne BO3MOXHbIX Npobnem He perynupyeTca gencreyowmm Cornawenmem o6 ypoBHe npenocTaBneHnm
Ycnyru.

MporpamMHas nnatdopMa. Ycnyra peanmsoBaHa Ha 6ase nnathpopmbl BUpTyanusaumm VMware vSphere. B
KayecTBe MHCTPYMEHTa peanu3aumm obnadyHoln MH@pacTpyKTypbl mcrnonb3dyetca VMware Cloud Director.
YCTONUYMBOCTb K OTKa3aM BblYMCAMTENbHbLIX Y3/10B peann3oBaHa cpeactBamMu nnatdhopmbl BUPTyanmsaumm
VMware vSphere Ha 6a3e texHonorum vSphere High Availability (HA).

CxeMa peanusaunu nnatpopmbl gna ycnyrn «BuptyanoHbiii LLOLO (VDC)» nsobpaxeHa Ha pUCYHKE HUXKe:

— -~ ’ I .
/" BMPTYANbHbIA LIOA BAKASUMKOB /" BAPTYANbHbIA LION 3AKAZUMKOB
‘ / \

I[EUOD.‘] :BUOII?] [BLIDIIJ] :BI..I.O.!:I.N:I [ULIOEHJ [BIJ.UD.?J [BLIODJ] - :BL.I.O.!]N:I

vCloud Director vCloud Director
e (cells) e (cells)

| L R l

|\[[_ o P )

J |geesassaresersssrsessrasd »
Cepeepa Cepaepa
T s Twess [T sso wss |

I.‘ CUCTBMB XPAHEeHWA OaHHBIX J \ CMCTBMH XpaHeHWA OaHHbBIX /
\, y /
N uon 1 / - uoa 2 S

AnnapaTHasa nnatdopma:
Tabn.6. KOMNOHEHTbI M XapaKTepPUCTUKKU annapaTHON naathopMbl
KOMMNOHEHTbI XapaKTepucTuku

B kayecTBe BblYMCAUTENbHOW MNaTGOpPMbl UCMONb3YIOTCA CEPBEPHbIE
CepsepHag nnatpopma peleHnsa KopnopaTUBHOIO YPOBHSA, GasupylolmMecs Ha npoueccopax
APXUTEKTYPbI X86/64.

Ona opraHu3auum cepBuca NpepocTaBieHUss BUPTyasibHbIX OUCKOB
NPUMEHAIOTCA CUCTEMbI XPaHEHMS [OaHHbIX ypoBHSA middle-range ¢

(@41}

CTpaHunua 8 ns 14



1.13.

1.14.

1.14.1.

1.14.2.

1.14.3.

1.14.4.

1.14.5.

1.15.

1.16.

pe3epBMPOBaHMEM OCHOBHbIX KOMMOHEHT, TaKUX Kak 6/10Kkn nutaHus,

KOHTPONNEpHblE MOAYN.

basupyetcs Ha obopynoBaHMM BedyWwMX MUPOBbLIX NMPOU3BOAUTENEN,

KoTopoe obecneynBaer:

- BbICOKMI ypOBeHb KOHTpona u 6e3onacHocTn 6Gnarogapsa
NOTOKOBOW TENEMETPUN U YNPEeXOatoWweMy aHanmay Ha TMHENHON
CKOpPOCTU nepepayu;

- BbICOKYIO NPOn3BOANTENBHOCTb NPUNOXEHUN 6naropaps
NHTeNNeKTyanbHbiM BydepamM 1 OTCYTCTBUIO NOTEPU MAKETOB;

- BbICOKYI MPOM3BOAUTENIbHOCTb M MacwTabupyeMocTb 6narogapsa

CeTb MYNbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas nogcucTeMa peanusoBaHa C NnpuMeHeHneM Tononorun Leaf -

Spine, koTopasa obecneynBaeT cnepyroLMe NpenMyLLecTBa:

- MpepncKasyeMocCTb 3aJepXKekK;

- BbICOKMI YpOBEHb MacwTabupyeMoctn 6e3 npepbiBaHUsA paboTbl
ceTu;

- 3aWMTy OT MOSIBNEHMUS MEeTeNb;

- BbICOKMWI YPOBEHb aBTOMATU3aUMN YNPaBAEHUS U NOALEPXKKN.

MoHuTopuHr. [MpenctaBnsetr cobol [OOMNONHUTENbHbIM CEePBUC AN  OTCAEXMBaHMA cocToaHua BM,
peann3oBaHHbIN cpeactBamMu VMware vRealize Operations. VMware vRealize Operations cobupaet
MHDOPMaLMIO C PAa3NIUYHbIX UCTOYHMKOB M MCNO/b3YET NPOABUHYTbIE aNirOPUTMbl aHANUTUKK ANSA U3YYEHUS
M pacrno3HaBaHWA HOPMaNbHOrO MOBEAEHMSA KaXOoro obbekTa MOHMTOPMHra. Mpu noMowm KOHCOMU U
reHepupyeMbix OTYETOB 3aKa3uymK NosyyYaeT BCe AeTanu ANS aHann3a U NPUHATMA OCO3HAHHOrO peLleHns B
cnepytowmx obnacrax:

e TMOWCK WM yCTpaHeHune NpobrieM C NPON3BOAUTENIbHOCTbIO;

e COCTOSIHWE BMPTYasibHOM MHDPACTPYKTYPbl M NpeaynpeXXaeHe o BO3MOXHbIX npobnemMax;

e [POrHO3MpPOBaHWE U yrNpaBeHMe yTunmnsaumen MHbpPacTpyKTypbl.

vRealize Operations aBnseTca AONOMHUTENBHON ONUMEN, KOTOPas MOXeT ObiTb NOAK/OYEeHa NPU CO34aHnmn
HOBOro Mnu yxe K cywecteyrowemy BLUOMO. Ooctyn K dYHKULMOHANbHOCTM PaCLIMPEHHOrO0 MOHUTOPMUHrA
ocyuiecTBnsAeTcsa Yyepes KOHconb VRealize Operations (ccbisika Ha KOHCOJb NPeAOCTaBNAETCA OTAENbHO).

MpepocTaBneHne gocryna K nporpaMMHoMy obecneueHuto Microsoft n Red Hat

B paMkax napTHepcKux cornaweHuin Microsoft SPLA n Red Hat CCSP VicnonHutenb npegnaraeTt 3akas4ynky
OOCTYyn K nporpaMMHoMy obecnedeHuto Microsoft m Red Hat. [lMepeyeHb Takoro nporpamMMHOro
obecneyeHnsa 3aKasuyMK MOXXET 3anNpoCuTb Y OTBETCTBEHHOro nuua WcnonHutena (pasgen 10 Oorosopa),
CTOMMOCTb ONpefenseTca B COOTBETCTBYIOWEM HnaHKe 3aka3a Ha OCHOoBaHWW TapudoB, YCTAaHOBNEHHbIX B
MpunoxxeHun 7.A.

B paMKax npepocTaBieHns LoCTyna K nporpaMMHoMy obecneveHuto Microsoft cnonHuTens npepocTtasnaeT
JOCTYyNn K AMCTpuOyTMBaM NpoAyKToB Microsoft v npepocTtaBnsieT NUUEH3UIO AAS aKTMBALMKW OaHHbIX
NpPoAyKToB. TexHW4yeckas MoAadepxka No npoayktaM Microsoft He BKAOYEHa B CTOMMOCTb YCNYruM U
npuobpeTaeTca 3aKa3ymMKoM CaMOCTOSTENbHO.

bason ona npuMeHeHus Tapuda M pacyeTa eXeMecsYyHoro nnaTtexa 3a mcnonb3oBaHue Windows Server
aBnaeTca Hambonbliee 4YMCIO OQHOBPEMEHHO paboTaBlWMX BMPTyanbHbiXx MawuH ¢ Windows Server 3a
pacyeTHbI nepuoga.

B cnyyae nHpekcauum ueH Ha nuueH3nm Windows Server co ctopoHbl Microsoft, MicnonHuTenb MeeT NpaBo
Ha MHAoekcauuto Tapuda B OAHOCTOPOHHEM MOPSAAKE Ha COOTBETCTBYHOLLYIO BEIMYMHY C yBEOOM/IEHUEM
3aKas3ynka B CPOK He MeHee 4yeM 3a 30 (TpupuaTb) oHEW 00 paTbl M3MeHeHusa Tapuda. K yBegomneHuto
3aka3unka MWcnonHutenb npukNagbiBaeT CKaH-KOMUIO COOTBETCTBYIOLWEro nucbMa-yBeaoMneHus oT
Microsoft. B cnyyae Heobxoaumoctu CTOPOHbI NoanMcbiBatoT JONONHUTENbHOE COrnaleHne O BHECEHUHU
n3MeHeHun B MpunoxkeHmne N2 7.A.

MoapobHaa MHbOpMaUMa Mo YyCIOBUAM M OrpaHWYEHUSIM MCNONb30BaHWA MporpaMmMHOro obecnevyeHus
Microsoft n Red Hat npuBeneHa B MpunoxeHun N2 9 k [lorosopy.

MpepocTaBneHne pocrtyna K Katanory wabnoHoB Bitnami. B pamkax napTHepcKor nporpamMmbl VMware
Cloud Provider Managed Services Provider McnonHuTtenb NpenoctaBngeT 3aka34vymKky OOCTYN K KaTtanory
WwabnoHoB Bitnami. Bitnami - cepBuc, KOTOPbIN NPenocTaBNseT NpenBapuUTe/IbHO HAaCTPOEHHbIe WabnoHbI
NPUNOXXEHUN OTKPBLITOro NporpaMMHoro obecnedyeHunsa. C nepeyHeM OOCTYMHbIX WabNoHOB 3aKa3uynk MOXKeT
03HaKOMUTbCA B AOKYMEHTaLUMM no ccoinike https://docs.sbercloud.ru/bitnami/ug/ B pasaene «OrpaHuyeHmns
M ocobeHHOCTM». B pamMkax npenocTaBASsEMOro CepBMCA rapaHTUMPYEeTCs YCMewHoe pa3BepTbiBaHME
NPUNOXeHUA U3 WabnoHa, Npu 3TOM ero gasbHelwasa HacTpoMKa 1 NoanepXka Npomn3BoaMTca 3aKa3uymnKomM.

MpepocTaBneHne foCTyna K paclMpeHHbiM ceTeBbiM cepBucaM NSX - L2VPN wu Distributed Firewall. B
pamMkax napTHepckon nporpammbl VMware Cloud Provider Program MicnonHuTenb NpeaocTaBnseT 3aka3umky
OOCTYN K pacWMpEeHHbIM CeTeBbIM CepBMcaM BupTyanbHoro wt3a NSX Data Center SP Professional -
L2VPN u pacnpepneneHHoOMy MexceTeBoMy 3kpaHy (Distributed firewall) nna BupTyanbHbiX cepBepoB U
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1.17.

NPUNOXEHNN, 3anyckaemblx Ha ¢usndyeckoMm obopydoBaHun WcnonHuTtena. [LocTyn K cepBucy
npefocTaBnAeTca Ha OCHOBaHUM NoanucaHHoro 61aHka 3akasa 1 onslayMBaeTcsd 3aKa3uMKoM OTAENbHO.

MMeHoBaHMe «OpraHu3auminy 3akasumka. [1ns KoppekTHoM 06paboTkm obpalleHmnin 3aKa3ymka MMeHoOBaHue
«OpraHusauni» BbINONHAETCA onepatopaMu WcnonHuTens M MMeeT yHUMdUUMpOBaHHbIM dopMaT BUAa
<Has3BaHue «OpraHusaumm» 3akasuymka> - <[opsakoBbin HoMep «OpraHM3auMm 3akasumka»>. [lo
cornacoBaHuio ¢ WMCNONHUTENEM BO3MOXHO WM3MEHEeHMe Ha3BaHMa «OpraHuMsauMm» 3aKasuymka yvepes
COOTBETCTBYIOLWMI 3aNpocC B CNYX0y noanepXkun McnonHutens.
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2.1.

2. BA3OBAA ®YHKUNOHANNIbBHOCTb N METPUKW YCITYTU

Ycnyra BuptyanbHbii LOO Ha 6a3e VMware onuvcaHa B Tabnuue 7:

Tabn.7. NapameTpbl NpegocTaBaseMbix Yenyr

Cepsuc

Tapudunumnpyemble eauHMULbI

XapaKTepUCTUKN U METPUKK

DonycTuMble 3Ha4YeHUsi

BbiuncneHus

ba3osas yactoTta npoueccopa vCPU

He meHee 3,5 Ty

Host CPU Ready time MeHee 5%
. PekomeHayemoe kon-Bo VCPU 3,5 Ty Ha BupTyanbHbin
BupTyanbHbiit npoueccop 3,5 Tu, VMware | cepgep (wr.) 1-24wr.
(wr.) Lonyctumbii 06bemM VRAM Ha BUPTyanbHbIn cepBep C 1-384T6
vCPU 3,5 Ty
RAM Swapped 0%
basosas 4acToTta npoueccopa vCPU He meHee 3,0 Ty
Host CPU Ready time MeHee 5%
. PekomeHayemoe kon-so VCPU 3,0 Ty Ha BupTyanbHbin
BupTyanbHbii npoueccop 3,0 Ty, VMware cepsep (wwT.) 1-48wr.
(wT.) Oonyctumblin obbeM VRAM Ha BMPTyasibHbI cepBep C
1-768T6
vCPU 3,0 'y,
RAM Swapped 0%

XpaHunuwie faHHbIX

HDD IOPS. 3TanoHHble 3Ha4YeHUs

2000 IOPS/1 000GB

CpenHee BpeMs goctyna K SSD Storage Ha BUpTyanbHOM

0 Mc - 5 MC
. 5 MallvHe
BupTyanbHbli xxecTkuit anck SSD, VMware (I6) | OonycTumbiil 06beM O[HOrO BUPTYaNbHOTO KECTKOrO 1 - 4096 6
ancka SSD Ha BUPTyanbHbIN cepBep
llar yBenuyeHus pa3mMepa BMPTyalbHOro p[puUcka B 116
[OMyCTMMOM guana3oHe
HDD IOPS. 3TanoHHble 3Ha4YeHUsa 100 IOPS/1 000GB
ESELLHHeee BpeMsa goctyna K SATA Storage Ha BUpPTyanbHOU 0 MC - 30 MC
BupTyanbHbii XecTkuin guck SATA, VMware =
LonycTumMbii 06bEM OQHOrO BUPTYaNlbHOIO HYXECTKOro
(re) . 1-4096T6
oucka SATA Ha BUPTYyaNbHbIM cepBep
llar yBenuueHua pasMepa BMPTyanbHOro pfucka B 116

oonyctmMoM ghana3oHe

CeTeBble CepBUCHI

HocTtyn B IHTepHeT B 0bLeM KaHane

Monoca nponyckaHua

He Tapuduumpyetcsa:
He 6onee 100 M6/c Ha BupTyanbHbii LLOO Ha 6Gasze
VMware

CpepnHsis ceTeBas 3afjep)Xka B npegenax cetTu nepegavu

0 MC - 5 MC
_ | BaHHbIX SberCloud
[MponyckHas cnocobHOCTb Ha BUPTYasbHbIN
cepsep MpouUeHT NOTEPAHHbIX MAaKETOB B Mpeaenax CetTu nepenaymn o o
0% -0,2%
naHHbiX SberCloud
CpenHas ceTeBas 3afep)Xka B Npepenax cetm nepepayn
pen nep. pen pen 0 McC - 5 Mc

BupTyanbHbIN W03 (WT.)

naHHbix SberCloud

MponyckHaa cnocobHOCTb

He 6onee 10 I'6/c
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Tabn.7. NapameTpbl NpegocTaBasemMbix Yenyr

Cepsuc

Tapudunumnpyemble eauHMULbI

XapaKTepUCTUKN U METPUKK

DonycTuMble 3Ha4YeHUsi

FocteBas OC

Hoctyn Kk wabnoHy rocteBon OC Windows
server:

e BM pasmepoMm 4 w©n mMeHee VCPU:
BM (wwT.)/ KaneHpapHbii Mec3.
e BM pazmepom 6onee 4 vCPU:

vCPU (wT.)/ KaneHgapHbii Mec3,

La6noHbl rocteBbix OC MS Windows Server

Windows Server 2016
Windows Server 2019
Windows Server 2022

Ooctyn Kk wabnoHy rocteBor OC Red Hat

Enterprise Linux:

e BM pasmepom 24 n meHee vCPU: BM tun
SVG (wT.)/ KaneHaapHbin mecs.

e BM pasmepom 6onee 24 vCPU: BM tnn LVG
(wT.)/ KaneHpapHbIN Mec3.

LLlabnoHbl rocteBbix OC Red Hat Enterprise Linux

Red Hat Enterprise Linux 7
Red Hat Enterprise Linux 8

Hoctyn K wabnoHy MO MS SQL server:

SQL Server 2017 Enterprise Edition

no - .

e BM pasmMepom § 1 1324 vCPU: | Wa6bnoHbl MO SQL server SQL Server 2019 Enterprise Edition

BM (wT.)/ KaneHpapHbIA Mec.

Ooctyn K 3k3emnngpam MO Microsoft

(Exchange, Office, Productlylty Suite, Project, Sksemnnspsl MO Microsoft  (Exchange,  Office, MoppepxuBaeMble Bepcun MO Mlcro§oft B paMKag MS

SharePoint, Skype for Business Server, SQL L . 