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Bepcua

MPUNOXXEHWE Ne¢ 1.1.
K [Jorosopy

OIMNMNCAHME N YCNOBWA NMPEOOCTAB/IEHNA
YCIYTU «BUPTYAbHbIN LIOO»

1. OBLLAA NHOOPMALIMA N OMUCAHWE YCNTYTU

BupTyanbHbii LLOL sBngeTca ycnyron no npepoctaBnieHuto 6a30BbiX MHOOPMAUMOHHO-TEXHONOMMYECKUX
pecypcoB Ha OCHOBE COBOKYMHOCTU (QYHKUMOHUPYIOWEro nog ynpaeneHneMm MCNonHUTENa CepBepHOro U
ceTeBoro o60pynoBaHNsA, CUCTEM XPaHEHMS AAHHbIX U CNeunanmM3npoBaHHOro NnporpaMmMHoro obecneyeHus.

Ycnyra nocTpoeHa Ha OCHoBe M™Mopenn obcnyxueaHusa «laaS». B pamkax Ycnyru WcnonHutenb
npepocTaBnaeT 3akas3uuky BupTyanbHbin LOL, MMewWwMin B pPACNOPSHXKEHUM COrNACOBaHHbIA Mexay
McnonHuteneM u 3aka3umMkoM Habop BMPTYanM3MpOBaHHbLIX BblUMCANTENbHbBIX MOLLHOCTEN Mpoueccopa
(vCPU), BupTyanbHom namatu (VRAM) n gmuckoBoro npoctpaHctea (VHDD), a TakXe cpencTBa ynpaB/ieHus
BupTyanbHbiM LLOL, OoCTaTOYHble OIS CO34aHMA U YyNpaB/eHUa BUPTYallbHbIMW CepBepamMu B Tpebyemon
3aKa3unky KOHbUrypaumm B npepenax BblAeNeHHbIX BUPTYaJU3NPOBaHHbLIX MOLLHOCTEN. PYKOBOACTBO
Monb3oBatena no Ycayre goCcTynHO NO 3N1eKTPOHHOMY agpecy: https://docs.sbercloud.ru/vdc/ug/.

YnpasneHme BupTyanbHbiM LOJM ocywectsnsercs 3aka3ynMkoM MNpu MOMOLWM KOHCOAW YynpaBleHus
SberCloud Enterprise.

CocTaB M OCHOBHble KOMMOHEHTbI Ycayru:

Tabn.1. CocTaB Y OCHOBHbIE KOMMOHEHTbI

Pecypchbl
HaumMeHoBaHue rpynnbi Copepy<aHue

- BUPTyanbHble npoueccopHble aapa (VCPU);

- BUPTyanbHasa onepaTMBHas namsatb (VRAM);

- BUPTyanbHOe AMCKOBOEe NpocTpaHcTeo (VHDD);
- Edge Gateway.

BbluMcnMTeNbHbIE pecypchl

- MOAK/OYEHUE K CETU MHTEPHET (B 00WeM KaHane);

CeTeBble CEPBUCHI U KOMMOHEHTbI .
- 0oAuH nybnuyHbin IP-agpec.

- nnaTtdopma BUPTyanusauuu;
OCHOBHble KOMMOHEHTbI nnaTtdopmbl - KoHconb ynpaeneHus SberCloud Enterprise;
SberCloud Enterprise - nnatdopma BupTtyanmsaumm cetn (SDN).

Mnatdopma BUpTYyanusaummn obecnevymBaeT oMHaAMMYECKY0 BanaHCMPOBKY Harpy3KM Ha CepBepbl U CUCTEMDI
XPaHEHUS OAaHHbIX AN OOCTMXXEHMS ONTUMaNlbHOM NPOM3BOAUTENbHOCTU. COCTaBHbIMM YacTaMUM NaaThopMbl
BUPTYanu3auumn aBnsawoTcs:

o  AnnaparHbivi  runepBu30p — MEexXaHu3M, pasfensiowun  pecypcbl GU3MYECKOro cepBepa  Mexay
HECKONbKUMW BUPTYaNbHbIMU MalMHAMN.

e High Availability (HA) - MexaHn3M, NO3BONAOWMNI BOCCTaHaBIMBaTb paboTocnocobHOCTb BUPTYalbHbIX
MalLMH nocne annapatHoro c6osa y3nos BUpTyanmsauum.

o CepBuc 6asaHcupoBKu pPaboymx HArpy30K - MexaHu3M, paBHOMEPHO pacnpegenswowun BM mexpy
BCEMMU y3/1aMKU Knactepa 1M obecneymBaloWwmMin 3a0aHHYO NPOU3BOAUTENIbBHOCTb BUPTYasibHbIX MalwuWH B
LUTAaTHOM U HewTaTHOM (B cnyvyae cboeB) pexxumax paboTol.

o (CepBuc OHNaH murpaumy BM - MexXaHU3M «KMBOM» MUrpaumm BM Mexnay ysnamum Knactepa pns
cepBUCHOro obcnyxnBaHusa 6e3 npepbiBaHMSA paboTbl NOb30BaTENbCKUX BM.

KoHconb ynpaeneHua SberCloud Enterprise npepocTtaBnseT KOHEYHbIM MoJfib3oBaTenaMm 6Ge3onacHble,

M30/IMPOBaHHbIE My/bl PecypcoB Ansa 6biCTpoM MHUUManu3aumm BuptyanbHoro LUOL v peanusyeT eanHyio

KOHCOMb ynpaBieHus.

Mnatdopma BupTyanusaunm cetu (SDN) mcnonb3ayetcs ona co3gaHMsa NporpaMMHO-ONpeaensieMbiX CETEN,

MHKancynaumm Tpadpuka dyepes npotokon VXLAN ona noctpoeHma norndeckux L2-ceTel B paMKax Yxe

CylWecTBylOWEN KOMMYyTauMm Ha ypoBHe L3. [lo3BonsieT 3aka3uMkaM CaMOCTOSTENbHO CO3AaBaTb

BblAENEHHbIE CErMeHTbl CETU U ONpPenensaTb NpaBuaa MaplwpyTusaumm Mexay ceTsMum CBOUX BUPTYanbHbIX

Lo, 6e3 nsmMeHeHun B GU3NYECKON KOMMYyTaLMN.
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1.5.

1.6.

B uenax obecneyeHus 3awmuTbl MHPpPACTPYKTypbl nnatdopmbl SberCloud Enterprise peanvsoBbiBakoTCA
cnepytowmMe Mepbl U MEXAHU3MbI 3aLWMUTbI:

Tabn.2. O6ecnevyeHune 3aWnNTbl HGPACTPYKTYpbl NnatdopMbl SberCloud Enterprise

YPOBHM 3aLUUThI MeponpusaTtus

3awmnTa MHPaCTPYKTYpbl 06nayHoit nnaThopMbl U CPeAcTB ee ynpaBneHus

ObecneunBaeTcs:

. - pa3sMeuleHne Bcero o060pyaoBaHWA MHOPaAcTPykTypbl B LIOJ, COOTBETCTBYIOWMX
®usnyecknit Tpeb0oBaHUSAM HaOeXHOCTW No KaTeropuu Tier 3;

- KOHTPOfb W ynpasieHue JOCTyNoM k 060pyaoBaHuIo;

- Hanuuue cucTeMbl BUAeoHabnogeHnsa Ha obbekTax nHbopmatmsaumm LIOM.

O6ecneuymBaeTcs 3awmta nepumetpoB LIOL M KX CErMeHTUPOBaHME C WCMNOJSIb30BaHUEM
CeTeBon MeXXCeTeBbIX 3KPaHOB HOBOTo nokoneHns (NGFW), ocywecTBnaOWMX B TOM YNCe BbiABIEHME
M NpefoTBpalleHne KOMMbIOTEPHbIX aTak.

Ob6ecneunBaeTcs:

- aHTMBMPYCHas 3aWmTa MHOPACTPYKTYPbl C UCNONb30BAHWEM aHTUBUPYCHbIX CPEeacTB Ans
obnavHbIx cpeg;

- ynpaBneHue JOCTYNoOM K MHPPACTPYKTYype C UCMOSIb30BaHMEM CpencTB ABYXdaKTOpHOM
ayTeHTUDMKALUKN NOAKIOYAOWNXCA K HEM aAMUHNCTPATOPOB;

NHdPaCTPyKTYpPHbIN - KOHTPONb  [EWCTBUMA  MPUBUIErMPOBAHHbIX  MOJib30OBaTeNe C  WUCMOJb30BaHUEM
crneumann3npoBaHHbIX CPeACTB;

- PerynsipHblii KOHTPONb WM aHanmM3 3alMLLEHHOCTU MHOPACTPYKTYPbl C MCMOb30BaHUEM
Ccneumann3npoBaHHbIX CPeACTB MO BbIABNEHUIO yS3BUMOCTEN B McrnosbdyemoM MO 1 ero
HEKOPPEKTHOM KOHPUrypaLuum, BNNAIOLWEN Ha YPOBEHb 3almeHHocTr M0, ¢ ycTpaHeHneM
BbISIB/IEHHbIX YA3BUMOCTEN U/UNWN HEQOCTATKOB;

- cbop 1 aHanu3 cobbiTni MHDOPMALMOHHONM 6e3onacHOCTU.

OcCylecTBNAOTCA  MepuogMyeckue  TeCTMPOBaHMA  Ha  MPOHUKHOBEHME U ayauT
MHbOpPMaLUMOHHOM Be3onacHOCTU WHPpPacTPyKkTypbl nnatdopmbl SberCloud Enterprise c
NpuBMEYEHNEM CTOPOHHUX OpraHM3auuii. BblBNEHHble B XOA4e COOTBETCTBYIOLWEro
TECTUPOBAHUA U/UNKN ayanTa HEQOCTATKMN YCTPAHAOTCA NO GhaKTy UX BbiABNEHUA.

LoNONHUTENbHbIN

3awmTta KoHconu ynpaeneHusa SberCloud Enterprise

3awuTa C UICNoNb30oBaHMEM CNEeLMan3MPOBaHHONO MEXCETEBOr0 3KPaHa YPOBHS NPUNOXEHUN

MpunoxeHunsa L .
(Web Application Firewall).

OCyLWecTBNATCA PeryisapHble CKAHUPOBAHUSA KOHCOMM Ha HalnumMe aKTyanbHbIX yA3BUMOCTEN
M ero nepuoguyeckne TECTUPOBAHUA Ha MPOHUKHOBEHWE C MPUBEYEHUMEM CTOPOHHMUX
opraHusauuit. BbiABNEHHble YA3BMMOCTM W/UAM HEQOCTAaTKM YCTPaHATCA Mo GakTy WX
BbIABNEHUA.

LoNONHUTENbHbIN

U3onsauma «OpraHnsauminy 3akasumka

O6nayHas
nnatdopma OcyLiecTBnsieTca BCTPOEHHbIMM CpeacTBaMum KoHconu ynpasnenusa SberCloud Enterprise.
CeTeBoM OcyuwecTtengeTca cpegcreamm SDN.

B paMKax Mepuoguyeckmx TeCcTMPOBaHMN Ha MNPOHUKHOBEHWE BCEN MUHPPACTPYKTYpPbI
[ononHutenbHbIN NpPOoOBOASATCA TECTUPOBAHNA HAa BO3MOXXHOCTb NPOHUKHOBEHMS NOTEHLUMANbHOIO HapyLwmnTens us3

opHou «OpraHn3aunny B ApYryto C NPeofo/ieHMeM UCMOb3yEMbIX MEXAHU3MOB 3aLLUThI.

PacnpeneneHune ponen, o693aHHOCTEN U OTBETCTBEHHOCTU B 06n1acTv UBb B OTHOLWEHMN YCNYyrM ONMcaHo B
Tabnuue 3.
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocrasneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ LOOCTYN K cpeacTsam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
XypHanupoBaHue cobblTUn B NPUKNAAHOM NPOrpaMMHOM obecrnedyeHun (B TOM yucne
XypHanupoBaHue o
COBBITI CYbL, cepBepax npunoxeHun, WEB-cepBepax) W OMNepauuoHHbIX CUCTeMax, 3aKa3symk 3aKasumk
YCTaHOBJIEHHbIX B BUPTYyasibHbIX MawnHax (BM) 3akasumka.
YnpaBneHue JOCTYNOM K MPWKAagHOMY nporpaMMHoMy obecnevyeHuto (B TOM yucne
YnpasneHue pgoctynom | CYB[, cepBepaM npunoxeHun, WEB-cepBepaM) KW onepauMoHHbIM cCUCTEMAM, 3aKasuumk 3aKa3uuk
yCTaHOBAEHHbIM B BM 3aka3uunka.
YnpasneHune YnpaBneHue ayTeHTUOUKALMOHHOM WHPOPMaUMEN, UCMONb3yeMOW Mpu [OCTyne K
AyTEHTUDUNKALNOHHOMN npuKIagHoMy nporpaMmMHoMy obecnedeHuto (MMO) n onepaunoHHbIM cuctemam (0C), 3aKa3sumk 3aKa3sumk
MHpopMaumnen yCTaHOB/MEHHbIM B BM 3aka3uuka.
KoHTponb M aHanm3 3awmweHHoctn OC u MMNO, dyHKuMoHupyowero 8 BM BLIO[
Ynpaenexue 3aKa3uyuka, B TOM 4YMC/ie YCTaHOBKA KPUTMYECKUX OBHOBNEHUI 6e3onacHoCTH, npaBka
YA3BUMOCTMU KoHodurypauum MMO, a TakXKe U3MeHeHue nerko-nogdbmpaemMbix nNaponen u naponemn 3aKa3suymk 3aKasumk
[0CTyna no yMo/l4aHuio K cepBrcaM 1 koMnoHeHTam OC u MMO, obHapy>XeHHbIX B Xoae
o KOHTPONSA M aHanm3a 3aWwm WweHHOCTH.
MpuknagHon =
C6op (B TOM uncne c ucnonbsoBaHnem cpencts SIEM) 1 aHanus cobbiTnin 6esonacHocTn
YPOBEHb W YPOBEHb
YnpasnexHue co Bcero MMO, OC u cpeacTts 3awmtbl MHPopMauuun (Cp3U), GYHKUMOHMPYHOWNX B
onepaunoHHbIX 3aKasumk 3aKa3yuk
cncTeMm nHumngeHtamu b «OpraHmnzaumm» (BLUOL) 3aka3umka, a TakK)Xe MOHUTOPUHI U pearvpoBaHue Ha
’ MHUMOEHTbl 6e30nacHoCTy.
YCTaHOBNEHHbIX B BM —
YCTaHOBKa, HacTponka M agMUHUCTpUpoBaHue B BLIOL 3akasumka CpencTB 3allimTbl
BLUO[ 3aka3unka " .
YnpasnexHue nHdopmaunm (C3N) B ucnonHenum Virtual Appliance. 3aKasunk 3aKazumK
Kpuntorpaduen HacTtpoika n apMMHUCTPUPOBaHUE pasMelleHHbix B LLOL McnonHUTeNna nporpaMMHo-
annapaTtHbiXx C3M 1 MeXXceTeBblX 3KPAHOB 3aKa3ynka.
YcTaHOBKa M | YcTaHOBKa, HacTpoMkKa M agMUHUCTPUpoBaHMe B BM BLO[M 3akaszuuka Cp3U ot
AaAMUHUCTPUPOBaHME HeCaHKLUMOHMpoBaHHOro poctyna (HCM), aHTMBMPYCHbIX CPEACTB U MPOYUX CPencTB 3aKa3sumk 3aKa3yuk
CpencTB 3aluUThbI 3aWmnTbl MHGOPMaLUKUK, ycTaHaBnmMBaeMbix B BM BLLOJl 3aka3uyunka.
YcTaHOBKa M HacTponka B BM 3aka3uymka CpefcTB pe3epBHOro konmposaHusa (CPK) 6a3
YnpasnexHue OaHHbIX U NpoYyen MHbopMauum 3akasumnka, XxpaHuMon BHyTpu BM ero BLLOM, a Takxe
pesepBupoOBaHNEM aoMUHUCTPUPOBaHUe YKa3aHHbIX CpeacTs. 3aKa3sumk 3aKa3yuk
MHPopMaunm Co3paHue pe3epBHbIX KOMM MHbopMauuMu 3akasumka UM eé BOCCTAHOBMEHME U3
pe3epBHbIX KOMUN.
Ob6ecneyeHune 3awmTbl | 3awmTa cornacHo 152-M3 nepcoHanbHbIX AaHHbIX (MOH) KNneHToB, obpabaTbiBaeMbIX B
nepcoHanbHbIX BM BLO[L 3aka3uMka, B TOM 4MCNe, HO He OrpaHuMuyMBasacb 3awmTton [10H, 3aKa3uuk 3aKasumk
OAHHbIX KITIMEHTOB obpabaTbiBaeMbix cpefcTBaMm ycTaHoBEHHbIX B BM BLLO/[, 3akasumka CYB[.
XypHanupoBaHWe coObITUIN, CBA3AHHbIX C (GYHKLMOHMpPOBaHMEM ob6bekToB BLOL
3aKasuuka (Hanpumep, ero BM) 1 oencTBMSIMU NONb30BaTeNEN B KOHCONM yNpaBieHns
SberCloud Enterprise n KOHCONW ynpaBneHUs pe3epBHbIM KOMMpPoBaHMeM BM, Takmx
KakK:
YpOBeHb . .
XypHanuposaHue 1. BXOA/BbIXOA NONb30BaTENEN B/U3 KOHCOMEWN;
«OpraHusaumm» 7 . . . . NcnonHutenb 3aKasymk
cobbITUI 2. co3faHue/yoaneHme HOBbIX YYETHbIX 3anucen nofb3oBaTenen U NPUCBOEHME UM

BLLO[ 3aka3uuka

NPUBUNErMA [OCTYMNA K KOHCONAM;
3. co3paHune/ynaneHue BM;

4. 3anyck/octaHoB BM;

5. co3gaHue KNoHoB BM;
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a KoMy npepocrasneH
HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ LOOCTYN K cpeacTsam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
6. U3MEHEeHMe XapaKTepucTuk BM;
7. Hactporika NAT/DHCP/L2VPN/L3VPN, MapwpyTmM3aunm, 6anaHCcMpoBLLMKA Harpysku
/M NpaBul MEXCEeTeBOro 3KpaHMpoBaHMSA Ha Edge Gateway B «OpraHusaumm»
3aKasuyuKa C MCnofb3oBaHMEM KOHconu ynpasneHuna SberCloud Enterprise;
8. co3paHue/M3MeHeHWe 3afjaHuUs pPe3epBHOr0 KOMWPOBAHMA C WCMNONb30BaHUEM
KOHCONM yNpaBieHnsa pe3epBHbIM KONMpoBaHWeM BM;
9. BOCCTaHOBNEeHMEe BM 13 pe3epBHOIN KOMUKU C UCMONTIb30BAaHNMEM KOHCOMM yrpaBieHus
pe3epBHbIM KONMpoBaHneM BM;
10. BocCCTaHOBMieHWe @aWioB M3 Pe3epBHON KOMUM C MCNONb30BaHWMEM KOHCOMM
ynpaBieHus pe3epBHbIM KONMpPoBaHMeM BM;
11. NI3MEHeHne ANCKOBOWN NONIUTUKM MO YMOYaHMIO Bas BUPTyanbHbix LLOMO;
12. BK/IIOYEHME/OTK/IIOYEHME [OMONHUTENbHbIX ycnyr (normposaHue, DFW, VPN wu
npouee).
Mcnonuutens
(oTBETCTBEHHOCTb 33
npepocraBneHue
. cepsuca SberCloud
ALMWHUCTPUPOBaHME AoMUHUCTpMpoBaHne «OpraHusaumen» 3akasymka C MWCMNONb30BAaHUMEM KOHCOMM Enterprise)
«OpraHusauvemn» n | ynpasneHus SberCloud Enterprise. P 3aKazumK
ynpasfeHue goctynomM | AODMUHUCTPUPOBAHME [OCTYyNoM K «OpraHusaumMm» 3aKasuyuMka C MCMNoib30BaHUEM 3aKazumK
K Hewn KoHconu ynpaenenusa SberCloud Enterprise.
(oTBETCTBEHHOCTb 33
aoMUHUCTPUPOBAHMU
e «OpraHusaumen»
M 0OCTYMNOM K Hel)
Mcnonuutens
(oTBETCTBEHHOCTb 33
npepocraBneHue
cepsuca)
YnpasnexHue . .
. | Co3paHue/ynaneHne HOBbIX YYETHbIX 3anucent B «OpraHusaumMm» M MNPUCBOEHUE UM
ayTEHTUDMKALMOHHOM M 3aKkasuuk
o npusBMnerun goctyna K «OpraHmsaumnmn» 3akasdmka. 3aKasuumk
MHPOopMaumnen
(oTBETCTBEHHOCTb 33
ynpasneHue
ayTEHTUDMKALMOHHO
N HbopMaumen)
McnonHutens
Co3paHue, ynaneHue n agMUHUCTPUPOBAHUE C UCMONb30BaHMEM KOHCOMW ynpaBieHus
. (OTBETCTBEHHOCTD 3a
SberCloud Enterprise Heobxoammbix VXLAN B npouecce agMuHUCTpupoBaHua BLIOJ
YnpasneHue npepocTaBieHne
3akasuyuka.
6e30MacHOCTbIO 7 cepsuca)
MexceTeBoe 3KpaHMpoBaHuA nepumeTtpa BLIOL 3aka3umka C Mcnosib3oBaHuem Edge
npoYmmmn 3aKkasuuk
. Gateway.
HacTporkamm ans 3aKasuuk
o ObecneyeHne BHYTPEHHEro CErMeHTUPOBaHUSA (C  MCMONb30BaHMEM  KOHCOMMU
BUPTYaNbHbIX CETEN . (0TBETCTBEHHOCTb 3a
ynpasneHus SberCloud Enterprise) n BHYTPEHHEro MeXCeTeBOro 3KpaHWpoBaHUA (C
aAMUHUCTPUPOBAHU
ncnonb3oBaHueM Edge Gateway) BUO/, 3aka3umka. e)
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocrasneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ LOOCTYN K cpeacTsam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
HacTtponka NAT/DHCP/L2VPN/L3VPN, MapwpyTnsaumm u 6anaHCUpPOBLUMKA HArpy3Kku
Ha Edge Gateway B «OpraHumsaumm» 3aKasymMka C MCMNOSb30BaHWEM KOHCOMMU
ynpasneHunsa SberCloud Enterprise.
Mcnonuutens
(oTBETCTBEHHOCTD 3a
YnpaBneHue npepocTaBieHne
YnpaBneHue pe3epBuMpoBaHMEM MHDOPMaLUM 3aKa3uymKa C UCNOSb30BAHUEM KOHCON
pe3epBMpoOBaHNEM . cepsuca)
HbOPMa LM yrnpaBfeHns pe3epBHbIM KOoNMpoBaHueM BM, Bktovatowwee B cebs:
Cco3paHNe/M3MeHeHMe 3aaHunii Pe3epBHOr0 KONMMPOBaHUA MHDOPMaLMK 3aKa3unka; 3akasuumk
(npepocTtaBnseTcs B N 3aKasuuk
. | BoccTaHoBneHue BM 3aka3unka 13 pe3epBHOM KONuu;
paMKax oTaeNbHON . . (oTBETCTBEHHOCTD 3a
BOCCTaHOBNIeHWe dalioB 3aKa3yMKa U3 pe3epBHON KOMUK.
Yecnyrun) ynpasneHue
pe3epBMpoOBaHNEM
cBoen nHdopMaumn)
YcTaHOBKa, aAMUHUCTPUPOBaHME, CBOeBpeMeHHoe OBHOBMEeHWe M Ge3oTnaratesnibHas
YCTAaHOBKA KpUTMYeCcKMX oOHOBNeHU 6e30nacHOCTM Ha uchnonb3yemblx B BLIOL
3aKa3uyMka BUPTyalbHbIX CPeAcTBax 3aWuTbl MHOpMaumMm B ucnonHeHmsax Virtual
YcTaHoBKa 1 | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBHAPYXEHUN WU/MAN NpPepoTBpPaLLEHUN
PR ( P ’ Py / penoTepal 3aKasuumk 3aKasuuk
ncnonb3osaHne C3U KOMIMbIOTEPHbIX aTaK U Npoyee).
Hactpoika ¥ aAMWHUCTPUPOBaHME MNPOrpaMMHO-annapaTHbiX CPeacTB  3alMThl
MHbopMaumMmn 3akKasumka, B TOM uuc/ie CPeacTs Kpuntorpaduyeckon 3awuTbl
nHpopmaunm, pasmeltaemolx B OO NcnonHutens.
ObecneyeHne 3aWuThI
O6ecneveHune cooteTcTBUA BLIOM B cocTaBe MHPOPMALMOHHbBIX CUCTEM NEPCOHANbHbIX
NepCcoHabHbIX 3aKasuumk 3aKasuuk
faHHbIX (MCMOH) 3akasuymka TpeboBaHusam 152-P3.
OaHHbIX KTMEHTOB
MoHUTOPUHT UHPpacTPyKTypbl nnatdopmbl SberCloud Enterprise, obecnevyeHune eé
MOHUTOPHHI s | AocTynHocTy, NPOM3BOANTENBHOCTH, Hanuuus HeobxoanMoro KonuyecTsa
NOAAePKKa obopypoBaHusa, obecneyeHrne Heobxoammon ans eé paboTbl NPOMNYCKHOM CNOCOBHOCTU McnonHutens McnonHutens
CeTU, BbIYUCAUTENIbHbIX MOLLHOCTEM W EeMKOCTU CUCTEM XpaHeHusa pAdaHHbix (CX0O)
MHGPaCTPYKTYpbI.
XypHanupoBaHue XypHanupoBaHue cobbITUIN B KOMNOHEHTax 061a4HOM NNaThopMbl U CPEACTBaXxX 3alnThbl
yp . P yp P d) p_ pen i McnonHuteno McnonHutens
cobbiTui nHbopMaumn nHdpacTpyKTypbl nnatdopmbl SberCloud Enterprise.
YnpaBneHve p[OCTYNOM K CEerMeHT npaBneHns WHPPaCTPYKTYypor nnaTthopmsl
YnpasneHue gocTyrnom P A .y . y ynp bpactpykTyp bop McnonHutenb MicnonHutenb
. SberCloud Enterprise, eé VLAN-aM 1 KOMMNOHEHTaM.
MHDpaCcTpyKTYpHbIN - =
YPOBEHb YnpasnexHue YnpasneHue y4éTHbiMK 3anucaMmn AD NpuBMNEerMpoBaHHbIX NOMb3oBaTenen, MMeLWwmx
AYTEHTUDMKALUMOHHON | BOCTYN K CerMeHTy ynpaBneHus nHdpactpyktypon nnatpopmbl SberCloud Enterprise, WcnonHutenb WcnonHuutenb
MHpOopMaumnen M NX BTOPbIM aKTOPOM ayTeHTUUKaLKNK (ayTeHTUdUKaTopaMm).
YnpasnexHue KOHTpONb 1 aHann3 3alWnLLEHHOCTUN CNyXebHbix BM MGMT-cermeHTa 1 runepsnsopos
. McnonHuteno McnonHutenb
YA3BUMOCTAMM nHdpacTpykTypbl nnatdopmbl SberCloud Enterprise.
Cbop c ucnonb3oBaHMeM cpenctB SIEM ¢ KOMMNOHeEHTOB obnayHon nnatdopMbl U
CPeAcTB 3awuTbl MHbOPMaUMM UMHPPACTPYKTypbl nnatdopmbl SberCloud Enterprise
YnpaBneHue .
cob6bITMIN 6e30nNacHOCTH. McnonHutenb WcnonHuutenb

MHUnaeHTamum UMb

AHanus cobpaHHbIX COBbITUII 6@30MacHOCTU, a TaKKe MOHUTOPUHT U pearMpoBaHue Ha
MHUMOEHTbl 6€30MacHOCTU (B TOM YMce C NpuBneveHnemM BHelwHero SOC).
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Tabn. 3. PacnpepeneHue ponemn, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocrasneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ LOOCTYN K cpeacTsam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMWHUCTPUPOBAHU npepocTaBneHus
VPOBHS ycnyru/cepsucbl Ub e ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
YnpaBneHue KoHTponb W ynpaBneHve npoueccaMn M3MeHeHUs KOHOUrypauum MHOPaCTPYKTypbl
P . P ynp P L" burypau bpacTpykTyp VcnonHutenob MicnonHutenb
KOHpUrypaumemn nnatdpopmsbl SberCloud Enterprise.
3awmTta nepumeTpoB LOL uHdpacTpykTypbl nnatdopmbl SberCloud Enterprise ¢
MCMONb30BaHMEM K/1aCTEPOB BbICOKOMPOM3BOAUTENbHbBIX MEXCETEBbIX IKPAaHOB HOBOIrO
Vnoasnenme nokoneHua (NGFW), obecneuyMBalowmnx MeKCETEBOE 3KPAaHMPOBAHME W 3alMTy OT
P KOMMbIOTEPHbIX aTaK MHPPACTPYKTYpPbI.
6e3onacHocTbio  gnd . .
BUPTYanbHbIX " 3awunTa ceTeBoM MHbpPACTPYKTypbl nnatdopmbl SberCloud Enterprise (Bxoga B 061ako) McnonHutens McnonHutenns
y . oT DD0S-aTak, HanpaB/ieHHbIX Ha NepenosiIHeHME KaHallbHOM eMKOCTU.
dusmueckmx ceten
BHyTpeHHee cerMeHTMpoBaHME CceTeBbiX WHPPACTPyKTyp nnatdopmbl SberCloud
Enterprise ¢ ucnonb3osaHuem NGFW u BbigeneHneM B pamkax LLOl Ha ceTeBOM ypOBHe
DMZ, PROD- n MGMT-cerMmeHToB MHMPACTPYKTYpPbI.
YcTaHOBKa, HaCTPOMKa M agMUHUCTPUPOBaHME CPeACTB 3aLlnTbl MHDOPMaL MK B COCTaBe
MHOPACTPYKTYPbI nnaTtdopMbl SberCloud Enterprise, B TOM yucne:
1. cpencTB aHTUBUPYCHOW 3aLLMThl;
2. cpeacTs KOHTpOnS LencTBui NPUBUIErMPOBAHHbIX nonb3oBaTenen
(a@AMUHUCTPaTOpPOB SberCloud) Knacca PIM&PAM;
YcTaHoBKa 13 SIEM:
afMUHUCTPUPOBaAHME : ’ McnonHutenb WcnonHutenb
4. CpencTB KOHTPOMSA M aHanu3a 3aWwm LWeHHOCTH;
CpencTB 3alnThI L .
5. WEB Application Firewall (WAF), ucnonbayemMoro pnnsa 3awutbl Ny6IMKyeMbixX
KoHconu ynpasneHuss SberCloud Enterprise n KOHCONW ynpaBieHUs pPe3epBHbIM
KonuposaHueM BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpasneHue Pe3epBHOe KOMMPOBAHWE M BOCCTAaHOBNEHME U3 0Bpa3oB CNy)XeOHbIX BUPTYyanbHbIX
pe3epBMpOBaHMEM MawwuH uMHbpacTpykTypbl nnatdopmbl SberCloud Enterprise ¢ ncnonb3oBaHnem CPK McnonHuteno MicnonHutenb
MHbopMaLmn Backup & Replication.
Ob6ecnevyeHune 3awmtbl | 3awmTa MOH COTPYQHMKOB 3aKasuuka, MMeLWMUX [OCTYN K KOHCOAW ynpaBieHus
nepcoHanbHbIX SberCloud Enterprise “ KOHCONMW ynpaBfieHUa pe3epBHbIM KOMWPOBaHuMeM BM, NcnonHuteno McnonHuteno
OAHHbIX KTMEHTOB obpabaTbiBaeMbix B MHbpacTpykType nnatdopmbl SberCloud Enterprise.
KoHTponb pgoctyna B LUOL v noMmeweHusa uHppacTpykTypbl nnatdopmbl SberCloud
KoHTponb gocTyna Enterprise (oxpaHsemas TeppuTtopus LLOL, NpONyCKHOM PeXWUM, CUCTEMbI KOHTPONS U WcnonHutenb WcnonHuutenob
ynpaBAeHnsa AOCTYNOM, 3annpaHne CToek).
Hanunune BHewHen (No nepumet (0] N BHYTPEHHeN (B MaWWHHbIX 3anax Lo
BupeoHabnogeHve ( P py UO) yTe ( LUOA) Mcnonuutens McnonHutens
cucTeM BupaeoHabnogeHms.
dusnyeckni MpepocTaBneHne aNeKTPonNUTaHusa, focTyna K cetu MIHTepHeT n cBobofHoro mMecTta B
YPOBEHb cTonkax LLOA.
PasmeLLeHe MpepocTaBneHne, MOHTaX WM KOMMyTauua obopypoBaHus (compute, network wu
storage) B cTorkax LLOJ. McnonHutenb WcnonHutenob
obopypnoBaHus

Pa3melweHne, nogkntoyeHme K nutaHuto, cet NMHTepHeT n BLOL 3aka3ynka cpencrs
3alWmMTbl MHGOPMaLUMKM 3aKa3uMKa, B TOM Yucie CPeacTB KpunTorpaduyeckom 3awmThbl
MHbOpMaLMn.
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1.7. Tunbl pecypcoB, TpeboBaHUsA, peKOMeHaaLMnN U OrpaHUYeHuUs:
Tabn.4. Tunbl pecypcoB, TpeboBaHMNA, PEKOMEHAALUNN U OrPaHUYEeHNS
Tun pecypca: BUpTyasibHbie npoueccopHbie aapa (VCPU)
Tpe6oBaHus PekoMeHpaLuMn 1 orpaHUYeHUs
B pamkax opgHoro BwupTyanbHoro LOJM 3aka3uuk
Mpu dopmupoBaHmMn 3akasa 3akasuuKky npenocTaBnaeTcs P A PTY HoA .
MOXXeT ucnofb3oBaTb Tonbko VCPU € ognHakoBOWM
BbI6Op n3 cnepyroLmnx apep: .
. 1 yacTtoTon (obcnymBaemble NpoueccopamMu O[HOro
C yactoTon He MeHee 3,0 I'Tu; He MmeHee 3,5 T'Ty'.
Tvna). OrpaHmMyeHunsa Ha konuyectso VCPU ykasaHbl B
vCPU obcnyxupatotcs pusnyeckumm npoueccopamu Intel.
Tabnuue «MapaMeTpbl NPefoCTaBASEMbIX —YCAyr»
pa3pena 3 HacToALWero [OKYMeHTa.
Tun pecypca: BUpTyasbHasA onepaTuBHasa namsaTb (VRAM)
Tpe6oBaHus PekoMeHpaLuMun 1 orpaHU4YeHus
Mpu dopMmpoBaHnn 3aKasa 3aKa3uymK yKa3blBaeT Tpebyembli
o6bem VRAM.
Mpun dopmnpoBaHum 3akasa ycnyrm Tpebyembin o6beM VRAM | OrpaHuyeHna Ha KonuyecTtBO VRAM  ykasaHbl B
OOJIKEH ObiTb  OOMOMHUTENBHO  YYTeH B pamkax | Tabnuue «[MapaMeTpbl MPefoCTaBASAEMbIX YCAyr»
3aKa3blBaeMoro obbema BupTyanbHoro OUCKOBOro | pa3gena 3 HacTosWero AOKyMeHTa.
NpoCTpaHCTBa (vHDD) BbiBpaHHOro npodunsa ons
pasMeLlleHnsa swap-dannos BUPTyasbHbIX CEPBEPOB.
Tun pecypca: BUPTYasbHOE AUCKOBOE NpocTpaHcTBo (VHDD)
TpeboBaHusa PexkoMeHpaLun 1 orpaHU4YeHuUs
B pamkax ycnyru npepocTtaBnseTcs gBa AMCKOBbIX npoduns,
OT/INYAIOLLMXCS MO CKOPOCTU OBMeHa AaHHbIMU (KONMYecTBy
onepauun BBoga-sbiBoga (IOPS)) M BpemMeHM OTK/MKa:
SATA/NLSAS 1 SSD. Kaxpbll AWCKOBbIM  npoduib
COOTBETCTBYET CBOEMY TUMY AUCKOB Ha CUCTEME XPaHEeHUs
OaHHbIX.
B pamkax ogHoro BupTyanbHoro LLOJL MOXHO MUcnonb3oBatb | MUHMManbHoOe 3HayeHune ansa aK3emnnapa
ONCKOBble NpoduMAM Pa3NMYHOro Tuna. BupTtyanbHoro LUOL - 100 6. CyMMapHbii 06beM
Ba)kHO: npu 3aka3e BupTyanbHOro AMCKOBOrO NPOCTPAHCTBA | BMPTYaslbHOrO [MCKOBOFO MPOCTPAHCTBA  KaXAoro
OTAENbHO [OMXKEeH ObITb yyTeH Tpebyembini 06beM VRAM ans | AMCKOBOro npoduns fo/mkeH 6biTb kpateH 100 6.
pa3sMeLeHus swap-®annoB  BUPTyalbHbIX  CEPBEPOB.
BbloeneHHas eMKOCTb AMCKOBOrO MPOCTPAHCTBA 3aHMMaeTcs
BCEMW BUPTYaNbHbIMU MalWMHaMM 3aKka3uymKka (BKIOYEHHbIMU
M BbIK/IIOYEHHbIMM), CO34aHHbIMW 3aka3uymkoM Snapshot, a
Tak)e swap-dannamm VRAM Bcex BUPTYyalbHbIX MalWH
3aKa3yuka.
1.8. Ona nogknoyeHna K Ycnyre 3aka3uymk MOXKeT BblbpaTb OAUH UM HECKOJTIbKO TUMNOB NOAK/IIOYEHUA:
Tabn.5. Tunbl NOAKNIOYEHUSA K CETU U CETEBbIE CEPBUCHI
Tun noakno4YeHns OnucaHue
3aKa3uuKy NpefocTaBAseTcs oTAeNbHaa nosoca ang gocryna k Yenyre,
MopknioueHve vepes BblAE/TEHHDbIN | KOTOpasa He pasgensaeTca C ApYyruMm 3akasdymkamum.

rapaHTUPOBaHHbIN? KaHan VIHTepHeT

MopkniovyeHne yepes BblAENEHHbIN KaHan
CBA3NU

[aHHbIN cnocob nogxkn4eHnsa no3songder obecneyunTb
B3aMMopencTBme ceter 3akasuymMka C CceTblo B oBnake C MOMOLLbIO
BblAe/Ne€HHbIX KaHanoB CBA3M CTOPOHHEro nposaPl,u,epa. OnuuoHanbHo,
C MNMOMOLWbI0 JAaHHOro cueHapusa, K Ycayre 3aka3uuka MoxeT ObITb
NOAKMOYEH aNbTepPHATUBHbLIM KaHan B ceTb WHTepHeT. NS paHHoro
nogknw4yeHna ™Moryrt OblTb MCMONb30BaHbl BbIAENEHHbIE KaHanbl
3aka3yuka, opraHn3oBaHHbIe C UCNOSb30BaHUEM «TEMHOM ONTUKMY».

MopkntoyeHne obWwnn

MHTepHeT

yepes KaHan

MpepnonaraeT noruyeckoe nopknyeHne K obwemy [ona Bcex
3aKa3umMkoB YCNyrn KaHany nepepayvu AaHHbIX (CKOPOCTb CEeTeBOro
COELAMHEHMA AN KAXKAO0M0 3aKasuymKa He ABNAETCS rapaHTUPOBAHHOM U
3aBMCUT OT 3arpy)XeHHOCTM obuero kKaHana nepefayn [aHHbIX).
3aKasumky npegoctaBnsietcsa 6GasoBas 3awuTta MHPOPMALMOHHbBIX
CUCTEM, pa3MelaemMblx B MHpacTpykType nnatdopmbl SberCloud
Enterprise, oT DD0S-aTtak, HanpaBieHHbIX HAa MCYEepraHMe KaHanbHOMN
€MKOCTM ceTeBON MHPpPacTpyKTypbl nnatdopmbl SberCloud Enterprise.

MoppobHaa nHbopmaumna No AOCTYNHbIM NOAKNOYeHNAM npueeaeHa B MpunoxeHunn N2 1.6 k Jorosopy.

1 TexHMYecKn gonycTuMo BbiaensaTb Ao 48/96 vCPU (ana vCPU uactoTon 3,5/3,0 ITU, COOTBETCTBEHHO) Ha OAWH BMPTYyanbHbi cepBep. OgHaKo ans
Nyyllen Npou3BOAUTENbHOCTU PEKOMEHAYETCA NPUAEPXKNBATLCSA 3HAYEHUI, ONUCAHHbIX B pa3aene «3. ba3oBas GyHKLMOHANBbHOCTb U METPUKUN YCIIYTU».

2 3apaHHasa CKOPOCTb rapaHTUPYeTCsa BHYTPU ceTu McnonHuTens HadMHasa oT nopTa norpaHMYHOro MapwpyTtmusaTopa y3na ceasu SberCloud.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.10.

1.11.

1.12.

B ocTanbHbIX Cry4Yasx, a TakXe Mo 3anpocy, MoXeT OblTb nNpefocTaB/ieHa paclwupeHHaa 3alwuTa
MHMOPMaLMOHHbBIX CUCTEM 3aKa34yMKa, pa3MeLlaeMblx B MHGpacTpykType nnatdopmbl SberCloud Enterprise,
oT DDoS-aTak Ha Bcex YPOBHSAX L0 L7 BKIKOYMUTENbHO B BUAE OTAENbHOM TapuduLmMpyeMomn yciyru.

[na obMeHa AaHHbIMW MeXxpay BMUPTYyaNlbHbIMKM MawwnHamu B npepenax BLIOL ucnonb3yeTca BHYTPEHHee
CceTeBOe B3aMMOLENCTBUE, peann3oBaHHOe Ha HGase ceTeBoro obopynoBaHua MIcMonHUTENa U cpeacTBamMu
rmnepsmnsopa.

CeteBble cepBucbl SDN:

Edge Gateway npepocTaBnsieTcs no ymMon4yaHuio B KoHdwurypauum Compact, LOCTaTOYHOM ANA CO3[aHuA
HEeOBONbLWMX BbIYUCAUTENBHbLIX CPEA C MalblM KOMMYECTBOM CEPBUCOB, U MOXET OblTb M3MEHEH B ciydyae
Heobxo4AnMMoCcTh 06pPaboTKM BObLIEro KONMYecTBa CeTEBbIX DYHKLWNA.

Edge Gateway npenocTaBnsieT clefyloLme CeTeBble CEPBUCDI:

e Me)ceTeBoe 3KpaHupoBaHue (Firewall);

e MapuwpyTtusaumsa (Routing);

e npeobpa3oBaHue agpeca (NAT);

e BUpTya/bHble YyacTHble cetn (VPN) IPSec;

e [OMHaMM4Yeckoe pacrnpepeneHue agpecos DHCP.

PazBepTbiBaHWE BUPTYaSbHOro LWJ/3a BO3MOXXHO B OTKA30yCTOMYMBOM KOHburypaumm (HA), npu 3ToMm
CO3[aeTcs OONONHUTENbHbIW W03 B PEXXUME OXUAAHMS, KOTOPbIA NepeHMMaeT Ha cebsa Harpysky B ciyyae
BblXO4a M3 CTPOs OCHOBHOro wint3a Edge Gateway.

WWabnoHoi BM wn o6pasbl OC. B pamkax Ycayru 3aka3uuMK MOXET CaMOCTOATeNbHO BbIMNOJMHUTD
MMMNOPT/3KCNopT cobcTBEHHOTo o6pa3a BM B BLLO/. Bo3MOXHbI BapuaHT paboTbl c o6pa3zamMu BM: 3akasumk
CaMOCTOATENIbHO OCYLECTBASET MMMNOPT/3KCNOPT 06pa3oB BMPTYaNbHbIX MalMWH, MCNONb3ys KOHCOJb
ynpaeneHunsa SberCloud Enterprise. [JononHuTenbHO 3aka3uyMKy npenoctaBnsieTca [OCTYN K KaTanory c
wabnoHamn BM c npenycTaHOBNEHHbIMW Haubosiee MNONynApPHbIMKM BEPCUAMKM OMNEPALMOHHLIX CUCTEM
Windows (B pamkax Ycnyru goctyna K nporpaMmMHoMy obecnedeHuto Microsoft) n Linux. Mpu nMnopte u
MCMONb30BaHMM 3aKa34MKOM COBCTBEHHbIX 06Pa30B BUPTYabHbIX MalWWH, KOTOPbIE HE UMEIOT OPULIMaNbHOM
COBMECTMMOCTM CO CTOPOHbI MOCTaBlMKA nNAaThopMbl BUMPTyanusaumum, WCNONHUTENb He rapaHTupyeT
paboTocnocobHOCTb [aHHbIX BMPTYyalbHbIX MaWWH, U pPelweHne BO3MOXHbIX Mpobnem He perynupyercs
pencreytowmnm CornaweHmem o6 ypoBHe npenocTtaBieHnm Ycayru.

MporpamMmMHan nnatdopmMa. B KauecTBe MHCTPYMEHTa peanm3aummn ob61adyHon MHDPACTPYKTYPbl UCNONb3yeTcs
KoHconb ynpasneHusa SberCloud Enterprise. YCTOMYMBOCTb K OTKa3aM BblYUCINTESNbHbBIX Y3/10B peann3oBaHa
cpeacTBamm nnathopmbl BUPTYanu3aumm Ha 6ase TexHonorum High Availability (HA).

CxeMa peanusaunum nnatpopmbl gna ycnyrn «BuptyanbHbii LOO» n306pa)keHa Ha PUCYHKE HUXKeE:

B NeHble LOO 3akaz4MKoe B bHble O 3aKaz4yMKoe
BLIOA 1 BLOA 2 BUOA3 ... BLIOA, N BLOA 1 BLOA 2 BUOA3 ... BLIOA N
Koxcons ynpaeneHus SberCloud Enterprise KoHncons ynpaenedua SberCloud Enterprise

(cells) (cells)

| ! v v

m

Cepeepa Cepeepa
CHCTEMBI XPAHEHWA JaHHEIX CHMCTEMEl XPAHEHWA JaHHLIX
SSD, NL-SAS SSD, NL-SAS
uoa 1 LLoa 2

AnnapaTHasa nnatpopma:
Tabn.6. KOMNOHEHTbI U XapaKTePMUCTUKMU annapaTHON naathopMbl
KOMMOHEHTbI XapaKTepucTuku

B kayecTBe BblYMCAUTENbHOW MAaTGOPMbl UCMONb3YIOTCA CEPBEPHbIe
CepsepHas nnatpopma peleHnss KOpnopaTUBHOIO YPOBHSA, BGasumpyolmMecs Ha npoueccopax
apXUTEKTYpbl x86/64.

[Ona opraHusauuMm cepBuca NPefoCTaBNeHUA BUPTyasibHbIX [MCKOB
NPUMEHAIOTCA CUCTEMbl XPaHEeHMs OaHHbIX ypoBHA middle-range c

(@41}
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1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

1.13.5.

1.14.

1.15.

1.16.

pe3epBMPOBaHMEM OCHOBHbIX KOMMOHEHT, TaKUX Kak 6/10Kkn nutaHus,

KOHTPONNEpHblE MOAYN.

basupyetcs Ha obopynoBaHMM BedyWwMX MUPOBbLIX NMPOU3BOAUTENEN,

KoTopoe obecneynBaer:

- BbICOKMI ypOBeHb KOHTpona u 6e3onacHocTn 6Gnarogapsa
NOTOKOBOW TENEMETPUN U YNPEeXOatoWweMy aHanmay Ha TMHENHON
CKOpPOCTU nepepayu;

- BbICOKYIO NPOn3BOANTENBHOCTb NPUNOXEHUN 6naropaps
NHTeNNeKTyanbHbiM BydepamM 1 OTCYTCTBUIO NOTEPU MAKETOB;

- BbICOKYI MPOM3BOAUTENIbHOCTb M MacwTabupyeMocTb 6narogapsa

CeTb MYNbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas nogcucTeMa peanusoBaHa C NnpuMeHeHneM Tononorun Leaf -

Spine, koTopasa obecneynBaeT cnepyroLMe NpenMyLLecTBa:

- MpepncKasyeMocCTb 3aJepXKekK;

- BbICOKMI YpOBEHb MacwTabupyeMoctn 6e3 npepbiBaHUsA paboTbl
ceTu;

- 3aWMTy OT MOSIBNEHMUS MEeTeNb;

- BbICOKMWI YPOBEHb aBTOMATU3aUMN YNPaBAEHUS U NOALEPXKKN.

MpepocTaBneHue 4ocTyna K nporpaMMHoMy o6ecneyeHuto Microsoft

B paMkax napTHepckoro cornaweHua Microsoft SPLA McnonHutenb npepgnaraet 3akasuymKy JOCTyn K
nporpaMMHoMy obecnedyeHuto Microsoft. MepeyeHb Takoro nporpaMmMHoro obecneyeHms 3akasumk MoOXeT
3anpocuTb y OTBETCTBEHHOro nuua MWcnonHutensa (pasgen 10 [oroBopa), CTOMMOCTb OMpeaensetcsa B
cooTBeTCcTBYlOLWEM 6naHke 3aKasa Ha OCHOBAHMKN TapudoB, YCTaHOBNEHHbIX B MpunoxeHnn N2 7.A.

B paMKax npenocTaB/ieHMa 4OCTyMNa K nporpaMMHoMy obecnedyeHuto Microsoft MicmonHutenb npegocTaBnseT
OOCTYyNn K AUCTpubyTmBamM npopyktoB Microsoft u npepoctaBnser NMUEH3MIO 09 aKTUMBALMWU [LAHHbIX
npoaykToB. TexHWYyeckasa Nopaep)kka Mo npogyktaMm Microsoft He BKAOYEHA B CTOMMOCTb YCIYrn U
npuobpeTaeTca 3aKa3zuyMKOM CaMOCTOATENbHO.

baszon ona npuMeHeHus Tapuda M pacyeTa eXeMecsaYyHOoro nnaTtexa 3a mcrnonb3oBaHue Windows Server
ABNAETCA Hambosbllee YMCNO OAHOBPEMEHHO paboTaBWMX BUPTYanbHbiX MawuH ¢ Windows Server 3a
pacyeTHbIN nepuroga.

B cnyyae nHgekcauum ueH Ha nuueHsnn Windows Server co ctopoHbl Microsoft, MicnonHuTenb uMeeT npaBo
Ha MHAekcaumto Tapuda B OQHOCTOPOHHEM MOPSAAKE Ha COOTBETCTBYIOLWLYIO BEMMYUHY C YBEOOM/IEHUEM
3aKasunka B CPOK He MeHee 4yeM 3a 30 (TpupuaTb) AHEW OO0 OaThbl M3MeHeHusa Tapuda. K yBegoMIeHUto
3aka3umka McnonHuTenb npuKNagbiBaeT CKaH-KOMUIO COOTBETCTBYHOWEro MMcbMa-yBeaAoOMNeHus oT
Microsoft. B cnyyae HeobxoauMoctv CTOPOHbI MOAnMUCbiBatOT [JOMNONHUTENbHOE COrflalleHne O BHECEHUMU
n3MeHeHun B MpunoxxeHmne N2 7.A.

MopgpobHasas nHbopMaLMsa MO YCNOBUAM M OrpaHMUYEHMAM UCMONb30BaHMSA MPoOrpaMMHoro obecnevyeHus
Microsoft npuseneHa B MpunoxeHun N2 9 k [loroBopy.

MpepocTaBneHne [OCTYNa K KaTanory roTtoBbiX MPUAOXeHU ans 6uaHeca. MicnonHuTenb npepocTtaBnaet
3aKa3uynmKy [OCTYN K KaTanory npuaoXeHuin. B [aHHOM KaTanore pasMewaloTcs npeaBapuTenbHo
HaCTpOeHHble WabNoHbl NMPUNOXKEHUN OTKPbLITOro MporpamMHoro obecneyeHusa. C nepeyHem [OOCTYMNHbIX
wabnoHoB 3aKasuuk MOXeT 03HaKOMUTbCH B JOKYMEeHTauunm no CCblNKe
https://docs.sbercloud.ru/applications/ug/ B pa3gene «OrpaHuMYyeHMss UM ocobeHHoCTM». B pamkax
npenocTaB/ISeMOro CepBmMca rapaHTMpyeTca ycnewHoe pa3BepTbiBaHNe NPUNOXKEHNS U3 WabnoHa, Npu 3ToM
ero fanbHenwasa HacTpolrKa U NoAAEeP)KKA NPON3BOANTCSH 3aKa3uNKOM.

MpepocTaBneHne JoOCTyna K onumu PacnpepeneHHbli MEXCEeTEBOM 3KPaH. VcnonHuTenb npepocTaBnser
3aKa3uyunKy JOCTYyNn K CeTeBOMY CEPBUCY BMPTYANbHOrO WJ/03a — pacnpefeeHHOMY MeXCeTeBOMY 3KpPaHy
(Distributed firewall) pna BupTyanbHbIX CEPBEPOB U TMPUIOXKEHUN, 3anyckaeMblX Ha ¢GU3NYECKOM
obopynoBaHun McnonHutensa. JocTyn K cepBUCY NPenoCcTaBnsaeTcs Ha OCHOBAHUM nopnmMcaHHoro 6naHka
3aKasa 1 onfaynmBaeTca 3aKa3unMKoM OTAENbHO.

MMeHoBaHMe «OpraHu3aumnin» 3akasumka. [1ns KoppekTHoM 06paboTkm obpalleHmnii 3aKa3ymka MUMeHoBaHKe
«OpraHmMsaumn» BbIMONHAETCA onepaTtopaMun McnonHutena M uMMeeT YHUDMUMPOBAHHbLIM dopmaT BuAa
<Ha3BaHune «OpraHusauumy» 3aKasumka> - <[MlopagkoBbin Homep «OpraHusaunmm 3akasumkar»>. [lo
cornacosaHuio ¢ McnonHuteneM BO3MOXXHO W3MeHeHue Ha3BaHua «OpraHusaumu» 3akasuuka yepes
COOTBETCTBYIOLWMI 3anpoc B cNy>Kby nogaep)xku UcnonHutens.
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2. BA3OBAA ®YHKUNOHANIbBHOCTb N METPUKW YCITYTU

2.1. Ycnyra BuptyanbHbit LUOM onucaHa B Tabnuue 7:

Tabn.7. NapameTpbl npegocTaBaseMbix Ycnyr

Cepsuc

Tapudunumnpyemble eauHMULbI

XapaKTepUCTUKN U METPUKK

DonycTuMble 3Ha4YeHUsi

BbiuncneHus

ba3osas 4acTtoTta npoueccopa vCPU

He meHee 3,5 Ty,

Host CPU Ready time MeHee 5%

PekomeHayemoe kon-Bo VCPU 3,5 Ty Ha BupTyanbHbin 1-24wr.
BupTyanbHbIi npoueccop 3,5 Mu, (wT.) cepsep (wr.)

Oonyctumbin o6bem VRAM Ha BUPTyaNbHbI cepBep C

vCPé 3,51y i Peee 1-384T6

RAM Swapped 0%

basosas 4acToTta npoueccopa vCPU He meHee 3,0 Ty,

Host CPU Ready time MeHee 5%

PekomeHayemoe kon-so VCPU 3,0 Ty Ha BupTyanbHbin 1- 48 wr.
BupTyanbHbil npoueccop 3,0 MTu, (wT.) cepeep (wr.)

Oonyctumbil 06beM VRAM Ha BUpPTYyaNbHbIA cepBep C

vCPl\./J 3,00y i Peee 1-768T6

RAM Swapped 0%

XpaHunuwie faHHbIX

HDD IOPS. 3TanoHHble 3Ha4YeHUs

2000 IOPS/1 000GB

CpenHee BpeMs goctyna K SSD Storage Ha BUpTyanbHOM

0 mc-5mMmc
. 3 MalunHe
BupTyanbHbli xxecTkuit anck SSD, (F6) JonycTumbit 06beM OOHOro BUPTYaNbHOrO >KECTKOro
. 1 - 40966
noucka SSD Ha BUpTyanbHbIN cepBep
llar yBenuMyeHua pa3Mepa BMPTyanbHOro pucka B 116
[OMNYyCTUMOM fMana3oHe
HDD IOPS. 3TanoHHble 3Ha4YeHUsa 100 IOPS/1 000GB
CpepgHee BpeMsa goctyna K SATA Storage Ha BUpTyanbHOU 0 MC - 30 MC
MalunHe
BupTyanbHbIN XecTkuin guck SATA, (I'6) Honyctumbin 06beM OQHOro BUPTYANbHOTO XXECTKOro 1 - 4096 6
ancka SATA Ha BUpPTyaNbHbIN cepeep
lar yBenuyeHuss pasMepa BMPTyallbHOrO p[uUCKa B 116

oonyctmMoM ghana3oHe

CeTeBble CepBUCHI

DocTtyn B IHTepHeT B obLeM KaHane

Monoca nponyckaHus

He Tapudununpyetca:
He 6onee 100 M6/c Ha BupTtyanbHbin LLOL

CpepnHsia ceTeBas 3afjep)Xka B npegenax cetTu nepegavu

0 mc-5mMmc
. | BaHHbIx SberCloud
MponyckHass CcnocobHOCTb Ha BUPTYaNbHbIN
cepsep MpoLEHT NOTEPSIHHLIX NAKETOB B NPeAenax CeTu nepepaym o o
0% -0,2%
naHHbixX SberCloud
CpenHsas ceTeBasl 3agepXKKa B Npepenax ceTu nepepayu
pea nep. pen pen 0 Mc - 5 MC

BupTyanbHbIN W03 (WT.)

naHHbix SberCloud

MponyckHaa cnocobHOCTb

He 6onee 10 I6/c
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Tabn.7. NapameTpbl NpegocTaBngaeMbix Yenyr

Cepsuc

Tapudunumnpyemble eauHMULbI

XapaKTepUCTUKN U METPUKK

DonycTuMble 3Ha4YeHUsi

Hoctyn Kk wabnoHy rocteBon OC Windows
server:

Windows Server 2016

BM 4 CPU: . .
Foctesas OC * PasHMepomM M M3EHee v Wa6noHbl roctesbix OC MS Windows Server Windows Server 2019
BM (wT.)/ KaneHpapHbIn mec?. .
Windows Server 2022
e BM pazmepom 6onee 4 vCPU:
vCPU (wT.)/ KaneHgapHbii Mec3,
Hoctyn K wabnoHy MO MS SQL server: SOLS 5017 Ent ice Editi
rno e BM pa3mepoM 1-12 vCPU: | WWa6noHbl MO SQL server QL Server nterprise =aition
. 34 SQL Server 2019 Enterprise Edition
BM (wT.)/ KaneHpapHbI Mec.
HOoctyn Kk 3k3emnngpam MO Microsoft
(Exchange, Office, Productlylty Suite, Project, Sksemnnspsl MO Microsoft  (Exchange,  Office, Mopnepxxueaembie Bepcun MO M|cro§oft B pamkax MS
SharePoint, Skype for Business Server, SQL L . . . SPLA nporpammbl  (Exchange, Office, Productivity
. o ; Productivity Suite, Project, SharePoint, Skype for . . . .
Server Standard Edition, Visio, Windows . - - Suite, Project, SharePoint, Skype for Business Server,
rno . . . Business Server, SQL Server Standard Edition, Visio, L L. .
Remote Desktop Services, Windows Rights . . . ) SQL Server Standard Edition, Visio, Windows Remote
. Windows Remote Desktop Services, Windows Rights . ; )
Management Services): . Desktop Services, Windows Rights Management
. | Management Services) )
e [lonb3oBaTtenb (wT.)/KaneHpapHbIN Services)
mecau?3.
Hoctyn Kk 3k3emnnapam MO Microsoft (SQL . ;
Server Enterprise Core, SQL Server Standard . . Monnepxwsaembie Bepcum MO Microso t B pamKax MS
1o Core, SQL Server Web Edition, Windows gKZI’:_EI\gI'IJ'IﬂprSrlO lelccrjos(;)ft (S(gLLSe;ver Enbc\elrimséed.(:(.)re, EPLA I'IpSOI'padMMCIj:I (CSQL SZNEF gnterpn\_jve bCorEr-_;I,. .SQL
Server Datacenter, Windows Server Standard): Q erver Standar ore, .Q erver We ition, erver tandar ore, SQ erver We ition,
Windows Server Datacenter, Windows Server Standard). | Windows Server Datacenter, Windows Server
e [1Ba BMPTYyasibHbiX/pU3nyeckumx agpa (wr.)/ Standard)

KaneHgapHblil Mecaus.

3 MMHUManNbHbBIN Nepuop TapuduKauumn — KaneHaapHbli Mecau. Hayano MCnonb30BaHUA, HAYMHasA C NEPBOM MUHYTHI, UM MPOLOIXEHME UCMONb30BaHMUA YC/IyrM B OTYETHOM Nepuoae npeanosiaraet cnMcaHue cToMmMocTum
33 NOMHbIV KaneHAapHblil Mecal. HenonHbliM KaneHpapHbli Mecal, UCNonb30BaHWUA YCyru, HaunHas C NepBoO MUHYTbI, OKPYrAsSeTca A0 NOJIHOro KafeH4apHoro Mecaua nonb3oBaHma YCayrom.

4 Mpu ncnonbaoBaHunm Gonbluero KonmuecTea VCPU B cocTaBe ak3eMnispa BM, nponopuyoHanbHo yBeMYMBAeTCA KOMYECTBO AOCTYMHbIX IMLEH3UM Ana onnatbl (¢ warom B 12 vCPU).

CtpaHunua 11 mn3 13




3.1.

3.2.

3.3.

3.4.

3.5.

4.1.

4.1.1.

4.2.

4.2.1.

4.3.

4.3.1.

4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

3. TAPNOUKALIUA YCITYTU

Tapudukaumsa Ycnyrm ctatndeckas (Allocation).

BennunHa exeMecsYHOro nnaTexa 3a NoSib30BaHWe YCNyron onpenensaeTca B COOTBETCTBMM C 3aKa3aHHbIM

06bEMOM NepeyUYnC/IEHHbIX HUYKE PEeCYPCOB 1 ONUWUNA:

e BupTyanbHbii npoueccop 3,0 Mu;

e BupTtyanbHbii npoueccop 3,5 Mu;

e BupTyanbHas namsaTb>;

e BupTyanbHbIM XeCcTKU gnuck SATA;

e BupTyanbHbIN XeCTKUN gucK SSD;

e [pepoctaBneHue nybnmyHoro IP agpeca;

e CeTveBon wnio3 Edge Gateway Compact;

e CetveBon wni3 Edge Gateway Large;

e CeteBon wni3 Edge Gateway Quad-Large;

e CeteBon wniw3 Edge Gateway X-large;

e Onuua PacnpeneneHHbll MeXCeTeBOW 3KPaH;

e [ocTyn K wabnoHy rocteson OC MS Windows Server3;

e [ocTyn K wabnoHy MO MS SQL Server3;

e [Joctyn K 3k3eMmnnapaM MO Microsoft (Exchange, Office, Productivity Suite, Project, SharePoint, Skype
for Business Server, SQL Server, Visio, Windows Remote Desktop Services, Windows Rights
Management Services, Windows Server).

MeToauka pacyéToB notpebnseMbix MPOLECCOPHbIX PEecypcoB M onepaTMBHOM MNaMAaATU npegnonaraet
TapuduKaumMilo CyMMbl 3HaYeHUM MNpPenocTaBNeHHbIX pecypcoB 3a OT4yeTHbIM nepuon (oouH Mecsu) B
COOTBETCTBUM C TapudOoM. CYeT BbICTaBNAETCA Ha OCHOBE CYMMbl 3HAYEHUN.

MeToauka pacyéta notpebndgeMoro [OMCKOBOro MNPOCTPaHCTBa npegdnosiaraeT onnaty 3a Becb
npeaocTaBneHHbI 3aKka3unky o6bEM pecypcoB AMCKOBOIro NPOCTPAHCTBA KaXaoro Tmna.

MeToauMKa pacyéTa no onumm PacnpepeneHHbli MEeXCETEBOM 3KpaH npegnonaraet TapuduKkaunto cCyMmsl
3HaYeHUI OonepaTMBHOM MaMATU, NPEAOCTaBMeHHOM 3akKa3uyMKy B paMKax ero BupTyanbHoro LIOO B
OT4eTHbIN Nnepunopf (OaAnH Mecau).

4. MHbIE YCNOBUA, MPUMEHUMBIE K YCNYTE

Bo3MOXXHble BUAbI NOAKAIOUEHUSA [ UBMEHEHUSA [ OTKAOUYEHMUS YCayr:
nocpencTBoM noanucaHua 3akasa (c y4étom n. 4.6. HacToswero MpunoxeHus).

BO3MOXHbIA NOPAJOK pacuéTtoB no Ychyre:
nocrtonnara.

Bo3MOXHble cnocobbl onnarol / NopsiAOK NONOJSIHEHMUA 6anaHca:
onnaTa B 6e3HanM4YHOM NOPSAKE Ha OCHOBaHMM BbiCTaBNeHHOro cnonHuTenem cyéra.

3aKa34yMK CaMoCTOATE/IbHO HEeCeT OTBETCTBEHHOCTb 3a pPaboTocnocobHOCTb NporpaMMHOro obecnevyenHus,
yCTaHaBnMBaeMoro Ha BM.

Bo u3bexkaHue perpagauuy Npou3BOAUTENBHOCTU, MEPeyTUNM3auMn PecypcoB XPaHEHUS M MOBbIWEHMUS
puUCKa HapylweHWs LenoCTHOCTM AgMcKa Npu KoHconupauuu, WcnonHuTenb ocTaBnseT 3a cobow npaso
NpoBOAMTb PeriaMeHTHble paboTbl NO yAaNeHUo Co3AaHHbIX 3aka3umMkoM SnapShot ctapwe 7 (CeMun) gHen.
Mepen ypaneHnem SnapShot WMcnonHutenb obasyeTca yBeooOMUTb 3aka3uMka MO 3/1IEKTPOHHOM MouTe,
yKa3aHHoM B Jorosope: 3a 5 (MaTtb) gHel oo yaaneHua u 3a 1 (OauH) OeHb A0 yaaneHus.

CTOpPOHbI YCTAHOBMAK CNepyowWwmnin NopsaaokK 3akasa Ycayru no HactosaweMmy MNpunoXkeHuto:

3aKas Ha nogkt4yeHue Ycnyru no HactoaweMmy MNpunoxkeHuto aonkeH 6biTb HanpasneH McnonHUTento He
nosaHee, 4em 3a 3 (Tpex) paboumx gHen [o AaTbl Havana okasaHusa Ycnyru;

B TeueHune 1 (ogHoro) paboyero gHa MicnonHUTENb UM ero ynoJIHOMOYEHHbIM NpeacTaBuTeNlb obsa3yeTca
paccMoTpeTb 3aka3 Ha YCayry u HanpaBuTb NuLy, HanpaBuBlEMY 3aka3, oTBeT (MOAMMCAHHbIA CO CBOEMN
CTOPOHbI 3aKa3 MM OTKa3 B NpenoctaBneHmnn Ycayrn ¢ o60CHOBaHMEM MPUYUHDI);

B cnyyae cornacoesaHua CTtopoHaMu 3akasa Ycayra no TakoMy 3akasy npenoctaBnsieTcs B AaTy Havana
oKasaHua Ycnyru, 3adukcupoBaHHyto B 3aka3e, ¢ 10:00 no MOCKOBCKOMY BPEMEHMN.

5 06beM BupTyanbHoi namat (VRAM) fosxeH 6biTb 4OMOMHWUTENbHO YYTeH NpU 3aKase BMpTyanbHOro AMCKOBOro NMPOCTPAHCTBA A1 XPaHeHUs swap-
¢halnnoB BUPTyasibHbIX CEPBEPOB B COOTBETCTBUM C MYHKTOM 2.4.2 HaCTOSALLEro NPUIOXKEHUS.
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4.7. 3aKa34ynK CaMOCTOATEIbHO HECeT OTBETCTBEHHOCTb 3@ COXPAaHHOCTb AaHHbIX M MPUHUMAET CaMOCTOATENbHO
Mepbl MO MX COXPaHEeHUIO Npu OTKasze oT Ycayru. MNpu oTtkase ot Ycayrn NcnonHutenb Bnpase yoanuTb
[aHHble 3aKa34ymKa no nctevyeHun 5 (NaTn) paboumx gHen nocne oTkasa ot Yiyru.
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