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OINMNCAHME N YCNOBWA NMPEOOCTABTEHNA YCIYT

GALLMTA OT DDOS-ATAK (QRATOR)», «3ALLITA BEB-MPUTOMXEHMIA (QRATOR)»

1. OBLWASA MHOOPMALIMA N ONMUCAHUE YCNYTr

Ycnyra «3awwmTta ot DDoS-aTtak (Qrator)» - ycnyra no 3awmte oT atak 0Tkasa B ob6cnyxusaHum nnm DDoS-
aTak cepBucoB?! 3aKasuymKa, OOCTYMHbIX Mo npoTtokonam HTTP, HTTPS nau nHbIM NpUKAaaHbIM MPOTOKOaM,
nogeepxeHHbIM DDoS-aTtakaMm.

Ycnyra «3awuta Be6-npunoxeHuin (Qrator)» — ycnyra no ¢unbrpaunn Beb-tpadbmka onsa 3aWwmTbl OT aTak,
HanpaB/ieHHbIX Ha 3Kcnnyataumio yassmmocten WEB-npunoxenun (dyHkuma Web Application Firewall,
WAF). Ycnyra 3awmTta Be6-npunoxeHni npeaoctaBnaeTcs 3aka3ymkaM TONIbKO COBMECTHO C YCyrom 3awmnTa
ot DDoS-atak

Ycnyru npegocTaBnaTca B cotpygHmudectse ¢ OO0 «31M4-3nb-3nb» (Qrator Labs, nanee - MapTHep).

Ycnyrn npepocTaBnatoTca Ha 6a3e obnavyHoro peweHua MapTHepa no 3awmte ot DDoS-atak m aTtak,
HanpaB/IEHHbIX HA 3KCMyaTaumto yazsmuMmocTen WEB-NpunoxxeHui, peanMsaoBaHHOMO C MOMOLLbIO OTLE/TbHOM
MHbpPACTPYKTYypbl obnayHon nnatdopmbl MapTHepa, BKA4Yalowen bonee gecatM LEHTPOB 06paboTku
OaHHbIX (LOMO) no BceMmy mupy, B ToM yuncne Tpu LLOLO B Poccun (manee — obnako MapTtHepa). CeTb obnaka
MapTHepa CNPOEKTMPOBaHa M MOCTPOEHA B pacyeTe Ha PaboTy NoA MOCTOSIHHbIM BO34eNCTBMEM BOMbLLIOrO
ymcna DDoS-aTtak. VY3nbl ¢unbTpaumm obnaka [MapTHepa MOOKAKOYEHbl K KaHanam KpynHenwux
MaructpanbHbiXx MIHTepHeT-npoBangepos CLWA, Poccum, 3anagHon u BoctouyHom EBponbl, KOro-BoCcTo4YHOM
A3nu. TakuM o6pa3oMm, B OTIMUYME OT CETEN OMNEpPaATOPOB XOCTUHIa (0cobeHHO, BUPTYa/llbHOr0), ceTb obnaka
MapTHepa CAPOEeKTMpPOBaHa B pacyeTe Ha 3KCTPeMasibHble HarpyskM, W aTaka Ha OQMH U3 Pecypcos,
3awmuwaemMbix obnakoMm MapTHepa, HMUKaK He BMSET Ha PaboTocnocoBHOCTb APYrMx 3almMLLaeMbiX PeCypCcoB
(cavitoB, WEB-npunoxeHun). B pamkax Ycnyrm «3awmta Beb-npunoxeHun» obnako [MapTHepa
obecneumnBaeT, Kak npotmopencTeme DDoS-atakaM, Tak M 3alWMTy OT XaKePCKUX aTaK, HanpaB/EeHHbIX Ha
3KCnayaTaunm ya3BMMOCTEN CepBMCOB (CalToB) 3aKasuukKa.

Ycnyrn no éunbTpauum Tpaduka 3aknaw4yanTca B 00bABNEHUMU CepBepoM (MNU BUPTYaslbHOM MalLMHOW)

3aKas4yunka punbTpyrowero obnaka MapTHepa NyTeM BHECEHMS COOTBETCTBYIOLWMX 3anncel B onncaHme DNS-

30Hbl, K KOTOPOW NPUHAQNeXuT cepeep (M1 BUpPTyanbHaa MawuMHa) 3akasunka. Ha punbTpyowem obnake

MapTHepa nNpoucxXogouT NocnefoBaTesibHOe  BbiMOJIHEHME  CNeAylWwMx  onepauMn  C  OaHHbIMMU,

nepepasaeMbiMn Ha cepsep ¢ FQDN cepsepa 3aka3uyuka:

. npuemMm nepepaBaeMblx Ha FQDN cepBepa (MM BMPTyanbHOW MalWHbl) 3aka3yMKa, Ha KOTOPOM
OYHKLMOHMPYIOT ero 3almaemblii CEpPBUC, 3aNPoCcoB (MpreM BxoasaLwero Tpaduka);

. aHaNun3 CTPYKTYpPbl 3aNpoCOoB (aHanM3 BXOAALWeEro Tpaduka) Ha NpeaMeT HalMYymnsa NocnefoBaTe/IbHOCTEN
LaHHbIX, CNOCOBHbIX NOBNEYDL HEKOPPEKTHOE DYHKLMOHNPOBAHWE 3alMLLAEMOrO CeEpPBMCA 3aKas3unka;

. OTCEYEHME 3anpocoB, COAEPXalWMx MOoCNefoBaTeNlbHOCTM [aHHbIX, Hapylwalowmne KOpPpPeKTHOe
OYHKLMOHMpPOBaHMe 3aLLMLLLAEMOro CepBMca 3aKa3umnka (o4ncTka Bxopsawero Tpadmka ot BpeLoHOCHOM
cocTaBnaloLWen);

. nepeHanpasieHne BXOAALWEro TpadmKka OYMULLEHHOMO OT BPELOHOCHON COCTaBAsAloWeEN (1erMTUMHOrO
Tpaduka) Ha peanbHbld |IP-agpec cepBepa (MW BUPTYasibHOM MalWWHbl) 3aka3yMkKa, Ha KOTOPOM
DYHKLMOHMPYET ero 3almLaemMblin CepBuC.

Mocne nogkntoyeHua Ycnyrn Tpadmk 3akasyumnka NoCTOAHHO, BHE 3aBMCUMOCTM OT Hanuuusa aTaku, noctynaet
B ceTb obnaka MNMapTHepa 1 aHanu3npyeTca UM. JIErUTUMHBIN (KOYULLEHHDBINY) TpadUK NepeHanpaBiaeTca Ha
3alnaeMbin  cepBuc (canT) 3akasuuka, pasMewaemMbll B WHOpacTpyKType o6nayHon nnatdopMsl
NcnonHutensa. Takas cxemMa paboTbl mo3sonseT ysnam ¢unbtpaumm MapTHepa chopMmpoBaTb Npoduib
TpadurKa, KOTOpbIN 9BNSEeTCS HOPMOW A9 KaXAoro cepBuca (canTta) 3akasduMka B OTAENbHOCTU, M B Cydae
NtobbIX OTKIOHEHUI pearnpoBaTb Ha 3TO.

Mepenaya NermMTUMHOro («O4YMLEHHOrO») Tpaduka oT obnaka MapTHepa OO UHPPACTPYKTYpbl 06ayYHOMN
nnatdopMbl MicnonHUTeNna oCywecTBNSIETCA C MCMNONb30BaHMEM BbIAENIEHHOrO ONTUYECKOro KaHana CBa3u,
OpraHM3yemMoro 1 NoAAEepPKMBaAEMOro cunamm Micnonumutensa v NapTHepa. YKasaHHbIK KaHan U301MPOBaH OT
ceTu VIHTepHEeT 1 NOCTPOEeH Ha 6Ga3e pe3epBUPOBAHHbIX, ONTUYECKUX IMHUIA CBA3MK.

*3pecb M fanee No TEKCTY HACTOALLEro [OKYMeHTa Nnoj cepBucamMu 3akasuuka noppasymesatoTcs Nobble cepBuchl, JOCTYMNHble No npoTokony HTTP,
HTTPS nnun nHbiM NpuKNagHbiM NPOTOKONaM, NoABepXeHHbIM DDoS-atakaM, B TOM Yncie, HO He orpaHuymnsasce WEB-caitamu, MIHTepHeT-MarasmHamu
n npouynmn WEB-cepBrcaMmn 3aka3umka.
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[na obecneyeHna BO3MOXHOCTM paboTbl WAF B cocTaBe ycnyru 3awmTta Be6-npuioXKeHuin HeobxogmMma
nepegava M 3arpyska B obnako lapTHepa 3aKpbiTbiX Ktouyel wudpoBaHusa SSL/TLS, ucnonbsyembix
3aKa34YMKOM ANs OpraHM3aLnm 3alMWeHHOro 4oCTyna K UX caiTaM C Ucnofb3oBaHMeM npotokona HTTPS.

O6u1aa apxuTeKTypa pelleHnsa Ycayru npusegeHa Hmke Ha Puc.1:

Mepepaya xypHanos goctyna

ABToMaTH4ecKoe (hopMMPOBaHUeE CIUCKOB
Papssp Ha y3nbi o4ucTkM AntiDDOS

AOCTyNa Ha OCHOBE NOBeJeHYecKoro aHanusa

OumwieHHbIN Tpadmk

Bupryanuuui LIOf Knwewra

BbiaeneHHbIi onTYecknin
KaHan cBssu

I': SberCloud

Puc.1. Obiyasa apxuTeKkTypa peLueHnsa Ycayrm

B cocTtaBe Ycnyru «3awmTta ot DDoS-aTak (Qrator)» ocyuwecTsnaerca?:

e MOOK/OYEHME K YCIYTe;

e dunbTpauma Tpadpuka or DDoS-aTak Ha BCEX YPOBHSX;

e dunbtpauma HTTPS-Tpaduka or DDoS-atak Ha NpPWMKIagHOM YPOBHE Mpu YyCNOBUM NpPenocTaB/eHus
(packpblTMA) 3aKa3uMKOM 3aKpbITbIX Ktoven wudpoBaHua SSL/TLS ona ux 3arpy3ku B o6nako MNapTtHepa;

e nMepeBopn cepsBuca (canTta) 3aka3umMka Ha wucnoNb3oBaHMe npoTokona HTTPS?® ¢ ucnonb3oBaHUEM
6ecnnaTHbIX 3aKpbITbiX KA4Yen wndpoBaHma SSL/TLS ot Let’s Encrypt, 3arpyxaembix B 06/1ako
MNapTHepa;

e nepepava «o4yuleHHoro» Tpaduka oT obnaka MapTHepa o pa3MelaeMoro y McnonHutena cepeuca
3aKa3ymMKa C UCMNoNb30BaHMEM BbIAENIEHHOro ONTUYECKOro KaHana cBa3u;

e OanaHcupoBKa Tpaduka cepBMca 3akasumka Mexay Yy3namm obnaka [lapTHepa, a panee -
pacnpepeneHve Tpaduka Mexny cepBMcamMu 3akasumka, GYHKUMOHMPYLOWMMKU B WHDPACTPYKType
obnayHon nnatdhopMe McnonHmMTens, No onpeneneHHoMy anropuTtmy;

e MOHWTOPMHI MPOU3BOAMTENIBHOCTM 3allMliaeMoro cepsuca (calTa) 3akas3umka C OMOBELWEeHMEM Mo
3NEeKTPOHHOM NoYTe 0 BO3HMKaoWmMx npobnemax B ero paboTe;

e npepocTaBfieHne AOCTYNa K CUCTEME MOHUTOPUHIa TpaduKka B peXxXxmMe peaslbHoro BpeMEHU NOCPeacTBOM
JTnyHoro KabuHera);

e cbHbop n oTobpaxkeHne NogpobHOM CTAaTUCTUKKU MO TpadpuKy cepBuca 3aKasumka B JIMYHOM KabuHeTe
3aKa34ynka;

e NpefocTaB/ieHNE eXXeMecsYHbIX NoAPO6HbLIX 0TYETOB 06 MHUMAEHTAxX B dopmaTe PDF.

Ona nogknoyeHusa ycnyrm «3awmTta oT DDoS-aTak (Qrator)» 3akasuuk go/keH BblbpaTb TapudHbIM NaH Ha
OCHOBaHWW nNpeanonaraemMol MosioCcbl BPEAOHOCHOro TpadwuKa, rapaHTUPOBAHHOM  OOCTYMHOCTU
3alMLLaeMbIX CEPBUCOB M HEOOXOOAMMOMN AOMNONHUTENbHON PYHKLNOHANBHOCTU:

HaumeHoBaHue TapudHOro niaHa Professional Business Corporate
Monoca dunbTpaumm BPeOOHOCHOr0 10 F6ut/cek 50 F6uT/cex 500 I6uT/cex
(HexxenaTenbHoro) Tpaduka
[Monoca nerntTMMHoOro Tpaduka B Tapude 10 M6wuT/c
FapaHTMpoOBaHHas LOCTYMHOCTb 97% 99% 99,50%

NHGHOPMALIMOHHOIO PecypcoB

Tapuduunpyembiii Tpaduk NeruTUMHbIN

®dunbtpauna HTTPS ¢ wucnonb3oBaHueM

. BK/lOYEHO B Tapud
NpUBaTHbIX KNtoyei KnveHTa

MpepocTasneHue cepTuduKkaToB Let's

Encrypt BKJ/IOYEHO B Tapud

2 BXOAWT BO BCe TapudHble niaHbl Yeiyru (6e3 camocToATeNbHOM TapuduKaumm).

3B cnydae ecnu paHee A8 [OCTYNa K 3aWwmuiaeMoMy cepeucy (canTy) 3akasumka UCnosb3osanca npotokon HTTP.
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AKTMBHas NpoBepKa AOCTYNHOCTU NAoWaaokK
KNEeHTa

He NpeaycMoTpeHo

BKJ1IOYEHO B Tapud

®dunbtpaums HTTPS 6e3 ucnonb3oBaHuA
NPUBATHbIX KtOYen

He NpeaycMoTpeHo

BKJ1IOYEHO B Tapud

LocTtyn K API

He NpeaycMoTpeHo

BKJ1IOUYEHO B Tapud

MpaMoe nNOAK/YEHME B CYLLECTBYOWMI
CTbIK C MHpAcTpyKTypon McnonHutena QDC
(Qrator Direct Connection)

He NpeaycMoTpeHo

BKJ/1OYEHO B
Tapuod

bazoBas 6anaHcMpoBKa OYULLEHHOTO
Tpaduka Mmexpay IP-appecamn (He 6onee oByx
ancTpMmoB no anropmtmy Round-robin)

BK/IIOYEHO B Tapud

BanaHCcMpoBKa OUYMLLEHHOrO TpaduKa Mexay
IP-apgpecamu 3akasuymka QLB (Qrator Load
Balancing)

He NpeaycMoTpeHo

NUEH3npyeTCa AONOSTHNUTENbHO

Ycnyra 3aLWunTbI Websockets NnueH3npyeTca
. BKJ1IOUYEHO B Tapud
(npokcupoBaHune TCP coeanHeHuin) LOMONTHUTENTbHO
MopkntoyeHne K MHbpacTpyKType
A bpacTpykTyp nuueH3npyeTca

McnonHutens nocpencTBOM aHOHCA CEeTEeBbIX He NpefycMOTPEHO

LOMONTHUTENbHO
npedukcoB 3aKasymka no npotokony BGP
MpepocTaBneHWe BblAENEHHOro nopTa Ha
obopynoBaHuu WNcnonHutens ans He MpeaycMoTpeHo nuueH3npyeTca
opraHusaumm BOJIC QDP (Qrator Dedicated peny P OOMONMHUTENBHO
Port)

nuueHsnpyeTca
dunbTpaumna Tpadmka no reozoHam He NpefycMOTPEHO

LOMNOJIHUTENbHO

B coctaBe Ycnyru

T

«3awmta Beb-npun
apudunkauunm):

OXeHUM

(Qrator)»

ocyuectenaetca (6e3 camocToATeNbHOW

aKTUBHOE CKaHMPOBaHWE canTa 3aKa3uMKa Ha HanuymMe ya3BUMOCTEN YPOBHSA MPUIOXKEHWUN, KOTOpble

MOTYT NPUBECTU K €ro «B3/IOMY»;

npegocTasieHe oT4eToB 06 OBHApPYXEHHbIX YA3BMMOCTAX YPOBHA MPUIOXEHMI cailTa 3aKa3uuka C

pekoMeHgaunaMm no nx yCTpaHeHuio;

npepocTtaBneHne ycnyrn «Virtual Patching»

B OTHOLWEHMW canTa 3akasuymka C aBTOMATUYECKUM

oTCcneXxneaHMeM CoCToaHnAa ya3BMMOCTN 0O MOMEHTa ee YCTPaHEeHNA U KOHTPOJ1IeEM KayeCTBa YCTPaHeHUd

YyAA3BUMOCTEN;

3aWwmMTa cailTa 3akasuuMka oOT ataxk-nepebopa (6pyTtdopc naponen u T.4., BKAOYAETCH MO 3anpocy

3aKasumnka);

OCYLLECTB/IEHME aKTUBHOM NPOBEPKM Yrpo3 13 TpaduKa Ha CaiTbl 3aKa3unka;

dbopMUpoBaHME NeprUoaMYECKNX OTYETO

B.

Ona nogknw4yeHnsa Yenyrn «3awmnTa Beb-npunoxxeHnii (Qrator)» 3akasumk gokeH BolbpaTb TapudHbIA NnaH
Ha OCHOBaHMW HEOBXO[MMOM eMy DYHKLIMOHAIbHOCTW:

HanmeHoBaHue
TapudHOro naaHa

Elementary WAF

Advisory WAF

BrnokupoBaHue atak

brokupyloTca oTaenbHb!

Ie Bpe4OHOCHbIe 3anpocChbl 1 OTBETHI

ATaky  BbIIBNAKOTCS  Chegylowumm
cnocobamu:

e BbigBNEHME aTak Ha YpPOBHe
napametpos HTTP npoTokona

BHYTPW 3anpoCoB 1 OTBETOB.

Bo3MOXKHbIE CMOCO6bl e BbiAiBNeHMe  Mpu3HaKoB  aTak

obHapyXeHus aTak BHYTPYU B/IOXXEHHbBIX  [AHHbIX
nepepaBaeMbIX B 3aMpocax.

e BoisBneHne nepeboOpHbIX aTak

HaCTPOMKM
NPUIOXEHNS).

(BK/IlOU@ETCA MO 3anpocy, eauHble

ona BCero

ATaKu BbIABNAKOTCS Cnegyrowmmmn cnocobamu:

e BbiiBfieHMe aTak Ha YypoBHe MNapaMeTpoB
HTTP npoTtokona.

BbisBNeHMe  NpU3HaKoB  aTak  BHYTpM
BNTOXEHHbIX AAHHbIX, NepefaBaeMbiXx Kak B
3anpocax, Tak 1 B OTBETaxX.

BbiiBNieHMe MpPW3HaKOB aTak Ha YpoBHe
OTAENbHbIX  NIOTMYECKUX  OEeNCTBUR B
NPUIOXKEHUN C BO3MOXHOCTbIO (BK/tOYaeTcs
no 3anpocy, HacTpamBaeTca B paMKax
LOMNOSHUTENbHBIX YCIYTU MO 0BHAPYXEHUIO U
6N1OKMpPOBaHMIO CETEBBIX aTak).

BbiiBNeHMe aTak Ha YPOBHE OTAENbHbIX
ceccum nonb3oBartenen n KOHTPO/b
aBTOpM3auMM 0N PecypcoB C HU3KOW u
CpefHen HarpyXXeHHOCTblo (BKKOYaeTcs no
3anpocy, HacTpaunBaeTcs B paMKax
LONOSMHWUTENbHbIX YCYTM MO 06HAPYXEHUIO U
6NOKMpPOBaHMIO CETEBbIX aTak).

BbisBneHve nepebopHbIX aTtak Ha YpOBHe

OTOEeNbHbIX norn4yeckux nencTBUn
(BKJ'IPO‘-IaeTCFI no 3anpocy, HacTpameBaeTCd B
PaMKax OONONTHUTENTbHbIX ycnyru no
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OBGHApPY)XeHNIO U BNOKMPOBAHUIO CeTeBbIX
aTak).

e BbiBneHne 6OT-aKTMBHOCTK (BK/IOYaETCs Mo
3anpocy, HacTpaunBaeTca B paMKax
LOMONHUTENBHBIX YCYTU MO 0GHAPYXEHUIO U
6/10KMPOBAHMIO CETEBbLIX aTakK).

XpaHeHue gaHHbIX

CoxpaHatoTca cobbITnA
6esonacHocTy, a Takxe
BPeLOHOCHbIE 3anpochl U OTBETHI.

CoxpaHatoTca cenyowmne aaHHble:

e cobbiTna 6e3onacHoCcTH,

e BPELOHOCHbIE 3aMpPOChl U OTBETHI,

e NIErMTUMHbIE 3aMPOChl U OTBETbHI B PaMKax
npuobpeTeHHOro o6bemMa XpaHunuLLa,

e Ba)XKHble NIOrMYyecKne AencTems (orpaHMYeHo
NPMoBpPeTEHHBIM 06BEMOM XPaHUINLLA,
BKJ/1OYAETCA MO 3anpocy, HacTpaMBaeTcs B
pamMKax [ONONHUTENbHbIX YCAYrK MO
0BHapyXeHMo U BTOKMPOBAHUNIO CETEBBIX
aTak).

Loctyn K uHTepdeicy
ynpaeneHus SolidWall
WAF

Hoctyn K JMYHOMY KabuHeTy C
6a30BbIM hyHKLMOHaNOM.
MNoppepxuneatorcsa cnepywowme
dyHKUMK:

e [awboppbl MOHUTOPUHTA.

e OTOGpaXkeHne cobbITUM
6e30nacHOCTM C NOAAEPKKOM
rpynnMpoOBKOM.

o OTOGpakeHue XypHana
3ab6/10KMPOBAHHbIX TPAH3aKLUM.

LocTyn K NMYHOMY KabMHETy C paclUpeHHbIM
dyHKUMOHaNoM. Mopnep)KMBalOTCa cnepylowme
QyHKLUK:
e [awbopabl MOHUTOPUHrA.
e OTOGpaXkeHMe cobbiTUiN 6e30MacHOCTM C
noanep)XKom rpynnnMpoBKON.
e OTOGpaXkeHue XXypHana 3abnOKMPOBaHHbIX
TpaH3aKuuu.
e BO3MOXXHOCTb BKJ/IHOYEHMSA/ BbIK/TIOYEHNS
3alWMTbl U NOAABNEHNS NOXHbIX
cpabaTbiBaHWN.

MpepocTaBneHune
BO3MOXHOCTU UHTErpaummu
SolidWall WAF c
BHELWHUMU CUCTEMAMU

He npegycMoTpeHo Tapudom.

MpenocTaBnaeTcs BO3MOXHOCTb MHTErpaumm c
ncnonb3oBaHMem MexaHuamos SYSLOG wnm
REST API (BkntoyaeTcsa no 3anpocy).

lMpepnocTaBnsaoTCa cnegyowme suabl
OTYEeTOB:
e PeryngapHble

MpepocTtaBngaTCa cnefyoLe Buabl OTYETOB:

MpepocTaBneHune e PerynsapHble aBTOMaTU3MpPOBaHHbIE OTYETHI
aBTOMATM3MPOBaAHHbIE OTYETHI
aBTOMaTM3MpPOBaHHbIX (HacTpanBatoTCa No 3anpocy).
(HacTpamBatoTCca no 3anpocy).
OoTYeToB e O HOKpaTHble aBTOMATM3MpPOBaHHbIE OTYETHI
e OQHOKpaTHbIE
(NpepocTaBnaTCA Mo 3anpocy).
aBTOMATM3MPOBAHHbIE OTYETHI
(NpepocCTaBnaTCa Mo 3anpocy).
KoHcynbTMpoBaHue KAWEHTOB MO ClegyloWwmm
BOMpoOCaM:
KoHcynbTupoBaHue KnuneHToB nNO
e ucnonb3oBaHune 6a3oBoro ¢yHKLMOHaNA
KOHCynbTMpoBaHue cnepyowmMM Bonpocam:

KnueHToB No BONpocam
MCNonb30BaHUa Ycnyr
WAF

e vcnonb3oBaHve 6a3zoBoro
byHKLMOHaNa NMYHoOro KabuHerta,

e PasbsACHEHMUS Mo
3a610KMPOBaHHBIM 3anpocam.

NNYHoOro KabuHera,

e Pa3bACHEHMS No 3a6/IOKMPOBAHHBIM
3anpocam,

e MHTErpaumsa C BHEWHUMN CcUCTEMaMM C
Mcnonb3oBaHMeEM MexaHnamoB SYSLOG unu
REST API.

Ycnyrun 6a3oBsoin
TEXHUYECKOW NOALEPXKKM,
OKasblBaeMble npwu
NOAKNIOYEHUN HOBbIX
KnueHTos

Mpn NOAKNIOYEHUN OCYLLECTBNAOTCA
cnepyrowme HaCTPOWKM
(BbIMONHAKTCA  C  NPUMEHEHUEM
MaWWnHHOro 0by4yeHus):
e HacTpolika napamMeTpoB
npoToKOoNa;
e [NofasneHne NOXKHbIX
cpabaTbiBaHWU;
o DUNbTPALMUA CTAaTUYECKUX
pecypcos;
e [nobanbHas HacTponka Mopyns
NnpoTMBOAENCTBMA NepebopHbIM
aTakaM (no 3anpocy).

Mpwu NoAaKNoYEeHUN OCYLLEeCTBNAOTCA
cnefylowMe  HacTpoMKM  (BbIMOMHAKTCA  C
npUMeHeHneM MaWnHHOro obyyeHuna):

e HacTpoiika napamMeTpoB NpoTokona

e MopfaBneHne NOXHbIX cpabaTbiBaHU;

e DUNbTPaALMA CTaTUYECKMX PECYPCOB;

e [Nob6anbHaa HacTporika Moayns
npoTuBoaencTBMa nepebopHbIM atakaMm (Mo
3anpocy);

e ABTOMaTU3MPOBaHHaA pa3MeTKa IOrmYeckux
LeNCcTBUM (B Lenax nodaBneHmnsa NOXKHbIX
cpabaTbiBaHuUI);

e [nobanbHas HacTpovKa MoAyNs KOHTPONS
Ceccui 1 3aWmThl OT aTak Ha aBTOpPU3aLMIo
(Mo 3anpocy 1 ecnu He NpeBbllleHa
LonycTUMas Harpyska).

Ycnyru 6asoson
TEXHUYECKOW NMOALEPKKH,
OKa3blBaeMble B npouecce
akcnayaTaumum SolidWall
WAF

e nogaep)kaHne paboTocnocobHOCTM M ycTpaHeHue owmnbok B pabote SolidWall WAF B

MHPPACTPYKType 3aKa3umnka;

e 06HoBNeHue Bepcuit SolidWall WAF B MHbpacTpykType 3aKa3umrKa;

npepoctaBneHne 3akasumnky foctyna K nHtepdency ynpasneHuns SolidWall WAF ons

OCYLLECTBIEHMA MM CaMOCTOATENbHOM HAaCTPOMKM, @ TaKKe KOHTPOoNA

paboTtocnoco6HocTn SolidWall WAF;
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1.14.

1.15.

1.16.

2.1.

e NpefocTaBneHme 3aKa3umky BO3MOXHOCTM MHTerpaumm SolidWall WAF ¢ BHeWHUMHM
MHOOPMaLMOHHBIMU CUCTEMAMU A1 OCYLLECTB/IEHMUS UM CaMOCTOATENbHON
HaCTPOWKU, a TaKXe KOHTponsa paboTocnocobHocTm SolidWall WAF;

e KOHCynbTMpoBaHMe 3akaszymKka No BONpocaM U agMUHUCTPUpoBaHua «SolidWall
WAF».

TexHuUUeckue xapakTepucTuKn obnaka MapTHepa:

6onee 1000 FBMT/C NacCMBHOM NONIOCHI NPONYCKAHMA - AeTEPMUHUPOBaHHaa obpaboTka IP-nakeToB 6e3
ycTaHoBneHus TCP-coegnHeHus;

6onee 500 TI6GuT/c aKTUBHOM MONOCbI MNpOMNyCcKaHua - Kaxpoe Bxogsawee TCP-coeguHeHue
obpabaTbiBaeTCa M aHaNn3npyeTcs;

<5% NoXXHbIX cpabaTbiBaHUI B npouecce oTpaxeHusa DDoS-ataku;

BpeMsa obyYyeHna ceTn OT MOMEHTAa NOAK/IKYEHNA HOBOrO 3aKa34ymMKa - MeHee 2 4YacosB:

B 33% cny4aes - 0O 4 MUHYT;

B 60% cny4aeB - OT 5 MUHYT Ao 1 vaca;

BpeMsa cTapTa GunbTpauMm aTakm Ha «obydeHHOM» Tpaduke — B 80% cnydyaeB 00 2 MUHYT OT Hayana
aTaku;

no6aBneHHoe BpeMs 3aepXXKu Npu NnpokcuposaHum Tpaduka - ot 0 oo 100 mMc. B cnyyae npokcnupoBaHus
HTTP-Tpauka B cuny wucnonb3oBaHua persistent HTTP-coeauHeHW C 3alMWAEeMbiM CEPBUCOM
BO3MOXEH MPUPOCT CKOPOCTN PaboTbl 3aLLMLLLAEMOrO CEPBUCA;

onuMoHanbHas GanaHCUMPOBKA OYMLIEHHOTro TpaduKa Mexny 3K3eMnasapaMu cepBuca 3akasuyuMka Ha
OCHOBe anropmuTtMoB: primary-backup, round-robin, iphash, a Tak)xe B GUKCUPOBAHHbIX NPONOPLMAX;
KONMMYECTBO 3alUMLLaEeMbIX CEPBMCOB 3aKa3ynKa - HEOrPaHUYEHHO.

Ina nogkntoyeHunsa K Ycnyre 3aka3ymky Heob6xoanMMo CaMOCTOATENbHO:

NM3MeHUTb A-3aMnuncb, COOTBETCTBYHOLLYIO LJOMEHHOMY MMEHW 3alMLLAeMOro cepBumca, B cBoen DNS-30He,
YTOGbl OHA YKa3biBasa Ha BbiAeNeHHbI 3ToOMY cepBucy IP-anpec B obnake MapTtHepa (Qrator-1P);
HacTpouTb MexceTeBol 3kpaH (firewall) gna 3anpeta xoxpgeHua Tpaduka Ha IP agpec 3awWumuL@aeMoro
pecypca c nobbix BHELWHMX agpecoB KpoMe y3noB Qrator Labs;

HaCTPOUTb CepPTUPMKATbI AN OYMCTKU WKdpOoBaHHOro TpadumKa.

Ycnyru QOCTYMHbl TOMbKO AN CEPBUCOB 3aKasuMka, QYHKUMOHMPYKOWNX B MHPPACTPYKType obnayHomn
nnatpopmbl cnonHuTtens.

2. METPUKWN YCITYTHU

bazoBasa GYHKLMOHANBHOCTb M MEeTPUKK YCNyr npeacTtaBneHbl B Tabnuue 1.

Tabn. 1. NapameTpbl NpepocTaBasieMbix Ycnyr

HanmeHoBaHue Tapuduumpyemblie
yenyru enMHULDI XapaKTepUCTUKU U METPUKU OonyCTuMble 3Ha4YeHuns
Tapud ABOHeHTCKana nnaTa no Tapuoy Professional, Business, Corporate
3alnILaeMbiil fOMeH [ononHuTtenbHbin Qrator-1P ot 1 1 6onee

NlernTuMHbIN - TpapuK  cBepx

ot 1 Mbut/c
BKJTIOYEHHOTO B Tapud
MpeponnayvyeHHas nonoca 10, 50, 100, 200, 300, 400, 500
. cBepx Tapuda MéuT/c
JleruTumMHbIM Tpadmk
3awmTa ot 60TOB ot 1 MéuT/c
MpeponnayeHHas nonoca 10, 50, 100, 200, 300, 400, 500
3aWwmTbl oT 60TOB M6uT/c
3awura o1 DDoS- @unetpauna - HTTPS — Ges | o Tapudax Business,
aTak (Qrator) MCNONb30BaHUA NMPUBATHbIX
KoYe Corporate
3awuTa WebSocket
(NnpokcmnpoBaHue TCP Ha Bcex Tapudax
coeguHeHunn)
Oonumnmn

NogkntoyeHUe no npoToKony

noaknw4yeHmda
A BGP

Mpsmoe nopktoYeHne B
CyLWecTByOWMI CTbIK C
MHPPaCTPYKTYypoOWn
Wcnonuutens QDC  (Qrator
Direct Connection)

Tonbko Ha Tapude Corporate

CTpaHunuya 5 1n3 6



3.1.

4.1.

5.1.
5.1.1.

5.2.
5.2.1.

5.3.
5.3.1.

BbloeneHHbln nopt Ha
obopynoBaHun
dunbtpauma  Tpadwuka no
Tonbko Ha Tapude Corporate
reo3oHam
JononHuTenbHble AKTMBHaA npoeepka
onuuu AoCTynHOCTH MAOWAROK | Tonpko Ha Tapudax Business,
3aKasyumka Corporate
LOocTtyn K API
He 6onee pgByx ancTpMMoOB Mo Ha Bcex Tapudax
banaHcupoBka anroputMmy Round-robin P
OYULLEHHOTO
Tpaduka mexay IP- . Tonbko Ha Tapudax Business
pad Ay Qrator Load Balancing pud ’
agpecamu Corporate
OTKa30yCTONYUBLIN Y Y DNS10, DNS10+, DNS100,
OTka3oycTtonumebii DNS DNS100+

DNS

Tapud

ABoOHeHTCKana nnaTa no Tapuady

Elementary, Advisory

3aWnL,aemMblin JOMeH

[ononHuTenbHbin pgoMeH/Beb-
npunoxexHve

ot 1 1 6bonee

3awyra e6- NlernTuMHbIN - TpaduK  cBepx
npunoxenun (Qrator) P P ot 1 Mbut/c
BKJTIOYEHHOTO B Tapud
NervtumHeif Tpaduk MpeponnayeHHasa nonoca 10, 50, 100, 200, 300, 400, 500

cBepx Tapuda MéuTt/c

3. TAPUDOUKALNA YCINYTU

Ona paHHoM Ycnyrm ucrnonb3yetca cratuyeckaa Tapudukaumsa (Allocation). BenumumHa exeMecsavyHOro
nnatexa 3a Nofib3oBaHMe YCNyrom onpenensieTca B COOTBETCTBUM C NapaMeTpaMm 3anpoLIeHHON YCAyru.

4. OrPAHUYEHUA

TexHU4YecKkme acnekTbl PaboTbl cMcTeMbl GUAbTpaunn Tpaburka, 3a HecobnogeHne KOTopbiX MicnonHuTenb He

oTBeYaerT,

M npu HecobnopgeHnn KoTopbix McnonHuTenb He MOXeT rapaHTupoBaTb obecneyeHue

3a9B/IEHHOr0 YPOBHA KayecTsa ycayr no punbTpaunmn tpaduka:

4NS uenen dunbTpaunm Tpadwmka npepnonaraeTcsa, YTO LaHHble M3 ceTu WHTepHeT nepepnatoTcs He
HenocpeacTBEHHO Ha IP-agpec cepBepa (MnM BUPTYyanbHOM MallWHbl) 3aKa3umMKa, a Ha agpec, UMEeLWMN
FQDN cepBepa (M1 BUPTYyanbHOM MalKWHbI) 3aKa3umnka;

B Cny4yae, ecnu cepBep (MM BUMPTyanbHas MallMHa) 3akasdyuka, ona obecrneyeHUss cTabuabHOCTM ”
B6ecnepeboMHOCTN PaboTbl KOTOPOro NMOAKKYEHbl ycnyrm no dunbTpaummn Tpaduka, 6yoet cnocobeH
npuMHUMaTb BXogAwWwmMn Tpaduk oT ntobbix cepBepoB B CeTU VIHTepHeT, MCcnonHWTenb He MOXeT
rapaHTMpOBaTb OKa3aHue ycnyrn no éunbtpaumm Tpaduka B 3anpawmBaemMoM obbeMe 4O MOMEHTA
nonHoro obHoBneHuss DNS-3anucelt o6 appecax cepBepoB 3alwmuaeMbix [LOMEHOB BO BCeW CeTu
NHTepHeT;

LN UCKNIOYEHUS cuTyauum obpaboTku cepBepoM 3aKa3uyMka BPeQoOHOCHOro BXogaulero Tpaduka Ha
cepsepe uam B «OpraHu3aumm» (TeHaHTe) 3akas3umMka [Oo/kKeH OblTb BKAOYEH WAWM pPa3BEPHYT
MexceTeBon aKpaH (firewall), 6nokupyowmn nobon Bxoaawmn Tpaduk, KpoMme Bxogsallero Tpadmka c
KOHKpeTHoro cepsepa McnonHutens;*

0N CHUXXEHUSA KOoNMM4yecTBa BPeOoHOCHOro Tpaduka, 6nokmpyeMoro mexceteBbiM 3kpaHoM (firewall)
3aKa3yMka, a COOTBETCTBEHHO, A9 CHWXEHUA HarpyskuM Ha cepBep (MAW BUPTYanbHYI MaLlUHY)
3aKasuunka, 3akasuuk ob6g3aH nNpennpuHATb Mepbl MO COKPbLITUK (HepasrnaweHuto) daktuyeckmnx IP-
afpecoB CEPBEPOB M BUPTYasbHbIX MalWH, A8 KOTOPbIX OCyLecTBAAeTcs GunbTpauns Tpaduka.

5. MHbIE YC/10BUA, MPUMEHUMBbBIE K YCNYTAM

Bo3MOXHbIe BUAbl MOAKMNIOYEHUS [ UBMEHEHUSA [ OTKIIIOUEHUA YCnyr:
nocpencTBoM nognucaHns 3akasa.

Bo3MOXHbI NOPAAOK pacyéToBs no Ycayram:
nocronnara.

BO3MOXHble cnocobbl onnarhl / NOpSAAAOK NONONHEHMA 6anaHca:
onnarta B 6e3HaNMYHOM NopsAKE HAa OCHOBAHMK BbICTaB/EHHOrO MicnonHuUTeneM cyéTa.

4 B ciyvae 3alWmMTbl BUPTYasbHON MawuHbl, pa3Melaemon B «OpraHusaunn» (TeHaHte) 3akasumka Ha 6ase MHGPACTPYKTYpbl 06MayHon nnatdopMbl
McnonHutena, B KayecTBe COOTBETCTBYIOWEro MexxceTeBoro akpaHa (firewall) MoxeT 6bITb MCNONb30BaH M COOTBETCTBYHOLWNM 06pa3oM HacTpoeH Edge

Gateway.
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