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MPUNTOXXEHUE Ne¢ 1.6.
K [Jorosopy

OMNMCAHWE N YCINOBUA NMPEOOCTAB/TEHNA YCITYT U
«MNOAOKMIOHYEHUME K CEPBMCAM SBERCLOUD»

1. OBLLAA NHOOPMALUNMA U ONMMNCAHUE YCNYTKU
Ycnyra noctpoeHa Ha 6ase ceTeBoro 1 cepsepHoro o6opyaosaHus McnonHutens.

Ona nonydyeHua poctyna K Ycnyram SberCloud 3akasuuk, B 3aBUCMMOCTM OT TeKylux TpeboBaHuin U
UMeEIOLLMXCA BO3MOXHOCTEN, MOXET BblGpaTh OAUH UM HECKOMbKO TUMOB CETEBOro MNOAK/IOYEHNS:

NHTepHerT.
Tabn. 1. BapuaHTbl NoaKIOYeHUN Yyepes VIHTepHeT

BapuaHTbl NOLKAIOYEHUIA Cogep)xaHue

BblAeNneHHbIW  rapaHTMPOBAaHHbLIA  KaHan | lorMyeckoe MOAK/OYEHWE K BbIAENIEHHOMY AnS 3akasuuka KaHany
NHTepHet? nepenayv [aHHbIX C rapaHTUPOBAHHOW MOMOCOM MPONYyCKaHUA

Nlornyeckoe NopktoYeHme K obLeMy A5 BCex 3aka3umkoB YCNyr kaHany
nepegayv paHHbIX (CKOPOCTb CETEBOrO COEAMHEHUS AN Ka[oro
O6wui kaHan MHTepHeT (shared) 3aKa3uuKa He ABNSeTCA rapaHTUPOBAHHOM M 3aBUCUT OT 3arPy>XEHHOCTU
obLiero kaHana nepegayun gaHHbIX)

Mpu nogkntoveHun K cepeucam SberCloud yepes VMIHTepHeT 3aKasuunk, No yMO4YaHUIO, NosydaeT oauH 6enbin
IPv4-apgpec, BblaensemMbln B BUAe NoAceTy ¢ Mackol noacetu /32. lononHuTenbHble IP-agpeca BblaensatwTcs
MO aHaNOrMYHOMY MPUHUMMIY, HO ODOPMAIOTCS OTAENbHO 3a AOMONHUTENbHY naaTty. Mpu NogKatyYeHun
yepe3 KaHan WHTepHeT 3aka3uuMKy npepocTaBnsgetca 6Ga3oBad 3awmta WMHPOPMAUMOHHBIX CUCTEM,
pa3MewaeMbix B Obnake SberCloud, ot DDoS-atak, HanpaBfieHHbIX Ha MCYEprnaHMe KaHaslbHOM eMKOCTU
ceteBo WHbpacTpykTypbl. Tak)Ke, MO 3anpocy, MOXeT OblTb NpefocTaBfieHa pacliMpeHHas 3awuTa
MHDOPMALMOHHbBIX CMCTEM 3aKa3uuka, pasMelwaemboix B Obnake SberCloud, ot DDoS-aTtak Ha BCEX YPOBHAX
00 L7 BKNOYNTENDBHO B BMAE OTAENbHOM Tapuduumnpyemon Ycnyriu.

BblaeneHHbI KaHan CBSA3K.

MoakntoyeHne Yepes BblAeNeHHbIN KaHal CBSA3M No3BongeT o6ecneynTb B3aMMOLENCTBME ceTen 3aKasumka c
ceTbto B O6nake SberCloud c NnoMoLLbIO BblAeNEHHbIX KaHaN0B CBA3M CTOPOHHEro nposangepa. OnumMoHanbHO
C NOMOLLbI0 AaHHOrO CLeHapusa K Ycayre 3aka3ymka MoXKeT 6biTb MOOKAOYEH anbTepHaTUBHbIM KaHan B CeTb
WHTepHeT. [NnA [paHHOro nNOAKAtYeHMs MoryT ObiTb 3afencTBOBaHbl BblAe/IeHHble KaHanbl 3akasuuka,
OpraHM3oBaHHbIE C UCNO/Ib30BAHNEM «TEMHON ONTUKU», NTMOO KaHanbl, NnpegocTaBnaemMoie IcnonHuTenem.

Tabn. 2. BapuaHTbl NOAKIOUYEHMI Yepe3 BoigeneHHbI KaHan cBA3un

BapuaHTbl NOQKAUYEHUN Copep>kaHue

nogknw4yeHne OBYX KaHanoB B [Ba d)VIBVI‘-IECKVIX nopTa Ha OTAEeNIbHbIX

PesepsBupyemoe
CeTeBbIX MapLwpyTn3aTopax

nogknw4yeHne TO/bKO OOHOro KaHana B OAUH d)VI3VI‘-IECKVIl7I nopTa Ha

He pesepsupyemoe
O[IHOM U3 CeTeBbIX MapLIPYTU3aTOPOB

MoakntYeHne BO3MOXHO C UCMOIb30BaHMEM GU3NYECKMX MOPTOB C NPOMNYCKHOM cnocobHocTbio 1 M6/c 1 10 IM6/c

CocTaB Ycnyru u oCHOBHblE KOMIMOHEHTHI.

VHTepHeT:
Tabn. 3. NHTepHeT
MoaknioyeHne K cepBucy B obnake yepes ceTb MHTepHeT — NAT
CopepxxaHne OrpaHuyeHmns
. oguH 6Genbii IP agpec Ha nNpuioXeHue - Ona nybnukauuu
Monb3oBaTtenu noakto4varTcs K | HECKONMbKUX MPUMTOXXEHUIN C ogMHaKoBbIMU nopTtamu TCP (80, 443 n 1. 4.)
BMPTyanbHOM  MawuHe B O6nake | TpebyeTcs BbiaeneHue AONONHUTENbHbIX 6enbix IP agpecos;
SberCloud, onybnukoBaHHOM 4Yepes | e ONA NPUTOXKEHUIN C AMHAMMYEeCKU BblaensaembiMu noptamu (FTP,
6enbiit IP agpec, MapwpyTusmMpyembin B | SIP, H.323 1 T. A.) MOTYT BO3HUKHYTb NpobneMbl C HeAOCTYNHOCTbIO Cepauca
cet WHTepHeT. [aHHbIA CUEHapui | - HeobxoaMMO GUKCMPOBaTh AMana3oH AMHaMUYECKU BblaenseMbix NopToB
pekomeHayeTca MUCcnonb3oBaTb  ANS | B HAaCTPOWMKax MPUAOXKEHUS W NponucbiBaTb WX B npasBunax DNAT.
npenocTaBneHns AOCTYNa K Ny6NNMYHOMY | AnbTepHaTUBHbIN BapuaHT - BbiAeNATb OAMH 6enbiit IP agpec Ha cepsuc u
cepBuUcCy 4Yepes ceTb MIHTepHeT. HacTpamBaTtb npaBuno Static DNAT.
MopknoyeHue k cepBucy B obnake Yepes Site to Site VPN — L3 VPN (IPsec VPN)

1 3alaHHasA CKOPOCTb rapaHTUPYeTCa BHYTPM CeTU MICNONHUTENSA HauMHasa OT MopTa NorpaHMYHOro MaplpyT13aTopa yana ceasu SberCloud.
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1.3.2.

Ha ceteBOoM o6opynoBaHWM 3akasuyuka
(poyTep MM MeXceTeBOM  3KpaH)
HacTpamBaeTca cTatuyeckuin [P sec-
TOHHenb B O6nako SberCloud, c
NMOMOLLbI0O  KOTOPOro  NOMb30BaTenu
nopaktoyaoTca K BUPTYa/bHbIM
MawKnHaM B obnake Ha cepble IP agpeca,
MapLpyTU3nMpyemMble B pamMmkax obnayHom
ceTM 3aKasuyuka. [aHHbIN cueHapum

. TpebyeTca HanuumMe y 3aKa3umka ceTeBoro obopypoBaHua C
noppepxkon IPsec VPN. Mpoyne orpaHnyeHnsa NnpuBeaeHbl B JOKYMEHTaLUnm
no ccbinke: https://docs.sbercloud.ru/vdc/ug/topics/networks.html

pekoMeHayeTcs ncnonb3oBatb g
CBA3M on-premise ceTen 3akasuymka C
cetamm B 0Q6nake SberCloud kak
OCHOBHOE  MOAK/OYEHME  UAN  KaK
pe3epBHOE MOAK/IOYEHME NPU HANNYUK
NOAK/MIOYEHNS 4Yepe3 MpsaAMON  KaHan

CBA3U.

BblaeneHHbI KaHan CBA3W.

Tabn.4. BoigeneHHbI KaHan cBa3un

L2 nogkntoyeHue

CopepXaHue

[aHHbIN cLeHapuii NO3BONAET CBA3aTb CeTb KNneHTa B O6nake SberCloud
C on-premise ceTaAMM KIMEHTa BHe obnaka no L2. [lpu Takom
NOAKNOYEHNN CYLWEeCTBYOWME BUPTYasibHble MaWWHbl B MHPACTPYKType
3akasuymka bygyT HaxoouTbca B ogHol L2 ceTn ¢ mawmHamMmn B Obnake
SberCloud, 4To faeT BO3MOXHOCTb A1 peann3aumnm Takoro cepBmuca Kak
MuUrpaumsa MawunH 6e3 cmeHsbl IP agpeca.

OaHHbIN BUL, NOAKNOYEHMS NpeanofiaraeT ciegyowme onyum:

. ApeHga ¢u3nyeckoro nopta - npepocTaB/ieHUE B apeHay
dusnyeckoro nopta 1 unm 10r6/c Ha obopynosaHum SberCloud B ogHoM
M3 TOYEeK MNPUCYTCTBUSA, B paMKax KOTOPOro ocyLlecTBaseTcs
NOAKMKYEeHMEe K pecypcaM 3akasuymka, pasMeleHHbix B Obnake
SberCloud;

. ApeHpa SFP mogyns - npepoctasneHuve B apeHay SFP mogyns,
HeobxoaMMoro Ans NOAKMNYEeHUS GU3NYECKON COeAUHUTENBbHON IMHUK
K nopTy Ha obopynosaHun SberCloud (o6s3aTenbHaa onuma Npu 3akase
yCnyru apeHga ¢ousnyeckoro nopta);

. ApeHa KpOCCUMPOBKM (OMUMOHANbHO) - npepocTaBlieHne
ONTUYECKON COoeauHUTEeNbHOW NUHUKM OT obopypoBaHusa SberCloud B
OQAHOM M3 TOYEeK MPUCYTCTBMA [0 06OpynoBaHUA 3aKasyumka B TOW Xe
TOYKe NPUCYTCTBUSA;

. BblgeneHHoe ceTeBoe CcoeOMHEHWEe -  NpefocTaB/ieHne
BbIOENEHHOr0 KaHana CBA3M Mexnay Toukon 1, dusmMyeckuMm nopToM Ha
obopypnoBaHun SberCloud B 0AHOM M3 TOYEK MPUCYTCTBUSA, U TOYKOM 2,
noptoM obopygoBaHMA 3aKa3uMka Ha o06bekTe 3akasuuka. Onsa
npenocTaBfeHna [OAaHHOro cepBMCa MOFYT MCMNONb30BaTbCA CEPBUCHI
CTOPOHHEero nposangepa.

. ApeHa TEMHOro BOJIOKHa - TMpefocTaBleHVMe B apeHay
BblOENEHHbIX OMNTUYECKUX BOJIOKOH MeXay To4ykon 1, dusnyeckum
nopToM Ha obopypoBaHum SberCloud B 0fHOM U3 TOYEK NPUCYTCTBUA, U
TOYKOM 2, NOPTOM Ha obopynoBaHMM 3aKa3uyMKa Ha obbekTe 3aKasuumKa.
Ona npefocTaBneHus AaHHOro cepBMca MOryT UCMOMb30BaTbCA CEPBUCHI
CTOPOHHEero npoeangepa.

Ycnosua npegocTaBneHns:

Ona npenoctaBneHMs [[aHHOTO TuMa MNOAKIKYEHUA  3aKasuyuKy
HanpaBnsaetca AKT Hayana okasaHua VYcnayr. [lpyv  cOOTBETCTBMMU
XapaKTepUCTMK 3aKa3uyuMK MOAMMCbIBAeT ABa 3K3eMnidpa AKTa Hadana
OKaszaHua ycnyr (no c¢opme Mpunoxenua 1.6.A k [orosopy) nubo
oTnpaBnsaeT VIcnoNHUTeNo yBeaoM/IeHNe O HECOOTBETCTBUM B TeyeHue 5
(natn) paboumx oHen.

B cnyvyae, ecnv No UCTEYEHUU BbiLIEYKA3aHHOTO CPOKa OT 3aKa3uuka He
NOCTYNUAM 3aMeydyaHuUsa Mo COOTBETCTBUIO XapaKTEePUCTUK OaHHOro Tuna
noaKNtYeHus, TO CTOpPOHbDI cyuTaloT, 4yTOo XapaKTepucTuku
COOTBETCTBYIOT, YKasaHHbIM B 6naHke 3akasa, a AKT cuyuTaloT
NOAMMCAHHBIM CO CTOPOHbI 3aKa3uMka 6e3 3amedaHuni.

MoanucaHHble 3k3eMnnsapbl AkTa 3aka3umk o06a3yeTca nepepatb
yNonHOMOYeHHOMY  npencTaBuTtento  Wcnonuutena  (paspgen 10
OoroBopa). B TeyeHune 5 (natm) paboymx gHENM C MOMEHTa NONyYeHUs
3K3eMnnapoB AkTa, McnonHuteno obsa3yeTcsa noanmncatb MX CO CBOEW
CTOPOHbI, @ TaKXe HanpaBuUTb OOWH 3K3eMnaap noanuMcaHHoro AKTa
3aKa3uymKy.

OrpaHuyeHus
. MaKcuMarnbHas BO3MOXHas
NPOW3BOAUTENBbHOCTb NogkawyeHna - 10

6/c. Ona  MaKCMManbHOM  yTUAM3auuK
nogkn4eHnsa 3HavyeHne MTU Ha BceM nyTu
cnepoBaHus Tpadwuka LOJKHO ObITb
yCTaHOBNEHO He MeHee 9000 6awnT.

B3auMopencTBue ¢ pecypcamu obnaka c ucnonb3oBaHuem AS u IP-agpecoB 3aka3uuka
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CopepxxaHune OrpaHuyeHus

. 0N UCNONb30BaHMS  CUEHapus
TpebyeTcs, 4TObGbI KAMEHT umen Provider
Independent IP apgpeca, coOBCTBEHHYO
aBTOHOMHYIO CUCTEMY.

. KNIMEHT ncnonbsyeT ceTb SberCloud
KaK TPaH3WUTHYI0 ANA aHOHCMPOBAHMA CBOMX
npeduKcos.
Cepsuc 3akasunk aHoHcupyeTca u3 Obnaka SberCloud c nomouwpbio |, LOOMOMHWUTENbHO  JO/MKHA  BbiTb
MapLpyTU3MpyeMmbix B MHTEPHeTe agpecos 3aka3uuka (Pl 610k). npopaboTaHa cxeMa 3awmTbl Anti-DDOS pas

npeduKCcoB KNMeHTa.

B 3aBMCMMOCTN OT OCOBEHHOCTEN peannsaunmn
CXeMbl nogKNnKn4vYeHna Moxet I'IOTDE6OBaTbCF|

LOnoNHUTEeNbHas 3aKynka ceTeBoro
obopynoBaHusa no CornacoBaHuio C
3aKa34ymKoM.

2. BA3OBAA ®YHKUNOHANBHOCTb U METPUKWU YCITYTU

bazoBas GyHKUMOHANbHOCTL U MeTpuku Ycnyrmn «lMogkntoveHne Kk cepBucaM SberCloud» npencrtaBfieHbl B
Tabnuue 5.
Tabn.5. MNapameTpbl NpegocTaBasieMbix Yenyr

XapaKTepUCTUKU U METPUKU JonycTuMble 3Ha4YeHus*

Ot 10 M6/c po 10 I6/c B 3aBMCMMOCTM OT BblOpaHHOM

CKOpOCTb nepegavn faHHbIX o
P Pen A nNponNyckKHon cnocobHocTn

CpepHasa ceTeBas 3agep)kka B npegenax Crp SberCloud He 6onee 10 mcek

MpoueHT noOTepsAHHbIX nakeTtoB B npegenax Chg
SberCloud
OrpaHuyeHua BXOoAsWero cymMMmapHoro Tpadwuka 3a
OTYeTHbIN Nepuog,
OrpaHuyeHns UCXopJsWero CcyMMapHoro Tpaduka 3a
OTYEeTHbIN Nepuog,

* - YcroBue: 3arpy3Ka roJsiochl nporyckaHus He 6osnee 80% (PpacnpoCcTpaHAETCa TO/IbKO Ha BblAe/1eHHbIN KaHasl CBA3M,).

He 6onee 0,5 %

He orpaHnyeHo, ecnm nHoe He yKa3aHo B onucaHun Ycnyru

He orpaHnyeHo, ecnm MHOe He yKa3aHo B ONUCaHUKN YCnyru

ba3oBble METPUKM MOTYT BbITb CKOPPEKTUPOBaHbI MPK 3aKase YCayru.
3. TAPUDUKALNA YCITYTHU

[na paHHon Ycnyru ncnonb3yetca Ctatndyeckasa tTapudunkaums.

BennunHa e)xxeMecsa4yHoro nnaaTtexa 3a Nonb3oBaHMe YCNyron onpenensetcs B COOTBETCTBMU C 3aKa3aHHbIM
06beMOM NepeyunCc/ieEHHbIX HUXE PeCcypCcoB 1 ONuui:

e WIMPWHA KaHana MHTepHerT;

e KoNnyecTtBo 6enbix IPv4-agpecos;

e MPONYCKHasa CNOCOBHOCTb M KOMMYECTBO PMU3NUYECKUX MOPTOB;

e TMN U Konuyecteo SFP mopynen;

e KOJINYECTBO KPOCCUPOBOK;

e MPOMYCKHas CNOCOBHOCTb M KOMIMYECTBO BblAENEHHbIX CETEBbIX COEAUHEHNI;

e KOJINYECTBO ONTUYECKUX BOJIOKOH M OJ/IMHA ONTUYECKOM Tpacchl.

ELVHOBPEMEHHbIV NIaTeX 3a nogkaoyeHre Ycnyru (eciv 3To NpUMeHUMo no Tapuady).
4, MHbIE YCNOBUA, MPUMEHWNMDIE K YCNTYTE

Bo3MoOXHble BUAbl NOAKAIOYEHUN [ UBMEHeHUs [ OTKAIoUeHUa Ycnyr:
MocpencTeoM nognucaHusa 3akasa.

Bo3MOXHbI NOPAAOK pacyeTos no Ycnyre:
MocTtonnara.

Bo3MOXHble cnocobbl onsaThl U nopAa[oK NonoJsiHeHuA 6anaHca:
OnnaTa B 6€3Ha/IMYHOM NOPAAKE HA OCHOBAHWM BbICTaBNEHHOTo McnonHUTeNneM cyeTa.

CTOPOHbI YCTAHOBUW CreayioWwmnii MopaaoK 3akasa Ycayru no Hactoawemy MNpunoxeHuio:

3aKa3 Ha noakoyeHne Ycayru no HactosaweMy MpunoKeHnio Oo/MKeH BbiTb HanpasieH McnonHuTeno He
nosgHee, 4yeMm 3a 6 (wecTb) pabounx AHelN A0 AaThl HaYana okasaHua Ycnyru;

B TeueHue 3 (Tpex) paboumx OHen WMCnonHWUTENb WM ero Yrno/SIHOMOYEHHbIN npeacTaBuTenb obasyertca
paccMoTpeTb 3aka3 Ha YCyry v HanpasuTb Ny, HanpasuBweMy 3aka3, OTBeT (MOAMNMCaHHbIN CO CBoeW
CTOPOHbI 3aKa3 UK 0TKa3 B NPeAoCTaBieHUn Ycyru ¢ 060CHOBaHUEM NMPUUUHDI);
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4.4.3.

4.5.

B cnyyae cornacosaHus CTopoHamu 3akasa Ycnyra no TakoMmy 3akasy npefocTtaBnsieTcs B paTty Hadana
OKasaHua Ycnyru, 3apmMKCcuMpoBaHHyto B 3akase, ¢ 10:00 No MOCKOBCKOMY BPEMEHMU.

3aKa34ynmK CaMOCTOSATENbHO HeCeT OTBETCTBEHHOCTb 3a COXPaHHOCTb AaHHbIX U MPUHUMAET CaMOCTOSITENIbHO

Mepbl MO UX COXPaHEHUIO NpK oTKase ot Ycayru. MNMpu otkase oT Ycnyrn cnonHmnTenb BNpase yoannuTb AaHHble
3aKas4ymnka no ucrtedyeHmun 5 (natm) paboumx gHen nocsie otTkasa oT Ycayru.
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