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OINMNCAHME N YCNOBWA NMPEOOCTABTEHNA YCIYT
GALLMTA OT DDOS-ATAK (QRATOR)», «3ALLITA BEB-MPUTOMXEHMIA (QRATOR)»

1. OBLWASA MHOOPMALIMA N ONMUCAHUE YCNYTr

1.1. Ycnyra «3awwmTta ot DDoS-aTtak (Qrator)» - ycnyra no 3awmte oT atak 0Tkasa B ob6cnyxusaHum nnm DDoS-
aTaK cepBMCOB! 3aKa3uymnKa, AOCTYMNHbIX NO NpoTokonaM HTTP, HTTPS unu MHbIM NPUKNAaGHbIM NPOTOKONAM,
noaBepxeHHbIM DDoS-aTtakam.

1.2. Ycnyra «3awuta Be6-npunoxeHuin (Qrator)» — ycnyra no ¢unbrpaunn Beb-tpadbmka onsa 3aWwmTbl OT aTak,
HanpaB/ieHHbIX Ha 3Kcnnyataumio yassmmocten WEB-npunoxenun (dyHkuma Web Application Firewall,
WAF). Ycnyra «3awmta Beb6-npunoxeHuin (Qrator)» npepoctaBnsetTca 3akKas3uynMKaM TOMbKO COBMECTHO C
ycnyron «3awuTa oT DDoS-aTtak (Qrator)».

1.3. Ycnyrn npenoctaBnatoTca B coTpygHmudectse ¢ 000 «3My-anb-3anb» (Qrator Labs, panee — MapTHep).

1.4. Ycnyrn npepocTaBnatoTca Ha 6a3e obnavyHoro peweHua MapTHepa no 3awmte ot DDoS-atak m aTtak,
HanpaB/IEHHbIX HA 3KCMyaTaumto yazsmuMmocTen WEB-NpunoxxeHui, peanMsaoBaHHOMO C MOMOLLbIO OTLE/TbHOM
MHbpPACTPYKTYypbl obnadyHon nnatdopmbl MapTHepa, BKA4Yalowen bonee gecatM LEHTPOB 06paboTku
OaHHbIx (LLOA) no Bcemy Mmupy, B ToM uyncne Tpu LLOLO B Poccun (panee - O6nako MapTHepa). CeTb Ob6naka
MapTHepa CNPOEKTMPOBaHa M MOCTPOEHA B pacyeTe Ha PaboTy NoA MOCTOSIHHbIM BO34eNCTBMEM BOMbLLIOrO
ymcna DDoS-atak. Yanbl ¢wunbtpaumm O6naka [apTHepa MOAK/KYEHbI K KaHanaM KpynHenwmx
MaructpanbHbiXx MIHTepHeT-npoBangepos CLWA, Poccum, 3anagHon u BocTouyHon EBponbl, KOro-BoCToO4YHOM
A3nun. Takum obpasoM, B OTIMUME OT CeTeN OnepaTopoB XOCTUHra (ocobeHHO, BUPTyanbHoro), cetb Obnaka
MapTHepa CNpPOeKTMpPOBaHa B pacyeTe Ha 3KCTPeMalibHble HarpyskuM, M aTaka? Ha OOWH W3 Pecypcos,
3awmwaembix Obnakom MapTHepa, HUKAK He BAMSeT Ha paboTocnocobHOCTb APYrnx 3alMLLaeMbiX pecypcos
(cavitoB, WEB-npunoxeHuin). B pamkax Ycayru «3awuta Beb-npunoxeHun» O6nako [MapTHepa
obecneumBaeT Kak npotmBopencTeme DDoS-aTtakaM, Tak M 3alUMUTYy OT XaKepPCKMX aTak, HanpaB/IEHHbIX Ha
aKCnayaTaumio ya3BMMOCTEN CEPBUCOB 3aKa3ymKa.

1.5. Ycnyru no dunbTpauum Tpadwuka 3akn4yatoTcs B O0ObABNEHWM CEPBEPOM WM BUPTYaslbHOM MalMHOWM
3akas4yunka punbTpytowero Obnaka MapTHepa NyTeM BHECEHUA COOTBETCTBYIOWMX 3anncen B onmcaHme DNS-
30Hbl, K KOTOPOM MPUHALNEXUT CepBep UM BUPTyanbHasa MalwnHa 3akasduka. Ha ¢punbTtpylowem Obnake
MapTHepa nNpoucxXogouT NocnefoBaTesibHOe  BbiMOJIHEHME  CNeAylWwMx  onepauMn  C  OaHHbIMMU,
nepepasaeMbiMn Ha cepsep ¢ FQDN cepsepa 3akasuyuka:

. npuemMm nepepaBaeMblx Ha FQDN cepBepa (MnM BUPTYaslbHOW MalWHbl) 3akas4yMKa, Ha KOTOPOM
OYHKLMOHMPYIOT ero 3almaemblii CEpPBUC, 3aNPoCcoB (MpreM BxoasaLwero Tpaduka);

. aHaNun3 CTPYKTYpPbl 3aNpoCOoB (aHanM3 BXOAALWeEro Tpaduka) Ha NpeaMeT HalMYymnsa NocnefoBaTe/IbHOCTEN
LaHHbIX, CNOCOBHbIX NOBNEYDL HEKOPPEKTHOE DYHKLMOHNPOBAHWE 3alMLLAEMOrO CepBMCA 3aKas3umnKa;

. OTCEYEHME 3anpoCcoB, COAEPXAWMX NOCNefoBaTeNbHOCTM [LaHHbIX, Hapylalwme KOPPEKTHOe
OYHKLMOHMpPOBaHMe 3aLLMLLLAEMOro CepBMca 3aKa3umnka (o4ncTka Bxopsawero Tpadmka ot BpeLoHOCHOM
cocTaBnaloLWen);

. nepeHanpas/eHne BXxogawero Tpadmka, OYMLLEHHOTO OT BPEOOHOCHOM COCTaBAAoWen, (TerMTMMHOro
Tpadwmka) Ha peanbHbin IP-agpec cepsepa WAW BUPTYaSibHOW MalUMHbl 3aka3ymMkKa, Ha KOTOPOM
DYHKLMOHMPYET ero 3almLaemMblin CepBuC.

1.6. Mocne nogkntoyeHns Ycnyrm «3awmTta Beb-npunoxeHnin (Qrator)» Tpaduk 3akasuymka MOCTOAHHO, BHe
3aBMCMMOCTU OT HanMuMa aTaku, NocTynaeT B ceTb obnaka MapTHepa M aHanuM3npyeTtca UM. JIErMTUMHbBIN
(«ounLLLeHHDbIN») TpadUK nNepeHanpaBAseTcs Ha 3allMliaeMblii cepBuUC (CalT) 3akasuuKka, pasMellaeMbli B
MHbpacTpykType. Takasa cxeMa paboTbl no3BonsdeT yanam dunbtpaumn MapTHepa chopmumpoBatb Npodunb
TpaduKa, KOTOPbIN SBNAETCS HOPMOM AN KaXAOoro cepeBuca 3akasumka B OTLENbHOCTU, U B ciydae nobbix
OTK/IOHEHMW pearMpoBaTb Ha 3TO.

1.7. Mepenaya NernTUMHOro (ouunLLleHHoro) Tpaduka otT O6naka MapTHepa 0o MHbPacTpyKTYpbl OCYLLECTBNAETCS
C UCMONb30BaHMEM BbIAENEHHOro ONTUYECKOro KaHana CBA3MN, OpraHn3yeMoro 1 nogaepXMBaeMoro cunamu
NcnonHutena u TMapTHepa. YKasaHHbIA KaHan M301MpoBaH OT ceTu WHTepHeT M nocTtpoeH Ha 6ase
pPe3epPBUPOBAHHbIX ONTUYECKUX NINHUIA CBA3U.

13pecb v panee no TeKCTy AOKYMEHTa Moj «CepBMcamMmu 3akasumka» noapasymMeBatoTcs nobble cepBUChl, AOCTYMHbIE Mo npoTokony HTTP, HTTPS unu
WMHbIM NPUKIAAHbIM NPOTOKONAaM, NOABEPXKeHHbIM DDoS-aTakaMm, B TOM Yncne, HO He orpaHuiymBasacb WEB-canTamu, VIHTepHeT-MarasanHaMm 1 npoYmMmn
WEB-cepBuncaMn 3akasuumka.

2 3pech U ganee no TEKCTY AOKYMEHTa Noj «atakamu» nogpasyMmesaercsa nobas U3 atak, ykasaHHbix B n.1.1. u/ unum n. 1.2. Mpunoxenusa N2 1.5., ecin
KOHTEKCT HE COAEPXXUT NPAMO YKa3aHHOro 3HaYeHus.
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1.8.

1.9.

1.10.

1.11.

Ina obecneyeHna Bo3MOXHOCTU paboTbl WAF B cocTaBe ycnyru «3awuTa Beb-npunoxxeHmin (Qrator)»
HeobxoauMa nepepada M 3arpyska B O6nako [apTHepa 3akpbiTbiX KA4Yen wudposaHma SSL/TLS,
MCMNONb3yeMblX 3aKa3yMKOM A OpraHu3auum 3alMWeHHOro [ocTyna K MX carlTaM C MCNOSb30BaHUEM
npotokona HTTPS.

O6uLaa apxmuTeKTypa pelleHnsa Ycayru npusegeHa Hmke Ha Puc.1:

Mepepaya xypHanos goctyna

AsToMaTH4ecKoe (hopMMPOBaHUE CIUCKOB
shapsp Ha y3nbi ouncTku AntiDDoS

AOCTYyNa Ha OCHOBE NOBeJeHYecKOoro aHanusa

OumuieHHbIN TpadmK

Bupryanuuuii LIO Knwewra

Anti-DDoS+«—§———+—— g

HTTPS CEPBEP KIMEHTA

iifi: SberCloud

BoiaeneHHbIi onTYecknin
KaHan cBssu

I': SberCloud

Puc.1. Obiyasa apxuTeKkTypa peLueHnsa Ycayrm

B cocTtaBe Ycnyru «3awmTta ot DDoS-aTak (Qrator)» ocyuwecTtenaercas:

e OOKI/TOYEHME K YCIyTe;

e dunbTpauma Tpadpuka oT DDoS-aTak Ha BCEX YPOBHSX;

e dunbtpauma HTTPS-Tpaduka or DDoS-atak Ha NpuMKIagHOM YPOBHE Mpu YyCNOBUM NpPenocTaB/eHus
(packpblTMA) 3aKa3uMKOM 3aKpPbITbIX Ktoven wudpoBaHua SSL/TLS ona ux 3arpy3ku B obnako MNapTtHepa;

e [MepeBof CepBMca 3aKasuymKa Ha mcnonb3oBaHWe npoTtokona HTTPS® ¢ ncnonb3oBaHWeM GecnnaTHbIX
3aKpbITbiX KNtoUen wudpoBaHua SSL/TLS ot Let’s Encrypt, 3arpy»aembix B O6nako MapTHepa;

e repepada ouvyumuweHHoro Tpadpuka ot Obnaka lMapTHepa [0 pasMewaemoro y McnonHutens cepsuca
3aKas4ymnka C UCrnonNb3OBaHMEM BblAENEHHOIO ONTUYECKOrO KaHana cBs3un;

e OGanaHcupoBka Tpaduka cepBMca 3akasumka w™Mexgy ysnamm Obnaka [lapTHepa, a panee -
pacnpegeneHve Tpaduka Mexapy cepBmcaMm 3akasuuka, QyHKLMOHMPYOWUMN B MHGpacTpyKType, no
onpegeneHHoMy anropuTMy;

e MOHWUTOPWHI NPOM3BOJMUTENIBHOCTU 3aLUMLLAEMOro CepBMca 3aKa3uymKka C ONOBELEHMEM MO INEKTPOHHOMN
noyTe 0 BO3HMKaWmMx npobnemax B ero paboTe;

e [pepfocTaBneHne 4oCTyna K CUCTeEME MOHUTOPUHIa TpadurKa B pexxmmMe peanbHOro BpeMeHu NocpencTsoMm
JTnyHoro KabuHeTa;

e cHbop 1 oTo6parkeHne noapobHON CTaTUCTUKK Mo TPaduKy cepBuca 3akasumka B JINUHOM KabuHeTe;

e pepnocTaBieHne exxeMecsiyHbIX NoapobHbIX oTY4eToB 06 MHUKMAEeHTax B dpopmaTe PDF.

Ona nogknoyeHunsa ycnyrm «3awmTta oT DDoS-aTak (Qrator)» 3akasuuk go/HkeH BblbpaTbh TapudHbIM NaH Ha
OCHOBaHWW nNpeanosaraemMol MoJlocbl BPeAOHOCHOro TpadwuKka, rapaHTUPOBAHHOW  AOCTYMHOCTU
3alMLLaeMbIX CEPBUCOB M HEOOXOOAMMOMN AOMNONHUTENbHON PYHKLNOHANBHOCTU:

HaumeHoBaHue TapudHOro niaHa Professional Business Corporate
Monoca GunbTpaumn BPELOHOCHOro 10 F6uT/cex 50 r6uT/cek 500 r6uT/cex
Tpaduka
[Monoca nerunTMMHoOro Tpadmka 10 M6wuT/c
FapaHTMpOBaHHasA JOCTYNHOCTb PECYPCOB 97% 99% 99,50%
Tapudununpyembliin Tpadmk NEernTUMHBbIN
®dunbtpauna HTTPS ¢ wucnonb3oBaHueM

. BKJ1IOUEHO
npMBaTHbIX KTOYeln 3akasuymka
O :
pepocTaBneHve cepTudmrKaToB Let's BKIIOYEHO
Encrypt

3 BXOAWT BO BCe TapudHble niaHbl Yeiyru (6e3 camocToATeNbHOM TapuduKaumm).

3B cnydae ecnu paHee A8 [OCTYNa K 3aWwmuiaeMoMy cepeucy (canTy) 3akasumka UCnosb3osanca npotokon HTTP.
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1.12.

1.13.

AKTWBHas NpoBepKa AOCTYNHOCTM MAOWAA0K
He NpefyCcMOTPEHO BK/TIOYEHO

3aKa3uumka
®dunbtpaums HTTPS 6e3 ucnonb3oBaHuA

. He NpefyCcMOTPEHO BK/TIOYEHO
NPUBATHbIX KtOYen
LocTtyn K API He NpefycMOTPEHO BKJ/THOYEHO
MpaMoe nNOAK/YEHME B CYLLECTBYOWMI
cTbiK ¢ MIHbpacTpykTypon yepe3 QDC (Qrator He NpefyCcMOTPEHO BKJTIOYEHO
Direct Connection)

bazoBas 6anaHcMpoBKa OYULLEHHOTO
Tpaduka Mmexpay IP-appecamn (He 6onee oByx
ancTpMmoB no anropmtmy Round-robin)

BKNIOYEHO

banaHcMpoBKa O4YMLLEHHOrO Tpadurka Mexay
IP-agpecamun 3aka3umka nocpepctsoMm QLB
(Qrator Load Balancing)

He NpeaycMoTpeHo

NUEH3npyeTCa AONOSTHNUTENbHO

3awmta Websockets (npokcupoBaHue TCP NnueH3npyeTca BKITIOYEHO
COeNHEHUN) LOMONTHUTENTbHO
MogkntoyeHne K NHdpacTpykType
A bpactpykTyp nuueH3npyeTca

NnoCpeacTBOM aHOHCa CeTeBbiX MNpeduKcoB He NpefyCcMOTPEHO

LOMONTHUTENTbHO
3aka3yumka no npotokony BGP
MpepocTaBneHne BblOENEHHOrO MopTa Ha
obopynoBaHuK McnonHutens ans He NpeaycMoTpeHo nuueH3npyeTca
opraHusaumm BOJIC QDP (Qrator Dedicated peny P OOMONMHUTENBHO
Port)

nuueHsnpyeTca
®dunbTpauma Tpadmka No reozoHam He NpefyCcMOTPEHO

LOMOSTHUTENTbHO

B cocrtaBe VYcayru «3awuTta Beb-NpUIoXKeHUN

T

apudnKaummn:

(Qrator)» ocyuwecrensetrca 6e3 CaMOCTOATENbHOM

aKTUBHOE CKaHMPOBaHWe cepBmMca 3axkasumka Ha HanMumne ya3BUMOCTEN YPOBHS MPUIOXKEHUI, KOTOpble

MOTYT NPUBECTU K €ro B3/IOMY;

npegocTasieHe oT4eToB 06 OBHApPYXEHHbIX YA3BMMOCTAX YPOBHA MPUIOXEHMI cailTa 3aKa3uuka C

pekoMeHgaunaMm no nx yCTpaHeHuio;

npepocTtaBneHne ycnyrmu «Virtual Patching» B oTHoweHWM cepBuca 3akasyMKka C aBTOMATUYECKUM
OTC/IEXXMBAHMEM COCTOSAHUSA YA3BMMOCTM 4O MOMEHTA €€ YCTPAaHEHMS 1 KOHTPOIEM KayecTBa YCTPaHeHUs

YyAA3BUMOCTEN;

3aWmMTa cepemuca 3akasuuka OT aTak-nepebopa (6pyTdopc naponen U T.4.) - BKAKOYAETCA Mo 3anpocy

3aKasumnka);

OCYLLECTB/IEHME aKTMBHOM MNPOBEPKU Yrpo3 13 TpaduKa Ha CePBUCHI 3aKa3umnKa;
$hopMMpOBaHME MEPUOANYECKUX OTHETOB.

Ona noakNoYeHnsa ycnyrmn «3almTa Bed-npunoxeHuin (Qrator)» 3akasuymk AoMHKEH BbIOpaTb TapudHbIM nnaH
Ha OCHOBaHWM HeobxoanuMon eMy PYHKLMOHANbHOCTU:

HanmeHoBaHue
TapudHOro naaHa

Elementary WAF

Advisory WAF

BrnokupoBaHue atak brokupyloTca oTaenbHb!

Ie Bpe4OHOCHbIe 3anpocChbl 1 OTBETHI

cnocobamu:
e BbisBneHune
napamMeTpoB

Bo3MoykHble cnocobbl o BbiaBNEeHME

ATaku BblABIAKOTCA cnegyrouwmnmmm

atak Ha YpOBHe
HTTP npoTtokona

BHYTPW 3anNpoOCOB 1 OTBETOB

npuM3HaKkoB  aTak

06Hapy)Keva aTak BHYTPU B/1OXKEHHbIX OaHHbIX,

e BbigBneHumne

HaCTPOMKM
NPUIOXeHns)

nepefasaeMbixX B 3anpocax

nepebopHbIX aTak

(BK/IlOU@ETCA MO 3anpocy, eauHble

ona BCero

ATaKu BbISIBNSIOTCA cnedylownMm cnocobamu:

e BbiiBfieHMe aTak Ha YypoBHe MNapaMeTpoB
HTTP npoTtokona

BbisBNeHMe  NpPWU3HaKoB  aTak  BHYTpU
BNTOXEHHbIX AAHHbIX, NepefaBaeMbiXx Kak B
3anpocax, Tak U B OTBeTax

BbiiBNieHMe MpPW3HaKOB aTak Ha YpoBHe
OTAENbHbIX  NIOTMYECKUX  OEeNCTBUR B
NPUIOXKEHUN C BO3MOXHOCTbIO (BKNtOYaeTcs
no 3anpocy, HacTpamBaeTca B paMKax
LOMNOSNHUTENbHOW YTy MO OBHApPYXEHUIO U
6N10OKMpPOBaHMIO CETEBbIX aTak)

BbiiBNeHMe aTak Ha YPOBHE OTAENbHbIX
ceccum nonb3oBartenen n KOHTPO/b
aBTOpM3auMM 0N PecypcoB C HU3KOW u
CPefHen HarpyXXeHHOCTblo (BKtOYaeTcs no
3anpocy, HacTpaunBaeTcs B paMKax
LOMNOSMHUTENBHOW YTy MO 0BHAPYXEHMIO U
6N1OKMpPOBaHMIO CETEBbIX aTak)

BbisBneHve nepebopHbIX aTtak Ha YpOBHe
OTAENbHbIX NIOrNYECKMX LencTeum
(BkNlOYaETCH MO 3anpocy, HacTpauBaeTcs B
paMKax  [OOMOMHWUTENbHOW  yciyru Mo
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OBGHApPY)XeHNIO U BNOKMPOBAHUIO CeTeBbIX
aTak)

e BbiBneHne 6OT-aKTMBHOCTK (BK/IOYaETCs Mo
3anpocy, HacTpaunBaeTca B paMKax
LOMOMHUTENBbHOM YCITYTU MO OBHAPYXXEHUIO U
6/710KMPOBAHMIO CETEBbLIX aTakK)

XpaHeHue gaHHbIX

CoxpaHatoTca cobbITnA
6esonacHocTy, a Takxe
BPeLOHOCHbIE 3anpoChl U OTBETHI

CoxpaHatoTca cenyowmne aaHHble:

e cobbiTnA 6Ge3onacHoCTH

e BPELOHOCHbIE 3aMpPOChl U OTBETHI

e NIErMTUMHbIE 3aMpPOChl U OTBETbI B PaMKax
npuobpeTeHHOro o6bemMa XxpaHunumLia

e Ba)XKHble NIOrMYyecKne AencTems (orpaHMYeHo
NPMoBpPeTEHHBIM 06BEMOM XPaHUINLLA,
BKJ/1OYAETCA MO 3anpocy, HacTpaMBaeTcs B
pamMKax [ONONHUTENbHON YCNYrK No
0BHapyXeHMo U BTOKMPOBAHUNIO CETEBBIX
aTak)

Loctyn K uHTepdeicy
ynpaeneHus SolidWall
WAF

Hoctyn K JMYHOMY KabuHeTy C
6a30BbIM hyHKLMOHaNOM.
MNoppepxuneatorcsa cnepywowme
dyHKUMK:

e [lawboppbl MOHUTOPUHTA

e OTOGpaXkeHne cobbITUM
6e30nacHOCTM C NOAAEPKKOM
rpynnMpoBKOM

e OTO6paXkeHne xypHana
3a6/10KMPOBAHHbIX TPAH3aKLMA

LocTyn K NMYHOMY KabMHETy C paclUpeHHbIM
dyHKUMOHaNoM. Mopnep)KMBalOTCa cnepylowme
QyHKLUK:
e [awbopabl MOHUTOPUHIA
e OTOGpaXkeHMe cobbiTUiN 6e30nacHOCTM C
noanep)XKom rpynnnpoBKom
e OTOGpaXkeHue XXypHana 3abnOKMPOBaHHbIX
TpaH3aKuumn
e BO3MOXXHOCTb BKJ/IKOYEHMSA/ BbIKOYEHNS
3alWMTbl U NOAABNEHNS NOXHbIX
cpabaTbiBaHUM

MpepocTaBneHune
BO3MOXHOCTU UHTErpaummu
SolidWall WAF c
BHELWHUMU CUCTEMAMU

He npepycMoTpeH

MpenocTaBnaeTcs BO3MOXHOCTb MHTErpaumm c
ncnonb3oBaHMem MexaHuamos SYSLOG wnm
REST API (Bknto4aeTcsa no 3anpocy)

MpepocTasneHune
dBTOMaTU3MPOBAHHbIX
oT4yeToB

MpepocTaBnaOTCA cnepyowme Buabl
OTYEeTOB:

e PeryngapHble
aBTOMATM3MPOBaAHHbIE OTYETHI
(HacTpamBatoTCca no 3anpocy)

e OQHOKpaTHbIE
aBTOMATM3MPOBAHHbIE OTYETHI
(NpepocTaBngaTCa Mo 3anpocy)

MpepocTaBNAalTCA cnegyowmne BMabl OTYETOB:
e PerynapHbie aBTOMaTM3MPOBAHHbIE OTYETHI
(HacTpauBatoTCca no 3anpocy)
e OQHOKpPATHblE aBTOMATM3MPOBAHHbIE OTYETHI
(NpepocTaBnaTCA MO 3anpocy)

KoHcynbTMpOoBaHue no
BOMPOCaM UCMNO/b30BaHMA
Ycnyr WAF

KoHcynbTMpoBaHMe 3aka3yumka no
cnegyoLlmM Bonpocam:
e 1Cnonb3oBaHWe 6a3oBOro
dYHKLMOHaNa NMYHOro KabuHeTa
e PA3bACHEHMSA NO
3a6/10KMPOBaHHbBIM 3aMpocam

KoHcynbTMpoBaHMe 3akasumka no chefylowmm
BOnpocam:
e 1CNonb30oBaHMe 6a3oBoOro GpyHKLMOHaNa
NMYHOro KabuHeta
e Pa3bACHEHMS No 3a6/IOKMPOBAHHBIM
3anpocam
e MHTErpaumsa C BHEWHUMN CcUCTEMaMM C
Mcnonb3oBaHMeEM MexaHnamoB SYSLOG unu
REST API

Ycnyru 6a3oBoi
TEXHUYECKOW NOALEPXKKM,
oKasbiBaeMble Npu
NoAaKMIoYeHUN
(BbINONHAIOTCA C
npuMeHeHneM
MaLlUUHHOro obyyeHus)

Mpwn NoAK/OYEHUN ycnyru
oCyLlecTBnaTCA cnepyowme
HACTPOMKMU:
e HacTporka napaMeTpoBs
npoTokona

e [MofaBneHme NOXHbIX
cpabaTbiBaHMi

o DUNbTPALMUA CTAaTUYECKUX
pecypcoB

e [nobanbHas HacTponka mopyns
npoTuBOAEeNCTBMA NnepebopHbIM
aTakaM (no 3anpocy)

MpyY NOAKNIOYEHUN YCNYrM OCYLEeCTBASKOTCA
cnepyloLiMe HacTPOMKMU:

e HacTpoiika napamMeTpoB NpoTokona

e MopaBreHne NoXHbIX cpabaTbiBaHUM

e DUNbTPaLMA CTaTUYECKUX PECYPCOB

e [NobanbHaa HacTporika Moayns
npoTuBoaencTBMa nepebopHbIM atakaMm (Mo
3anpocy)

e ABTOMaTU3MpPOBaHHAsA pPa3MeTKa JIOrMYecKkux
OencTBUi (B LeNnax NoaaBieHMsa TOXHbIX
cpabaTbiBaHMUI)

e [nobanbHas HacTpovKa MoAyNs KOHTPONS
CeCccui 1 3aWmThl OT aTak Ha aBTOPU3aLMI0
(Mo 3anpocy 1 ecnun He NpeBbllleHa
LONyCTUMan Harpyska)

Ycnyru 6asoson
TEXHUUYECKOW NOALEPKKHM,
OKa3blBaeMble B npouecce
aKcnayaTtauum SolidWall
WAF

e nognep)kaHne paboTocnocobHOCTM M ycTpaHeHue owmnbok B pabote SolidWall WAF B

MHPPaCTPYKType 3aKasuymka

e 06HoBNeHue Bepcuit SolidWall WAF B nHdbpacTpykType 3akasumka

npepoctaBneHne 3akasumnky foctyna K uHtepdency ynpasnexHuns SolidWall WAF ons

OCYLLECTBIEHMA MM CaMOCTOATENbHOM HAaCTPOMKM, @ TaKKe KOHTPOoNA

paboTtocnocobHocTM SolidWall WAF

e NpenocTaB/ieHMe 3aKa3umKy BO3MOXKHOCTU MHTerpaumnm SolidWall WAF ¢ BHeWHMMM
MHPOPMaALNOHHBIMK CUCTEMAMM A/ OCYLLECTBIEHUA UM CAMOCTOATE/IbHOM
HaCTPOMKU, a TaKXe KOHTPona paboTtocnocobHocTn SolidWall WAF
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1.14.

1.15.

1.16.

2.1.

e KOHCynbTMpoBaHMe 3aka3zymKa No BONpocaM U agMnHucTpmpoBaHunsa SolidWall WAF

TexHUUeckue XxapakTepucTuku Obnaka MapTHepa:

6onee 1000 MGUT/C NacCMBHOM NOAOCHI NPONYCKAHMA - AeTEPMUHUPOBAHHaA obpaboTka IP-nakeToB 6e3
ycTaHoBneHus TCP-coegnHeHuns;

6onee 500 TI6GuT/c aKTUBHOM MONOCbI MNpOMNyCcKaHMa - Kaxpoe Bxogsawee TCP-coeguHeHue
obpabaTbiBaeTCa U aHaNn3npyeTcs;

<5% noxkHblx cpabaTbiBaHUI B npouecce oTpaxeHua DDoS-aTtaku;

BpeMs 06y4YeHMs CETM OT MOMEHTA NOLKJ/IIOYEHNSA HOBOIO 3aKa3ymMKa - MeHee 2 YacoB:

B 33% cny4aes - 0O 4 MUHYT;

B 60% cny4aes - OT 5 MUHYT Ao 1 yaca;

BpeMsa cTapTa GunbTpauMm aTakm Ha «obydeHHOM» Tpaduke — B 80% cnydaeB 00 2 MUHYT OT Havana
aTaku;

pobaBneHHoe BpeMsa 3aepXXKu Npu NpoKcupoBaHum Tpaduka - ot 0 go 100 mMc. B cnyyae npokcnpoBaHua
HTTP-Tpaduka B cuny ucnonb3oBaHua persistent HTTP-coegMHeHMn C 3aWMUL@eMblM CEPBUCOM
BO3MOXEH MPUPOCT CKOPOCTN PaboThbl 3alLMLLLAEMOro CEPBUCA;

onuMoHanbHasa GanaHCMPOBKA OYMLWEHHOro Tpaduka Mexny 3K3eMnnapamMu cepBuca 3akasuymka Ha
OCHOBe anropuTMoB: primary-backup, round-robin, iphash, a Takxxe B GMKCMPOBAHHbIX NPONOPLUAX;
KONMYECTBO 3alUMLLAEMbIX CEPBMCOB 3aKa3uMKa - HEOrPaHUYEHHO.

Ona nogkntouyeHuna kK Ycnyre 3aka3umky Heob6XxoaAnMMO CaMOCTOATENbHO:

NM3MeHUTb A-3anuncb, COOTBETCTBYHOLLYIO AOMEHHOMY MMEHMW 3allMLLaeMOoro cepBuca, B ceoet DNS-30He,
4YTOObI OHA YKa3biBana Ha BblAeNeHHbI 3ToMy cepBucy IP-agpec B O6nake MapTtHepa (Qrator-1P);
HacTpouTb MexceTeBol 3kpaH (firewall) gna 3anpeta xoxpeHua Tpaduka Ha IP-agpec 3alunlLaeMoro
pecypca c Nto6bIX BHEWHMX afpecos, KpoMe y3n0B MNapTHepa;

HaCTPOUTb CePTUPMKATbI AN OYMCTKU WKdpPOBaHHOro TpadumKa.

Ycnyru LOCTYMHbI TOMbKO AJ1S CEPBUCOB 3aKasuunka, GyHKUMOHMPYOLWKMX B MHDpacTpyKType.

2. METPUKWN YCITYTHU

bazoBasa GYyHKLMOHANBHOCTb M MEeTPUKK YCNyr npeacTtaBneHbl B Tabnuue 1.

Tabn. 1. MapameTpbl NpegocTaBasemMbix Ycnyr

HaumeHoBaHue TapuduumpyeMble
Yenyru R ——— XapaKTepuCcTUKU U MeTpUKU [onycTuMble 3HaYeHus
Tapud ABoHeHTCKada nnaTa no Tapuoy Professional, Business, Corporate
3awmaeMblit LoMeH OononHuTenbHbIM Qrator-IP ot 1 n 6onee

NeruTUMHbIN - TpaduK  cBepx

ot 1 Mbut/c
BKJIIOYEHHOrO B Tapuad
MpeponnayvyeHHas nonoca 10, 50, 100, 200, 300, 400, 500
. cBepx Tapuda MéuT/c
JleruTumMHbIM Tpadmk
3awmTa oT 60TOB ot 1 MéuT/c
MNpegonnayeHHas nonoca 10, 50, 100, 200, 300, 400, 500
3aWwmTbl oT 60TOB M6uT/c

PunbTpaums HTTPS Ges Tonbko Ha Tapudax Business,

MCNONb30BaHUSA NpUBaTHbLIX
3awmTa ot DDOS- . Corporate
Kntouen
aTak (Qrator)
3awmTa WebSocket
(npokcmnpoBaHue TCP | Ha Bcex Tapudax
COEeAUHEHUI)
MopknioyeHne Mo MPOTOKONY
Onuun BGP
NoaK/YEHNS
Mpsmoe nopktoYeHne B
CYLLEeCTBYOLWNM CTbIK d
MHPPaCTPYKTYpOWn Tonbko Ha Tapude Corporate

WNcnonHutena QDC  (Qrator
Direct Connection)

BbloeneHHbIn nopt Ha
obopynoBaHun
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3.1.

4.1.

5.1.

5.1.1.

5.2.

5.2.1.

5.3.

5.3.1.

Punbtpauns TPaduka no Tonbko Ha Tapude Corporate
reo3oHam
JononHuTenbHble AKTMBHaRA nposepka
onuuu AocTynHoCTH MAOWAROK | Tonpko Ha Tapudax Business,
3akasuuka Corporate
LOocTtyn K API
He 6onee gByx ancTpuMoOB Mo
banaHcupoBka anroputMy Round-robin Ha Bcex Tapudax
OYULLEHHOTO
Tpaduka mexay IP- . i
pag ny Qrator Load Balancing Tonbko Ha Tapudax Business,
agpecamm Corporate
= o . . DNS10, DNS10+, DNS100,
OTKa30yCTOMYMBLIN | OTka30ycTONUMBbLIN DNS DNS100+

DNS

Tapud

ABoHeHTCKana nnarta no tTapudy

Elementary, Advisory

3aWnLaemMblin JOMeH

[ononHuTenbHblin pgoMeH/Beb-
npunoxexHve

ot 1 1 6onee

3awpyra Be6- NlerntumMHbIn ~ Tpaduk  cBepx
npunoxeHun (Qrator) P P ot 1 MéuT/c
BKJTIOYEHHOTO B Tapud
n .
eruTUMHbIA TPAGuK MpeponnayeHHasa nonoca 10, 50, 100, 200, 300, 400, 500

cBepx Tapuda MéuTt/c

3. TAPUOUKALINA YCIYTU

Ctatnyeckaa Tapudukauma (Allocation). BenumumHa exemMeca4yHOro nnatexka 3a Nosb3oBaHuMe Ycnyromn
onpepenaeTcs B COOTBETCTBMM C NapaMeTpaMmn 3anpoLeHHON YyCnyru.

4. OrPAHUYEHUA

TexHU4YecKkme acnekTbl PaboTbl cMcTEMbl GUAbTPaLUn TpadburKa, 3a HecobnogeHne KOTopbix MicnonHuTenb He

oTBeYaeT,

M npu HecobnopgeHnn KoTopbix McnonHuTenb He MOXeT rapaHTupoBaTb obecneyeHue

3a9B/IEHHOr0 YPOBHA KayecTsa ycayr no punbTpaunmn tpaduka:

ansa uenen dunbTpaumm Tpaduka npennonaraeTcs, YTO OaHHble M3 ceTu VIHTepHeT nepepatnTca He
HenoCcpeaCcTBEHHO Ha IP-agpec cepBepa UM BUPTYaNbHOM MalMHbl 3aKa3yuMKka, a Ha agpec, MMetowmin
FQDN cepBepa nnu BUpTyasbHOM MallMHbl 3aKa34ynka;

B CNydYae, ecnu cepBep WM BMPTyasibHas MallMHA 3aka3uuka, ans obecnedyeHus cTabunbHOCTU M
6ecnepebonHOCTN PaboTbl KOTOPOro MOAKJKOYEHDI YCAYrKM No punbTpaunm Tpaduka, byneTt cnocobeH
npMHUMaTb BXopAWMA Tpaduk OT Ntobbix cepBepoB B CeTU MHTepHeT, MCNonHWTEeNb He MOoXeT
rapaHTMpPOBaATb OKasaHue ycnyrn no dunbtpaumm Tpaduka B 3anpawmMBaemMoM obbemMe OO MOMEHTA
nonHoro obHoBneHua DNS-3anucei o6 appecax CepBepoB 3alMWAEMbIX LOMEHOB BO BCEN CETU
NHTepHeT;

LN UCKNIOYEHUa cuTyauum obpaboTku cepBepoM 3akasuyMka BPeQoHOCHOro BxogAaulero Tpaduka Ha
cepBepe MAM B TeHaHTe 3akasuymka [Oo/KeH ObiTb BKAKYEH WM pPa3BepHYT MeXCeTeBOW 3KpaH
(firewall), 6nokupylowmnn nwbon BxooaAwMn TpaduK, KPoMe BXOoOAWEero Tpapuka C KOHKPETHOro
cepBepa NcnonHutensa;*

ONA CHUXXEHUS KONMYECTBa BPEeAOHOCHOro Tpaduka, bnokmpyeMoro mexcetebiM akpaHoM (firewall)
3aKa3uMka, a COOTBETCTBEHHO, ONA CHWKEHUS HarpyskuM Ha CcepBep WAM BUPTYANbHYO MallMHYy
3aKa3umka, 3aKasunk obs3aH nNpepnpuHATL Mepbl MO COKPbLITUIO (HepasrnaweHuto) GaktTuyeckux IP-
afpecoB CepBepOoB M BUPTYasbHbIX MalWH, ANa KOTOPbIX ocywecTBnseTca dunbTpaumnsa Tpaduka.

5. MHbIE YC/10BUA, MPUMEHUMBbBIE K YCNYTAM

Bo3MOXHble BMUAbl MOAKNIOYEHUS [ UBMEHEHUSA [ OTKIIIOYEHUA Yenyr:
nocpencTBoM nognucaHns 3akasa.

Bo3MOXHbI NOPAAOK pacyéToBs no Ycayram:
MocTtonnara.

Bo3aMoxkHble cnocobbl onsaTtbl / NOPAROK NonoaHeHusa 6anaHca:
onnata B 6e3HanM4yHOM nopagke Ha OCHOBaHWMKM BbICTaBNEHHOIO McnonHutenem cyéTa.

4 B cnyyae 3aliuTbl BUPTYasibHOM MaluHbl, Ppa3MellaeMoit B TeHaHTe 3aKa3ymka Ha 6a3e MHPPacTPyKTypbl, B Ka4eCTBe COOTBETCTBYIOLLENO MEXCETEBOrO
akpaHa (firewall) MoxeT 6bITb MCMOMIb30BaH M COOTBETCTBYIOWMM 06pa3oM HacTpoeH Edge Gateway.
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