000 «O6nauHble TexHonornn» +7 (495) 260-10-82 laaS_B

& SBER

Cloud technology Limited (Ltd.) www.sbercloud.ru Bepcua 220520

MPUNTOXXEHWE Ne¢ 1.0.
K [lorosopy

1.1.

1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

1.8.

1.9.

1.10.

1.11.

1.12.

1.13.

1.14.

1.15.

1.16.

1.17.

OBLUEE OINMNCAHWE N YCITOBUA MPEOOCTAB/TIEHNA YCITYT

1. TEPMWHbI N COKPALLEHNA

AKKayHT

BupTtyasnbHasa MHGPacTpyKTypa

BuprtyasnbHaa namMars (VRAM)

BupTtyasibHoe AUCKOBOE MPOCTPaHCTBO
(vHDD)

BuptyansHeii npoyeccop (vCPU)

BuprtyanbHbivi cepsep (BuptyasibHas
MawwnHa, BM)

BuptyanbHeii LleHTp ObpaboTku LaHHbix
(BupryansHbivi 4O, BLOLA)

BbigesnieHHbIv cepBep

(Bare metal)

Bbie/1eHHBIM CEPBED roTOBOU
KOH@urypaymm

Bbige1eHHbIV CEPBEP MPON3BOSIbHOMN
KOH@urypaummn

UHPopMaymnoHHas 6€30nacHocTe
(11B)

Knacrep

Konn4yecrtso onepaumnii BBoaa/BbiBoOAa
(Input/Output Operations Per Second,
/0OPS)

KOHTeHT

Bucket

JIn4Hbivi KabuHer
SberCloud CON

MawuHHoe u riybokoe obyyeHue

XpaHuMaa B cucTeMe MCNONHUTEeNs COBOKYMHOCTb AAHHBIX U
HacTpoek ansa GyHKLMOHMPOBAHMA YCyru y 3aKasuuka.

BUMPTYaNbHbI  aHanor TpaguumoHHonm UT-nHbpacTpyKTypbl
opraHusaunu, pasmelleHHbl B O6nake SberCloud.

COBOKYMHOCTb 3HEPr03aBUCMMOM YaCTN CUCTEMbI KOMMbIOTEPHOM
namMaTu, B KOTOPOM BPEMEHHO XPAaHATCS AaHHble U KOMaHApbl,
HeobxopuMble MNPOLLEeccopy [ANS BbINOJHEHMS MM  onepauuu,
MMelwWwas BO3MOXXHOCTb paboTaTb B M30/IMPOBAHHOW ppyr OT
apyra cpepge.

YXECTKUI AUCK BUPTYanbHOW MawWwmnHbl, 6104HOE YCTPOMCTBO.

4acTb NPOLLECCOPHON MOLWHOCTU MHPPACTPYKTYpPbI, BbiaensaemMom
LN BUPTYaNbHOW MaLlWWHbI.

BMPTyaNibHblA aHanor GU3MYECKOro cepeepa, ABASOWMIACA
COBOKYMHOCTbIO BMPTYanM3npoBaHHbIX BbIUNCANTENbHbIX
MOLWHOCTEM Mpoueccopa, OnepaTMBHOM MaMATM, OWCKOBOro
MpoCTpaHcTBa W ceTu, O6beAMHEeHHbIMM B JIOTUYECKYD U
ABTOHOMHYIO AYEWKy.

COBOKYMHOCTb PecypcoB (mpoueccopa, onepaTMBHOW NaMaTH,
OWCKOBOTrO  MPOCTPaHCTBa, CceTei), MPeaoCTaBfEHHbIX B
nonb3oBaHMe 3aKasuyuKy M MpegHasHayeHHbIX ONA COo34aHua U1
6ecnepebolHOro GYHKUMOHUPOBAHUA OOHOro WAW  Fpynnbl
BUPTYaNbHbIX CEPBEPOB.

dur3MYecKnin cepeep, NpUHaAANEXaWmnn MIcnonHUTento, pecypchbl
KOTOPOro NpefoCTaBNaoTCA B PaCNOpAXKeHNe 3aKa3umKy.

BblAe/IeHHbI cepBep, 3apaHee MOAroTOBMAEHHbIN U AOCTYMHbINA K
3aKasy.

BblAENEHHbIN cepBep C BO3MOXXHOCTbIO Bbl60pa KOMMNNEeKTYLWHnX.

COXpaHeHne KoOHPUAEHUNANnbHOCTU, LEeNOCTHOCTU U AOCTYNHOCTH
MHbOpMaumn.

rpynna NT-obopynoBaHus, 06beanHEHHasA BbICOKOCKOPOCTHbIMU
KaHanamun cBA3n, npegcrasndolan C TOYKU 3peHunsa
nonb30BaTeNs eauHbI annapaTHbIA pecypc.

KO/IMYECTBO onepaLuii YTEHUA 1 3anncu, KOTOPoe BbiNoHAETCA
3a OQHY CeKyHay.

nobaa wuHdopMauua, [aHHble, MaTepuanbl, BbipaXKeHHble B
KaKon-nn6o o6beKTUBHOM dopMe.

3TO KOHTEeMHep ANSA XpaHeHus obbekToB. MMeeT cBon Habop
MeTafaHHbIX U MONUTUKU XPaHEHUS 0BbeKTOB.

cneuManu3nMpoBaHHas web-nnowapgka B ceTM  MHTepHerT,
OOCTynHaa no agpecy: https://cdn.sber.cloud, He aBnsawwWwanca
yacTbto JInyHoro kabuHeTa n copgepikallas Habop NHTEPAKTUBHbIX
CEepBMCOB A1  OCYLLECTBNEHMS  B3aMMOOENCTBUSA  Mexpay
3aKasumMkoM u McnonHutenem, B TOM 4mncie gna notpebneHus
ycnyru SberCloud CDN 3aKka34ymMKoM, OTPaXkeHMs CTaTUCTUYECKUX
gaHHbiXx ycnyru SberCloud CDN, 6anaHca, a TakXe WHOM
MHpOpMauum, ceBasaHHoM ¢ notpebneHuem ycnyru SberCloud
CDN. [Joctyn B JIMYyHbIK  KabuHeT  SberCloud CDN
OCYLLECTBNSAETCS NOCPEeACTBOM BBOAA YUETHbIX AaHHbIX.

Habop MaTeMaTUYyecKnxX 1 NPOrpaMMHbIX aITOPUTMOB U CTPYKTYP
LaHHbIX, XapaKTepHOMN 4epTol KOTOPbIX ABNAETCA He npaMoe

CtpaHunuya 1 3 9


http://www.sbercloud.ru/
https://cdn.sber.cloud/

1.18.

1.19.

1.20.

1.21.

1.22.

1.23.

1.24.
1.25.
1.26.
1.27.

1.28.

1.29.

1.30.

1.31.

1.32.

1.33.

Mogyib

Hoga (y3en cetun, node)

Ob6beKkT

O6bEKTHOE XpaHuInLLe

ObbeKTHoE XpaHunuwe S3

OpraHu3auyms

oc
AK
10

lMonntnka

lonb3oBaresb

[loTok

lloTpeburesipb

[IpocTpaHcTBO UMEH
(ot aHrnuvickoro Namespace)

[1y6anqHbi IP agpec
(Public IP)

Penosutopusi

peweHne 3agayu, a 06yl4eHv1e B npouecce npuMeHeHna peLIJeHVIVI
MHO)XeCTBa CXOAHbIX 3aAaud.

cneunanu3vpoBaHHOE TMNOMeLWeHWe, npefHasHayeHHoe ansg
pa3Melennsa UT-obopynoBaHusa. Moay/b MMeeT He3aBUCUMYIO
CUCTEMY IHEProcHabXXeHMa N KOHAULNOHMPOBAHMS.

YCTPOWCTBO, COEAMHEHHOE C APYrMMM YCTPOWCTBAMM KaK 4acTb
KOMMbIOTEPHOW CETH.

eaMHMLa XpaHeHusa. B kauyecTBe 06beKTa MOXET BbICTyNaTb
nobon Habop paHHbIX: dainbl, MacCMBbl AaHHbIX, Pe3epBHble
KOMUW U TakK panee.

3TO CMCTEMA XPaHeHUsa AaHHbIX, KOTopasa ynpasnseT OaHHbIMU B
Buae o06bekToB. Bce 06bekTbl XpaHATCA BHYTPU OAHOM WK
HECKO/NTbKUX KOP3MH. BMecTe ¢ gaHHbIMU XpaHATCA MeTagaHHble,
KOTOpPbIE MOTYT OMMUCbIBATb Pa3/IMYHbIE XapaKTEPUCTUKKN 0ObeKTa,
HO o6fa3aTeNbHbIM ABNSAETCA TONbKO MMA 06beKTa, KoTopoe
3agaetca  nNpu  co3gaHuu  obbekTa. [loMMMO  CTaHOAPTHbIX
onepauni Hap ob6bekTamMu, npucywmne ob6blYHbIM dalinam
(co3paHue, ymaneHue, KOMMpPOBaHWE), 0BbeKTHOe XpaHuauule
NO3BO/IAET TaKXe BbIMNOJHATbL W Opyrne onepaunu: XpaHuTb
HECKONIbKO BEepCUi OOBbEeKTOB C OAMHAKOBbIM  UMEHEM,
onpenensatb BpPeMs XWU3HU, OnpeaenaTb YpPOBeHb OOCTyna u
MHOroe gpyroe.

O6beKTHOe XpaHWIULLE C MOAAEPXKKOW npoTtokona AWS S3.
Ycnyra peanu3oBaHa Ha 6ase annapaTHO-MPOrpamMMHON
nnatdopmbl UcnonHutens.

M301MPOBAHHOE MpPOCTPaAHCTBO 6a30BbiX  MH(POPMALMOHHO-
TEXHOMOMMYECKMX  PecypcoB,  BK/OYAOWMX  BUPTyasbHble
NpoLEeccopbl, NaMaTb W CeTb, BblAeNEeHHbIX B MNONb30BaHWe
KOHKpeTHoMy MoTpebutento. B npegenax ogHon «OpraHnsaumm»
MoTpebuTenb MMeeT BO3MOXKHOCTb CO3AaHNA Heckonbkux BLIOM.

onepaunoHHas cucTema.
nporpaMMHO-annapaTHbI KOMMIEKC.
nporpaMMHoe obecnevyeHune, nporpamMmma ans DBM.

npasmMno  unuM  Habop  npaBwu/,  KOTOpble  MO3BONAIOT
npeaocTaBNATb pasHbiM rpynnam Monb3oBaTenen eanHbin Habop
npae npu B3aMMogencTeum c JIMYHbIM KaBUHETOM, WHbIMU
cnoBaMu, pacnpemenatb eauMHoobpasHbie Ponu cpegu rpynn
Monb3oBaTenen.

NNLO, OCYLECTBAAOWEE HENOCPeACTBEHHOE B3aMMOOeNCcTBue B
JTnyHoM KabuHeTe/lTnyHoM KabuHeTe SberCloud CDN oT uMeHu 1
B MHTepecax 3aKa3uumka B COOTBETCTBMM C Ponbio unu
NOHOMOYMAMM, KOTOPbIMKU Tonb3oBaTens Hagenun 3akasuuk
ANA aAMUHUCTPUPOBAHUA YCAYTu.

MyfnbTUMeaunHaa uHdopMaums 3akasuymka, nepepaBaemMas B
npouecce notpebneHua ycnyrn SberCloud CDN B pexume
peanbHoro BPEMEHMU yepe3s MHOPMaLMOHHYIO ceTb
McnonHutens 3a onpenenéHHbln nepuog BpeMeHu.

opugnyeckoe unm dusnyeckoe nuuo, n0Tpe6nﬂ|0Luee ycnyrum
0611a4YHbIX CEPBMCOB.

3TO M30/1MpOBaHHAsA 061acTb AaHHbIX, Ha3HayaeMas CUCTeMOM
Ka)goMy 3aKasuyuKy, BHYTPU KOTOPOM MMEHa KOHTEWHEPOB He
MOTyYT NOBTOPATLCA, HO MOTYT COAEPXKaTb Ntobble UMeHa B paMKax
YCTaHOBJIEHHbIX MPaBU HAUMEHOBAHMA (HUXe B MHdopMaumm ob
ycnyre). Pa3bueHue rnobanbHOro MnpoOCTPaHCTBA MMEH Ha
BblgeneHHble 06nacTM  BMAMMOCTM  no3BondeTr u3bexkatb
KONNVM3NWMA B  HAaUMEHOBAHWW  KOHTEMHEPOB  HECKObKUX
nonb3oBaTenen 06 beKTHOrO XpaHUINLLA.

agpec, Heo6xoOMMbI 3akasuuKy Ong opraHuW3aunn CepBUCOB,
LOCTYMHbIX U3 NYBNUYHbIX ceTel VIHTepHeT, Ans HacTPOWKM M
obecneyeHns paboTtocnocobHoctM VPN-coeguHeHusa, ans
obecneyeHuna foctyna 3akasuymka K psagy cneuunanbHbiX CEPBUCOB
B ceTn IHTepHeT.

CX[, ons XxpaHeHnsa pe3epBHbIX KOMWUMA.
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Posin lNosnb3oBaresns unan Posib

Cucrema XpaHeHusa daHHbix (CXA)

ConyTCcTBYOLMNE U [LOMOSIHUTE/IbHbIE YCIIY N

TemHas onrtuka

Tpaguk

YyerHble gaHHbIE

3BM
Al Cloud

AP/

ML Space AutoML uan AutoML

BIl.ZONE SOC Portal
(SOC Portal)

box-carting

CDN
(Content Delivery Network, Content
Distribution Network)

Chunk
Data Catalog

DDoS-araka

Habop npaB, KoTopbiMM o6namaeT lMonb3oBaTenb B npouecce
B3aMMopencTema c JIMYHbIM KabuHeToM/JTMYHbIM KabuHeToM
SberCloud CDN.

KOMMNeKcHoe nporpaMMHo-annapaTHoe pelieHne no
opraHusaumm HagéxHoro xpaHeHUsa MHHOOPMaLMOHHbIX PecypcoB
1 NPeaoCTaBieHMsa rapaHTMPOBAHHOMO AOCTYMa K HUM.

ycnyru, npegnaraemble  McnonHuTeneMm  3akasyuky  ans
pacwmpeHms 6a3oBon GyHKLMOHANbHOCTU YCAYrn, YTO B TON NN
MHOWN CTEeNeHM No3Bo/ISeT 3aKa3unKy NosyyaTb AOMNOSHUTENbHbIE
BO3MOXHOCTM U/UNW NPEUMYLLECTBA, a TaKXXe KaYeCTBEHHO 1/vnu
KOJIMYECTBEHHO  U3MEHSTb  ObOWMIA  CNeKTp  OKa3biBaeMblX
McnonHutenem 3akasuuky ycnyr. ConyTcTBylOWMe yCayru,
Hepa3pbIBHO CBSI3aHHble C YC/yrom, 3aKa3biBaloTCa B BUAE ONUUN
B 3akase Ycnyru. [JononHuTeNbHble YCNyrn, HesaBUCUMble OT
Yenyru, 3aKas3blBatoTcA no OTAENIbHbIM 3akasaMm
cooTBeTCTBYOWMX ycnyr. ConyTcTBYlOWME U LOMNONHUTENbHbIE
ycnyru  He BxogsaT B 6asoByio cTtoMMocTb  Yoniyru U
TapupUUNPYOTCS OTAENbHO.

Hencnonb3yemble AN Nepefayn faHHbIX BOJIOKHA ONTUYECKOro
kabensa, npoknagblBaeMble B KayecTBe pe3epBa Ha cnydan
BbIXOAA M3 CTPOSA OCHOBHbIX BOJIOKOH.

06bEM MHpOopMaUnUK, NepenaBaeMoit Yepes KOMMNbIOTEPHYIO CeTb
3a onpegenéHHbin nepuop BpemMeHu. KonuyectBo Tpaduka
M3MepseTCca Kak B MakeTax, Tak M B 6utax, Ganmtax m ux
npounsBofHbIX: Kunobant (Kb), merabant (Mb) n T. o.

YHUKaNbHble MMA (NOrTMH) W Napofb AN  OCyWecTBAeHus
ydaneHHoro pgoctyna K JluyHoMy KabuHeTy B uenax
aAMVHUCTPUPOBAHMA U YNPaBAEHUA YCYron.

3N1EeKTPOHHAaA BblYMCANUTEIbHaA MallKnHa.

rpynna VYcnayr, HanpaB/eHHOCTb KOTOPbIX — MpefocTaBlieHne
KOMNNeKca nNpoAykToB [Ona peweHnd 3ajad B obnactu
NCKYCCTBEHHOINo MHTENNeKTa, Ha4ynMHaga OT Cco3fAaHua Moaenn v
3aKaH4YMBada ee MCNOJIb30BaHMEM, a TaKXe On4a peweHna 3apgad
BbICOKOMPOMN3BOOAUTENTbHbBIX BbIYNCNEHUI (693 npuMeHeHna
MCKYCCTBEHHOIO VIHTEJ'IJ'IEKTa).

(aHrn. application programming interface) - Habop roToBbix
KnaccoB, npoueanyp, GYHKUMM, CTPYKTYP M KOHCTAHT,
NnpenocTaBAsAeMbIX NPUIOXeHNeM (6MbIMOTEKON, CEPBUCOM) UK
onepauMoHHOW CUCTEMOM AN WCMOMNb30BaHUA BO BHELWHUX
NpPOrpaMMHbIX NPOAYKTaX.

Moaynb ML Space. ABTOMaTMyeckoe MOCTPOeHWe U obyyeHune
Mofesniel Ha MoJib30BaTeNIbCKUX AaHHbIX Ha 6ase 6ubnuoTekn
LightAutoML.

MO, npenHasHayeHHoe ANA aBTOMaTM3MpoBaHHoro cbopa
MHbopMaunn O BbISBNSAEMbIX B paMKax okasaHua ycnyrn TDR
WHUMAOEHTaX M NpepocTaBAeHUs [OCTyna K Hel 4Yepes JINYHbIN
kabuHeTr B WEB-uHTepderice MO, [OOCTYNHbIM MO appecy:
https://soc.bi.zone/

TEXHONOrMsa, MNO3BONAOWAA BbINOMHATL GOMblIOE KOUYECTBO
Nonb30BaTeNbCKUX  TPaH3aKUMN  OOHOBPEMEHHO C OYeHb
He3HaunTeNbHOW 3aEePXKKON.

ceTb [OCTaBKM KOHTeHTa, reorpaduyeckn pacnpepenéHHas
ceTeBas WHbpPacTpyKTypa, MO3BONSAOWAS ONTUMU3NPOBATb
LOCTaBKY M AUCTPUBYLIMIO KOHTEHTA KOHEYHbIM NO/b30BaTeNsM B
ceTu VIHTepHeT.

dparMeHT faHHbIX.

ycnyra Ha 6ase ML Space. BkntwovaeT Habop cepBucCOB pand
TpaHcdepa, XpaHeHWs, aHanmMsa, YnpaBneHusa [JOCTYyNnoM u
XM3HEHHbIM LMKAOM [aHHblX W apTedakToB MalWHHOro
obyyeHus (patacetos, mogenen, Docker-koHTenHepoB v Ap.).

XaKepcKas aTaka Ha BblYMCIUTENbHYH CUCTEMY C Lieflblo LOBEeCTH
eé [0 0TKasa, TO eCTb CO34aHMe TaKMX YCIOBUM, MPU KOTOPbIX
LOBPOCOBECTHbIE MOJIb30BATENIN CUCTEMbI HE CMOTYT MOJYYUTb
LOCTYN K MpefocTaBfsieMblM CUCTEMHbBIM pecypcaM, nubo 3ToT
[ocTyn OyneT 3aTpyaHEH.
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ML Space Deployments nan Deployments — ycnyra ML Space. Bknwu4aeTr TecTMpoBaHWe, pa3BepTbiBaHMe
(mennon) 1 MOHUTOPUHI MOAFOTOB/IEHHbIX MOAENen MalnHHOro
n  rnybokoro 0OyYeHMss HA  BbICOKOMPOMW3BOAMUTENbHOMN
WHPpacTpykType 4Na nocnefylowero BHeOPEHWUS WX B
MUKPOCEPBUCHI, PYHKLNM N BU3HEC-NPUIOXKEHMSA.

PaHee HauMeHoBaHue ycnyru ML Space Deployments - «Model
Inference».

DNS —  KOMMblOTEpHas pacnpenenéHHas cuctemMa Ana  noslyyeHus
nHbopMaummnm o poMeHax. Mcnonbayetrcs pns nonydyeHus |IP-
agpeca no MMeHM XxocTa (KOMMbloTepa WAM  YCTPOMCTBA),
noslyyeHns WHboOpMaLMM O MapwpyTM3aumMmM nouyTbl  W/Mau
obcny)KMBatoLWMX y3nax ana npoTokonos B goMeHe (SRV-3anuco).

Docker-o6pa3z —  3To Habop ¢dalinoB, B COCTaB KOTOPOro BXOAUT BCce Heobxoaumoe
ONS 3anycka u paboTbl npunoxeHusa B O6nake SberCloud: OC,
cpefa BbINOJIHEHMS U NPUIOXKEHNE, TOTOBOE K Pa3BePTbIBAHMUIO.

Dynamic Host Configuration Protocol —  CeTeBOW MNPOTOKO/, MO3BOASKOWMN Yy3/1aM aBTOMATUYECKMU
(DHCP) nony4yaTb IP-agpec n ppyrve napameTpbl, HeobxopguMmble Ans
paboTbl B ceTn.

Edge Gateway —  CeTeBOW KOMMOHeHT Enterprise, sBNseTcA OCHOBOW ceTen
obnaka. OH no3BonseT co3fdaBaTb BHYTPEHHWE CETU, U
NnoaKIoYaTbCs K BHEWHMM, MCNoNb3ys nyb6nuyHbi IP-agpec.
Tak)xe OH no3BonsAeT HacTpamBaTb Firewall, NAT u IPSec VPN,
Load Balancing u T. 4. M3HayanbHO B Ka)kgoM BupTtyanbHom LLOL
co3paeTca oOuH ocHoBHon Edge Gateway, KoTopomy
npuceavBaeTca nybnunyHbii IP-agpec.

ML Space Environments niu Environments — ycnyra ML Space. Bkato4aeT NpenpoLecCHMHr JaHHbIX C MOMOLLbIO
knactepa Spark, a Takxke o6yyeHuMe ™Mopenem B paMKax
npuBblYyHbIX  Jupyter Notebook wumnu  JupyterLab. Bce
HeobxopuMble YTUAUTbI A MOHUTOPMHIA 3arpy3ku pecypcos,
Mofenen U 3KCNepPUMEHT-MeHeKMeHTa NpeayCcTaHOBMEHbl U
HaCTPOEHbI.

PaHee HammeHoBaHue ycnyrm ML Space Environments - «Model
Training».

ML Space Spark - nopycnyra ycnyru ML Space Environments, koTopas no3sonser
OpraHM3oBbiBaTb  MNpefobpaboTKy  OaHHbIX  MpU  MoMowm
knacrepoB Spark, poctynm K KOTOpbIM obGecneyunBaeTcs
nocpeacteoM Jupyter Notebook.

Erasure Coding —  TMOMEXOYCTOMYMBBLIN KOA, CMNOCOOHbIN BOCCTAaHOBUTL Lefble
nakeTbl OaHHbIX B C/lyyae WX noTepu. TakoW Kop nossonset
60pOTbCA C yTeYKaMm JaHHbIX NpU nepegavye no KaHanam cesasu
unu pabote c NamMaTblo

Firewall —  MEeXCeTeBOW 3KpaH, MNoJLepXMBAeT HacTPoOMKy npaBun C
onpepeneHnem: Bxogsauwero n ncxogauwero IP nnu guanasoxa IP
afgpecoB, BXOOfAWeEro M UCXOAAWeEero nopta M MNpoToKona
nepenayn gaHHbIX.

GPU - rpaduyeckui npoueccop, oTnyarowmmncs BbICOKOM
NPOM3BOAUTENbHOCTbBIO B paMKax pelleHUa  MaTPpUYHO-
BEKTOPHbIX onepauuit 1 3agad.

Hash-based Message Authentication Code —  OAMH M3 MEexaHW3MOB MPOBEPKMU LLENIOCTHOCTM WHbopMaLmu,
(HMAC) NO3BONISIIOWMI FapaHTUPOBaTb TO, YTO AaHHble, NepenaBaeMble
UKW XpaHAwMeca B HeHapéXHol cpefe, He 6blIM U3MeEHeHbl

NMOCTOPOHHUMMU NTULLEAMMA.

HTTPS - pacwmpeHne npotokona HTTP gna noanep)Xku wubpoBaHua B
Lenax nosbilweHus 6e3onacHocTn. [aHHble B npoTokone HTTPS
nepenarTcs NoBepx Kpuntorpa@uyecknx Npotokonos TLS mnu
ycTtapesuwero B 2015 roay - SSL.

Infrastructure-as-a-Service (laas) —  OfHa 13 Mopenen obcnyXXnBaHUA B 061aYHbIX BbIYMCIEHUAX, NO
KoTopon [oTpebutenam npepocTaBAAlOTCA MO MOAMUCKE
6asoBble  MHPOPMALMOHHO-TEXHONIOFMYECKME  pecypcbl -
(BMpTyanbHble cepBepbl M AOCTYN K BblAENEHHON BHYTPEHHel
BMPTYaNbHOM CeTM), npepHa3HayeHHble fANa  pa3MeleHuns
MHPOPMaUMNOHHbIX cnucTem MoTpebutenen.

Internet Protocol -  MapWwpyTU3NpyeMbli NPOTOKON CETEBOrO YPOBHA.

(1P)
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IP-agpec

/PSec VPN

Jupyter Notebook

Load Balancing n High Availability (HA)

Network Address Translation (NAT)

NGFW (mexceresbie 3kpaHbl HOBOro
10KO/1eHNS)

Remote Desktop Protocol (RDP)

REST (RESTful) API

SAS

SATA
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(SSH)

Site-to-Site VPN

55D

Tenant (TeHaHT)

Tier

TLS

UpLink

Virtual Network Computing
(VNC)

Virtual Private Network (VPN)

YHUKaNbHbIN CETEBOW appec y3na B KOMMbIOTEPHON cCeTu,
NOCTPOEHHON No nNpoToKony IP.

BMPTyanbHasaA 4YacTHas CeTb, MOCTPOEHHAas C WMCMNONb30BaHWEM
3aWMWeHHoro npoTtokona IP B COOTBETCTBMW CO CTaHAApPTOM
IPSec.

NMPOrpaMMHbIA  MakKeT C  OTKPbITBIM ~ UCXOLHbIM  KOAOM,
Nno3BoNAKWMIN co3haBath M 0b6yyaTb anropuTMbl MALUMHHOMO
obydyeHnss M NY6OKUX  HEMPOHHbIX CceTel, a TaKxke
MHTEePMNPeTUPOBaTh U UCMONHATL KO A3bika Python.

GanaHcMpoBLWMK Harpy3ku Edge Gateway, nosBonswowmmn
OpraHu3oBaTb CEPBMC BbICOKOM [OCTYMHOCTM M obecneynTtb
pacnpefeneHune Harpysku BXOAALLEro CeTeBoro Tpaduka Mexay
HECKO/IbKMMM CeEPBEPAMMU.

MexaHu3M npeobpaszoBaHuNsa agpecos B IP ceTax.

YyCTPOWCTBa, B KOTOPbIX MPOBOAUTCA rNy6oKas NpoBepKa NakeTos
(BbIXOAAWAA 3a pPaMKM MOPT/MPOTOKON), C BO3MOXHOCTbIO
WNHCNEKTMPOBaTb U 610KMPOBaTh TPadMK YPOBHSA NPUTOXKEHMS,
BK/loYatowme B cebs BCTPOEHHble CUCTEMbI MPefoTBPaLLeHUs
BTOPXEHUIN U UHTeNNeKTyanbHyo 06paboTKy TpaduKka Ha OCHOBe
WMHTerpaumnn C BHELWHUMM CUCTEMAMMU.

nponpueTapHblii  NPOTOKON  yAanéHHoro pabouyero cTona
NPUKNagHOro ypoBHA, pa3paboTaHHbI KOMNaHuen Microsoft.

(ot aHrn. Representational State Transfer — «nepepaua
COCTOSIHUSA  MPeACTaBleHUsA») —  apXUMTEKTYPHbIM  CTWU/b
B3aMMOLENCTBUS KOMMOHEHTOB pacnpenenéHHOro npunoXeHus
B cetu. REST npepctaBnser coboi cornacoBaHHbIn Habop
OorpaHuyYeHun, YUYUTbIBAEMbIX npu NpPOEeKTUPOBaHUN
pacnpenenéHHon runepMenma-cucTeMbl.

npodunb  BMPTYanbHOrO  AWUCKaA C  XapaKTepucTukamu,
COOTBETCTBYHOLWMMM XKECTKMM guckam cepum SAS 10000
(WnnHpenbHble XecTkne QUCKM, uMmerowme paboyyio CKOpPOCTb
BpaleHns aucka He MeHee 10000 060pOTOB B MUHYTY).

npodunb  BMPTYanbHOrO  AWUCKaA C  XapaKTepucTukamu,
COOTBETCTBYHOLWMMM XKECTKMM auckaMm cepum SATA 7200
(WnnHpenbHble XecTkne QUCKM, uMmerowmne paboyyio CKOpPOCTb
BpaleHns aucka He MeHee 7200 060pOTOB B MUHYTY).

CeTeBOM MPOTOKOA MPUKNAQHOrO YPOBHA, MO3BOMAKOLWNNA
NpoM3BOANTb yOaNEHHOE yrnpaB/ieHne onepaumoHHON cucTteMon
1 TyHHenupoBaHune TCP-coeaunHeHuin (HanpuMep, onsa nepefaym
dannos).

nopaep)kka co3ganusa IPSec VPN TyHHenen mexay yaaneHHbIMU
nnowagkamu.

npodunb  BMPTYyalbHOrO  OWCKA, C  XapaKTepUCTUKaMMU,
COOTBETCTBYOWMMU aUcKaM cepumn SSD (TBepaoTenbHble AUCKM).

yactb BUOL, npepoctaBnsieMaa 3aka3umKy Ha Bpemsa
nonb3oBaHUa Ycayrom.

nokasateflb  HaAEeXHOCTM  TexHONormyeckomn NAoLWaaKu,
pa3paboTaHHbIN  CepTUGUKALUMOHHONM opraHusauuen Uptime
Institute

KpunTorpaduyeckunii NpoToKo/, o6ecneynBatoLLmMii 3aWULWLEHHYIO
nepepaydy AaHHbIX MeXay y3naMu B ceTu MIHTepHeT.

B KOMMbIOTEPHbIX CeTAX, BOCXOAAWEN CBA3b0 ABNAeTCA
noaknioyeHne obopyaoBaHWa nepegayn AaHHbIX K aOpy cetu.
OHO TaK)Ke M3BECTHO KaK BXOAHOE CoeAMnHEeHNe.

cucTteMa ypanéHHoro goctyna K pabouyemy ctony KomnbioTepa,
ncnonb3ytowas npotokon RFB.

0606LEHHOE Ha3BaHMe TEXHOMOINI, NO3BONAKWNX obecneynTb
OQHO WAW HECKONbKO 3allMUIEHHbIX CEeTeBbIX COeAUHEHUN
(3aWMLLEHHYIO NTOFMYECKYO CeTb) MOBEPX APYyron cetu (nanee -
BMPTYyanbHaa yacTHasa CeTb).
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VApp - normvyeckoe obveanHeHne BUPTYanbHbIX MalWlnH, no3sondawouwmne
rpynnmpoBaTb X NO Ha3Ha4YeHUIO 1 ynpaBadaTb UMU KaK eOUHbIM

uenbiM.
Web Application Firewall —  COBOKYMHOCTb MOHMUTOPOB M GUNbLTPOB, NPeAHa3HaYeHHbIX Ans
(WAF) oBHapy)XeHuss U1 610KMPOBaHUA CeTeBblXx aTak Ha Be6-
NpUIOXeHue.

2. TAPUOUKALWA YCITYTU

OnucaHmnsa MOryT NpefycMaTpMBaTh creaylolme Buabl Tapudunkaumm:
Cratnueckasa Tapudukauma (Allocation);
OunHamuyeckaa Tapudukauma (Pay as you go).

CraTnyeckada TapubukaLma npeanonaraet onnaTty nyna Pecypcos U OnuUuii, YKa3aHHbIX Npyu GOpPMUPOBaAHUMU
3aKa3a UM BHeCEHUS B HEro U3MEHEHUN, BHe 3aBUCMMOCTU OT dhaKTa UX noTpebneHna 3aKka3umKomM.

MeToamMKa pacyeToB noTpebnaeMbiXx MPOLECCOPHbIX PEeCcypcoB M OMepaTMBHOM NamMaATM npepnonaraer
TapubrKaunio CyMMbl 3HaYEHUIN BbiBpaHHbIX pecypcoB 3a OTYeTHbIN nepuop (0AWH Mecal) B COOTBETCTBUU
C TapudoM. Ha ocHOBe CyMMbl 3HAYeHU I BbiCTaBNAETCA CYeT.

MeToauka pacyeTta noTpebnsieMOro [OMCKOBOrO MPOCTPaHCTBa MpeanonaraeT onnaTy 3a BblBPaHHbIN
3aKa3uymMkoM 06beM pecypcoB AUMCKOBOrO NPOCTPAHCTBA.

IOunHaMunueckaa Tapudukaumsa npepnonaraeT onnaty nyna pPecypcosB M onuui no ¢axkTy ux norpebnexus
3aKa3uynMKoM B TeueHne OTyeTHOro nepuopda. Nyn pecypcos 1 onumii, KOTOpble NPeaoCTaBNAaoTCA 3aKa3umKy
B NOPSAAKE AMHAMUYECKOMN TapnduKaLmm, yKkasbiBaeTcs B COOTBETCTBYIOWEM BnaHke 3akasa.

OunHaMunyeckasa Tapudumkaumsa ocywecTBnaeTca:

B noyacoBomM nopsgke (M3 pacyeta ctommocT 1 (0gHOro) Yyaca), HauMHas C NepPBON MUHYTbI UCMOJIb30BAHMS.
CTOpPOHbI YCTAaHOBWUAM, YTO ANSA yAoOCTBa pacyYETOB HEMOJIHble Yacbl MCMOMb30BaHMS YCNyru, HauymHasa C
NepBoON MUHYTbI, OKPYTrAAKTCS 4O NOJSIHOMO Yaca NoNb30BaHUS YCyrom;

B noMMHYTHOM nopsagke (u3 pacyéta ctoumocTu 1 (ogHOM) MWHYTbI), Ha4YMHAsA C MNEPBON CEKYHAbI
ncnonb3oBaHmMA. CTOPOHbI YCTAaHOBWMAM, YTO ONa ypob6cTBa pPacYETOB HEMOJIHbIE MUHYTbl MCMOJIb30BAHMUA
Ycnyru, HaumMHas Cc NepBon CEKYHAbl, OKPYrAS0TCA A0 NOHOM MUHYTbI NOSIb30BaHUA YCNYron.

CTOpPOHbI YCTAaHOBU/IM, YTO B C/lydae OTCYTCTBMUA YNOMMHAHNA B ONnUcaHMK Kaknx-nmbo BapnaHToB Tapundos,
Ycnyra, onucaHHaa B TakoM OnucaHuM, Mo yMoN4yaHWO npepocrtaBngetca no Tapugy «CraTuyeckas
TapupuKauma» u onnavymBaeTca nocThakTyM nocne oKoH4YyaHua OTYETHOro nepuoga B nopsanke,
onpepeneHHoM [Jorosopom.

3. NOOKNMKYEHWE f UBMEHEHWE | OTKIMHOYEHWE YCNYTU

OnucaHmMs MOTyT NpegycMaTpmBaTh Ciegytowme BUAbI NOSKIOYEHUSA [ UBMEHEHUS [ OTKNOYEeHUs YCnyr:
MocpencTeoM nognmcaHmsa 3akasa;
MocpencTBoM coBeplIeHMS AeNCTBUMIA JINYHOM KabuHeTe//llnyHoM KabuHeTe SberCloud CDN.

Ona uenen n. 3.1.1. MpunoxeHnsa 3akas MoXeT 6biTb cornacoBaH CTOpOHaMu MNyTEM HamnpaB/ieHUA
3anonHeHHon dopMbl 3aKasa Mo 3/IEKTPOHHON NOYTEe YNOMHOMOYEHHbIX JINLL:

OTBETCTBEHHbIX 3a UcnonHeHne forosopa (n. 10.13 Jorosopa);

KoHTakTHOro nunua 3akasuuka, ykasaHHoro B PerniameHTe B3aumopencteua CTOPOH B KayecTBe Auua,
HageneHHOro npaBoOM MNOAK/AKYaTb / M3MEHATb [/ OTKAYaTb YCayru OT MMEeHM 3akasuuka, UM nuua,
OTBETCTBEHHOrO 3a MCNoNHeHMWe [oroBopa Cco CTOpPOHbl McnonHutens (n. 10.13 OoroBopa) / KOHTaKTHOro
LleHTpa (cM. pa3genbl 8-10 PernaMeHTa B3anmoaenctemsa CTOPOH).

B oTHoweHMM n. 3.2. NMpUNoXKeHMs OeNCTBYIOT clegylolme npasuna:

3aKas MoxeT 6bITb HanpasneH ntbon CTopoHo;

Monyuymswas CTopoHa 0b6a3aHa cornacoBaTb 3aka3 UM 0TKa3aTbCa OT Hero B TeyeHue 1 (ogHoro) paboyero
aHA;

Mpwn oTCyTCTBMM OTBETA 3aKa3 CHYUTAETCS HECOr/TaCOBaHHbIM;

CornacoBaHHbIM 3aka3 MMeeT MOJIHYI PUOMYECKYID CUNY, SBNAETCA OCHOBaHWEM ANS MOOKMYeHusa /[
M3MeHeHna [ oTknwdeHusa Ycnyr, He TpebyeT @dM3MYECKOro noanucaHua Ha OymMaxXHOM HocuTene,
JanbHeNIWen nepefayn opurnHana M MoxeT BbiTb MCNONb30BaH B KayecTBe AOKasaTenbCTBa B cyde 6e3
Kakoro-nnbo cneuunanbHOro nopsigka 3aBepeHus.

Ycnyra cumMTaeTcs NoaKAlUYEeHHON, MU3MEHEeHHOM NN OTK/IOYEHHOM B MopsaaKe, NpeaycMoTpeHHoMm nn. 3.1.1.
MpunoxeHusa, c Aatbl GaKTUYECKOro Hayana oKasaHusa Ycnyr, onpenensemMoi ¢ MOMeHTa nepegayu
3aKasuyMKy YYeTHOM 3amnucuM W CCbINKW OAs8 [OCTyna K naHenu ynpasneHua YCayrow WAM C MOMEHTa
n3MeHeHus ob6beMa npenocTaBnaembix Ycayr.
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Ycnyra cyumTaeTcs NOAK/IOYEHHOM B Mopsagke, npeaycMoTpeHHoM nn. 3.1.2. MNpunoXKeHus, C MOMEHTa
ocyulecTBfieHms B JIMYHOM KabuHeTe OEeNCTBUIN, NPUpaBHMBAEMbIX K 3akasy. OTKAYEeHWE WU U3MEHEHME
YCnyru ocywecTBiSeTcs B aHaNOrMYHOM NOPAAKE C MOMEHTA NOATBEPXAEHUSA COOTBETCTBYHOLWMX OLENCTBUI
B J/InyHOM KabuHeTel.

4. MOPAOOK B3AMMOLEWCTBUS C IMYHBIM KABUHETOM U KY

BO3MOXHOCTb  ocywecTBneHnsa notpebneHna Ycayr nocpeactBoM  JIMYHOro KabuHeTa  npsMmo
npegycMaTpuBaeTca B COOTBETCTBYwWEM OnucaHun. B cnydaax, Korga ynoMMHaHWe O Takol onumu
OTCYTCTBYET B COOTBeTCTBYHOWEM [MpunoxeHun, ynpasneHne YcayraMn OCYLLECTBSETCS UCKAIOYUTENbHO
nocpencTtsoM noanucaHmsa CtopoHaMu 3akasoB. MoTpebneHune Ycnyr ENT, ADV u MLS ocywectBnsetcs
nocpencTBOM COOTBETCTBYHOLWMX KOHCoNen ynpasneHums.

Mpouecc pernctpaunmn/maMeHeHnsa/ynaneHmsa ydeTHoOM 3annucmn agMnMHUcTpaTopa B JIuHOM KabuHete:

e MOPAOOK pPeructpauMm HOBOro nonb3oBaTens: McnonHuTenb Co3daeT yyeTHyl 3anucb Monb3oBaTens
JTnyHoro kKabuHeta. JINYHbIN KabuUHET HanpasBnaeT NMcbMo Ha e-mail Monb3oBaTensa co ccbiIKon ana
co3gaHua napond. [lonb3oBaTenb Mofy4aeT MUCbMO, MNPOXOAMT MO CCbiIKE, CO34aeT napoib U
aBTopusyeTca B JIMYHOM KabuHeTe;

e MopsAOOK M3MeHeHua napons B JIuHoM KabuHeTte: Monb3oBatenb aBTopulyetca B JINYHOM KabuHeTe,
3axo4uT B pasfen «Y4yeTHasa 3anmcb» U MeHSeT Naposb;

e MOPAQOK yAaneHua yyeTHon 3anucu MNonb3oBatensa B JIMMHOM KabuHeTe: NpefycMOTpeHa npoueaypa
OMIOKMPOBKM YYETHOW 3annucu - AOMWHUCTPATOP OpraHmMsauum (3akasuumk) aBTopuayeTca B JIMYHOM
kabuHeTe, 3axoguMT B pa3gen ynpasneHus [lonb3oBaTenaMu opraHusauum, BbibuMpaeT onuumio
«[JeakTuBmpoBaTb» [Monb3oBatensd. [eakTMBMpPOBaHHbIN [Monb3oBaTenb NPW MOMbITKE aBTOPM3aLUK
nony4aet coobuweHne «Account is disabled».

OnucaHne GyHKUWI 1 NpaB, NPefoCcTaBAsSeMbIX agMUHUCTPATOPY 3aka3ymka B JIMYHOM KabuHeTe:
e pobaBneHue/6noknpoBKa MNonb3oBaTeneln opraHmMsaumnmu;

e (CO30aHMe/M3MeHeHue rpynn (MpPoeKToB);

e MOAK/IOYEHNE/M3MEHEHNE KOHPUrypaummn Ycnyr;

e TMPOCMOTP AAHHbIX O Pacxopax opraHu3aunu;

e MpocMoTp 1 popMMpoBaHME AeTanu3aunn notpebneHna Ycnyr opraHmsauunm.

OnuncaHne npouecca nepefayn/co3gaHus Naponas oT YYeTHOM 3anucym agMuMHUcTpaTopa: lMonb3oBaTtenb
3ap3aeT Napo/ib CaMOCTOATENbHO; TpeboBaHMA K Naposio:

e He MeHee 8 CMMBOJIOB;
e HanM4yue cneucumBoOna;
e He MeHee 1 CMMBO/Ia B BEPXHEM perucTpe.

B cnyyae, ecnu Monb3oBaTtenb yTpaTua Naposb Aaa goctyna K JInuHoMy KabuHety (TokeH, Ky SSH) nnn
CKOMMPOMETMPOBan €ero, YnosHOMOYEHHOe NMLO 3aKasumKka obpalwaeTrca B TEXHMYECKYH MNOAAEPXKKY
McnonHutena. TexHuyeckasa nopfep)Xka 3anyckaeT npouenypy cbpoca [aHHbIX YYETHOM 3anucu
Monb3oBatena (naposb, TOKEH, KoY SSH).

0na coBepuweHunsa nencTeuin B KoHconsax ynpasneHus Monb3oBaTenb OCYLLECTBAAET BXOA B JINUHbIN KabuHeT
nocpeacTsoM BBoda JfiornHa u napons. O6béM npas MNonb3oBaTena ycraHaBAMBaeTca Pofbio. 3akasuuk
noaTeep)koaeT, uto nobble OencTBus, coseplueHHble Mofb3oBartenieM B JIMUHOM KabuHete [ KoHconsx
yrnpaBneHna NpUPaBHUBAIOTCH K AeNCTBMAM 3aKa3umka no [Jorosopy.

CTOpOHbI ycTaHoBUAK, YTO lMonb3oBaTensaMu MoryT 6biTb NUWb Te NMLa, KOTOpble yKasaHbl B PernameHTe
B3ammopencteuss CtopoH. Ponu Monb3oBatenen (monNHOMoums) 3akas3umK pacnpepenseT caMoCTOATENbHO
(nocpepcTBoM pacnpegeneHua Ponen Monb3oBateneM-agMMHMcTpaTopoM). Mo ymonyaHuio Monb3osatenu
obnapatoT npasamu MNonb3oBaTens-agMMHUCTPATOPA, T.€. BNpaBe OCYLECTBNATb BECb O6GbEM NOMHOMOYNN,
npefocTaBfeHHbIN GyHKLUMOHANoOM JInyHoro KabuHeta / KY. UcknoyeHne n3 BbllleyKa3aHHOro COCTaBnaoT
ycnyrn ML Space: nocpenctBoM JlMyHoro kabuHete [Nonb3oBaTeNb-aAMUHUCTPATOP BMpaBe cCo3A4aBaTb
Y4YE€THble 3anuMcuM HenocpeacTBeHHO B npocTpaHcTBe KoHconu ynpaeneHnss ML Space u npuceBamBaTtb
Monb3oBaTensm 3aka3ynka COOTBETCTBYOLWME Ponu.

B cnyuyae yTpatbl goctyna K JInuHoMy KabuHeTy / KY mocTyn MOKeT OblTb BOCCTAHOBNEH MOCPeACTBOM
obpaueHus B KoHTaKTHbIN LieHTp B nopsaake, ycTaHOBNEHHOM PernamMeHToM B3auMopenctsns CTOPOH.

1 O6HoBNEHMe cTaTyca Ycnyr B JINYHOM KabUHETe He OCYLLEeCTBSETCA B PeXMMe peasibHOro BpeMeHu. MiaMeHeHus B 3aka3 BCTYNaloT B CUY B TeueHue
24 4acoB C MOMEHTA OCYLLECTBIEHWNS AeNCTBMI B JINYHOM KabuHeTe.
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BbanaHc 3aka3uymka oTobpakaeTca B COOTBETCTBYlOWeEN rpade B JINYHOM KabuHeTe?. [lonb3oBaTenb-
aAMMHUCTPATOP BNpaBe OrpaHUYnUTb BO3MOXHOCTb MHbIX Monb3oBaTeNnen BUAeTb AaHHble banaHca. O6bem
JEHEXHbIX CPeacTB, YyuuTbiBaeMblx WMcrnonHuTenem Ha banaHce, MoxeT 6biTb oTobBpaxkeH B BuAae
oTpuuaTenbHON cyMMbl 3a Ycnyru, npegnonaratowme noctonnaaTy. B 3aBMCMMOCTM OT oKasbiBaeMon Ycnyru,
nocpenctsoM JIMyHoro kabuHeTa [onb3oBaTenb MOXET 3anpocuTb OTYET O noTpebnaemon Ycnyre 3a
cooTBeTcTBylOWMIA nepuon. CTOPOHbI YCTAaHOBWUIKM, YTO YKa3aHHbIA OTYET He ABNAeTca OTYETHLIM
JOKYMEHTOM, NN60 [OKYMEHTOM, Ha OCHOBaHMM KOoToporo CTOPOHbI BNpaBe OCYLIeCTBNATb KaKue-nnbo
B3aMMOPaAcYéTbl, UCMO/b30BaThb TakKne O0TYETHI AN 060CHOBaHUA TpeboBaHMM, a TaKXKe OCYLLeCTBIEHUS UHbIX
IOPUOMYECKM 3HAYUMbIX OencTBun. MHbopmauma B OTYETE HOCUMT CMNPaBOYHbLIM XapakTep. B cBaA3u ¢
pasnnYHbLIM NOPAAKOM OMpoca nporpamMHoro obecnevyeHus, ocyllecTenawwero cbop nHbopmauum ons
dbopMunpoBaHna oT4éta, MHopMaLMa B TAKOM OTYETE MOXET BbITb HETOYHON.

Mpun Heob6xoanMMOCTM 3aKa3umK BrNpaBe HanpaBuTb MICNOMHUTENIO 3anNpoC Ha NPenoCTaBleHNE EMY XKYPHAIOB
COObITMI CBOEro TEHAHTa, B TOM Yucse nor-dannoB No ncnosb3oBaHuio JIMYHoro kabuHeTa Monb3oBaTtensamm
3aKa3uyunka.

5. MOPS4OK B3AMUMOLEMNCTBUA C IMYHbIM KABUHETOM SBERCLOUD CDN

B TeueHue 4 (yeTbipex) pabouux OHEM C MOMeHTa noanucaHua 3akasa Ha ycnyry SberCloud CDN
McnonHutenb nepepaeT 3aKasumky VYuyeTHble [aHHble [p[na  aBTopu3auMm  3aka3uymMka Ha cauTe:
https://cdn.sber.cloud. YuyeTHble pgaHHble MNepepatnTca 3akasuymKy nocpencTBoM obmeHa coobleHMaMu
3NEKTPOHHOM NOYTbl MEXAY NMuamMm, OTBETCTBEHHbIMU 3a UcnonHeHWe Jorosopa (pa3gen 10 OJorosopa).

3aKa3ynK MOMHOCTbKDO OTBETCTBEHEH 3@ COXPAaHHOCTb M KOHPUAEHUMANbHOCTb MNepefaHHbiX eMy
McnonHuTeneM YYeTHbIX OaHHbIX. VICMONHWUTENb HE HECeT OTBETCTBEHHOCTU U HE BO3MeLLaeT yObITKK ntoboro
poaa, NoOHeCceHHble 3aKa34yMKOM M3-3a pasrfaweHns Unm yTpaTtbl NOCIe4HUM CBOMX YUYETHbIX OaHHbIX.

Mo daKTy yTepu, HeCaHKLMOHMPOBAHHOMO AOCTYMNA K YYETHbIM AaHHbIM, NOMYyYeHHbIM OT VIcnonHuTensa, unm
BO3MOXHOCTM BO3HWKHOBEHMA TaKoM CUTyauuu, 3aKasuuMk BMpaBe HanpaBuTb MCMonHWTENo 3asdBKY Ha
CMeHy YYeTHbIX OaHHbIX U / unn 6noKMpoBaHue goctyna K JIMYHOMY KabuHEeTy C MCMONb30BaHMEM 3TUX
YueTHbIX JaHHbIX. B 3TOM cnyyae McnonHutenb ocylecTBnaeT 6/10KUPOBKY YUYETHbIX AaHHbIX, NepeaaHHbiX
3akasuumky. Cpok nogobHon 610KMPOBKKM cornacoBbiBaeTcd CTOPOHAMMU AOMONHUTENBHO C YYETOM KaXXaown
KOHKPETHOW CUTyaumnu.

B cnyyae ytpaTbl (6€3 BO3HMKHOBEHWMSA BO3MOXHOCTU HECAaHKLUMOHMPOBAHHOIo AOCTyNna TPeTbUX Nuu, K
YYeTHbIM AaHHbIM) CBOUX YYETHbIX aHHbIX 3aKa3uMKOM UX BOCCTAHOBNEHWE OCYLLECTBISIETCA HA OCHOBaHUN
3anpoca O BOCCTAHOB/IEHMM YYeTHbIX AaHHbIX. Mpu 3ToM McnonHuTenb BnpaBe 3anpoCUTb CKaH-KoMuu
MOEHTUOUUMPYIOWMX [OKYMEHTOB (oNa duamyeckoro nuua - obuwerpa)aaHckuim nacnopTt, Ang
IOPUOMYECKOrO NMua - KOMWIO CBMUOETEeNbCTBA O permctpaummn). BocctaHoBneHMe VYYeTHbIX AaHHbIX
ocywecTenaetca McnonHutenem B TedyeHue 2 (oByXx) paboymx OHEM C MOMeEHTa MNOJlydeHusa 3anpoca o
BOCCTAHOBMEHUN AaHHbIX.

6. MOPAOOK PACYETOB MO YCNYIAM

OnucaHMa MoryT npegycMaTpmBaTth criegytowme nopsaakm pacyétos no Ycnyre:

MpepBapuTenbHaa onnata - MNOPSAAOK OnnaTthl, nogpasyMmeBatowuMi onnaty Ycnyr A0 Hadvana wux
notpebneHus;

MocTtonnaTa - NopaA[OK onnaThl, NoApasyMeBaowWmMn onnaty Ycayr nocne ux notpebneHus.

B cnyyae, ecnu B OnNUCAHUM OTCYTCTBYET YMOMWHAHME O MPUMEHMMOM nopsake pacyérta, CTOPOHbI
YCTAHOBW/IM, YTO ONaTa TakMx YCyr OCyLecTBAAeTCA B NopsanKe nocTonnaTol.

B cnyyae, ecnm OnmncaHue COLEPXXUT HECKO/IbKO BapMaHTOB NopsaaKa pacyéra, npu 3akase Yciyru 3akasumnk
BbIGMpPaeT NPUMEHMMbIV NOPAAOK. YKa3aHHbIN MOPSAOK OTPaXkaeTcs B COOTBETCTBYOWEM 3aka3e. CTOPOHbI
YyCTaHOBWAN, YTO B C/lydyae, ecnin 3aka3 He COAEPXWUT Kakoro-nmbo ynoMmHaHMA O mopsanke pacyérta, To
npuMeHsaeTcsa nocronnarta Ycnyr.

MpenBapuTenbHaa onfaTa OCYLIeCTBNAETCA MOCPEeACTBOM BHECEHMA 3aKa3uMKOM [OEHEXHblX CPpencTB
NcnonHuTento 4o MOMeHTa noTpebneHns Ycnyru. BHeceHHble JeHeXHble CPefCcTBa OTpaXkaloTca Ha GanaHce
3aKasuumka B JINYHOM KabuHeTe. CTOPOHbI YCTAHOBMUMU, YTO VICMONHUTEND BMpaBe OCYLLECTBNATb yaep)KaHUs
CcpencTs Ha HGanaHce 3akasumMKa B C/IeAyWmnX caydyanx:

BO3HMKHOBEHMS Y 3aKa34yMKa NPOCPOYKM MO onaTe MHbIX Ycayr no Loroeopy (HanpMMep, onjaynBaembix B
nopsake NocTonnaTbl) Ha CPOK, Npesbiwatowmn 30 (TPUaLaTb) AHEN;

BO3HMKHOBEHWS Ha CTOpOHe 3aKa3uMka WHbIX MNOATBEPXOEHHbIX [OEHEXHbIX 0653aTeNnbCcTB nepeq
NcnonHuteneMm, cBA3aHHbIX ¢ [loroBopoM (Hanpumep, wrpadbl CO CTOPOHbI TPETbUX /L, BO3HUKLLME B CBA3U
C HeucnosHeHMeM 06a3aTeNbCTB 3aKa34yMKoM).

2 B TecToBOM pexume 6anaHc ycnyr ML Space oTpaxaeTcs B KoHconu ML Space, npv 3TOM Ha TEKYWMIA MOMEHT WCMONHWUTENb He rapaHTupyet
KOPPEKTHOCTb OTOBPaXeHNS AaHHbIX. 3aKa34MK COrnalaeTcs ¢ TeM, YTO Takme AaHHble B KoHconu ML Space HOCAT MHPOPMATUBHbIN XapaKTep.
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NcnonHuTtenb 06a3yeTca BEPHYTb AeHEXHble CPeAcTBa, NOCTYNMBLUME eMY B NOPAAKe NpeaonaaThl, B MOMHOM
06béMe B cny4yae COOTBETCTBYOLWEro obpaweHna 3akasumka B TedeHne 10 (pecatn) paboumx gHen, npu
cobnoaeHnn cneaywmx yCNoBUn:

3aKa3uyuk 06paTUACa C NMCbMEHHbIM 3asaBIeHNEM K ICMONHUTENO, NOANNCAHHBIM YNOMTHOMOYEHHbIM NTULOM;
Co CTOpOHbl 3aKa3yMka Ha MOMEHT obpalleHns OTCYTCTBYeT 3a[0/KeHHOCTb no [oroBopy B CBA3M C
OKasaHWeM WHbIX YCAyr, a TakXe WCMNOJIHEHMEM UHbiX 06a3aTenbcTB nNo [oroeopy. B cnydae Hanuumsa
HenoraweHHbix 06a3aTenbCcTB Mo [JOroBOpPY [AEHeXXHble CPeacTBa BO3BpalLaOTCA 3akKasuumKky C Yy4ETOM
yaepXXaHua nonarawowmxca NCnonHnTeno cymMm.

Ha peHexHble cpenctsa, NpenoCcTaBieHHble B NOPAAKE NpeaBapuUTenbHOM onnaTbl, HE pacnpocTpaHalTca
YC/IOBUA O KOMMEPYECKOM KpeauTe, npeaycMoTpeHHble K P®. 3aka3uuk He Bnpase TpeboBaTb OT
McnonHuTtena ynnaTbl Kakux-nmMbo npoLeHTOB 3a BHECEHHbIE B MOPSAAKe NpeaonnaTthl AEHEXHbIe CPeacTBa.

7. CMOCOBbI OMMATHI / MOPAOOK MOMOJIHEHUA BAJTAHCA

Onnata Ycnyr McnonHuTtensa ocyuwecTBnseTca nyteM 6e3HaiM4HOro NepeyvyuncrieHmMs OeHEeXHbIX CpeactB C
pacyeTHOro c4yeTa 3aKas3uMKa Ha pacyeTHbiM cyeT McnonHuTtensa crnocobamu, ykKasaHHbIMKM B JIMYHOM
KabuHeTe Ha paty onnaTbl Ycayr. C MOMeHTa peanusaunm MIcnonHMTeneM cooOTBETCTBYOLWEro dyHKLMOHanNa
B JINUHOM KabuHeTe, NoslydyeHHble VICMONHUTENEM AEHEXHble CpeaCcTBa OTpaXkatoTcsa Ha banaHce B JIM4HOM
KabuHeTe n cnucbiBatoTca ¢ banaHca B onnaty BbibpaHHOM 3aKa3uyMKoM YCNyrm Ha OCHOBaHWM BbiIGpaHHOro
Tapuda 1 nepnopa okasaHusa Ycnyr, oTpaxkaeMblx B JIMUHOM KabuHeTe.

[eHexHble cpeacTBa CYMTAKOTCA NOJy4eHHbIMU cnonHuTeneMm:

e [Mpu onnaTte NyTeM NepeBoda AEHEeXHbIX CpeacTB 6e3 MCNOoNb30BaHMA INEKTPOHHbIX CPeACTB naaTexa B
JIn4HOM KabuHeTe — B MOMEHT 3a4MCNeHUs [LOEeHEeXHblX CPeAcTB Ha pacyeTHblh cyeT WMcnonHutens,
yKasaHHbI B HacTtoAweM [oroesope, npu cobniogeHUM YCIOBUIM ONAaThbl, YKa3aHHbIX B BbICTaB/IEHHOM
VicnonHutenem cyete;

e MpuW onnaTe C UCMNONb30BaHWEM 3/1IEKTPOHHbLIX CPeacTB nnatexa B JIMYHOM KabuHeTe - B MOMEHT
nony4yeHus McnonHuTenem OT NpoBalaepa YCcayr no nNpeaocTaBfeHMI0 2NEKTPOHHbIX CPeacTB nyaTtexa
NOATBEPXKAEHMA O MPUHATUM K MUCNONHEHUo 0653aTeNbCTB NO NepeBoAy AEHEeXHbIX Cpencts B aapec
NcnonHutens.

Onnata ycnyr no [loroBopy MoXeT 6GbiTb BO3/10XKeHa 3aKa3uMKOM Ha TPeTbe MU0 Npu YCNoBUM COBN0AEeHUS
3aKas34yMKOM NopsAAKa U yCNoBuUiA onnatbl YCAyr nyTeM nepesoaa AeHeXHblX CPefAcTB Co cyeTa TpeTbero nuua,
pasMeLlleHHbIX MicnonHutenem B JInuHoM KabuHeTe.

Mpu onnate YCAyr ¢ MCNo/b30BaHWEM 3N1EKTPOHHbIX CPEACTB niaTexa, 4OCTYN K KOTOPbIM MpefocTaBisercs
yNONHOMOYEHHOMY npefcraButento 3akasumka ([onb3oBaTenio) npy COBEPLIEHUM UM BXoda B JIMUHbIN
KabuHeT, 3adBneHne 06 McnonHeHuM 06A3aHHOCTM 3aKaszumka Mo onnate ycnyr MCnofHUTeNns nuuoMm,
MCMOMb3YIOWNM TakKoe 3/1eKTPOHHOE CPEeACTBO MjaTexa, CuuTaeTca MnoJfiydeHHbiM WMcnonHuTtenem.
MonHOMOUYMS NMLA, UCMONb3YIOWEro 3MEKTPOHHOE CPeACTBO Mnatexa Ansa onnaTtbl Ycayr McrnonHutens,
npeaocTaBnsgeMblx 3aKasuuKy, MOATBEPXKAAOTCA WCMO/b30BAHMEM TakKUM JMLOM MPeaoCTaB/eHHOro
Ncnonuutenem 3aka3umky IOFMHa M Naponsa oasa gocryna B JIMUHbIA KabuHer.

8. OPFAHM3ALMA UHOOPMALIMOHHOWM BE3OMNACHOCTU B OTHOLIEHUW YCNYT

OnucaHMa MoryT npegycMatpmMBaTbh Mepbl U CNOCco6bl:

KoTopble npuMmeHaeT WcnonHutenb, Ona 3awmTbl MHPopMauumn, QO6naka SberCloud u cpepctB ero
ynpaBneHus;

HanpaBfieHHble Ha BbISIBNEHME HEeAO0CTAaTKOB opraHusaumm cucteMbl MB obnayHon nnatdopmbl (ayauT,
TecTMpoBaHue, U.T.4.).

B oTHoweHuMn npoueccoB/cepBnco WMB OnucaHMa MoOryT copepxxaTtb WHdbOpMauuUio, Kacatlykoca
pacnpeneneHnsa ponen, o0sa3aHHOCTEM U OTBETCTBEHHOCTM B ob6nactm UMb Mexay 3akasuukoM U
McnonHutenem.

B pamkax okasaHua Ycnyr McnonHutenb He NpenocTaBiseT onunum MHPOPMUPOBAHUSA O BO3MOXHOCTAX
MapKMPOBKK U/MIN  Knaccudukauum MHPOPMaUUM/aKTUBOB 3akKasuumka nyTeM HauMeHOBaHuA u/unu
M3MEHEeHNA ee/ux CBOMCTB. ECAM 3TO MNPUMEHUMMO K KOHKPeTHbIM YciyraM, 3akasuuMkK MOXeT
BOCMOJIb30BaTbCA BCTPOEHHbIMW BO3MOXHOCTAMM MO, B cnydyae npepoctaBneHmsa Takoro MO 3akasuuky B
paMKax oKasaHua YCAyr, M 03HaKOMUTbCA C MNPeaoCTaBMIeHHbIMU MHCTPYKUMAMM OT MNpPOU3BOAUTENEN
naHHoro Mo.
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