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OMNMCAHWE N YCINOBUA NMPEOOCTAB/TEHNA YCITYT U
«MNOAOKMTIOYEHUME K CEPBVCAM CLOUD»

1. OBLUAA NHPOPMALINA N ONMUCAHUE YCIYTU

Ycnyra noctpoeHa Ha 6a3e ceTeBoro u cepsepHoro o6opynosaHus McnonHurens.

[na nonyyeHus poctyna K Ycnyram Cloud 3akasumk, B 3aBUCMMOCTU OT TeKYLMX TPeB0oBaHUA 1 MMEKLWMXCA
BO3MOXHOCTEN, MOXeT BblGpaTb OAUH UM HECKOJIbKO TUMOB CETEBOro MNOAKAOYEHNA:

WNHTepHeT.
Tabn. 1. BapmaHTbl NoakntoyYeHnin yepes NHTepHeT

BapuaHTbl NOLKAIOYEHUIA Cogep)aHue

BblAeneHHbIi  rapaHTMPOBaHHbIA  KaHan | JlorMyeckoe MOAKMYeHWe K BblAeNieHHOMY A8 3akasymka KaHany
NHTepHeT? nepenayv [aHHbIX C rapaHTUPOBAHHOW MOMOCOWM MPONYyCKaHUA

NIOrMYecKoe NOLKIUEHMe K OBLLEMY A5 BCEX 3aKa3uMKOB YCYr KaHany
nepefaun [aHHbIX (CKOPOCTb CETEBOrO COEAMHEHWS AN KaX[oro
O6wwmit kaHan NHTepHer (shared) 3aKa3unKa He SBISETCS rapaHTUPOBaHHOM U 3aBUCHT OT 3arpy)XeHHOCTU
06lLero KaHana nepefayn AaHHbIX)

Mpn nogkno4YeHmnn K cepsncamM Cloud yepes MIHTepHET 3aKa3uymnk, NO YMONYaHUIO, NOyYaeT oanH 6enbii IPv4-
agpec, BblAenaemblt B BUAE MOACETM C Mackol nopgcetm /32. JononHutenbHble IP-agpeca BblaenawTca no
aHaNOrMYHOMY MPUHUKMNY, HO 0DOPMIADTCA OTAENbHO 32 AOMNOMHUTENbHYO NnaTy. Mpu NogKNtoYeHUN Yyepes
KaHan MHTepHeT 3aka3uyuKy npegoctaBnsaetca 6asoBas 3awimnta MHPOPMALMOHHBLIX CUCTEM, Pa3MELLAEMbIX B
O6nake Cloud, ot DDoS-aTak, HanpaB/IeHHbIX HA UCYepnaHue KaHalbHOW eMKOCTM ceTeBOM MIHPpacTpyKTypbl.
TakXxe, No 3anpocy, MOXeT ObiTb NPeoCTaBNeHa pacluMPEHHAna 3aWwmTa MHOOPMALIMOHHbIX CMCTEM 3aKa34nka,
pa3smewaeMbix B Obnake Cloud, ot DDoS-atak Ha Bcex ypoBHAX OO L7 BKNOYUTENbHO B BUMAE OTAENbHOM
Tapudunumpyemon Ycnyru.

BblaeneHHbI KaHan CBSA3K.

MooKntoyeHne Yyepes BbiAeNeHHbI KaHan CBA3KW No3BoNseT obecneynTb B3aUMOoaencTBme ceter 3aKasumka ¢
ceTblo B Ob6nake Cloud c noMoubio BblAeNeHHbIX KaHaNoB CBA3W CTOPOHHEro nposanaepa. OnuMoHaNbHO C
NMOMOLLbIO OAaHHOro cueHapua K Ycnyre 3akasumka MOXeT ObiTb MOoAK/IOUYEeH anbTepPHATUBHbLIA KaHan B CETb
MHTepHeT. ONna QOaHHOro noakatyeHusa MoryT 6biTb 3a4eMCcTBOBaHbl BbloeNeHHble KaHanbl 3aka3uuka,
OpraHM3oBaHHbIE C UCNO/Ib30BAHNEM «TEMHON ONTUKU», NTMOO KaHanbl, npegocTaBnsaeMole IcnonHUTenemM.

Tabn. 2. BapuaHTbl NOAKNOUYEHUI Yepe3 BblgeneHHbI KaHan cBa3un

BapuaHTbl NOAKIOYEHM CopepyaHue

NoaKYeHNe OBYX KaHanoB B ABa PU3MYECKMX MOpTa Ha OTAE/NbHbIX

PesepsBupyemoe
CeTeBbIX MapwpyTM3aTopax

nogkKnw4yeHne TO/bKO OOHOro KaHana B OAUH d)VI3VI‘-IECKVIl7I nopTa Ha

He pesepBupyemoe
OOHOM M3 CeTeBbIX MapLIPYTU3aTOPOB

MoakntoYyeHne BO3MOXHO C UCMOb30BaHMEM PU3NYECKMX MOPTOB C NPOMNYCKHOM cnocobHocTbio 1 M6/c 1 10 M6/c

CocTaB Ycnyru U oCHOBHble KOMMOHEHTbI.

MHTepHeT:
Tabn. 3. NHTepHeT
MogaksnioyeHne K cepBucy B obsake yepes cetb MHTepHeT — NAT
CopepxxaHne OrpaHuyeHmns
. oguH 6Genbii IP agpec Ha nNpuioXeHue - anga nybnukauuu
Monb3oBaTtenu noakto4varTcs K | HECKONMbKUX MPUTOXEHUIN C ogMHaKoBbiMU noptamu TCP (80, 443 n 1. 4.)
BMpTyanbHoM MawwnHe B Obnake Cloud, | TpebyeTca BbigeneHue OONoNHUTENbHbIX 6enbix IP agpecos;
onybnvkoBaHHOM Yepes Benbii IP agpec, | o ANA NPUNOXEHWUI C AMHAMMYECKU BbloensembiMu noptamu (FTP,
MapLlpyTu3Mpyembin B cetn MHTepHeT. | SIP, H.323 1 T. A.) MOryT BO3HUKHYTb Npo6eMbl C HeJOCTYMHOCTbIO CepBumca
[aHHbIN cueHapuhn peKkoMeHAyeTca | - HeobxoaMMoO GUMKCUMPOBATb AMAanasoH AUHAMMUYECKM BbiAeNsaeMbIX NOpPTOB
ncnonb3oBatb AN NPefoOCTaBNeHWUst | B HACTPOMKax MPUMIOXEHUS W MpOnMCbiBaTb WX B npasBunax DNAT.
gocTyna K ny6nuMyHOMy cepBuCYy 4Yepes | AnbTepHaTMBHbINM BapuaHT - BblAensTb oAuH Genbiin IP agpec Ha cepBuC U
ceTb IHTepHeT. HacTpauBaTb nNpasuao Static DNAT.
MopknodeHue K cepBucy B obnake Yepes Site to Site VPN — L3 VPN (IPsec VPN)

! 3aaHHasA CKOPOCTb rapaHTUPYeTCa BHYTPU CeTU MICNONHUTENS HauMHasA OT MopTa MOrpaHMYHOro MaplpyTusaTopa ysna ceasu Cloud.
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Ha ceteBOoM o6opynoBaHWM 3akasuyuka
(poyTep MM MeXceTeBOM  3KpaH)
HacTpamBaeTca cTatuyeckuin [P sec-
TOHHenb B O6nako Cloud, ¢ nomoubto
KOTOPOro no/fib30oBaTenn NoaK/YaoTcs
K BMPTyasbHbIM MawWHaM B obnake Ha

cepble IP agpeca, MapwpyTusMpyemMbie B | o TpebyeTca HanmuMe y 3akas3umka ceTeBoro obopypnoBaHua C
pamkax o6nayHoi ceTu 3akasuuka. noppepxkon IPsec VPN. Mpoyne orpaHnyeHna NnpuBeaeHbl B JOKYMEHTaLUnm
[aHHbIN CueHapuu pekomeHAyeTCa | no ccobinke: https://docs.sbercloud.ru/vdc/ug/topics/networks.html

Mcnonb3oBaTb A9 CBA3W on-premise
ceTen 3akasumka c cetamm B QObnake
Cloud Kak OCHOBHOE MOAKJ/IloYEHME UK
KaK pe3epBHOEe MOAK/YEHNE npu
HaNM4YnMM MOJKI/OUYEHUA Yepe3 npsaMoKn

KaHan CcBa3n.

BbloeneHHbIN KaHan cBA3u.

Tabn.4. BoigeneHHbI KaHan cBa3un

L2 nogkntoyeHue

CopepxaHue

[aHHbIN CLueHapuin NO3BONSET CBA3aTb CeTb KNneHTa B Obnake Cloud ¢
on-premise CeTaMU KMeHTa BHe o6naka no L2. Mpu TakoM NogKoYeHUN
CyLLecCTBYOWME BMPTyasibHble MallMHbl B WMHPPACTPYKType 3akasuymka
6yayT HaxoOouTbca B ogHol L2 cetu ¢ mawnHamm B Obnake Cloud, yto
[aeT BO3MOXHOCTb /IS peanu3auuu Takoro cepBuca Kak Murpauums
MalunH 6e3 cMeHbl IP agpeca.

OaHHbIN BUL, NOAKNOYEHMS NpeanofiaraeT ciegyowme onuum:

. ApeHpa ¢u3myeckoro noprta - NpefocTaBfeHWe B apeHmy
dusnyeckoro nopta 1 unm 10M6/c Ha obopyposaHum Cloud B ogHOM U3
TOYEeK MPUCYTCTBUSA, B paMKax KOTOPOro OCYLEeCcTBASIETCS NOAK/IOYEHNE
K pecypcam 3aka3sumnka, pa3mMelleHHbix B Obnake Cloud;

. ApeHpa SFP Moayns — npegocTtasneHue B apeHay SFP moayns,
HeobxoaMMoro Ana NoaktyYeHns GU3NYecKom COeaUHUTENBHON NINHUK
K nopTy Ha obopymoBaHun Cloud (ob6s3aTenbHas onuus npu 3akase
ycnyru apeHaa Gusnyeckoro nopTa);

. ApeHa KpoCCMPOBKWM (OMUMOHANbHO) - nNpepocTaB/ieHune
ONTMYECKOW COeAUHUTENBHON NMMHUM OT obopynoBaHua Cloud B ogHOM 13
TOYeK NpuUcCyTCTBUA [0 obopynoBaHMA 3akasuMka B TOW XXe Touke
NPUCYTCTBUSA;

. BblpeneHHoe ceTeBOe COeAMHeHMe -  MpefocTaBieHue
BblAENIEHHOr0 KaHana CBA3W Mexay Touykon 1, duanyeckuMm MopToM Ha
obopynoBaHun Cloud B OfHOWM M3 TOYEK MPUCYTCTBUS, U TOYKOM 2,
noptomMm obopyaoBaHMa 3akasumMka Ha o0bbekTe 3akasuuka. [Ons
npefocTaBneHna LaHHOro CepBMCa MOFYT WCMOb30BaTbCA CEPBUCHI
CTOPOHHEero nposanaepa.

. ApeHa TEeMHOro BOJIOKHa - nNpepocTaB/ieHMe B apeHay
BbIOEMEHHbIX OMNTUYECKMX BOJIOKOH MeXAy Touykon 1, @uanyeckmum
nopToM Ha obopypoBaHuu Cloud B OOHOM M3 TOYEK MPUCYTCTBUA, U
TOYKOM 2, NOPTOM Ha obopynoBaHMM 3aka3umka Ha 06bekTe 3akasuumka.
[ns npefoctaBneHns OaHHOro CepBmca MOryT UCMOJIb30BaTbCA CEPBUCHI
CTOPOHHEero nposangepa.

YcnoBus npegocTaBneHms:

Ona npepoctaBneHMss [[aHHOTO  TuMa  MNOOK/KYEHUA  3aKasuymKy
HanpaBnseTcs AKT Hayana okasaHua VYcayr. Tpu  COOTBETCTBUM
XapaKTepPUCTMK 3aka3ymK MOAMMCbIBAeT ABa 3K3eMnispa AKTa Hadana
okaszaHua ycnyr (no c¢opme MpunoxeHua 1.6.A k [oroeopy) nué6o
oTnpaensieT icnonHuTeNo yBeAoM/IEHNE O HECOOTBETCTBUM B TEYEHUE 5
(nsaTK) pabouunx gHen.

B cnyyae, ecnv no ucte4yeHMU BbilEeYKa3aHHOro Cpoka OT 3aKa3yuka He
NOCTYNUAX 3aMeYaHMUsl MO COOTBETCTBMIO XapaKTePUCTUK AaHHOro Tuna
nopgknwyeHns, To  CTOpPOHbl  CYMTaKOT, UYTO  XapaKTEPUCTUKMU
COOTBETCTBYIOT, YKasaHHbIM B 6naHke 3akasa, a AKT cuyuTaioT
NOAMMCAHHbLIM CO CTOPOHbI 3aKa3uyMKa 6e3 3aMmeyaHuni.

MoanucaHHble 3k3eMnnsapbl AKTa 3aka3unk o6s3yeTcs nepepatb
yNONMHOMOYEHHOMY  npepacTtaBuTento  WcnonHutena  (paspen 10
LoroBopa). B TeyeHne 5 (natn) paboumx OHEM C MOMEHTA MONy4YeHus
ak3eMnnapoB AkTa, McnonHutenb oba3yeTcs noanucatb UX CO CBOEW
CTOPOHbI, @ TaKXe HanpaBuUTb OAWH 3K3eMnasap noanuMcaHHoro AkTa
3aKa3yuky.

OrpaHuyeHus
. MaKCMManbHas BO3MOXHas
NPOV3BOAUTENbHOCTL NopkatoyeHna - 10

6/c. Ona  MaKCMManbHOM  yTUAM3auuK
nogkno4yeHna 3HavyeHne MTU Ha Bcem nyTu
cnepoBaHusA Tpadwuka OOMKHO ObITb
YCTaHOBNIEHO He MeHee 9000 6anT.

BsauMopencTeme ¢ pecypcamum o6aaka ¢ ucnonb3osaHnem AS u IP-agpecoB 3akasuuka

CopepXaHue

OrpaHuyeHus
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o ANA  UCNOMb30BaHMA  cUeHapwus
TpebyeTca, uTobbl KAMEHT wumen Provider
Independent IP apgpeca, coOBCTBEHHYO
aBTOHOMHYIO CUCTEMY.

. KNneHT ucnonbayet cetb Cloud kak
TPaH3UTHYIO ANA  aHOHCMPOBAHWSA  CBOMX
npedunKkcos.
CepBuc 3aka3umk aHoHcupyeTcs u3 O6naka Cloud ¢ nomowpio |, OOMOMHUTENbHO  AO/MKHA  BbiTb
MapLpyTU3MpyeMbix B MHTepHeTe agpecos 3akasunka (Pl 610k). npopaboTaHa cxeMa 3awmTbl Anti-DDOS pns

npedunKCoB KANeHTa.

B 3aBMCMMOCTM OT ocOBeHHOCTEN peanm3aunm
CXeMbl MOAKMoYeHNa MoxeT notpeboBaTbcs

OOnoNHUTEeNbHas 3aKynka ceTeBoro
obopynoBaHua no COorflacoBaHuio C
3aKa34ymKoM.

2. BA3OBAA ®YHKLUNOHANBHOCTb U METPUKW YCNVYT U

Ba3zoBas GYyHKLUMOHaNbHOCTb U MeTPUKM Yenyru «MopaknoyeHmne K cepsrcaM Cloud» npeactaeneHsl B Tabnuue
5.

Tabn.5. MNapameTpbl NpegocTaBasieMbix Yenyr

XapaKTepuUCTUKU U METPUKM [lonycTUMble 3HaueHusa*

Ot 10 M6/c po 10 I6/c B 3aBUCMMOCTM OT BblOpaHHOMN
nNponyckHon cnocobHocTn

CpenHana ceTeBas 3apepykka B npegenax Cna Cloud He 6onee 10 mcek

[MpoueHT NoTepsAHHbIX NakeToB B npepenax CrAa Cloud He 6onee 0,5 %
OrpaHMyeHns BXO[AWeEro CcyMMapHoro Tpadwuka 3a
OTYeTHbIN Nepuoa,
OrpaHMyeHns MCXOoAAlero CcyMMapHoro Tpaduka 3a
OT4YeTHbIN Nepuog,

* - VcoBue: 3arpy3Ka roJsiochl npornyckaHua He 6onee 80% (pacrnpoCTpaHAETCA TO/IbKO Ha BblAe/1eHHbIVI KaHasl CBA3M).

CKOpOCTb Nepefayun gaHHbIX

He orpaHnyeHo, ecnm nHoe He yKa3aHO B onucaHun Ycnyru

He orpaHnyeHo, ecnm MHOe He yKa3aHo B ONUCaHUKN YCnyru

basoBble METPUKM MOTYT BbITb CKOPPEKTUPOBAHbI MPK 3aKase YCayru.
3. TAPUDUKALNA YCITYTHU

[na paHHon Ycnyru ncnonb3yetca Ctatndyeckasa tTapudunkaums.

BennunHa e)xxeMecsa4yHoro nnaTtexa 3a Nonb3oBaHue YCnyron onpepnensieTcs B COOTBETCTBMU C 3aKa3aHHbIM
06beMOM NepeyunCc/ieEHHbIX HUXE PeCcypCcoB 1 ONuui:

e LWIMPWHA KaHana MHTepHerT;

e KoNunyecTtBo 6enbix IPv4-agpecos;

e MPOMYCKHas CNOCOBHOCTb M KOMMYECTBO PM3NYECKUX MOPTOB;

e TMN U Konuyecteo SFP mopynen;

e KOJINYECTBO KPOCCUPOBOK;

e MPONYCKHas CNOCOBHOCTb M KOMIMYECTBO BblAENEHHbIX CETEBbIX COEAUHEHNI;

e KOJINYECTBO ONTUYECKMX BOJIOKOH U AJINHA ONTUYECKOM TPaCChl.

ELVHOBPEMEHHbIV NIaTeX 3a nogkitodeHre Ycnyru (eciv 3To NpUMEHUMo no Tapuady).
4, MHbIE YCNOBUA, MPUMEHUNMDIE K YCITYTE

Bo3MoOXHble BUAbl NOAKAIOYEHUN [ UBMEHeHUs [ OTKAIoUeHUa Ycnyr:
MocpencTeoM nognucaHusa 3akasa.

Bo3MOXHbI NOPAAOK pacyeTos no Ycnyre:
MocTtonnara.

Bo3MOXHble cnocobbl onsaThl U nopsanok nonosHeHua banaHca:
OnnaTa B 6€3Ha/IMYHOM NOPAAKE HA OCHOBAHWM BbICTaBNEHHOIO MIcmonHUTENEM cYeTa.

CTOpPOHbI YCTAHOBMAK CNepyowWwmnin NopsaaokK 3akasa Ycayru no HactosaweMmy MNpunoXkeHuto:

3aKas Ha noakawyeHne Ycayru no HactosaweMmy MpunoxeHuwo o/mkeH 6biTb HanpasaeH VcnonHuTento He
nosaHee, 4em 3a 6 (WecTb) paboynx AHEN A0 faTbl Hayana okasaHua Ycnyru;

B TeueHne 3 (Tpex) pabouux gHen WcnonHWUTenb WAM ero ynoSHOMOYEHHbI npefacTaBuTenb obasyetca
paccMoTpeTb 3akas Ha Yciyry v HanpaBuTb WLy, HanpaBuBWEMY 3aKas, OTBeT (MOAMUCAHHbIM CO CBOEWN
CTOPOHbI 3aKa3 MM OTKa3 B NpenoctaBneHnn Ycayrn ¢ o60CHOBaHMEM MPUYUHDI);

B cnydae cornacosaHus CTopoHaMu 3akasa Ycayra no TakoMy 3aka3ly npepocTaBnsieTcs B Aaty Havana
oKasaHua Ycnyru, 3adukcupoBaHHyto B 3aka3e, ¢ 10:00 no MOCKOBCKOMY BPEMEHN.
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4.5. 3aKa34ynK CaMoCTOATE/IbHO HEeCeT OTBETCTBEHHOCTb 3@ COXPAHHOCTb OAaHHbIX U MPUHMMAET CaMOCTOATENIbHO
Mepbl MO UX COXPaHEHUIO Npu oTKase ot Ycayru. MNMpu otkase oT Ycnyrn NcnonHmnTenb Bnpase yoanuTb AaHHble
3aKas4ymnka no ucrteyeHmn 5 (natm) paboumnx gHen nocsie otkasa oT Ycayru.
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