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K [Jorosopy
OMNCAHWE N YCINOBUA NMPEOOCTABJIEHNA YCIYT N
«OBbEKTHOE XPAHWJTNLLIE S3»
1. OBWAHA NHOOPMAUWA N OMUCAHUE YCIIYTIH
Ycnyra npepocTtaBngeTr poctyn K O6beKTHOMY XpaHuauwy - BblCOKOMacwTabupyemon annapaTHoO-

nporpaMmMHon nnathopme XpaHeHUs [OaHHbIX, KOTOpas Mo3BOMSEeT 3aka3uymkaM XpaHuTb, obpabaTtbiBaTb
HEeCTPYKTYPUPOBaHHbIE AaHHble (06bEeKTbI) M M3BNEKATb Ntobble 06bEMbI OaHHbIX.

HOoctyn kK OO6bBEKTHOMY XpaHunuwy npegoctaBnseTca ¢ nomowbko APl uHTepdenca. Cnucok
noanepXuBaembix KOMaHpA, API O6beKTHOro XpaHunuuia S3 HaxoaomTcsa no agpecy
https://docs.sbercloud.ru/s3/ug/index.html.

Ycnyra peannsoBaHa cpeacTsaMu annapaTHo-nporpamMmMHon nnatdopmbl MicnonHuTens.

YnpasneHne O6GLEKTHbIM XPaHUIMLIEM OCYLWECTBAAETCA 3aKa3uMKoM MocpeacTsoM GYHKLMOHANbHbIX
BO3MOXHOCTEN JInyHOro Kabuxete.

CocTaB Ycnyru U oCHoBHble KOMMOHEHTLI. B cocTas Ycnyru XxogdaT cnegyowme onumm:
e OO6beKTHOe XpaHunuuie S3, XxpaHeHWe AaHHbIX;

e OO6beKTHOe XpaHunuuie S3, reopennMKauua gaHHbIX;

e OObeKTHOe XxpaHunuule S3, ncxopgawmnn Tpadmk;

B uensax obecnevyeHns 3awmnTbl O6bEKTHOrO XpPaHMUANLLA PeaNN30BbIBAOTCA CieayloWme Mepbl U MEXaHU3Mbl
3alnTbI:
Tabn.1. ObecnevyeHne 3awmnTbl O6GbEKTHOrO XpaHunmwa S3

YpOBHMU 3aLUUTHI MeponpusaTtus

3awuTa O6naka Cloud u cpeacTts ero ynpaeneHus

ObecneunBaeTcs:

. - pa3sMeweHue Bcero obopynoBaHua WHdpacTpykTypbl B LOL, COOTBETCTBYHOLLNX
dusnyecknit TpeboBaHUAM HaAEXHOCTM No KaTeropun Tier 3;

- KOHTPO/b M yNpaBieHne 4oCTynoM K 060pynoBaHuio;

- Hanuyue cucTeMbl BUAeoHabnogeHnsa Ha obbekTax nHpopmatmsaumm LIOM.
ObecneunBaeTcs 3awmuTta nepuMmeTpa WMHPpPacTpyKkTypbl C MCNONb30BAHUEM MEXKCETEBbIX
CeTeBon 3KpaHoOB HoBOro nokoneHns (NGFW), ocywecTBnswwWmMX B TOM YWUCNe BbiABIEHUE U
npenoTBpaLleHe KOMMNbIOTEPHbIX aTak.

ObecneunBaeTcs:

— OByxdaKTopHas ayTeHTUdMKaumMa agMUHUCTPATOpPOB MHMpacTpyKTypbl;

—  NOAKNIOYEHWE afMUHUCTPATOPOB WIHGPACcTPyKTypbl K CpeactBaM ee ynpaBieHus C
ncnonb3osaHnem VPN;

; — KOHTpONb  OEeNCTBUN NPUBUIErMPOBaHHbIX nonb3oBaTtenen (apMUHUCTPaTOpOB

NHbpacTpyKTYpHbINA MHbpacTpyKTypbl) C UCNONb30BaHMEM CMeLMann3npoBaHHbIX CPeacTs;

—  PerynapHbii KOHTPONb W aHanm3 3alWWILEHHOCTU MHGPaCcTPpyKTypbl C MCMOIb30BaHMUEM
Ccneunann3MpoBaHHbIX CPencTB Mo BbiABMEHMIO YA3BMMOCTEN B Ucnonb3yemoM MO 1 ero
HEKOPPEKTHOM KOHDUIypauum, BAMAIOWEN Ha YPOBEHb 3almweHHocTH MO, c ycTpaHeHnem
BbIAB/IEHHbIX YA3BUMOCTEN U/UNU HELOCTATKOB;

— cbop 1 aHanm3 cobbITUM MHDOPMALMOHHON 6e30NacHOCTH.

OcywecTBnsaTCS  NepuopgMyeckue  TeCTMPOBaHMS  Ha  MPOHUMKHOBEHWE W ayauT

MHpopMauuoHHon 6esonacHocTM O6naka Cloud c npuBneyYeHMeM CTOPOHHUX OPraHu3auum.

LononHuTenbHbI BbisiBNeHHbIE B XO4e COOTBETCTBYIOLWErO TECTUPOBAHUSA U/VUNKW ayauTa HELOCTAaTKU YCTPaAHAOTCS

no GakTy UX BbiABIEHUS.

3awwmTa JInuHoro KabuHera

Ob6ecneymBaeTcsl Ha YPOBHE MPUIIOXKEHUA C WCNONb30OBaHWEM CreuMannm3mpoBaHHOIO
MEXCETEBOIro 3KpaHa YPOBHS NMPUIOXKEHUN.

OcCyLecTBNAOTCA pPerynspHble CKaHMpoBaHWsA JIMYHOro KabuHeTa Ha Hanuume akTyalbHbIX
LononHuTenbHbIi ysa3BuMocTeln. MpoBOAATCA TECTUPOBAHMA Ha MPOHUKHOBEHMWE C NMPUBIEYEHMEM CTOPOHHMX
opraHusaumi. Ya3BMMoCTU /UM HeOQOCTaTKN YCTPAHAOTCA Mo GaKTy UX BbISBNEHUS.

MpunoxeHunsa

3awmta uHTepdencos focTyna K O6GbEKTHOMY XPaHUULLY

MeponpuaTtus

MopkntoyeHne, co3paHune, 3arpyska u nepepada O6bekToB B O6beKTHOE XpaHuauLLe S3 ocyLecTBAAeTCA Mo NPOTOKONY
HTTPS (TLS v1.2, 1.3).
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3anpocsl Ha gocTyn kK O6bekTam yepes S3 REST API npoxogaT npoBepKy NOAMHHOCTM C noMolbio MeTofaa Hash-based
Message Authentication Code (HMAC).

PasrpaHnyeHue pocTyna K nosib30BaTebCKUM AaHHbIM O6bEeKTHOro XpaHnnuiia

MeponpusaTtus

3aKa3unKy NpPenocTaBseTca AOCTYN TONbKO K BblAeNeHHbIM Ans Hero MNMpocTpaHcTBY MMeH U Kop3auHaM BHYTPU Hero.

Ona nonydeHusa goctyna K cBoen Kop3nHe 3akas3umK LOMKEH aBTOPU30BATbCA B CUCTEME C MoMoLlblo Access key/ Secret
key. ABToMaTu4yeckasa [eHepaumsa KKYeNn NPoucxoguT npu co3paHum MNpocTpaHCcTBa UMEH, KPOME 3TOro, 3akasyuk
MOXXEeT CaMOCTOATEIbHO YNPaB/sATb CO34aHMEM K/KOYEN U pa3rpaHMyeHreM npas goctyna K Kop3nHam. MicnonHutenb
He MMeeT JOCTyna K XpaHawuMcsa BHYTPWM MpoCTpaHCTBA MMEH JaHHbIM U He MPoM3BOAMT UX 3arpysky, o6paboTky,
N3MeHeHune, yaaneHue, KonmpoBaHue nnbo nHble 4eNCTBUS.

MpU YHUUTOXEHUU BblAeNeHHOro [MPOCTPaHCTBA MMEH OHO YHMYTOXKAeTCAa BMecTe C MMELWMMUCA BHYTPU HEro
LaHHbIMU.

Tunbl pecypcos:

0O6beM XpaHMMbIX JaHHbIX - 06beM XPaHMMbIX AaHHbIX 3aKa3uyMKa Ha annapaTHO-NpPorpaMmMHon nnatpopme
VicnonHutens.

06beM ncxopauero Tpaduka - o6veM mcxopawero Tpaduka 3akasdmka, nepenaHHoOro M3 30H 4OCTYNHOCTHU
VicnonHutens.

0O6beM BxopAlWMX obpaweHnin K xpaHunuuwy (Requests) - ob6beM Bxoaawmx obpalleHMn 3akasumka K
annapaTHO-NporpaMMHoNn nnatpopme NcnonHutens.

[nga nogknoyeHuna K Ycayre 3akasumK MOXeT Bbi6paTb OANH UM HECKOTbKO TUMOB NOAKII0UYEHUS:

Tabn.2. Tunbl NOAKIIOYEHMSA K CETU U CETEBbIE cepBuUcChbl

Tun noaknloyYeHns OnucaHue

Yepe3 VHTepHeT C NOJKNYEHUEM K 06LLI,E‘My ona BCeX 3aKa3ynKoB

MoakntoyeHne yepes  obwun KaHan
Ycnyrn KaHany nepenadn OaHHbix;

MHTepHeT (shared)

Yepe3 BblgeNeHHbIn KaHan oT O6beKTHoro xpaHunuwa S3 pgo
MopkntovyeHre 4Yepe3 BbIAENEHHbIN KaHan | NAOWAAKM  KAMeHTa (NoAKIlYeHWe Mo BbIAENEHHOMY  KaHany
Direct connect OCYLLECTBNAETCA B paMKax oTaenbHoM ycnyru «Direct connect»).

MoakntoyeHne yepes BHYTPEHHel ceTeByl | B cnyyae ucnonb3oBaHus ycnyru «BupTtyanbHbin LLOO» poctyn K
MHppacTpykTypy McnonHutens 6e3 Bbixopa | O6beKTHOMY XpaHunuuy S3 ocywecTBAsSeTca 4Yepe3 BHYTPEHHIOW
B Ce€Tb VIHTepHeT. ceTeByto VMIHbpacTpyKTypy MicnonHutens 6e3 Bbixoda B ceTb MIHTEpPHeT.

TexHnyeckoe onmcaHue Ycnyru:
Tabn. 3. TexHU4Yeckoe onmcaHume

KOMnNOHeHT OnucaHue

MnatdopmMa MNONHOCTbIO WCMONb3yeT MNPOrpaMMHO-ONpeaensemMyto
MporpamMMHas nnathopma apXWUTEKTYpy, 4TO MNO3BONSAET  He3aBMCMMO  MacwTabupoBaTb
BbIUMCINTENbHBIE PECYPCI M PECYPChl XPaHEHUS.

O6bekTHOE XpaHunuwe npepcrasnser n3 cebs nerko
MacwTabupyemMylo nNporpaMMHO-OMNpPenensieMyld CUCTEMY XpaHeHus
OaHHbIX, COCTOSILLYID W3 CepBepoOB KOPMOPaTUBHOrO YPOBHS,
D0a3MpyoLWMXCSa Ha NPoLLeCccopax apxXMTeKTypbl X86/64.

Ycnyra no3sonseT XpaHUTb AaHHble B HECKOJIbKMX 30HaX AOCTYMHOCTH,
KOTOpble pasMellarTca B reorpaduyeckn pacnpepeneHHbiXx paTta-
ueHTpax. MIHbpacTpykTypa, KOTOpasi HaxoguTCA B Ka)KAOM M3 pgaTa-
LEHTPOB, Ha3blBAETCA 30HON AOCTYNHOCTU. Ka)kaas 30Ha M30nMpoBaHa
OT OCTasibHbIX, 3@ CYET 3TOro AOCTUraeTcs 3awuTa OT annapaTHbIX U
nporpaMMHbix c60eB B ApPYrnx 30Hax [OCTYMHOCTWU. 3aKa3umK MOXeT
pa3MecTuTb MHbOPMaLMIO B OQHOM 30HE AOCTYMHOCTW (OQHOM paTa-
LEHTPE) NN B HECKONbKMX (B pa3HbiX AaTa-LeHTPax) C BO3MOXXHOCTbIO
reopennvkauuuM  daHHbiX. [pyM  NOAKAKOYEHUU reopennmkauuu,
MHPOpPMaUusa pennuuupyeTca Mexay [ABYMS 30HaMW [OCTYMHOCTH,
3aKa3yMK CaMOCTOATENbHO BbIOMPAET 30Hbl [OCTYMHOCTU, MeXay
KOTOPbIMW ByAeT OpraHM30BaHHa reopennkauuns.

[OaHHble 3aka3uymKa XpaHaTca B [pocTpaHCcTBe UMeH. lMpu co3paHumn
MpocTpaHcTBa MMeH 3aka3uyuMK BblIOMpaeT OfAHY M3 HECKOMbKWUX 30H
LOCTYMHOCTU, B KOTOPOM OyaeT pacrnonoXeHo [MpoCTPaHCTBO MMEH.
MpocTpaHCcTBO MMeH 1 Kop3anHbl Ka>kgaa 30Ha [OCTYMHOCTU M30AMPOBaHa OT OCTajlbHblX, OCHalleHa
HE3aBUMCMMbIMW CUCTEMAaMM  INEKTPOCHABKEHUS, OXNAXKAEHUA MU
CeTeBOro B3aMMOLENCTBUS, 3@ CYET 4yero [JoCTMraeTcs 3awmuTa oT
annapaTHbIX M nporpaMMHbix cboeB. lMonb3oBatenu [pocTpaHCTBa

AnnapaTtHada nnatdopma

Feopennukaumsa gaHHbIX
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MMEH C COOTBETCTBYHOLWMMN NPUBUIETMSIMU MOTYT CO3AaBaTbh Kop3uHbl
N 06bEeKTbl BHYTPU HUX, MCNoNb3ysa API.

MpocTpaHcTBO MMeH obbepuHaeT B cebe Kop3uHbl. Mpu co3paHum
MpocTpaHcTBa MMeEH 3aKasuMK MOXET 3afaTb HACTPoOMKM  no
yMonyaHuto ans KopauH, Kotopble 6yayT aBTOMaTUYECKWU NPUMEHATLCSA
K co3gaBaembiM B [lpocTpaHctBe Kop3uHaM. 3akasumk MoOxXeT
M3MEHUTb HAaCTPOMKKM MO yMonyaHuto. B pamkax MpocTpaHcTBa MMeEH
3aKa3uyMK MOXET BbICTaBNATb HAaCTPOMKM M NpaBuia, Kotopble BynyTt
pacnpocTpaHaTbca Ha Bce Kop3unHbl B paMkax MNMpocTpaHCcTBa UMeH. 3a
cYyeT n3onmpoBaHms Kop3anH nonb3oBaTtenen ¢ noMoLbto MpocTpaHcTB
MMEH He CO3[4alTCa KOHPAMKTbI Mexay HasBaHMsMU KOp3uH pasHbiX
nonb3oBaTtenen.

Ona kakxpon Kop3anHbl MOXXHO BbliGpaTb KNacc XpaHEHUS U HAaCTPOMKMU.
Knacc xpaHeHua BbibupaeT 3akasumk npu  cosgaHmm  KopsuHbl.
OonycTuMmbl cnegyowme Knaccbl XpaHeHUs:

° CTaHOapTHbIN;

. XonogHbin.

O61beKT BMecTe C OMMCbIBAOLWMMM ero MeTafaHHbIMM XPaHATCA B nape
Kak oguMH 06bekT. TakoW noaxop Mo3BONAET COoBepwaTb OGbiCTPbIN
O6beKTH nonck O6BLEKTOB MO WX MeTafaHHbIM. MeTafaHHble MO3BONAIOT
CTPYKTYPUPOBaTb 06bEKTLI NO UX aTPUBYTaM.

MoHuUTOpPUHT. CcTEMa NpenocTaBnaeT BO3MOXXHOCTb MPOCMaTPUBATL CTAaTUCTMKY MO NoTpebneHns B JIMYHOM
KabuHeTe, AN MOHUTOPUHIA OOCTYMHbI:

e 00beEM ucxopauwero Tpapuka;

e 06beM Bxogauwero Tpadmka;

e 06bEeM 3ano/THEHHOIO NPOCTPAHCTBA XPaHUMLLA.

TpeboBaHus K UHPPaCTPYKType 3aKasuukKa:
e Hanuuue pgoctyna B MHTepHeT;
e noppepxka npotokosia S3 API.

TexHu4Yeckne oco6eHHOCTU 1 orpaHUYeHUs:

Ycnyra orpaHuymBaeTcsa nepevyHem nogaep)xmsaemoix APl 3anpocoB. Becb CANCOK 3anpoCcoB ONMcaH Ha Beb
canTe no agpecy: https://docs.sbercloud.ru.

CKOpPOCTb CETEBOr0 COEAMHEHMA ANA KAaXXAOro 3aKasuyuka, B Clydyae MopkyeHua yepes VIHTEpHeT, He
ABMIAETCA rapaHTUPOBAHHOM W 3aBUCUT OT YTUAM3aUMM OBWEro WMHTEepPHeT-KaHana B 30He [OCTYMHOCTU
Ycnyru.

Mpon3BoaMTENbHOCTb (KOMMYECTBO onepauuni YteHus/3anmcu/yananeHns ob6bekToB B cekyHay) Ycnyru ons
Ka)poro 3akasumka He aBNAeTCS rapaHTUPOBaHHOM W 3aBUCUT OT obwen yTunmsaumm o6bEKTHOro
XPaHUNMLLA B 30He AOCTYNHOCTM YCNyru.

Mpon3BoaMTENbHOCTE (KONMYECTBO onepauuin 4YTeHus/3anucu/ypaneHns obbekToB B CeKyHAy) Ycnyru
3aBUCUT OT pa3Mepa U KOonmM4yecTBa 0BbEKTOB, NepenaBaeMblX 3a eAUMHULY BPEMEHU B 30HY LOCTYMHOCTM
Ycnyru.

Mpon3BoaMTeNbHOCTb (KONMYECTBO onepauui 4TeHus/3anucu/yoaneHns obbekToB B CekyHay) Ycnyru
3aBUCUT OT WUCMNONb3YyEMOro ANA B3aMMOOENCTBUA C OOBLEKTHbIM XpaHunuwem obopynoBaHus, MO, ero
HACTPOEK N CKOPOCTM AOCTYNa B MHTEPHET B 30HE OTBETCTBEHHOCTM 3aKasyumKa.

Mpu NOAKAYEHUN ONLUK reopeninKauum, NPon3BoaUTENIbHOCTb ONepaLuii 3anmMcu MoXeT He3HaYUTEeIbHO
OT/INYATbCA OT 3aAB/IEHHbIX, TaK Kak A9 obecnevyeHna KOHCUCTEHTHOCTM JaHHbIX TpebyeTca noaTBepxaeHmne
0 3anuMcyn 06BbEKTOB CO BCEX 30H AOCTYMNHOCTM YCAYrU, YYaCcTBYIOWMX B reopenimkaumm.

2. BA30OBAA ®YHKUUOHANBHOCTb U METPUKU YCNIYTU
DYHKUNOHaNbHble MeTPUKK Ycnyru onucaHbl B Tabnuue 4.

Tabn.4. MapameTpbl NpefocTaBNAeMblX yCyr

TapuduumpyeMblie OMnyCcTUMble
Ycnyra prdHLMpY XapaKTepUCTUKN U METPUKMU Rony
eauHULbI 3HaYeHus
O6beKTHOE
O6beM XpaHUMbIX AaHHbIX 3aKa3ynKka Ha annapaTHo-
XpaHunuuie S3, b . Het
nporpaMMHomn nnatdopme McnonHutens.
XpaHeHWe faHHbIX
O6beKkTHOE
XpaHunuuie S3, B XpaHeHMe [daHHbIX B OBYX reorpaduyecku [1Be 30HbI
reopenauvkauus pacnpegeneHHblX 30Hax AOCTYMHOCTY. LOCTYMHOCTH
OaHHbIX
O6beKkTHOE
XpaHuamLLe s3, B 0O6bem NcxXogsaLwero Tpadwmka 3akasuuka, Her
NCXOAALWMI TpadK nepenaHHoOro U3 30H JOCTynHoCcTU NcnonHutens.
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3. TAPNDOUKALINA YCITYTU

[na paHHon Ycnyru ucnonb3yetca OuMHamMmuyeckas Tapudukauma (Pay as you go).

IOuHamnuyeckasa TapuduKaLmna oCyLLEeCTBAAETCA eXeMeCAYyHO, HauMmHasd C MOMEHTa MOoAK/lYeHusa Ycayru.
BenuuunHa exxeMecauyHoro naartexa 3a nofb3oBaHue YCnyron onpenensaetca B COOTBETCTBUM C Tapudamu.

4. MHbIE YCNOBUSA, NTPUMEHUMDbIE K YCNYTE
Bo3MOXHble BUAbl NOAKNIOYEHUS [ UBMEHEeHUs [ OTKNIoYeHUA YCnyru:

MocpencTesoM nognmcaHmsa 3akasa;
MocpencTBoOM COBepLIEHUS OeNCTBMI B JINUHOM KabuHeTe.

B0O3MOXHbIN NOpsAAOK pacyéTos no Ycayre:
Moctonnara.

Bo3aMoXHble cnocobbl onsaTbl / NnopAooK nonosHeHus banaHca:

B 6e3HanMYHOM NOpsaaKe Ha OCHOBaHUW BbiCTaBNeHHOro MicmonHuTenem cuéra;
MocpeacTBOM 3/1EKTPOHHbIX CPeACTB naaTtexa.
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