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NMPUNOXXEHWUE Ne 1.1.

K [Jorosopy
OINMMCAHWE N YCIOBUA MNMPEOOCTABJ1IEHNA
YCNY «BUPTYA/TbHbIV LIOOx»
1. OBLWASA MHDOOPMALUWA N OMNCAHUE YCNYTU
1.1. BupTyanbHbit LLOL aBnaeTca ycnyron no npenoctaBneHunio 6a3oBbiX MHOOPMALMOHHO-TEXHONOMMYECKUX

PEeCYpPCOB Ha OCHOBE COBOKYMHOCTM (PYHKLMOHMPYIOLWEro nog yrnpasneHueMm WCnonHUTeNns cepBepHoro u
ceTeBOro 060pyaoBaHUA, CUCTEM XPaHEHMS AaHHbIX U CMeLnanM3npoBaHHOro NPorpaMMHoro obecneyeHus.

1.2. Ycnyra nocTpoeHa Ha OCHOBe Moaenun obcnyxmBaHua laaS. B pamkax Ycnyru MicnofHMTenb npeaocTaBnaeT
3aKasuunky BupTyanbHboin LUOL, MMelOWwMA B pPachops)XeHUM COrflacoBaHHbIM Mexay WMcnonHutenem u
3aKa34ynkoM Habop BMPTYa N3MPOBaHHbIX BbIYMCIUTESNbHbIX MOLWHOCTEN npoueccopa (VCPU), BUpTyanbHoOM
namatn (VRAM) u gmuckosoro npoctpaHcTBa (VHDD), a Tak)e cpepnctBa ynpasneHua BuptyanoHoiM LIOA,
JOCTaTOYHble [as CO30aHuUa W yrNpaBneHus BUpPTyalibHbIMKM cepBepaMu B TpebyemMon 3akasuuky
KOHbUrypaumnm B npegenax BblAeIeHHbIX BUPTYanM3MPOBaHHbIX MOWHOCTEN. PykoBoacTeo MNonb3oBaTtens no
Ycnyre goCTynHO No 3N1eKTPOHHOMY agpecy: https://docs.sbercloud.ru/vdc/ug/.

1.3. YnpasneHune BuptyanbHbiM LLOL ocywecTensgeTca 3aka3ymkoMm npm nomouwm KY ENT.
1.4. CocTaB Y OCHOBHbIE KOMMOHEHTbI YCNYru:
Tabn.1. CocTaB 1 OCHOBHbIE KOMMOHEHTbI
Pecypchbl
HauMeHoBaHue rpynnbl Conep)KaHMe

- BMPTyaNbHble nNpoueccopHble sapa (VCPU);

- BMpPTyaNbHasa onepaTtMBHas namMaTb (VRAM);

- BUPTya/ibHOE AMCKOBOE NpOoCTpaHcTeo (VHDD);

- Edge Gateway.

- MOAK/OYEHUE K CETU MHTEPHET (B 00WEeM KaHane);
- oAuH nybnuyHbin IP-agpec.

- nnatdopmMa BUpPTyanmsaumu;

- KY ENT;

- nnatdopma BupTtyanmsaumm cetn (SDN).

BbluMcnMTeNbHbIE pecypchl

CeTeBble CEPBUCHI N KOMMOHEHTbI

OCHOBHble KOMMOHEHTbI ENT

1.4.1. Mnatdopma BUpPTYyanusaummn obecnevymBaeT oMHAMMUYECKYO 6aNaHCUMPOBKY HAarpysKM Ha cepBepbl U CUCTEMBI
XPaHEeHUSA OaHHbIX AN OOCTMXXEHUA ONTUMallbHOM Npon3BoanTenbHocTU. COCTaBHbIMU YacTaMu nnaThopMbl
BMPTYann3auun aBnsawoTCa:

e AnnapaTHbI TUNEPBM3OP - MEXaHM3M, pasfenalwmn pecypcbl GU3MYECKOro CcepBepa Mexay
HEeCKOJIbKMMW BUPTYasSIbHbIMU MalWMHaMU.

e High Availability (HA) - MmexaH13M, NO3BONAIOWMN BOCCTaHaBANBaTb PaboToCNOCOOHOCTb BUPTYabHbIX
MalLMH nocsne annapatHoro c6osa y3nos BMpTyanmsauum.

e CepBuc 6anaHcMpoBkM paboumx Harpysok - MexaHW3M, paBHOMEPHO pacnpepenswowmn BM mMexay
BCEMM y3/1aMK Knactepa M obecneymBatolmnii 3afaHHY0 NPOU3BOANTENBHOCTb BUPTYasibHbIX MALIMH B
LUITAaTHOM U HewTaTHOM (B cnyvyae cboeB) pexxumax paboTol.

e CepBUC OHNAMH MUrpaumm BM — MexaHU3M «KMBOM» MUrpaumm BM Mexpay y3namu Knactepa ons
cepBUCHOro obcnyxmBaHusa 6e3 npepbiBaHMA paboTbl NOb30BaTENbLCKMX BM.

1.4.2. KY ENT npepocTaBnsieT KOHEYHbIM Mnosb3oBaTensaM 6Ge3onacHble, U30/MPOBaHHbIE MyJ/ibl PecypcoB AN
ObICTPpON MHMUManm3aunm BuptyanoHoro LLO n peanusyeT eguMHY0 KOHCOMb YNpaB/ieHus.
1.4.3. Mnatdopma BupTyanmsaunm cetn (SDN) ncnonbsyetca Ana co3gaHmMsa NporpaMMHO-onpenensiemMblX CeTen,

MHKancynaumm Tpadpuka yepesd npotokon VXLAN ona nocTtpoeHma nornmdeckux L2-ceTelt B paMKax Yxe
CYLLECTBYIOLLEN KOMMYTaUKUM Ha YpoBHe L3. Mo3BonseT 3aKka3umKy CaMOCTOATE/IbHO CO3A4aBaTb BblAeNEeHHbIe
CermMeHTbl CeTU U onpenenatb Npasu/ia MaplpyTM3auMM Mexay ceTaMu CBOUX BUpTyanbHbix LLOO, 6e3
M3MEHEHUN B PU3MYECKON KOMMYTaLMN.

1.5. B uenax obecneyeHusa 3awmntbl MHpacTpykTypbl ENT peanvsoBbiBalOTCA cnefyloline Mepbl U MexaHU3Mbl
3aLlUUThI:
Tabn.2. O6ecnevyeHne 3awuTbl MHpacTpykTypbl ENT

VPOBHMU 3aLUMUThI Meponpuartus
3awumTa O6naka Cloud n cpencTs ero ynpasneHus
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ObecneunBaeTcs:

. - pasMelleHMe Bcero obopymoBaHUs MHAPAcTPykTypbl B LIOM, COOTBETCTBYIOLWMX
®usnyecknit TpeboBaHUAM HaAEXHOCTM No KaTeropun Tier 3;

- KOHTPOfb 1 ynpasieHue JoCTynoM k 060pyaoBaHuIo;

- Hanuuue cucTeMbl BUAeOoHabnogeHnsa Ha obbekTax nHbopmatmsaumm LIOM.

O6ecneuymBaeTcs 3awmta nepumetpoB LIOL M KX CErMeHTUPOBaHME C WCMNOJSIb30BaHUEM
CeTeBon MeXXCeTeBbIX 3KPaHOB HOBOTo nokoneHns (NGFW), ocywecTBnaOWMX B TOM YNCe BbiABIEHME
M NpefoTBpalleHne KOMMbIOTEPHbIX aTak.

Ob6ecneunBaeTcs:

- QHTMBMPYCHAs 3aWwmTa MHBPACTPYKTYPbl C MCMOMNb30BAHWEM aHTUBUPYCHbLIX CPEACTB AN
obnavHbIx cpeg;

- ynpaBneHue JOCTYNOM K MHPPACTPYKTYype C UCMOSIb30BaHMEM CpencTB ABYXdaKToOpHOM
ayTEHTUDMKALUMN NOAKIIOYAOWNXCA K HEM aAMUHUCTPATOPOB;

WNHbpacTpyKTYpHbIN - KOHTpOMb  AENCTBMIA  MPUBMNETrMPOBAHHLIX  MNOMb30OBAaTeNel C  MCMNOJIb30BaHUEM
cneunann3npoBaHHbIX CPeacCTB;

- PerynspHbIi KOHTPONb M aHanM3 3alUMILEHHOCTM WMHPPACTPYKTYPbl C UCMONb30BaHUEM
cneunann3npoBaHHbIX CPEACTB MO BbISBIEHUIO YA3BMMOCTEN B Mcnonb3dyemMoM MO u ero
HEKOPPEKTHOM KOHMbUIypaunn, BIUAIOLLEN Ha YPOBEHb 3alimeHHocTh MO, C ycTpaHeHWeEM
BbISIB/IEHHbIX YA3BMMOCTEN U/UNWN HEQOCTATKOB;

- cbop 1 aHanu3 cobbiTui MHDOPMALMOHHONM 6e30nacHOCTU.

OCylWecTBNAOTCA  MNepuoauMyeckme  TeCTUPOBAHMA  Ha  MPOHMKHOBEHWE U ayauT
MHboOpMaUMOHHON 6e3onacHocTM WHbpacTpykTypbl ENT C  npuBleYeHMEM CTOPOHHMUX
opraHusauuin. BbiBNEHHble B XO4e COOTBETCTBYIOWEro TecTUPOBaHMA W/MAW  ayauTa
HEe#oCTaTKM YCTPaHATCA Mo GaKTy MUX BbiSBIEHUS.

LoNONHUTENbHbIN

3awmTta KY ENT

3almTa C UCNONb30BaHWEM CNEeLNanM3MpPoOBaHHOIO MEXCETEBOMO 3KPaHa YPOBHS NPUIOXEHU
(Web Application Firewall).

MpunoxxeHunsa

OcywecTBNAOTCA perynsipHble CKaHMPOBAaHMSA KOHCOMM Ha HalnyuMe aKTyalbHbIX yHBBMMOCTEI‘;I
M ero nepuoagnmyeckme TeCTUpPOBaHMA Ha MNPOHUKHOBeEHMe C npuBnedvyeHMeM CTOPOHHUX

[ononHUTeNbHbIN "
opraHusauuin. BbiSBNEeHHble YS3BMMOCTM W/MAM HEROCTAaTKWM YCTPaHAlTCA Mo dakTy ux

BbISIB/IEHUS.
U3onsuma «OpraHnsauminy 3akasumka
ENT OcyllecTBnsSeTcs BCTPOEHHbIMK cpeacTBamMm ENT.
CeTeBon OcywecTtngeTca cpegcreamm SDN.
B pamMkax nepuoanyeckux TeCTUPOBaHMIA Ha MPOHUKHOBEHUE BCEeM WHPPaCTPYKTypbI
LlononHutenbHbIN NPOBOAATCA TECTUPOBAHMS Ha BO3MOXHOCTb MPOHUKHOBEHMS MOTEHLMAIbHOIO HAPYLWINTENSA U3

opHoM «OpraHn3aunmny B APYrylo C NPeofosieHMeM UCMOb3yEMbIX MEXaHU3MOB 3aLLMUTbI.

1.6. PacnpeneneHune ponen, o6a3aHHOCTEN N OTBETCTBEHHOCTM B 06n1acTM B B OTHOWEHUN YCAyrM onmcaHo B
Tabnuue 3.
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Tabn. 3. PacnpepeneHue ponein, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocTtaBneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ [OCTYN K cpencTeam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMUHUCTPUpPOBaHUE npepocTaBieHus
VPOBHS ycnyru/cepsucbl Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
XypHanupoBaHue cobblTUn B NPUKNAAHOM NPOrpaMMHOM obecrnedyeHun (B TOM yucne
XypHanupoBaHue o
COBBITI CYbL, cepBepax npunoxeHun, WEB-cepBepax) W OMNepauuoHHbIX CUCTeMax, 3aKka3symk 3aKa3yumk
YCTaHOBJIEHHbIX B BUPTYyasibHbIX MawnHax (BM) 3akasumka.
YnpaBneHue JOCTYNOM K MPWKAagHOMY nporpaMMHoMy obecnevyeHuto (B TOM yucne
YnpasneHue pgoctynom | CYB[, cepBepaM npunoxeHun, WEB-cepBepaM) KW onepauMoHHbIM cCUCTEMAM, 3aKasuumk 3aKasuuk
yCTaHOBAEHHbIM B BM 3aka3uunka.
YnpasneHune YnpaBneHue ayTeHTUOUKALMOHHOM WHPOPMaUMEN, UCMONb3yeMOW Mpu [OCTyne K
AyTEHTUDUNKALNOHHOMN npuKIagHoMy nporpaMmMHoMy obecnedeHuto (MMO) n onepaunoHHbIM cuctemam (0C), 3aKa3sumk 3aKa3yumk
MHpopMaumnen yCTaHOB/MEHHbIM B BM 3aka3uuka.
KoHTponb M aHanm3 3awmweHHoctn OC u MMNO, dyHKuMoHupyowero 8 BM BLIO[
Ynpaenexue 3aKa3uyuka, B TOM 4YMC/ie YCTaHOBKA KPUTMYECKUX OBHOBNEHUI 6e3onacHoCTH, npaBka
YA3BUMOCTMU KoHodurypauum MMO, a TakXKe U3MeHeHue nerko-nogdbmpaemMbix nNaponen u naponemn 3aKa3sumk 3aKasyumk
[0CTyna no yMo/l4aHuio K cepBrcaM 1 koMnoHeHTam OC u MMO, obHapy>XeHHbIX B Xoae
o KOHTPONSA M aHanm3a 3aWwm WweHHOCTH.
MpuknagHon =
C6op (B TOM uncne c ucnonbsoBaHnem cpencts SIEM) 1 aHanus cobbiTnin 6esonacHocTn
YPOBEHb W YPOBEHb
YnpasnexHue co Bcero MMO, OC u cpeacTts 3awmtbl MHPopMauuun (Cp3U), GYHKUMOHMPYHOWNX B
onepaunoHHbIX 3aKasumk 3aKasumk
cncTeMm nHumngeHtamu b «OpraHmnzaumm» (BLUOL) 3aka3umka, a TakK)Xe MOHUTOPUHI U pearvpoBaHue Ha
’ MHUMOEHTbl 6e30nacHoCTy.
YCTaHOBNEHHbIX B BM —
YCTaHOBKa, HacTponka M agMUHUCTpUpoBaHue B BLIOL 3akasumka CpencTB 3allimTbl
BLUO[ 3aka3unka " .
YnpasnexHue nHdopmaunm (C3N) B ucnonHenum Virtual Appliance. 3aKasunk 3aKaszunk
Kpuntorpaduen HacTtpoika n apMMHUCTPUPOBaHUE pasMelleHHbix B LLOL McnonHUTeNna nporpaMMHo-
annapaTtHbiXx C3M 1 MeXXceTeBblX 3KPAHOB 3aKa3ynka.
YcTaHOBKa M | YcTaHOBKa, HacTpoMkKa M agMUHUCTPUpoBaHMe B BM BLO[M 3akaszuuka Cp3U ot
AaAMUHUCTPUPOBaHME HeCaHKLUMOHMpoBaHHOro poctyna (HCM), aHTMBMPYCHbIX CPEACTB U MPOYUX CPencTB 3aKa3umk 3aKasumk
CpencTB 3aluUThbI 3aWmnTbl MHGOPMaLUKUK, ycTaHaBnmMBaeMbix B BM BLLOJl 3aka3uyunka.
YcTaHOBKa M HacTponka B BM 3aka3uymka CpefcTB pe3epBHOro konmposaHusa (CPK) 6a3
YnpasnexHue OaHHbIX U NpoYyen MHbopMauum 3akasumnka, XxpaHuMon BHyTpu BM ero BLLOM, a Takxe
pesepBupoOBaHNEM aoMUHUCTPUPOBaHUe YKa3aHHbIX CpeacTs. 3aKa3umk 3aKasumk
MHPopMaunm Co3paHue pe3epBHbIX KOMM MHbopMauuMu 3akasumka UM eé BOCCTAHOBMEHME U3
pe3epBHbIX KOMUN.
Ob6ecneyeHune 3awmTbl | 3awmTa cornacHo 152-M3 nepcoHanbHbIX AaHHbIX (MOH) KNneHToB, obpabaTbiBaeMbIX B
nepcoHanbHbIX BM BLO[L 3aka3uMka, B TOM 4MCNe, HO He OrpaHuMuyMBasacb 3awmTton [10H, 3aKa3uuk 3aKa3uuk
OAHHbIX KITIMEHTOB obpabaTbiBaeMbix cpefcTBaMm ycTaHoBEHHbIX B BM BLLO/[, 3akasumka CYB[.
XypHanupoBaHWe coObITUIN, CBA3AHHbIX C (GYHKLMOHMpPOBaHMEM ob6bekToB BLOL
3aKasuyuka (Hanpumep, ero BM) u pencremammn nonv3osatenen B KY ENT 1 KoHconu
ynpaB/ieHuss pe3epBHbIM KONMPOBaHMEM BM, Takux Kak:
VDOBEHD 1. BXO4/BbIXOA, NONb30BaTeNel B/U3 KOHCONEN;
P XypHanupoBaHue 2. co3faHuve/ypaneHue HOBbIX YYETHbIX 3anucelr Nonb3oBaTesielt U MPUCBOEHUE UM
«OpraHusaumm» 7 . . MicnonHuteno 3aKas4yuk
cobbITUI NPUBUAErni 4OCTYNa K KOHCONSAM;

BLLO[ 3aka3uuka

. co3pnaHue/ypaneHune BM;

. 3anyck/octaHos BM;

. co3paHne KNoHoB BM;

. UIBMEHEHMEe XapaKTepPUCTUK BM;

oOulhWw
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Tabn. 3. PacnpepeneHue ponein, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocTtaBneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ [OCTYN K cpencTeam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMUHUCTPUpPOBaHUE npepocTaBieHus
VPOBHS ycnyru/cepsucbl Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
7. HacTponka NAT/DHCP/L2VPN/L3VPN, MapuwpyTnsaumm, 6anaHCMpOBLLMKA HArpy3Ku
/M NpaBu/l MEXCEeTeBOro 3KpaHMpoBaHMSA Ha Edge Gateway B «OpraHusauum»
3aKas4ymKa c ucnonb3oBaHnem KY ENT;
8. co3paHne/V3MEeHeHMe 3afjaHus Pe3epBHOr0 KOMUPOBAHMA C WCMONb30BaHUEM
KOHCOMW ynNpaBneHns pesepBHbIM KONMpoBaHueM BM;
9. BocCTaHoBNeHMe BM 13 pe3epBHON KOMUKU C UCMONb30BaHWUEM KOHCOMM ynpaBieHuns
pe3epBHbIM KONMpoBaHneM BM;
10. BoccTaHOBMeHWe @anioB M3 Pe3epBHON KOMUM C MCNONb30BaHWMEM KOHCOMM
ynpaBieHus pe3epBHbIM KONMpPoBaHMeM BM;
11. N3SMEHeHne ANCKOBOM NOSIUTUKM MO YMOMYaHMIO pas BUPTyanbHbix LLOMO;
12. BK/IHOYEHME/OTK/OYEHME [OMONHUTENbHbIX ycnyr (normpoBaHue, DFW, VPN wu
npouvee).
Mcnonnutens
(oTBETCTBEHHOCTb 33
npepocrasneHue
AOMUHUCTPUPOBaAHUE . cepsuca ENT
«g raHmssufeﬁ» " AOMUHUCTPpUpPoBaHMe «OpraHmsaunen» 3akasdymka ¢ ncnonb3osaHmem KY ENT. P )
P AOMUHUCTPUPOBaHME AOCTYNOM K «OpraHusaumm» 3akasumka C Ucnonb3oBaHmem Ky 3aKasuuk
ynpasnexue foCTynoM | o\ o 3aKasuumk
K Hen : (OTBETCTBEHHOCTD 3a
AaAMUHUCTPUPOBaHME
«QOpraHusaumnen» un
LOCTYMOM K Hen)
Mcnonnutens
(oTBETCTBEHHOCTD 3a
npepocTaBieHue
cepsuca)
YnpasneHue .. .
. Co3paHue/ypaneHne HOBbIX YYETHbIX 3anucen B «OpraHuMsaumMn» U NPUCBOEHUE UM
ayTEHTUDUKALMOHHOMN M 3aKasumk
o npueunernin goctyna K «OpraHusaunmy» 3akas4dmnka. 3aKasuumk
MHbOpMaumen
(OTBETCTBEHHOCTD 3a
ynpasneHue
AYTEHTUDUKALMOHHOM
MHpopMauuen)
Co3paHue, yoaneHne n agMUHUCTPUPOBAHKWE C Ucnosib3oBaHMeM KY ENT Heobxoamnmbix VChonHuTent
VXLAN B npouecce agMnHucTpmposaHma BLUO 3aka3uumka.
(OTBETCTBEHHOCTD 3a
YnpasnexHue Me)ceTeBoe 3KpaHMpoBaHuA nepumeTtpa BLIOL 3aka3umka C Mcnosb3oBaHuem Edge
npepnocTaBieHne
6e30MacHOCTbIO n | Gateway.
cepBuca)
npoYnmMn ObGecneyeHne BHYTPEHHEro CerMeHTMpoBaHus (c ucnonb3oBaHnem KY ENT) u 3aKa3suumk
HacTporKamu ONS | BHYTPEHHEro MeXCeTeBOro aKpaHMpoBaHMsa (C ncnonb3oBaHmem Edge Gateway) BUOL 3aKa3umK
BUPTYanbHbIX CeTEN 3akasuuka. (OTBETCTBEHHOCTb 33
Hactporika NAT/DHCP/L2VPN/L3VPN, MaplpyTusauum u 6anaHCUMpOBLIMKA Harpysku
agMUHUCTPUPOBaHNE)
Ha Edge Gateway B «OpraHusaumnm» 3akasuymka c ncnonbloBaHnem KY ENT.
YnpaBneHue YnpaBneHne pe3epBnpoBaHMeM MHGopMaLnmM 3aKkasumka C UCNOJIb30BAHMEM KOHCOMN MicnonHuteno 3aKazunK
pe3epBMpOBaHNEM ynpaBieHns pe3epBHbIM KONMpPoBaHMeM BM, Bktoyatowee B cebs: (OTBETCTBEHHOCTb 3a

CTpaHunua 4 us 14




Tabn. 3. PacnpepeneHue ponein, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocTtaBneH

HanmeHoBaHue
Mp1MeHUMbIe K npepoctaBneHue/ [OCTYN K cpencTeam
TEXHOMOMMYECKOro
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMUHUCTPUpPOBaHUE npepocTaBieHus
VPOBHS ycnyru/cepsucbl Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
MHPOopMauum co3paHne/M3aMeHeHWe 3aJaHniN pe3epBHOro KONMPOBaHUA MHPOPMaLMKM 3aKa3umKa; npepocTaBieHne
(NnpepocTaBnaeTca B | BOCCTaHoBNeHMe BM 3akasumka U3 pe3epBHON KONuu; cepBuca)
paMKax OTOeNbHON | BOCCTaHOBNEHME GannoB 3aKa3unka U3 pe3epBHOM KOMUK.
Yecnyrn) 3aKasuuk
(oTBETCTBEHHOCTD 3a
ynpasfeHune
pe3epBMpOBaHNEM
cBoen nHdopMaumn)
YcTaHOBKa, aAMUHUCTPUPOBaHMe, CBOeBpeMeHHoe oBbHoBNeHWe u Ge3oTnaratenbHas
YCTaHOBKa KPUTUYECKUX OBHOBNeHMn 6e3omacHOCTM Ha ucnonb3yembix B BLOJA
3aKa3uymka BUPTyalbHbIX CPeacTBax 3aWuTbl MHOpMaumMm B ucnonHeHmsax Virtual
YcTaHoBKa 1 | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBOHAPYXEHUW WU/MNn NpefoTBpaLLEHUN
PP ( P ’ Py / PenoTepaly 3aKa3sumk 3aKa3yumk
ucnonb3osaHue C3U KOMIMbIOTEPHbIX aTaK U Npoyee).
Hactpoika ¥ aAMWHUCTPUPOBaHME MNPOrpaMMHO-annapaTHbiX CPeacTB  3almThl
MHpopmMaumm 3aKasumka, B TOM uUMC/e CPEeACTB KpUNATOorpaduyeckom 3aluTbl
nHpopmaunm, pasmellaemolx 8 OO NcnonHutens.
ObecneyeHne 3aWuThl
Ob6ecneyeHne cooTBeTcTBMa BLLOM B cocTaBe MHPOPMALMOHHbBIX CUCTEM NEepPCOHabHbIX
NepCoHabHbIX 3aKasuuk 3aKasuuk
naHHbix (MCNAOH) 3aka3uumka TpeboBaHmnam 152-D3.
OaHHbIX KTMEHTOB
MOHUTOPUHI MHdpacTpyKTypbI ENT, obecneyeHune eé OOCTYNHOCTH,
MOHUTOPUHF 4 | MPOM3BOAMTENbHOCTY,  HanWuuMA HeobxooMMoOro  Konuyectea  obopypoBaHus,
NOAAePKKa obecneyeHne HeobxoauMon pna e€ paboTbl MNPOMYCKHOM CNOCOBHOCTM ceTw, McnonHutens McnonHutens
BbIYMCNIUTENbHbIX MOLLHOCTEM W EMKOCTM CUCTEM XpaHeHus gdaHHbix (CX[)
MHbpacTpyKTypbI.
XypHanupoBaHue XypHanupoBaHue cOBbLITUIA B KOMMOHEHTaX W CpeacTBax 3alWmMTbl MHbOpPMauMu
yp . P yp P pen t bopmay McnonHutenob McnonHutenos
cobbiTui MHdpacTpykTypbl ENT.
YnpaBneHue [OCTYNOM K CerMeHTy ynpasneHuns NHopactpykTypon ENT, eé VLAN-am u
YnpasneHue gocTyrnom P pocty yynp bpacTpykTyp ’ McnonHutenb McnonHuteno
KOMMOHEHTaM.
YnpaBneHue YnpaBneHue y4éTHbIMK 3anncsasMn AD npuBUNErnpoBaHHbIX NOMb30BaTeENEN, UMEIOLWMX
AYTEHTUDMKAUMOHHON | BOCTYN K CerMeHTy ynpasneHus WHbpacTpyktypot ENT, u mx BTOpbIM (akToOpoM Wcnonuutenb McnonHutenb
MHbpaCcTpyKTYpHbIN nHdopmaumen ayTeHTUdMKauMn (ayTeHTUDMKaATOPaMK).
YPOBEHb YnpasnexHue KOHTpONb 1 aHanmn3 3alnLLEHHOCTUN CNyXebHbix BM MGMT-cermeHTa 1 runepsnsopos
WcnonHutenb McnonHutens
YA3BMMOCTAMU MHppacTpykTypbl ENT.
C6op ¢ ncnonb3oBaHmneM cpeacts SIEM ¢ KOMNOHEHTOB U CPEACTB 3aLLMTbl MHDOPMaLmm
YnpaBneHue MHbpacTpykTypbl ENT cobbiTnin 6e3onacHocTu.
. McnonHutenob McnonHuteno
vHuupgeHtamu Ub AHanuns cobpaHHbIX cobbITUN BE30MACHOCTU, A TaK)Ke MOHUTOPUHI U pearnpoBaHue Ha
MHUMOEHTbl 6e30MacHOCTM (B TOM Yncne ¢ npueieyeHnem BHewHero SOC).
YnpaBneHue KoHTponb “ ynpaBneHue npoueccamMn U3MeHeHUss KoHurypaummn WMHOpacTpyKTypbl
P o P ynp pou burypau bpactpykTyp WcnonHutenb McnonHutenob
KOHpUrypaumemn ENT.
YnpaBneHue 3awmTta nepumetpoB LIOO WHdpacTpykTypbl ENT C ucnonb3oBaHWEM KnacTepos
6e30nacHOCTbi0O 4118 | BbICOKOMNPOU3BOAUTENIbHbIX MEXCEeTEeBbIX 3KPaHOB HoBoro nokoneHus (NGFW),
McnonHutenob McnonHuteno
BUPTYanbHbIX 1 | obecneymBaloWmMX MeXCeTeBOe 3KPaHWPOBaHME U 3alMUTy OT KOMMbIOTEPHbIX aTak

du3nyeckunx cetem

NHdpacTpyKTypbl.
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Tabn. 3. PacnpepeneHue ponein, 06s3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepocTtaBneH

HanmeHoBaHue
TEXHONOrUYECKOro Mp1MeHUMbIe K npepoctaBneHue/ [OCTYN K cpencTeam
(apXMTeKTYPHOrO) YPOBHIO npouecchbl/ OnucaHue npouecca/cepBuca/ycnyru agMUHUCTPUpPOBaHUE npepocTaBieHus
VPOBHS ycnyru/cepsucbl Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
3awwmTa ceTeBon MHDpacTpykTypbl ENT (BXxoaa B 06n1ako) oT DDoS-aTak, HanpaBieHHbIX
Ha nepenosiHeHWe KaHanbHOW eMKOCTH.
BHyTpeHHee cerMeHTMpoBaHue ceTeBbiXx MHdpacTpykTyp ENT ¢ ucnonososaHmem NGFW
1 BblgeneHmnem B pamkax LLOL Ha ceTeBoM ypoBHe DMZ, PROD- n MGMT-cerMmeHTOB
MHbpacTpyKTypbl.
YcTaHOBKa, HaCTpOMKa M agMUHUCTPUPOBaHME CPeACTB 3aLlnTbl MHDOPMaL MM B COCTaBe
MHdpacTpyKTypbl ENT, B TOM yucne:
1. cpencTB aHTUBUPYCHOW 3aLLMThl;
2. cpeacTs KOHTpOnS LencTBui NPUBUIErMPOBAHHbIX nonb3oBaTenen
YcTaHoBKa n | (apMmHuctpatopos Cloud) knacca PIM&PAM;
aoMUHUCTPUPOBaHUE 3. SIEM; MicnonHuteno NcnonHutenob
CpeacTB 3almnThbl 4. cpencTB KOHTPONS U aHanM3a 3alnLLEHHOCTH;
5. WEB Application Firewall (WAF), ucnonbsyemoro ans 3awmrtbl ny6nmkyemoix KY ENT
M KOHCONW YyNpaB/ieHUs pe3epBHbIM KONMMpoBaHuem BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpasneHue Pe3epBHOe KOMMpoOBaHWE W BOCCTAaHOBNEHWE M3 0BPa30B CAYKEOHbIX BUPTyasbHbIX
pe3epBMpOBaHMEM MawuH WHpacTpykTypbl Mnatdopmbl ENT ¢ ucnonb3oBaHuem CPK Backup & MicnonHutenb McnonHutenos
MHbOpPMaLmn Replication.
ObecnevyeHne 3awutbl | 3awmta [MOH COTPYOHUKOB 3akasumka, uMmewwmx pgoctyn KY ENT u KoHconu
NnepcoHanbHbIX ynpaBneHuss pe3epBHbIM KonupoBaHueM BM, obpabaTtbiBaeMbix B MHpacTpyKType Mcnonnuteno Mcnonuutens
OAHHbIX KIMEHTOB ENT.
KoHTponb poctyna B LOO u nomeweHus WHPpacTpykTypbl ENT (oxpaHsiemas
KoHTponb gocTyna Tepputopusa LLOL, NponycKHON PEXWM, CUCTEMbI KOHTPONS M YNpaBieHUs [OCTYMNoOM, Wcnonuutenob McnonHutenb
3anupaHue CToek).
BuneoHabnioneHne Hanuune BHewHel (no nepumeTpy LIOMO) u BHyTpeHHelr (B MalMHHbIX 3anax LLOMO) VICnonHMTens IcnonHuTens
cucTeM BupgeoHabnogeHms.
Ddusnyeckui MpepnocTaBneHne 3NeKTPONUTaHUA, OOCTyna K cetu NHTepHeT u cBobogHOro MecTa B
YPOBEHb cTtomkax LLOA.
PasMeLLeHme I‘IpeuocraBneHume, MOHTaX W KoMMyTaums obopypoBaHua (compute, network u
storage) B cTorkax LLO[. McnonHutenob McnonHuteno
obopynoBaHusa

Pa3MelweHne, nogkntoyeHne K nutaHuto, cetn MHTepHet n BLUOL 3aka3umka cpeacTts
3awWwmTbl MHDOPMaLMm 3akasumka, B TOM Ynciie CPeacTB KpunTorpadryeckom 3almThl
nHbopMaumu.
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1.7. Tunbl pecypcos, TpeboBaHUA, peKOMeHaaUnm n orpaHnJYeHmns:
Tabn.4. Tunbl pecypcoB, TpeboBaHMNA, PEKOMEHAALUNN U OrPaHUYEeHNS
Tun pecypca: BUpTyasibHbie npoueccopHbie aapa (VCPU)
Tpe6oBaHus PekoMeHpaLuMn 1 orpaHUYeHUs
B pamkax opgHoro BwupTyanbHoro LOJM 3aka3uuk
Mpu dopmupoBaHmMn 3akasa 3akasuuKky npenocTaBnaeTcs P A PTY HoA .
MOXXeT ucnofb3oBaTb Tonbko VCPU € ognHakoBOWM
BbI6Op n3 cnepyroLmnx apep: .
. 1 yacTtoTon (obcnymBaemble NpoueccopamMu O[HOro
C yactoTon He MeHee 3,0 I'Tu; He MmeHee 3,5 T'Ty'.
Tvna). OrpaHmMyeHunsa Ha konuyectso VCPU ykasaHbl B
vCPU obcnyxupatotcs pusnyeckumm npoueccopamu Intel.
Tabnuue «MapaMeTpbl NPefoCTaBASEMbIX —YCAyr»
pa3pena 3 HacToALWero [OKYMeHTa.
Tun pecypca: BUpTyasbHasA onepaTuBHasa namsaTb (VRAM)
Tpe6oBaHus PekoMeHpaLuMn 1 orpaHUYeHuUs
Mpu dopMmpoBaHnn 3aKasa 3aKa3uymK yKa3blBaeT Tpebyembli
o6bem VRAM.
Mpun dopmnpoBaHum 3akasa ycnyrm Tpebyembin o6beM VRAM | OrpaHuyeHna Ha KonuyecTtBO VRAM  ykasaHbl B
OOJIKEH ObiTb  OOMOMHUTENBHO  YYTeH B pamkax | Tabnuue «[MapaMeTpbl MPefoCTaBASAEMbIX YCAyr»
3aKa3blBaeMoro obbema BupTyanbHoro OUCKOBOro | pa3gena 3 HacTosWero AOKyMeHTa.
NpoCTpaHCTBa (vHDD) BbiBpaHHOro npodunsa ons
pasMeLlleHnsa swap-dannos BUPTyasbHbIX CEPBEPOB.
Tun pecypca: BUPTYasbHOE AUCKOBOE NpocTpaHcTBo (VHDD)
TpeboBaHusa PexkoMeHpaLun 1 orpaHU4YeHuUs
B pamkax ycnyru npepocTtaBnseTcs gBa AMCKOBbIX npoduns,
OT/INYAIOLLMXCS MO CKOPOCTU OBMeHa AaHHbIMU (KONMYecTBy
onepauun BBoga-sbiBoga (IOPS)) M BpemMeHM OTK/MKa:
SATA/NLSAS 1 SSD. Kaxpbll AWCKOBbIM  npoduib
COOTBETCTBYET CBOEMY TUMY AUCKOB Ha CUCTEME XPaHEeHUs
OaHHbIX.
B pamkax ogHoro BupTyanbHoro LLOJL MOXHO MUcnonb3oBatb | MUHMManbHoOe 3HayeHune ansa aK3emnnapa
ONCKOBble NpoduMAM Pa3NMYHOro Tuna. BupTtyanbHoro LUOL - 100 6. CyMMapHbii 06beM
Ba)kHO: npu 3aka3e BupTyanbHOro AMCKOBOrO NPOCTPAHCTBA | BMPTYaslbHOrO [MCKOBOFO MPOCTPAHCTBA  KaXAoro
OTAENbHO [OMXKEeH ObITb yyTeH Tpebyembini 06beM VRAM ans | AMCKOBOro npoduns fo/mkeH 6biTb kpateH 100 6.
pa3sMeLeHus swap-®annoB  BUPTyalbHbIX  CEPBEPOB.
BbloeneHHas eMKOCTb AMCKOBOrO MPOCTPAHCTBA 3aHMMaeTcs
BCEMW BUPTYaNbHbIMU MalWMHaMM 3aKka3uymKka (BKIOYEHHbIMU
M BbIK/IIOYEHHbIMM), CO34aHHbIMW 3aka3uymkoM Snapshot, a
Tak)e swap-dannamm VRAM Bcex BUPTYyalbHbIX MalWH
3aKa3yuka.
1.8. Ina nopgknoyveHnsa K Yeayre 3akasvmk MoXeT BblbpaTb OAMH UMW HECKOIbKO TUNOB MNOAKNIOYEHUS:

Tabn.5. Tunbl NOAKIOYEHMSA K CETU U CETEBbIe cepBucChbl

Tun noakno4YeHns

OnucaHue

MopkntoyeHne yepes BblAe/IeHHbIN
rapaHTUPOBaHHbIN? KaHan VIHTepHeT

3aka3uyuKy NpefocTaBnsieTcs OTAenbHaa nonoca ans gocrtyna Kk ycnyre,
KOTOpaa He pa3nendetcd C opyrmMuy 3aka3vymkamu.

OaHHbIN

cnocob

nogxkn4eHnsa nossondaer obecneunTb

MopkniovyeHne yepes BblAENEHHbIN KaHan
CBA3NU

B3aMMopencTBme ceter 3akasuymMka C CceTblo B oBnake C MOMOLLbIO
BblAe/Ne€HHbIX KaHanoB CBA3M CTOPOHHEro npOBaPuJ,epa. OnuuoHanbHo,
C MNMOMOLWbI0 JAaHHOro cueHapusa, K Ycayre 3aka3uuka MoxeT ObITb
NOAKMOYEH aNbTepPHATUBHbLIM KaHan B ceTb WHTepHeT. NS paHHoro
nogknw4yeHna ™Moryrt OblTb MCMONb30BaHbl BbIAENEHHbIE KaHanbl
3aka3yuka, opraHn3oBaHHbIe C UCNOSb30BaHUEM «TEMHOM ONTUKMY».

MopkntoyeHne obWwnn

MHTepHeT

yepes KaHan

MpepnonaraeT noruyeckoe nopknyeHne K obwemy [ona Bcex
3aKa3umMkoB YCNyrn KaHany nepepayvu AaHHbIX (CKOPOCTb CEeTeBOro
coeuHeHns ons Kaxaoro 3akasymka He SBNsSeTCs rapaHTMPOBaHHOM U
3aBMCUT OT 3arpy)XeHHOCTM obuero kKaHana nepefayn [aHHbIX).
3aKasumky npegoctaBnsietcsa 6GasoBas 3awuTta MHPOPMALMOHHbBIX
cucteM, pasMmewaemblx B WUHopacTpyktype ENT, ot DDoS-aTak,
HanpaBfEeHHbIX HA MCYepnaHWe KaHalbHOM EMKOCTUM CeTeBOM
MHbpacTpykTypbl ENT.

MoppobHaa nHbopmaumna No AOCTYNHbIM NOAKNOYeHNAM npueeaeHa B MpunoxeHunn N2 1.6 k Jorosopy.

1 TexHMYecKn ponycTuMo Bbiaensatb 0o 24/48 vCPU (ans vCPU yactoton 3,5/3,0 MU, COOTBETCTBEHHO) Ha OAMH BUPTyanbHbI cepBep. OgHako and
Nyyllen Npou3BOAUTENbHOCTU PEKOMEHAYETCA NPUAEPXKNBATLCSA 3HAYEHUI, ONUCAHHbIX B pa3aene «3. ba3oBas GyHKLMOHANBbHOCTb U METPUKUN YCIIYTU».

2 3apaHHas CKOPOCTb rapaHTUPYeTCa BHYTPU ceTu McnonHWTens HadMHasa oT nopta norpaHMYHOro MapLwpyTtusatopa y3na ceasu Cloud.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.10.

1.11.

1.12.

B ocTanbHbiX C/Ay4Yasx, a TakKXe Mo 3anpocy, MOXeT 6biTb NpefoCcTaBfeHa pacliMpeHHas 3awuTa
MHGOPMALMOHHbBIX CMCTEM 3aKasuuKa, pasMellaeMblx B MHbpacTpykType ENT, oT DDoS-atak Ha Bcex
YPOBHAX A0 L7 BKNOYMUTENBHO B BUAE OTAENbHOW TapuUdULMPYEMON YCIYTHn.

Ona obMeHa paHHbIMM MeXAy BUPTyaNlbHbIMM MallMHamu B npepenax BLIOL vcnonb3ayetca BHYTpeHHee
ceTeBoe B3aMMOAENCTBME, pPeann3oBaHHoe Ha 6ase ceTeBoro obopynoBaHua McmonHUTeNs 1M cpenctsamm
rmnepeusopa.

CeteBble cepBucbl SDN.

Edge Gateway npepocTtaBngetca no yMosyaHuio B KoHpurypaumm Compact, octatoyHoM ansa co3gaHusa
HEeOBONbLWMX BbIYUCAUTENBHbLIX CPEA C MalblM KOMMYECTBOM CEPBUCOB, U MOXET OblTb M3MEHEH B ciydyae
Heobxo4AnMMoCcTh 06pPaboTKM BObLIEro KONMYecTBa CeTEBbIX DYHKLWNA.

Edge Gateway npefocTaBnsieT clefyroLme CeTeBble CEPBUCHI:

e MexceTeBoe 3kpaHuposaHue (Firewall);

e  MapuwpyTtmsaumsa (Routing);

e npeobpasoBaHue agpeca (NAT);

e BUpTyasnbHble YacTHble ceTn (VPN) IPSec;

e [OMHaMM4Yeckoe pacnpepeneHue agpecos DHCP.

PazBepTbiBaHWE BUPTYaSbHOro LWJ/03a BO3MOXXHO B OTKA30yCTOMYMBOM KOHburypaumm (HA), npm 3Tom
CO3[03eTCa AOMNONMHUTENbHbLIN W03 B PEXMME OXXNOAHMA, KOTOPbIN NepeHnMaeT Ha ceba Harpysky B c/ydae
BblXO4a M3 CTPOs OCHOBHOro wint3a Edge Gateway.

WWabnoHoi BM wn o6pasbl OC. B pamkax Ycayru 3aka3uuMK MOXET CaMOCTOATeNbHO BbIMNOJMHUTD
MMMNOPT/3KCNopT cobcTBeHHOro o6pa3a BM B BLLO/. Bo3MOXHbI BapuaHT paboTbl c o6paszamMu BM: 3akasumk
CaMOCTOATENIbHO OCYLEeCTBASET MMMNOPT/aKCNOPT 06pa3oB BUPTyalbHbIX MaluWH, ucnonb3ya KY ENT.
JononHntenbHO 3aKa3uynKy NpenoCcTaBiseTcs 4OCTyn K KaTanory ¢ wabnoHamm BM ¢ npenyctaHOBNEHHbIMU
Hanbonee nonNynsapHbIMM BEPCUMAMUM oOnepaunoHHbiXx cuctem Windows (B pamkax Ycnyrn pgoctyna K
nporpaMMHoMy obecnedyeHuno Microsoft) m Linux. Tpu uMnopTe U WUCNONb30BAaHMU 3aKa3uyMKOM
cob6CcTBEHHbBIX 06Pa30B BUPTYasibHbIX MalKWH, KOTOPble HE MMEeT oduLManbHON COBMECTUMOCTMN CO CTOPOHbI
nocTaBWwmnKka nnatdopmbl BUPTyanusaumu, WCNoNHUTENb He rapaHTUpyeT paboTocnocobHOCTb [AaHHbIX
BUPTYaNbHbIX MalWH, U pelweHne BO3MOXHbIX NpobneM He perynupyetca gencreyowmm CornaweHnem ob
ypoOBHEe npepocTasneHnm Ycnayru.

MporpamMmMHan nnatgopma. B kayecTBe MHCTPYMeHTa peanusaumm ENT ncnonosyetca KY ENT. YcTonunBocTb
K OTKa3saM BbIYUCNIUTENbHbIX Y3/10B peanuM3oBaHa cpeacTBaMuM nnat@opmbl BUPTyanusaumm Ha 6Gase
TexHonoruu High Availability (HA).

CxeMa peanusaunum nnatpopmbl gna ycnyrn «BuptyanbHbii LOO» n306pa)keHa Ha PUCYHKE HUXKeE:

B NeHble LOO 3akaz4MKoe B bHble O 3aKaz4yMKoe
BLIOA 1 BLOA 2 BUOA3 ... BLIOA, N BLOA 1 BLOA 2 BUOA3 ... BLIOA N
Koxcons ynpaeneHus SberCloud Enterprise KoHncons ynpaenedua SberCloud Enterprise

(cells) (cells)

| l v

m

Cepeepa Cepeepa
CHCTEMBI XPAHEHWA JaHHEIX CHMCTEMEl XPAHEHWA JaHHLIX
SSD, NL-SAS SSD, NL-SAS
uoa 1 LLoa 2

AnnapaTtHas nnatdopma:
Tabn.6. KOMNOHEHTbI U XapaKTePMUCTUKMU annapaTHON naathopMbl

KOMMOHEHTbI XapaKTepucTuku

B kayecTBe BblYMCAUTENbHOW MAaTGOPMbl UCMONb3YIOTCA CEPBEPHbIe
CepsepHas nnatpopma peleHnss KOpnopaTUBHOIO YPOBHSA, BGasumpyolmMecs Ha npoueccopax
apXUTEKTYpbl x86/64.

[Ona opraHusauuMm cepBuca NPefoCTaBNeHUA BUPTyasibHbIX [MCKOB
NPUMEHAIOTCA CUCTEMbl XPaHEeHMs OaHHbIX ypoBHA middle-range c

(@41}
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1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

1.13.5.

1.14.

1.15.

1.16.

1.17.

pe3epBMPOBAHMEM OCHOBHbIX KOMMOHEHT, TaKMX KakK B6/I0KM NUTaHus,
KOHTPONEpPHbIe MOAYN.

basupyetcs Ha obopynoBaHMM BedyWwMX MUPOBbLIX NMPOU3BOAUTENEN,

KoTopoe obecneynBaer:

- BbICOKMI ypOBeHb KOHTpona u 6e3onacHocTn 6Gnarogapsa
NOTOKOBOW TENEMETPUN U YNPEeXOatoWweMy aHanmay Ha TMHENHON
CKOpPOCTU nepepayu;

- BbICOKYIO NPOn3BOANTENBHOCTb NPUNOXEHUN 6naropaps
NHTeNNeKTyanbHbiM BydepamM 1 OTCYTCTBUIO NOTEPU MAKETOB;

- BbICOKYI MPOM3BOAUTENIbHOCTb M MacwTabupyeMocTb 6narogapsa

CeTb MYNbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas nogcucTeMa peanusoBaHa C NnpuMeHeHneM Tononorun Leaf -

Spine, koTopasa obecneynBaeT cnepyroLMe NpenMyLLecTBa:

- MpepncKasyeMocCTb 3aJepXKekK;

- BbICOKMI YpOBEHb MacwTabupyeMoctn 6e3 npepbiBaHUsA paboTbl
ceTu;

- 3aWMTy OT MOSIBNEHMUS MEeTeNb;

- BbICOKMWI YPOBEHb aBTOMATU3aUMN YNPaBAEHUS U NOALEPXKKN.

MpepocTaBneHue 4ocTyna K nporpaMMHoMy o6ecnedeHuto Microsoft.

B paMkax napTHepckoro cornaweHua Microsoft SPLA McnonHutenb npepgnaraet 3akasuymKy JOCTyn K
nporpaMMHoMy obecnedyeHuto Microsoft. MepeyeHb Takoro nporpaMmMHoro obecneyeHms 3akasumk MoOXeT
3anpocuTb y OTBETCTBEHHOro nuua McnonHutensa (pasgen 10 [oroBopa), CTOMMOCTb OMpeaensertcsa B
cooTBeTCcTBYylOLWEM 6naHke 3aKasa Ha OCHOBAHMKN TapudoB, YCTaHOBNEHHbIX B MpunoxeHnn N2 7.A.

B paMKax npenocTaB/ieHMa 4OCTyMNa K nporpaMMHoMy obecnedyeHuto Microsoft MicmonHutenb npegocTaBnseT
0OCTYyn K auctpubyTtueam npopyktoB Microsoft M npepoctaBnaeT NUMUEH3UIO ONA aKTUMBAUMW OAHHbIX
npoaykToB. TexHWYyeckasa Nopaep)kka Mo npogyktaMm Microsoft He BKAOYEHA B CTOMMOCTb YCIYrn U
npuobpeTaeTca 3aKa3zuyMKOM CaMOCTOATENbHO.

Bbaszon ona npuMeHeHua Tapuda M pacyeTa exeMecaA4yHoro nnaTtexa 3a mcrnonb3oBaHue Windows Server
ABNAETCA Hambosbllee 4YMC/O OAHOBPEMEHHO paboTaBWKMX BUPTYanbHbiX MawuH ¢ Windows Server 3a
pacyeTHbIN nepuroga.

B cnyyae nHgekcauum ueH Ha nuueHsnn Windows Server co ctopoHbl Microsoft, MicnonHuTenb uMeeT npaBo
Ha MHAekcaumto Tapuda B OQHOCTOPOHHEM MOPSAAKE HA COOTBETCTBYIOLWLYIO BE/IMYMHY C YyBEOOMJIEHUEM
3aKasunka B CPOK He MeHee 4yeM 3a 30 (TpupuaTb) oHEW OO OaTbl M3MeHeHusa Tapuda. K yBegomneHuto
3aka3umka McnonHuTenb npuKNagbiBaeT CKaH-KOMUIO COOTBETCTBYHOWEro MMcbMa-yBeaAoOMNeHus oT
Microsoft. B cnyyae HeobxoauMoctu CTOPOHbI NOAMMUCbIBalOT [JONONHUTENbHOE COrfalleHne O BHECEHUMU
n3MeHeHun B MpunoxxeHmne N2 7.A.

MopgpobHasas MHbopMaLMa NO YCNOBUSM M OrpPaHUMYEHMAM MCNONb30BaHMS MPOrpaMMHOro obecnevyeHus
Microsoft npuseneHa B MpunoxeHun N2 9 k [loroBopy.

MpepocTaBneHne [OCTYNa K KaTanory roTtoBbiX MPUAOXeHU ans 6uaHeca. MicnonHuTenb npepocTtaBnaet
3aKa3uynmKy [OCTYN K KaTanory npuaoXeHuin. B [aHHOM KaTanore pasMewaloTcs npeaBapuTenbHo
HaCTpOeHHble WaboHbl NPUNOXKEHUN OTKPbLITOro NMporpamMHoro obecnedyeHusa. C nepeyHem [LOCTYMHbIX
wabnoHoB 3aKasuuk MOXeT 03HaKOMUTbCH B JOKYMEeHTauunm no CCblNike
https://docs.sbercloud.ru/applications/ug/ B pa3gene «OrpaHuMYyeHMss UM ocobeHHoCTM». B pamkax
npenocTaB/ISeMOro CepBmMca rapaHTMpyeTca ycnewHoe pa3BepTbiBaHNe NPUNOXKEHNS U3 WabnoHa, Npu 3ToM
ero nanbHenwasa HacTpolrKa U NoaaepP)KKa NPON3BOANTCSH 3aKa3unKoM.

MpepocTaBneHne JoOCTyna K onumu PacnpepeneHHbli MEXCEeTEBOM 3KPaH. VcnonHuTenb npepocTaBnser
3aKa3uyunKy JOCTYyNn K CeTeBOMY CEPBUCY BMPTYANbHOrO WJ/03a — pacnpefeeHHOMY MeXCeTeBOMY 3KpPaHy
(Distributed firewall) pna BupTyanbHbIX CEPBEPOB U TMPUIOXKEHUN, 3anyckaeMblX Ha (U3NYECKOM
obopynoBaHun McnonHutensa. JocTyn K cepBUCY NPenoCcTaBnsaeTcs Ha OCHOBAHUM nopnmMcaHHoro 6naHka
3aKasa 1 onfaynmBaeTca 3aKa3unMKoM OTAENbHO.

CootBeTtcTBue 152-d3. B pamkax ycnyrmn «CoorsetcTBme 152-M3» 3aKa3zuMK MOXET NONYUYUTb SKCNEPTHYIO
nomoub no npuBepeHuto cobcteeHHonm WCMOH B cOOTBETCTBME C TpeboBaHMAMW 3aKOHOQATENbCTBA B
06nacTn 3awWwmnTbl NePCOoHanbHbIX AaHHbIX, NPefycMoTpeHHbIMU (DepepanbHbiM 3aKOHOM OT 27.07.2006 N°
152-®D3 «O nepcoHanbHbIX OaHHbIX». B pe3ynbTaTe 3aKas3uMK MOXET CHATb PUCKU CaHKLUUNA CO CTOPOHDI
rOCY[apCTBEHHbIX PEFYNSTOPOB, @ TaKXe CHU3UTb PUCKU YTEYKU U OPYFUX UHUULEHTOB MHGOPMALMOHHOM
6e3onacHoctn B UCMOH.

Threat Detection and Response (TDR). B pamkax Ycnyrm TDR 3aka3uuMk MOXeT pelwuTb 3agayu no
obecnevyeHunto KPYrnocyTo4YHoro MOHWUTOPUHra MHpopMaLMOHHOM 6e3onacHoCTH obnayHon
MHPACTPYKTYpbl, OMEepaTMBHOW peakuuMu Ha uHUMaeHTbl WB, npoBepeHU0 paccnefoBaHUin Mpu
0BOHapyXeHUM NPOABUHYTbIX aTaK 1 MNOBbILEHMS 3aWMLWEHHOCTM MHPPACTPYKTYpPbI. Ycayra npegoctasnseTcs
McnonHuTteneMm B naptHepctBe ¢ OO0 «be3onacHasa nHdopmaumoHHaa cpega» (000 «bW3oH»). JocTyn K
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1.18.

1.19.

ycnyre npepocrtaBndetTcd Ha OCHOBaHMKM NoanMCaHHOro 6naHka 3akas3a M onjadyuBaeTcs 3aKasuynmkoM
oTaeNibHO.

Mopnucka Ha BUMPTYyanbHbIA MexceTeBon 3kpaH UserGate. B pamkax ycnyru «lMoanucka Ha BUMPTYasnbHblI
MexceTeBoM 3kpaH UserGate» McnonHutenb npepnoctaBnaeT [OCTYyNn K NPOrpaMMHOMY obecnevyeHuto
UserGate 1 perMcTpauMoHHbIN KN4 A8 aKTUBALUM OAaHHOTro NPOoAyKTa. BUpTyanbHbI MeXXceTeBOW 3KpaH
UserGate npencraBnseT cobon MHTErpuMpoBaHHyo NnaThopMy ceTeBo 6€30MNacHOCTM, Ha3biBaeMYIO TakKKe
Next Generation Firewall (NGFW), peanusylowylo ¢yHKUMM No rnybokoMy aHanusy Tpaduka (DPI),
KOHTPOIO MPUNOXKEHUN, nNpefoTBpaweHuto BTopxeHun (IPS), wuHcnekuum SSL/TLS-coeanHeHun,
dunbTpaummn Beb-Tpadmnka M NPoBEPKE NepefaBaeMblX AaHHbIX C MOMOLWbIO aHTUBMPYCA. [JONOAHUTENbHO
peweHne UserGate no3BonseT 3aWMTUTb KaHan Cc nomouwbio IPsec mnm SSL VPN, a Take HacTpouTb
MOHUTOPUHI CETEBOM aKTUBHOCTM C Nomolbto SIEM.

MMeHoBaHMe «OpraHusaumin» 3aKasumka. nsa KoppekTHON 06paboTku obpalleHnit 3aKka3unka UIMeHoBaHue
«OpraHunsauunini» BbiNnonHAETCA onepatopaMu WcnonHUTena M uMMeeT YHUPUUMPOBaHHbLIA dopmaT Buaa
<HasBaHue «OpraHusauum» 3aKasumka> - <[lopaAakoBbin HoMep «OpraHusauuMm 3axkasuuka»>. [lo
cornacoBaHuio c WMCNoNHUTENeM BO3MOXHO W3MeHeHMe HasBaHua «OpraHuMsauMm» 3aKasuyuMka uvepes
COOTBETCTBYIOLWMI 3aNpocC B CNyX0y noanep>Xkn McnonHutens.
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2. BA30BA4 ®YHKLUWMOHANBHOCTb N METPUKW YCITVTH

2.1. Ycnyra BuptyanbHbit LUOM onucaHa B Tabnuue 7:

Tabn.7. NapameTpbl NnpegocTaBaseMbix Ycnyr

Cepsuc

Tapudunumnpyemble eauHMULbI

XapaKTepUCTUKN U METPUKK

DonycTuMble 3Ha4YeHUsi

BbiuncneHus

ba3osas 4acTtoTta npoueccopa vCPU

He meHee 3,5 Ty,

Host CPU Ready time MeHee 5%

PekomeHayemoe kon-Bo VCPU 3,5 Ty Ha BupTyanbHbin 1-12 wr.
BupTyanbHbIi npoueccop 3,5 Mu, (wT.) cepsep (wr.)

Oonyctumbin o6bem VRAM Ha BUPTyaNbHbI cepBep C

vCPé 3,51y i Peee 1-384T6

RAM Swapped 0%

basosas 4acToTta npoueccopa vCPU He meHee 3,0 I'Ty,

Host CPU Ready time MeHee 5%

PekomeHayemoe kon-so VCPU 3,0 Ty Ha BupTyanbHbin 1-24wt
BupTyanbHbil npoueccop 3,0 MTu, (wT.) cepeep (wr.) )

Oonyctumbil 06beM VRAM Ha BUpPTYyaNbHbIA cepBep C

vCPl\./J 3,00y i Peee 1-768T6

RAM Swapped 0%

XpaHunuwie faHHbIX

HDD IOPS. 3TanoHHble 3Ha4yeHns?

5000 I0PS/1 TB*

CpenHee BpeMs goctyna K SSD Storage Ha BUpTyanbHOM

2 0 mc-5mMmc
. 3 MalunHe
BupTyanbHbli xxecTkuit anck SSD, (F6) JonycTumbii 06beM OOHOro BUPTYaNbHOrO >KECTKOro
. 1 - 40966
noucka SSD Ha BUpTyanbHbIN cepBep
llar yBenuyeHua pa3Mepa BMPTyanbHOro pucka B 116
[OMNYyCTUMOM fMana3oHe
HDD IOPS. 2TafoHHble 3HaYeHua? 100 IOPS/1 TB3
Cpe,cl.Hee2 BpeMsa goctyna K SATA Storage Ha BUpPTyanbHOU 0 MC - 30 MC
MalunHe
BupTyanbHbIN XecTkuin guck SATA, (I'6) Honyctumbin 06beM OQHOro BUPTYANbHOTO XXECTKOro 1 - 4096 6
ancka SATA Ha BUpPTyaNbHbIN cepeep
lar yBenuyeHuss pasMepa BMPTyallbHOrO p[uUCKa B 116

oonyctmMoM ghana3oHe

CeTeBble CepBUCHI

DocTtyn B IHTepHeT B obLeM KaHane

Monoca nponyckaHus

He Tapudununpyetca:
He 6onee 100 M6/c Ha BupTtyanbHbin LLOL

CpepnHsia ceTeBas 3afjep)Xka B npegenax cetTu nepegavu

0 MC - 5 MC

. | BaHHbIX Cloud

[MponyckHas cnocobHOCTb Ha BUPTYasbHbIN

cepsep MpoueHT NoTepAHHbIX MAaKeTOB B Npeaenax ceTn nepegayn o o
0% -0,2%

naHHbix Cloud

. CpenHAsa ceTeBasd 3agep)Xka B npepenax ceTm nepegayn

BupTyanbHbIN W03 (WT.) pen aep pen pen 0 Mc-5mMc

naHHbix Cloud

2 MapameTpbl rapaHTMpytoTca npu pasmepe 610Ka ao 8 Kb, Npou3BoibHOe YTeHne/3anucs ¢ npotdunem 30/70.

317Tb=1000Tb
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Tabn.7. NapameTpbl NpegocTaBngaeMbix Ycnyr

Cepsuc

Tapudunumnpyemble eauHMULbI

XapaKTepUCTUKN U METPUKK

DonycTuMble 3Ha4YeHUsi

MponyckHasa cnocobHOCTb

He 6onee 10 I6/c

Ooctyn k wabnoHy roctesor OC Windows
server:

Windows Server 2016

e [1Ba BUPTyaNbHbiX/pusnveckumx agpa (wr.)/
KaneHgapHbii Mecau®.

BM 4 CPU: . .
FocteBas OC * Pastepom “ Megee v LWa6noHbl rocTeBbix OC MS Windows Server Windows Server 2019
BM (wT.)/ KaneHpapHbin Mec?. Windows Server 2022
. BM  pasmepom 6onee 4 VvCPU:
vCPU (wT.)/ KaneHgapHbii Mec3,
Aoctyn K wabnowy MO MS SQL server: SQL Server 2017 Enterprise Edition
rno e BM pasMepoM 1-12 vCPU: | LWa6noHbl MO SQL server . L
. 34 SQL Server 2019 Enterprise Edition
BM (wT.)/ KaneHpapHbIA Mec.
Ooctyn K 3k3emnngpam MO Microsoft
(Exchange, Office, Productlylty Suite, Project, Sksemnnsipsl MO Microsoft  (Exchange,  Office, Mopnepxxueaembie Bepcun MO M|cro§oft B pamkax MS
SharePoint, Skype for Business Server, SQL L . . . SPLA nporpammbl  (Exchange, Office, Productivity
. o i Productivity Suite, Project, SharePoint, Skype for . . . .
Server Standard Edition, Visio, Windows . - - Suite, Project, SharePoint, Skype for Business Server,
rno . . . Business Server, SQL Server Standard Edition, Visio, o .. .
Remote Desktop Services, Windows Rights . . . . SQL Server Standard Edition, Visio, Windows Remote
. Windows Remote Desktop Services, Windows Rights B ; .
Management Services): . Desktop Services, Windows Rights Management
. | Management Services) )
e [lonb3oBaTesnb (wT.)/KaneHpapHbIN Services)
mecau?3.
Aoctyn SK3eMnnapam MO Microsoft (SQL MoppepxunBaemble Bepcun MO Microsoft B pamkax MS
Server Enterprise Core, SQL Server Standard . . .
Core, SQL Server Web Edition, Windows Jk3emnnapbl MO Microsoft (SQL Server Enterprise Core, | SPLA nporpammbl (SQL Server Enterprise Core, SQL
rno ServérDatacenter Windows Serve;Standard)- SQL Server Standard Core, SQL Server Web Edition, | Server Standard Core, SQL Server Web Edition,
’ | Windows Server Datacenter, Windows Server Standard). Windows Server Datacenter, Windows Server

Standard).

3 MUMHUManbHbBIN Nepuop TapudmKauumn — KaneHaapHbli Mecaul. Hayano MCNonb30BaHUA, HAYMHasA C NEPBOM MUHYTbI, UM MPOLO/IKEHNE UCMNONIb30BaHUA YCIYrn B OTYETHOM Nepuope npeanonaraeT cnncaHMe CTOMMOCTH
33 NOMHbIV KaneHAapHblil Mecal. HenonHbIiM KaneHpapHbli Mecal, UCNonb30BaHUA YCNYru, HauMHasa C NepBO MUHYTLI, OKPYrAeTcs A0 NOSIHOMO KaneH[apHoro Mecaua nosib3oBaHusa Ycayron.

4 Mpu ncnonbaoBaHum Gonbluero KonmMuecTea VCPU B cocTaBe ak3eMnispa BM, nponopuuoHanbHo yBeMYMBAETCA KOIMYECTBO AOCTYMHbIX IMLEH3UM Ana onnathbl (¢ warom B 12 vCPU).
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3.1.

3.2.

3.3.

3.4.

3.5.

4.1.

4.1.1.

4.2.

4.2.1.

4.3.

4.3.1.

4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

3. TAPUOUKALINA YCIYTU

Tapudukaumsa Ycnyrm ctatndeckas (Allocation).

BennunHa exeMecsYHOro nnaTexa 3a NoSib30BaHWe YCNyron onpenensaeTca B COOTBETCTBMM C 3aKa3aHHbIM

06bEMOM NepeyUYnC/IEHHbIX HUYKE PEeCYPCOB 1 ONUWUNA:

e  BupTtyanbHbit npoueccop 3,0 MMu;

e  BupTtyanbHbi npoueccop 3,5 Mu;

e  BupTyanbHaa namaTb®;

e  BupTyanbHbIN )XeCcTKn anck SATA;

e  BupTyanbHbIM XXeCcTKni auck SSD;

e [lpepocTtaBneHue nybnunyHoro IP agpeca;

e CeteBoM wnto3 Edge Gateway Compact;

e CeteBor wnto3 Edge Gateway Large;

e CeteBol wnto3 Edge Gateway Quad-Large;

e CeteBol wnto3 Edge Gateway X-large;

e Onuma PacnpeneneHHbli MeXXCeTeBOW JKPaH;

e JlocTyn K wabnoHy roctesont OC MS Windows Server3;

e JocTyn K wabnoHy MO MS SQL Server3;

e [Jloctyn Kk 3ak3emnnapam MO Microsoft (Exchange, Office, Productivity Suite, Project, SharePoint,
Skype for Business Server, SQL Server, Visio, Windows Remote Desktop Services, Windows Rights
Management Services, Windows Server).

MeToauka pacyéToB notpebnseMbix MPOLECCOPHbIX PEecypcoB M onepaTMBHOM MNaMAaATU npegnonaraet
TapuduKaumMilo CyMMbl 3HaYeHUM MNpPenocTaBNeHHbIX pecypcoB 3a OT4yeTHbIM nepuon (oouH Mecsu) B
COOTBETCTBUM C TapudOoM. CYET BbICTaBNAETCA Ha OCHOBE CYMMbl 3HAYEHUN.

MeToauka pacyéta notpebndgeMoro [OMCKOBOro MNPOCTPaHCTBa npegdnosiaraeT onnaty 3a Becb
npeaocTaBneHHbI 3aKka3unky o6bEM pecypcoB AMCKOBOIro NPOCTPAHCTBA KaXaoro Tmna.

MeTopamKa pacyéTa no onumu «PacnpeneneHHbI MeXXCeTEBOM 3KpPaH» Npeanonaraet TapuPukaumnto cyMmmbl
3HaYeHUI OonepaTMBHOM MaMATU, NPEAOCTaBMeHHOM 3akKa3uyMKy B paMKax ero BupTyanbHoro LIOO B
OT4eTHbIN Nnepunopf (OaAnH Mecau).

4. WHbIE YCJ1OBUA, MPUMEHUMBIE K YCNYTE

BO3MOXHble BMObl MOAKIOYEHNS [ UBMEHEHUS [ OTKAOYEHNSA YCnyr:
MocpencTBoM nognucaHmMa 3akasa (C y4€ToM n. 4.6. HacToawero MNpunoxeHus).

BO3MOXHbIN NopaAnoK pacyéTtos no Ycnyre:
MocTtonnara.

Bo3MOXHble cnocobbl onnaTthbl / NOPAAoK NONonHeHWa banaHca:
OnnaTta B 6€3HaNMYHOM NOPALKE HA OCHOBAHMM BbICTaBNEHHOro McnonHuTenem cyéta.

3aKa34yMK CaMoCTOATE/IbHO HEeCeT OTBETCTBEHHOCTb 3a pPaboTocnocobHOCTb NporpaMMHOro obecnevyenHus,
yCTaHaBnMBaeMoro Ha BM.

Bo u3bexkaHue perpagauuy Npou3BOAUTENBHOCTU, NEPEeyTUIM3aUnM PecYypPCoB XPaHEHUS U MOBbIWEHMUS
puUCKa HapylweHWs LenoCTHOCTM AgMcKa Npu KoHconupauuu, WcnonHuTenb ocTaBnseT 3a cobow npaso
NpoBOAMTb PeriaMeHTHble paboTbl NO yAaNeHUo Co3AaHHbIX 3aka3umMkoM SnapShot ctapwe 7 (CeMun) gHen.
Mepen ypaneHnem SnapShot WMcnonHutenb obasyeTca yBeooOMUTb 3aka3uMka MO 3/1IEKTPOHHOM MouTe,
yKa3saHHoM B JoroBope, 3a 5 (Matb) agHel 0o yaaneHusa v 3a 1 (OauH) oeHb 00 yaaneHus.

CTOpPOHbI YCTAHOBMAK CNepyowWwmnin NopsaaokK 3akasa Ycayru no HactosaweMmy MNpunoXkeHuto:

3aKas Ha nogkt4yeHue Ycnyru no HactoaweMmy MNpunoxkeHuto aonkeH 6biTb HanpasneH McnonHUTento He
nosaHee, 4em 3a 3 (Tpex) paboumx gHen [o AaTbl Havana okasaHusa Ycnyru;

B TeueHune 1 (ogHoro) paboyero gHa MicnonHUTENb UM ero ynoJIHOMOYEHHbIM NpeacTaBuTeNlb obsa3yeTca
paccMoTpeTb 3aka3 Ha YCayry u HanpaBuTb NuLy, HanpaBuBlEMY 3aka3, oTBeT (MOAMMCAHHbIA CO CBOEMN
CTOPOHbI 3aKa3 MM OTKa3 B NpenoctaBneHmnn Ycayrn ¢ o60CHOBaHMEM MPUYUHDI);

B cnyyae cornacoesaHua CTtopoHaMu 3akasa Ycayra no TakoMy 3akasy npenoctaBnsieTcs B AaTy Havana
oKasaHua Ycnyru, 3adukcupoBaHHyto B 3aka3e, ¢ 10:00 no MOCKOBCKOMY BPEMEHMN.

5 06beM BupTyanbHoi namat (VRAM) fosxeH 6biTb 4OMOMHUTENbHO YYTeH NpU 3aKase BMpTyanbHOro AMCKOBOrO NPOCTPAHCTBA A1 XPaHeHUs swap-
¢halnnoB BUPTyasibHbIX CEPBEPOB B COOTBETCTBUM C MYHKTOM 2.4.2 HaCTOSALLEro NPUIOXKEHUS.
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4.7. 3aKa34ynK CaMOCTOATEIbHO HECeT OTBETCTBEHHOCTb 3@ COXPAaHHOCTb AaHHbIX M MPUHUMAET CaMOCTOATENbHO
Mepbl MO MX COXPaHEeHUIO Npu OTKasze oT Ycayru. MNpu oTtkase ot Ycayrn NcnonHutenb Bnpase yoanuTb
[aHHble 3aKa34ymKa no nctevyeHun 5 (NaTn) paboumx gHen nocne oTkasa ot Yiyru.
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