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MPUNOXXEHWME N2 1.5.
K [Jorosopy

OINMNCAHME N YCNOBWA NMPEOOCTABTEHNA YCIYT
GALLMTA OT DDOS-ATAK (QRATOR)», «3ALLITA BEB-MPUTOMXEHMIA (QRATOR)»

1. ObWAA UHOOPMALIUA N ONUCAHUE YCNYT

1.1. Yenyra «3awwmTta ot DDoS-atak (Qrator)» — ycnyra no 3awmrte oT aTtak 0TKasa B 06cnyxusaHum unm DDoS-
aTak cepBucoB? 3aKasumKa, 4OCTYMNHbIX Mo npoTtokonam HTTP, HTTPS nnu nHbIM NpUKAagHbIM NPOTOKOaM,
noaeepeHHbiM DDoS-atakam.

1.2. Ycnyra «3almTa Be6-npunoxeHui (Qrator)» — ycnyra no ¢unbrpauun se6-tTpaduka A08 3aWmThl OT aTak,
HanpaB/IEHHbIX Ha 3KcnnyaTaumio yassumocten WEB-npunoxenun (byHkuma Web Application Firewall,
WAF). Ycnyra «3awmta Beb-npunoxeHuin (Qrator)» npepoctaBnsetTca 3akKas3uyuMKaM TOMbKO COBMECTHO C
ycnyron «3awmuTa oT DDoS-aTtak (Qrator)».

1.3. Ycnyrn npepoctaBnatoTca B cotpygHudectse ¢ 000 «3My-anb-anb» (Qrator Labs, panee — MapTHep).

1.4. Ycnyrn npepocTaBnatoTca Ha 6ase obnavyHoro peweHua MapTHepa no 3awmte ot DDoS-atak m aTak,
HanpaBJ/IEHHbIX Ha 3KCMyaTaumio yazsmumocTenn WEB-NprnoxXeHui, peanMsaoBaHHOMO C MOMOLLbIO OTLE/TbHOM
MHbpPACTPYKTYypbl obnayHon nnatdopmbl MapTHepa, BKA4Yalowen bonee gecatM LEHTPOB 06paboTku
OaHHbIx (LLOA) no Bcemy mupy, B ToM uyncne Tpu LLOLO B Poccun (panee - O6nako MapTHepa). CeTb Ob6naka
MapTHepa CNPOEKTMPOBaHa M MOCTPOEHA B pacyeTe Ha PaboTy NoA MOCTOSHHLIM BO34eNCTBMEM BOMbLLIOrO
ymcna DDoS-atak. Yanbl d¢wunbtpaumm O6naka [apTHepa MOAKMKYEHbI K KaHanaM KpynHenwmx
MaructpanbHbiXx MIHTepHeT-npoBangepos CLWA, Poccum, 3anagHon M BocTouyHon EBponbl, KOro-BoCcTo4YHOM
A3un. Taknum obpasom, B OT/INYME OT CeTel ONepaTopoB XOCTUHIa (0cobeHHO, BUPTYanbHOro), cetb O6naka
MapTHepa CNpPOEKTMPOBaHa B pacyeTe Ha 3KCTPEeMalibHble Harpysku, M aTaka? Ha OOWH U3 Pecypcos,
3awmwaemMbix Obnakom MapTHepa, HUKAK He BNMSET Ha paboToCnocobHOCTb APYrnX 3alMLIaeMbIX PECYpPCOoB
(canToB, WEB-npunoxenuin). B pamkax Ycnyrn «3awmta Beb-npunoxeHun» 0O6nako [NapTHepa
obecneumBaeT Kak npotmBopencTeme DDoS-aTtakaM, TaK M 3alNUTY OT XaKepPCKMX aTak, HanpaB/IeHHbIX Ha
3KCNAyaTaumio ya3BMMOCTEN CEPBUCOB 3aKa3ymKa.

1.5. Ycnyrn no éunbTpauum TpaduKka 3akno4vatoTcs B 06bABNEHUM CEPBEPOM UMM BUPTYasbHOM MalMWHOWM
3aka34ynka punbTpytowero Obnaka MNapTHepa NyTeM BHECEHUA COOTBETCTBYHOLWMX 3anncen B onmcaHne DNS-
30Hbl, K KOTOPOM MPUHALNEeXUT CepBep UM BUPTyanbHasa MalwnHa 3akasduka. Ha ¢unbTpylowem Obnake
MapTHepa nNpoucXoOuT NocnefoBaTeNibHOEe  BbiMOJIHEHME  CNeAylWMx  onepauMn C  OaHHbIMMU,
nepepasaeMbiMn Ha cepsep ¢ FQDN cepsepa 3akasuyuka:

. npuem nepepaBaemMbix Ha FQDN cepBepa (MM BUPTYanbHOM MalWWHbI) 3akasuMka, Ha KOTOPOM
(PYHKLUMOHMPYIOT ero 3almiiaemMblii CEpBUC, 3anNpocoB (NpneM BXxoaawero Tpaduka);

. aHanm3 CTPYKTYpbl 3anpocoB (aHanm3 Bxoaswero Tpadumka) Ha NnpeaMeT Hanyuna NocnefoBaTeIbHOCTEN
LaHHbIX, CNOCOBHbIX MOBNEYb HEKOPPEKTHOE QYHKLMOHMPOBAHWE 3allMLL,AEMOro cepBmca 3aKa3unka;

. oTCeYeHMe 3anpocoB, COAEPXAWMX MNOCNefOoBaATENbHOCTM [OaHHbIX, Hapywawwme KOpPPeKTHoe
PYHKLMOHMPOBaHMeE 3aLMLL,AEMOro cepBmMca 3akasumka (04MCcTKa BXxoasaLwero Tpadmka oT BpeaoHOCHOM
cocTaBnawLWen);

. nepeHanpaBfeHMe BXOASAWEro Tpapmka, OYULLEHHOIO OT BPeAOHOCHOW CcoCTaBnatowemn, (NnermTMMHoro
Tpaduka) Ha peanbHbin IP-agpec cepBepa WMAM BUPTYaslbHOM MallMHbI 3aKa34ynka, Ha KOTOPOM
(PYHKLUMOHUPYET €ro 3aliuaeMbin cepBuc.

1.6. Mocne nopgkntoyeHus Ycnyrn «3awmta Beb6-npunoxeHun (Qrator)» Tpadpuk 3akasuymka MOCTOSAHHO, BHE
3aBMCUMOCTM OT HaIM4uuA aTaku, NocTynaeT B ceTb o6naka MNapTHepa U aHanusmnpyetcsa UM. JIerUTUMHbIN
(«OuYMLWEHHDbINY) TpaduK MepeHanpaBnseTcs Ha 3allMlWaeMbli CepBMC 3akasymka, pasMelaembli B
NHdpacTpykType. Takaa cxeMa paboTbl No3BonseT y3nam bunbTpaumnm MapTHepa chopMmpoBaTb Npoduib
Tpaduka, KOTOPbIN ABNAETCA HOPMOM AN KAXL0ro cepeBmca 3akasymka B OTAENbHOCTU, U B cinydae nobbix
OTKJIOHEHUW pearMpoBaTb Ha 3TO.

1.7. Mepenaya NernTUMHOro (ouunLLleHHoro) Tpaduka otT O6naka MapTHepa 0o MHGPacTpyKTYpbl OCYLLECTBAAETCS
C UCMONb30BaHMEM BbIENEeHHOro ONTUYECKOro KaHana CBA3KN, OpraHn3yeMoro 1 nogaepXMBaeMoro cunamu
NcnonHutena u TMapTHepa. YKasaHHbIA KaHan M301MpoBaH OT ceTu WHTepHeT M nocTtpoeH Ha 6ase
pPe3epPBUPOBAHHbIX ONTUYECKUX NINHWUIA CBA3U.

13pecb v panee no TeKCTy AOKYMEHTa Moj «CepBMcamMmu 3akasumka» noapasymMeBatoTcs nobble cepBUChl, AOCTYMHbIE Mo npoTokony HTTP, HTTPS unu
WMHbIM NPUKNAagHbIM NPOTOKONAM, NOABEPXXEHHbIM DDoS-aTakaM, B TOM YMC/e, HO He orpaHuymBascb WEB-caiTamMn, LOMEHHbBIMU UMeHaMu, MIHTepHeT-
MarasvHamu u npoynmu WEB-cepBmucamm 3akasuumka.

2 3pech U ganee no TEKCTY JOKYMEHTa Noj «atakamu» nogpasyMmesaercsa nobas U3 atak, ykasaHHbix B n.1.1. u/ unu n. 1.2. Mpunoxenusa N2 1.5., ecin
KOHTEKCT HE COAEPXXUT MHOrO NPAMO YKa3aHHOrO 3HaYeHus.
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1.8. IOnsa obecneyeHna Bo3MOXXHOCTU paboTbl WAF B cocTaBe ycnyru «3awuTa Beb-npunoxxeHuin (Qrator)»
HeobxoauMa nepepada M 3arpyska B O6nako [apTHepa 3akpbiTbiX KA4Yen wudposaHma SSL/TLS,
MCNONb3yeMblX 3aKa3umkoM [ANa OopraHusauMu 3alMWeHHOro A[ocTyna K cepBuMcaM 3akKasymka ¢
Mcnonb3oBaHnem npotokona HTTPS.

1.9. O6uwasa apxuTeKTypa peleHuns YCayru npMBeneHa HuKe Ha Puc.1:

Mepepaya xypHanos goctyna

AsToMaTH4ecKoe (hopMMPOBaHUE CIUCKOB
shapsp Ha y3nbi ouncTku AntiDDoS

AOCTYyNa Ha OCHOBE NOBeJeHYecKOoro aHanusa

OumuieHHbIN TpadmK

Bupryanuuuii LIO Knwewra

Anti-DDoS+«—§———+—— g

HTTPS CEPBEP KIMEHTA

iifi: SberCloud

BoiaeneHHbIi onTYecknin
KaHan cBssu

I': SberCloud

Puc.1. Obiyasa apxuTeKkTypa peLueHnsa Ycayrm

1.10. B cocTtaBe Ycnyru «3awmTta ot DDoS-aTak (Qrator)» ocyuwecTtenaercas:

e OOKI/TOYEHME K YCIyTe;

e dunbTpauma Tpadpuka oT DDoS-aTak Ha BCEX YPOBHSX;

e dunbtpauma HTTPS-Tpaduka or DDoS-atak Ha NpuMKIagHOM YPOBHE Mpu YyCNOBUM NpPenocTaB/eHus
(pPackpblTMA) 3aKa3uMKOM 3aKPbITbIX KNoYel wndposaHma SSL/TLS gna ux 3arpysku B O6nako MapTHepa;

e [MepeBof CepBMca 3aKasuymKa Ha mcnonb3oBaHWe npoTtokona HTTPS® ¢ ncnonb3oBaHWeM GecnnaTHbIX
3aKpbITbiX KNtoUen wudpoBaHua SSL/TLS ot Let’s Encrypt, 3arpy»aembix B O6nako MapTHepa;

e repepada ouvyumuweHHoro Tpadpuka ot Obnaka lMapTHepa [0 pasMewaemoro y McnonHutens cepsuca
3aKas4ymnka C UCrnonNb3OBaHMEM BblAENEHHOIO ONTUYECKOrO KaHana cBs3un;

e OGanaHcupoBka Tpaduka cepBMca 3akasumka w™Mexgy ysnamm Obnaka [lapTHepa, a panee -
pacnpegeneHve Tpaduka Mexapy cepBmcaMm 3akasuuka, QyHKLMOHMPYOWUMN B MHGpacTpyKType, no
onpegeneHHoMy anropuTMy;

e MOHWUTOPWHI NPOM3BOJMUTENIBHOCTU 3aLUMLLAEMOro CepBMca 3aKa3uymKka C ONOBELEHMEM MO INEKTPOHHOMN
noyTe 0 BO3HMKaWmMx npobnemax B ero paboTe;

e [pepfocTaBneHne 4oCTyna K CUCTeEME MOHUTOPUHIa TpadurKa B pexxmmMe peanbHOro BpeMeHu NocpencTsoMm
JTnyHoro KabuHeTa;

e cHbop 1 oTo6parkeHne noapobHON CTaTUCTUKK Mo TPaduKy cepBuca 3akasumka B JINUHOM KabuHeTe;

e pepnocTaBieHne exxeMecsiyHbIX NoapobHbIX oTY4eToB 06 MHUKMAEeHTax B dpopmaTe PDF.

1.10.1. [Ona nogkntodeHua Ycnyru «3awmTa oT DDoS-aTtak (Qrator)» 3akasuumk oo/mKeH BbibpaTb TapudHbIM NNaH Ha
OCHOBaHMW MNpepnonaraemMor MNosiocbl BPEAOHOCHOro TpadwKka, rapaHTUPOBAHHOM  [OCTYMHOCTU

3alMLLaeMbIX CEPBUCOB M HEOOXOOAMMON AOMNONHUTENBbHON PYHKLUNOHANBbHOCTHU:

Tabn.1. TapudHble naaHbl Ycnyrn «3awmnTa oT DDoS-aTtak (Qrator)»

HaumeHoBaHue Professional Business Corporate

TapudHoOro nnaHa (Pro) (Bsns) (Corp)
BkntoyeHa nonoca ¢uabTpauMmM BPeaoHOCHOro 10 F6ut/cek 50 F6uT/cex 500 F6uT/cek
(HexenaTenbHoro) Tpaduka, go:
BknoyeHo Tpaduka B TapudHbIN NiaH 10 M6uT/c
FapaHTMpOBaHHas [OOCTYNMHOCTb CEpBUCOB B 97% 09% 99.5%
Mecsl, He MeHee
Tapuduumnpyembiii Tpaduk NEernTUMHbIN

3 BXOAWT BO BCe TapudHble niaHbl Yeiyru (6e3 camocToATeNbHOM TapuduKaumm).

3B cnyyae ecnv paHee Ois [OCTynNa K 3aliMiaeMoMy cepBuCy 3akasumKka Mcnonb3oBanca npotokon HTTP.
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Onnata nonocbl Tpadrka CBEPX BK/OYEHHOIO B
TapudHbIN NNaH, 3a Kaxabii Méut/c

TapudnunpyeTca LOMNONHUTENBHO

dunbTpaums HTTPS ¢ MCMONb30BaHNEM

. BKJ/1I0YEHO
npuBaTHbIX KNtoyel KnneHTta
MpepnocTtaBneHne ceptudmkaToB Let's Encrypt BK/TIOYEHO
AKTVMBHAs npoBepKa [OCTYMHOCTU NAOLWaAoK BK/TIO4EHO

P P pocty than, He npenycMoTpeHo

KNeHTa
dunbTpaunsg HTTPS 6e3 ucnonb3oBaHUA BK/TIIOYEHO

. He npenycMoTpeHo
NpUBaTHbIX K/touyen
JocTyn K API He npenycMoTpeHo BK/IIOYEHO
MpsMoe NoaKNoYEHNE B CYLECTBYIOWMI CTbIK C
nHdpacTpykTypon Wcnonuutena QDC (Qrator He npenycMoTpeHo BKJTIOYEHO
Direct Connection)

LononHuTenbHble ycnyru Professional (Pro) Business (Bsns) Corporate (Corp)
Mpenoctasnenne IP-agpecos (ceepx 1 IP- Tapuduunpyetcs TapuomunpyeTca TapuuunpyeTca
ampeca, BKMIOYEHHOrO B TapudHbI nnaH), LOMONTHUTENbHO LOMONIHUTENbHO LOMNONTHUTENbHO
eXeMeca4yHo
baszoBas GanaHCcMpoBKa oOuMLEHHOro Tpaduka
mMexay IP-appecamn (He 6onee aoByx ancTpumMoB BKJ1IOYEHO

no anroputMy Round-robin)

banaHcmMpoBKa oumnLieHHoro Tpadpuka mexay IP-
afpecamu 3akasumka
QLB (Qrator Load Balancing), exxemecsa4HoO

He npepycmoTpeHo

TapuduunpyeTca OONONHUTENbHO

Ycnyra 3awmnTbl Websockets (npokcupoBaHue Tapuduunpyetcs BKIIOYEHO
TCP coeuHEHU), exxeMecayHo LOMONTHUTENbHO
MopkntoyeHne K MHppacTpykType MicnonHutens
A bpacTpykTyp Tapuduunpyetca
nocpencTBOM aHOHCa CceTeBbiX NpedurKCcoB He npepycMoTpeHo
LOMONTHUTENbHO
3aka3uumka no npotokony BGP, exemMecsayHo
MpepocTaBneHne BblAENEHHOro nopTa Ha
obopyaoBaHUM MicnonHUTeNsa Ana opraHusauuu Tapuduunpyetca
PYyA AnA op 4 He npeaycMoTpeHo puonumnpy
BO/IC QDP (Qrator Dedicated Port), LOMONTHUTENBHO
eXeMeca4yHo
dunbTpauua Tpaduka no reo3oHam Tapuuunpyetca
’ He npepycMoTpeHo pubuumpy
eXeMeca4yHo LOMONHUTENbHO

OTkazoycTonumsbii DNS10, exxeMecayHo

TapuduunpyeTca AOMNONHUTENbHO

OTka3zoycTonumsbii DNS10+, exxeMecayHo

TapuduunpyeTca AOMNONHUTENbHO

OTka3zoycTonumsbii DNS100, exxeMecayHo

TapudnunpyeTca AOMNONHUTENbHO

OTkasoycTonumsbii DNS100+

TapuduumnpyeTca LOMNONHUTENBHO

3awmTa OoT 60TOB, E€XEeMeCAYHO, 3a KaxAbli
M6uTt/cek (py6.)

TapuobuuMpyeTca AONOSHUTENIbHO

K3wwunposBaHue KoHTeHTa CDN 100, cToMMOCTb 3a
1T6anT (oo 100 TGaANT BKIOYUTENBHO)

TapubuuMpyeTca AONOSHUTENIbHO

K3wwnpoBaHue koHTeHTa CDN 100+, cTOMMOCTb
3a 1T6anT (cBbiwe 100 T6anT)

TapuduumnpyeTca AONONHUTENBHO

10 M6uT/c npeponnadyeHHas nofoca Tpaduka
CBEPX BKAKOYEHHOrO B TapUdHbIM NnaH

TapuduumnpyeTca AOMNONHUTENBHO
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1.11.

1.12.

1.13.

50 M6uT/c npeponnayeHHas nonoca Tpaduka
CBepX BK/OYEHHOrO B TapudHbIA NnaH

TapudnunpyeTca LOMNONHUTENBHO

100 M6uT/c npeponnadyeHHas nosoca Tpaduka
CBEPX BK/KOYEHHOrO B TapMdHbIN NnaH

TapudnunpyeTca LOMNONHUTENBHO

200 M6uT/c npeponnayeHHas nosoca Tpaduka
CBEpPX BK/IOYEHHOrO B TapudHbIN NiaH

TapuduumnpyeTca LOMNONHUTENbHO

300 M6uT/c npeponnayeHHas nosoca Tpaduka
CBEPX BK/IOYEHHOrO B TapudHbIN NiaH

TapudnunpyeTca LOMNONHUTENBHO

400 M6uT/c nNpeponnavyeHHas nonoca Tpaduka
CBEPX BK/KOYEHHOrO B TapMdHbIN NnaH

TapuduumnpyeTca LOMNONHUTENbHO

500 M6uT/c npeponnayeHHas nosoca Tpaduka
CBEpPX BK/IOYEHHOrO B TapudHbIN NaH

TapuduumnpyeTca AOMNONHUTENbHO

B cocrtaBe VYcnyru «3awuTta Beb-npunoxeHun (Qrator)» ocyuiectendetca 6e3 caMOCTOATE/IbHOM

T

apudukaumu:

aKTMBHOE CKaHWpPOBaHME cepBMca 3aKa3uMKa Ha HanmM4yume ya3BMMOCTEN YPOBHS MPUTOXEHUN, KOTOPbIE
MOryT NPUBECTU K €ro B3/IoMy;

npepocTaBneHne ot4yeToB 06 OBGHAPYXXEHHbIX YA3BMMOCTAX YPOBHSA MPUNOXKEHUI cepBMca 3aKasumka c
pPeEKOMEHAAUNAMN NO UX YCTPAHEHMUIO;

npepocTtaBneHne ycnyru «Virtual Patching» B oTHoweHWM cepBuca 3akasymMka C aBTOMATUYECKUM
OTC/IeXXMBAHMEM COCTOSAHNSA YA3BMMOCTM 4O MOMEHTA €€ YCTPAaHEHMS 1 KOHTPOIEM KayecTBa YCTPaHeHuUs
YyAA3BUMOCTEN;

3alMTa cepBMca 3aKasuyuka OT aTak-nepebopa (bpytdopc naponsen n T.4.) - BKAKOYAETCA MO 3anpocy
3aKasuunka);

OCYLLECTBNEHME aKTUBHOM NPOBEPKM YIrpo3 13 TpaduKa Ha CepBUCHl 3aKa3vnKka;

GopMUpoBaHNE NEPUOOMYECKMUX OTUYETOB.

Ona nogknoyeHns Yenyru «3awmTta Be6-npunoxeHnit (Qrator)» 3akasumnk gokeH BbibpaTb TapuUdHbIN NnaH
Ha OCHOBAHMM HeOBXOoAMMOM eMy DYHKLMOHANbHOCTU:

Tabn. 2. TapudHble nnaHbl Ycnyrn «3awmnTa Beb-npunoxeHun (Qrator)»

OBHAPY)XXEHME U 3ALLITA OT XAKEPCKUX ATAK. WEB APPLICATION FIREWALL (WAF)

TEXHOJ10I'A SOLIDWALL

HauMeHoBaHue TapudHOro nnaHa

Elementary Partner WAF Advisory Partner WAF

BkntoyeHo Tpaduka B Al

3 Mbut/c

Onnata nosnocobl (Tpadumka) cBepx
BK/1IOYEHHOro B TapudHbIN nnaH
(3a 1 M6ut/c)

TapuduunpyeTca oTaenbHO

BkntoyeHHoe KOonn4yecTtBo 3aimuiaeMblx
cepsucos

1 wr.

[ononHnTenbHbiE yCnyru

3awuTa 1 OONONTHUTENDBbHOIO cepsuca,
exxeMecsqa4yHo

TapubuunpyeTca oTaenbHo TapudnuMpyeTcs OTAENbHO

[dononHutenbHoe NPOCTPaHCTBO ans
XpaHeHus, 3a 1 Tb exxeMecqa4yHo

TapuduunpyeTca oTaenbHO

CTOMMOCTb  OOMOAHUTENbHbIX  YyCAyr Mo
oBHapyXeHUto 1 BNOKMPOBAHUIO CETeBbIX
aTak (Professional Services WAF),
eXeMeCaYHo (24u)

TapuduumnpyeTca oTAeNbHO

Ycnyru paclmpeHHOM TeXHUYeCcKomn
nonnepXKu, OKa3blBaeMble npu
NOOK/OYEHUM HOBbIX CEPBMCOB 3aKasuyuka
(Professional Services WAF)

TapuduumnpyeTca oTAeNbHO

TexHuUYeckue XxapakTepucTuku Obnaka MapTHepa:
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1.14.

1.15.

1.16.

2.1.

6onee 1000 FBUT/C NacCMBHOM MOJIOCHI MPONYCKAHMUA - AeTepMUHUPOBaHHasa obpaboTka IP-nakeTos 6e3
ycTaHoBneHus TCP-coeanMHeHUS;

6onee 500 TI6GuT/c aKTUBHOM MONOCbI MNpOMNycKaHua - Kaxpoe Bxogswee TCP-coeguHeHue
obpabaTbiBaeTCa M aHaNn3npyeTcs;

<5% NoXXHbIX cpabaTbiBaHUI B npouecce oTpaxkeHusa DDoS-ataku;

BpeMsa obyyeHna ceTn OT MOMEHTa NOAK/IKYEHNA HOBOrO 3aKa34ymMKa - MeHee 2 4YacosB:

B 33% cny4aeB - 0O 4 MUHYT;

B 60% cny4yaeB - OT 5 MMHYT go 1 vaca;

BpeMsa cTapTa GunbTpauMm aTakm Ha «obydeHHOM» Tpaduke — B 80% cnydaeB 00 2 MUHYT OT Havana
aTaku;

pobaBneHHoe BpeMa 3afepXXKu Npu npokcMpoBaHun Tpadmka - ot 0 go 100 Mc. B cnyyae npoKcMpoBaHus
HTTP-Tpapuka B cuny wucnonb3oBaHua persistent HTTP-coeauHeHW C 3alMWAEMblM CEPBUCOM
BO3MOXEH MPUPOCT CKOPOCTUN PaboTbl 3alLMLLLAEMOro CEPBUCA;

onunoHanbHaa 6anaHCMpPOBKa OYMLLEHHOro Tpaduka Mexpy 3K3eMnasapamu cepBuMca 3akasuymka Ha
OCHOBE anropmuTMoB: primary-backup, round-robin, iphash, a Tak)xe B @UKCUPOBaAHHbIX NPOMNOPLMAX;
KONIMYECTBO 3alUMLLAEMbIX CEPBMCOB 3aKa3uynKa - HEOrPaHUYEHHO.

Ong nogknoyeHusa K Ycnyre 3akasumky HEeobX0AMMO CaMOCTOSATENbHO:

NM3MeHUTb A-3anuncb, COOTBETCTBYIOLLYIO JOMEHHOMY MMEHMW 3allMLAaeMOoro cepeuca, B ceoet DNS-30He,
4YTOObl OHA YKa3biBasla Ha Bblde/IeHHbI 3TOMY cepBucy IP-agpec B O6nake MapTHepa (Qrator-IP), ona
OTK/IIOYEHMSA HEOOXOAMMO BbINO/IHUTL 0OpPaTHOE AENCTBUE;

HacTpouTb MexkceTeBon 3aKpaH (firewall) pna 3anpeta xoxageHusa Tpaduka Ha IP-agpec 3awmaeMoro
pecypca c nobbix BHELWHMX aapecoB, KpoMe y3/oB MapTHepa;

HaCTPOWUTb CepTUdUKaTbI ANF OYUCTKN WNDPOBAHHOTO TpaduKa.

Ycnyru pocTynHbl Kak Aas cepBMCOB 3akasuyunka, dyHKkumMoHupyowmx B Obnake Cloud, Tak U B CTOPOHHEN
MHppaCTpyKType.

Monb3yscb Ycnyramu, 3akasumk NoATBEPXKAAET, YTO OMEHHbIE UMEeHa, A1 KOTOPbIX NOAK/oYatoTCa Yeayru,
NPUHaanexarT eMy Ha 3aKOHHOM OCHOBaHWU, NGO OH OEWCTBYeT OT MMEHW M MO MOPYYEHUIO 3aKOHHbIX
BNafefbLeB 3TUX JOMEHHbIX UMEH.

2. METPUKWU YCITYTU

DYHKLUNOHANBHOCTb U METPUKKM YCNyr npepctaBneHsol B Tabnuuax 3 un 4.

Tabn. 3. MNapameTpbl NpegocTaBasemMbix Ycnyr

HanmeHoBaHue Tapuduumpyemblie
XapakKTeprCTUKU U METPUKU OonyCTuMble 3Ha4YeHus
Ycnyru eauHULbI
Tapud ABOHeHTCKana nnaTa no Tapuoy Professional, Business, Corporate
3awmiwaembiit cepsuc| HAoONONHUTENbHbIA Qrator-IP ot 11 6onee
NlerntumMHbin ~ Tpaduk  cBepx ot 1 M6uT/C
BKJTIOYEHHOTO B Tapud
MpeponnayeHHas nonoca 10, 50, 100, 200, 300, 400, 500
. cBepx Tapuda MéuTt/c
NlernTumMHbIN TpapukK
3awuTa ot 6oToB ot 1 Mbut/c
MpeponnayvyeHHas nonoca 10, 50, 100, 200, 300, 400, 500
3awWwmThl oT 60TOB MéuT/c
3awwura o1 DDOS- @unetpauna - HTTPS — Ges | o o Tapudax Business,
aTak (Qrator) ucnonb3osaHma NnpUBaTHbIX Corporate
Kntouen
3awuTa WebSocket
(npokcmnpoBaHue TCP Ha Bcex Tapudax
COeQUHEHUI)
Oonunmn

NogkntoyeHUe no npoToKony

noaknw4yeHma
A BGP

Mpamoe nopKnw4yeHne B
CyLWecTBYyOWMI CTbIK o
NHBPaCTPYKTYpOmn
WNcnonHutena QDC  (Qrator
Direct Connection)

Tonbko Ha Tapude Corporate

CtpaHunuya 513 8



BbloeneHHbln nopt Ha
obopynoBaHun
dunbtpauma  Tpadwuka no
Tonbko Ha Tapude Corporate
reo3oHam
JononHuTenbHble AKTMBHaA npoeepka
onuuu AocTynHOCTH MAOWAROK | Tonpko Ha Tapudax Business,
3aKasumka Corporate
LOocTtyn K API
He 6onee pgByx ancTpMMoOB Mo
banarcupoeka anroputMy Round-robin Ha scex Tapudax
OYULLEHHOTO
Tpaduka mexay IP- . Tonbko Ha Tapudax Business,
az.pcgcaMM y Qrator Load Balancing Corporate pud
OTKa30yCTONUMBbIN OTka3oyctonumsbin DNS DNS10, DNS10+, DNS100,
DNS DNS100+
Tapud ABoOHeHTCKana nnaTa no Tapuady Elementary, Advisory
3awmwaembiil cepsuc [onoNHUTENbHbIN CepBUC ot 1 1 6bonee
3awmTa 896: NlernTumHbii - Tpadumk  cBepx ot 1 M6uT/c
npunoxenun (Qrator) BKJTIOYEHHOTO B Tapud
TMTUMHbIN T MK
ne pad MpeponnayeHHasa nonoca 10, 50, 100, 200, 300, 400, 500
cBepx Tapuda MéuTt/c

Tabn. 4. NapameTpbl ycnyrn «3awmuTa Be6-npunoxeHunn (Qrator)»

HauMeHoBaHue ycnyr

Elementary Partner WAF

Advisory Partner WAF

OnucaHue ycnyr no o6HapyXeHuo U GNOKMPOBaHMIO CETEBLIX aTak,
BK/IOYEHHbIX B TapUHbINA NAaH

brnokupoBaHue aTak

BnokupyoTca oTAenbHble BPeAOHOCHbIE 3anpoChl U OTBETbI

Bo3MoXHble cnocobbl
obHapy)XeHua aTak

ATaku BbISIBASIOTCA CNegyrwmMm
cnocobamu:

BbigsBneHne atak Ha ypoBHe
napametpoe HTTP npoTokona
BHYTPM 3aMpocCoB 1 OTBETOB
BbisBneHne  npu3HakoB  aTak
BHYTpU B/TOXEHHbIX OaHHbIX
nepepasaeMbIX B 3anpocax
BoiaBneHve nepebopHbIX aTak
(BK/ItOYaETCA NO 3anpocy, eanHble

ATaKu BbIABNAOTCA cnegylowmmm cnocobamm:
BbisBneHne atak Ha ypoBHe napameTpoB HTTP
npoTokona

BbiiB/ieHWE MPU3HAKOB aTakK BHYTPU BJIOXEHHbIX
[OaHHbIX, NepefaBaeMbiX Kak B 3amnpocax, Tak U B
oTBeTax

BbiBNeHME NPU3HAKOB aTak Ha YPOBHE OTAENbHbIX
NIOTUYECKUX  OeNCcTBUM B MPUNIOXKEHUM  C
BO3MOXHOCTbIO  (BK/lOYaeTco no 3anpocy,
HacTpanBaeTca B paMKax OOMONTHUTENbHbIX YCIyrn
no o6Hapy>XXeHUto N 6BIOKMPOBAHMUIO CETEBbIX aTak).
BbiiBNeHWEe aTakK Ha YpPOBHE OTAEsNbHbIX Ceccui
nonb3oBaTener U KOHTPONb aBTopu3auuu Onsa
PecypcoB C HU3KOW U CpedHen Harpy>XeHHOCTbH
(BKMHOYAETCA NO 3aNpocy, HacTpaMBaeTCcs B paMKax
AOMONIHUTENbHbIX YCAYyrM no oBHapyXeHuio wu
6/10KMPOBAHUIO CETEBbLIX aTak).

BbiaBneHne nepebopHbIX aTak Ha  YpOBHe
OTAENbHbIX TOrMYeCcKnX OencTBuin (BKIOYaeTcs no
3anpocy, HacTpauBaeTca B paMKax
AOMONIHUTENbHbIX YCAYyrM no oBHapyXeHuio wu
6110KMPOBAHUIO CETEBbLIX aTak).

BbiaBneHne 60T-aKTUBHOCTM (BK/O4YaeTca Mo
3anpocy, HacTpauBaeTca B paMKax
OOMOMHUTENbBHBIX YCAYyrM Mo oB6HapyXeHuiw u
610KMPOBaHMIO CETEBbIX aTak)

XpaHeHue faHHbIX

HaCTPOMKM ans BCero
NPUNOXEHUS)

CoxpaHsatoTtca cobblTna
6e3onacHocTy, a Takxe

BPeAOHOCHbIE 3anpoChbl N OTBETDI

CoxpaHatoTca crefyowmne aaHHble:

cobbiTva 6e3onacHocTH,

BPEeAOHOCHbIE 3aMnpochl U OTBEThI

NernTUMHble  3anpocbl M OTBETbl B paMKax
npuobpeTeHHOro o6bemMa xpaHunumLia

BaXKHble  JlOrMyeckme [encTBua  (OrpaHMyeHo
npUoBpPeTEHHbLIM 06beEMOM XpaHunuuwa,
BKJ/1OYAETCs Mo 3anpocy, HacTpauBaeTcs B pamKax
LOMONHUTENbHbIX YCIYyru Mo oBHapyXeHuto w
610KMPOBaHMIO CETEBbIX aTak)
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Hoctyn K uHTepdency
ynpasnenusa SolidWall
WAF

Hoctyn K AMYHOMY KabuHeTy C

6a30BbIM dYyHKLUMOHANoM.
MoppepxuneatoTcs cnepyouwue
QYyHKLUK:

LOawbopnbl MOHUTOPUHTA
OTobpaxeHune cobbITnn
6e30MacHOCTM C  MOALEPXKKOM
rpynnnpoBKoM

OTobpaxeHune XypHana

3a0/10KMPOBaAHHbIX TPaH3aKLUMM

JocTyn K NuYHOMY KabuHeTy C pacWMpPeHHbIM

dyHKUMOHaNoM. TopaepxmBatoTca  clepyowme
dyHKUMK:

[aw6opabl MOHUTOPUHIA

OTobpaxeHne cobBbITUIM 6e3onacHocTh o
noanep)XKom rpynnnpoBKom

OTob6paeHune YXypHana 3a6/10KMPOBaHHbIX
TpaH3aKuumn

BO3MOXHOCTb BK/IIOYEHUS/ BbIK/IIOYEHUS 3aLUTbl U
nogaBneHnsa JTOXHbIX cpa6aTb|Ban?1.

MpepocTaBneHne He npenycMoTpeHo B Tapude MpepocTaBNseTcs BO3MOXHOCTb WHTErpaumMm c
BO3MOXHOCTHU M“cnosb3oBaHMeM MexaHusamoB SYSLOG wmnn REST
mHTerpauum SolidWall API (BK/tOYaeTca no 3anpocy)
WAF C BHELWHUMN
cucTeMamm
MpepocTaBneHne MpepocTaBnstoTCA cnepyowme MpepocTaBNaOTCA Cheayowmne Buabl OTYETOB:
aBTOMATM3MPOBAHHbIX BWUIbl OTYETOB: PerynapHbie aBTOMATM3MPOBaHHbIE oT4eThl
0oTYeToB PerynapHble (HacTpamBatTCa No 3anpocy)
aBTOMATM3MPOBaAHHbIE oT4eThbl OOHOKpaTHble  aBTOMaTU3MPOBaHHbIE  OTYeTb
(HacTpamBatoTCsa No 3anpocy) (npepocTaBnaTCa Mo 3anpocy)
OpHOKpaTHble
aBTOMATM3MPOBaAHHbIE oT4eThbl
(NpenocTaBnaTCA Mo 3anpocy)
KoHcynbTupoBaHue KoHcynbTupoBaHue KnneHToB no KoHcynbTupoBaHve KAMEHTOB NO  Cleaylowmm
KnneHtos no cllefyroWmnM Bonpocam: BOMPOCaM:
BOMpocaMm ncnonb3oBaHue 6a3oBoro ncnonb3oBaHMe 6a30BOro GyHKUMOHaNa JIMYHOro
ncnonb3oBaHus Ycnyr pyHKUMOHaNa NMYHOro KabumHeTa KabuHeTa
WAF pa3bscHeHUN no pasbsacHeHMA No 3abNOKMPOBaHHbLIM 3anpocam.

336ﬂ0KMpOBaHHbIM 3anpocaM.

MHTerpaums C BHELHUMK cuctemMamm C
ncnonb3oBaHMeM MexaHuamoB SYSLOG unu REST
API

Yenyru 6a3oBom Mpwn NoAKTOYEHUN Mpy NOOKIOYEHUM OCYLECTBAAIOTCA cnegyowme
TEXHMUYECKOM OCyLEeCTBASOTCSA cnepyowme HacCTPOMKM  (BbIMOMHAOTCA C  NPUMEHEHUEM
NOAAEPKKN, HaCTPOWKMU (BbINONHAKOTCA o MallMHHOro oby4yeHus):
OKa3blBaeMble npwu NpUMeHeHneMm MaLWWHHOIO HacTpoika napaMeTpoB NpoTokona
NOAK/OYEHUM  HOBbIX obyueHus): MopasneHue NoXxHbIx cpabaTbiBaHUI
KnueHTtoB HacTpoika napameTpoB dunbTpauma cTaTUYeCKUX Pecypcos
npoTokona rnobanbHas HacTpolka MoayNns NPOTUBOOENCTBUS
MopasneHune NTOXHbIX nepebopHbIM aTakaMm (Mo 3anpocy)
cpabaTtbiBaHMi ABTOMaTU3MPOBaHHas  pa3MeTKa  JIOrMYeCcKmnx
dunbTpauus CTaTUYEeCKMUX OEeNCTBUM (B UENaxX  MOAABNEHMA  JIOXKHbIX
pecypcos cpabaTbiBaHMM)
FnobanbHaa HacTpolka ™Mopyns FnobanbHasa HacTpolKka MOAYNS KOHTPONSA Ceccum
NpoTUBOAENCTBMA  nepebopHbIM M 3alMTbl OT aTak Ha aBTopuM3aumio (No 3anpocy u
aTtakaM (no 3anpocy) eC/IM He NpeBbllWeHa AonycTUMasn Harpyska)
Yenyru 6a3oBoM MopnepxxaHne paboTocnocobHOCTM M ycTpaHeHue ownbok B pabote SolidWall WAF B
TeXHM4YecKom MHPPaCTPYKType 3aKa3uuka;
noanepXKu, O6HoBneHne Bepcui SolidWall WAF B uHdpacTpykType 3aKa3unka;
OKa3blBaeMble B npegocTaBneHne 3akasumky OocTyna K uHTepdency ynpasneHusa SolidWall WAF pgnsa
npouecce OCYLLECTBIEHNS UM CAMOCTOATENbHON HAaCTPOMKM, A TaKXKe KOHTPONISi paboToCnocobHOCTH
3KcnayaTaunm SolidWall WAF;

SolidWwall WAF

npepocTaBfieHne 3akas3umKy BO3MOXHOCTM MHTerpaumm SolidWall WAF ¢ BHewHUMHU
MHPOPMALNOHHBIMK CUCTEMaMM O OCYLWLECTBIEHUSA UM CAaMOCTOATE/IbHOW HACTPOMKM, a
TaKXe KoHTpons pabotocnocobHocTn SolidWall WAF;

KoHcynbTMpoBaHMe 3aka34ymka no BonpocaM n agMmnHmnctpmpoBaHmna «SolidWall WAF»

HononHnTenbHble YCnyru no 06Hapy)KEHVIIO n 6110KM|DOBaHVIIO CeTeBbIX aTakK

(Professional Services WAF)

Ycnyrn  pacwmnpeHHom

TeXHMYecKom
NoAaepPIKKHU,
OKa3blBaeMble npwu
NOAKMNIOYEHUN  HOBbIX

cepBMCOB 3aKka3uymka

ToHKas pyyHas HaCTPOMKA MEXaHU3MOB 3aLLMTbl N0 0COBEHHOCTU NPUNOXEHUI KnneHTa,
B TOM Yncie, KOPPEKTUPOBKA pe3ynbTaToB MalWMHHOro obyyeHus.

MpoaKTUBHOE pearnpoBaHme Ha KPUTUYHbIE COBbITUA MHPOPMALMOHHON 6e30NacHOCTH Ha
OCHOBE COr/lacoBaHHbIX C 3aKa34YMKOM CLLEHAPUEB.

Mepuopnyeckmn aHanms (ayamt) cobbiTUA MHPOPMAUMOHHON 6e30MacHOCTU C LEenbto
cbopa CTaTUCTUKMK U aHanmM3a MeHee KPUTUYHbIX COBbITUN.

TexHMYyeckoe paccnefoBaHne MHUMOEHTOB MHDOPMALMOHHOM 6e30nacHoCTH.
Pa3paboTka aHaIUTUYECKNX OTYETOB.

M3MeHeHne dyHKUMoHanbHoctn SolidWall WAF (dbopMbl
cueHapues paboTbl C MONb30BATENbCKUM UHTEPHENCOM).
MHTerpaumsa co CTOPOHHMMU cpeacTBaMmn 3akasumka (SIEM, «TukeTHble» cucteMbl, CMC-
MHPOPMUPOBaAHME 1 T.M).

AHanun3 3alWMLWeHHOCTM CEPBUCOB 3aKa3unka (TeCTMpoBaHWe Ha NPOHUKHOBEHMWE, aHanu3
WCXOAHOro Koga).

OTYEeTHOCTU, WU3MeHeHune
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3.1.

4.1.

5.1.

5.1.1.

5.2.

5.2.1.

5.3.

5.3.1.

KoHcynbTupoBaHMe 3akasumka no obwum BONpocCaM 3alnTbl Be6-|'|pVIJ'IO)KeHVIPI, B TOM
yucne — No NpakTnkam 6e3onacHoro KOOMpoBaHud

3. TAPUDUKALWA YCITYTU

Crtatnyeckaa Tapuoukaumnsa (Allocation).

4. OrPAHUYEHUA

TexHu4yeckume acnekTbl paboTbl cucTeMbl GUNbTPaLUM TPpaduKa, 3a HecobnoaeHne KoTopbix icnonHuTenb He
OTBEYaeT, M Npu HecobNoAeHUN KOTOpbIX WMCNONMHUTENb HE MOXeT rapaHTMpoBaTb obecneyeHue
3aABNEHHOr0 YPOBHSA KayecTBa yc/ayr no ¢duabTpaunm Tpadpumka:

ansa uenen dunbTpaummn Tpaduka npegnonaraeTcsa, YTo OaHHble U3 CeTU VIHTepHeT nepepatoTcsa He
HenocpeacTBEHHO Ha IP-agpec cepeBepa MM BUPTYanbHON MallMHbl 3aKa3ymKa, a Ha agpec, MMetLwmin
FQDN cepBepa nnu BUpPTYyanbHOM MallnHbl 3aKa34vynKa;

B C/lydae, eC/lM CepBep WNW BUPTyasibHas MaluWHa 3akasumka, gna obecneyeHums cTtabunbHOCTU U
6ecnepeboMHOCTM PaboTbl KOTOPOro NOAKAKYEHbI YCAyru no unbTpaummn Tpaduka, 6ypet cnocobeH
NPUHUMaATb BXOOAWMN TpaduK OT NObbIX CepBepoB B ceTu WHTepHeT, NcnonHuTenb He MOoXeT
rapaHTMPOBaTb OKasaHuWe ycnyrn no gpunbTpaumum Tpaduka B 3anpawmBaeMoM obbeMe OO MOMEHTA
nosHoro obHoBneHna DNS-3anucen o6 appecax cepBepoB 3allulLIaeMblX OOMEHOB BO BCel CeTu
NHTEepHeT;

0N UCKNKOYEHUA cuTyaunm obpaboTky cepBepoM 3aKaszumKka BPeAOHOCHOro BXogawero Tpadguka Ha
cepBepe WM B TeHaHTe 3aka3uMKa AOo/MKeH OblTb BK/YEH WMAN pPa3BEpPHYT MEXCeTeBOM 3KpaH
(firewall), 6nokupytowmn nwbon BxoaawMn Tpaduk, KpoMe Bxogdlwero TpadmKa C KOHKPETHOro
cepsepa McnonHutens;*

0N CHUXXEHUSA KOoNM4yecTBa BPeOoHOCHOro Tpaduka, 6nokmpyeMoro mexceteBbiM 3kpaHoM (firewall)
3aKa3unka, a COOTBETCTBEHHO, [OJ/19 CHMIXKEHMA HaArpy3kM Ha CepBep WAM BUPTYaNbHYK MalUUHY
3aKasuunka, 3akasuumk o0693aH NpepnpuHATb Mepbl MO COKPbLITUIO (HepasrnaweHuto) daktuyeckmnx IP-
afpecoB CEPBEPOB M BUPTYasbHbIX MalLMH, 019 KOTOPbIX OCyllecTBAAeTca dunbtpaumna tpaduka.

5. MHbIE YCNTOBU4A, MPUMEHUMBIE K YCITYTAM

BO3MOXXHble BMObl MOAKAIOYEHNSA [ UBMEHEHUSA [ OTKAOYEHNS YCnyr:
MocpencTeoM nognmcaHmsa 3akasa.

BO3MOXHbIN NOPAAOK pacyéTos no Ycnayram:
MocTtonnara.

Bo3MOXHble cnocobbl onnaTthbl / NOPAAOK NONonHeHUa banaHca:
OnnaTta B 6€3HaNMYHOM NOPALKE HA OCHOBAHMWM BbICTaBNEHHOro MicnonHuTenem cyéta.

4 B cnyyae 3aliuTbl BUPTYasibHOM MalluHbl, Pa3MellaeMoit B TeHaHTe 3aKa3ymka Ha 6a3e MHPPacTpyKTypbl, B Ka4eCTBe COOTBETCTBYIOLLENO MEXCETEBOrO
akpaHa (firewall) MoxeT 6bITb MCMOMIb30BaH M COOTBETCTBYOWMM 06pa3oM HacTpoeH Edge Gateway.
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