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COIMMALLEHWME OB YPOBHE MNMPEOOCTAB/TIEHNA YCITYT U
«THREAT DETECTION AND RESPONSE» (<TDR»)

1. MPEOMET COIMTALWLEHUA

Hactosawee CornaweHune ob ypoBHe NpenocTaBneHns ycnyr (nanee — CornalweHue) ABnaeTca JOKYMEHTOM,
dukcnpyowmnM JocTynHOCTb YCIYrn, a TakXe LeNeBble KOIMYECTBEHHbIE N KAYeCTBEHHbIE XapaKTepUCTUKM
npepocTasneHns Ycnyru.

Ycnyra npenoctaBnaeTca B cotTpyaHumyectse ¢ OO0 «be3onacHasa nHpopmaumoHHas cpega» (000 «BN3oH»,
nanee - «MapTHep»).

B3anmopencteme uUeHTpa MoHuTopuHra [lapTHepa (BI.ZONE SOC) u WcnonHutens BKw4YaeT B cebs
perucTpaumio 3asBOK O HECOOTBETCTBMM MNPEAoCTaBNsAeMbliX yCcAyr TpebyeMbiM MapamMeTpaM KayecTBa,
OpraHu3auuMi npouecca BOCCTAHOBNEHMA CepBuCa, B3aMMHOEe MWHMOPMUPOBAHME OTBETCTBEHHbIX
pyKoBOAMUTENEN KOMMAaHUMN O XOoOe pelleHMs BOMPOCOB, CBA3AHHbIX C BOCCTAaHOBIEHWEM Tpebyemoro
KayecTBa cepBuca.

2. MPOLELYPA B3AMMOJENCTBUSA CTOPOH MPU BbIABEHUW WHLUMOEHTOB UB

Mop pearMpoBaHMEM Ha MHUMAEHT WMB noapasymeBaeTca CTPYKTYPUPOBAHHAsA COBOKYMHOCTb AeNCTBUM
CTOpOH, HanpaBfeHHasa Ha YCTaHOBJEeHWe AeTaNel MHUMAEHTa, MUHMMKU3auuo yuiepba oT MHUMAEHTa U
npenoTBpalleHMe NoBTopeHMa noaobHoro nHumaeHTa U6 B 6yayuiem.

[encTBna No BbISBNEHUIO MHUMAOEHTOB VB 1 pearMpoBaHuio Ha HUX, a TaKXKe UX oYepeaHOCTb NpeacTaBeHbl

B Tabnuue 1.
Tabn.1. Mpouenypa pearnpoBaHms Ha NHunpeHT b

Ne 3agauu OTBETCTBEHHLIN EE
peakuum
1 MOHWUTOPUHI U aHanu3 cobbiTuii Ub
B paMKax MOHUTOPMHra W aHanusa cobbitun Wb
npon3BoaunTCs aHanu3 cpabaTtbiBaHUM npasun
aBTOMAaTMYECKOro BbiABMIEHUA Yrpo3s, BblgeneHue Ha base
HUX MOTEHUMANbHbIX WHUMAEHTOB WMB M wnXx nepBuYHas
OLlEHKa Ha nNpenMeT JIOXKHOMOJIOXKUTE TbHbIX CpabaTbiBaHUN. .
1.1 MHUMOEHTbl MOTYT 6biTb OXapaKTepU30BaHbl Kak: AHanUTUK kM 1-2 BI.ZONE CornacHo
SOC Tabnuue 3

e FP (noxHoe cpabaTbiBaHUe);

e TP (NOATBEPXOEHHbIM NHUMAEHT UB).

B xope paboTbl XapakTep MHUMAEHTA MOXET 6biTb U3MEHEH
Kak Ha OCHOBaHWM MHbOPMaUMM OT 3aKasuyuka, TaK U Ha
OCHOBaHWM 3KCNEPTHOro MHeHusa MapTHepa.

2 AHanus nHumpeHtoB Ub

AHann3 noTeHuManbHbIX WHUMOEHTOB Wb, oueHka wux

< AHanNUTUK nuHun 1-2 BI.ZONE CornacHo
2.1 NPUOPUTETOB N BbipaboTKa peKkoMeHAaunin No NepBUYHOMY

SoC Tabnuue 3
pearnMpoBaHuio
3 OnoBeLeHne 3akasynka 06 nHumpeHte Nb
®dukcauns mHumpeHta Mb B yyeTHoM cucteme lapTHepa
nyTeM 3anofIHEHUA KapTOYKM MHUMOEHTa. YBeLoM/ieHue
3aKasymMka 06 WHUMOEHTEe MOXeT O6biTb OCYLIeCTBIEHO
OAHWM M3 cnefyrLWwmnx cnocoboM KOMMYHUKaLMN:
MoyToBOE yBEOOMAOEHMUE:
1. B TeMe nucbMa cogepkaTcs cnepyoumne 3Ha4YeHuns:
e lipeHTndumkatop  MHDOPMALMOHHOM  CUCTEMbI, B
OTHOLWEHUM KOTOPOW 6biN 3aPUKCMPOBAH UHLMAEHT.
e HoMep MHUMAEHTa, NMPUCBOEHHDLIA YYETHOM CUCTEMOMN
NCNONHUTENSA:
3.1 e [lpuopwurTerT. AHANUTUK NUHUN 1-3 CornacHo
: e Ha3BaHMe MHUMAEHTA. BI.ZONE SOC Tabnuue 3

2. B Tene nucbMa, B KapTOyKe WHUMOEHTa MOryT

copepKaTbCs cnefyowmne AaHHble:

O6was nHdpopmauns o6 nHungeHte Ub:

e BpeMmsa peructpaunm B popmate UTC;

e MpuopuUTET;

e TeKyLWWN CTaTyC U KOMMEHTaPUIN K HEMY.

CBogHas nHdopmauus:

® CMMCOK 3aTPOHYTbIX XOCTOB W aKTUBHbIX YYETHbIX
3anncem B HUX Ha MOMEHT MHUMAOEHTA (MpW YyCnoBUM
LOCTYMHOCTU 3TOW MHbopMaLmn);
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® CNMCOK OBOHapyXXeHHbIX NHAMKATOPOB KOMMpPOMeTauunm
(HanpumMep, xew-cymma danna, uma danna, appec
C&C-cepBepa, acCoUMMpPOBaHHbIE [OOMEHHble WMEeHa
v ap.);

® pefieBaHTHble MHUMAEHTY TEXHUKW M TakTUKM MITRE
ATT&CK;

e cpaboTaBwMe npaBu/iia aBTOMAaTUYECKOrO BbiSBNEHMSA
yrpos, Ha 6a3e KOTopbIX 0GHAPY)XXEH UHLULOEHT;

® CCbIJIKM Ha JONONHUTENbHbIE Ganbl, NPUKIaabiBaeMble
K MHUUOEHTY.

Mopnpo6bHasg nHbopmauma:

® OnMCaHue UHUMOEHTa;

e timeline nHunpeHTa;

e 0030p Tekywero UM NOTEHUMANbHOrO  BAUSAHUA
MHUMOEHTa Ha MHDPACTPYKTYPY 3aKa3umnka;

e npoyvas nHdpopmaums.

PekomeHpaunm:

MepBooyepenHble [ENCTBUA, KOTOpble MNOApa3yMeBatoT

nogTBepXXaeHne NEerMTUMHOCTU/HENErUTUMHOCTM

MHunpgeHtos WMbB. TakXe pekoMeHpauuum, KoTopble

HeobxoauMo npeanpuHaTbL ans npenoTBpalleHns

nHunpgeHta UMb unu MUHMMM3AUMW ero nocnencTsun, wu

KoTopble He MOryT ObiTb BbINOMHEHbl WcnonHuTenem

CaMOCTOSITE/IbHO B pPaMKax aKTUBHOro pearnpoBaHus.

3anpoc fononHUTeNbHON MHpopMaunmn, kotopasa TpebyeTtca

oT 3akasuumka ans nposeneHms McnonHutenem

OanbHeNWero aHannsa nHuuaeHTa Nb, n Kotopas He MOXeT

ObITb NonyyeHa McnonHuteneM caMocTOATENIbHO B paMKax

aKTUBHOIO pearnpoBaHus.

KapToyka nHumgeHTa Ha BI.ZONE SOC Portal

KapToyka WHUMAOEHTAa [OCTYMHa B JIMYHOM KabuHeTe

3aKa3suyumka.

4 MpepocTaBneHne 3aka34ynkoM obpaTHoM cBA3M No uHUuaeHTy Ub

Mocne nonyyeHMs NMUcbMa COTPYAHUK 3akasumka bGeper
OAHHbIM MHUMAEHT B paboTy M, no wutoram paboTbl C
WHUNOEHTOM, NpeaocTaBnsaeT 06paTHYIO CBA3b, @ UMEHHO —
NOATBEPXOAEeT NernTMMHOCTb/HENErMTUMHOCTb [AaHHOro
MHUMOEHTa, a TaKxe BbIMONHAET cornacoBaHue
4.1 chopMMpOBaHHOrO  McnonHuTeneM nnaHa aKTUBHOrMO NcnonHuteno
pearnMpoBaHusa (ecnu 3To corfacoBaHWe Heobxogumo). B
cnyvae HEeNernTMMHOCTHU onucbiBaeT pe3ynbTaThbl
BbIMO/THEHUSA PEKOMEHAALMI U CBOE pelleHne B OTHOLIEHUN
npepnaraeMoro njaHa akTMBHOro pearmpoBaHusa MNapTHepa
B OTBETHOM NMuUCbMe UIn KomMmeHTapuem B SOC Portal.

CornacHo
Tabnuue 3

Ona kaxporo MHunpoeHTa b Ha3HavyaeTcsa NpMoOpUTET cornacHo Tabnuvue 2 1 Kateropmsa cornacHo Tabnuue
4. PearvpoBaHue Ha MHUupeHTbl Mb ocywecTBnseTcss B COOTBETCTBUM C BPEMEHHbIMU XapaKTEPUCTUKAMMU,
onpenenéHHbiMu B Tabnuue 1.

Tabn.2. MNpuopuTeTbl MHUNAEHTaA LB

Mpuoputet OnuncaHue npuoputeTa MHLUMAEHTa Ub MpnMep
WHUNOEHT, NPUBOAALWMA K KOMMNpoMeTaumm 60onbluoro
HUAEHT, NPUBOAALL P 4 TapreTMpoBaHHas  aTaka, B  paMKax
. | KonuMuyecTBa 3awWMLWAEMbIX PECYPCOB B pe3ynbTaTe Yyero .
Kputnueckum . KoTopoW 6bina CKOMMNPOMEeTMpPOBaHa
3aKas4yuMKy MOoXeT BbiTb HAHECEH CYLEeCTBEHHbIN yuepob,
- y4yeTHas 3anucb agMUHUCTPATOpPa AOMeHa
WU YK€ UHUMOEHT HOCUT TapreTMpoBaHHbIN XapaKTep
WHUNOEHT, NPUBOOALWMIA K BO3SMOXHOCTU UM CO30aHUI0 | AKTMBHOCTb BPEAOHOCHOMO NMPOrpaMMHOro
BbICOKMIA YCNOBUM AN KOMNPOMeTauMu 3aliuliaeMblx pecypcoB | obecneveHus, He feTeKTUpPyeMoro
3aKa3uyMka. 3N0HaMepeHHass aKTUMBHOCTb He Oblla | MCNOMb3yeMbIMK cpencTBamm
3a610KMpoBaHa NpeBeHTUBHbIMK C3U. AHTUBUPYCHOW 3aLLUThI
WHUWOEHT, KOTOPbIA B AaHHbIA MOMEHT He NMPMBOAMT K | YchnewHas  3KcnayaTauusa  ya3BUMMOCTU
HeOoCTYMHOCTU 3alUMLLAeMbIX pecypcoB 3aKasuuka, HOo | 6pay3epa C nocnepyowen MNOMbITKOM
Cpenuit B Oyaywem C BbICOKOW CTEMEHbl BEPOATHOCTM MOXET | 3apakeHus XocTa BPELOHOCHbIM
Bbl3BaTb WHUMAEHT C Oosiee BbICOKMM MNPUOPUTETOM. | MPOrPaMMHbIM obecneveHunem,
3noHaMepeHHass aKTMBHOCTb Oblna nokanu3oBaHa M | 3abnokupoBaHHas cpencTBamm
3abnoKMpoBaHa NpeBeHTUBHbIMK C3U AHTUBUPYCHOW 3aLWUThI
WHUMOEHT, B paMKax KOTOporo 3aka3uyuky He 6blnio
MoeHTudMUMpoBaHHble  MoTeHUuanbHble
. HaHeceHOo KaKoro-nunbo yuepba. OcyuwecTBnanca cbop
Hu3kuin HeenaTtenbHble nporpamMmbl — Adware,
MHPOpPMaUMM O CUCTEME B paMKax UMEKLWMUXCs npas : .
Riskware, not-a-virus u . g
nocTyna
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Tabn. 3. LleneBble nokasaTenu ypoBHSA NpefocTaBneHuns ycnyrm « MOHUTOPUHT MHUMAEHTOB UB»

BpeMsi BbINONHEHUS

BpeMs peakuuu

MokazaTenb Mpuoputer * Ta6enb 3akasuuKa Ha 3anpochbl
nokasarensi
MapTHepa
1 — Kputunyecknn 0o 15 MuHyT 24x7 He npuMeHnmo
O6HapyxeHue 2 — Bbicokum 0o 15 MUHyT 24x7 He npumeHnmo
MHUMOEeHTa nb,
permcTpaums
nHumpeHTa b 3 — CpegHuit [o 15 MuHyT 24x7 He npuMeHUMO
4 — Huskun 0o 60 MUHYT 24x7 He npuMeHnmo
Mocne 1 — Kputunyecknn 0o 60 MUHYT 24x7 He npuMeHnmo
permcTpaummn
MHUMOEHTa 15)
MapTHep nposoanT 2 — Bblcokum 0o 60 MUHYT 24x7 He npnmeHnMo
NPOBEPKY NTIOXKHOIo
cpabaTbiBaHUA n
KaTeropupoBaHue .
NHUMAEHTa, 3 — CpegHun 0o 180 MUHYT 24x7 He npuMmeHnmo
yBegomnsaet
3aKasuuka 06
nHungeHte b 4 — Huskun 0o 280 MUHYT 24x7 He npuMmeHnmo
1 — Kputnueckunmn 3 uaca c  MOMeHTa 24x7 0o 60 MUHYT
perucTpaummn
Mpepocrasnexue 2 — BblCOKMM 8 uacos c MomeHTa 24x7 He npumeHnmo
nepBUYHbIX perucTpaummn
pekoMeHgauMn no
MHUNOEHTY 207 . 16 uyacoB C MOMeHTa
3aka3unky 3 — CpegHun perncTpaLmm 24x7 He npuMmeHnmo
4 — Huskum 30 wdaca c MomeHTa 24x7 He npnmeHnMo
perucTpaummn
1 — Kputnyecknn He npumeHumo 24x7 He npuMeHnmo
Bpems Ha
paccnepoBaHue
MHUMOeHTa Wb u 2 — BblCcOKuUM He npumeHumo 24x7 He npuMeHnmo
aHann3a XypHanos
cobbITun,
npenocTaB/IeHHbIX 3 — CpenHun He npumeHumo 8x5 He npuMeHnMO
3aKa34ymMKoM
MapTHepy
4 — Huskum He npumMmeHnmo 8x5 He npnmeHnMo
MHUMOEeHTDI
OTCYTCTBUSA 3 — CpepgHun He npumeHumo 8x5 8x5
COBbITUIN**
SLA Ha
MCNONHEeHne

nokasartenen (nn.
1_5)***

99%
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* CpoK (aKTU4YecKoro BOCCTaHOBNeHUA U peweHns WNHumpeHTa WB oTcumTbiBaeTcAa C MOMEHTa MONyvYeHUs 3anpoca
3aKa3yMKOM YyBENMUYMBAETCH, B C/lyYasax, KOrga ANa BOCCTaHOBNeHMs u\unu yctpaHeHus WHumpeHta WB Tpebyetcs
bopMupoBaHMe 3anpoca B TEXHUYECKYIO NOALEPXKKY NPOU3BOAMTENS NPOrpaMMHOro obecneyeHuns, ecin nNpu okasaHum
Ycnyrn ucnonb3yetcs nporpamMMHoe obecneyeHue TPeTbUX NuL, (TPeTbs NUHUS TEXHUYECKOW MOAAEpPXXKM) u\Mnu
TpebyeTcs pononHuTenbHaa WMHbopMauus oT 3akasuyuka. B paHHOM cnydae MHumpeHT MB nepeBoautca B CTaTyc
«OXunpaHMe» 0o MOMEHTa peLleHnsl 3anpoca TPETbeN IMHUEN TEXHUYECKON NOAAEPXKKM N/unn NcnonHuTenemM.

** Peakuma npegnonaraetca ons UCTOYHMKOB COBbITMIA, COrNacoOBaHHbIX NO MOYTE C YNOMHOMOYEHHbIM NpeacTaBuTenem
3aka3uuka.

*** 09% 3aABOK HyAeT BbIMO/THEHO B COOTBETCTBMM C BPEMEHHbIMYM NoKa3aTensaMmn, 1% MoxKeT BblTb PELLUEH C YBETMYEHHbIM
BpeMeHeM peakuun MNapTHepa.

Tabn.4. Kateropms nHumngeHta b

Unauthorized Access/Compromised

MHUMOEHTbI, CBA3aHHble C HEaBTOPM30BaHHbIM MNOJyYyeHUEeM (GU3NYECKOro/IorMyeckoro A[OCTyn K  3aluuiaeMon
ceTu/cuctemMe/NMpUNOXKeHMI/GaHHbIM).

Scans/Probes/Attempted Access

MHUMOEHTbI, CBA3aHHble C aKTMBHOCTbIO, HamnpaBNeHHOW Ha MNoJlydYeHMe CBEAEHWA O [OCTYMHbIX XOCTax, OTKPbITbIX
nopTax, yA3BUMOCTSAX, YCTAaHOBNEHHOM MO UMM UHbIX CBEAEHMI O LleIeBOM 06beKTe, KOTOpble MOTYT BbiTb MCMONb30BaHbI
HapylmMTeneM gnsa fanbHenwWero NAaHMpPoBaHNA U Pa3BUTUSA aTaku.

Brute Force

MNHUMOEHTBI, CBA3aHHbIE C YCNELWHbIMU U HeYyCNeLWHbIMW NOMNbITKaMn no,u.60pa naponeﬁl B 3allmulaeMble CUCTEMDI.

Vulnerability

MHUMAEHTDI, CBA3aHHbIE C YCMELHOM 3KCNyaTaumnen ya3BMMOCTEN, a TaKXKe BbiIBIeHMEM (C UCMONb30BaHNEM CKAHEpPOB,
aHanu3 kopa, Bug Bounty M T.M.) KPUTUYHBIX YA3BMMOCTEN (YA3BMMOCTEN peanunsaumnun), 3KCIayaTaums KOTOPbIX MOXET
npuBeCcTM K peanuMsauum yrpo3 MHGOOPMALMOHHON 6e30MacHOCTM  (HEeCAHKLMOHMPOBAHHbLIA  JOCTYN, YyTeuka
KoHbUAaeHUMaNnbHOM MHGOPMaLNN, HECAHKLMOHMPOBAHHbIE AeHEXHble NepeBoabl U T.4.).

Defacement/Data Manipulation

MHUMOEHTbI, CBA3AHHbIE C HENIEFUTUMHbIM U3MEHEHWEM COAEPXKMMOro 3awmuwaemoro pecypca (WEB-cant, dannbl, 6asbl
OAaHHbIX).

Data Leak

MHUMAEHTbI, CBA3aHHble C MOTEeHUMaNbHbIMM yTeykamMy 3awuiiaemon uHdopmaumm (KonupoBaHue ¢anloB Ha
MOAK/loYaeMble HOCUTENMU, BbIrPy3Ka BHYTPEeHHMX 6a3 OaHHbIX MAM 6a3 3HaHWA, OTnpaBKa KOHbMAeHUMaNbHOMN
MHbOPMaALMM MO SMEKTPOHHOW NoyTe 1 T. .).

Malware

MHUMAEHTbI, CBA3aHHble C aKTUBHOCTbIO BPEOOHOCHOrO MporpaMMHoro obecnedyeHunsa (HampuMep, 3anyck
WNhpPOoBanbLNKA, NPONMCbIBaHME B aBTO3arpysKy TposHa U T. n.).

Malware C&C Communication

MHUMOEHTbI, CBA3aHHbIE C BbIIBIEHWEM B3aMMOOENCTBMA XOCTOB 3aliuLiaemMomn VIHdeaCprKTypbl C WM3BECTHbIMU
KOMaHOHbIMU LUEeHTpaMn BoTHeT ceTen.

Malicious Host

MHUMOeHTbl, CBA3aHHble C [OOCTYNOM K pecypcaM, BbiMOMHAOWMM  pacnpocTpaHeHne BpeaoHocHoro MO
(MCKNIOYan M3BECTHbIE KOMaHHble LeHTpbl 60THET ceTel), NMbo CBA3aHHble HEMOCPEeACTBEHHO C Pa3MeLUleHUEM B CeTU
MNHTepHEeT TaKoBbIX PECYpCoB.

Phishing
MHUMOEHTbI, CBA3aHHble C MHbOpMauuel, BBOAALWEN NoNb3oBaTenel 3alMILAEMbiX MHGOOPMAUMOHHbLIX CUCTEM B
3abnyxneHune OTHOCUTENbHO NPUHaONEeXHOCTH MHbopmMaLumu, pacnpocTpaHseMom nocpeacTBoM cetu

MHTepHeT/&HeKTpOHHOIZ no4yTbl, BCieacTBme CXoACTBa AOMEHHbIX UMeH, Od)OpMﬂeHMFI NN cogepXXaHnda.

Spam

NHUMAEeHTDI, CBA3aHHbIe d pacnpocTpaHeHneM HesanpawneaeMon 3NEeKTPOHHOM noyThbl, HocAaLlen
MHDOPMATUBHbIN/PEKNAMHbIV XapaKTep.

Prohibited Content

MHLUMAOEHTbI, CBA3aHHbIE C pa3MeLleHMeM B CeTU VIHTepHeT 3anpeLleHHOro KOHTEHTA; MCNOIb30BaHUEM HENMULEH3NOHHOTO
MO, npuMeHeHneM cpeacTB 06xoaa NMLUEH3NOHHbBIX OFrpaHNUYEeHUN.

Social Engineering

MHUMOEHTbI, CBA3aHHble ¢ nobyaeHveM nofb3oBaTenei 3alwumiaeMon MHOOPMAUMOHHON CUCTEMbI K COBEPLUEHUIO
nencteuin (NytéM obmaHa wAuM 3710ynoTpebneHns [OOBEepMeM), HanpaBfieHHbIX Ha [OOCTUXEHMe Uenen HapywuTens
(ocyLiecTBneHMe onepaumii No NnepeBoay AeHEXHbIX CPeACTB, Nepexos No BPeAoHOCHOM CChiNIKe, pasrialeHne NaponbHon
MHPopMaunm 1 T. n.).

Improper Usage

MHUMOEHTbI, CBSA3aHHbIE C HapyweHusMn TpeboBaHWIM MONUTUK/PErnaMeHTOB/MHCTPYKUMIA MB (Hanpumep, poctyn B
MHTepHeT B 06x0p proxy, ncnonbsosaHne TOR, nogkntoveHne K nybnnyHoiM Wi-Fi ceTam, ncnonb3oBaHue Y3 JOMEHHOrO
aAMWHUCTPATOPa Ha 3anpeLéHHOM XOCTe U T. M.).

Traffic Hijacking

MHUMAEHTbI, CBA3aHHbIE C aTaKkaMK, HanpaBNeHHbIMW Ha U3MEHEeHMEe MapLWpyTHO-agpecHon nHdopmaumn (BGP Hijacking,
Route Injection n 7. n.).

Misconfiguration

MHUMAEHTbI, CBA3aHHble C owubkamMnm B paboTe W HACTPOMKe CPeAcTB 3aWwuTbl MHGOPMauUWW, KOMMOHEHTOB
MHDPACTPYKTYpPbI.

Suspicious Process Activity

MHLUMOEHTbI, CBA3AHHbIE C NOA03PUTENbHON aKTUBHOCTBIO IEFMTUMHBIX MPOLECCOB ONepaLnoHHON CUCTEMDI.
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2.4.

2.5.

2.6.

3aKa34ynKy NpenocTaB/ISeTCd BO3MOXHOCTb OTMPaBAATb 3anpocbl COracHO MOKa3aTensM, ykKa3aHHbIM B
Tabnuue 5. Ona a1oro NcnonHuUTenb [OMKEH OTNPaBUTb 3amnpoC Ha 3N1EeKTPOHHbLIN agpec soc@bi.zone ¢
YKa3aHUEM ngeHTudmKaTopa B TeMe nmucbMa B dopmaTe unm 3aeectm 3aaeKy B BI.ZONE SOC Portal:

e TeMa nucbMa: igeHTudukaTop (NpenocTaBuT cepBuCc-MeHemxep MNapTHepa), KpaTkas CyTb 3anpoca;

e Teno nucbMa: MogpobHoe onmMcaHme 3anpoca, NPUopPUTET 3anpoca.

Tabn. 5. LleneBble nokasaTenun NpoBeneHUs U3MEHEHUN B MecsL,

Ne Mokasatenb Kon-Bo ob6pawieHuin
3aABKM, CBSI3aHHble C W3MEHEeHWEM KOoHdUrypaumm
1. 3anpoc Ha N3MeHeHne Ycnyru (nobaBneHune/ynaneHne UCToyHmMKa cobbituin UMb, He 6onee 8
aganTtaumsa cueHapusa, Bbigada Y3 B SOC Portal)
. 3aABKM, CBA3AHHbIE C KOHCYNbTaLMOHHbIMX BONPOCaMM,
MHbopMaLMOHHbIN
2. 3anDoC no Ycnyru (Bonpocbl no pa6ote ¢ SOC Portal, Bonpocsl He bonee 4
P no AOroBopy U T. n.)
3asaBKa, CBfA3aHHaa C nopo3peHneM 3akasymka Ha
MHumpeHt WB. W3HayanbHO [JaHHOMY obpalleHuto
Mopo3peHune Ha npuceavnBaeTcs CHU3KUNY npUOpUTET. Mpw
3. Aosp P pviop P He orpaHuyeHo
MHumnpeHt NB HeobxoaMMOCTN 3aKa3uMK MOXET NMOBbICUTb MPUOPUTET.
Pabota no pgaHHOMy Tuny 3anpoca BepeTcs B
cooTBeTcTBMK C Tabnuuen 1.
Tabn.6. Llenesble NnokasaTenun ypoBHS nNpenocTaBneHus Yonyr
Ne
* BpeMsa peakuunu UcnonHutens
Moka3saTenb Bpems peakuuu NapTHepa
n/n Ha 3anpocsbl MapTHepa
PearnpoBaHue Ha
1. P He 6onee 10 paboumnx yacos HEe NPMMEHUMO
3anpoc Ha U3MEHeHKne
BbinonHeHne 3anpocos
2. P He 6onee 90 pabounx yacos He NPUMEHUMO
Ha U3MEHeHMne
PearupoBaHue Ha
3. MHPOPMaLNOHHbIN He 6onee 10 pabounx yacos HEe NPUMEeHNMO
3anpoc
BbinonHeHne
4.

MHDOPMALMOHHBIX
3anpocos

He 6onee 90 pabounx yacos He NPUMEHUMO

* Yyer BpeMeHu BbIfIOSIHEHNS 3aPoCa MPUOCTaHaB/INBAETCS, eCc/i OOCTOATE/IbCTBA, B/IMAIOLMNE HA 3TO BPEMS, HaX0AATCA
BHE 30HbI OTBETCTBEHHOCTH [1apTHepa.

Mocrie nonyyeHus oTeeTa Ha obpalleHue 3aKas3umk NpoBepseT KavyecTBO WCMOSHEHWS U MOATBep)XaaeT
pelieHue. B cnyyae, ecnn 3akasuuk He NOATBEPAMN pelleHue B TedeHue 21 (JBaguaT ogHoro) paboyero

OHA, obpalleHne cYMTaeTCs BbINOTHEHHBIM M @aBTOMaTMYECKM 3aKpbiBaeTCs.

XXM3HEHHbIN UMKN UHUNOEHTOB M 06paLleHuni.

B npouecce CBOEro »XW3HEHHOro LMKAA MHUMAEHT M obpaleHne OHM MOryT HaxoguTbCa B CNenyloLiunx,
cTaTycax, aKTyallbHOCTb KOTOPbIX MOXHO oTcneamTb B JIK SOC Portal u/unu yTouyHUTb aHaAUTMKOB 1-1

NTMHUN.

Tabn.7. CTaTyC MHUMAOEHTOB 1 obpalueHui

CraTtyc

OnucaHue cratyca

Waiting for support

— WHUMOEHT HaxoauTca B paboTe y MapTHepa.

(Ha3HauyeH)
— peweHne NHUMAEeHTa NPMOCTAHOBNEHO MO OAHOM U3 CeAYIOWMX NPUYNH:
e [nAa peweHuns TpebyeTca AononHUTeNbHas MHPOPMaLKUsa OT 3aKasumnka;
Waiting for ® 3aperncTpMpoBaH 3anpoc B CNYXOY TeXHUMYECKOW NOAAEPXKU MpousBoguTens

customer/Pending
(B oxxmpaHum)

060pYyAOBaHMA, YYaCTBYIOLWEro B OKa3aHumu Ycayru;

e BO3HMKNM ppyrne obCTOATENbCTBA,  KOTOpble
OTBETCTBEHHOCTU MapTHepa.

YyeT BpeMeHM peleHuns MHunaeHTa Ha 4aHHOM 3Tare NpuocTaHaBAMBaeTCs.

HaxogaTca BHE 30HbI

Completed
(Pewen)

— N0 3apPerncTpupoBaHHOMY UHUUAEHTY MM 0BpaLLeHNIo:
e BbipaboTaHbl HEOOXOAMMbIE MePbl MO PELLIEHNIO;
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3.1.

3.2.

® MpefoCTaBNeHbl PeKOMeHAauuW No HenTpanusauum yrpossl Mb, nocnyxuewen
NPUYNHON MHLMULEHTA;
® YCTAaHOB/MEHO, YTO 3KCMJyaTaLUMOHHbIE XapaKTEPUCTUKKU YCIYyrM COOTBETCTBYHOT
rapaHTMPOBaHHbLIM NapaMeTpam.
Ecnun 3akasuymk OTKa3blBaeTCa NMOATBEPAUTb PeeHne, MHLUMAEHT MOXET ObiTb OTKPbIT
3aHOBO MyTeM OTMPAaBKM COOTBETCTBYIOLErO yBeaoMeHus MapTHepy. Mpu oTCyTCTBUM
yBEAOM/IEHMA OT 3aKa3uyMka B TedeHue 3 (Tpex) pabouymx OHEN peleHue cyuTaetca
NOATBEPXKAEHHDBIM, MHLUUAEHT NOANEXMUT 3aKPbITUIO.

Customer completed

— WHUMAEHT rnepeBefeH B CTaTyC «peweH 3aKa3ynkoM», MPOBOAMUTCS MpoBepka
MapTHepoM.

DFIRMA
(Ha paccnepoBaHumn)

— cTaTyc MHumaeHToB UB, KoTopble TpebyloT NpoBeaeHUsa Nogpo6HOro paccnefoBaHms,
C WCNONb30BaHWMEM METOAOB KOMMbIOTEPHOW  KPUMMHANIUCTUKWM U aHanu3a
BpepoHocHoro MO, npu 3ToM Tpebyemble B paMKax pacciefoBaHWs LeNCTBUS He
OrpaHN4YMBalOTCa NpPefocTaBNgIeMbiIMM BO3MOXHOCTSAMM areHTta BI.ZONE Sensors no
aKTMBHOMY pearvpoBaHuio. Ha gaHHOM cTaTyce yyeT BPEMEHU YCTPaHEeHUa UHUMAOEHTa
He y4yuTbiBaeTcs.

Closed
(3akpbIT)

— peleHVne MHUMOEHTA MOATBEPXAEHO 3aKa3uyMKOM B YCTAaHOB/EHHbIA CPOK, NGO
MHUMOEHT aBTOMaTMYeCKN 3aKpbiT BBMAY OTCYTCTBMA 06paTHOM CBA3M OT 3aKa3uuka B
TeueHne 21 (pBaguatTM ogHoro) pabouero AHA. B paHHOM cTatyce WMHUMOEHT He
MOANEXUT MePeoTKPLITUIO.

3. MPOBEAEHWUE PETMAMEHTbBIX U/UJTU CPOYHbLIX PABOT TDR

YcnoBua npoeeneHnsa PernaMeHTHbIX paboT u/unm CpoydHbix paboTt TDR, npueeneHbl B Tabnuue 8.

Tabn.8. Ycnosua npoBeaeHna PernameHTHbIX n/mnm CpodHbix paboT

MNpoaoIMKUTENBHOCTb U

YBepgoMeHue
HauMeHoBaHue pabor WHTEpBabl Mexay 3akazumKa [ononHuTeNbHbIE YC10BUSA
rnepepbiBamMun
NcknoyeHnem ABNSTCA
cny4yau, Korga paboTbl
BbIMONHAOTCA no 3anpoc
PernamMeHTHble paboTbl TDR pocy
NPOBOAATCA B UHTEpBane 3aKasuuMka, a TakXxe B c/y4yasx,
(nnaHoBoOe TexHW4eckoe
BpeMeHn ot 21.00 po korga [lapTHep He MOXeT
obcnyxvBaHue, MapTHep LOJDKEH -
06.00 (MockoBckoe cobnoCTM yKasaHHbIA CPOK B
MogepHM3aumna nnum yBEeOOMUTb 3aKa3umka
Bpems) nunm no CBSI3W C TeM, 4TO nJaHOBble
yCOBEepLIEHCTBOBaHWe 0 nposefeHun pabot
COrnacoBaHHOMY C pPeMOHTHble paboTbl Ha ceTn
nogcucTem, Ha 6ase KOTopbIX MWHMMYM 3a 2 (gBa)
3aKas4ymMKoMm nepuogy MapTHepa NpOBOAATCH no
okasbiBaeTcs Ycnyra). [OHS 0o Havana pabor. .
BPEMEHM  MpepbiBaHUS TpeboBaHuIo Poccuicknx
npepocTaBneHns Ycnyru. rocynapCTBEHHbIX OPraHoB WAn
MpoBogaTcsa MNMapTHepoMm Pen Y yhap P
KOMMETEHTHbIX opraHoBs
oTpacnu TeNeKoMMYHUKaumm
Poccuu.

CpoyHble pabotbl TDR
(aBapuiiHble PEMOHTHbIE
paboTbl nogcucteM, Ha 6ase
KOTOpPbIX OKa3blBaeTCs
Ycnyra; npoBoaAaTcs,

Korga otMevyatoTcs
nepuoanYecku
BO3HMKalOLWMe NpepbiBaHMA
B OKasaHuu Ycnayru nnu
CYLWEeCTBEHHbIE YXyLALWeHNs
napaMeTpoB KayecTsa,
KOTOpble MOryT B
fanbHenwWweM npmMBecTun K
COCTOSIHUIO aBapumn).

MpoBopaTcsa MapTHepoM

MapTHep OOMKEH
Bpemsa nepepbiBa | yBeAOMUTb 3aKa3umnka
yKa3blBaeTcs B | 0 npoBegeHun pabot )
yBeAoMAeHUN O | He MeHee ueM 3a 4

(4eTblpe) yYaca po
Hayana pabor.

nposefeHnn pabot

3aKa3ymk npu HeobxoanMMocTu HanpaBngdeT npennoXeHna no KOPPEKTUPOBKE CPOKOB nNpoBefgeHnd pa60T,
KOTOpble Y4YUTbIBAKOTCA NO TEXHMYECKON BO3MOXHOCTU MapTHepoM. B yBegomMneHuu, HanpaBleHHOM

MapTHepoM, yKa3blBaloTCA:

e BpeMd npoBefgeHnd nNaaHOBbIX PEMOHTHbIX pa60T;

e [laTa nNpoBegeHnd naaHoOBbIX PEMOHTHbIX pa60T;

e MPOAO/IKUTENNTbHOCTb NpoBeneHnA NJ1aHOBbIX PEMOHTHbIX pa60T;

e KOHTaKTHble AaHHble NnLUa, OTBETCTBEHHOIO 3a npenocrtaB/ieHne VIHCbOpMaLI,VIVI O MPOBOANMDbIX pa60Tax;
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3.3.

3.4.

3.5.

3.6.

4.1.

e uHbOpPMaLMA O HEOBXOAMMOCTM Y4yacTUsa COTPYAHMKOB 3aKa3uyuka B MMAaHOBbIX PEMOHTHbIX paboTax,
HanpuMep, AN1a NPoBeaeHNsa NPOBepPOK PaboToCcnocobHOCTU MHDOPMALIMOHHOW CUCTEMBI 3aKa3unKa.
3aKa34yMK JO/HKEH BblAeNMUTb OTBETCTBEHHbIX COTPYAHWKOB A4 y4acTnsa B paboTax. B cnyyae HEBO3MOXKHOCTH
npuBIeYeHUa coTpyoHMKa K paboTaM Ha yKasaHHylo [aTy, 3aKa3uuMk HanpaBndeT npennoXeHus no

KOPPEKTUPOBKE CPOKOB NpoBeaeHus pabor.

3aKasunK [OO/HKEeH YyBeooOMUTb MWcrnonHuTensa o npoBedeHun nwobbix nnaHoBbiX paboT Ha cBoeM

o6opynoBaHMKM, KOTOPbIE MOTYT NPUBECTU K BPEMEHHOWM HEeQoCTYNHOCTY 3allMLaeMbIX pecypcoB 3aKasuunka

W, KakK Cneacteve, K MepepbiBy B OKasaHuUM Ycayru, MMHMMYM 3a 2 (OBOE€) CYTOK OO0 Hadana pab6ot. B

yBEOOMJIEHUN OO/HKHO 6bITb YKa3aHo: BpeMsd, Oarta, NpoOo/HKUTENbHOCTb NMPOBeAeHUsa MNaHoBbIX pPaborT,

KOHTaKTHble aHHble LA, OTBETCTBEHHOIO 3a NpeaocTaBieHne MHhopMaLum o NpoBoaMMbIX paboTtax. Mpwu

M3MEHEHWNM CPOKOB NPOBEAEHUSA NIAHOBLIX PabOT 3aka3uuk onosellaeT MICNoNHUTENS B KpaTyalline CpoKu

nocfie NPUHATUSA PelleHnsl, HO He MeHee, YyeM 3a 1 (OgHKM CYTKK) A0 Havana nposeaeHusa pabort. Mpu oTMeHe

niaaHoBbIX PaboT 3aka3umk onosellaeT cnonHUTeNs B KpaTyalllmMe CPOKKU Noc/sie NPUHATUS peLleHus.

3aKasuynKka Oo/KEeH yBeooMuTb lNapTHepa O NpoBedeHMn NoBbIX aBapuiHbIX PEMOHTHbIX paboT Ha cBoeM

o6opynoBaHMK, KOTOPbIE MOTYT MPUBECTU K BPEMEHHOW HEeQoCTYNHOCTY 3allMlaeMblX PecypcoB 3aKasumnka

W, KaK clefcTBUe, K NepepbiBy B 0KasaHum Yciyrun, MUHMMYM 3a 2 (OBa) Yaca Ao Havana paboT. YBegoMieHume

OO/HKHO OblTb HAaNpPaBfeHO Ha 3/IEKTPOHHbLIN aapec YNoJIHOMOYEHHOTo NpeacTaBuTena McnonHurens.

B yBeooMneHUn 0OMKHbI 6biTb YKa3aHbl:

e BpeM#, AaTa U NPOAO/IKUTENIbHOCTb aBapUNHbIX PEMOHTHbIX PaboT;

e KOHTaKTHble [aHHble N1MLa OTBETCTBEHHOrO 3a NpeaocTaB/eHne MHPopMaLmMmM 0 NPOBOANMBIX paboTax;

e VHPOpMaAUUA O HEeOBXOOMMOCTU y4yaCTUs COTPYOHWKOB 3akasuMKa B aBapUIHbIX PEMOHTHbIX paboTax
(Tonbko nNpu NnpoBeaeHun pabot MapTHepom).

Bce yBepomneHusa MapTHepa, 3akasunka U NcnonHUTens QO/MKHbI HanpaBnsATbCA Ha 3/1EKTPOHHbIN agpec

YNOMHOMOYEHHbIX NpencTaBuTenen CTOPOH.

4. 30HblI OTBETCTBEHHOCTU HA MNMEPMOO OKA3AHNA YCIYTU

B PaMKax OKa3aHung Vcnyrm 30Hbl OTBETCTBEHHOCTU pacnpenensdarTcd B COOTBETCTBUN C Ta6nmu.el71 9. I'IapTHep
He HeceT OTBETCTBEHHOCTb 3a KOMMOHEeHTbl Ycnyru, pasmeueHHble B UT-nHBpacTpyKType 3akasyuka, B
cooTBeTcTBUM C Tabnuuen 9:

Tab6n.9. 30Hbl OTBETCTBEHHOCTU

NapameTp BI.ZONE SOC Portal KOMMOHeHTbl Ycnyru, pasMeLleHHbix B UT-
MHppacTpyKType 3akasuuka
MoHuTOpUHT MapTHe MapTHe
nHumngeHTtos Nb PTHED P P
YpoBeHb ObecneyeHune
MapTHep MapTHep
NPUNOXEeHUS paboTocnocobHoCTH
BocctaHoBneHune NaptHe NapotHe
paboTocnoco6HoCTH PTHED pTHEDR
MOHUTOPUHT MapTHep MapTHep
ObecneyeHune NapThe NaotHe
YpoBeHb OC paboTocnocobHoCTH pTHED PTHEP
BoccTaHoBneHune NapThe NabThe
paboTocnoco6HoCTH pTHED pTHED
MOHUTOPUHT MapTHep 3aKa3sumk
YposeHb Obecneuenne MapTHep 3aKa3unk
BMpPTYanbHOM paboTocnocobHocTH
cpegbl
BoccTaHoBneHune
MapTHep 3aKa3sumk
paboTocnoco6HoCTH
MoOHUTOPUHT MapTHep 3aKa3umk
Obecneverine MapTHe 3aKa3umk
YposeHb paboTocnocobHOCTH pTHED
obopynoBaHusa
BoccTaHoBneHune
MapTHep 3aKa3sumk
paboTocnocobHocTH
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