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NMPUNOXXEHUE N2 1.0.

K [Jorosopy
OBLUEE ONMNCAHNE N YCNOBUNA MPEOOCTABJIEHNA YCITYT
1. TEPMWHbI N COKPALLEHUA
1.1. AKKayHT —  XpaHuMas B cucteme MCNoONHUTENSS COBOKYMHOCTb [OaHHbIX WU

HacTpoek ansa GyHKLMOHUPOBAHMA YCyru y 3aKasuuka.

1.2. BuptyasbHaa VIH@pacTpykTypa —  BUPTYaNbHbIM  aHanor TpaguumMoHHon WUT-nHdpacTpyKTypsl
opraHusaunu, pasmelueHHbln B O6nake Cloud.

1.3. BuprtyanbHasa namats (VRAM) —  COBOKYMHOCTb 3HEPro3aBUCMMOMN YaCTU CUCTEMbI KOMMbIOTEPHOM
namMaTu, B KOTOPOM BPEMEHHO XPAaHATCS AaHHble U KOMaHApbl,
HeobxopuMble MNPOLLECCOpY AN BbIMOJHEHMS MM onepauuu,
MMelwWwas BO3MOXXHOCTb paboTaTb B M30/IMPOBAHHOW [pyr OT
apyra cpege.

1.4. BupTyasibHOE AUCKOBOE MPOCTPaHCTBO —  OKeCTKMW AWUCK BUPTyanbHOW MalMHbl, 610YHOE YCTPOMCTBO.
(vHDD)
1.5. BuprtyanbsHbivi npouyeccop (vCPU) —  4acTb MNPOLECCOPHOM MOWHOCTM MHDpPaCTPyKTypbl, BbigensaemMon
LNS BUPTYanbHOW MalLMHbI.
1.6. BupTyanbHbivi cepBep (BuptyasnbHas —  BUPTYyanbHbI aHanor @u3M4Yeckoro cepeepa, SBAAOWMNCS
Mawura, BM) COBOKYMHOCTbIO BUPTYaNM3NPOBAHHbIX BbIYMCIUTENbHbIX

MOLLHOCTEN MpoLeccopa, OMNepaTMBHOW NaMATU, AMCKOBOTO
NMPOCTPaHCTBA M CeTU, O6beAMHEHHbIMM B JOTMYECKYD U
ABTOHOMHYIO AYENKY.

1.7. BuptyanbHeii LleHTp ObpaboTku LaHHbix —  COBOKYMHOCTb PecypcoB (npoueccopa, OnepaTUBHOM MNaMATw,
(Buptyansrsii L{OL, BLIOA) OWCKOBOTO  MPOCTPaHCTBa, CceTeil), MPeaoCTaBNEHHbIX B
nonb3oBaHMe 3aKasuyuKy M MpegHasHayeHHbIX A8 COo34aHua U1
6ecnepebolHOro GYHKUMOHUPOBAHUA OOHOro WAW  rpynnbl
BUPTYaNbHbIX CEPBEPOB.

1.8. BbigesnieHHbIv cepBep —  du3MYyeckuin cepeep, NpUHaanexawmm McnonHuTeno, pecypcobl
(Bare metal) KOTOPOro NpefoCcTaBAATCA B pacnopsXXeHne 3aKasunky.
1.9. Bbiges1eHHbIV CEPBEP roTOBO —  BblAENEHHbIN cepBep, 3apaHee NoAroTOB/EHHbIA U AOCTYMHbIN K
KOH@uUrypauymm 3aKkasy.
1.10. Bbige1eHHbIV CEPBEP MPON3BOSIbHON —  BblAeNeHHbIN cepBep C BO3MOXHOCTbIO Bbibopa KOMMEKTYOLWMX.
KOH@urypaummn
1.11. 3on10704i 06pa3 —  BMpTyanbHas MallMHa, KOTOPYK MOXHO WCMOMb30BaTb B
KayecTBe 3Ta/loOHHOro wabnoHa pna co3gaHua BUPTyalbHbIX
MallVH.
1.12. UHpopmaynoHHasa 6e30n1acHocTb —  COXpaHeHue KOHOUAEHLMaNbHOCTU, LEeNOCTHOCTU U AOCTYNMHOCTHU
(1B) MHpopMauum.
1.13. Knacrep —  rpynna UT-o6opypoBaHus, o6begUHEHHAA BbICOKOCKOPOCTHbIMU

KaHanaMun cBA3n, npegcrasndolan C TOYKU 3peHunda
nonb30BaTeNs eAnHbI annapaTHbIA pecypc.

1.14. Kosim4yecTBo onepauymyi BBOAa/BbIBOAA - KONTMYEeCTBO onepaumin YTeHUa U 3anncu, KOTOPOeE BbiNONHAETCSA
(Input/Output Operations Per Second, 3@ OAHY CekyHay.
/OPS)
1.15. KOoHTeHT - nobaa uMHbopMauusa, [OaHHble, MaTepuanbl, BblpaXK€HHble B

KaKon-nn6o o6beKTUBHOM dopMe.

1.16. Bucket —  3TO KOHTEMHep [Nsa XpaHeHus obbeKToB. VMeeT cBon Habop
MeTafaHHbIX N NONUTUKU XPaHEHUSA 06BbEKTOB.

1.17. JInYHbIVi KabUHET —  chneumanusMpoBaHHaa web-nnowagka B ceTu  WHTepHeT,
Cloud CDN noocTynHas no appecy: https://cdn.sber.cloud, He sBnswowancs
yacTbto JInyHoro kabuHeTa n copgepikalLas Habop NHTEPAKTUBHbIX
CEepBMCOB [N OCYWECTBNEHUA  B3aMMOLENCTBUS  Mexay
3aKasumMkoM u McnonHutenem, B TOM 4mncie pgna notpebneHus
ycnyru Cloud CDN 3aka3umKkoM, OTPa)KeHUss CTaTUCTUYECKMX
paHHbix  ycnyrm  Cloud CDN, banaHca, a TakxXe MWHOM
MHbOpMauum, ceasaHHon ¢ notpebneHuem ycnyrn Cloud CDN.
Ooctyn B JlnyHbii KabuHer Cloud CDN ocyuiecTBnsdeTtcs
nocpencTsoM BBOAA YYETHbIX AAHHbIX.
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MawmHHoe u riybokoe obyyeHue

Mogyrib

Hoga (y3en cetu, node)

ObbexT

Ob6beKTHOe XpaHunnLe

ObbeKTHOE XpaHuue S3

OpraHu3auymns

oc
IAK
10

lMonutnka

[Tonb3oBaresb

[loTok

lMotpeburesp

[1poCTpaHcTBO uMeH
(ot aHrnuvickoro Namespace)

[1y6n4Hbi IP agpec
(Public I1P)

Penosutopusi

Habop MaTeMaTUMYyecKuxX M NPOrpaMMHbIX aIFTOPUTMOB U CTPYKTYP
LaHHbIX, XapaKTepHON 4YepTol KOTOPbIX SABNAETCA He npsMoe
peleHne 3ana4m, a obyyeHne B npoLecce NPUMEHEHNS PELLEHNN
MHOXEeCTBa CXOLHbIX 3afay.

cneumanMsanpoBaHHOe MOMeleHne, npegHa3sHayeHHoe pgns
pa3sMeweHuna UT-obopynoBaHMa. Moay/ib MMeeT He3aBUCUMYIO
CUCTEMY 3HEpProcHabXXeHna N KOHAULNOHMPOBAHMS.

YyCTPOWMCTBO, COEAMHEHHOE C APYrMMM YCTPOMCTBaMM KaK 4acTb
KOMMbIOTEPHOW CETHU.

eaMHuLa XpaHeHus. B kauyectBe 06beKTa MOXET BbICTYMaTb
nobon Habop paHHbIX: dainbl, MacCMBbl AaHHbIX, Pe3epBHble
KOMUW U TakK panee.

3TO CUCTEMA XPaHEHUS OaHHbIX, KOTopas ynpaBnseT AaHHbIMU B
Buaoe obbekToB. Bce 06ObeKTbl XpaHATCA BHYTPU OLHOM WK
HECKO/IbKNX KOP3MH. BMecTe ¢ JaHHbIMK XPaHATCA MeTafdaHHble,
KOTOpPbIE MOTYT OMMCbIBATb PA3/INYHbIE XapaKTEPUCTUKM 0ObeEKTa,
HO o0693aTenbHbIM SABNAETCA TONbKO MMA 06beKkTa, KoTopoe
3afjaeTca npuv  Co3daHuM  obbekTa. [OMUMO CTaHOAPTHbIX
onepaunn Hap ob6bekTamMu, npucywmne obbldHbIM dalinam
(co3pmaHue, ypaneHue, KOMMpoBaHWE), OOBEKTHOE XpaHuuLLe
No3BONIAET TaKXKe BbLIMOMHATL U [pyrMe onepaunn: XpaHuTb
HECKONbKO BEepCU OOBbEeKTOB C OAMHAKOBbIM  WMEHEM,
onpenenaTb BpPeMs XXWU3HW, ONpPenenaTb YpPOBEeHb AoCTyna W
MHOroe gpyroe.

Ob6beKTHOE XpaHunuWe C noadepXkKon npotokona AWS S3.
Ycnyra peanus3oBaHa Ha 6ase annapaTtHO-NPOrpamMMHOM
nnatdopmbl MicnonHutens.

M30NMPOBaHHOE MPOCTPAHCTBO 6a30BbiXx MHOOPMALMOHHO-
TEXHOMOMMYEeCKNX  PecypcoB,  BKKYaWOWMX  BUPTyasbHble
npoueccopbl, NamMsATb W CEeTb, BbIAENEHHbIX B MONb30BaHWEe
KOHKpeTHoMy MoTpebutento. B npenenax ogHon «OpraHu3aumm»
MoTpebuTtens MeeT BO3MOXHOCTb CO3AaHMa HeCKonbKkux BLLOA.

onepaumoHHaa cucrema.
nNporpaMMHO-annapaTHbI KOMMANEKC.
nporpamMMHoe obecrneyeHue, nporpamMma ans 3BM.

npasuno  unu  Habop  npaBwua, KOTOpble  MO3BONAIOT
npenocTaBnATb PasHbIM rpynnam Monb3oBaTenei eauHbIn Habop
npas npu B3aMMOAENCTBUM C JINYHBIM KaBUHETOM, WHbIMU
cnoBaMu, pacnpepnenaTtb eguMHoobpasHble Ponu cpegu rpynn
Monb3oBaTenen.

NMLO, OCYLLeCTBNAOLEEe HENOCPeACTBEHHOE B3aMMOLENCTBUE B
JInyHoM KabuHeTe/NTnyHOM KabumHeTe Cloud CDN OT MMeHU n B
MHTepecax 3aka3uuMka B COOTBETCTBUM C Ponbilo  wunu
NoNIHOMOYMSIMUK, KOTOPbIMM [lonib30BaTenss Hagenwun 3akasuuk
ANA aAMUHUCTPUPOBAHMUA YCNyru.

MyfnbTUMeaunHaa uHdopMaums 3akasuymka, nepenaBaemMas B
npouecce notpebnenus ycnyru Cloud CDN B pexume peanbHoro
BpeMeHM 4epe3 WHDOPMAUMOHHYKD ceTb WcnonHutena 3a
onpenenéxHHbi Nepuop, BpeEMeHM!.

topuamyeckoe unu dusnyeckoe nuuo, notpebnsaiolee ycnyru
06nayHbIX CEPBUCOB.

3TO M30/1MpPOBaHHas 06nacTb AaHHbIX, Ha3Hayaemas cUCTEMOW
KaXOoMy 3aKasuuKy, BHYTPU KOTOPON MMEHa KOHTEWHEPOB He
MOTyT NOBTOPATLCS, HO MOTYT COAEPXXaTb Ntobble MMeHa B paMKax
YCTaHOB/MIEHHbIX NPaBW/I HAUMEHOBaHUSA (HMKe B MHbOpMaLumm 0o
ycnyre). Pa3bueHue rnobanbHOro npoOCTPaHCTBA WMMEH Ha
BblAeNeHHble  06nacT  BMOMMOCTM  NO3BOMSET  UM36exaTb
KONAM3UA B HaMMEHOBAHUU  KOHTEMHEPOB  HECKOJNbKUX
nonb3oBaTene 06bEKTHOro XpaHunmLLa.

appec, HeobxoouMbIA 3aKas3uuKy 019 OpraHu3auMm CepBUCOB,
OOCTYMHbIX U3 NyBNUYHbIX ceTelr MIHTepHeT, ONs8 HaCTPOWKKU U
obecneyeHna paboTtocnocobHocTM VPN-coeouHeHusa, ana
obecneyeHuns pocTyna 3akasuymka K psagy cneumanbHbiX CEPBMCOB
B ceTn IHTepHeT.

CX[ ons XxpaHeHUsa pe3epBHbIX KOMUIA.
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1.43.

1.44.

1.45.

1.46.

1.47.

1.48.
1.49.

1.50.

Posin lNosnb3oBaresns unan Posib

Cucrema XpaHeHusa aHHbix (CXA)

ConyTCcTBYOLMNE U [LOMOSIHUTE/IbHbIE YCIIY N

TemHas onrtuka

Tpaguk

YyerHble gaHHbIE

3BM
Al Cloud

AP/

ML Space AutoML uan AutoML

BIl.ZONE SOC Portal
(SOC Portal)

box-carting

CDN
(Content Delivery Network, Content
Distribution Network)

Chunk
Data Catalog

DoS/DDoS-araka

Habop npaB, KoTopbiMM o6namaeT lMonb3oBaTenb B npouecce
B3aMMopencTema c JIMYHbIM KabuHeToM/JTMYHbIM KabuHeToM
Cloud CDN.

KOMMNeKcHoe nporpaMMHo-annapaTHoe pelieHne no
opraHusaumm HagéxHoro xpaHeHUsa MHHOOPMaLMOHHbIX PecypcoB
1 NPeaoCTaBieHMsa rapaHTMPOBAHHOMO AOCTYMa K HUM.

ycnyru, npegnaraemble  McnonHuTeneMm  3akasyuky  Ons
pacwmpeHms 6a3oBon GyHKLMOHANbHOCTU YCAYrn, YTO B TON NN
MHOWN CTEeNeHM No3Bo/ISeT 3aKa3unKy NosyyaTb AOMNOSHUTENbHbIE
BO3MOXHOCTM U/UNW NPEUMYLLECTBA, a TaKXXe KaYeCTBEHHO 1/vnu
KOIMYECTBEHHO  U3MEHSITb  OBOWMI  CNeKTp  OKa3biBaeMbIxX
McnonHutenem 3akasuuky ycnyr. ConyTcTBylolMe ycnyru,
Hepa3pbIBHO CBSI3aHHble C YC/yrom, 3aKa3biBaloTCa B BUAE ONUUN
B 3akase Ycnyru. [JononHuTeNbHble YCNyrn, HesaBUCUMble OT
Yenyru, 3aKas3blBatoTcA no OTAENIbHbIM 3akasaMm
cooTBeTCTBYOWMX ycnyr. ConyTCTBYlOWME U AOMNONHUTENbHbIE
ycnyru  He BxogsaT B 6asoByio ctommocTb  Yoayru  wm
TapupUUNPYOTCS OTAENbHO.

Hencnonb3yemble AN Nepefayn faHHbIX BOJIOKHA ONTUYECKOro
kabensa, npoknagblBaeMble B KayecTBe pe3epBa Ha cnydan
BbIXOAA M3 CTPOSA OCHOBHbIX BOJIOKOH.

06bEM MHpOopMaUnNK, NepenaBaeMoit Yepes KOMMNbIOTEPHYIO CeTb
3a onpepenéHHbIn nepuop BpemMeHu. KonuyectBo Tpaduka
M3MepseTCca Kak B MakeTax, Tak M B 6utax, Ganmtax m ux
npounsBofHbIX: Kunobant (Kb), merabant (Mb) n T. o.

YHUKaNbHble MMA (NOrTMH) W Napofb AN  OCyWecTBAeHus
ydaneHHoro pgocTyna K JIuyHoMy KabuHeTy B uUensax
aAMVHUCTPUPOBAHMA U YNPaBNEHNUSA YCIYron.

3N1EeKTPOHHAaA BblYMCANUTEIbHaA MallKnHa.

rpynna VYcnayr, HanpaB/eHHOCTb KOTOPbIX — MpefocTaBlieHne
KOMNNeKca nNpoAykToB [Ona peweHnd 3ajad B obnactu
NUCKYCCTBEHHOINo MHTENNeKTa, Ha4ynMHaa OT COo3daHua Mmoaenn u
3aKaH4YMBada ee MCNOJIb30BaHMEM, a TaKXXe Onga peweHuUsa 3apgad
BbICOKOMPOMN3BOOAUTENTbHbBIX BbIYNCNEHUI (693 npuMeHeHna
MCKYCCTBEHHOIO VIHTEJ'IJ'IEKTa).

(aHrn. application programming interface) - Habop roToBbix
KnaccoB, npouenyp, QYHKUMNA, CTPYKTYP U KOHCTAHT,
NnpenocTaBAsAeMbIX NPUNOXeHneM (6nbIMoTeKON, CEPBUCOM) UK
onepauMoHHOW CUCTEMOM AN WCMOMNb30BaHUA BO BHELWHUX
NpPOrpaMMHbIX NPOAYKTaX.

Moaynb ML Space. ABTOMaTMyeckoe MOCTPOeHWe U obyyeHune
MofJesiell Ha MoJib30BaTeNbCKUX OaHHbIX Ha 6ase 6ubnuoTtekn
LightAutoML.

MO, npenHasHayeHHoe ANA aBTOMaTM3MpoBaHHoro cbopa
MHbopMaunn O BbISBNSAEMbIX B paMKax okasaHua ycnyrn TDR
WHUMAOEHTaX M NpepocTaBAeHUs [OCTyna K Hel 4Yepes JINYHbIN
kabuHeTr B WEB-uHTepderice MO, [OOCTyNHbIM MO appecy:
https://soc.bi.zone/

TEXHONOrMsa, MNO3BONAOWAA BbINOMHATL GOMblIOE KOUYECTBO
Nonb30BaTeNbCKUX  TPaH3aKUMN  OOHOBPEMEHHO C OYeHb
He3HaunTeNbHOW 3aEePXKKON.

ceTb [OCTaBKM KOHTeHTa, reorpaduyeckn pacnpenenéHHas
ceTeBas WHbpPacTpyKTypa, MO3BONSAOWAS ONTUMU3NPOBATb
LOCTaBKY M AUCTPUBYLIMIO KOHTEHTA KOHEYHbIM NO/b30BaTeNsM B
ceTu VIHTepHeT.

dparMeHT faHHbIX.

ycnyra Ha 6ase ML Space. BkntwovaeT Habop cepBucCOB pand
TpaHcdhepa, XpaHeHuss, aHanmMsa, YMpaBAeHUs [JOCTYNoM W
XM3HEHHbIM LMKAOM [aHHblX W apTedakToB MalWHHOro
obyyeHus (patacetos, mogenen, Docker-koHTenHepoB v Ap.).

XaKepcKad aTaka Ha BblYMCNUTENbHble cucTeMbl WcrnonHutens
WY 3aKasumnKa C Lenbio 4OBECTM UX [0 0TKa3a, TO eCcTb Co3aaHune
TaKWUX YCNOBUI, MPU KOTOPbIX AOGPOCOBECTHbIE MOJb30BaTENU
CUCTEeMbl He CMOrytT nony4dymtb A[AOCTYyNn K MNpenocrtaBngeMblM
CUCTEMHbBIM pecypcam, TMB0o 3TOT foCTyn ByaeT 3aTPYAHEH.
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1.51.

1.52.

1.53.

1.54.

1.55.

1.56.

1.57.

1.58.

1.59.

1.60.

1.61.

1.62.

1.63.

1.64.

ML Space Deployments nan Deployments

DNS

Docker-o6pa3s

Dynamic Host Configuration Protocol
(DHCP)

Edge Gateway

ML Space Environments win Environments

ML Space Spark

Erasure Coding

Firewall

GPU

Hash-based Message Authentication Code
(HMAC)

HTTPS

Infrastructure-as-a-Service (laas)

Internet Protocol

(1P)

ycnyra ML Space. Bknwouyaetr TecTupoBaHue, pa3BepTbiBaHWe
(mennon) 1 MOHUTOPUHI MOAFOTOB/IEHHbIX MOAENen MalnHHOro
n  rnybokoro 0OyYeHMss HA  BbICOKOMPOMW3BOAMUTENbHOMN
WHPpacTpykType 4Na nocnefylowero BHeOPEHWUS WX B
MUKPOCEPBUCHI, PYHKLNM 1 BU3HEC-NPUIOXKEHMSA.

PaHee HauMeHoBaHue ycnyru ML Space Deployments - «Model
Inference».

KOMMblOTEPHAA pacnpepenéHHaa cuctemMa pApns  nonyyYyeHus
nHbopMaummnm o poMeHax. Mcnonbayetrcs pns nonydyeHus |IP-
agpeca no MMeHM XxocTa (KoMMbloTepa WM  YCTPOMCTBA),
noslyyeHns WHboOpMaLMM O MapwpyTM3aumMmM nouyTbl  W/Mau
obcny)KMBatoLWMX y3nax ana npoTokonos B goMeHe (SRV-3anuco).

370 Habop ¢ansoB, B COCTaB KOTOPOro BXOAUT BCe Heobxoanmoe
ANA 3anycka u paboTbl npunoxeHuns B O6nake Cloud: OC, cpena
BbIMO/THEHUS U MPUNOXEHNE, FOTOBOE K Pa3BepTbiBaHUIO.

CeTeBOM MPOTOKO/, MNO3BOMSAKOWNN y3naM aBTOMATUYeCKMU
nony4yaTb IP-agpec n ppyrve napameTpbl, HeobxopguMmble Ans
paboTbl B ceTn.

ceTeBOM KOMMOHEHT Enterprise, sABnseTcaA OCHOBOW ceTen
obnaka. OH no3BonseT co3fdaBaTb BHYTPEHHWE CETU, W
NnoaKIoYaTbCs K BHEWHMM, MCNoNb3ys nyb6nuyHbi IP-agpec.
Tak)xe OH no3BonsAeT HacTpamBaTb Firewall, NAT u IPSec VPN,
Load Balancing 1 T. o. M3Ha4yanbHO B Ka)kgoM BupTtyanbHom LLOJ
co3paeTca oOuH ocHoBHon Edge Gateway, KoTopomy
npuceavBaeTca nybnunyHbii IP-agpec.

ycnyra ML Space. BkntoyaeT npenpouecCMHr 4aHHbIX C MOMOLWbIO
knactepa Spark, a Takxke o6y4yeHMe Mopenen B paMKax
npuBblYyHbIX  Jupyter Notebook wumnu  JupyterLab. Bce
HeobxopuMble YTUNUTbI A MOHUTOPMHIA 3arpysku pecypcos,
Mofenen U 3KCNepPUMEHT-MeHeKMeHTa NpeayCcTaHOBMEHbl U
HaCTPOEHbI.

PaHee HanMeHoBaHuMe ycnyru ML Space Environments - «Model
Training».

nogycnyra ycnyru ML Space Environments, koTopas no3sonset
OpraHu3oBbIBaTb  NpefobpaboTKy  AaHHbIX  MpPW  NOMOLM
knactepoB Spark, poctyn K KoTopbiM obecneuyvBaeTcs
nocpeacteoM Jupyter Notebook.

NOMEXOYCTOMYMBbIN  KOA, CMOCOBOHbIM BOCCTAHOBUTbL Lefble
nakeTbl OaHHbIX B C/lyyae WX noTepu. TakoW Kopg no3sonser
60pOTbCA C yTeYKaMm JaHHbIX NpU nepegavye no KaHanam cesasu
unu pabote c NamMaTblo

MEXCeTeBOW 3KpaH, MoaAepXuBaeT HACTPOMKY nMpaBun c
onpepeneHnem: Bxogsauwero n ncxogauwero IP nnmn guanasoxa IP
afgpecoB, BXOOAWEro M UCXOAAWeEero nopta M MNpoToKona
nepenayn gaHHbIX.

rpaduyecknn npoueccop, oTnyarowmmncs BbICOKOM
NPOM3BOAUTENbHOCTbBIO B paMKax pelleHUa  MaTPpUYHO-
BEKTOPHbIX onepauuit 1 3agad.

OAWMH W3 MEexXaHW3MOB MPOBEPKMU LIEIOCTHOCTM WHbopMaumu,
NO3BONAKWMWIA rapaHTUPOBaTb TO, YTO AaHHble, NepefaBaemble
nnn XpaHdawmpeca B HEeHapéxXHowm cpepne, He OblIN U3MEHEHbI
MNOCTOPOHHUMU NNUAMU.

pacwmpeHne npotokona HTTP gna noanep)Xku wubpoBaHua B
Lenax nosbiweHus 6e3onacHocTu. [aHHble B npoTokone HTTPS
nepenarnTCcsa NoBepx Kpuntorpaduyecknx npotokonos TLS mamn
ycTtapesuwero B 2015 roay - SSL.

OfHa M3 Moaenen obcnyXXMBaHUA B 06/1aYHbIX BblYMCIEHUAX, NO
KoTopon [MoTpebutenam npepocTaBNAlOTCA MO NOAMUCKE
6asoBble  MHPOPMALMOHHO-TEXHONIOFMYECKME  pecypcbl -
(BMpTyanbHble cepBepbl M AOCTYN K BblAENEHHON BHYTPEHHel
BMPTYaNbHOM CeTM), npepHa3HayeHHble fANa  pa3MeleHuns
MHPOPMaUMNOHHbIX cnucTem MoTpebutenen.

MapLWpPyTU3NPYEMbI NPOTOKON CETEBOMO YPOBHA.
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1.75.

1.76.

1.77.

1.78.

1.79.

1.80.

1.81.

1.82.

1.83.

IP-agpec

/PSec VPN

Jupyter Notebook

Load Balancing n High Availability (HA)

Network Address Translation (NAT)

NGFW (mexceresbie 3kpaHbl HOBOro
10KO/1eHNS)
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YHUKaNbHbIN CETEBOW appec y3na B KOMMbIOTEPHON CeTu,
NOCTPOEHHON No nNpoToKony IP.

BMPTyanbHasaA 4YacTHas CeTb, MOCTPOEHHAas C WMCMNONb30BaHWEM
3aWMWeHHoro npoTtokona IP B COOTBETCTBMW CO CTaHAApPTOM
IPSec.

NMPOrpaMMHbIA  NakKeT C  OTKPbITBIM ~ UCXOLHbIM  KOAOM,
Nno3BoNAKWMIA co3haBath M 0b6yyaTb anropuTMbl MALIMHHOMO
obydyeHnss M NY6OKUX  HEMPOHHbIX CceTel, a TaKxke
MHTEePMNPeTUPOBaTh U UCMONHATL KO A3bika Python.

GanaHcMpoBLWMK Harpy3ku Edge Gateway, nosBonswowmmn
OpraHu3oBaTb CEPBUC BbICOKOM [OCTYMHOCTM M obecneyntb
pacnpefeneHune Harpysku BXOAALLEro CeTeBoro Tpaduka Mexay
HECKO/IbKMMM CeEPBEPAMMU.

MexaHu3M npeobpaszoBaHunsa agpecos B IP ceTax.

YCTPOWCTBa, B KOTOPbIX MPOBOAUTCA rNy6oKasa NpoBepKa NakeTos
(BbIXOAAWAA 3a pPaMKM MOPT/MPOTOKON), C BO3MOXHOCTbIO
WNHCNEKTMPOBaTb U 610KMPOBaTh TPadMK YPOBHSA NPUTOXKEHMS,
BK/loYatowme B cebs BCTPOEHHblE CUCTEMbI MPEefoTBPaLLEHUS
BTOPXEHUIN U UHTeNNeKTyanbHyo 06paboTKy TpaduKka Ha OCHOBe
WMHTerpaumnn C BHELWHUMM CUCTEMAMMU.

nponpueTapHblii  NPOTOKON  yAanéHHoro pabouyero cTona
NPUKNagHOro ypoBHA, pa3paboTaHHbI KOMNaHuen Microsoft.

(ot aHrn. Representational State Transfer — «nepepaua
COCTOSIHUSA  MPeACTaBleHUsA») —  apXUMTEKTYPHbIM  CTWU/b
B3aMMOLENCTBUS KOMMOHEHTOB pacnpenenéHHOro npunoXeHus
B cetu. REST npepctaBnser coboi cornacoBaHHbIn Habop
OorpaHuyYeHun, YUYUTbIBAEMbIX npu NpPOEeKTUPOBaHUN
pacnpenenéHHon runepMenmna-cucTeMbl.

npodunb  BMPTYanbHOrO  AWUCKaA C  XapaKTepucTukamu,
COOTBETCTBYHOLWMMM XKECTKMM guckam cepum SAS 10000
(WnnHpenbHble XecTkne QUCKM, uMmerowme paboyyio CKOpPOCTb
BpaleHns aucka He MeHee 10000 060pOTOB B MUHYTY).

npodunb  BMPTYanbHOrO  AWUCKaA C  XapaKTepuCTUKamu,
COOTBETCTBYHOLWMMM XKECTKMM auckaMm cepum SATA 7200
(WnnHpenbHble XecTkne QUCKM, uMmerowmne paboyyio CKOpPOCTb
BpaleHns aucka He MeHee 7200 060pOTOB B MUHYTY).

CeTeBOM MPOTOKOA MPUKNAQHOrO YPOBHA, MO3BOMAKOLWNNA
NpoM3BOANTb yOaNEHHOE yrnpaB/ieHne onepaumoHHON cucTteMon
1 TyHHenupoBaHune TCP-coeaunHeHuin (HanpuMep, onsa nepefaym
dannos).

nopaep)kka co3ganusa IPSec VPN TyHHenen mexay yaaneHHbIMU
nnowagkamu.

npodunb  BMPTYyalbHOrO  AWCKA, C  XapaKTepPUCTUKaMMU,
COOTBETCTBYOWMMU aUcKaM cepumn SSD (TBepaoTenbHble AUCKM).

yactb BUOL, npepoctaBnsieMaa 3aka3umKy Ha Bpemsa
nonb3oBaHUa Ycayrom.

nokasateflb  HaAEeXHOCTM  TexHONormyeckomn NAoLWaaKu,
pa3paboTaHHbIN  CepTUGUKALUMOHHONM opraHusauuen Uptime
Institute

KpunTorpaduyeckunii NpoToKo/, o6ecneynBatoLLmMii 3aWULWLEHHYIO
nepepaydy AaHHbIX MeXay y3naMu B ceTu MIHTepHeT.

B KOMMbIOTEPHbIX CeTAX, BOCXOAAWEN CBA3b0 ABNAeTCA
noaknioyeHne obopyaoBaHWa nepegayn AaHHbIX K aOpy cetu.
OHO TaK)Ke M3BECTHO KaK BXOAHOE CoeAMnHEeHNe.

cucTteMa ypanéHHoro goctyna K pabouyemy ctony KomnbioTepa,
ncnonb3ytowas npotokon RFB.

0606LEHHOE Ha3BaHMe TEXHOMOINI, NO3BONAKWNX obecneynTb
OQHO WAW HECKONbKO 3allMUIEHHbIX CEeTeBbIX COeAUHEHUN
(3aWMLLEHHYIO NTOFMYECKYO CeTb) MOBEPX APYyron cetu (nanee -
BMPTYyanbHaa yacTHasa CeTb).
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VApp - normvyeckoe obveanHeHne BUPTYanbHbIX MalWlnH, no3sondawouwmne
rpynnmpoBaTb X NO Ha3Ha4YeHUIO 1 ynpaBadaTb UMU KaK eOUHbIM

uenbiM.
Web Application Firewall —  COBOKYMHOCTb MOHMUTOPOB M GUNbLTPOB, NPeAHa3HaYeHHbIX Ans
(WAF) oBHapy)XeHuss U1 610KMPOBaHUA CeTeBblXx aTak Ha Be6-
NpUNoXeHue.

2. TAPUOBUKALNA YCNIYTU

OnucaHus MoryT npegycMaTpuBaTb cinegyowme Buabl TapnubrKaunu:
CraTuyeckasa Tapudumkaums (Allocation);

OunHaMmnyeckasa Tapudukaumsa (Pay as you go).

CtaTnyeckan Tapudukauma npegnonaraeTt onnaTy nysfa pPecypcos v ONuMin, yKasaHHbIX Npu GOpMUPOBaHMM 3aKasa unm
BHECEHMSA B HErO U3MEHEHUN, BHE 3aBUCUMOCTM OT GaKTa ux notTpebreHns 3akasuymkom.

MeToaoMKa pacyeToB MoTPebnaeMbiX MPOLECCOPHbIX PECYPCOB M OMEepaTMBHOM MaMATM npepnonaraeT Tapudukauuio
CYMMbl 3Ha4€HWI BbiI6paHHbIX pecypcoB 3a OTYeTHbIN nepuogd (0ANH Mecal) B COOTBETCTBMM C TapudoM. Ha ocHOBe CyMMbl
3HaYeHMUI BbICTaBAETCA CYeT.

MeToanka pacyeTta noTpebagemMoro AMCKOBOro NPOCTPAHCTBA NpepnosaraeT onnaTty 3a BbIOpPaHHbIN 3aKa3unkoM ob6beM
pPecypcoB AMCKOBOro NPOCTPAHCTBA.

[vHaMunuyeckaa Tapudukaums npegnonaraet onaaty nyna pecypcos u onuuii no ¢hakty ux notpebneHns 3aKa3unmkom B
TeueHune OTYeTHOro nepuopa. Myn pecypcos 1 onuuii, KOTOpble NPEAOCTaBNAOTCA 3aKa3unKy B NopaaKe AMHaMMYecKomn
Tapudukaumm, yKasbiBaeTca B COOTBeTCTBYloWeM 61aHKe 3aKasa.

OvHaMuuyeckas TapubuKaumsa ocylecTengeTca:

B novyacoBoMm nopsgke (M3 pacyeTa cTouMocTu 1 (0OAHOro) Yaca), HaumHasa C NepBon MUHYTbI MCMOMNb30BaHUA. CTOPOHbI
YCTAHOBWAM, 4YTO AN ypobcTBa pacyEéTOB HEMONHble 4Yacbl MCMONb30BaHMA YCAyru, HauduHaa C MepBOM MUHYTHI,
OKPYrNATCA 4O MNOMHOMO Yaca Nonb30BaHUA YCnyrow;

B noMMHYTHOM nopspake (M3 pacyéTta ctouMocTu 1 (0QHOM) MUHYTBI), HAYMHAsA C NePBOMN CEKYHAbI UCNONb30BaHMSA. CTOPOHbI
YCTaHOBWUAW, 4YTO ANA ynobcTBa pPacyE€TOB HEMOSIHble MUHYTbl MCMONb30BaHUA YCNyruM, HauMHas C NepBON CEKYHAbI,
OKPYFrNSOTCA A0 NOMHOW MUHYTbI MO/Ib30BaHUSA YCyroun.

CTOPOHbI YCTAHOBMMN, YTO B C/llyyae OTCYTCTBMSA yNOMUHaHWa B OnMcaHum Kakmx-nmbo BapuaHToB Tapudos, Ycnyra,
onucaHHaa B TakoM OnucaHuMu, MO YMONYaHuIO npepocTasnserca no Tapudy «Cratmuyeckas Tapubukauusa» u
onfaymMeaeTca NocThakTyM nocsie oKoHYaHua OTYETHOro nepuoda B NopsaaKe, onpeneseHHoM [Jorosopom.

3. NOAKMOYEHUE [ UBMEHEHWE / OTKNTIOYEHUE YCNYTU

OnucaHua MoryT npegycMaTpMBaTb Cneaylowme Buabl NOAKIIOUYEHUS [ UBMEHEHMS [ OTKOYEeHUS YCnyr:
MNocpencTBoM nognucaHmns 3akasa;

MocpencTeoM coBeplleHusa gencTeuit JinuHom kabuHete/llnyHom KabuHete Cloud CDN.

Ona uenen n. 3.1.1. MpunoxeHnsa 3aka3s MOXeT ObITb cornacoBaH CTOpPOHaMM NyTEM HanpaBieHUs 3anoHEeHHON GopMbl
3aKasa No 3/IeKTPOHHOW MOYTE YNONHOMOYEHHbIX NULL:

OTBETCTBEHHbIX 3a McnonHeHne Jlorosopa (pasgen 10 Oorosopa);

KOHTaKTHOro nuua 3akKasuyuka, yKasaHHoro B PernamMeHTe B3ammopencTtemsa CTOPOH B KayecTBe /NMLA, HaAe/IeHHOro
npaBoM MOAKAYaTb / UBMEHATb / OTKAKOYaTb YCAYyrM OoT MMEeHU 3aKasuuka, WU nmua, OTBETCTBEHHOro 3a UCMOJIHEHUE
[oroBopa co cTopoHbl McnonHutensa (paspen 10 Ooroeopa) / KoHTakTHoro LeHTpa (cMm. pasgenbl 8-10 PernameHTa
B3anmopencTema CTOpoH).

B oTHoweHuM n. 3.2. MNpunoxeHunsa oencTeyoT clepyowme npasuna:

3aKa3 MoXeT 6bITb HanpasneH No6on CTOpoHO;

Monyumeluias CTopoHa ob6s3aHa cornacoBaTtb 3akas UM OTKa3aTbCs OT HEro B TeyeHue 1 (ogHoro) paboyero gHs;
Mpwu OTCYTCTBMM OTBETA 3aKa3 CYMTAEeTCs HECOr1aCoOBaHHbIM;

CornacoBaHHbI 3akas umeet NOMHYIO OPUONYECKYIO CUMY, SABNAETCA OCHOBAHWMEM ONs MOOKMAYEHUs [ U3MeHeHus [
OTK/OYeHUs YCnyr, He Tpe6yeT (bVI3VI‘-IeCKOI'O noaonncaHMa Ha 6yMa)KHOM HOCuTene, fanoHenwen nepenavyy opurnHana n
MOXeT 6blTb MCMONb30BaH B KaYecTBe AoKa3aTeNbCTBa B cyne 6e3 Kakoro-nmbo cneynanbHoOro nopAanka 3aBepeHund.

Ycnyra cuyuTaetca noAaKIOYEHHOW, M3MEHEHHOM WAM OTK/YEeHHOW B nopsgke, npegycMoTpeHHom nn. 3.1.1.
MpunoxeHusa, ¢ gaTbl GaKTUYECKOro Havyana okasaHua Ycayr, onpegenseMolr ¢ MOMEHTa nepeaayn 3akasuymky yyeTHoOM
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3aNnCK U CCbINKKU AAs AOCTyna K NaHenu ynpaeneHus YCayrom MamM ¢ MOMEHTa M3MeHeHus obbeMa npepocTaBiseMbixX
Yenyr.

Ycnyra cumTtaeTcs NOAK/IOYEHHON B NopanKe, NpeaycMoTpeHHoM nn. 3.1.2. MpunoXeHus, ¢ MOMEHTa OCYLLECTBIEHNS B
JIn4yHOM KabuHeTe OEeNCcTBUIM, NPUpPaBHUBAEMbIX K 3akasy. OTKMOYEHWE U U3MeHeHMe YCIyrnm OocylwecTBrseTcs B

aHaNIOrMYHOM MOPSiAKE C MOMEHTa NOATBEPXASHUS COOTBETCTBYIOLLMX AeCTBUI B JINuHOM KabuHeTel.
4. MOPAOOK B3AMMOAENCTBUS C TMYHBIM KABUHETOM U KY

Bo3MoXHOCTb ocyulecTBneHms noTtpebneHus Ycnyr nocpenctsoM JIMyHoro kabuHeTa npsiMO npepycMaTpvBaeTcs B
cooTBeTcTBytoweM OnucaHun. B cnyyasx, Korga ynoMuMHaHMe O TakKOWM OMuMM OTCYTCTBYET B COOTBETCTBYHOLEM
MpunoxeHnn, ynpasneHne YcayramMmm oCyLeCcTBASETCS UCKTOYMTENbHO NOCPeacTBOM nognmcaHnsa CTopoHamu 3akasos.
MoTpebneHune Ycnyr ENT, ADV 1 MLS ocyuiecTBnsieTca NoCpeacTBOM COOTBETCTBYHOLWNX KOHCoNen ynpasneHums.

Mpouecc perncrpaunm/maMeHeHns/yganeHmnsa y4eTHon 3anmcn agMmMHUCTpaTopa B JIM4HOM KabuHeTe:

e TMOPSAOK PErnucTpauMm HOBOro nonb3oBaTens: MCNonHUMTeNb CO34aeT y4yeTHyk 3anuch Monb3oBaTtens JIMYHOro
KabuHeTa. JIMYHbIN KabWHEeT HanpaBnseT NMUCbMO Ha e-mail Monb3oBaTensa CoO CCbIIKOM ANg COo3haHusa napons.
Monb3oBaTtesnb Nosy4YyaeT NMCbMO, MPOXOAMT MO CCbIIKe, CO3AaeT Naposb 1 aBTopM3yeTca B JIMYHOM KabuHeTe;

e OPSAOOK M3MeHeHua napons B JIMYHOM KabuHeTte: MNonb3oBaTenb aBTopusyetca B JIMYHOM kabuHeTe, 3axoanT B
pasgen «Y4yeTHasa 3anmncb» M MeHsIeT Naposb;

e TMOPAAOK yaaneHusa ydyeTHon 3anucu Monb3oBaTens B JIMUHOM KabuHeTe: npenycMoTpeHa npouenypa 610KMPOBKMU
YYeTHOW 3anucu - AODMUHUCTPATOP opraHu3saumn (3akasumk) aBTopusyetca B JInuHom kabuHeTe, 3axoOuT B paspen
ynpasneHus Monb3oBaTenaMmM  opraHusauuu, BbiGMpaeT  onuuio  «[eakTUBUPOBATb» Monb3oBartens.
LOeakTMBMPOBaHHbIN Monb3oBaTeNb NPU NOMNbITKE aBTOPM3aL MK Nony4vaeT coobuweHne «Account is disabled».

OnucaHune GyHKUMI 1 NpaB, NpefoCTaBAAeMbIX aAMUHUCTPATOPY 3aKka3unka B JINYHOM KabuHeTe:
e pobaBneHune/6nokmnposka MNMonb3oBaTenen opraHM3aummn;

e CO3[aHWe/M3MeHeHue rpynn (NPoeKToB);

e MOAKNIOYEHNE/M3MEHEHME KOHDUTYpaunn Ycnyr;

e MPOCMOTP AaHHbIX O Pacxofax opraHu3aumm;

e MPOCMOTP U GOPMUPOBAHME AeTann3aunmn notpebneHna Ycnyr opraHusaunu.

OnucaHune npouecca nepefayvm/cosgaHma napons oT y4eTHOM 3anucu agMuHucTpatopa: Monb3oBaTenb 3apaeT nNaposb
camocTosTeNnbHO; TpeboBaHMA K Naposio:

e He MeHee 8 CMMBO/OB;
e Hannydue cneucnmmBona;
e He MeHee 1 cMMBOJNa B BEPXHEM peruncrpe.

B cnyvyae, ecnu [Nonb3oBaTtenb yTpaTWa naponb Ons poctyna K JIMYHOMY KabuHeTy (ToKeH, knao4d SSH) wnam
CKOMMNpPOMETUPOBan ero, ynoJHOMOYEeHHOe NMUO 3aka3umka obpallaetcs B TeXHMYEecKyl nopnepxky Wcnonuurtens.
TexHunueckasa nogpoepyka 3anyckaeTt npouenypy cbpoca paHHbIX yYeTHOW 3anucu Monb3oBaTens (Napofib, TOKEH, KoY
SSH).

[ns coBepweHuna gencteuin B KoHconsax ynpasneHua MNMonb3oBaTteNb OCYLLECTBASET BXOA, B J/IMUHbIN KabMHET nocpeacTBoM
BBOAA NornHa u naponsd. O6bémM npas Monb3oBaTens ycTaHaBnmMBaeTcs Ponbio. 3aka3umk NOATBEPXKAAEeT, 4To ntobbie
LencTBus, coBepleHHble Monb3oBaTeneM B JINUHOM KabuHeTe /| KOHCONSX ynpaBneHUs NPUPaBHUBAKOTCA K AENCTBUSM
3aka3uumka no Jorosopy.

CTOpPOHbI YyCTaHOBUAN, YTO Monb3oBaTeENSIMU MOTYT BbiTb NNLWb TE NNLA, KOTOPbIe YKasaHbl B PernamMmeHTe B3aMMopencTeuns
CTtopoH. Ponu Monb3oBaTtenern (NOHOMOYMSA) 3aKa3unK pacnpenenser caMocToaTeslbHO (MOCPeACTBOM pacnpeneneHms
Ponen [Monb3oBaTenem-agMuUHUCTpPaTopoM). o ymonyaHuto [lonb3oBatenn obnagatoT npaBamMu [Monb3osaTens-
aAMWHUCTpaToOpa, T.e. BMpaBe OCYLWEeCTBNATb BeCb OOBbEM MONHOMOYMIA, MPEefoCTaBAEHHbIN QYHKUWMOHANOM JIMYHOro
KabuHeta / KY. McknioyeHne M3 BbileyKazaHHOrO COCTaBAAT ycayru ML Space: nocpepctBoM JIMYHOro kabuHete
Monb3oBaTenb-agMUHUCTPATOP BMPaBe cCo34aBaTb YYETHble 3anMUMCU HENoCpPencTBEHHO B npocTpaHcTBe KoHconu
ynpasneHnsa ML Space n npucBanBaTb Nonb3oBaTensaM 3aka3umka COOTBETCTBYOWMe Ponu.

B cnydae yTpatbl foctyna K JIn4yHoMy KabuHeTy / KY pocTyn MoxkeT 6biTb BOCCTaHOBMEH NMOCPeACTBOM O6palleHus B
KOHTaKTHbIN LIeHTp B NopsaKe, YCTaHOBNEHHOM PernamMeHToM B3anMoaencTena CTOPOH.

BanaHc 3aka3uuMka oTobpa)kaeTca B COOTBeTCTBylOWeNn rpade B JIMYHOM KabuHeTe?. Mofb3oBaTeNb-agMUHUCTPATOP
BMpaBe OrpaHUYMTb BO3MOXHOCTb WHbIX [lonb3oBaTeneli BMAETb OaHHble banaHca. O6GbEM [OEHEeXHbIX CPeacTs,
yunTbiBaeMbIx McrnonHuteneMm Ha banaHce, MOXeT 6blTb OTOGpaXKeH B BMAE OTPMLATENbHOW CyMMbl 3a Ycayru,
npepnonaratowme noctonnaaty. B 3aBMCMMOCTU OT OKa3biBaeMoW YCayrn, nocpeacTsom JinyHoro kabuHeta Monb3oBaTtenb
MOXeT 3anpocuTb OTYET 0 NoTpebnaeMon Ycayre 3a COOTBETCTBYOWMM nepuof. CTOPOHbI YCTaHOBUAN, YTO YKa3aHHbIN

1 O6HoBNEeHMe cTaTyca Ycnyr B JIMUHOM KabuHeTe He OCYLLECTBNAETCA B PEXUME peasibHOro BpeMeHu. MIaMeHeHMa B 3aKa3 BCTYNatoT B CUY B TeYeHUe
24 4acoB C MOMEHTa OCYLLECTB/IEHUA AeNCTBUIA B JIMUHOM KabuHeTe.

2 B TeCToBOM pexume banaHc ycnyr ML Space oTpakaeTca B KoHconu ML Space, npu 3TOM Ha TeKYLWMA MOMEHT WCMONHWUTENb He rapaHTupyet
KOPPEKTHOCTb OTOBPaXeHNS AaHHbIX. 3aKa34MK COrnalaeTcs ¢ TeM, YTO Takme AaHHble B KoHconu ML Space HOCAT MHPOPMATUBHbIN XapaKTep.
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OTYET He ABNAeTCA OTYETHLIM LOKYMEHTOM, NGO AOKYMEHTOM, Ha OCHOBaHMM KOTOporo CTOPOHbI BNpaBe OCYLLeCTBAATb
Kakue-nmMbo B3aMMOpacy€Thbl, MCNOb30BaTb Takne OTUYETHI AN 060CHOBaHMA TPeBOBaHWUM, a TaKXXe OCYLLECTBNEHNA UHbIX
IOPUANYECKN 3HAYUMDBIX AeNCTBMIA. MHDOpMaLmsa B OTYETE HOCUT CMPaBOYHbIN XapaKTep. B cBA3M C pa3nnyYHbIM MNOPSAAKOM
onpoca nporpaMmMHoro obecneyeHns, ocylecTensaowero cbop nHbopmaumm ans GopMmnpoBaHunsa otyéta, MHGopmaums B
TaKOM OTYeTe MOXET BbITb HETOYHOMN.

Mpn Heo6XxoaMMOCTM 3aKa3unK BrpaBe HanpaBuTb VICMONHMTENO 3aNpoC Ha NPefoCcTaBieHNe eMy KYPHANoB coBbITUi
CBOEro TeHaHTa, B TOM yncne nor-banaos o MCNofib30BaHMIo JInyHoro kabuHeta Monb3oBaTensaMm 3aKasumka.

5. MOPAOOK B3AMMOJEWNCTBMA C JINYHBIM KABUMHETOM CLOUD CDN

B TeueHue 4 (4eTbipex) paboumx OHEN C MOMEHTa nognucaHusa 3akasa Ha ycnyry Cloud CDN WMcnonHuTenb nepegpaer
3aKasumky YueTHble [aHHble [Ona aBTOpu3auMM 3akasuuka Ha caunTte: https://cdn.sber.cloud. Y4yeTHble paHHble
nepepalTca 3akasymKy NocpeacTBoM obMeHa COOBWEHMAMU SNEKTPOHHON NMOYTbl MEXAY /MUAMKU, OTBETCTBEHHbIMU 3a
ncnonHeHune [orosopa (pasgen 10 Jorosopa).

3aKa34yuMK MOSIHOCTbIO OTBETCTBEHEH 33 COXPAHHOCTb U KOHdJVI,D.EHLI,VIaJ'IbHOCTb nepepaHHbix emy UcnonHutenem Y4yeTHbIX
OaHHbIX. icnonHuTenb He HeceT OTBETCTBEHHOCTU M He BO3MelaeT y6bITKVI nwoboro popa, NOHeceHHble 3aKa34YnKOM U3-
3a pasrnaweHns uam ytpatbl NOCAefHUM CBOUX YUYETHbIX JaHHbIX.

Mo daKTy yTepn, HECaHKLMOHMPOBAHHOMO AOCTYMNa K YUYETHbIM AaHHbIM, MOJYYEHHbIM OT ICNONHUTENS, UM BO3MOXHOCTU
BO3HWMKHOBEHMA TaKoM CUMTyauun, 3aka3umk BrpaBe HanpaBuTb VICMONHUTENIO 3a9BKY Ha CMeHYy YUeTHbIX AaHHbIX U [ Uaun
610KMpPOBaHME foCTYNa K JIMYHOMY KaBUHETY C UCMONb30BaHMEM 3TMX YUYETHbIX AaHHbIX. B 3TOM ciydae McnonHutenb
ocylecTenaeT 6JI0OKMPOBKY YYETHbIX AaHHbIX, NepeaaHHbix 3akasumKky. Cpok nofo6HON 60KMPOBKM COrNacoBbiBaeTCo
CTOpOHaMM LOMNONHUTENBHO C YYETOM KaXAOW KOHKPETHON CUTYaLUN.

B cnyyae ytpaThbl (6€3 BO3HUKHOBEHWA BO3MOXHOCTU HECaHKLMOHMPOBAHHOrO AOCTYMNa TPETbMX NUL, K YUETHbIM AaHHbIM)
CBOMX YYeTHbIX AaHHbIX 3aKa3uMKOM WX BOCCTAHOB/IEHME OCYLLECTB/IAETCA HA OCHOBAaHMM 3anpoca O BOCCTAHOBIEHUU
YUeTHbIX AaHHbIX. Mpy 3TOM McCnonHWUTeNb BMpaBe 3anpoCUTb CKaH-KOMUU MAEHTUDULMPYIOWMUX OOKYMEHTOB (Ans
dM3MYyeckoro nuua - obLerpaXxaaHcKMii NacnopT, AN PUAMYECKOro N1La - KOMUIO CBMAETENbCTBA O Perncrpaumm).
BoccTaHoBNeHME Y4YeTHbIX AAHHbIX OCYLLecTBAAeTca MCnonHuTeneM B TeyeHue 2 (ABYX) pabouuMx OHEN C MOMeHTa
Nnosly4eHuMsa 3anpoca 0 BOCCTAHOBIEHMM AaHHbIX.

6. MOPAOOK PACYETOB MO YCNYIrAM

OnucaHusa MOryT npeaycMaTpuBaTh cefylolme nopaaku pacyéTos no ycnyre:
MpenBapuTenbHas onnaTta — NOPAAOK ONAaThl, NOAPa3yMeBaloLWwmii onnaty Ycayr 4o Havana ux notpebneHus;

MocTtonnata — NOpPA[OK onnaThl, I'IO,EI,pa3yMeBaK)LLI,VIl‘/II onnarty Ycnyr nocne ux I'IOTpeGJ'IeHVIﬂ.

B cnyuae, ecnn B OnucaHWM OTCYTCTBYET YNOMUHAHWE O MPUMEHMMOM nopaake pacyéra, CTOPOHbI YCTaHOBUAN, UTO
onnarta Takux YCayr ocyLecTBaseTcsa B Nopaake noctonnarhl.

B cnydae, ecnv OnuncaHWe COLEPXKUT HECKOMbKO BapWaHTOB Mopsaka pacyéTa, npu 3akase Ycnyru 3akasumk Bbibupaer
NPUMEHMMbIV MOPAAOK. YKa3aHHbI MOPSALOK OTPAXKaeTca B COOTBETCTBYlOWEM 3akase. CTOPOHbI YCTAaHOBUAW, YTO B
cny4yae, ecnm 3aKas He COAepPXUT Kakoro-nmbo ynoMuHaHua o Nnopsake pacyéTa, To NpMMeHsaeTca noctonnarta Ycnyr.

MpenBapuTenbHas onnata OCYyLWeCTBNAETCA MOCPEeACTBOM BHECEHMS 3aKa3uMKOM AEHEXHbIX CPeAcTe McnonHutenio o
MOMeHTa notpebneHns Ycnyru. BHeceHHble AeHexXHble CPeACcTBa OTpaXaloTcs Ha banaHce 3akasunka B JIMUHOM KabuHeTe.
CTOPOHbI YCTaHOBUN, YTO MICNONHUTENb BNPaBe OCYLWEeCTBAATb YAEPXKaHUA CPeACTB Ha banaHce 3aKa3umnka B ClIeAyoWwmx
cnyyanx:

BO3HMKHOBEHUA Yy 3aKa3uyMka MPOCPOYKM MO onnaTe MHbIX Ycnyr no [Lorosopy (Hanpumep, oniayvMBaeMbix B nopsamake
nocTonsaTbl) Ha CPOK, NpeBbiwaknwmin 30 (TpUaLaTb) AHEN;

BO3HMKHOBEHMA Ha CTOPOHE 3aKa3uMKa WHbIX MOATBEPXKOEHHbIX AEHEXHbIX 06a3aTeNnbCcTs nepen McnonHutenem,
cBA3aHHbIX C [orosopoM (Hanpumep, wTpadbl CO CTOPOHbI TPETbUX /UL, BO3HUKIUME B CBA3U C HEUCMNONHEHUEM
0693aTeNIbCTB 3aKa3ymMKom).

McnonHutens 06sa3yeTcs BEPHYTb AEHEXXHble CPefcTBa, NOCTyNUBLWKE eMy B MOpPsSiAKe npefonnaTsl, B NOSIHOM 06béMe B
cNyyae COOTBETCTBYHOLLEro obpalleHnsa 3aka3uymka B TeyeHue 10 (gecatn) paboumx gHen, npu cobnofeHUN cneayroLmx
yCNoBUM:

3aKasuyumk 0bpaTuiCcsa C NMCbMEHHbIM 3asiBNeHUEM K MICNoNHUTeNto, NoANNCaHHbIM YNOJTHOMOYEHHbIM NTULOM;

Co CTOpPOHbI 3aKa3ymka Ha MOMEHT O6pa|.|.l,eHVIﬂ OTCYTCTBYET 3af0/1XKEHHOCTb MO [loroBopy B CBSA3M C OKa3aHWEM UHbIX
Yecnyr, a TakKe UCMONHEHUEM UHbIX 06a3aTenbCTB Mo [Oorosopy. B cnyyae Hanuuuna HernoraweHHbIX 06a3aTenbCTB Mo
[JoroBopy OeHexXkHble CpefcTBa BO3BPALLAOTCA 3aKasumnKy C y‘-IéTOM yOepXXaHUa nonarawwmxcs MIcnonHUTeno CyMm.

Ha peHexHble cpefctsa, NpefocTaB/ieHHble B MOPsiAKe MpeaBapuTeNbHOM OniaTbl, HE PacNPOCTPaHAOTCS YCI0BUS O
KOMMEpPYECKOM KpeauTe, npeaycMoTpeHHble FK PM. 3aka3umk He BnpaBe TpeboBaTb oT MIcNonHUTeNs ynnaTbl Kaknx-nmbo
NPOLLEHTOB 3a BHECEHHble B NOpsSAKe npefonnathl AeHeXHble cpeacTsa.

7. CMNOCOBbI OMNAATbI / MOPAOOK MOMONHEHNA BANAHCA
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OnnaTta Ycnyr MicnonHUTens ocylecTeaseTca nyreM 6e3HannmyHoro nepeyncieHns AeHeXHblx CpeacTs ¢ pacyeTHOro cyeTa
3aKa3uyMKa Ha pacyeTHbIN cyeT McnonHuTtena cnocobamu, ykasaHHbIMU B JIMYHOM KabuHeTe Ha paTty onnatbl Ycnyr. C
MOMEeHTa peanuMsaumm McnonHUTenem COOTBETCTBYHOWEro @yHKUMoOHana B JIMYHOM KabuHeTe, nofyyYeHHble
McnonHutenem geHeXKHble CpeacTBa oTpakatoTca Ha banaHce B JIMyHOM KabuHeTe M cnucbiBatoTcs ¢ banaHca B onnaty
BbIGpaHHON 3aKa34MKOM YCyrM Ha OCHOBaHWM BbiIbpaHHOro Tapuda 1 nepuopa okasaHus Ycnyr, oTpa)kaeMbix B JIMYHOM
KabuHeTe.

[eHe)XxHble cpecTBa CYMTAOTCA NOAYYEHHbIMU NcnonHuUTeneMm:

e MpKu onnaTe MNyTeM MNepeBofa LEHEXHbIX CPenAcTB 6e3 MCMONb30BaHUSA 3/1EKTPOHHbIX CPEeACTB naatexa B JIMYHOM
KabuHeTe — B MOMEHT 3a4YUCNEHUA OEHEXHbIX CPEACTB Ha PACUYETHbIN cYeT MICMONHUTeNs, yKasaHHbI B HacTOALWEM
[orosope, Npu cobntoaeHnn yCnoBuiA onnaTthl, yKa3aHHbIX B BbICTaBIEHHOM MICMONHUTENEM CYeTE;

e MpK onsaTe C MCMNOSIb30BaHMEM 3NEKTPOHHbIX CPeACTB nnatexa B JIMYHOM KabuHeTe - B MOMEHT MNOJyYeHus
McnonHutenemMm oT npoBaiaepa yciyr Mo NPenoCTaBNEHMIO 3/EKTPOHHbLIX CPeACTB NJjaTe)ka MOATBEPXKAEHUS O
NPUHATUN K UCNIONTHEHUIO 06a3aTeNbCTB NO NepeBoAy AEHEXHbIX CPeACTB B agpec McnonHutens.

Onnata ycnyr no Joroeopy MoxeT 6biTb BO3/10)KEHa 3aKa34MKOM Ha TpeTbe NIMLO Npu YCN0BUM cobnogeHnsa 3aka3unkom
nopsgka W ycnoBuin onnatbl YCAyr nNyTeM MepeBOfda AEHEXHbIX CPeacTB CO CYeTa TPeTbero nuua, pasMeLeHHbIX
McnonHutenem B JInuHOM KabuHeTe.

Mpu onnate YcAyr C WCNOMb30BaHMEM 3MEKTPOHHbIX CPEACTB niatexa, [OCTyn K KOTOPbIM MpenocTaBnsercs
YNOMIHOMOYEHHOMY MpeacTaBuTento 3akasumka (Monb3oBaTento) Npu COBepWEHWW UM Bxoda B JIMYHbIA KabuHer,
3asBneHne 06 MCnonHeHun o683aHHOCTM 3akasumka no onnate ycnyr MCnonHuUTena NUUOM, MCMNOJb3YIOWMM Takoe
3/IEKTPOHHOE CPEeAcTBO MaTeXa, CUYMTAeTCA MoJlyYeHHbIM McnonHuTtenem. [loNHOMOYMA NMLA, WCMNOJb3YIOLWLEro
3/1eKTPOHHOE CPeAcTBO nnaTexa Ana onnatbl Ycayr McnonHuTensa, npeaocTaBnseMblX 3akasuuKy, MOATBEPI)KAatoTcA
MCNONb30BaHNEM TaKUM NIULIOM MPeAoCTaBleHHOro McnonHuTtenem 3akasumky NorMHa v Napons Ana goctyna B JIMUHbIN
Kabuner.

8. OPFAHU3ALMA NUHOOPMALMOHHOM BE3OMACHOCTM B OTHOLEHWUW YCAYT

OnucaHna MoryT npegycmatpmBaTb Mepbl U CNoCcobbl:
KoTopbie npumeHaeT NcnonHutenb, gna 3awmtel MHGopmaumm, Obnaka Cloud 1 cpencTts ero ynpaBieHus;

HanpaBneHHble Ha BbiSB/IeHWE HELOCTAaTKOB OpraHunsaunn cuctemol b O6naka Cloud (ayauT, TecTMpoBaHue, U.T.4.).

B oTHoweHMM npoueccoB/cepBncoB Mb OnncaHnsa MOryT cogepy)KaTb MHDOPMaLMIO, KacaloLWyoca pacnpeneneHuns ponen,
0653aHHOCTEN M OTBETCTBEHHOCTM B 061acTh B Mexay 3akasumkoMm v MicnonHuTeneM.

B pamkax okasaHusa Ycnyr icnofHuTeNb He NpefocTaBaseT onumMm MHGOPMMPOBAHMS O BO3MOXHOCTAX MapKUPOBKU N/Unn
Kknaccudukaumm MHOPMaLMKM/aKTMBOB 3aka3umka NyTeM HaMMEHOBaHWS W/MNN U3MeHeHUus ee/ux cBoncTB. Ecnu 3To
NPMMEHMMO K KOHKPETHbIM YciyraM, 3aka3umMK MOXET BOCMO/b30BaTbCsA BCTPOEHHbIMU BO3MOXHOCTAMM [10, B cnydyae
npepocTtaBneHus Takoro MO 3aka3umKky B paMKax okasaHumsa YCnyr, 1 03HaKOMUTbCS C MPefoCTaBNEHHbIMU UHCTPYKLUSMHA
oT npoussoguTenen gaHHoro MO.
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