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OMMCAHWME N YCNOBWA NMPEOOCTABJIEHNE YCINYT
«AHanun3 3aWMLLEHHOCT Y

1. ObLUAA MHDOOPMALINA U OMUCAHUE YCNYT

B paMKax oKa3aHua Ycayru npoBOANTCA aHaAM3 3alMIEeHHOCTU MHDPACTPYKTYPbl 3aKa3umKa, CoCcToAlleln
M3 cneayolUmMx KOMMNOHEHTOB:

e CepBUCHI, NPpUHaaNexalne 3akasunky, AOCTYNHbIEe U3 CeTU VIHTepHeT;

e Beb-nNpUNoXeHusa, BKIOYEHHbIE B FPaHULbl OKasaHusa Ycayr.

B pamkax okasaHua YCNyr BbiMOMHAETCHS BHYTPEHHEEe M BHellHee TeCTUPOBaHWEe Ha NPOHWKHOBEHWE
MHDOPMALMOHHbIX 0GBEKTOB N X KOMNOHEHTOB (ganee — Cuctema unmn CUcteMbl), KOTOpble YKa3blBaOTCA
B cneundukaummn (MpunoxeHne N2 13.A. Kk [lorosopy, ganee — Cneundurkaums).

Ycnyra npepgoctasnsetcs McnonHutenem B coTpyaHudectBe ¢ OOO «besonacHas mHboOpMauMOHHas
cpena» (OO0 «bW3oH», panee - «lapTHep»). 3aka3uyuMK ABNAETCA KOHEYHbIM noTpebuTenem
OKa3blBaeMon Ycnayru.

2. YCNOBMA N NOPAANOK OKA3AHUA YCIVYT

Ycnyru okasblBaloTca No MeToguke lapTHepa B COOTBETCTBMM CO CAEAYIOWMMU MeXAYHapOOHbIMU
CTaHOApPTaMM U NPaKTUKaAMU:

e Penetration Testing Execution Standard (PTES);

e NIST Special Publications 800-115 Technical Guide to Information Security Testing and Assessment;
e Open Source Security Testing Methodology Manual (OSSTMM);

e Information Systems Security Assessment Framework (ISSAF);

e Web Application Security Consortium (WASC) Threat Classification;

e Open Web Application Security Project (OWASP) Testing Guide;

e Payment Card Industry Data Security Standard (PCI DSS);

e CraHpaptbl Center for Internet Security (CIS);

e Common Vulnerability Scoring System (CVSS).

Cneumanuctbl MapTHepa oKa3biBatoT YCNyr B COOTBETCTBMM CO C/EAYIOWMMM STanaMmm:

MowncK HOBbIX CEPBUCOB Ha BHELLHEM NepuMeTpe:

e [aunana3oHbl IP-agpecos;

e [OMEHHble MMEeHa BTOPOro M TPeTbero ypoBHS;

e ceTeBble Ny6/IMYHbIE CEPBUCHI U CUCTEMDI;

e MOYTOBbIE CEPBEPDI;

e DNS-cepsepbl;

e cbop cBegeHWn O COTPYQHMKAx 3akasuymMka W  APYyron [LOMNOJSHUTENbHOW  WMHbOpMauuu,
npencTaBnAoLLEN MHTEPEC ANA NOTEHLMANbHOIO 310YMbILUTEHHUKA.

ABTOMaTU3MPOBaAHHOE CKaHUPOBaHUE BHELUHEro nepmMMeTpa 3aKasuuka:

e onpepeneHne TMNOB UCMOMb3yeMbIX YCTPOWCTB;

e oOnpepeneHne UCNonb3yeMbiXx ONEPaLMOHHbIX CUCTEM;

e CKaHWpOBaHWE NOPTOB M OBHapyXXeHMEe CBA3AHHbIX CEPBUCOB;

e  NOoeHTUbUMKALNA YA3BUMOCTEN CETEBDIX CYXO U MPUNOXKEHUN;

e QHANM3 NOJIYYEHHbIX Pe3y/bTaTOB CKAHMPOBAHMS;

e BbISIBJIEHWE JTOXHbIX CpabaTbiBAHMM aBTOMATU3MPOBAHHbIX CUCTEM CKaHUPOBaHUSA;

e TeCcTMpoBaHMe OBHapPYXXEHHbIX YA3BMMOCTEN Ha BO3MOXHOCTb MX 3KCMayaTauun B MHOPACTPYKType
3aKka3uyuka.

MOHUTOPUHI U 3KCMEpPTHAs OUEHKa YA3BUMMOCTENW B UCMOJb3yeMbIX 3aKa3uMKOM cepBMCAx, B KOTOPbIX

NPOU30LLNU UBMEHEHUSA:

e UMOEHTUDUKaLMA YyIa3BMMOCTEN B NYBINYHBIX CEPBUCAX N CUCTEMAX;

e 3KCMAyaTauuma obHapyXXeHHbIX YA3BUMOCTEN AN1S ONpefeneHns KPUTUYHOCTH;

e 3KCMepTHas OLEeHKa BO3MOXHOW 3KCAAyaTaulMm U KPUTUYHOCTU YA3BUMOCTEN.

ABTOMaTU3MPOBAHHOE CKaHUPOBaHUe Be6-NPUIOXKEHNI:

e MpPMMEHEHWEe MHCTPYMEHTOB aBTOMaTU3MPOBaHHOMO aHann3a;

e 0OHapyxeHue oOWNBOK NCMONTHEHUS;

e aHaNM3 3alMLLEHHOCTN KaHana nepenayYm OaHHbIX;

e TeCTMpOBaHMe MexaHu3Ma ayTeHTUdMKaLmu;

e TeCTMpOBaHMe MexaHW3Ma pasrpaHuyeHusa goctyna (aBTopusaummn);

e TEecTMpPOBaHME Banuaauum NoNb30BaTENbCKUX OAHHbIX;
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e [IONCK BO3MOXXHbIX BEKTOPOB aTaK Ha KIMEHTOB MPUJTOXXEeHUA.

MnaH okasaHua Ycnyr.

Ycnyru oKasbiBatoTCs B COOTBETCTBMM CO CNefyowmmm niaHamm:

Tabn. 1. MNnaH okazaHusa YCayr no BHEWHEMY TECTMPOBAHMIO HA MPOHUKHOBEHWE

N2 Bup ycnyr

[NepeyeHb ycnyr

Heo6xoanMble pecypchbl Ha
CTopoHe 3aKa3uuka

CHop 1 aHanus3 Tekyluen
1 | mokyMeHTaummn 06
06beKTe TECTUPOBAHUSA

AHanus apxmTekTypbl CUCTEMDBI, YTOYHEHWE TUNA
3/10yMbllWNEHHNKA, OMUCaHWE TO4YeK Bxoda B
Cucrtemy, n3yyeHue ocobeHHoCTEMN
KOHdUrypaumm, paspaboTka BEKTOPOB aTaku.
Cbop nogpobHbIX CBeOEHUM O CTPYKType
KoMnaHun MapTHepa W WHDOPMALMOHHbIX
cepBucax MapTHepa U3 OTKPbITbIX MCTOYHUKOB.

[JoKyMeHTaumMs w peTanbHoe
onucaHue KOMMOHEHTOB
cucrtembl, nepBuYHbIE
CBEOEeHUs O LeneBon CUCTEME:
IP-agpec, ooMeH u ap.

[Monck BeKTOpPOB KOMMNpPOMEeTauum CepBuUCOB U

MpoBefeHWe BHeLHEro Cnucok IP-appeco  Ana
3 Tepcm oBaHA "a cncTem; nonbITKK MoNMysnTs | ghenero TecTMpoBaHus.
i OHV?KHOBEHME HeCaHKLMOHMPOBAHHbIA LOCTYN K KPUTMYECKOW | nocryn BO BHYTPEHHMI
p MHbOPMaLMK ANS BHELIHEro TeCTUPOBaHKA. cermMeHT cet
MoAroToBKa M cCorflacoBaHWe UTOrOBOro oTyeTa
no pe3ynbTatam OKa3aHHbIX ycnyr B | Y4actne YNONHOMOYEHHbIX
3 | MoaroToeka oTyeTa COOTBETCTBMM C HOPMOIA, ONMUCaHHON B MeTopuke | COrnacylowmx  TapTHepa
McnonHuTens. Mcnonnutens
FapaHTUiiHas CneumanucTol McnonHutens npounsBoaaT OrT NapTHepa o6
nomAepxKa: nposepka | MPOBEPKY MCMpaBnexns pawee 0GHApPY)KEHHbIX )
4 | daxTa yCTpaHeHus | YA3BUMOCTEA. Mo pe3ynbTaTaM oKa3saHHbix Ycnyr | YCTPaHEHUN ysassumocren,
06Ha MHPOPMaUUSA O CTaTyce KaXKAoW 13 ya3BUMOCTEN 06HapyXeHHbIX
PYEHHbIX NcnonHutenem
y3BMMOCTEi! dbuKcnpyeTca B UTOrOBOM OTYETE. .
Tabn. 2. NnaH okasaHusa Ycayr no BHYTPEHHEMY TECTUPOBAHMIO HA MPOHUKHOBEHWE
HeobxoauMbie pecypchl Ha
Ne Bup ycnyr MepeyeHb ycnyr . pecyp

CTOPOHE 3aKasuyuka

CHop 1 aHanu3 TekyLen
1 | mokymeHTauumn 06
06beKTe TeCTUPOBaHUSA

AKTUBHbBIN W NACCMBHbIN COBOP [HOaHHbIX O
BHYTpeHHel WHdpPacTpyKType (MCnonb3yemblie
TEXHONIOTUWN, apxuUTekTypa U obopynoBaHue
cetn), a TaKXKe MnepBuMYHAn waeHTUdMKauua

DocTyn BO BHYTPEHHUI

CerMeHT ceTun

MpoBepeHue
BHYTPEHHEero
TeCTUPOBaHUA Ha
NPOHUKHOBEHNE

ysaA3BUMOCTEN B ceTeBbIX cnyxbax 7
NPUIOXEHUAX.
Monck  BO3MOXHOCTM  nonyyeHus HCO K

KOHOUAEHUMANbHbIM OaHHBIM U  3aLMULEHHBIM
cerMeHTam ceTu npu  Hanuyum Tpebyemoro
CeTeBOro fOCTyna, HO B OTCYTCTBME [OCTaTOYHbIX
npueunernmn B OMepauMoHHOM  cucteme,
cepBucax W NPUNOXKEHUAX. DKCnnayatauus
OBGHapyXXeHHbIX  YyA3BMMOCTEM W  MNpPOBEpKa
Hanbonee BEPOSATHbIX BEKTOPOB aTaku,
Nno3BoNALWMX nonyyunTb HCO K
KOHOUAEHUMANbHbIM  OaHHbIM,  3aLWMLWEHHbIM
CerMeHTaMm CeTu UK [aXke MNONHbIM KOHTPONb Haf,
IT-MHDPACTPYKTYPOIA.

HeobxoauMmble NpuBMAErnu Bo
BHYyTpeHHeln WHdpacTpyKType
B COOTBETCTBMW C BbiGpPaHHOM
MOAESbIO 310YMbIWEHHMKA

[MoarotoBka M cornacoBaHWe UTOroOBOro OTyeTa

no pe3ynbTataMm OKa3aHHbIX ycnyr g | Y4actue YMNOJTHOMOYEHHbIX
3 Moprotoeka otyeta COOTBETCTBUM C HOPMOI1, OMMCaHHOI B MeToaMKe | cornacylowmx lapTHepa  u
WcnonnuTens. Wcnonnutens
FapaHTUiiHas CneumnanucTbl NcnonHuTtensa npounsBoaaT )
nomnepxka: nposepka | MPOBEPKY MCMpaBneHus paHee 0BHapyXeHHbIX OTuér MapTHepa 0?
4 | ¢akra yCTpaHenus yasBuMocTen. Mo pesynbTatam okasaHHbIx Ycnyr | YCTPaHeHun ysi3BUMOCTEN,
0BHapYKEHHbIX MHbOopMaLma O cTaTyCce KaXKaon U3 ya3BMMOCTEN O6HapYXXeHHbIX
yA3BUMOCTEit d1KCMpyeTCa B UTOrOBOM OT4eTe. NcnonwuTenem.

BHyTpeHHee TecTUpoBaHUe Ha NPOHUKHOBEHME.
TecTupoBaHMe Ha MPOHUKHOBEHWE MNPOBOAMUTCA C LIENbI0 BbIIBAEHUS YA3BUMOCTEN BHyTpeHHeik

MHPPaCTPYKTYpPbI

3aKa34yunka,

a Takxe nofiydeHusl OBBEKTUBHOW OLEHKM ee TeKYLEero YpoBHA

3alUNLLEHHOCTUN. [IOCTMXKEHME ITUX LIeIeN CHUXaeT BEPOATHOCTb HAaCTynsieHna MHUMOeHTa, Bbl3BaHHOIo

LEeNCTBMAMM MNOTEHLUMANbHOIo 3/10yMbllUNEHHUKaA.

BHYTpeHHee TecTMpOBaHWe Ha MPOHUKHOBEHUE

nMnuTUnpyeT nencremsa 3/10yMbllUNEeHHNKA B COOTBETCTBUK C OLHOM M3 Mopenen, npuBeneHHbIX HUXe.

MpepnonaraeTcs, 4TO

3/10yMbIWNEHHUK

ABNdaeTcqd

o6napatolmM HaBblIKaMM, CONOCTaBUMbIMK C HaBblkamMu MapTHepa.
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2.4.
2.4.1.

2.4.2.

Bo3MO)KHble MOaeny 310yMblluneHHUKa (BbibMpaeTca OpHO U3 3HaYEHUI)

Llenb: nonyyeHne ¢uMHAHCOBOM WMNM OPYrod NIMYHOM BbLIFOAbl, @ TaKXe HaHeceHue nwboro Bpepa
3aKasumnKy Un ero KamMeHTaM.

YpoBeHb KBalMdUKALUU: BbICOKOKBANMDULMPOBAHHLIA  Creunanuct, obnajallmnii  HaBblKaMu,
CPaBHUMbIMU C HaBblkaMu MapTHepa.

Mpueunernu:

e TPUBUNIErUN BO BHYTPEHHEN CETU OTCYTCTBYIOT;

e MoNb30BaTeNbCKas yyeTHas 3anncCb B LOMEHE;

e yyeTHas 3anumcb TMnosoro APM.

JocTtyn K nHdpacTpykType:

e [OCTYN B FOCTEBOWN CErMEHT CeTH;

e [OCTYN B NONb30BATE/IbCKNI CEIrMEHT CETH;

e [OCTYN B BblAENEHHbIA CErMEHT CETU.

B xopme okasaHus ycnyr [lapTHep MMUTUMPYET nMpouecc aHanm3a BHyTpeHHen WHOPACTPYKTYpbI
NOTEHLUMaNbHbIM 3/10YMbIWNEHHMKOM B COOTBETCTBMU C BbILIEONMCAHHON Mofgenbio. Mpun 3ToM gencreusa,
Begylwmne K BO3MOXHOCTM HaHeCeHUs Bpeda 3aKa3ymKy WMAW ero kKaueHTaMm, [MapTHep BbINOMHSAET
WMCKOYMTEIbHO MO COr1acoBaHMI0 C 3aKa34ymKoM.

BHelwHee TecTUpoBaHWE Ha NPOHUKHOBEHME,
B paMKax BHeLIHero TeCTMPoOBaHMa Ha NPOHUKHOBEHME MapTHEP UMUTUPYET OeNCTBMSA 3/10YMblLWIEHHUKA
B COOTBETCTBMW C OOHOW U3 MOAenen, npueeaeHHbIx B Tabnuue 3. MNpennonaraetcs, YTo 3/10YMbIWAEHHUK
ABNIAETCA BbICOKOKBAaNMOUUMPOBAHHLIM CrneumMannctom, obnagalowmM HaBblkaMW, COMNOCTAaBUMbIMU C
HaBblkaMu T[lapTHepa. Ha o0OCHOBaHMM [paHHbIX, MNONYYEHHbIX OT 3akKa34yuka, TecTMpoBaHME Ha
NMPOHUKHOBEHME NPOBOAUTCHA B COOTBETCTBMM C MOLENbIO 3/10YMbILWIEHHNKA A ona YepHoro swnka, B gnsa
Ceporo awmuka n C gna benoro sauwmka.

Tabn.3. Mogesnb 310yMbllIEHHUKA

Mopenb MpuBunerum OnucaHune
3/T0yMbIWIEHHMK He WMeeT Y4YeTHbIX fAaHHbix B CucTeMe, [encTeysa w3
A HeT MHTepHeTa, He obnapaet 6a3oBbiMW 3HaHMAMKU O CucTeme lMapTHepa, uMeeT

ONbIT U HAaBbIKW B UCMOJIb30BaHUM YA3BUMOCTEMN.

YyeTHble faHHble 3M10YMbIWNEHHUK MMEET MUHUMalNbHble NpusBunerun B Cucrteme, p,elhcmyq n3

B nonb30BaTeNs VIHTepHeTa, MMeeT MUHMUMaSbHble 3HaHWst 0 CucTeme MapTHepa.

MNpasa 3N10yMbIWNEHHUK 0BMafaeT NpaBaMu afMUHUCTPATOPa BO BHELWHUX CHyX6ax
C

agMUHUCTpaTopa MapTHepa.

O6beM Ycenyr.

BHelwHee TeCcTMpOBaHME Ha MPOHMKHOBEHME BKJIIOYAET cepylowme 3Tanbl:

1. C6op uHbopmauumn o6 o6bekTe NccnenoBaHUA:

e [OuanasoHbl IP-agpecos;

e 1MEHa JOMEHOB 1 NOAAOMEHOB;

e ceTeBble NYGANYHbIE CEPBUCHI U CUCTEMDI;

e [OYTOBblE CepBepa;

e DNS-cepsepa;

e CpencTBa 3aWMTbl, UCNOJSb3yeMble 3aKa34ynMKoM;

e MHPOPMALMA O COTPYOAHUKAX U ApYyraa oOoNoSIHUTeNbHasa MHPopPMaLmMa, NpeacTaBnaoLLan MHTepec ana
NOTEHLWANbHOro 3/10yMbILUIEHHMKA.

2. TecTMpoBaHWe Ha NPOHUKHOBEHUE U NMOMBbITKM KOMNPOMETaLMUN NY6NNYHbIX CEPBUCOB 3aKa3uuKa:

e OUCK yA3BUMOCTEN B NYBINYHbBIX CEPBUCAX U CUCTEMAX;

e 3KCMJyaTaums oBHApPY)KEHHbIX YA3BMMOCTEN W 3aKpensieHne B CKOMMNPOMETUPOBAHHbLIX CepBMCAXxX U
cucTeMmax;

e pa3BMTME aTaKu Ha BHYTPEHHIOK CETb M MOMNbITKaMW OOCTyna K KOHOUAeHUManbHon MHbopMaumu.

e TPUMEHEHME MHCTPYMEHTOB aBTOMATU3NPOBAHHOMO aHaM3a 3aWMLLEHHOCTH

. MoprotoBka UTOFOBOro oTyeTa:

e 06waa nHbopmauus;

e DJKCMepTHasa OLEHKa TeKYLEero ypoBHS 3aWMLLEHHOCTH;

e repeyeHb OOHAPYXXEHHbIX YA3BUMOCTEN;

e 00WMe peKoMeHaaUMM No NoBbILEHNIO YPOBHSA 3aLWMUEHHOCTH;

e CLEHapui KoMNpomeTauunu;

e noapobHaa MHPopMaUMA O HaWOEHHbIX YS3BMMOCTAX, BK/OYas nogpobHoe onucaHue, YpPOBEHb
OMacHOCTU, MecTo 0bHapy)XeHunsa, NpMMep aKCnayaTauum 1 peKoMeHaaumMmn no yCTpaHeHuto.

BHYTpeHHee TecTUpoBaHNE Ha NPOHUKHOBEHME BKOYAET crieayolme 3Tanbl:

1. C6op paHHbIX 06 06beKTE UCCegoBaHUA:

e [aunana3oHbl IP-agpecos;
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e MeHa JOMEHOB M NOoAAOMEHOB;

e CeTeBble NPOTOKO/bl, UCNONb3yeMble B TOKANIbHOWN CETH;

e ceTeBoe obopynoBaHue;

e [OYTOBblE CepBepa;

e DNS-cepsepa;

e KOMMOHEHTbI CeTH;

e CpencTBa 3aluThl;

e BHELIHWE CUCTEMbI, OTPAXKEHHbIE BO BHYTPEHHEN CeTu;

e Tunbl M Bepcun OC;

e TuUNbl N Bepcuu MO;

e TUMbl U BUAbl YCTPOWCTB.

TecTMpoBaHMe Ha NPOHUKHOBEHUE:

e poOBepKa BO3MOXXHOCTU MNPEOoaoSIeEHMNA CETEBOro NepmnMeTpa;

e nowuck cnocobos nonyvyeHna HCI kK onepaunoHHbIM cMCTEMAM, NPUNIOXEHUAM 1 cnyxbam (CYB[, Beb-
NPUNOXEHUA U ap.).

3. SKcnnyaTauus o6Hapy)XXeHHbIX yA3BUMOCTEN:

e aHaNM3 ya3BUMOCTelN paboymx CTaHLMIM Nosib30oBaTeNne, KOMNOHEHTOB BHYTpeHHEeN MHDPaACTPYKTYpbI,
ceTeBOro o6opyanoBaHUA U CETEBbLIX CPEACTB 3aLUThl;

e MOOENMPOBaHME aTaK Ha YPOBHE MPUIOXEHUN, ceTeBblXx cepBuMcoB M OC C MCNoNb30BaHWEM
cneumann3npoBaHHbIX CPEACTB, @ TaK)Ke CBefeHMn 06 ya3BMMOCTAX M OWMBKaxX KOHbUrypaunm;

e 3CKanaumsa NpuUBUIErni NOMb30BaTENA — NPOBEPKA BO3MOXXHOCTM NONYYEHUSA NpaB agMUHUCTPATOPa;

e [poOBepkKa BO3MOXXHOCTM HECAHKLMOHMPOBAHHOIO MOBLIWEHUA MpuBunernin B IT-cepBucax
aBTOPM30BAHHbIMW MOJIb30BATENAMM U MONYYEHUSA [OCTYNA K 3aKPbITON MHDOpPMaLmMu;

e TpOBEpKa BO3MOXHOCTU KOMMpPOMEeTauun nybnuMyHbIX CEPBUCOB C LEbI MOJlydeHMsa OocTyna K
KOHpUOeHUManbHoM nHpopmaumm nnm MHGopMaLmMm orpaHMYeHHOro Noib30BaHus;

e TMpPOBEpPKa BO3MOXXHOCTU NOSyYEHUs A0CTYNa K KOHTPO//1Iepy AOMeHa.

. MoproTtoBka oT4yeTa:

e o06wana nHbopmauus;

e 3KCMEpTHas OLeHKa TeKYLEero ypoBHS 3alULLEHHOCTH;

e CLEHapui KoMnpoMeTauuu;

e repeyeHb OBHAPYXXEHHbIX YA3BUMOCTEN;

e 06WMe pekoMeHagaunm no NoBbILLEHUIO YPOBHA 3alLULLEHHOCTH;

e nogpobHaa MHPoOpMauUMA O HaWOEHHbIX YA3BMMOCTAX, BKJOYas nogpobHoe onucaHue, YpPOBEHb
OMacHOCTU, MECTO OBHapY)XeHUsa, NPUMep 3KCMyaTaunum U peKOMeHAAaUMN No yCTPaHEeHMIO.

OrpaHuyeHue OoTBETCTBEHHOCTU NPU OKasaHuu Ycnyr.

MapTHep 6epeT Ha cebsa oba3aTenbLCTBa NPeAnpuHMMaTh BCe pa3yMHble Mepbl NPeaoCTOPOXXHOCTH, YTOObI
npu oKasaHuu YCIyr He HapywaTb HOPMasbHY paboTy KOMMOHEHTOB CeTH 3aka3uuKa.

MapTHep rapaHTMpyeT cobNtaeHNE YCIOBUA KOHOUOEHLMANBHOCTU UCXOAHbIX AAHHbIX U/UNWN CBELEHUN,
OTHOCALWMNXCA K [OeATeNbHOCTM 3akasuyuka, CTaBWMX M3BECTHbIMM creumanuctaM [lapTHepa B xope
OoKasaHua Ycnyr.

Mpwn obHapyXeHun yA3BUMOCTEN, KoTopble MoryT noBNUATbL Ha
LeN0CTHOCTb/AOCTYNHOCTb/KOHDUAEHUNANBHOCTb cucTeMm 3aKa3suuka MapTHep npoBoauT
npenBapuTeNbHOE COrlacoBaHue nepep ux aKCnayaTaumen Ha LeneBon cucteme.

B c/iyyae BO3HMKHOBEHMS BHELITATHbIX CUTYaLMiA, @ TakK)Ke Npu ciydyae BO3LENCTBMSA Ha OOCTYNHOCTb UK
NPOM3BOANTENIbHOCTb LiefIeBbIX CUCTEM, CReunanncTol MNapTHepa onoBewatoT 06 3ToM 3akasyumka.
Cornawasicb c okasaHuMeM Ycnyr, 3aKa3uyuMk NpuHMMaeT Ha cebs pUCK BO3MOXHOIO HACTyMniaeHua
HeraTUBHbIX MOCNenCTBUN MPOBEPKU. YUUTbIBAg, YTO 4YacTb MPOBEPOK MOMHOCTbIO UMUTUPYET aTaku
3/10YMbILW/IEHHMKOB, 3aka3umk BepeT Ha cebsa yperynupoBaHue npobnem, CBA3aHHbLIX C NPETEeH3UAMMU
onepaTopoB CBA3U MW NOBbIX MHbIX OpraHM3aumn u Gusmyeckux nuuy, K MaptHepy.

3aKa3uyMK NOHMMaET, YTO B XO[e NPOBeAeHNa NPOBEPKM MOXET BbITb CHMXKEHA AOCTYNHOCTb CEPBUCOB U
NPUIOXEHUI, U BepeT Ha ceba yperynMpoBaHMe CBA3aHHbIX C 3TUM BO3MOXHbIX Npobnem, a Takxe
06a3yeTca He NpenbsaBIATb NPETEH3UN K MNapTHepy No AaHHoMY daKTy. 3aKa3ymMK He BO3pakaeT NpoTuB
npusneyeHuna MapTHeEPOM CNeUnanncToB, KBanandmKaLumMsa KOTOPbIX NO3BONAET UM OKa3blBaTb YKa3aHHble
BMAabl YCnyr.

3. NOoPAAOOK PACYETOB N TAPUDOUKALIUA

CToMMOCTb OKa3sblBaeMbix Ycnyr cornacosbiBaetca CTopoHamMu B 3akasax Ycnyr n Cneumdukaumm Ha
OocHoBaHuK TapudoB, pa3Mep KOTOpbiX ycTaHoBMeH B MpunoxeHun N2 7.A. k Oorosopy. CToMMOCTb
Ycnyru ykasbiBaetca 3a OTUYETHbIN nepuog,.

OnnaTa Ycnyr ocyuecTesnseTcsa 3aka3uynkoM B NopsanKe, ycTaHOBNeHHOM Pasgenom 4 [loroeopa.

4. WHbIE YCNOBUA, MPUMEHUMBIE K YCITYTAM
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4.5.

4.6.
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4.6.3.
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4.6.5.

4.7.

4.8.

4.9.

3aKa34MK NPONHGOPMMPOBAH M COrNaceH C TeM, YTO B OTHOLUEHMM OMNUCAHHbIX B MPUNoXeHUn YCnyr He
npuMeHsawTca ycnoeua SLA Ycnyr - [punoxeuua 2.0 M T. O., KOTOpble OMMUCbIBAOT YPOBHMU
npegocTasneHua Ycnyr no [orosopy, KOMMeHcauMu 3a HecobnogeHue OOCTYMHOCTM YCayr, Nopagok
06paboTKM 3anNpocoB 3aka3umnKa, a TakKe MHble CBA3aHHble C OKasaHueM YCayr Bonpochl.

Mepen HayanoM okasaHua Ycnyr 3akasuuk o6sg3yeTca nepepatb McnonHutento opuruHan (-bl)
NOANUCAHHOro (-Hbix) ABTOPM3auUMOHHOrO (-HbiX) nucbMa (MUceM). ABTOPM3aUMOHHbIE MUCbMa
cocTasnstoTcs no dopMe Mpunoxenmnsa N2 13.6. kK [Jorosopy.

3aKa3uuk obdA3syeTca MOAyuYnTb BCe HeobxoauMmble cornacua Ha o6paboTKy MepcoHanbHbIX AaHHbIX
du3nyeckux nuu, nossongdwoline MicnonHuTento okasbiBath YCIyru, a TakyKe o6ecneyunTb Hagaexxallyo v
6e3onacHyo ux o6paboTKy Npu nepepade McnonHUTenNo.

3aKa3uymMK Kak onepaTtop NepcoHasnbHbIX JAHHbIX 06A3yeTca mocne NosyYeHus cornacuin Ha obpaboTKy
nepcoHanbHbiX HaHHbIX [0 WX nepegaynm [lapTHepy HanpaBuUTb €My MopydyeHMe Ha o06paboTky
NepcoHasnbHbIX OAHHbIX, COCTaBNeHHoe no ¢opMe cornacHo MpunoxeHuto N2 13.B. k [Jorosopy, Ha
3NeKTPOoHHYo noyty info@bi.zone.

B cny4yae BbIIBNEHWS HEAOYETOB B UTOrOBOM OTYeTe 3aKa3uuMK AOHKEH YAANUTb U3 OTYeTa NepCcoHanbHble
JaHHble M HanpaBuTb MICNONHWTENO MMCbMO MO 3EKTPOHHOM NOYTE C 3aMeYaHUsIMUN oA UX YCTPaHEeHMS
MapTHepoM.

CTOPOHbI NPULLIAN K COTNAaWeHMIo, YTO B C/ly4ae OTKa3a 3aka3yuMka OT OKasaHus YCyrv no nognmcaHHomy
3akasy u Cneuudukaumm 3akaszumk o6sa3yetca onnatutb MCNONHUTENHO CTOMMOCTb TakKux Yciayr B
cnepyloweM pasMepe 1 nopsake:

Ecnn 3asBKa Ha pactopeHue cooTtBeTcTBylowen Cneundukaumm HanpasfieHa 3aKa34yuMKoOM B appec
NcnonHutensa He no3)e 3 (Tpex) KaneHOapHbIX MecsleB C MOMEHTa MOAMMCaHWs COOTBETCTBYIOLLEN
Cneundukaumm, TO 3aKasuymk onnadmeaet WCnonHuTento CcToMmocTb YCiyru, YykKasaHHoW B
cooTBeTcTBYyloWen Cneumdukaunm, B pasmepe 1/4 (ogHOM YeTBEPTOM) OT rofgoBOM CTOMMOCTU YCnyru,
yKasaHHOW B gaHHol Cneundukaumn.

Ecnu 3asBKa Ha pacTopeHue cooTBeTcTByowen Cneundukaumm HanpaBneHa 3aKasuyMmkoM B appec
NcnonHutens no3xe 3 (Tpex) KaneHpapHbiX MecsueB C MOMEHTa MNOAMWCAaHUA COOTBETCTBYIOLLEN
Cneundunkaumm, HO He npeBbllaeT 6 (WecTn) KaneHZapHbIX MecsaueB C MOMEHTa MOAMUCaHMS TaKown
Cneundukaumm, TO 3aKasumk onnadmeaetT WcnonHutento crtommocTb VYCAyru, YyKasaHHoOW B
cooTBeTcTBYylOWen Cneundukaummn, B pasMepe 1/2 (ogHOM BTOPOM) OT FOAOBOM CTOMMOCTM YCNyru,
yKasaHHOW B gaHHol Cneundukaumn.

Ecnn 3asBKa Ha pacTopXXeHue cooTBeTcTBylowen Cneundukaumu HanpasB/ieHa 3aka3yMKoM B appec
McnonHutena nos3xe 6 (WeCTW) KaneHZapHbIX MecsilueB C MOMEHTa MOAMMCaHUA COOTBETCTBYIOLLEN
Cneundukaumm, TO 3aKas3uyumK onnaynmBaeT MWCnonHUTENo MOMHYK T[OAOBYK CTOMMOCTb YCNyru,
yKa3aHHyo B faHHon Cneumdukaumnm.

Ecnn 3asBka Ha pacTop)eHue cooTBeTcTBylowen Cneuudukaunmm Ha pa3oBble YCNyrM HanpasBfieHa
3aKa34ynkoMm B agpec McnonHutens He no3xe 1 (OgHOM) KaneHpapHoOW HedenuM ¢ MOMEHTa NoAnMcaHus
cooTBeTcTByloWwen Cneundukaumm, TO 3aKasynmk onnaymeaet WCNoOAHUTEND CTOMMOCTb YyCayr
NPoOnopLMOHanbHO 0OWeMy KONMMYEeCTBY OHEN CPOKa OKasaHusa YCAyr, yKa3aHHOMW B COOTBETCTBYHOLEN
CneundunKkaumm Ha pasoBble YCiyru.

Ecnn 3asBka Ha pacTop)keHue cooTBeTcTBylowen Cneuudukaunmm Ha pasoBble YCAyrM HanpasfieHa
3aka3unkoM B agpec McnonHutena no3xe 1 (OgHoOM) KaneHOoapHOW Hedenn C MOMeHTa noanucaHus
cooTBeTCcTBYlOWeN Cneundunkaumm, To 3aKkasymk onsaymaeT MICMONHUTENO NOIHYO CTOMMOCTb Pa3oBOM
Ycnyru, ykasaHHyo B gaHHon Cneundukaumn.

BHe 3aBMCMMOCTM OT OCHOBaHMSA pacTtopxeHumsa Cneumdukaumm CTOpoOHbl 0653ytoTCs B TeyeHue 15
(MaTtHapguaTn) pabouymx pOHeN C paTbl ee pPaAcCTOPXXEHMSA MPOU3BECTM MOJHbIM B3auMMopacyeT no
o653aTenbCcTBaM C NOAMNMCAHMEM aKTa CBEPKMU.

Mpu pacTop)eHun Crneumdukaumm no cornaweHnio CTopoH CTOpPOHbI 06a3yI0TCA yperynnposaTtbh Bce
B3avMHble Tpe6oBaHUSA, B T. Y. UMYLLECTBEHHbIE, MPU 3aK/IO4YEHUN COOTBETCTBYIOWLEro CorfalleHus.

B cnyyae pacTtopxeHus CI'IELI,VICbVIKaLI,VIVI MM OLHOCTOPOHHEro oOTKas3a 3aKa3yuka OT MCNOoSIHEHUS

[oroeopa MapTHep BO3BpaLlaeT 3aKas3yMKy BCE MOJlyYeHHble JOKYMEHTbl U (UNK) MaTepuanbl B TeYeHue
5 (MaTtu) pabouunx gHel c MOMEHTa PacTOPXKeHMsa cooTBeTCcTBYlWel Cneundukaummn/dorosopa.
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