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NPUNOXEHWME N2 1.47.H

K [Jorosopy
OMMCAHWE N YCNOBWA NMPEOOCTABJIEHUNA YCIYT
YCJTYITAWEB APPLICATION FIREWALL
1. HAUMEHOBAHMUE YCNYTU
1.1. HanmeHoBaHue Ycnyru: «Web Application Firewall».
1.2. HacToawmn LOKYMEHT COAEPXKMUT ONMcaHne coctaBa Ycnyru, ee 6a3oBoi GYHKLMOHANbHOCTMU, BO3MOXKHbIX

CONYTCTBYIOWMNX U OOMNOMHUTENbHbBIX YCNyr, o6Wero nopanka MOAK/IOYEHUS, U3MEHEHUA U OTK/HOYEHUS
Ycnyru, ycnoBuii NpeaocTaBneHns 1 orpaHnyeHms.

2. MHDOOPMALNA OB YCNVTE
2.1. KpaTtkoe onucaHue Ycnyru:

Web Application Firewall (WAF) — MexceTeBOol 3KpaH YPOBHA NMPUTOXKEHUN 09 BbISBEHUA U BTOKUPOBKMN
aTaK Ha Be6-npunoXxeHus.

2.2. CocTtas Ycnyrm n oCHOBHble KOMMOHEHTbI.
B cocTaB ycnyru Bxogmt Habop MHCTaHCOB AN1S1 YNPAaBIEHUA MEXCEeTEBbIM 3KPAHOM.
2.2.1. OCHOBHblE KOMMNOHEHTbI YCNyru:

e B cocTaB Ycnyru BxoouTt Habop MHCTAHCOB A9 YNpPaB/eHNs MeXXCeTeBbIM 3KPaHOM.
2.2.2. MOYHKUNOHAIbHble 0COBEHHOCTU:

e HaxoauT u BNOKMPYET MHOXECTBO pPacrnpoCTPaHEeHHbIX aTak, TakKMX KaK BHeapeHue kopa SQL,
MEXXCaMTOoBbI CKPUNTUHT (XSS), yoaneHHOe BbINO/IHEHWE KOMaH, U Koga, 06xofd KaTanoros, noayyeHue
JOCTyna K KoHduaeHuManbHbiM gaHHbIM, aTaku Challenge Collapsar (CC), BpeooHOCHbIE MOUCKOBbLIE
00Tbl U MeXXcanToBylo nopaenky 3anpocos (CSRF).

e OO6GHapy)eHMe u 3almnTa oT Be6-o060/104eK.

e WAF ucnonb3yeT BCTPOEHHbIN MexXxaHW3M CEMAHTMYECKOro aHanusa W MexaHW3M perynsapHbix
BbIpa)XEHUI, a TaKXe MoAaep)XMBaeT HACTPOWKY MNpaBui YepHOro u 6enoro cnucka, 4To yMeHbllaeT
KOMIMYECTBO NIOXHbIX cCpabaTbiBaHUMN.

e [lekooupyeT cnepytowme tmnol kopa: url_encode, Unicode, XML, C-OCT, wecTHaguaTepuyiHbin, HTML
escape 1 base64 kop, JavaScript, Shell 1 PHP KoHKaTeHaumnsa cMHTaKcumca.

2.3. ObecneyeHune 3aWNTbl MHDPACTPYKTYPHI.
3awmTa nHGpacTpykTypbl ob6navyHom nnatdbopMbl obecrneymBaeTcs Ha CNeayloLmnX YPOBHAX:
e Ha PU3MYECKOM YpPOBHE;
e Ha CEeTEeBOM YpPOBHE;
e Ha MHPPACTPYKTYPHOM.

2.4. Tunbl pecypcos:

2.4.1. dnenBopbl N OUCKK:
e WAF instance Enterprise Edition 8 vCPUs, 16 GB;
e System Disk (High 1/O) 40 GB;
e Data Disk (Ultra-high I/0O) 200 GB.

2.5. Tunbl NOAKNKOYEHUS K CETU U CETEBbIE CEPBUCHI:

2.5.1. Tun NOgKNKYEHUS K CETU: VIHTEpHET-COeANHEHME; 3allnLLeHHoe NHTepHEeT-CoOeaAnHEHMe.
2.5.2. CeTeBble cepBuUchl: Beb-cepsepbl.

2.6. TexHnyeckoe onucaHue Ycnyru.

nns pa6OTbI C Vcnyroﬁ ncnosb3yeTcd CepBNCHO-OPUEHTUPOBaAHHAA MoAe/b — NpenoCcTtaBieHndA ob6nayHbIX
Bbl‘-IVICJ'IEHVIVI, npu KOTOpOl7I I'IOTDE6VITE‘J'Ib nony4dyaet p[oCctyn K UCMNOJIb30OBaHUIO VIHCbOpMaLI,VIOHHO-
TEXHOJTOrM4yeCcKunx I'IJ'IaTCbOpM.

2.7. MOHUTOPUHT:
e MOHUTOPUHI NNAaTGOPMbI OCYLLECTBASETCA WTATHLIMU CPEOCTBAMM CO CTOPOHbI MicnonHuTens.

2.8. TpeboBaHUA K MHDPACTPYKTYpe 3aKasuunka:
e CTtabunbHoe VMIHTEpHET-COeaMHEHME.
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3. BA30BA4 ®YHKLUMNOHAJIbHOCTb U METPUKU YCNYTU
baszoBas pyHKLUMOHANbHOCTb U MeTpukn Ycnyru « Web Application Firewall» onucaHa B Tabnuue 1.

Tab6n.1. MNapameTpbl NpegocTaBnseMon Ycnyru

yenyra TapubuLpyemsie XapaKTepUCTUKMA 1 METPUKM AT
eauHMLpI 3HayeHus
Hron hbplication WHcTanc 8 vCPUs, memory 16 GB Konuuectso
Firewall

4. TAPUDUKALNA YCIIYTU

Bo3MOXHble BUAbl Tapnudukaumm Ycnyru:

Ctatuctnyeckasa Tapmobukaumnsa.

duKCcMpoBaHHaaA CTOMMOCTb YCYrM 33 OOMH KafleHgapHbI Mecal,.
OuHaMuyeckasa Tapudukauma.

MoyacoBas Tapudunkauma, no GakTy MCNONb30BAHMNA PECYPCOB.

OuHamuyeckaa Tapudukauma (Pay as you go). OuMHamumyeckas Tapudbukauma npegnonaraet onnaty nyna
pecypcoB, yKasaHHbIX Bbilwe, No ¢akTy Ux noTpebreHns 3aKa3ymMkoM B TedeHne OTYETHOro nepuoaa.

BennumHa exxeMecs4YHOro naaTexa 3a nosib3oBaHue YCyroin onpenensetca B COOTBETCTBUN C PaKTUYECKUM
notpebneHneM pecypcoB, yKasaHHbIX B Tabn. 1.

OKoH4YaTenbHaa ctoumoctb VYcnyrm B OT4YETHOM nepuode GOPMUMPYETCS Ha OCHOBaHUM 06béMa
noTpebneHHbIX PECYPCOB M B COOTBETCTBUM C TapndOM, yCTaHOBNEHHbIM B MpunoxeHuun 7.47.H k lorosopy.

OvHamuueckas TapuduKaumns, ocyLLecTBAAIOWAACS B NO4acoBoM nopsake (M3 pacyeta ctoumocTu 1 (ogHoro)
yaca), HauMHas C NepBoi MUHYTbI UCMOJb30BaHMA. HenosHbie Yackl MCMOMNb30BaHUA YCAyrn, HaunHasa c
NepBOl MUHYTbI, OKPYIIAIOTCA A0 NOMHOMO Yaca Nnosib30BaHMa YCyrom.

[aHHble (0TY4éTbl 06 MCnonb3oBaHUKM) MO [duHaMUYeCKoW TapubuKauMm 3aKasuMK MOXKEeT 3anpocuUTb Yy
MeHemXepa no Jorosopy.

5. MHbIE YCNOBWNA, NMPUMEHUMBIE K YCITVTE

BO3MOXHble BUObl NOAK/IOYEHUS [ UBMEHEHUS [ OTKNYEHUS YCnyru:
MocpencTeoM nognucaHusa 3akasa.
MocpencTBOM COBepLUEHMS AeNCTBMIA Ha MNopTane.

B0O3MOXHbI NOPAAOK pacyéToB no Ycnayre:
MpepBapuTenbHaa onnaTa.

MocTonnara.

Bo3MoHble cnocobbl onnaTthl / NnopsaoK nononHeHus 6anaHca:
B 6e3HanMYyHOM nopsiaKe Ha OCHOBAHMK BbiCTaBeHHOro MicnonHuTeneM cyéTa.
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