C LOUD 000 «O6nayHble TexHonornn» +7 (495) 260-10-82 laaS_B
Cloud technology Limited (Ltd.) www.sbercloud.ru Bepcus 220630

MPUNOXXEHWUE N2 11

K [Jorosopy
ONMMCAHWE N YCJTOBWNA MPEOOCTABJTIEHNA
YCIYT «MANAGED SERVICES»
1. ObLWAA NMHOOPMALIMA N ONMMNCAHUE YCITYT
1.1. Managed Services - ycnyra, B paMkax kotopon McnonHutenb o6cnyxueaet IT-uHGpacTpyKTypy 3aKasumka,

pa3sMeweHHyto Ha ENT.

Managed Services BK/O4YaeT cnepylouiee BMabl pabor:

e OAK/IOYEHME U HacTponKa cepBuca NHTepHeT — NAT;

e TMOAK/IOUYEHME M HAcTpoMKa cepBuca B obnake yepes Site to Site VPN - L3 VPN (IPsec VPN);

e HacTtpouka Firewall;

e MpoBepKa NPaBUNbLHOCTM HacTpoeK Firewall, BbINONHEHHbIX 3aka3unmkoM (Hanpumep, npasun DNAT,
SNAT);

e HacTtporka DHCP;

e HacTpoika Routing;

e HacTpolka Load Balancer;

e (CO3[0aHME BUPTYasibHON MalMHbl U3 CTaHAAPTHOro WabfoHa;

e (CO3[0aHMe BUPTYasbHOM MallMHblI cCOrnacHo TpeboBaHUAM 3aKa3unKa;

e V3MEHEeHMEe XapaKTEPUCTMK BUPTYasibHON MaluHbl (6e3 KacTtoMum3auum roctesomn OC);

e (CO3[aHME KJIOHOB BUPTYasibHbIX MalUWH;

e BbIrpy3Ka MeTpUK cocToAaHMa no TpebosaHuio (CPU, RAM, ceTeBbiXx MHTEPdENCOB);

e (CO3[aHMe U yaaNleHue Nonb30BaTeNsA B TEHAHTE;

e HACTpoWMKa NPUBUNErnii Nnonb3oBaTens;

e V3MEHeHMe OUCKOBOM MOMUTUKK MO YMONYaHUIO ons BupTyanbHoro LLOMO;

e BKJ/IlOYEHME [ OTK/IOYEHNE LOMOSHUTENbHbIX YCNYr, AOCTYMHbIX WTAaTHbIMW CPEACTBAMU BUPTYaNbHOIO
oA (nornposaHue, DFW, VPN n 1. 0.);

e OUEHKAa HeobxoaMmoro o6beMa XpaHunuLLa Ana Pes3epBHOro KONMPOBAHUSA;

e (CO3[aHMe 33a4aHnA Pe3epBHOro KONMPOBaHUS;

e BOCCTaHOB/IEHWE BMPTYasIbHOM MallMHbI U3 Pe3epPBHON KOMWUK;

e BOCCTaHOBNeHMe GhalioB U3 PE3EPBHbLIX KOMUIA;

e TECTOBOE BOCCTAHOBJIEHWE BMPTYasIbHOM MalLMHbI U3 PEe3EePBHOM KOMUN;

e [OMONMHUTENbHas HAcTPOlKa CepBEPOB, apeHAYyeMbIX B paMKax ycnyru «BbIOESEHHbLIVA CEPBEP (BARE
METAL)», no cornacoBaHHbIM TpeboBaHMAM 3aKasumnkKa.

2. YCJ10BUA N NOPAOOK OKA3AHWA YCNTYTU

2.1. McnonHuTenb okasbiBaeT YC/yry Ha OCHOBaHMM 3anpoca 3akasymka v nnaHa pabot (ganee - MnaH). MnaH
cornacyeTcs v yTBepXaaeTcs € 3aKa3umMKoM B MHAMBUAYANbHOM MOPSAKeE.

2.2. 3anpoc Ha Ycayry HanpaBnseTca Ha 3N1eKTPOHHbIN agpec OTBETCTBEHHOro nunua McnonHutens.

2.3. NcnonHuTenb B TeYeHMe OfHOro paboyero gHA, clefylowero 3a AHEM MoJlyYeHMs 3anpoca, NoaTBep)KoaeT
Mo 3/IEKTPOHHOM NMoYTe MOoSyYeHWe 3anpoca, a TakXKe rOTOBHOCTb 0KasaTb YCyry no COOTBETCTBYOLWEMY
3anpocy, nMbo HanpaBnseT CBOM 3aMeyYaHusl, KOTopble pacCMaTpMBalOTCA 3aka3umKoM. ECnv 3aKkasuyuk He
COrflaceH C U3MeHeHMAMM, NpoLefypa COrnacoBaHMs 3asgBKU NOBTOPSAETCS.

2.4. CTopoHbl yTBepXaatoT MNaH nyTeM cornacoBaHMs Mo 3/IEKTPOHHOM noyTe.

2.5. B pamkax Managed Services McnonHuTenb BbiNOMHAET paboTbl HAa OCHOBAHWM cornacoBaHHoro [naHa.
[ocTynHbl cnegylowme BapuaHTbl NOPSAKA OKa3aHus Ycnyru:

2.5.1. Mo PacnMCcaHMIo C yKa3aHMEM XeflaeMblX CPOKOB [O/19 KaX[oro oTaeNibHOro BmMaa pabot Managed Services;

2.5.2. no 3anpocy, KOTOPbIN HanpasnseTca B paMkax MpunoxeHnsa N2 4 k [loroBopy Ha afpec 3N1eKTPOHHOW NoYTbl

TexHMYeckon nopmepXkKu c obasaTenbHbIM yKa3aHMeM TeMbl NMUcbMa «Managed Services». 3anpoc He
NpUBA3aH K KaKOMy-TO onpenesieHHOMY BPEMEHM BbINMONHEHUS YCyru.

2.6. O6MeH opurMHanaMy OOKYMEHTOB, KOTopble HeobxoanMbl VCNonHUTENO ONsa oKasaHusa YCayru, a Takxe
nepegava 3aKasuuKy MOMYUYEHHbIX/CO3AaHHbIX B MpoLecce OKasaHua YCAyru OpUrnHanoB AOKYMEHTOB,
OCYLLECTB/IAETCA CMMAaMU U 3a cyeT 3aKasumka. McnonHuTenb Hagnexalwmm o6pasom nepenaeT opuruHabl
Noy4YeHHbIX/CO30aHHbIX MICNoNHUTENEeM OOKYMEHTOB YNONHOMOYEHHOMY NNLY 3aKasuuka.

2.7. JocTaToyHbiM  pakToM noaoTBep)KOeHUsa  oKasaHua  Ycayrm  aBnsetcs yCcrnewHblin  3anyck

YCTaHOB/EHHbIX/HAaCTPOEHHbIX CEpPBUCOB, MPOrpaMMHOro obecnevyeHms U MpoYMX COMYTCTBYHOLMUX
KOMMOHEHTOB cornacHo Mnaxy.
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3.1.

3.2.

3.3.

3. LEJTEBbIE MOKA3ATENTN NO NMPEOOCTABJIEHNIO YCNYTU

CpoK BbINOMHEHUS Ka)xgoro M3 Buaa paboT Managed Services ucymcnsgetTca He paHee MOMEHTA
cornacosaHua CrtopoHamu [lMnaHa v nNpu ycnoBMM NpenocTaBieHua 3aka3uymkoM Bcel Heobxoaumon
nHdopMaumMmn gna okasaHua Ycnyru.

B paMKax yCTaHOBJIEHHbIX NMokasaTenen ana ENT 3aka3umMk MOXeT 3akasaTtb [0 3 (Tpex) BuOoB paboT

OLHOBPEMEHHO: 2 (OBE) CO BPEMEHEM BbINOMHEHMS 00 24 (oBaguaTy 4YeTbipex) 4acos

n 1 (ogHom) co

BPEMEHEM BbINONHEHUA A0 48 (Copoka BOCbMW) YacoB, unu 3 (Tpu) Buaa paboT co BPEMEHEM BbIMOMHEHUSA
0o 24 (poBaguaTtM YeTbipex) 4acoB cornacHo Tabnuue 1. BpeMs BbIMOMHEHUA Takol o6Wwen 3asaBKM
onpenenaeTcd No caMoMy AAMTeNbHOMY BPeEMeEHU BbiNoNHeHNA B Habope paboT.

Ecnn coctaB n/munu obbemMbl paboT BbIXOAAT 3a NpPefesnbl YKa3aHHbiX B Tabnuue 1 xapakKTepucTuk, Takue
paboTbl, CPOKM M BO3MOXXHOCTb MX BbINOSIHEHMS COMNAcCOBbLIBAOTCA C 3aKas3uyMKOM B MHOMBUAOYANbHOM

nopsiake.

Tabn. 1. Llenesble nokasaTenu no obpaboTke 3anpocos

Ha ycnyry Managed Services gna ENT

HaumeHoBaHue pabot B BpemMs BpemMs
pamkax ycnyru Managed peakuum BbIMOSIHEH WS MeTpuku CBIN
Services (u.) (u.)
MopknoyeHne n HacTpomka 0,25 [lo 24 [o 3 IP-agpecos, o 5
cepsuca MHTepHet — NAT npasun
MoakntoYyeHne n HacTporka
cepBuca B obnake yepes Site .
to Site VPN - L3 VPN (Ipsec 0,25 Ro 48 flo 8 canos
VPN)
HacTpownka Firewall 0,25 0o 24 0o 10 npasun
MpoBepka NpaBUIbHOCTYU
HacTpoek Firewall,
BbINOSIHEHHbIX 3aKa34YMKOM 0,25 0o 24 o 5 cepsucos
(Hanpumep, npasun DNAT,
SNAT)
HacTtpownka DHCP 0,25 0o 24 [o 10 nopceTen
HacTtpownka Routing 0,25 0o 24 Lo 20 mapwpyTos
[0 5 BupTyanbHbIX
HacTpownka Load Balancer 0,25 0o 24 cepBepoB 1 Oo 5
cepsepoB B backend
Co3paHuve BUPTYyanbHOM
MalKWHbl N3 CTaHAAPTHOroO 0,25 Lo 24 ﬂ':u}iHBMpTyaanblx 24*7 — KPYrnocyTo4yHo
wabnoHa B paboune 1
Co3paHue BUPTYyanbHOM BbIXOAHbIE
MalWMmnHbl COrlacHO 0,25 LOo 24 flo 10 BupTyanbHbix (NpasgHUYHbIE) AHU
MaLlnH
TpeboBaHMAM 3aKa3ymka
M3MeHeHre xapaKTepmucTuk
BUPTYanbHON MalnHbl (6e3 0,25 0o 24 flo 15 BupTyanbHbix
9 MallWH
Kactomm3aumm roctesorn OC)
Co3paHue K/IoHOB 0,25 [lo 24 [o 10 BupTyanbHbIX
BUPTYalbHbIX MaLlIWH MaLlnH
Bbirpy3ka MeTpuK COCTOSAHUS [o 15 BupTyanbHbIX
no TpebosaHuio (CPU, RAM, 0,25 0o 24 MalUWH (0O 5 MeTpuK Ha
ceTeBbIX UHTEPdENCcoB) 1 BM)
Co3pakne u ypanenue 0,25 o 24 Oo 15 nonb3oBaTtenen
nosib3oBaTens B TEHaHTe
Hacrpowka npusmnervin 0,25 Lo 24 Oo 15 nonb3oBaTtenen
nonb3oBaTtens
MN3MeHeHne OUCKOBOM
MOAUTUKM MO YMONYaHUIO ANs 0,25 Lo 24 0o 15 nonntmnk
BupTyanbHoro LO[M
BknoyeHue / oTkNo4YeHne Lo 24
4on. ycnyr, AOCTYMHbIX
LWTaTHbIMW CPeacTBaMu 0o 10 nononHUTENbHbIX
0,25
BMpTyanbHoro LLOM ycnyr
(nornpoeaHune, DFW, VPN u
T.0.)
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4.1.

4.2.

4.2.1.
4.2.2.

4.3.

5.1.

5.2.

5.3.

6.1.

6.1.1.

6.1.2.

Tabn. 1. Llenesble nokasaTenu no obpaboTke 3anpocos
Ha ycnyry Managed Services gna ENT

HaumeHoBaHue pabot B BpemMs BpemMs
pamkax ycnyru Managed peakuum BbINOJIHEHMA MeTpukun cBI
Services (u.) (u.)
OueHKa HeobxoaMmMoro [o 20 obbekToB
obbema xpaHunuwa ons 0,25 Lo 48 (BMpPTYyanbHble MaWWHbI
pe3epBHOro KONMpoBaHMs nT.4.)
9*5 - ¢ 09:00 oo 18:00
Co3paHue 3agaHus flo 20 obvekTos E;r;c;MeHm)MOCKOBCKOMz
0,25 0o 48 (BMpPTyanbHble MaWUHbI
pe3epBHOr0 KOMMPOBaHMA Wt o) noHepenbHUKa no
nATHULY, 3a
WCK/TIOYEHNEM
BoccTaHoBneHune BbIXOAHbIX "
BUPTYaSbHOM MalIWHbI U3 0,25 Lo 48 0o1Tb NpasgHUYHbIX  OHEeN,
pe3epBHOMN KoNuu YCTaHOBJ/IEHHbIX
MpaBUTENbCTBOM
o Poccuiickom
BoccTtaHoBneHne Gannos 13 0.25 Mo 48 [0 500 B denepaunm

pe3epBHbIX KONui

TecToBOE BOCCTaHOB/IEHNE
BUPTYaNbHOW MallWHbl U3 0,25 Lo 48 0o 1Tb
pe3epBHOM Konuu

4. nopsaOOK CAAYN-NPUEMKU YCNYTU

B pamMkax Managed Services cgaya-npuemka Ycnyrm npom3BoanTcsa no gakTy yBegomieHmsa 3akasdmka no
3MIEKTPOHHOM MOoYTe O 3aBEPLUEHUM BbINOAHEHUA YCNYrn.

3aKa3uynK B CPOK He nosgHee 5 (nNaTu) pabouymx OHEen C gaTbl NOMy4YeHUs yBeAOMeHUa oT McnonHutens,
ob6s3aH:

n160 NOJTHOCTbIO MPUHATDL BbIMOMHEHHYIO YCAYry U NOATBEPAUTDL 3TO MO IMIEKTPOHHON NoyTe;

nnMbo He NpPUHMMaTb YCayry n coobwmtb CNOMHUTENIO MPUUYMHBI, MO KOTOPbLIM YC/Iyra He MOXET CYMTaTbCA
BbIMONIHEHHOW. WCMonHWUTENb KOPPEKTUPYeT BbINOAHEHME YCyru cornacHo TpeboBaHusM 3akasuuka (B
paMKax COOTBETCTBYHOLWEN 3a9BKM U naHa).

Ecnu 3aka3uuMk He Hanpasngetr WcnonHUTeNto MOTUBUPOBAHHbLIM OTKas OT npuemMa YCIyru B CPOK,
YCTAaHOB/IEHHbIN M. 4.2 HacTodAwero lpunoxeHus, Ycayra cYMTaeTca BbINOJIHEHHOM WcnonHuTenem B
nonHom obbeme.

5. MnorPsA0OK PACYETOB N TAPUDUKALINA

CTouMocCTb oKa3biBaeMbix No Jorosopy Ycayr cornacosbiBaetcad CTopoHamu B 3akasax Ycnyr Ha OCHOBaHUU
TapudoBs, paaMmep KOTOpbIX ycTaHOBNEeH B lNMpunoxeHnn N2 7 k Jorosopy. CToMmocTb Ycnyru ykasbiBaeTcs
3a OTYETHLIM Nepuog.

B cnyyae nokynku lMakeTtoB YyacoB Managed Services cornacHo MpunoxeHuto N2 7 K [JloroBopy 3akasumnk
NPOMHPOPMMUPOBAH M cCornaceH, 4Yto lMakeTbl YaCOB CropatdT MO UCTEYEHUIO Mecsaua, B TOM 4ucie, ecnu
3aKa3umK HMYEero He 3aKa3blBajl B TeYEHME OAHHOro Mecsua.

Onnata Ycnyrmn ocyuwectenseTcs 3aka3umkoM B nopsgke, ycTaHoseHHOM Paspgenom 4 [lorosopa.
6. OBA3ATEJ/IbCTBA CTOPOH

3aKasuumk obasyerca:

MpenocTtaBuTb NCNONHUTENIO BO3MOXHOCTb YAA/I@HHOro AOCTyNna K 06bekTaM MHBPaACTPYKTYPbl 3aKa3unka B
npenenax, HeobxoAMMbIX A1A OKasaHua Ycnyru. Mpu HeobxoaMMoCTu Bblesda cneumnanucta McnonHurtens
Ha TeppuTopM1Io 3aKasumKa NpeqoCcTaBuTb TAKOMY CMeLnanuncTy 4OCTYN Ha TEPPUTOPUIO U K MHPPACTPYKTYpe
3aKa3uuka, obecneynTb PaboTOCNOCOBHOCTb MHMPACTPYKTYPbI M MOAK/YEHME ee K CeTU VIHTEepHET;
MpenoctaBuTb WCNOMHUTENIO OOKYMEHTbl M MHbOpMauUio, KOTopble HeobxoauMbl O/l KayeCTBEHHOro
oKasaHua Ycnyru, B TpebyemoMm Buae, ¢GopMe M KOMM4YecTBe. 3aKa3uuk rapaHTUPyeT MOANMHHOCTb WU
LOCTOBEPHOCTb MPEeOOoCTaBAsAEeMbIX OOKYMEHTOB W MHboOpMauuu. WCNonHUTENb UCXOAUT M3 MPe3yMnumu
LOCTOBEPHOCTU MPefoCTaBleHHON NHPOPMALMM U HE NPOBOAMT €e OOMO/HUTENbHOM NMPOBEPKM. 3aKa3umK
HeceT OTBETCTBEHHOCTb 3a [OCTOBEPHOCTb M CBOEBPEMEHHOCTb Mepedayn VICMonHWUTENo OOKYMEHTOB,
MaTepuanos u uHbopMaumm, HeobXoaMMbiX AN BbINOMHEHMA Ycayru. B cinyyae nepegayn 3akasumkoM
HegocToBepHOM MHdOPMauumn, VCnonHUTeNb He HEeCceT OTBETCTBEHHOCTM 3a HeHamfiexxallee KayecTBo W
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6.1.3.

6.2.

6.2.1.

6.2.2.
6.2.3.

6.2.4.

6.2.5.
6.2.6.

6.3.

6.3.1.
6.3.2.

6.4.

6.5.

6.6.

6.6.1.

6.6.2.
6.6.3.

7.1.

8.1.

8.2.

9.

CPOKM OKasaHua YCnyru, a Takxe apyrue nocnencresms UCNOSb30BaHUA UM Takomn VIHCbOpMaLI,VII/I B npouecce
OoKasaHua Ycnyru.
Mo 3anpocy WNcnonHuTens BblAaBaTb OOBEPEHHOCTU Ha COTPYAHWKOB WcnonHutens, HeobxoauMble O
OoKasaHua Ycnyru.

McnonHutenb obasyetca:

MpenocTaBnATb NO 3anpocy 3akasuMka nepeyvyeHb JOKYMEHTOB U MHpOPMaLMK, HEOBXOANMbIX AN OKa3aHus
Ycnyr;

Oka3blBaTb 3aKa34ynKy MHOOPMALMOHHYIO M KOHCY/IbTALMOHHYIO NOAAEPXKY no Ycnyre;

Oka3sbiBaTb YCyry Ka4yecTBEHHO M B Haanexkawme CPOKM M COBepllaTb BCe CBOM AEWCTBUMA B MHTepecax
3aKa3dunka;

He3amepnuTenbHO M3BellaTbh 3aKa3uMKa O HacTynjieHun obcToATenbCcTB, NPenaTcTBYOWMX VICNoNHUTENo
BbIMOMIHATbL CBOM 06A3aTeNbCTBA B paMKax YCyru;

CoobuwaTb 3aKa3umKy CBeOEeHUSA O XOAe oKasaHusa YCIyru no ero NnMcbMeHHoMy TpeboBaHUIo;

YCTpaHATb OWKBKKU, KOTOPblE MOTYT BO3HUKHYTb MPU OKasaHuu YCayru.

VicnonHutenb Bnpase:

Oka3sblBaTb Ycayry M4Ho nMbo nopyuymTb UCMONIHEHNE TPETbEMY NNLY 6€3 U3MEHEHUS CTOMMOCTUN YCNyri;
TpeboBaTb OT 3aka3uMka nNpPefoCTaBNeHMa eMy WHpopMauMu UM  OOKYMEHTOB, HeobxoguMbix p[nea
CBOEBPEMEHHOIO OKa3saHusa Ycnyru.

3aKa3yuKk MoHMMaeT, 4yTo McnonHuTeNb OKa3biBaeT YCAyry B COOTBETCTBMW C LEWCTBYIOWMM Ha MOMEHT
OKasaHua Ycnyru 3akoHopaTenbcTBOM Poccuiickon depepauunmn, no3aToMy 3akasumk He bypet TpeboBaTb
OKasaHusa YcnyrMu B HapylweHue 3akoHopatenbctBa Poccuiickon @epepaunm WAM BHE MNpenenos
DEenNcTBUTENbHbIX BO3MOXHOCTEN McnonHuTens.

NcnonHuTens He HeceT OTBETCTBEHHOCTM Mepen 3aKa3yMKOM 3a BCe MNOCNEeACTBMA, Bbl3BaHHbIE
HenpeacTaBleHNEM/HECBOEBPEMEHHbBIM  MpPefoCTaBfieHMeM  3aKa3yMKOM  Hapgaexawux  [OCTynosB,
nHbopMaunm, ceegeHnin (OKYMEHTOB), NpenoCTaBNeHNEM HEKOMMNEKTHON OOKYMEHTauuu UAn ecnm aTu
nocnencTeMa Bbi3BaHbl BUHOBHbIM AeNCTBMEM (6e3gencTBMeM) caMoro 3akasuymka, nnbo TpeTbux nuu, co
CTOPOHbI 3aKa34ymka.

McnonHuTeNnb He HeceT OTBETCTBEHHOCTU 3a:

Y6bITKM, MOHECeHHble 3aKa3uMKoM B CBA3M C MoTepen AaHHbIX NMBO BOCCTAHOBMEHMEM MPOrpaMMHOro
obecnevyeHuns;

Y6bITKM, MOHECEHHbIE B CBA3M C 3aMEHOI 3aKa34yMKOM NPOAYKTOB UIN YCIYT;

Cny4yaliHble/KOCBEHHble YObITKM, BKIOYAA CTOMMOCTb NPOCTOS UK YNYLEHHYIO Bbirogy.

OTBETCTBEHHOCTb. KOMMEHCALMS 3A HAPYLLEHME LEENEBbIX MOKA3ATENIEM OKA3AHUSA YCITYTU

CTOPOHbI COTNaLIaoTCA, YTO B Ka4eCTBe KOMMEHCaL MM 3a HapyLleHWe YCTaHOB/IEHHbIX LIe/IeBbIX MoKa3aTtenen
oKa3saHua ycnyru Managed Services McnonHuTenb npefoctaBnsaeT 3akasunky AONOHUTENbHbIN 6ecnnaTHbIi
Yac 3a KaXKablii MPOCPOYEHHbIN Yac B pamMKax YCTaHOBNEHHOrO BPEMEHU BbIMOSIHEHUA U C YYETOM YC/IOBUN,
YCTaHOB/IEHHbIX Pa3fenom 4 HacToawero MpunoxKeHus.

8. UHbIE YCNTOBUA, MPUMEHUMBIE K YCITYTAM

NcnonHutenb He ocywectBnseT U 06A3yeTcs He OCyWecTBNATb 06paboTKy, O3HaKoM/eHue,
pacnpocTpaHeHue, NpegocTaBneHne, 610KMPOBaHME, YHUUTOXEHMEe, 06e3/1MuMBaHMe OaHHbIX, B TOM Yucie
NepcoHasbHbIX flaHHbIX, 06pabaTbiBaeMbiX B MHPOPMaLMOHHbIX CUCTEMaX 3aKa3umnKa, pa3MellaeMblx Ha 6ase
MHPpPacTpyKTypbl Mcnonuutena. MIHbIMM cnoBaMu, gocTyn WcnonHutensa K uHbopMauuu, pasMellaemMon
3aKasuymMKoM, ABNAETCA UCK/IOUYUTENIbHO TEXHOMOrMyecknum  (ocywectenseMbiM 6e3  BO3MOXHOCTU
O3HAaKOMJIEHUI C €@ comepXUMbIM paboTHMKaMu Mcnonuutena unu paboTHukamu CoucnonHuTenewn),
Heo6xoOQuMbIM ON1A UCMONHEeHUA ycnoBuin orosopa.

3aKa34ynK NponHPOPMMPOBAH M COrNaceH C TEM, YTO B OTHOLIEHUW OMUCAHHbLIX B AAHHOM OOKYMeHTe paboT
B paMKax ycnyrn Managed Services He npumeHstoTca ycnosusa SLA Yenyr — Mpunoxennsa 2.0 U T. 4., KoTopble
OMMCbIBAOT YPOBHU NpepocTaBneHmnsa Ycnyr no [loroBopy, KOMNeHcauuu 3a HecobnopgeHne JOCTYMHOCTH
Ycnyr, nopagok 06paboTku 3anpocoB 3akasumKa, a TakXKe UHble CBA3aHHble C OKa3aHMeM YCyr BOMNpocChl.

PACMPEOENEHMUE PONEN, OBA3AHHOCTEM M OTBETCTBEHHOCTU B OB/IACTU UB B PAMKAX OKA3AHUSA

YCNYT' MANAGED SERVICES

PacnpepeneHve ponen, obsA3aHHOCTENM M OTBETCTBEHHOCTM B obnactm UB Mexgy WcnonHutenem wu
3aKa34MKOM Npu okasaHuu NcnonHutenem Ycnyru npeacrasneHo B Tabnuue 2 .
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NpK OKaszaHuu Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue Mp1MeHUMbIE K YPOBHIO npepoctaBneHue/ K CpencTaam
TEXHOMOMMYECKOro npouecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpPOBaHUE NpeRocTarneHus
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
XypHanupoBaHue cobbiTUIA B MPUKIAAHOM NPOrpaMMHOM obecrnedyeHumn (B TOM
XypHanuposaHue °
COBLITI yncne CYbL, cepBepax npunoxeHun, WEB-cepBepax, ...) U onepauuoHHbIX 3aKka3umk 3aKasumk
CcUcTeMax, YCTaHOBIEHHbIX B BUPTYalbHbIX MalnHax (BM) 3akasuyunka.
YnpaBneHne JOCTYNOM K MPUKIAGHOMY NporpaMMHoMy obecrnedyeHuntio (B TOM
YnpasneHue gocTyrnom yncne CYbL, cepsepam npunoxeHun, WEB-cepsepaM, ...) 1 OnepaunNOHHbIM 3aKasumk 3aKasumk
cucTeMam, yCTaHoB/IEHHbIM B BM 3aka3suyuka.
YnpasneHue YnpaBneHue ayTeHTUHMKALNMOHHON MHbOPMaLmMel, NCNosb3yeMon Npu foctyne
AYTEHTUDMKALNOHHON K npuKnagHoMy nporpaMMHoMy obecnedyeHuio (MMAO) M onepaunMoHHbIM 3aKasuuk 3akasuumk
nHbopMaumen cuctemam (OC), ycTaHOBNEHHbIM B BM 3aka3uuka.
KoHTponb “ aHanu3 3awmweHHoctn OC m MMNO, dyHKUMOHMpYowero 8 BM
BLUOMO 3aka3umMka, B TOM UYUC/e YCTAaHOBKA KPUTUUYECKUX OOHOBIIEHUN
YnpasneHue 6e3onacHocTM, npaBka KoHdurypauunm MMAO, a Takke W3MeHeHue nerko-
N . 3aKa3sumk 3aKa3sumk
YA3BUMOCTAMM nonbupaembix naposier M naponen AOCTyna Mo YyMOMYaHUIO K CepBucaM U
KoMnoHeHTaM OC u TMMO, o6HapyXeHHbIX B XOA4E KOHTPOMA M aHanusa
3aWMLEHHOCTU.
MpukNagHoM ypOBEHb W Cbop (B TOM 4yucne c umcnonb3oBaHWeM cpencTs SIEM) u aHanus cobbitui
YpOBEHb  OMEpPaLMOHHbIX YnpasneHue 6e3onacHocTn co Bcero MMNO, OC w cpepcTs 3awmTbl MHbopmauun (Cp3N), 3aKasunk 3aKazumK
MHUMaeHTamm UMb dyHKUMOHMpPYOLWMX B «OpraHmnsaunm» (BLLOMO) 3akaszumka, a TakKe MOHUTOPUHT
CUCTEM, YCTAaHOB/IEHHbIX B
N pearmpoBaHMe Ha MHUNOEHTbl 6830MacHOCTU.
BM BLIOA 3aKasuuka YCTaHOBKa, HAcCTpPolKa W agMMHUCTpMpoBaHuMe B BLIOM 3aka3umka cpencTs
YnpaBneHue 3awmTbl nHpopmaumn (C31) B ncnonHenmn Virtual Appliance.
P . W . bopmaumm ( ) PP 3aKa3sumk 3aKkasuumk
Kpuntorpaguen HacTponka W agMUHUCTpPUpOBaHME pa3MelweHHblx B UOO WcnonHutens
nporpaMMHo-annapaTtHbiX C3U 1 MexceTeBblX 3KPaHOB 3aKa34ynka.
YCcTaHOBKa 1 YcTaHOBKa, HAacTpolka U agMUHUCTPpUpoBaHue B BM BLIO 3akasumnka Cp3UN ot
agMUHUCTPUPOBaHNE HecaHKLUMOHMpoBaHHoro poctyna (HCO), aHTUBUPYCHbIX CPEACTB U MPOYMX 3aKasuumk 3aKkasuumk
CpPeacTB 3alnTbl CpencTB 3alWmTbl HGOPMaL MK, ycTaHaBnmBaembix B BM BLLO[, 3aka3ymka.
YcTaHOBKa M HacTpolika B BM 3aka3umka CpefacTB pe3epBHOro KOMMPOBaHUS
YnpasneHue (CPK) 6a3 paHHbIX 1 Npoyen MHDopMaL MmN 3aKaszumka, XpaHUMoM BHYTpM BM ero
pe3epBMpOBaHMEM BLIOA, a TaKxe aAMUHUCTPUPOBaHNE YKa3aHHbIX cpencTs. 3aKa3sumk 3aKasumk
MHpopMauunm Co3paHune pe3epBHbIX KOMUn MHGOopMauMKM 3akasumka n eé BOCCTaHOBMEHUE U3
pe3epBHbIX KOMUN.
3awmTta cornacHo 152-d3  nepcoHanbHbiXx AaHHbix  (MOH)  KAWEHTOB,
ObecneyeHune 3aLWnTbI
obpabaTbiBaeMbix B BM BLLO/[, 3aka3uyuMka, B TOM 4YMC/ie, HO He OFrpaHM4MBasCh
nepcoHasnbHbIX AaHHbIX o 3aKka3sumk 3aKasuumk
3awmTon MAH, obpabaTbiBaeMblX CPeACTBaMM YCTaHOBMEHHbIXx B BM BLIOL
KJIMEHTOB
3akasuumka CYb[.
XypHanupoBaHue COBbITUI, CBA3AHHbIX C QYHKLMOHMPOBAHMEM OOLEKTOB
BUO/L 3akasumka (Hanpumep, ero BM) n genctenamm nono3osatenen B KY ENT
M KOHCONM ynpaBneHus pes3epBHbIM KonnpoBaHMeM BM, Takux Kak: 3aKasuuK,
YpoBeHb «Opranusaumnm» XypHanupoBsaHue 1. Bxop/Bbixon Nonb3oBaTenei B/U3 KOHCone; MCnosHUTens WcnonHutenb
1 BLLOJ 3aka34ymnka cobbiTui 2. Co3paHue/ypaneHune HOBbIX YYETHbIX 3aMMncelt NnoNb3oBaTesnelt U NpucBoeHne (B paMKax npepocTaBneHuns

UM NPUBUNETUIA LOCTYNA K KOHCONAM;
3. CospaHue/ypoaneHue BM;
4. 3anyck/octaHoB BM;

Ycnyrn Managed Services)
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NpK OKaszaHuu Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue Mp1MeHUMbIE K YPOBHIO npepoctaBneHue/ K CpencTaam
TEXHOMOMMYECKOro npouecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpPOBaHUE
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/ MEEEE L AL
npoueccos ycayru/cepBuca/ npouecca

5. Co3paHune KNoHoB BM;
6. WV3MeHeHne xapakTepuctmk BM;
7. Hactponka NAT/DHCP/L2VPN/L3VPN, MapwpyTusaumm, 6anaHCcMpoBLLMKA

Harpy3Ku U/unm npasBu/l MEXCETEBOro 3KPaHUPOBaHUS;
8. Co3paHune/nsaMeHeHue 3a0aHnsa pe3epBHOro KONMpPoBaHuS;
9. BoccTaHoBneHue BM 13 pesepBHON KOMNuK;
10. BoccTaHoBneHWe dalioB U3 pe3epBHON KoNuu;
11. Mi3aMeHeHne ANCKOBOW MOIUTUKM MO YMONYaHUIO Ana BupTyanbHoro LLOA;
12. BkntoyeHMe/OTKIOYEeHNE AONOMHUTENbHbIX YyCnyr (norvposaHme, DFW, VPN

1 npouee).

MicnonHutenb

(OTBeTCTBeHHOCTb 3a
npenocrtaesneHne cepeuca

. ENT
AOMUHUCTPUpPOBaHMe «OpraHmsaumen» 3akasumnka ¢ ucnonb3osaHmem KY ENT. )
AOMUHUCTPUPOBaHME OOCTYyNnoMm K «OpraHusaunm» 3akasuumka c 3aKa3yuk
3aKa3sumk
ncrnonb3osaHnem KY ENT.
(0TBETCTBEHHOCTb 33
aAMUHUCTPUPOBaHME
«OpraHusaumen» n
AOMUHUCTPUPOBaAHKNE 2
. LOCTYNOM K HeW)
«OpraHusaymen» n =
Ycnyru no agMMHUCTpUpoOBaHuio «OpraHnsaumnen» 3akasyumka, BKAKYawowme B
yrnpasfeHue JoCTynoM K
et cebs:
1. CospaHue BM n3 cTaHOapTHbIX WabnoHOoB;
2. Co3paHue BM cornacHo TpeboBaHMAM 3aKa3unka;
. McnonHutenb
3. W3MeHeHMe xapakTepucTtmk BM (6e3 kactommnsauum rocteson OC); (B paMKax NcnonHutenb
4. Co3paHue KnoHos BM; (B paMKax npefocTaBneHmns
npegocraBneHunsa Ycnyru .
5. Bbirpyska MeTpuK cocTosHMA no TpeboeaHuto (CPU, RAM, ceTeBbix . Ycnyrn Managed Services)
M Managed Services)
nHTepdencos);
6. W3MeHeHMe oMCKOBOW NMOMUTUKM MO YMONYaHMIO onsa BupTyansHoro UOMO;
7. BkAtoYeHWe/OTKNOYEHNE AOMNOMHUTENbHbIX YCIyr ()KypHanupoBaHue, DFW,
VPN urT. 4.).
McnonHutenob
(oTBETCTBEHHOCTD 3a
npepocraBnieHne
cepBuca)
YnpasneHue Co3paHue/ypaneHne HOBbIX YYETHbIX 3anmcen B «OpraHM3aummn» 1 npucBoeHme 3aKa3umK
ayTeHTUDUKALNOHHOMN UM NpUBUIErui goctyna K «OpraHusaumm» 3akasumka. 3aKasumk
nHbopMaLumen (oTBETCTBEHHOCTD 3a
ynpasneHue
AYTEHTUDUKALMOHHOMN
MHpopMauuen)
Co3faHune 1 yganeHue y4eTHbIX 3anmcen nonb3osatenen B «OpraHM3aummny. McnonHutenob McnonHutens
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NpK OKaszaHuu Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue MpuMeHnMbIe K YPOBHIO npepocTaBneHue/ K cpencTaaM
TEXHONOrMYeCKoro npouecchbl/ OnucaHue npouecca/cepeucalycnyru agMUHUCTPUPOBaHUE npenocTaBneHys
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
HacTpoiika npuBunervin ona  y4éTHbIX  3anucer  nosnb3oBaTenien B (B paMKax (B paMKax npefocTaBneHmns
«OpraHunsaummy». npepocTaBneHusa Ycnyru Ycnyrn Managed Services)

Managed Services)

YnpasnexHue
6e30macHOCTbIO U
NPOYMMM HaCTPOMKaAMM
ANS BUPTYasnbHbIX ceTen

Co3paHue, ypaneHne M agMUHUCTPUpPOBaHME C ucnonb3oBaHmeM KY ENT

HeoBbXoOuMbIX BHYTPEHHUX ceTel wunu rpynn 6e3onacHOCTM B npouecce McnonHuteno
aaMuUHUCTpupoBaHmsa BLUO[ 3akasumka. (OTBETCTBEHHOCTD 3a
HacTpolika napaMeTpOB MeXCEeTeBOro 3KPaHMpOBaHMa nepumeTpa BLIOL npepocrasneHune
3aka3sumka c ncnonbsosaHmem KY ENT . cepBuca) 3aKazumK
HacTpoika BHYTPEHHEro CerMeHTUPOBaHUA U BHYTPEHHErO MEXCEeTeBOro
3KpaHupoBaHua (c ncnonbsoBaHmem KY ENT ) BLLOL 3aka3uuka. 3aKa3suymk
Hactporika NAT/DHCP/L2VPN/L3VPN, MapuwpyTtusaumm unu 6anaHCUMpOBKU (OTBETCTBEHHOCTD 3a
Harpy3ku Bxogauwero B BLLOJ] 3aka3umka ceTeBoro tpadmka C MCNOMb30BaHMEM agMUHUCTPUPOBaHNE)
KY ENT .
MopkntoyeHne M HacTpomka cepBuca MHTepHeT c HacTponkon NAT B BLOO
3aka3uuka c ucnonbloBaHnem KY ENT .
MopkntoyeHne n HacTpomka Site to Site L3VPN (IPsec VPN) go BLLOL 3aka3uunka
C MCNONb30BaHNEM BO3MOXHOCTEN, NpepocTaBnsaemMbix KY ENT.
. MicnonHutenb
HacTpownka npaBui MeXCEeTEBOro 3KpaHUPOBaHUS C ncnonb3oBaHmeM KY ENT B (8 pamKax McnonHutenos

BLLOJ 3aka3uuka.

MpoBepKa NPaBUNbHOCTU CETEBbLIX HAacTpoeK (Hanpumep, npasun DNAT, SNAT)
N NPaBWUl MEXCETEBOIro 3KPAHUPOBAHUSA, BbIMOSIHEHHbIX 3aKa3YMKOM B CBOEM
BLLOA c ncnonb3oBaHmem KY ENT.

Hactporka DHCP, MapwpyTusauum n 6anaHCUPOBKU Harpysku BXOOALWEro B
BLLOM 3aka3umnka ceteBoro Tpaduka c ucnonbsosaHnem KY ENT.

npepoctasneHns Ycnyru
Managed Services)

(B paMKax npepocTaBieHus
Ycnyrn Managed Services)

McnonHutenb
YnpaBneHue pe3epBUpPOBaHMEM MHPOPMaLMM 3aKa3uyMka C UCMNOSIb30BaHUEM
KOHCONM yNpaB/ieHnsa pe3epBHbIM KonupoBaHueM BM (ansa ENT), Bkatovatolee 3aKasunk
B cebs:
. (OTBETCTBEHHOCTD 3a 3aKkasuumk
1. Co3paHuWe/M3MeHeHMe 3adaHuN pPe3epBHOro KOMMpoBaHusS WMHdbopMaumn
ynpasneHue
3aKas4yuka; .
. pe3epBMPOBaHMEM CBOEN
YnpasneHue 2. BoccTtaHoBneHue nHpopMaunm 3akasumKa U3 pesepBHbIX KOMUNA. HBOPMaLMN)
pesepBupoOBaHNEM
HbOpMaLWHK 1. OueHkKa HeobxogMMoro obbemMa xpaHunuLia oas pe3epBHOro KONMPOBaHUS
MHPOpMauum 3akasumka.
McnonHuteno
2. Co3paHue 3ajaHns pe3epBHOro KONMpPoBaHuUS. (B pamMKax McnonHutenb
3. W3MeHeHMre 3apaHua pe3epBHOro KONMpoBaHus. (B paMKax npefocTaBneHmns
. npepocrasneHns ycnyru .
4. BocctaHoBneHue BM n3 pe3epBHOM KONUM. . Ycnyrn Managed Services)
< . Managed Services)
5. BoccTtaHoBneHne GannoB U3 pe3epBHON KOMUK.
6. [lMpoBeneHMe TeCTOBbIX BOCCTaHOBNEHUI BM.
YcTaHoBKa, agMUWHUCTPMpPOBaHue, CBOEBPEMEHHOE o6HoBNEHNE "

YcTaHOBKa 1
ucnonb3osaHne C3U

Ge3oTnaraTenbHas YCTaHOBKa KPUTMYECKUX OOHOBMEHUN 6e30macHOCTM Ha
mcrnonb3dyemblx B BLOL 3aka3umka BUPTyanbHbIX CpeacTsBax  3aluThl
nHbopMaumn B ucnonHeHumax Virtual appliance (MexceTeBble 3KpaHbl, CUCTEMbI
06HapyXXeHU U/Unn NpegoTBPaLLEHUIA KOMMBIOTEPHbLIX aTak U npoyee).

3aKasuyunk

3aKasymk
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NpK OKaszaHuu Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue Mp1MeHUMbIE K YPOBHIO npepoctaBneHue/ K CpencTaam
TEXHOMOMMYECKOro npouecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpPOBaHUE NpeRocTarneHus
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/
ycayru/cepBuca/ npouecca
npoueccos
HacTpoika v aMWUHUCTPMpPOBaHME MPOrpaMMHO-annapaTHbIX CPeacTB 3almTbl
MHpopMaumnm 3aKasuymka, B TOM 4ucC/ie CPeAcTB KpUNnTorpadryeckon 3aluTbl
nHbopMaumn, pasMewaemMoix B LLOO McnonHutens.
O6ecneyeHune 3aLWmThl
W O6ecneyeHune cooTBeTcTBMs BLIOO B coctaBe WHDOPMALMOHHbBIX CUCTEM
NepCOoHabHbIX AAHHbIX 3aKasuumk 3aKa3uuk
nepcoHanbHbIX AaHHbix (MCMNOH) 3aka3umka TpeboBaHmnam 152-d3.
KIIMEHTOB
MoHuTopuHr  NHdpactpyktypbel ENT, obecneyeHne e€ [OCTYMHOCTH,
MOHUTODUHT 1 NPOM3BOAUTENbHOCTU, HanMunsa HeobxoouMoro KonuyectBa obopypoBaHus,
nop,p.e;g»(Ka obecneyeHne Heobxopumon Ona e€ paboTbl MPOMNYCKHOM CNOCOBHOCTM CeTH, McnonHutens McnonHutens
BbIYMCNIUTENbHbIX MOLLHOCTEN M EMKOCTM CUCTEM XpaHeHua paHHbix (CXA)
MHbpacTpyKTypbl.
XypHanuposaHue XXypHanupoBaHue cobbiTuii B KOMMNOHeHTax ENT UM cpenctBax 3aluThl
yp P o yp P e t MicnonHutenb McnonHutenos
cobbiTui mHbopmaumm ENT.
YnpaBneHue OOCTYNOM K CErMeHTy ynpasneHunsa WHdbpacTpykTypor ENT, eé
YnpasneHue gocTyrnom P pocty y ynp bpacTpykTyp ’ McnonHutenb McnonHuteno
VLAN 1 KOMNOHeHTaM.
YnpasneHue YnpaBneHne y4yétHbiMM 3anucamm AD npuBuMIernpoBaHHbIX MOMb3oBaTeNewn,
ayTEHTUDUKALMOHHOMN MMeLWMX [OCTYN K CerMeHTy ynpasnenuna NHppacTpykTypon nnatdpopmbl ENT, Mcnonnutenos Mcnonuutens
nHbopmaLumen N NX BTOPbIM GaKTOPOM ayTeHTUdUKaumm (ayTeHTuduKaTopamm).
YnpasnexHue KOHTpONb W aHanuM3 3aWMWEHHOCTM CcNyXebHbix BM MGMT-cermeHTa m
McnonHutenob McnonHuteno
YSI3BMMOCTAMM cepBepoB rmnepemnsopoB NHppacTpyKTypbl ENT.
C6op cobbITUIM 6e30NacHOCTM C UCMO/Ib30BaHMEM cpeacTB SIEM ¢ KOMMNOHEHTOB
YnpasneHue M cpepncTs 3awmTbl HGopMaummn MHGpacTpykTypbl ENT.
P pea w bopmau o bpactpykTyp McnonHuteno McnonHutens
. MHUmMgeHTamm b AHanm3 cobpaHHbIX CcobbITMI 6Ee30MacHOCTM, a TakKXe MOHUTOPUHT U
MHdpacTpyKTypHbIi pearMpoBaHue Ha UHLMAEHTbl 6e30MacHOCTY C NMPUBIEeYeHUeM BHellHero SOC.
YPOBEHDb YnpaeneHune KoHTponb 2 npasneHue npoueccamm M3MEHEHUS KOHGUrypaumm
P . P ynp pou burypau McnonHutenob McnonHuteno
KOHUrypaumnemn MHdpacTpykTypbl ENT.
3awmTa nepumeTtpoB LLOO NHdpacTpykTypbl ENT ¢ ncnonb3oBaHWEM KNacTepoB
BbICOKOMPOU3BOAMUTENbHbBIX MEXCETEBbIX 3KPAaHOB HOBOro nokoneHuns (NGFW),
obecneymBaoWmnX MeXCeTeBoe 3KPaHMPOBAHUE W 3aLMTY OT KOMMbIOTEPHbIX
YnpasnexHue
aTak MHPPaCTPYKTYpbI.
6e30nacHoOCTbiO Ang .
BUPTYaNbHBIX 1 3awmTta ceteBon WMHdpacTpykTypbl ENT (Bxopa B o06nako) ot DDoS-arak, McnonHutenob McnonHutenos
. HanpaB/IEHHbIX HA NepenosIHeHNE KaHalbHOW EMKOCTHU.
dusnyeckunx ceten
BHyTpeHHee CerMeHTnpoBaHue ceTeBbIX WNHdpacTpykTyp ENT [«
mncnonb3osaHnem NGFW u BbigeneHmneM B pamkax LLIOL Ha ceTeBoM ypoBHe DMZ,
PROD- 1 MGMT-cerMeHToB MHDPACTPYKTYpPbI.
YCTaHOBKa, HacTpoika 1 agMUHUCTPUPOBAHNE CPEACTB 3alnTbl MHDOPMaLMK B
coctaBe MHdpacTpyKkTypbl ENT, B TOM yncne:
YcTaHoBKa n 1. CpencTB aHTUBUPYCHOM 3alUnTbI;
aoMUHUCTPUPOBaHUe 2. CpefncTB  KOHTpona  OEWUCTBUMA  NPUBUNETMPOBAHHLIX  NOJb3oBaTenen Mcnonnuteno McnonHutens

CpencTs 3aWnTbl

(apMuHucTpaTopoB McnonHutens) knacca PIM&PAM;
3. SIEM;
4. CpefncTtB KOHTPONS M aHanmM3a 3allULLEeHHOCTH;
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NpK OKaszaHuu Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npegocTaBneH gocTyn

HaumeHoBaHue Mp1MeHUMbIE K YPOBHIO npepoctaBneHue/ K CpencTaam
TEXHOMOMMYECKOro npouecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpPOBaHUE
(apX1TEKTYPHOr0) YPOBHS ycnyru/cepsucel b ycnyru/cepeuca/ MEEEE L AL
ycayru/cepBuca/ npouecca
npoueccos
5. WEB Application Firewall (WAF), ncnonbsyemoro gns 3awmTbl ny6nnkyemMbix
KY ENT 1 KOHCONW ynpaBneHuns pes3epBHbIM KonMpoBaHneM BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpaBneHue Pe3epBHOEe KOMUPOBAHWE W BOCCTAHOBNEHME U3 06pPasoB  CAYKEBHbIX
pe3epBMpOBaHMEM BUPTYalbHbIX MalwWwmnH MHbpacTpyKTypbl ENT ¢ MCMONb30BaHNEM MicnonHutenb McnonHutenos
MHpOopMaunm MHPPaCTPYKTYpHbIX CPK.
ObecnevyeHne 3aWNTbI 3awmTa MNOH COTPYAHMKOB 3aka3uumka, nmetowmx goctyn K KY ENT u KoHconu
NepPCOHaNbHbIX AaHHbIX | YNpaBieHus pe3epBHbIM  KOMUPOBaHWEM BM, obpabaTtbiBaeMbix B WcnonHutenb McnonHutens
K/TMEHTOB MHppacTpykType ENT.
KoHTponb goctyna B LLOJ 1 noMeweHus MHGpacTpykTypbl nnatdpopmbl SC.LENT
KoHTponb gocTyna (oxpaHsemas Tepputopms LOL, nponycKHOW PEeXWM, CUCTEMbl KOHTPONS W Wcnonuutenob WcnonHutenb
ynpaBfieHns [OCTYNoM, 3anmMpaHne CToek).
BupneoHabnioneHme Hanuune BHewHen (no nepmumetpy LIOO) u BHYTpeHHen (B MaWMHHbIX 3anax VICnonHmuTens IcnonHmuTens
L1OJ) cuctem BugeoHabnopgeHns
DU3MYECKNiT YPOBEHD MpepocTaBneHne 31eKTPONUTaHUA, [OCTyna K cetu MHTepHeT m cBobogHoro
MecTa B cTorkax LLO[.
MpepocTaBneHne, MOHTaXK U KOMMyTauma obopynoBaHus (compute, network m
PazmeweHune .
storage) B cTorkax LLOJ. MicnonHutenb McnonHuteno
obopypoBaHusa

Pa3melleHve, nogknoyeHne K nutaHuto, cetn MHTepHeT u BUO[M 3akasumka
cpepcTB  3awmthl  uMHbOpPMauMuM  3akasuuMka, B TOM 4YuC/e  CPencTs
KpUnTorpapryeckom 3awmnTbl MHGopMaLnn.
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