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MNPUNOXEHME Ne 1.ENT.S.

K [lorosopy
OMUCAHUE N YCTOBMA NPEAOCTAB/IEHUA
YCNYTU « BUPTYAJTbHbIE PABOYUE MECTA (VDI)»
1. OBLWAA NHPOPMALMA N ONNCAHUE YCNIYTU
1.1. Ycnyra npepocTtaBasetca Ha 6ase nnatdopmbl BUMPTyanusaumnm paboumx MecT, COCTOALLEe W3 COBOKYMHOCTU 6a30BbIx

MHPOPMALIMOHHO-TEXHOOTUYECKUX pecypcoB U GYHKLMOHUPYIOLWel nog ynpasaeHnem UcnosiHUTeNAa cepsepHOro 1 ceTeBoro
060pyA0BaHUA, CUCTEM XPAHEHUA AAHHbBIX M CNELMANN3MPOBAHHOIO NPOrPamMmMHOro obecrneyeHms.

1.2. B pamkax Ycnyrn cnonHuTenb npegoctaBnseT 3aka3umky BUPTyanbHble paboyne mecTta c onpeaeneHHbIMU XapaKTepUCcTUKamm
npoueccopa (VCPU), BupTyanbHoli namatu (VRAM), anckosoro npoctpaHcTtea (vSSD) n BupTyanbHoro rpaduyeckoro npoweccopa
(VGPU), a Takxke cpeacTBa ynpaBneHUA BUPTyasbHbIMW paboyMmMM MecTamu, AOCTAaTOYHble AR CO34aHMA U ynpaBaeHus

KOHdUrypaumamm.
1.3. YnpaBneHne BUPTYyasbHbIMKM PaboyMMM MeCTaMM  OCYLLECTBAAETCA 3aKa3uMKOM MNpW MOMOLLM KOHCOAU YyrNpaBaeHUs
BMPTYyasibHbIMMK pabouymmm mectamu n KY ENT.
1.4. CocTaB M OCHOBHbIE€ KOMMOHEHTbI Yenyru:
Tabn.1. CocTaB ¥ OCHOBHbIE KOMMOHEHTbI
Pecypcbl
HaumeHoBaHue rpynnbl CopepkaHue

- BUPTYyasibHble NpoueccopHble agpa (VCPU);

- BUPTyasibHaA onepaTtMBHaa NnamaTb (VRAM);
BupTyanbHble paboune mecTa - BUPTYya/ibHOE AWUCKOBOE NPOoCTpaHcTeo (VSSD);

- BUPTyasbHble rpaduyeckme npoueccopHblie agpa (VGPU)

- NoAKNOYEHUE K ceTU MHTepHET Ha rapaHTMPOBAHHOM CKOPOCTY;
CeTeBble cepBuUCHI - OAMH Ny6anMyHbIN IP-aapec

- KOHCO/1b YNPaB/AeHNUs BUPTyanbHbIMU PabounMm mecTamu;

- nnatdopma BUpTyanusaumm (Ha 6ase ycnyrvm BuptyansHbiin LOA);
- KY ENT;

- nnatdopma BupTyanmnsaumm cetm (SDN)

Mnatdpopma BUPTyanmsaumm pabounx mect

14.1. OnucaHue nnatdopmbl BUPTYanusauum (Ha 6ase ycayrv BuptyanoHoiit LO/) coaepskutca 8 n. 1.4.1. MpunoxeHus Ne 1.ENT.1.1.
K [lorosopy.

1.4.2. Mnatdopma BUpTyannsaumm paboumx MmecT npeacTaBndaer coboi BblgeneHHbI HAbop KOMMOHEHTOB YnpaBieHUs
WMHGPACTPYKTYPOI BUPTYasIbHbIX paboymnx mecT:
. KoHconb ynpasneHna BUPTYasbHbIMM PabouyMmn mecTamu U BpoKep NOAKNOYEHMI MNO3BONSET aBTOMATU3MPOBATb
pa3BEpTbiBaHWE U yNpaBAeHME N30IMPOBAHHbIMU NMYNAaMWU BUPTYaNbHbIX pabounx mecT.
. MorpaHuuHbIi Wwto3 goctyna (Unified Access Gateway) nossonset obecneunts 6e3onacHbli 40CTYN K pabouymm mectam
8 O6nake Cloud.

1.4.3. KY ENT npefocTaBnseT KOHeYHbIM N0/b30BaTeNAM BO3MOXHOCTb 6e3onacHo paboTaTth C M30/IMPOBAHHBIMK MyNaMun PeCcypcoB
AN1A ynpaBaeHna obpasamm BUPTYanbHbIX MalIWH U BUPTYalbHbIMM MapLLIPYTM3aTOpPamMMm.

1.4.4. OnucaHue nnatdopmbl BUpTYanusauum cetm (SDN) copepskutca B n. 1.4.3. MpunoxkeHna Ne 1.ENT.1.1. k Jorosopy.

1.5. OnucaHne mep 1 MexaHn3moB 3awwmTbl MHGpacTpykTypbl ENT onucaHo B n. 1.5. MpunosxkeHusa Ne 1.ENT.1.1. k [lorosopy.

JononHutenbHo K ykasaHHomy B n. 1.5 MpunoxkeHus Ne 1.ENT.1.1. Kk [oroBopy, B OTHOWeHMM rpynnbl «[Mnatpopma
BMPTyanun3aumm pabouymnx mect» UCNoNb3yTCA CneaytoLlne YPoBHU 3almTbl:

Tabn.2. ObecneyeHme 3alWmTbl MHGPACTPYKTYpPbl MHOpaAcTpyKTypbl ENT

YpOBHM 3aWmThbI Meponpuarua

U3onauus «OpraHu3auminn 3akasumka

MNnatpopma

BMPTyanu3aumm paboumnx | OcywiecTBASETCA C MOMOLLBIO M30AALMN NPEAOCTaBAEHHOTO HaBopa KOMMOHEHTOB Ka4Oro 3aKkasumKa
mect

1.6. Pacnpegnenexve ponen, 06a3aHHOCTEN M OTBETCTBEHHOCTM B 06/1acTu Ub B oTHOWeHMM Yeayrm onucaHo B Tabauvue Ne 3.
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

OTBETCTBEHHOCTb 32

Komy npepocrasneH

HaumeHoBaHue
MpumeHUMbIe K YpOBHIO npepocrasnenue/ AOCTYN K cpeacTBam
TeXHONOrn4YecKoro
T ] npoueccbi/ OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPpUpPOBaHUE npepocraBneHus
— ycnyru/cepsucbl UB yenyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
ypHanmposaHue KypHanmpoBaHve cobbITUIN B NpUKNASHOM MNpOrpaMMHOM obecneyeHnn M onepaLMOHHbIX 3aKazUMK 3aKa3UMK
CcobbITUI CUCTEMAX, YCTAHOBJ/IEHHbIX B BUPTyasibHbIX MaluinHax (BM) 3akasumka
YnpasneHve [OCTYNOM K MNPUKNAAHOMY NpPOrpammMHOMY obecneyeHnto M onepaumoHHbIM
YnpasneHue goctynom p AocTy P A v nporp v pau 3akasumK 3aKasumk
CUCTEMAM, YCTaHOB/EHHbIM B BM 3aka3unka
YnpasneHue YnpasneHue ayTeHTUPUKALMOHHOM MHOPMaLMel, UCNONb3yeMol Npu A0CTyne K NpuKaagHomy
ayTeHTUdUKALMOHHOW nporpammHomy obecnedeHuto (MMO) u onepaunoHHbiM cuctemam (OC), ycTaHOBNEHHbIM B BM 3aKasuuk 3aKasyumk
VHbOpMaumen 3aKa3uymKa
KoHTposb 1 aHanus 3awmwerHoct OC u MO, dyHKumoHmpytowero 8 BM 3akasuuka, B Tom uncne
YnpasneHue YCTaHOBKA KPUTMYECKMX obHOBNeHWl 6esonacHocTw, npaska KoHdurypaumii MMNO, a Takxke 3aKazuMK JaKasumK
yA3BUMOCTAMMU M3MeHeHWe flerko-nogbvpaembix napoaeit M naponei A0CTyna MO YMOMYaHWUIO K cepBucam W
. KomnoHeHTam OC v MNMO, 06HAPYKEHHBIX B XOA4E KOHTPO/IA U aHAAM3a 3aLMLLEHHOCTU
MpvKnagHoi ypoBeHb U —
C6op (B TOM Uncne c ucnonbsoBaHuem cpeacts SIEM) v aHanms cobbiTmin 6esonacHoCcTH co BCero
YypOBeHb OnepaLyMoHHbIX | YnpasneHue
Nno, OC u cpeacts 3awmtbl MHGopmaummn (Cp3M) Ha BM 3akasumKa, a TaKkKe MOHUTOPUHT M 3aKasuuk 3aKasuumk
CUCTEM, YCTAaHOBJ/IEHHbIX | MHUMAeHTamun Ub
pearvpoBaHue Ha MHLUMAEHTbl 6e30nacHoCTH
B BM 3akasuuka
YcTaHoBKa M | YcTaHOBKA, HAacTpoOlKa M aaMUHUCTPUpoBaHUe B BM 3akasumka Cp3M oT HecaHKLMOHUPOBAHHOMO
aAMUHUCTPUPOBaHNE poctyna (HCA), aHTMBMPYCHbIX CPEACTB U NPOUYUX CPEACTB 3aLUUTbI UHGOPMALMHU, YCTaHABIMBAEMbBIX 3aKasuuK 3aKa3umk
CpeACTB 3aWmThl B BM 3aKa3uuka
Ypasnenme YcTaHOBKa M HacTpoiika B BM 3akasumka cpeacTB pesepBHOro KonuposaHua (CPK) 6a3 aaHHbIX 1
P npoyen MHGopMaLmM 3aKasumKa, XxpaHMMmon BHyTpu BM ero BLIO/J, a TakKe aAMUHUCTPUPOBaHUE
pe3epBupoBaHMEM 3aKasuuk 3aKasyumk
yKa3aHHbIX cpeacTs.
MHbopmaumm . . o
Co3pfaHve pe3epBHbIX KONWM MHPOPMaLMK 3aKa3ynKa U e€ BOCCTaHOBEHWE U3 pe3epBHbIX KOMUiA
O6ecneyeHve 3awmTbl | 3awmTa cornacHo 152-®3 nepcoHanbHbiXx gaHHbix (MAH) KaveHToB, obpabaTbiBaembix B BM
nepcoHanbHbIX [JaHHbIX | 3aKa3uMKa, B TOM 4YMCae, HO He orpaHuumMBaacb 3awmTol MNAH, obpabaTbiBaeMbix cpeacTBaMMU 3aKasuuk 3aKasyumk
KNIMEHTOB ycTaHoBAEeHHbIX B BM 3akasuuka
KypHanupoBaHue cobbITUiA, CBA3aHHbIX C GYHKLMOHMPOBAHMEM O6BEKTOB 3aKa3uuka (Hanpumep,
ero BupTyanbHoe pabouyee MecTo U AelcTBUAMM nonb3oBaTene Ha KY ENT u nnatdopme
BMPTyann3aLmmn paboumx MecT TakMX Kak:
1. BXx0A/BbIX0OA NONb30BaTENE B/U3 KOHCOMEN;
2. co3paHue/yaaneHne HOBbIX YYETHbBIX 3anuceil Nosb3osaTesnell U NPUCBOEHWE UM NPUBUAETHI
A0CTYNa K KOHCONAM;
3. NoaxntoueHre/oTKIYeHME K BUPTyanbHbIM paboumm mectam;
ypHanuposaHue 4. co3panune/yaaneHve BUpTyanbHOro paboyero mecra;
P M P A va Ty P ! WcnonHutenb 3aKasumk
YpoBeHb cobbITniA 5. 3anycKk/ocTaHoB BUPTyanbHOro paboyero mecra;
«Opranusauun» n BLOA 6. cO34aHNe KNOHOB BUPTYanbHOro paboyero mecra;
3aKasuuka 7. 3MEeHeHWe XapaKTePUCTUK BUPTYyanbHOro paboyero mecta;
8. HacTpoitka NAT/DHCP/L2VPN/L3VPN, maplpytusaumy, 6anaHcMpoBLLMKA Harpysku u/wam
NpaBunA MeXCceTeBoro aKkpaHuposaHua Ha SDN B «OpraHusaumm» 3aKkasumka ¢ ucnosb3osaHuem KY
ENT;
9. U3BMEHEeHMe ANCKOBOW NOSUTUKKN NO ymondaHuio ans VDC;
10. BKNtOYEHME/OTKAOUYEHWE AONOAHUTENbHbIX yCAyr (normposaHue, DFW, VPN 1 npoyee)
o WcnonHutenb
AOMWHUCTPUPOBaHME ApMuHUCTpUpoBaHme «OpraHusaumnen» 3akasumka € ucnonb3oBaHMem KY ENT w KoHconm
o (oTBETCTBEHHOCTb 33 3aKasuuK
«OpraHusaumen» M | ynpaBneHus BUPTyanbHbIMM paboummm mectamm.

npeaoctassieHne cepsmca
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

OTBETCTBEHHOCTb 32

Komy npepocrasneH

HaunmeHoBaHue
MpumeHUMbIe K YpOBHIO npepocrasnenue/ AOCTYN K cpeacTBam
TeXHONOrn4YecKoro
T ] npoueccbl/ OnucaHue npouecca/cepsuca/ycnyru aAMWHUCTPUPOBaHUE npepocTaBaeHUn
— ycnyru/cepsucbl UB yenyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
ynpasneHve AO0CTynom K | AAMWHUCTPUPOBaHME AoCcTynom K «OpraHusaumm» 3akasuuka ¢ ucnonb3oBaHnem KY ENT u vCD KOHCONM ynpaBieHuns
Hel KOHCO/IM yNPaBAeHUA BUPTYyasibHbIMU pabounmmn mectamm BUPTYaibHbIMK pabounmu
mecTamm)
3aKasuuk
(oTBETCTBEHHOCTDL 33
afMUHUCTPUpPOBaHWe
«OpraHusauuein» n
[OCTYNOM K Heit)
NcnonHutens
(oTBETCTBEHHOCTL 33
npesocTaBneHve cepsuca)
YnpasneHue . o o
. Co3spgaHve/yaaneHme HOBbIX YY4ETHbIX 3anuceit B «OpraHnsauum» M NPUCBOEHUE UM MPUBUAETUI
ayTeHTUPMKALMOHHOMN 3akKasuukK 3aKa3uuk
o pocTtyna K «OpraHusauun» 3akasumka
nHdpopmaumen (oTBETCTBEHHOCTL 32
ynpasneHue
ayTeHTUPMKaLMOHHOMN
nHdopmaumein)
Co3faHve, yaaneHme 1 adMUHUCTPUPOBaAHME ¢ ucnonb3osaHnem KY ENT, Heobxoaumbix VXLAN B UcnonHuteno
YnpasneHue npouecce aAMUHUCTPUPOBAHUA 3aKa3umKa. (oTBETCTBEHHOCTb 32
6e30MaCHOCTbIO " MeceTeBoe 3KpaHMPOBaHMA NepumeTpa 3aKasumKa ¢ ucnonb3oaHnem SDN . npepocTaBieHne cepsunca)
. ObecneyeHne BHYTPEHHEro CermeHTMpoBaHuA (C ucnosb3osaHvem KY ENT) u BHyTpeHHero 3aKa3umk
npoynmm HacTponKamm
5 BUDTYAAbHbIX CeTel MEKCETEBOTO 3KPaHUPOBaHMA (C ucnonb3osaHmem SDN ) 3akasumka. 3aKasumK
A Py HacTporika NAT/DHCP/L2VPN/L3VPN, mapwpytusaummn um 6anaHCMpOBLUMKA Harpy3sku Ha SDN B (oTBETCTBEHHOCTL 33
«OpraHusaunn» 3akasuumKa c ucnosnb3osaHmem KY ENT. aAMWHUCTPMPOBAHWE)
Co3pgaHue, yaaneHue 3o10Toro obpasa ¢ ucnonbsosaHnem KY ENT.
YnpasneHune nynamm
BUPTYaNbHbIX pabounx Co3paHve, yaaneHne nynos pabouux CTONOB C MCMNONb30BAHMEM KOHCO/MM YNpaBieHuA 3aKasuuk 3aKasyuK
vecr BUPTYa/ibHbIMWU pabouymmu mectamu.
MNpepocTaBneHne AOCTYNa K BUPTYyasibHbIM Paboynm mecTam KOHEUYHbIM MO/Ib30BaTENAM
YcTaHOBKa, aAMWHUCTPMPOBAHUE, CBOEBPEMEHHOE OB6HOBNEHME M Be3oTiaraTesibHas yCTaHOBKA
KPUTUYECKNX OB6HOBNEHMI 6e30macHOCTM Ha ucnonb3yembix B BLIOJ 3akasuuKa BUPTYaNnbHbIX
YeTaHOBKa " cpeacTBax 3awmTbl MHbGOpMaLmMn B ucnonHexusx Virtual appliance (meceTeBble 3KpaHbl, CUCTEMbI
Menonb30BaHMe C3M 0BHapyKEHUN M/MNN NpeaoTBPaLLEHMI KOMMbLIOTEPHbIX aTak M Npodee) 3aKasuuK 3aKa3uuk
Hactpolika u aAMWHUCTPMpPOBaHME MNPOrPAaMMHO-aNNapaTHbIX CPEeACTB 3aWuTbl MHOpMaL MU
3aKas3yuKa, B TOM YMCae CpeacTs KpUnTorpaduueckon 3awmTbl MHPopmaumm, pasmeltaembix 8 LOJ
Mcnonuutens
Ob6ecneyeHne EETMAL]
Ob6ecneyeHne cootseTcTBMA BLUO/J B cocTaBe MHGOPMALMOHHBIX CUCTEM MEPCOHAbHbIX AAHHbIX
nepcoHanbHbIX OaHHbIX 3aKasuuk 3aKasuumk
(MCNAH) 3aKkasumKa TpebosaHmam 152-03
KNNEHTOB
MoHUTOpUHT UHbpacTpyKTypbl ENT, o6ecneyeHune eé 4OCTYyNHOCTU, NPOU3BOAUTENBHOCTH, HaNNUUA
NHOPaACTPYKTYpHbI HeobxoamMmoro KonuvectBa obopyaoBaHua, obecnevyeHve Heobxoaumon pna eé paboTbl
bpactpykTyp MOHUTOPUHT 1 NoaAepKKa A . PYA ! o A A P NcnonHutens Ncnonnutenb
ypoBeHb NPONYCKHOM CNOCOBHOCTU CETH, BBIMUCUTE/IbHbIX MOLLLHOCTE M EMKOCTU CUCTEM XPaHeHWA AaHHbIX

(CXA) nHdpacTpyKTypbl
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

OTBETCTBEHHOCTb 32

Komy npepocrasneH

HaumeHoBaHue
MpumeHUMbIe K YpOBHIO npepocrasnenue/ AOCTYN K cpeacTBam
TeXHONOrn4YecKoro
T ] npoueccbi/ OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPpUpPOBaHUE npepocraBneHus
yposrm ycnyru/cepsucbl UB yenyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
ypHanmposaHue ypHannposaHue cobbITMI1 B KOMMOHEHTaxX U CpeACcTBax 3aluTbl MHGopmaLmn UHPpacTpyKTypbI
P . P i P PeA Y bopmay bpacTpyKTyp Ncnonxutens NcnonHutens
cobbITUiA ENT
YnpasneHne [0OCTYyNOM K cermeH npasneHna WHppactpyktypoir ENT, eé VLAN-am w
YnpasneHue goctynom P AocTy TV ynp pacTpyKTyP ! NcnonHutenb NcnonHutens
KOMMNOHEeHTaM
YnpasneHue YnpasneHue y4€THbIMK 3anucamu AD npuBMAErnpoBaHHbIX NOb30BaTeNel, UMEIOLWMX AOCTYN K
ayTeHTUPMKALMOHHOMN CErmeHTy ynpaBaeHus MHPpacTpyKTypoi obnauyHom nnatdpopmbl SberCloud, n ux BTopbim pakTopom Ucnonuutens UcnonHutens
VHbOpMaumen ayTeHTUdMKaumm (ayteHTMduUKaTopamu).
YnpasneHue KOHTpoNb UM aHanu3 3aWuIEeHHOCTU  cayKebHbix BM  MGMT-cermeHta M cepBepoB ¢
NcnonHnutenb Ncnonuutens
YA3BUMOCTAMM rmnepsusopamu ana MHPpacTpykTypbl ENT
C6op ¢ ucnonb3osaHnem cpeacts SIEM ¢ KOMMOHEHTOB W CPeacTB 3awuTbl MHGOpMaLUu
YnpasneHue MHOPacTpyKTypbl ENT cobbiTnii 6e3onacHocTy.
P bpacTpykTyp . NcnonHutens Ncnonnutens
MHUMaeHTammn Ub AHanus cobpaHHbIX cobbITUIN 6E€30NACHOCTK, @ TaKKe MOHUTOPUHT U PearnpoBaHne Ha UHLMAEHTbI
6e3onacHoCcTY (B TOM Ync/ie ¢ NpuBaeyeHnem BHelwHero SOC)
YnpasneHue
o KoHTposib 1 ynpasneHue npoueccamm nsmeHeHusa KoHourypauumn MHopactpyktypol ENT UcnonHutens UcnonHutens
KoHuUrypaumei
3awuTta nepumetpo  UOA  UHbpacTtpyktypbl ENT Cc  ucnonb3oBaHMEM  KiacTepos
BbICOKOMPOWU3BOAMUTE/IbHBIX MEXCETEBbLIX 3KPaHOB HOBOro nokosieHms (NGFW), obecneunsatowmx
YnpasneHue MeKCceTeBOe SKPaHUPOBaHMWE U 3aLLMUTY OT KOMMNbIOTEPHBIX aTak MHGpacTpyKTypbl.
6e3onacHocTblo A | 3awwmTa ceteBoit MHbpacTpykTypbl ENT (BxoAa B 0b6nako) ot DDoS-aTak, HanpaBneHHbIX Ha
ad u ép o PYKTYP (sx0A ) ! P UcnonHutens NcnonHutens
BUPTYasbHbIX M | nepenosnHeHWe KaHaNbHOM EMKOCTU.
dusnyecknx ceten BHyTpeHHee cermeHTMpoBaHMe ceTeBbliXx WHopacTpykTyp ENT c ucnonbsosaHvem NGFW w
BblgeneHvem B pamkax UOJ Ha ceteBom ypoBHe DMZ, PROD- un MGMT-cermeHTOB
NHpacTpyKTypbI
YCTaHOBKa, HAcCTPOMKa M aAMWHWUCTPMPOBAHWE CPEeACTB 3alWuTbl MHOPMaUMM B cocTaBe
NHpacTpyKTypbI ENT, B oM yucne:
1. cpefiCcTB @aHTUBUPYCHOM 3aLLMUTbI;
2. CpefCcTB KOHTPONA AEeWCTBUIA NPUBUAETMPOBAHHbLIX Nonb3oBaTtenei (aamuuuctpatopos Cloud)
YcTaHoBKa "
Knacca PIM&PAM;
AAMUHUCTPUPOBAHME 3 SIEM: NcnonHutens Ncnonnutens
CpeacTs 3aLMThI ’ !
4. cpeAcTB KOHTPOANA M aHaNM3a 3aLMLLEHHOCTY;
5. WEB Application Firewall (WAF), ucnonsayemoro ans 3awmtsl ny6avkyembix KY ENT;
6. NGFW;
7. Identity and access management (IAM)
ObecneyeHune 3aLWuUTbI
NepPCOHabHBIX ,El,au:HbIX 3awmta NOH COTPYAHMKOB 3aKasuumKa, umetowmx goctyn Kk KY ENT, obpabatbiBaembix B
WHdpacTpyKkType ENT Ucnonnutens NcnonHutens
KINEHTOB
KoHTtponb goctyna 8 LIOJ n nomeweHna Nudpactpyktypbl ENT (oxpaHaemas Tepputopua LIO
KoHTponb goctyna P 'Cv" Ty HOA w bpactpykTyp (oxp pputopua LOZ, NcnonHutens Ncnonnutens
NPONYCKHOW PEXMM, CUCTEMbI KOHTPO/IA U YNPABAEHUA JOCTYNOM, 3anvpaHue CTOek)
Hanuuve BHelwHeil (no nepumer O[) n BHyTpeHHeW (B MawwuHHbIX 3anax LOA) cuctem
. BupgeoHabnogeHne ( P py UOA) yTe ( uoAn) UcnonHutens UcnonHutens
dur3nyeckunii yposeHb BuAeoHabnogeHmna
PasmeLLeHHe MNpepocTtaBieHne 3NEKTPONUTAHMA, JOCTYNA K ceT MHTepHeT u cBob6o4HOro mecTa B cToikax LIO/,.
oBopyaoEaHHA MpepocTaBneHne, MOHTaX U KOMMYTaumMa obopyaoBaHua (compute, network u storage) B cTolikax Ncnonxutens NcnonHutens

uoa.
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

Pa3melleHne, nogKnoveHne K nutaHuto, cetn UHTepHet n BUO/J, 3aKkasumka cpeacts 3aliuTbl
MHOopMaL MK 3aKasumKa, B TOM YUCe CPeACTB KpunTorpaduyeckom 3amTbl MHGopmaLmm
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1.7.

1.7.1.

1.8.

1.9.

1.10.

1.11.

1.12.

[Ona noaxknodeHna K Ycayre 3aKkasumk moxeTt Bbl6paTb OA4UH NN HECKO/ZIbKO TMNOB NOAKNIOYEHNA!

Tabn.4. Tunbl NOAKAIOYEHUA K CETU U CETEBbIE CEPBUCHI
Tun nogknoueHna Onucanune

Yepe3 ceTb WHTEpPHET C rapaHTMPOBAHHOM CKOPOCTbIO CBA3W. [N KayeCTBEHHOro
M306pasKeHUsA U CKOPOCTM 3arpy3Ku AaHHbIX NOJ0Ca NPONYCKAHUA B pacyeTe Ha 0AHO
MoakntoueHmne yepes cetb MHTEpPHET BUpTyasbHOe pabouyee mMecTo 3aKasyuKa A0/KHA COCTaBNATb He meHee 2 M6ut/c.
Monoca nNponycKaHWA pPaccUUTbIBAEeTCA 3aKa3uYMKOM CaMOCTOATE/NIbHO WCXoaAa U3
KO/IMYEeCTBA BMPYTa/ibHbIX pabounx mect

Cnocob noAKNOYEHUA, MO3BONAOWMIA rapaHTMPOBaTb MNapameTpbl KaHana CBA3M.

BblAeneHHbIV KaHan CBA3KM COCTOMUT U3 ABYX YacTei:

MopakntoueHve Yepes BblAeNeHHbIV KaHan CBA3N 1. KaHan cBA3M OT WHOpPACTPyKTypbl 3akasumka K y3ny ceasm Cloud,
pacnonoxeHHomy Ha MMTC-9, MMTC-10

2. OT MMTC-9, MMTC-10 o UHdpacTpyKTypbl

MNopgpobHasa MHopmaLma No AOCTYNHbIM NOAKAOYEHUAM nNpuseaeHa B Mpunoxenun Ne 1.ENT.6. k Jorosopy.

[na obmeHa LaHHbIMU MeXAy BMPTYyasbHbIMU pabounMmy MecTammu WUCMOoJb3yeTca BHYTPEeHHee ceTeBoe B3aumogeicTsue,
peanusoBaHHoe Ha 6a3e ceTeBoro 060pya0BaHUA VicnonHUTeNs U CpeACcTBaMU TMNEPBU30Pa.

OnucaHme ceteBbix cepaucos SDN cogepkutca B n. 1.9. Mpunoxxenna Ne 1.ENT.1.1. k [lorosopy.

LLIa6noHbI BUPTYanbHbIX pabounx mect u obpasbl OC.

B pamkax Ycayrv 3aKasumK MOXeT CaMOCTOATE/IbHO BbINOAHWUTL MMMNOPT/3KcnopT cobcTBeHHoro o6pasa BUpTyabHOro paboyero
MecTa. Bo3MOoXHbIV BapuaHT paboTbl ¢ obpasamu BUPTyanbHOro pabouyero mecta: 3akasuMK CaMOCTOATE/IbHO OCYLLECTBAAET
MMMOPT/3KCNopT 06pa3oB BMPTyanbHbIX pabounx mecT, ucnonb3dys KY ENT. 3a AONOAHWTENbHYHO nAaTy 3aKasuyuKy
npefocTaBaaeTca AOCTYN K KaTanory ¢ wabnoHamu BUMpTyasnbHOro paboyero mecta ¢ NpeAycTaHOB/EHHbIMU ONepaLMoOHHbIMU
cuctemamu. Mpu MMnopTe M UCNOAB30BaHUM 3aKa3yMKOM COBCTBEHHbIX 06Pa3oB BMPTYasibHbIX MaLIWH, KOTOpble He MMetoT
odULLMaNbHON COBMECTUMOCTU U OTIMYAIOTCA COMIAaCOBaHHbIX KOHPUrypauwmii, cnonHuTenb He rapaHTMpyeT paboTtocnocobHoCTb
[JaHHbIX BUPTYyasbHbIX Paboumx MECT, U pelleHWe BO3MOXKHbIX Npobnem He perynupyetcs aerictsyowmm CornaweHvem o6
YypOBHe npeaocTaBneHumn Ycayru.

AyTeHTUPMKaLMA U NONUTUKMN JocTyna.

OkaszaHwue yc/yrn BO3MOXHO TO/IbKO NpW NpeaocTaBieHnn 3aka3ynmkom AocTyna K KaTtanory Active Directory n cepsepam DNS.
Active Directory ucnonb3yetca gna ynpasneHus 3aKaz4yMKomM JOCTYNOM Nob30BaTes1el K pa3BEPHYTbIM BUPTYasbHbIM pabounm
mectam, noantukamu (Group Policy) u perucTpaumm BMpTYyanbHbix pabounx mecT. Mpu oTcyTcTBMM y 3aKasumka Active Directory
WIN HEBO3MOXHOCTM OPraHU3aL MK KaHana csasu, MHdpacTpykTypa Active Directory MoeT 6bITb pasmeLLLeHa Ha pecypcax ycayru
«BupTyanbHbit LLOA», npesocTaBneHHbIX 3aKka3umKy. 3akasumk B KaTtanore Active Directory co3gaéT TeXHWYECKY YY4ETHyIo
3anucb ¢ MUHUMaNbHbIM HabopoM NpPUBUNETUIA, HEOBXOAUMBIM ANA NPEAOCTaBAEHUA YCAYTU. YKa3aHHble NPUBUAETUU MOXKHO
HasHayaTb Ha cneumanbHo co3gaHHbl Organization Unit M He pacnpocTpaHATb Ha Becb KaTanor. B Organization Unit
aBToMaTnyecku byayT co3pasaTbea 0bbeKTbl TNa «KomnbloTep» ANA perucTpauum co3gaHHbIX BUPTYanbHbIX pabounx mecr.
MWHMManbHO HeobxoauMbI Habop ykasaH B Tabnuue 5. Ha cepsepe DNS 3aKasuumK BbIMNONHAET HACTPOMKY «YCNOBHasA
nepecbinka DNS» (Conditional Forwarder) ans nepeHanpasnexus DNS 3anpocos kK gomeHy McnonHutens Ha onpeaenéHHble DNS
cepBepbl.

Tabn.5. Mpusunerum Active Directory gna TexHUYECKOW y4eTHOM 3anucu

MpueBunernm TexHMUecKoit y4éTHoit 3anuck B Active Directory 3anucb

HassaHue OTBETCTBEHHOCTb 3a NpeAocTaBieHne Komy npepgocraeneH gocryn

List Content 3aKasuumk UcnonHutens
Read All Properties 3aKasumk UcnonHuutens
Write All Properties

3aKasuumk Ucnonnutens
Read Permissions

3aKasumk WcnonHutens
Reset Password

3aKasuuK Ucnonxutens
Create Computer Objects

3aKasuumk UcnonHutens
Delete Computer Objects

3aKasumk WcnonHutens

CeTeBan cBA3aHHOCTb.
CeTeBol foctyn K Katanory Active Directory n DNS obecneumBaetcs 3aKasdMKOM M MOXKeT BbiTb OpraHM3oBaH C NOMOLLbIO
L2VPN/L3VPN unu BblaeNeHHOro KaHana CBA3MN.

MporpammHas naatdopma. Ycnyra peasvsoBaHa Ha 6ase nnatdopmbl BUPTYyanmsaumu. B KayectBe MHCTPyMeHTa peanvsauum
obnayHol MHPpPACTPYKTYpbl U GOPMUPOBAHMA 30/10TbiX 06pasoB wucnonbsyetcas KY ENT. [Ona co3pgaHusa u ynpaBneHus
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BUPTya/ibHbIMM ~ PabouMMKM  CTONAMKM  UCMOJIb3YETCA  KOHCO/b  YNpaB/ieHUA  BUPTyaibHbIMM  pabounmmu  mecTamm.
OTKa30yCTOMYMBOCTb BbIYMCNTENbHBIX Y3/10B Peann3oBaHa CpeAcTBaMm N1aTGopMbl BUPTYann3aumm Ha 6ase TexHosormm High
Availability (HA).

1.13. AnnapaTHana nnatdpopma:
Tab6n.6. KOMNOHEHTbI M XapaKTEPUCTMKM annapaTHOM naatdopmbl
KomnoHeHTbI XapaKTepucTukum

B KayecTBe BbIMMCAUTENbHOW NNAaTGOPMbl  UCMONL3YIOTCA  CEPBEpPHble  pelleHus
KOPNOpaTUBHOIO YPOBHA, 6asupytoLmecs Ha NPOLEccopax apXmMTeKTypbl X86/64.

[N opraHu3aumm cepsuca NpesocTaBAeHNs BUPTYa/bHbIX AWCKOB NPUMEHSAIOTCA CUCTEMbI
cX4 XpaHeHun AaHHbIX yposHA middle-range ¢ pe3epBUPOBaHMEM OCHOBHbIX KOMMOHEHT, TaKMUX
KaK 6/10KM NUTAHWA, KOHTPOANEPHbIE MOAYN.

CepBsepHan nnaatpopma

BasunpyeTca Ha 0bopyf0BaHUM BeAyLLMX NPOU3BOAUTENE, KOTOpoe obecneynsaer:

~  BbICOKMIA ypOBeHb KOHTPOANA M 6e3onacHocT 6narofapAa MOTOKOBOW TeneMeTpuu u
yRpexaatoLemy aHanusy Ha IMHeHOM CKOPOCTM Nepeaaydu;

~  BbICOKYIO MPOU3BOAUTENBHOCTb NPUNOXKEHUI Baarofapa UHTeNNeKTyabHbIM Bydepam
W OTCYTCTBMIO MOTEPU MAKETOB;

- BbICOKYO MPOU3BOAMUTENBHOCTb U MacWTabupyemocTb 6aarogapa MynbTUCKOPOCTHbIM

CeTb noptam 1/10/25/50/100G.

CeTeBas noacucTeMa peanusoBaHa C NpuUMeHeHWem Tononoruu Leaf - Spine, KoTopas

obecneunsaet cregytoLime NpeMmyLLecTsa:

- npepacKasyemMocTb 3a4epiKek;

- BbICOKMI ypoBeHb MacluTabupyemoctv 6e3 npepbiBaHuA paboTbl ceTu;

—-  33lMTy OT NOABNEHUA NeTeb;

—  BbICOKWIA ypOBEHb aBTOMAaTM3aL MK YPaBNEHUA U NOAAEPHKKN.

1.14. MpepoctasneHve AocCTyna K NporpaMmMHOMY O6ecneyeHuto OCyLLEecTBAAETCA B COOTBETCTBMM C YC/OBUAMU U MOPAAKOM,
npeaycmoTpeHHbiMM B NyHKTe 1.13. MpunoxeHua Ne 1.ENT.1.1. k [lorosopy.
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2. BA30BAA ®YHKLUOHA/IbHOCTb U METPUKU YC/IYTU

2.1. Ycnyra BuptyanbHoe paboyee mecto onucaHa B Tabnuue 7:
Tabn.7. MapameTpbl NpefocTaBaaemMbIx Ycayr
Cepsuc Tapuduumnpyembie eauHULbI XapaKTepucTUKM U MeTpUKU AonycTtumble 3HaYeHUA
basoBas yactoTa npoueccopa vCPU He meHee 2,6 1Ty,
Host CPU Ready time Mehee 5%
PekomeHayemoe Kon-8o VCPU Ha BupTyanbHbiit cepBep (L. 1-24 wr.
BbluncneHuns BupTyanbHbIi npoueccop (wrT.) Ay PTY paep ()
Jonyctumblin 06bem VRAM Ha BUPTyanbHbI cepeep 1-768T6
RAM Swapped 0%
SSD IOPS. 3TaNoHHbIE 3HaYeHUn 5000 IOPS/1 Thb
XpaHuAMILe AaHHBIX | BupTyanbHbIi secTKui anck SSD (I6) CpegHee Bpema gocTyna K SSD Storage Ha BUPTYanbHON MalunHe 0mc-5mc
[onycTMmblin 06beM OZHOTO BUPTYasIbHOTO KECTKOro AMcKa SSD Ha BMPTyanbHbIN cepsep 1-4096 b
LLlar yseanyeHuna pasmepa BUPTYaNlbHOIo ANCKA B AO0NYCTUMOM AMana3oHe 1Tb
Yepes ceTb MIHTEpHET € rapaHTUPOBaHHOW CKOPOCTbIO CBA3MU lNonoca nponycKkaHua 10-1000 M6wuTt/c
. Cm. n. 1.3.2. MpwunoxkeHuma Ne
o
BblaeneHHbI KaHan cBA3N OnucaHue nogkatodeHna cm. B n.1.3.2. Mpunoxkenuna Ne 1.ENT.6. k Jorosopy. 1.ENT.6. K florosopy.
CpefHAn ceTeBas 3a4eprKKa B npeaenax cetm nepeayv aaHHoix Cloud 0mc-5mc
Ceresbie cepaychl MponycKkHaa cnocobHOCTb Ha BUPTYasIbHbIN cepBe
pony PTY peep MpoueHT NOTEPAHHBIX NAaKeTOB B NpeAenax cety nepesayn gaHHoix Cloud 0%-0,2%
CpepfHAA ceTeBan 3a4eprKKa B npegenax cetm nepegayv gaHHbix Cloud 0mc-5mc
BupTyanbHbIi WAto3 (wr.
PTY (wr) MponyckHas cnocobHOCTb He 6onee 10 16/c

[ocTyn K wabnoHy CepBepHas onepauyoHHas cuctema:

CepBepHasa onepaumoHHan
cuctema 2019
CepBepHas onepaumoHHan
cuctema 2022

BupTyanbHoe pabouee mecTo paamepom 4 u meHee VCPU;
locresasn OC BupTyanbHoe pabouee mecTo (wwT.)/ KaneHgapHbIi MECHLI,3,' LLlabnoHbl CepBepHOI onepaLMoHHON CUCTEMbI
BupTyanbHoe pabouee mecTo pasmepom 6onee 4 vCPU;
vCPU (wrT.)/ KaneHaapHblit mecay’.

3 -~ -~ ~ o o
MWHUManbHbIA Nnepuog TapudmKaLmMm — KaneHaapHbIi mecal, Hayano MCNoAb30BaHUA, HAUMHAA C NEPBOM MUHYTbI, UAKU NPOAOMKEHWNE UCNONB30BaHUA YC/IYTM B OTYETHOM Nepuose npesnonaraer cnMcaHue CTOMMOCTU 33 NOJIHbIN KaneH4apHbIi mecau,
HenonHblii KaneHAAPHbIA MeCAL, UCNIOb30BAHUA YCAYTM, HAUMHAA C NEPBOI MUHYTbI, OKPYIAAETCA 4,0 NONHOTO KaNeHAAPHOTO MecALA No/b30BaHUsA YCAyrom.
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3.1

3.2,

3.3.

3.4.

3.

Tapudukauma Ycayru ctatudeckan (Allocation).

TAPUOUKALIUA YCNYTU

BesMunHa exemecsayHoro nnatexa 3a Mosib3oBaHWe Ycayroi onpefensietcd B8 COOTBETCTBMM C 3aKa3aHHbIM O6bEMOM
nepeymncieHHbIX HUKE PecypcoB 1 onumid. [locTynHblie pecypcbl U onuuu nepedncieHsl B Tabauue 8.

Tab6n.8. KoHourypaumm BupTyanbHbix paboumx mect

HaumeHoBaHue pecypca EAMHMLLI n3MepeHna KpaTtHocTb 3aKa3a

BupTyanbHbiit npoueccop (VCPU) W 2
BupTyanbHaa namatb (VRAM) re 2
BupTyanbHbIl KecTkuii guck (vSSD) e 10
TapudHbIi nnaH Linux LT 1
TapuHbii nnaH CtaHaapT L 1
TapudHbI NaaH PaclumpeHHbIn LT 1
TapudHbI nnaH MpoaBUHYTHIN LT 1
MpepocTtaBneHne JocTyna K K wabnoHy CepsepHas LT 1
onepauMoHHas cucTema

PaboTbl N0 HacTpOWKe M aAMUHUCTPUPOBaHMIO YCAYTM He BXOAAT B TapUHbIM NNaH M ONAa4YNBAIOTCA OTAENbHO B COCTaBe YCAyru

Managed Services".

Ona Kaxaon KoHdUrypauumn BupTyanbHoro paboyero mecra AOCTYNHbI YeTblpe BapuaHTa TapudHoro naaHa: Linux, CtaHaapT,
PacwupeHHbIN , NpoaBuHyTLIA. OnucaHne TapudHbIX NNaHOB NpeacTaBaeHo B Tabauue 9.

Tabn.9. KoHdurypaumm BUpTyanbHbIX paboumx mect

TapudHbIi nnaH
KomnoHeHTbI " = =
Linux CraHpaapt PacwumpeHHbIn MNMpoAaBUHYTbIN
MapannenbHblit nonbsosatens (CCU) JiE] Oa Oa JiF]
MMeHOBaHHbIN Noib30BaTenb Het Het [a [a
Pabouunit cTon 1 NPUNOKEHUA
BupTyanbHble paboumne cTonbl ¢ OnepaLMoHHOM
Ty . P pau Het Ja [a Aa
cUCTemMonm
BupTyanbHble
pTy . Aa Het Het [a
paboume ctonbl OC Linux
MpunoxeHusa, pasmelyeHHble Ha Linux Het Het Her [a
YaanéHHbl dpusnyeckuii
A ¢ . . Het Oa Oa Aa
poctyn K MK ¢ OnepaumoHHoON cuctemoin
MpunoxeHuna, pasmeLleHHble Ha BUPTYyaabHbIX
P P tuennt PTY Hert Hert Het Oa
MalmrHax ¢ OnepaunoHHOM cucTemMomn
YnpasneHue
Rest API Het Het Het [a
MrHOBEHHbIe KNOHbI ANA
HEMOCTOAHHbIX
a a a a
paboumnx cTonos A A A A
(aocTynHbl ana 8.x)
MonHble KNoHbI gna
NOCTOAHHbIX Aa Oa [a [a
paboumx cTono8
Mpodunb nonb3oBaTens n nepcoHannsauma JiE] [a [a Het
CraHgaprT,
MNpodunb nonb3oBatens, nepcoHanusaums Het Het Het [a
M MHTEeNIeKTYaibHble NOIUTUKN
rno6anbHbIv
ypoBeHb Npas ¢ Aa Oa Oa JiE]
apxutekTypou Cloud Pod
MNHCTPYMEHT CNpaBOYHOU CAYKObI Het Het Het [a
LocTtyn nonb3oBatesiell M NPOTOKObI
MpoTokonbl Blast Extreme, PColP, RDP Aa Ja [a [a
MHCTpYMeHTbI ANA COBMECTHOM paboTbl
OpraHu3auma COBMECTHbIX CECCUI1 B paMKax OAHOI0
P . P A Het Het Het [a
BUpTyanbHOro paboyero mecta

Lem. noapobHee Mpunoxenune Ne 11 k Jorosopy.
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3.5.

4.1.

4.1.1.

4.2.

4.2.1.

4.3.

4.3.1.

4.4,

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

OnTMMM3NpOBaHHOE BUAEO

n ayamo ana Microsoft Teams Her Her Aa Aa

MeToauKa pacyéTos NnoTpebaseMbix Pecypcos npeanosiaraet TapudrKaLmio CyMMbl 3HAYEHWUIA NPeAOCTaBNEHHbIX BUPTYaibHbIX
paboumnx mect 3a OTYeTHbIN Nepuog B cooTBeTcTBUM ¢ Tapndom. CHET BbICTAB/IAETCA HAa OCHOBE CYMMbI 3HaYEHWA.

4. WHbIE YCNOBUA, NPUMEHUMBIE K YCNYTE

BO3MO3KHbIe BUAbI NOAKAOUYEHUA / u3MeHeHus [ OTKAoueHus Yeayr:
MNocpeacTsom nognuncaHma 3akasa (c yuétom n. 4.6. HacToAwero MpunoxkeHus).

B03MOXKHbIU NOPAAOK pacyéTos no Ycayre:
MoctonnaTa.

Bo3moXKHble cnocobbl onaaTbi / nopAao0K Nnono/siIHeHUA 6anaHca:
OnnaTta B 6e3HaNIUYHOM nopAgKe Ha OCHOBaHWW BbICTaBNEHHOro McnonHuTenem cyéTa.

3aKa3unk 06a3yeTcsa cobaoaaTh cornacoBaHHoe ¢ McnosHUTeNemM KOAMYECTBO BUPTYaibHbIX paboumx MecT n nux KoHdurypaumo
yKasaHHoe B bnaHKke 3akasza. B cnyyae, ecan 3aKasuuMK M3MEHW paHEe COriacoBaHHOE KO/MYECTBO paboumx MecT wau
KOHdUrypaumio, McnonHuTenb He HeceT OTBETCTBEHHOCTU 33 UX PaboTOCNOCOBHOCTL M BNPaBe OTKNOUYUTL BUPTYaibHble paboune
MecTa, NPeoCTaBNeHHble 3aKa3umKy.

3aKa3umMK CaMOoCTOATENbHO HECET OTBETCTBEHHOCTb 32 PabOTOCNOCOBHOCTL MPOrpaMMHOro obecneyeHns, yCTaHaBAMBAaEeMOro Ha
BUPTYyanbHble paboyne mecTa.

CTOpOHbI YCTAaHOBUAU C/ieAyHOLLMNI NOPAAOK 3aKasa Ycayru:

3aKas Ha noAkntoYeHne Yeayrn fonxkeH 6biTb HanpasaeH McnonHutento He nosaHee, Yem 3a 3 (WwecTb) paboumx aHer go Aatbl
Hayana okasaHua Ycnyru;

B TeyeHue 1 (Tpex) paboumx gHeit McnonHWTENb UAKN €ro YNOSHOMOYEHHbIV NpeacTaBuTenb 0basyeTca paccmoTpeTb 3aKas Ha
Ycayry v HanpasuTb inLy, HanpaBuBLIEMY 3aKas, OTBET (NOANMCaHHbIN CO CBOEM CTOPOHbI 3aKa3s UK OTKas B NPeaoCcTaBieHUn
Ycnyrv ¢ 060CHOBaHNEM NPUYUHDI);

B cnyyae cornacosaHma CtopoHamu 3akasa Ycayra no Takomy 3akasy npefocTaBnAeTcA B AaTy Hayana OKasaHua Ycnyru,
3adumKcMpoBaHHYHo B 3aKase, ¢ 10:00 o MOCKOBCKOMY BPEMEHM.

3aKa3umK HeceT OTBETCTBEHHOCTb 32 COXPAHHOCTb AAHHbIX U MPUHUMAET CAaMOCTOATE/IbHO MepPbl MO UX COXPaHEHUIO Npu OTKase

ot Yenyru. Mpu oTKase ot Yenyru VicnonHuTtens BNpase yaanuTb AaHHble 3aKasumKa Nno uctedeHun 5 (naTtu) pabounx gHeit nocne
OTKasa ot Ycayru.
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