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NMPUNOXEHUE N2 1.0.
K Jorosopy

OBLUEE OINMNCAHWE N YCITOBUA MPEOOCTAB/TIEHNA YCITYT

1. TEPMWHbI U COKPALLEHUSA

1.1. AKKayHT XpaHuMas B cucteme NCnonHUTeNns COBOKYNHOCTb Al@HHbIX M HACTPOeK ansa
QYHKUMOHMPOBAHMS YCNyru y 3aKasyumka.

1.2. BuptyanbHasa VIH@pacTpyKTypa BUPTYanbHbI aHaNor TPaaAULUMOHHOM UT-UHDPACTPYKTYpPbl OpraHM3auunu,
pa3sMelleHHbI B O6nake Cloud.

1.3. BuptyanbHasa namsatb (VRAM) COBOKYMHOCTb 3HEPro3aBMCMMOM YacTU CUCTEMbI KOMMbIOTEPHOM NaMAaATw,
B KOTOPOW BPEMEHHO XPAHATCA [aHHble M KOMaHAbl, HeobxoauMmble
NpouEeccopy AMA BbIMOJIHEHMS MM OMepauuu, MMeKLas BO3MOXHOCTb
paboTaTb B M301MPOBAHHOW APYr OT Apyra cpene.

1.4. BupTyanbHoe ANCKOBOE YKECTKUI AUCK BUPTYanbHOM MalWHbl, 6104HOE YCTPOMCTBO.

MPOCTPaHCTBO
(vHDD)

1.5. BupTtyanbHbii npoueccop (vCPU) 4yacTb MNPOLLECCOPHOM MOLWHOCTM WMHPPaACcTPyKTypbl, BblaensaemMon pans
BUPTYaNbHOM MaLUUHbI.

1.6. BupTyasbHbi cepeep BUPTYyaNnbHbIN aHanor dusmyeckoro cepBepa, ABNAKOLWMNACA

(BupTyanbHas MawwuHa, BM) COBOKYMHOCTbIO  BUPTYaNIM3MPOBAHHbLIX  BbIYUCIUTENBHBIX MOLLHOCTEN
npoueccopa, OonepaTMBHOM MNaMATU, QUCKOBOrO MPOCTPAHCTBA M CeTw,
06beANHEHHDBIMU B JTIOMTMYECKYIO M aBTOHOMHYIO AYENKY.

1.7. BupTtyanbHbii LieHTp O6paboTku COBOKYMHOCTb pPecypcoB (npoueccopa, onepaTtMBHOM NaMaTu, ANCKOBOTO

[aHHbIX (BupTyansHsii O, NPOCTPaAHCTBA, CeTen), NPefoCTaB/EeHHbIX B MOMb30BaHWE 3aKa3uyuKy U
BLIOA) npenHasHayeHHbIX Ana co3naHma n 6ecnepeboiHoro dyHKLMOHMPOBAHUSA
OLHOrO UMY rpynnbl BUPTYanbHbIX CEPBEPOB.
1.8. BblaeneHHbI cepBep dusmueckuin cepeep, NpuHagnexawunim NcnonHUTeno, pecypcbl KOTOPOro
(Bare metal) NpefoCTaBAsATCA B paCnopsXeHne 3aKa3uuKy.
1.9. BbifenieHHbIi cepBep rotoBoy BblAeNEeHHbIN cepBep, 3apaHee NoAroTOBMEHHbIN U AOCTYMNHbIA K 3aKasy.
KOHGuUrypaumm
1.10. BbigenneHHbIA cepBep BblAeNeHHbIN CeEpBEpP C BO3MOXHOCTbIO BbiI6Opa KOMMIEKTYIOLWMX.
MPoun3BO/IbHON KOHGUrypaumm

1.11. 3onortou 06pas BUPTyanbHash MallMHA, KOTOPYK MOXHO WCNOMb30BaTb B KayecTBe
3TaNOHHOro WwabnoHa pna co3paHMsa BUPTYabHbIX MALIMUH.

1.12. MHpopmaumoHHasa 6e30nacHOCTb COXpaHeHne KOHPUAEHUMANbHOCTU, LENOCTHOCTM WU [OCTYMHOCTU

(V1B) MHGopMaumu.

1.13. Knacrep rpynna NT-o60pygoBaHus, ob6beanHEHHasa BbICOKOCKOPOCTHbIMU
KaHanamMu CBSi3W, NPeAcTaBnsalwWas C TOYKM 3peHMs nosb3oBaTens
eOVHbIN annapaTHbIA pecypc.

1.14. KonunyectBo onepaumi KONIMYECTBO Onepauunit YTEHUSA M 3anmcu, KOTOPOE BbIMOIHAETCS 3a OOHY

BBOAAa/BbIBOAA CeKyHay.
(Input/Output Operations Per
Second, I0PS)

1.15. KOHTeHT nwbasa nHbopMaumsa, gaHHble, MaTepuasnbl, BbIPaXXEHHblIe B Kakon-1nbo
06beKkTMBHON hopmMe.

1.16. KoHgurypaumsa API-wnwo3a 3/1IEMEHT  HacTponku ycayrm APl Gateway, npepocCTaBnsooWmm
BO3MOXXHOCTb CO3AaHus wnto3a APl ona ganbHenwen oTnpaBKn 3anpocoB
Ha URL wnto3a 1 06paboTkun Takux 3anpocos MpaBunammu API-wno3a.

1.17. Bucket 3TO KOHTENHep ANa XpaHeHUsa 06beKToB. MiMeeT cBOM HAabop MeTagaHHbIX
M MONIUTUKUN XPaHEHUNSA OObEKTOB.

1.18. JInyHbI KabuHeT cneunanu3mMpoBaHHas web-nnowanka B ceTm WHTepHeT, AOCTynHas no

CDN

appecy: https://cdn.sber.cloud, He gBnaWAACS 4acTblo JIMYHOTO
kabuHeTa U copepxallaa Habop WHTEPAKTUBHbLIX CEPBUCOB ANa
OCYLLEeCTBIEHNS B3aUMOAENCTBMA MEXAY 3aKa3umMKoM u NIcnonHuTenemMm, B
TOM uyucne pna notpebneHusa ycnyrm CDN 3aka3umKoM, OTpaXXeHus
CTAaTUCTUYECKMX AaHHbIX ycnyru CDN, banaHca, a TakXe WHOM
MHdopMaunn, cBasaHHom c notpebneHuem ycnyrn CDN. [octyn B JINYHbIN
KabuHeT CDN ocyLiecTBnaeTCca NocpeacTBoM BBOAA YUETHbIX AAaHHbIX.
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MawmnHHoe n rny6okoe obyyeHue

Mogaynb

Mogaynu, pacwupsowme
GYHKUMOHaNbHOCTb npaBua API-
war3a (naaruHbl)

Hoaa (y3en cetn, node)

O6beKT

O6beKTHOE XpaHnuLe

0O6bekTHoe xpaHunuuie S3

OpraHu3aumns

ocC

MAK

o

Monntnka

lMonb3oBartesb

MoTok

MoTtpebutens

Mpasuno API-wn3a

MpocTpaHCTBO MMEH
(ot aHrnurickoro Namespace)

My6nuny4Hbii IP agpec
(Public IP)

Peno3utopuii

Ha6op MaTeMaTUYeCKMUX U NMPOTrPaMMHbIX aITOPUTMOB U CTPYKTYP AAHHbIX,
XapaKTePHOW YepTon KOTOPbIX ABASETCA He MPAMOe pelleHue 3afayu, a
o6yyeHure B NPoLLecce NPUMEHEHUS PeLLEHUIA MHOXECTBA CXOAHbIX 3a4ay.

cneunann3npoBaHHOe MoMelleHne, NpegHa3HayeHHoe 419 pa3MelleHus
NT-o60pynoBaHus. Mopynb umeert He3aBNCUMYIO cuctemy
3HEepProcHab>XeHns N KOHAULMOHUPOBAHUS.

3/IEMEHT HaCTpPoMKkK ycnyrn APl Gateway, AOMOSHAKWMA HACTPOMKK
MpaBuna API-wnw03a oig peanmsaumnm CoXHbIX 6U3Hec-cUueHapues.

YCTPOWNCTBO, COEAMHEHHOE C APYrMMKM  YCTPOWMCTBAMM KAk  4acTb
KOMMbIOTEPHOM CETU.

eAnHuLA XpaHeHus. B kayecTBe 06beKTa MOXET BbICTyNaTb Nt060i Habop
JaHHbIX: $ainbl, MacCUBbLI faHHbIX, Pe3epBHbIe KOMUU U Tak Janee.

3TO CMCTEMA XPaHEeHWUs [aHHbIX, KOTOpas ynpaBnseT AaHHbIMW B BUAE
061beKTOB. Bce 06beKTbl XPaHATCA BHYTPU OQHOMN UM HECKOIbKUX KOP3UH.
BMecTe C [aHHbIMU XPaHATCS MeTafaHHble, KOTOpble MOryT OMnuCbiBaTb
pa3nuyHble XapaKTepUCTUKM 06beKTa, HO 0653aTeNbHbIM ABNIAETCA TONIbKO
MMs 06beKkTa, KOTopoe 3apaeTca npu co3paHmm obbekTta. MoMuMmo
CTQHAAPTHLIX onepaumin Hapg obbekTamu, npucylime ob6blYHbIM (annam
(co3paHue, yoaneHue, KonupoBaHue), 06bEKTHOE XPaHWUIMLLE NO3BONSET
TAK)Xe BbIMNOMHATL WM [APYyrMe ornepauuu: XpaHWTb HECKONbKO BepCUit
06bEKTOB C OAMHAKOBLIM UMEHEM, OMpPefensTb BPeMS XU3HU, ONPeaenaTb
YPOBEHb JOCTYNa U MHOroe Apyroe.

O6beKTHOE XpaHunuwe ¢ noanepXXKon npotokona AWS S3. Ycnyra
peanu3oBaHa Ha 6ase annapaTtHO-NpPorpamMMHOMN nnatgopmol
McnonHutensa.

M301MPOBaHHOE NPOCTPAHCTBO 6a30BbIX MHPOPMaLIMOHHO-
TEXHOTIOMMYECKNX PeCcypcoB, BK/KYAKLWMX BUPTYyasbHble MPOLECCOopb,
namaTb U CeTb, BbIENEHHbIX B MO/Ib30BaHME KOHKPETHOMY [MoTpebuTtento.
B npepenax ogHon «OpraHusauumy» MoTpebutenb nMeeT BO3MOXXHOCTb
co3gaHuna Heckonbkux BLOM.

ornepawlmoHHas cuctema.
NPorpaMMHO-anmnapaTHbIiM KOMMIEKC.
nporpamMMHoe obecrneyeHune, nporpamma ans 3BM.

npaBuIo UM Habop NPaBuU, KOTOPbIE MO3BOJIAIOT NPEAOCTaBNATb Pa3HbIM
rpynnam [onb3oBaTtenien eguHbli Habop nMpaB Npu B3aMMOOEnCTBUM C
JInYHbIM KabUHETOM, MHBIMW CNOBaMW, pacnpenenatb eguHoobpasHbie
Ponu cpegu rpynn Monb3oBaTenen.

N0, OCYWECTBASKOWEe HeNnocpeacTBeHHOe B3anmMoaencTene B JINYHOM
KabuHeTe/[TM4HOM KabuHete CDN OT MMEHU U B MHTepecax 3aKa3uyuka B
COOTBETCTBMMU C PONblo MAM NOSHOMO4YUSAMMU, KOTOpPbIMK [lonb3oBaTtens
Hagenun 3akasyuk gna agMMHUCTPUPOBAHUS YCYIu.

MynbTUMeguiiHaa MHGopMaumns 3akasuyuka, nepepaBaemMasl B npouecce
notpebnenna ycnyrm CDN B pexuMe pearbHOro BpPeEMEHU uyepes
MHOOPMALMOHHYID CeTb WcnonHuTena 3a OnpefenéHHbin  nepuop,
BPEMEHMN.

topuanyeckoe unu dusmyeckoe nuuo, notpebnawwee ycnyrm o61avHbix
CepBu1COB.

3N1eMEHT HacTpourku ycnyrmu APl Gateway, npenocTaBnsooWwmnit OCHOBHbIE
GYHKUMOHANbHbIE BO3MOXHOCTU BHYTPU API-W/03a, 1 NCNOMb3YKLWMIACA
ona o6paboTkM 3anpocoB, NOCTYNUBLUMX HA yKa3aHHble URI API-wnto3a.

3TO U30/IMPOBaAHHaa 061acCTb AaHHbIX, Ha3HaYaeMasas CUCTEMON KaXKOOMy
3aKa3uyuKy, BHYTPU KOTOPOM MMeHa KOHTEMHEPOB He MOryT NOBTOPATLCA,
HO MOryT cofep)aTb Ntobble MMeHa B paMKax YCTAHOB/EHHbIX MpaBu/
HauMeHoBaHusA (HWxe B uHDopmaumm o6 ycnyre). Pa3bueHune
rno6anbHOro NPOCTPaHCTBa MMEH Ha BblAeneHHble 06/1acTU BUAUMMOCTMU
no3sonser wu3bexaTb KOMNM3WA B HAUMEHOBAHUW KOHTENHEpOB
HECKOJIbKMX NoJib30BaTeNne 06beKTHOr0 XpaHMMLLA.

appec, Heo6xoaMMbI 3aKa3yumKy ANng OpraHM3aumm CepBUCOB, LOCTYMHbIX
M3 nybnuyHbIX ceTel WHTepHeT, p[ns HAcTpoWKM U obecneyeHus
pabotocnoco6HocTM VPN-coeouHeHuss, pna obecneyeHus poctyna
3aKa3uuka K psagy cneumanbHbiX CEPBUCOB B ceTu NHTepHeT.

CX[ nNs XpaHeHUs pe3epBHbIX KOMU.
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Ponu Nonb3oBatens nan Posb

Cuctema XpaHeHunsa daHHbix (CX)

ConyTtcTByowme n
LOMOTHUTENIbHbIE YCITyrn

TeMHas onTuka

Tpapuk

YyeTHble faHHbie

3BM
Al Cloud

API

ML Space AutoML nnn AutoML

BI.ZONE SOC Portal
(50C Portal)

box-carting

CDN
(Content Delivery Network,
Content Distribution Network)

Chunk
Data Catalog

DoS/DDoS-ataka

ML Space Deployments unun
Deployments

Habop npaB, KoTopbiMM o6napgaetr [lonb3oBaTenb B  npouecce
B3aMMOAEeNCTBUS C JIMYHBIM KabuHeToM//TnYHbIM KabuHeToM CDN.

KOMMJ/IEKCHOE MpOrpaMMHO-annapaTtHoOe pelweHne no opraHmM3aumu
HaAOEXHOro XpaHeHMss MHOOPMALMOHHbIX PECYpPCOB M MNpenocTaBieHus
rapaHTMPOBAHHOIO AOCTYNA K HUM.

ycnyru, npepnaraeMble McnonHuteneMm 3akasuuky pas  paclwmpeHus
6a30BOM GYHKLMOHANBHOCTM YCAYyrM, YTO B TOM MU WMHOW CTEMNEHU
Nno3BONSET 3aKa3uyuKy MNoay4vyaTb JOMNONHUTENbHbIE BO3MOXHOCTU W/UMK
NpPenMyLlecTBa, a TaKXe KayeCTBEHHO WM/UAMN KONMUYECTBEHHO M3MEeHATb
obwnin  cnekTp oKa3sbiBaeMblx McnonHuTeneMm  3akasuumky - yCnayr.
ConyTcTBylOWME  YCAYrM, HEPaspbiBHO  CBfA3aHHble C  Yciyrowm,
3aKa3biBaloTCa B BMAe onuuii B 3akase Ycnyru. JONOSHUTENbHbIE YCIYTU,
He3aBUCMMble OT YCAyru, 3akasblBalOTCS MO OTAENbHbIM 3akasaMm
CcooTBeTCTBYOWMX ycnyr. ConyTCcTBYyOWME U AONONHUTENbHbIE YCYTU He
BXOAAT B 6a30BYy0 CTOMMOCTb YCNyru n TapudumumpyoTcs OTAENbHO.

Heucnonb3yemble AN Nepefayvn OaHHbIX BOJIOKHA ONTMYECKOoro Kabens,
NpoknafblBaeMble B KayecTBe pe3epBa Ha Cayyal Bbixoga U3 CTPost
OCHOBHbIX BOJTOKOH.

06bEM UHPOpPMaUUKM, NepenaBaemMolr 4epe3 KOMMbKTEPHY CeTb 3a
onpepenéHHbIn nepuop BpeMeHu. KonmyecTBo Tpaduka namepsaeTcsa Kak
B MakeTax, Tak U B 6uTax, 6anWtax u Mx NpousBoAHbIX: knunobamnt (KB),
mera6anTt (MB) u 1. 4.

YHUKaNbHbIe MMA (NOTMH) U MNapofib A1 OCYLLECTB/IEHUA YAA/IEHHOro
[OCTyNa K JINYHOMY KabUHETY B LLeN1aX aaMUHUCTPUPOBAHMS U yNPaBIeHUs
yCIyromn.

SNEKTPOHHAA BblYncnnTenbHaa MallnHa.

rpynna Ycnayr, HanpaBneHHOCTb KOTOPbIX — NPefocTaBieHne KOMMNeKca
NPOAYKTOB ANs pelleHusa 3apa4d B 061acTu UCKYCCTBEHHOMO MHTENNEKTA,
HauMHasA OT CO34aHMA MOLE/NN U 3aKaHUMBASA ee UCMO/Ib30BaHMEM, a TaKXke
ONa  peweHua 3agavy  BblCOKOMPOU3BOAMTENbHbLIX BbluMCeHUn (6e3
NPUMEHEHUS UCKYCCTBEHHOTO UHTEN/IEKTA).

(anrn. application programming interface) - HaGop roTOBbIX K/1aCcCOB,
npouenyp, OGYHKUWK, CTPYKTYP WM KOHCTAHT, MpPeaocTaBnsaeMblX
npunoxeHuem (6Mb6NMOTEKON, CEPBUCOM) UM OMNEPALMOHHON CUCTEMOM
019 UCMOJIb30BaHUA BO BHEWHUX NPOrPaMMHbIX NPOAYKTaX.

Moaynb ML Space. ABToMaTMYeCKoe NocTpoeHue u obyyeHve Moaenei Ha
NnoJfib30BaTeNbCKUX AaHHbIX Ha 6a3e 6ubnunoTeku LightAutoML.

MO, npefHa3HaYeHHoOe A1 aBTOMATM3MPOBAHHOro c6opa MHbopMaumm o
BbIIBIIEMbIX B paMKax oOKasaHua ycnyru TDR  uHUMOeHTax w
npenocTaBfeHna p[ocTyna K Hen 4yepe3 JU4YHbIA KabuHeT B WEB-
mHtepdence MO, pOCTyNHbIN NO agpecy: https://soc.bi.zone/

TexHonorus, nossonawwas BbINOMHATL  6ONblUOE  KOJIMYECTBO
Nosb30BaTENbCKUX TPAH3aKLUMA OQHOBPEMEHHO C OYEHb HE3HAYUTEIbHOM
3aePXKKON.

ceTb [OOCTaBKM KOHTEHTa, reorpaduyecku pacnpenenéHHas ceTesas
MHPACTPYKTypa, MO3BOMAKOWAS  ONTMMM3MPOBATb  OOCTaBKYy U
ONCTPMBYLIMIO KOHTEHTA KOHEUHbIM M0/1b30BaTe/NfAM B CeTM MHTepHerT.

(pparMeHT OaHHbIX.

ycnyra Ha 6ase ML Space. BkntouyaeT Habop cepBMCOB ANnsa TpaHcdepa,
XPaHeHUsa, aHanu3a, ynpaBneHus [OCTYNOM U YKU3HEHHbIM LIMUKIOM
DaHHbIX M apTedakToB MaWwWHHOro oby4yeHusa (paTaceToB, MoOAenen,
Docker-KoHTenHepoB 1 ap.).

XaKepCKas aTaka Ha BblYMC/IMTENbHble CUCTeMbl  MCnonHuTens wnu
3aKasuMka C Lenblo [OBEeCTM MX [0 0TKasa, TO eCTb CO3[aHWe TaKux
YCNOBUI, NPU KOTOPbIX AO6POCOBECTHbIE MO/Ib30BATENM CUCTEMbI HE
CMOTYT MOMYyYUTb AOCTYN K MPeAoCTaBNseMblM CUCTEMHLIM pecypcam,
nn6o 3TOT fOCTYN 6yAeT 3aTPYAHEH.

ycnyra ML Space. Bk/oyaeT TeCTMpOBaHuWe, pa3BepTbiBaHue (Aension) u
MOHUTOPUHI NOArOTOBIEHHbIX MOJJ,EJ'IEIZ MalWKUHHOIoO U FJ'Iy6OKOFO
obyyeHMss  Ha  BbICOKOMPOU3BOAMTENbHON  WMHbpacTpykType  ang
nocnenywuero BHeApPeHUs UX B MUKPOCEPBUCH, GYHKUMU U Bu3Hec-
NPUNOXEHUS.

PaHee HauMeHoBaHue ycnyrm ML Space Deployments - «Model
Inference».
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DNS

Docker-o6pa3s

Dynamic Host Configuration
Protocol (DHCP)

Edge Gateway

ML Space Environments uau
Environments

ML Space Spark

Erasure Coding

Firewall

GPU

Hash-based Message
Authentication Code (HMAC)

HTTPS

Infrastructure-as-a-Service (laaS)

Internet Protocol
(1P)
IP-agpec

IPSec VPN

Jupyter Notebook

Load Balancing n High Availability
(HA)

Managed Kubernetes

KOMMblOTEPHAA pacnpenenéHHas cucteMa ana nonyyeHus nHdopmaumm o
noMeHax. WMcnonb3yeTtcs Ans nonyyeHua |IP-agpeca nNo MMeHM XocCTa
(komnbloTEPa  WAM  YCTPOMCTBA), MNOMyYeHUs  uHPopMaumm O
MapLpyTU3aumnmn noYTbl U/mMnm o6CnyXMBAKOLWMX y3nax Ans NPOTOKONOB B
nomMeHe (SRV-3anuco).

3TO Habop ¢alnnoB, B COCTaB KOTOPOro BXOAWUT BCe Heobxoaumoe ans
3anycka u paboTbl npunoxeHua B O6nake Cloud: OC, cpepa BbINONHEHUSA
N NPUNOXEHUE, TOTOBOE K Pa3BepPTbIBAHUIO.

CeTeBOV MPOTOKO/, MO3BOMAIWMI y3/1aM aBTOMaTUYecKu nosayyatb IP-
agpec 1 apyrve napamertpbl, Heo6xoauMble ans paboTbl B CETH.

ceTeBOM KOMMOHEHT Enterprise, aBnaetca ocHoBoW ceTer obnaka. OH
no3BO/NSieT CO34aBaTb BHYTPEHHWE CETU, M MOAKIYATbCA K BHELWHUM,
ncnonb3yss nybnuuHbii IP-agpec. TakXe OH MO3BONSET HacTpauBaTtb
Firewall, NAT u IPSec VPN, Load Balancing u T. o. M3HayanbHO B KaXXA0OM
BupTyanbHom LLOL co3paeTtca oauH ocHoBHoM Edge Gateway, kKoTopoMmy
npuceavBaeTcsa ny6nnyHbii IP-agpec.

ycnyra ML Space. Bkawo4vaeT npenpouecCUMHr AaHHbIX C MOMOLWbO
knactepa Spark, a Takxe ob6yyeHWe Mopenem B paMKax MPUBbIYHbIX
Jupyter Notebook wnu JupyterLab. Bce Heob6xogumble yTUAUTbI Ans
MOHUTOPMHIra  3arpy3kuM  pecypcoB, Mopeneh WU IKCNepUMEHT-
MeHeI)XMeHTa NpefyCcTaHOBMEHbl U HAaCTPOEHDI.

PaHee HaumeHoOBaHume ycnyru ML Space Environments - «Model
Training».

nogycnyra ycnyrm ML Space Environments, KoTopas no3Bonser
OpraHuM30BbIBaTb NPefobpaboTKy AaHHbIX NPU NOMOLWM KnacTtepos Spark,
[OCTYN K KOTOpbIM o6ecneynBaeTca nocpeactsom Jupyter Notebook.

NOMEXOYyCTOMYMBBLIN KOf, CMOCO6HbLIM BOCCTAHOBUTb Liefble MNaKeTbl
NaHHbIX B C/lyyae ux notepu. Takon Kop no3BonsaeT 60poTbCa C yTeuyKamMu
NaHHbIX NPU Nepeaave no KaHanam CBA3U Uan paboTe C NaMATbio

MEeXXCeTEeBOW 3KPaH, NoaaepXMBaeT HaCTPOWMKY NpaBun C ONpefeneHneM:
BXO4sLWero n ucxoasuwero IP unn gnanasoHa IP agpecoB, BXOOALWEro m
MCXOAALEro nopta M NPoToKoa nepenavyn AaHHbIX.

rpaduyecknin npoueccop, OT/INYaKLWMNCSa BbICOKOWM
NPOu3BOAUTENBHOCTbIO B  pPaMKax pelleHUs MaTPUUYHO-BEKTOPHbIX
onepauui 1 3agau.

OOMH M3  MEXaHW3MOB MNPOBEPKM  LENOCTHOCTM  MHDOopMaLumK,
No3BONAKIWMI rapaHTMpoBaTb TO, YTO AaHHble, MNepefaBaeMbie WAU
XpaHAaLWmMeca B HeHaaéXHoW cpeae, He 6bliv U3MEHEHbl MOCTOPOHHUMU
niuamu.

pacwmpeHue npotokona HTTP pna noppoep>ku wundpoBaHUSA B Lensx
noBbilleHUa 6Ge3onacHocTu. [aHHble B npotokone HTTPS nepepatotcsa
noeepx Kpuntorpadmyecknx npotokonos TLS unu yctapesBwero B 2015
rogy - SSL.

ofHa u3 Mmogenen ob6cny>kMBaHMa B 0611a4HbIX BbIYMCIEHUSX, MO KOTOPOU
MoTtpebutenam npefocTaBnaoTCA no noanucke 6a30Bble
MHOOPMALMNOHHO-TEXHOIOTMYECKME PECYPChl - (BUPTyanbHble CepBepbl U
nocTyn K BblAE/IeHHOM BHYTPEHHeN BUPTYyanbHOM cetun),
npefHasHayeHHble Ana  pa3sMelleHusa  UHOOPMALMOHHBIX  CUCTEM
MoTpebutenen.

MapLIPyTU3MPYEeMbIi MPOTOKO/ CETEBOrO YPOBHS.

YHUKaNbHbIA CETEBOW appec y3/1a B KOMMNbKOTEPHOM CETU, MOCTPOEHHOMN NO
nportokony IP.

BUPTyanbHasi 4YacTHass CeTb, [MOCTPOEHHass C  WCMNO/b30BaHUEM
3alWMLWEHHOro NpoToKoNna IP B COOTBETCTBUM CO CTaHpapToM IPSec.

NMPOrpaMMHbLIA MAKeT C OTKPbITbIM WUCXOAHbIM KOAOM, MO3BONAKLWNNA
co3paBatb M 06yyaTb anropuTMbl MaWMHHOIO 06y4eHuss U raybokux
Hel71p0HHbIX CETeVI, a TaKXXe UHTepnpeTupoBaTb U UCMONHATb KOA A3blKa
Python.

6anaHcMpoBWMK Harpy3ku Edge Gateway, nMo3BONAOWMIA OPraHM3oBaTh
CEepBUC BbICOKOW AOCTYMHOCTM M 0BecneynTb pacnpepneneHme Harpysku
BXOZALLEro cetTeBoro Tpadurka Mexay HeCcKoNbKMMU cepBepamu.

CEepBMC  aBTOMATMUYECKOro Pa3BEPTbiBaHMSA, MacwWwTabupoBaHUa U
ynpasieHus NpUIoXeHUaMM Ha ocHoBe Kubernetes.
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1.73. Network Address Translation MexaHu3M npeobpa3oBaHUs aapecoB B IP ceTax.
(NAT)
1.74. NGFW (mexceTeBbie 3KpaHbl YCTPOWMCTBA, B KOTOPbIX MpoBoauTCcs rnybokas npoBepka MakeToB
HOBOrO MOKONEHUS) (BbIXOpAWAA 3@ pPaMKM  MOPT/MPOTOKO/M), C  BO3MOXHOCTbIO
WHCMEeKTMPOoBaTb W  6M0KMpPOBaTb TpaduK YPOBHSA  MPUNIOXKEHWUS,
BK/tOYaoLWme B ce6a BCTPOEHHbIe CUCTEMbI NPeoTBPALLEHUS BTOPXKEHUI
W MHTeNnnekTyanbHyto 06paboTky Tpaduka Ha OCHOBE WHTErpaumm c
BHELWHWMU CUCTEMAMMU.

1.75. Remote Desktop Protocol (RDP) NponpuUeTapHbIi NMPOTOKON yAanéHHoro paboyero crona MPUKIagHOro
YPOBHSA, pa3paboTaHHbIM KOMNaHuen Microsoft.

1.76. REST (RESTful) API (o1 aHrn. Representational State Transfer — «nepepaya COCTOSIHMSA
npeacTaBneHua») - APXUTEKTYPHbIN CTUnb B3aMMOpAEencTBumA
KOMMOHEHTOB pacnpenenéHHoro npunoxenma B cetu. REST npeacrtasnser
cobolM  COrnacoBaHHbIl  HABGOpP OrpaHMYEHWUN, YUYUTbIBAEMbIX NpU
NPOEKTUPOBAHUN pacnpenenéHHon runepMmeamna-cucTeMmsl.

1.77. SAS npoduab BUPTYasibHOro AMCKA C XapaKTePUCTUKAMU, COOTBETCTBYOLWMMU
KEeCTKMM aguckam cepum SAS 10000 (LUnuHpenbHble >XeCcTKue AUCKM,
MMetowme paboyyo CKOPOCTb BpalleHnsa gucka He MeHee 10000 o60poToB
B MUHYTY).

1.78. SATA npodunb BUPTYanbHOro ANCKA C XapaKTepuCcTMKaMm, COOTBETCTBYIOLWNUMM
XECTKMM auckam cepum SATA 7200 (LUnuMHAOEnbHble >XeCTKUEe OUCKM,
mMetowme paboyyo CKOpPOCTb BpalleHus gucka He MeHee 7200 o60poToB
B MUHYTY).

1.79. Secure Shell CeTeBOM MPOTOKOJT MPUKNALHOrO YPOBHSA, MO3BOAKWMUIA NPOU3BOAUTD

(SSH) yOanéHHoe ynpaBfieHMe OonepauMoOHHOW CUCTEMOM W TYHHeNMpoBaHue
TCP-coeanHeHun (HanpuMep, gna nepepayvv dannos).

1.80. Site-to-Site VPN nopgaoepXXka co3paHus |IPSec VPN  TyHHenem mMexpay YAANeHHbIMU
naowaaKamm.

1.81. SSD npodunb BUPTYaNbHOro gMcKa, C XapakTepucTMkamm, COOTBETCTBYOLWUMM
ouckaM cepum SSD (TBepaoTesibHble ANCKMK).

1.82. Tenant (TeHaHT) yactb BUO[M, npepoctaBnsiemMas 3akKa3uuKy Ha BpeMs MONb30BaHUSA
Ycnyron.

1.83. Tier nokasaTte/lb HaAeXXHOCTU TexXHOMOrMyeckon nnolanKu, paspaboTaHHbIN
cepTUduMKaUMOHHOM opraHu3aumnen Uptime Institute

1.84. TLS Kpuntorpaduyecknin  nNpoToKon,  obecneuynmBaloWMi  3aLULLEHHYIO
nepepayvy AaHHbIX Mexay y3namun B ceTm MHTepHeT.

1.85. UpLink B KOMMbIOTEPHbIX CETAX, BOCXOAALLEN CBA3bIO ABNAETCA MNOOKIYEHMEe
060pynoBaHUA nepefayn faHHbIX K 8apy cetn. OHO TakKe M3BEeCTHO Kak
BXOJHOE CoeguHeHue.

1.86. Virtual Network Computing cucTteMa  ypoanéHHoro pgoctyna K paboyemy CcTony  KOMMbkoTepa,

(VNC) ucnonb3youwas npotokon RFB.

1.87. Virtual Private Network (VPN) 06061WEHHOE Ha3BaHUE TEXHOJIOTU, MO3BONAKWMUX 06eCneynTb 0gHO Un
HECKONbKO  3alUMLEHHbIX  CEeTeBbIX  COEAMHEeHMN  (3aLULLEHHYHO
NOrMYeCcKylo CeTb) MOBEPX APYron ceTu (manee - BUpPTyanbHas YacTHas
ceTb).

1.88. VApp normyeckoe ob6beauMHeHMe  BUMPTYaNbHbIX  MalWH, NO3BONfKOWME
rpynnMpoBaTb UX MO HA3HAYEHUIO U YNPABIATb MMM KaK eANHbIM LeNbiM.

1.89. Web Application Firewall COBOKYMHOCTb  MOHMTOPOB ¥  (QUNbTPOB, MNpPeAHA3HAYEeHHbIX AN

(WAF) o6HapyXeHUs 1 610KMPOBAHNA CETEBLIX aTaK Ha Be6G-NpUNoXeHUe.
2. TAPUOUKALNA YCNYTU
2.1. OnucaHusa MOryT NnpegycMaTpmBaTb C/lefyolme Buabl Tapudmkaumm:
2.1.1. Cratnyeckasa Tapudmkaumsa (Allocation);
2.1.2. [OvHaMmunyeckana Tapudmkaumsa (Pay as you go).
2.2. CraTuyeckasa Tapudukauua npegnonaraeT onaaTty nysaa pecypcoB M OMUMIA, yKasaHHbIX Npyu GOpMMPOBaHUM 3aKasa Uan
BHECEHMS B HEro U3MEeHeHUN, BHEe 3aBUCUMOCTHM OT PakTa ux notpebneHns 3akazuymkom.
2.3. MeToaMKa pacyeToB nNoTpebnsieMblXx MPOLLECCOPHbIX PECYPCOB M OMEepaTMBHOM NaMsaTW npegnonaraet Tapudukauunio

CYMMbI 3Ha4YeHM BbiIBpaHHbIX pecypcoB 3a OTUYeTHbIM Nepuof (0ANH MecsaL) B COOTBETCTBUM C TapudoM. Ha OCHOBE CyMMbl
3HaYeHMUI BbICTaBNAETCA CYeT.
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2.4.

2.5.

2.6.

2.6.1.

2.6.2.

2.7.

3.1.

3.1.1.
3.1.2.

3.2.

3.2.1.
3.2.2.

3.3.

3.3.1.
3.3.2.
3.3.3.
3.3.4.

3.4.

3.5.

4.1.

4.1.1.

MeToaMKa pacyeTta noTpebnsemMoro AMCKOBOro NPOCTPAHCTBA npepnosiaraeT onnaty 3a BbibBpaHHbIN 3aKka3ynkoMm o06bem
pPecypcoB AMCKOBOIro NPOCTPaHCTBA.

OuHaMnyeckas Tapudukauma npeanonaraeT onaaty nyna pecypcos v onuuii no GaxkTy ux notpebneHuns 3aKa3umkom B
TeueHune OTYETHOro nepuopa. Myn pecypcos 1 OnuUMi, KOTOPble NPEAOCTaBNATCA 3aKa3unKy B MOPALKE AMHAMUYECKOM
TapubuKaumm, yKasbiBaeTca B COOTBETCTBYIOWEM 6naHKke 3aKasa.

OdvHaMuyeckas TapudurKaumnsa ocyLecTBiaeTcs:

B noyacoBoM nopsgke (M3 pacyeta cToMMocTv 1 (0QHOro) Yyaca), HauMHaa C NepBoOM MUHYTbI MCMONb30BaHUA. CTOPOHbI
YCTaHOBWU/M, 4TO ANna yao6CcTBa pPacyETOB HEMOJIHblE Yacbl UCMONb30BaHMA YCIyru, HayuMHaa C NepBOM MUHYTHI,
OKPYIr/NFTCA A0 NOJIHOrO Yaca Nosib30BaHUA YCiyroum;

B noMUHYTHOM nopsapgke (M3 pacyéra ctTommocTn 1 (0AHOM) MUHYTbI), HAYMHASA C MEePBOM CEKYHAbl MCNOb30BaHMA. CTOPOHbI
YyCTaHOBWAM, YTO Ans ypob6CcTBa PacyETOB HEMOMHblE MUHYTbl MCMONb30BaHUs YCNYyru, HauyMHas C NepPBON CEKYyHAbI,
OKPYIrNATCA A0 MNOHOM MUHYTbI MO/Ib30BAHUA YCYrou.

CTOpPOHbI YCTAaHOBW/IN, YTO B C/lydae OTCYTCTBMSA yNOMMHaHMA B OnucaHUKM Kakux-nnbo BapuaHToB Tapudos, Ycnyra,
onucaHHaa B TakoM OnucaHuu, MO yMON4aHWIO npepoctaBnaeTca no Tapudy «Cratmyeckas Tapubukaumsa» wu
onnayvBaeTca NocTPakTyM nocne oKoHYaHua OTYETHOro nepuopa B nopsiake, onpeaeneHHom [Joropopom.

3. NOAKNKYEHWUE [ UBMEHEHUE / OTKJTIOYEHUE YCNYTU

OnucaHua MOryT npegycMaTpuBaTb Cneayrowme Buabl NOAKAKYEHNS [ U3BMEHEHUS [ OTKII0YeHUs YCnyr:
MocpencTteoM nognucaHua 3akasa;

MocpencTBOM COBepLIEHUS AeNCTBUA B JIMUHOM KabuHeTe/[TuyHOM KabuHeTe CDN.

Ona uenen n. 3.1.1. MpunoxeHnsa 3aka3s MoOXeT 6bITb cornacoBaH CTOPOHaAMM NyTeM HanpaB/eHUs 3anoHEHHON GopMbI
3aKasa Nno 3/1eKTPOHHOM NOoYTe YNOTHOMOYEHHbIX NULL:

OTBETCTBEHHbIX 3@ UcrnosHeHue Jorosopa (pasgen 10 Jorosopa);

KOHTaKTHOro nuua 3aka3umka, yka3aHHoro B PernameHTe B3ammopencTBusi CTOPOH B KayecTBe nuvua, HapeNeHHoro
NnPaBoOM MOAK/OYATb / U3MEHATb / OTKAKOYATb YCIyrM OT MMEeHM 3aka3uuka, M nuua, OTBETCTBEHHOrO 3a MCMNOJIHEHUE
[oroBopa CoO CTOpOHbl McnonHutensa (paspgen 10 Oorosopa) / KoHTakTHoro LleHTpa (cMm. paspensl 8-10 PernameHTa
B3ammopencTena CTOpoH).

B oTHOweHwun N. 3.2. NpunoXeHnsa AencTByIOT cnepyoLlme npasuna:

3aKa3 MoXeT 6blTb HanpaeneH n6oi CTOPOHOM;

Monyumnswasa CTopoHa 06g3aHa cornacoBaTtbh 3aka3 UM 0TKa3aTbCa OT Hero B TeyeHue 1 (oaHoro) pabouero gHs;
Mpn OTCYTCTBMKU OTBETA 3aKa3 CYMTAETCS HECOrNaCOBaHHbIM;

CornacoBaHHbIN 3aKa3 MMeeT MOJIHYIO0 HPUAMYECKYID CUMY, ABMIAETCA OCHOBAHWEM NS MOAKIOYEHUS | U3MEHEeHUs [
OTKNKOYeHUs Yenyr, He TpebyeT pU3nMYeckoro noanmMcaHms Ha 6yMa>kHoM HoCcuTenNe, Aa/ibHenLen nepeaadn opuruHana u
MoXeT 6blTb MCNONb30BaH B KAYeCTBe [0Ka3aTeNbCTBa B cyfe 6e3 Kakoro-11Mbo creumanbHOro nopsaKa 3aBepeHus.

Ycnyra cuyMTaeTca MOAK/UYEHHOW, W3MEHEHHOW WM OTK/IOYEeHHOW B nopsagke, npegycMoTpeHHoMm nn. 3.1.1.
MpunoxkeHus, ¢ patbl GaKTMYECKOro Havyana okasaHusa Ycayr, onpegensieMor ¢ MOMEHTa nepefayn 3akasumky yyeTHOMN
3aNnCKU M CCbINKKU JNs AOCTyna K NaHenu ynpasneHus YCNyrom unmM ¢ MOMeHTa M3MeHeHua ob6bemMa npenoctaBiasieMbixX
ycnyr.

Ycnyra cuMtaeTca NoAK/IUYEeHHOM B nopsaaKe, npenyCcMoTpeHHoM nn. 3.1.2. MNMpunoxXeHus, ¢ MOMEHTa OCYLLECTB/eHUS B
JlInyHOM KabuHeTe OENCTBUMA, MPUPaBHMBAEMbIX K 3aka3dy. OTK/IYEHWE U U3MeHeHue YCIyrm OocCyLecTBNdaeTca B

aHaIOrMYHOM MOPsiAKe C MOMEHTa NOATBePXKASHUS COOTBETCTBYIOLMX AeNCTBUI B JINYHOM KabuHeTe!.
4. MNOPANOK B3AUMOJOENCTBUSA C NUYHBIM KABUHETOM U KY

BO3MOXHOCTb OCyWeCcTBNeHns notpebneHnsa Ycnyr nocpenctsoM JIMUHOro kabuHeTa npaAMO npepycMaTpuBaeTcs B
cooTBeTCcTBYylOWEeM OnucaHuu. B cnyyaax, KOrga ynNoMMHaHWe O TakOM OMuMM OTCYTCTBYET B COOTBETCTBYHOLEM
MpunoxxeHuu, ynpaeneHve Ycayramm oCyLecTBASeTCA UCKIIOYUTENIbHO NOCPEACTBOM noanmcaHma CTopoHamu 3akasos.
MoTtpebneHue Ycnyr ENT, ADV 1 MLS ocyuecTBnseTca NnocpeacTtBoM COOTBETCTBYHOLWMX KOHCONeN ynpaBneHus.

Mpouecc perncTpaumm/mMaMeHeHmns/yaaneHns y4eTHom 3anmcm agMMHUCTpaTopa B JIMYHOM KabuHeTe:

e MOPSAOK PerncTpaumm HOBOro nofb3oBaTtens: WCNonHuTenb Co3paeT y4vyeTHY 3anucb Monb3oBaTtens JIMYHOro
KabuHeTa. JIMUHbIN KabuHeT HanpaBndeT NUCbMO Ha e-mail MNonb3oBaTena CO CCbIIKOWM AN CO3OaHusa napons.
Monb3oBaTenb NosyyaeT MMCbMO, MPOXOANUT MO CCbl/IKe, CO34aeT Naposb U aBTOpMU3yeTca B JINYHOM KabuHeTe;

1 06HOBNEHMe cTaTyca YCiyr B JIMUHOM KaBuHeTe He OCYLLEeCTBAETCS B PEXMUME PeanbHOro BpeMeHu. MiameHeHns B 3aka3 BCTYnaloT B CUY B TeueHue
24 4acoB C MOMEHTA OCYLLECTBAEHNA AeNCTBUN B JIMUHOM KabuHeTe.

CTpaHunuya 6 3 9



4.1.2.

4.1.3.

4.1.4.

4.2.

4.3.

4.4,

4.5.

4.6.

5.1.

5.2.

5.3.

e MOPSAOK M3MeHeHusa napons B JIMYHOM KabuHeTe: Monb3oBaTenb aBToOpu3yeTcsa B JIMYHOM KabuHeTe, 3axoamT B
pa3pen «YyeTHas 3anucb» U MEHSIET Napofib;

e MOPSINOK yAaneHusa y4YeTHOW 3anucu Monb3oBaTtens B JINYHOM KabuHeTe: npefycMOTpeHa npouenypa 610KMpoBKM
YYETHOM 3anncu - AGMUHUCTPATOP opraHu3aummn (3akasumk) aBTopmayeTtca B JIMUHOM KabuHeTe, 3aX0auT B pa3gen
ynpasneHuss  lonb3oBaTensaMn  OpraHusaumm,  BblbMpaeT  onuuio  «[leakTMBMpoBaTb»  [lonb3oBaTens.
[leakTMBMpPOBaHHbIN Monb30BaTeNb NPY NOMbITKE aBTOPU3aLMK nofydaeT coobuieHme «Account is disabled».

OnucaHnune GyHKUUI 1M NpaB, NPefoCcTaBAsgeMbIX agMUHUCTPATOPY 3aka3uunka B JINUHOM KabuHerte:
e po6aBneHue/6noknpoBKa MNMonb3oBaTeneln opraHmMsaunm;

e CO3paHMe/u3MeHeHue rpynn (NPoeKToB);

e TMOAK/KYEHMNE/M3MEHEHNE KOHDUIypauuu Ycnyr;

e MPOCMOTP AAHHbIX O PAacxopax opraHusaumm;

e MPOCMOTP M GOopMMpPOBaHUE AeTanum3auun notpebneHnsa YCnyr opraHusauuu.

OnucaHue npouecca nepegayn/co3faHust Napona oT yY4eTHOM 3anucu agMMHMUCTpaTopa: Monb3oBaTtenb 3agaeT naposb
CaMOCTOSITENbHO; TPeB6OBaHUS K Maponto:

e He MeHee 8 CMMBO/OB;
e Hanuuue CrneucmMmBoOna;
e He MeHee 1 CMMBOJ1Ia B BEPXHEM pPerncrpe.

B cnyyae, ecnu [lMonb3oBaTenb yTpaTUaA Napofib ANna poctyna K JInyHoMy KabuHeTy (TOkeH, kw4 SSH) unm
CKOMMPOMEeTUpOoBan ero, ynoJHOMOYEHHOe NMUO 3aka3uMka obpaliaeTcs B TeXHUYECKY noamep)ky McnonuHurtens.
TexHnueckasa nopgep)ka 3anyckaeTt npouenypy cbpoca faHHbIX y4yeTHOM 3anucu Monb3oBaTensa (Mapofb, TOKEH, K4
SSH).

[na coBeplueHMa oencTeuin B KoHconax ynpasneHus Monb3oBaTeNb OCYLWECTBSAET BXOA B JIMUHbIN KaBUHET NOCPeacTBOM
BBOZa NornHa u napond. O6béM npas lMonb3oBaTens yCcTaHaBiMBaeTca Ponblo. 3aka3uuk noaTBepykpgaeT, uto obble
NEencTBusa, coBeplleHHble MNonb3oBateneM B J/IM4HOM KabuHeTe /| KOHCONAX ynpaBieHUs NpMpaBHMBAOTCA K OENCTBUAM
3akasyuka no forosopy.

CTOPOHbI YCTaHOBUN, YTO MoNb30BaTENSIMU MOTYT GbITb UL Te MUa, KOTOpble YKa3aHbl B PernaMeHTe B3anMoaencTeums
CtopoH. Ponu Monb3oBaTenen (MOJHOMOYMSA) 3aKa3unK pacrnpenenseTr caMocToAaTe/IbHO (MOCPeACcTBOM pacnpeneneHms
Ponenn [Monb3oBaTeneM-agMMHUCTPAToOpoM). [lo ymonyaHuwo T[lonb3oBatenu o6napaloT npaBamMu osb3oBaTtens-
aAMUHUCTPaToOpa, T.e. BNpaBe OCYLWeCTBNATb BeCb O6bEM MOSIHOMOYMM, NPEfOCTABNEHHbIM (YHKLUMOHANOM JINYHOro
kabuHeTta / KY. MUcKAOYeHMe U3 BblleyKa3aHHOro COCTaBAsT ycnyru ML Space: nocpenctsoM JIMyHoro kabuHete
Monb3oBaTenb-agMUHUCTPATOP BNpaBe Co34aBaTb YYETHble 3anuCM HEMOCPeACTBEHHO B MpocTpaHcTBe KoHconu
ynpasnexHus ML Space n npucBauBatb Nonb3oBaTenaM 3aka3umka COOTBETCTByOWMe Ponu.

B cnyyae yTtpaTtbl goctyna K JInuHoMmy kKabuHety / KY pocTyn MoOXeT 6biTb BOCCTAaHOB/IEH MOCPeACcTBOM o6palleHusa B
KOHTaKTHbIM LIeHTp B nopsaake, yCTaHOB/IEHHOM PernaMeHToM B3auMoaenctensa CTOPOH.

BbanaHc 3akasumka oTobpaxkaeTca B COOTBETCTByWen rpade B JIMYHOM KabuHeTe?. Monb3oBaTeNb-afMUHUCTPATOP
BMNpaBe OrpaHUYMTb BO3MOXHOCTb WHbIX [lonb3oBaTenel BuAaeTb AaHHble banaHca. OGbeM [EHEeXHbIX CPencTs,
yuuTbiBaeMbix McnonHutenem Ha banaHce, MoxeT 6biTb OoTOGpakeH B BuAe OTpuuaTenbHON CyMMbl 3a Ycnyru,
npepgnonaratwLmMe nocTonnaTty. B 3aBUCMMOCTU OT OKa3biBaemMon Ycnyru, nocpeacTsom JinuHoro kabuHeta Monb3oBaTesnb
MOXXET 3anpoCcuTb OTYET 0 NoTpebnsaeMon Ycayre 3a COOTBETCTBYOWMIA nepuod. CTOPOHbI YCTaHOBU/IN, YTO YKa3aHHbIN
OTYET He ABNAETCA OTYETHLIM AOKYMEHTOM, NTMGO LOKYMEHTOM, HAa OCHOBaHMM KOTOPOro CTOPOHbI BNpaBe OCYLLeCTBNATb
Kakue-nnM6o B3aMMOpPacyéTbl, MCNO/Ib30BaTh TaKMe OTYETHI A1 060CHOBaHMA TPeBOBaHUI, a TaKXKe OCYLLECTB/IEHUS UHbIX
IOPUANYECKM 3HAYMMBIX AeNCTBUN. MIHDOPMaLmMa B OTYETE HOCUT CMPABOYHbIM XapakTep. B CBA3M C Pa3iMYHbIM NOPAAKOM
ornpoca nporpaMmMHoro obecnevyeHuns, ocyllecTeasawLWero c6op nipopmaumm ona GopMnMpoBaHusa oT4é€Ta, MHPopMauus B
TaKOM OTYeTe MOXKEeT BblTb HETOYHOM.

Mpu Heo6X0AMMOCTM 3aKa3uyuK BrpaBe HanpaBwuTb VICMONHUTENIO 3anpoC Ha NpefocTaBieHue eMy XXYpPHanoB cobbiTnn
CBOEro TeHaHTa, B TOM yucne nor-Gannos nNo UCNosib3oBaHUI JInuHOro kabuHeta Monb3oBaTensamMm 3akasuumka.

5. MOPANOK B3AMMOLENCTBUSA C IMYHLIM KABUHETOM CDN

B TeueHue 4 (yeTblpex) paboumx AHen C MOMeHTa noanucaHusa 3akasa Ha ycnyry CDN McnonHutens nepenaeTt 3akas3ymky
YyeTHble OaHHble A4 aBTopu3auMm 3akasumMka Ha caunTe: https://cdn.sber.cloud. YueTHble paHHble nepepakTca
3aKa3uyMKy nocpeacTBoM o6MeHa COOBLEHUAMM SNEKTPOHHOM MOYTbl MeXay NMuaMmn, OTBETCTBEHHLIMU 33 UCMOJIHEHME
[orosopa (pa3pen 10 forosopa).

3aKa34MK MOTHOCTbIO OTBETCTBEHEH 3@ COXPAHHOCTb U KOHPUAEHLMANbHOCTb NepefaHHbIX eMy McnonHutenem Y4eTHbIX
OaHHbIX. IcnonHuUTeNb He HeceT OTBETCTBEHHOCTU U He BO3MellaeT y6bITKVI no6oro poga, NOHECEHHbIE 3aKa34YMKOM U3-
3a pa3rnaweHuns unm yTpatbl NocaegHMM CBOUX YYETHbIX OAaHHbIX.

Mo (DaKTy yTepu, HeCaHKLMOHMPOBAHHOIO A0CTYMNa K YYETHbIM AaHHbIM, MONYYeHHbIM OT UCNONHUTENS, UIU BO3MOXXHOCTU
BO3HMKHOBEHMUS TaKoM Cutyauumu, 3aKa34yunK BNpaBe HanpaBuTb MCnonHUTEN 3a51BKY Ha CMeHYy YYeTHbIX JaHHbIX U [ uin

2 O6HOBNEHME faHHbIX banaHca Mo HEKOTOPbIM YCAyraMm MOXET NPoMCXoanTb oT 2 (ABYX) A0 4 (YeTbipex) YacoB C MOMeHTa noTpebneHus. B TecToBoM
pexume banaHc ycnyr ML Space oTpakaetca B KoHconn ML Space, npy 3TOM Ha TEKYLWMW MOMEHT MCMOMHWUTENb HE rapaHTMpyeT KOPPEeKTHOCTb
oTO6paXKEHMA faHHbIX. 3aKa3umMK COrnallaeTcs C TeM, YTo Takue faHHble B KoHconu ML Space HOCAT MHDOPMaTUBHbBIN XapakTep.
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610KMpPOBaHME JOCTyNa K J/IMYHOMY KaBMHETY C MCMO/Ib30BaHMEM 3TUX YUETHbIX AaHHbIX. B 3TOM cny4yae McnonHuTenb
ocywecTBnseT 61OKMPOBKY YUYETHbIX AaHHbIX, NepefaHHblX 3aka3unky. Cpok nogobHoM 610KMPOBKMU COr/lacoBbIBAETCA
CTOpOHaMM JOMNOMHUTENBHO C YY4€TOM KaXKA0M KOHKPETHOM CUTYauuK.

B cnyuae ytpaTtbl (6€3 BO3HUKHOBEHMSA BO3MOXHOCTU HECAHKLMOHMPOBAHHOIO JOCTYNa TPETbUX NUL, K YUYETHbIM JAaHHbIM)
CBOMX YYETHbIX AaHHbIX 3aKa3uMKOM UX BOCCTAHOBJ/IEHME OCYLLECTBNAETCS Ha OCHOBAHMM 3anpoca O BOCCTAHOBIEHUM
YYeTHbIX [aHHbIX. Mpu 3TOM MCnonHUTeNb BNpaBe 3anpoCUTb CKaH-KOMUU UAEHTUDUUMPYIOWMX [OKYMEHTOB (AnA
bur3nyeckoro nuua - obLerpaxaaHCcKmMi NacnopT, AN PUAMYECKOro NMLa - KOMUKD CBUMAETENbCTBA O perucrpauuu).
BoccTaHoOBNEeHME YYeTHbIX [AaHHbIX OCyllecTBnaetrca McnonHuteneM B TeyeHue 2 (AByx) paboumx OHEM C MOMEHTa
Mosly4eHMsa 3anpoca 0 BOCCTAHOBIEHUM [AHHbIX.

6. MOPAOOK PACYETOB MO YC/IYTAM

OnncaHusa MOryT NpeaycMaTpmMBaThb CleayloLme Nopaaku pacyéTos no ycnyre:
MpepBapuTeNibHaa onaaTa — NOPSAAOK ONaThl, MOAPa3yMeBaowWmii onaaTty YCayr o Havyana ux notpeéneHus;

MocTonnaTa — NOPAAOK OnaThl, NoApasyMeBaowWwmii onaaty YCayr nocie ux notpebrieHus.

B cnyvae, ecnn B OnNUCaHMM OTCYTCTBYET YNOMMHAHWE O MPUMEHUMOM nopaake pacyéta, CTOPOHbl YyCTAaHOBWAW, YTO
onnaTa Takux YCnyr ocyLecTBNAeTCS B NopsAAKe NocTonaaThl.

B cnyyae, ecnn OnMcaHMe COAEP)KUT HECKOIbKO BapuaHTOB nopaaka pacyéta, npu 3akase YCnyru 3aka3uunk BoibupaeT
NPMMEHUMbIA NOPSAOK. YKa3aHHbIM MOPSAOK OTPaXKaeTcs B COOTBETCTBykLWeM 3akasze. CTOPOHbI YCTAaHOBWUAU, YTO B
cnyvae, ecniv 3aKas He COAEePXKUT Kakoro-1mbo yrnoMuMHaHUA o nopaaKe pacyéTa, To NpMMeHaeTca noctonnaTa Ycnyr.

MpepBapuTenbHaa oniarta OCyWEeCTBASETCS NOCPeaCTBOM BHECEHMSA 3aKa3uMKOM OEHEXHbIX CpeacTs McnonHuTteno oo
MOMeHTa noTpebneHunsa Ycnyru. BHeCeHHble AgHeXHble cpeacTBa oTpaxkatoTca Ha banaHce 3akasumka B JIMUHOM KabuHeTe.
CTOpPOHbI YCTAHOBUN, YTO MIcnoNnHMUTENb BNpaBe OCYLEeCTBAATb yAepXaHua cpencTs Ha banaHce 3akasumka B cneayowmx
cny4yasax:

BO3HUKHOBEHMSA Yy 3aKa3uyMKa MPOCPOYKM MO onate MHbIX Ycayr no [orosopy (HanpuMep, onjavyMBaeMbix B nopsiake
nocTonsaTbl) Ha CPOK, Npesbiwamwmin 30 (TpupuaTb) AHER;

BO3HMKHOBEHMSI Ha CTOPOHE 3aKa3uyMKa WHbIX MOATBEPXOEHHbIX AEHEXHbIX 006s3aTenbCTB nepen McnonHutenem,
CBfI3aHHbIX C JloroBopoM (Hanpumep, wTtpadbl CO CTOPOHbI TPEeTbUX MWL, BO3HUKLIME B CBA3WM C HEUCMNONHEHUEM
0643aTeNbCTB 3aKa3uMKoM).

NcnonHutenb 0653yeTcsa BEPHYTb AEHEXHbIe CPefCcTBa, NOCTyNMBLUME eMY B MOPSAKE NpefonaaTsl, B NOHOM 06béMe B
C/lyyae COOTBETCTBYHOLWEro obpalleHnsa 3akasumka B TedeHume 10 (gecaTtun) paboumx gHen, npu cobnoaeHnn cnenyowmx
yCNoBUM:

3aKa3uuk 06paTMﬂCH C NMUCbMEHHbIM 3aaBneHneM K IcnonHuTento, noagnmMCcaHHbIM YyrnoJIHOMOYEHHbIM JIULLOM;

Co CTOpPOHbI 3aKa3uMka Ha MOMEHT 06palleHnss OTCYTCTBYET 3af0/MKEHHOCTb No [JOroBopy B CBA3M C OKa3aHMEM UHbIX
Ycnyr, a TakXXe UCMONIHEHUEM WHbIX 0653aTeNnbCTB No [oroBopy. B cnyyae Hanumuus HenoraweHHblXx 0653aTenbCcTB No
[loroBopy AeHeXxHble CpeacTBa BO3BPALLAOTCS 3aKa3umKy C YYETOM yaepXKaHUs nonarawwmxca MICnonHUTeNto CyMM.

Ha [peHexHble cpeactBa, NpefoCTaBNeHHble B MOPsAAKe MpeasapuTesibHOM onnaTbhl, HE PacnpOCTPaHATCA YCI0BUS O
KOMMEpPYeCKOM KpeauTte, npeaycMoTpeHHbie MK P®. 3aka3uuk He BrnpaBe Tpe6oBaTb OT MCNONHUTENS yNnaThl KAKUX-1m60o
NPOLEHTOB 3a BHECEHHbIE B MOPSAAKE MPeaonnaTthl AEHEXHble CPeCTBa.

7. CIOCObBbl OMNIATbI / NOPAAOK MOMOJIHEHUSA BANTAHCA

Onnata Ycnyr MIcnofHUTeNs ocyLecTBnaeTca nyteM 6e3HanMyHoro nepeyncieHns AeHexHbolx CpeacTs C pacyeTHoOro cyeta
3aKa3uyMka Ha pacyeTHbIn cyeT McnonHuTtena cnocobamu, ykasaHHbIMKU B JIMUHOM KabuHeTe Ha gaTy onnatel Ycnayr. C
MOMEHTa peanusaumm McnonHuTenem COOTBETCTBYHOWEro @yHKUMOHaNna B JIMYHOM KabuHeTe, MNONyYEeHHble
NcnonHuTeneM geHexHble cpefacTBa oTpaxkatTca Ha banaHce B JlInuHoMm kabuHeTe n cnucoiBatoTcsa ¢ banaHca B onnarty
BblI6paHHOM 3aKa3unMKoM YCIyrn Ha OCHOBaHUKM BbiIGpaHHOro Tapuda 1 nepruopa okasaHua YCnyr, oTpa)kaeMblx B JIMUHOM
KabuHeTe.

[leHexkHble CPefCTBa CUMTAOTCA NOMYYEHHBIMU MCNONHUTENEM:

e Mpu onnate NyTeM nepeBOfa AEHEeXHbIX Cpeacts 6e3 MCnonb3oBaHMA 31EKTPOHHbLIX CPeacTB naatexa B JIMYHOM
KabuHeTe — B MOMEHT 3a4YMC/IEHUSA LEeHEeXHbIX CPeACTB Ha PacyeTHbll cyeT McnonHuTens, yKa3aHHbIMA B HACTOALEM
[orosope, npu cob6at04eHUN YCNOBUIM ONIaThbl, YKa3aHHbIX B BbICTAaBEHHOM MICNoNHMUTENneM cyeTe;

e [pW onnate C WMCMNO/b30BaHMEM 3S/IEKTPOHHbIX CPeACTB naaTexxa B JIMYHOM KabuHeTe - B MOMEHT MOJlyvyeHus
McnonHutenemM OT npoBangepa ycnyr no nNpefocTaBNeHUI0 3NEeKTPOHHbIX CPeacTB niaTtexka MOATBEPXAEHUS O
NPUHATUN K UCNONTHEHMIO 0653aTeNbCTB MO NePeBOAY AEHEXHbIX CPEACTB B agpec NcnonHutens.

Onnata ycnyr no [oroBopy MoeT 6biTb BO3/10XKeHa 3aKa3YMKOM Ha TPEeTbe L0 Npu YCI0BMM COBM0AEHMA 3aKa3umKoMm
nopsaka M ycnoBuit onnatbl YCIyr nyTeM NepeBofa [AEHEeXHbIX CPeAcTB CO CyeTa TPeTbero vua, pa3MeLleHHbIX
NcnonHutenem B JIMYHOM KabuHeTe.
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7.4.

8.1.

8.1.1.
8.1.2.

8.2.

8.3.

Mpu onnate Ycnyr C MCNONb30BAaHWMEM 3/IEKTPOHHbLIX CPEACTB MnjaTexka, [[OCTYN K KOTOPbIM NpeaocTaBnsercs
YNO/IHOMOYEHHOMY NpeacTaBuTento 3akasumka (Monb3oBaTento) Npu COBepweHMM UM Bxoda B JIMYHbIN KabuHeT,
3agBneHne 06 UCMNONHEeHUM 06A3aHHOCTM 3aKa3umka Mno onnate ycnyr MCnonHuUTensa NUuoM, MCNOJb3YIOLWMM Takoe
SN1eKTPOHHOE CpeAcTBoO nnatexXa, CYMUTaeTCcd NnoJlydYeHHbIM NcnonHuTeneM. [onHoMo4Yua nua, wucnonb3ywuwero
SNeKTPOHHOE CpeacTBO nnartexa Aansg onnatel Ycnyr NcnonHutensa, npepnocrabBnisgeMblX 3akasuuky, MOATBEPXXOArTCH
MCNONb30BaHWEM TaKUM JIULLOM NpPefoCTaBfeHHOro McnonHutenemM 3aka3umky SIorMHa v Napons Ans Aoctyna B JIMUHbIN
KabuHer.

8. OPrAHM3ALNA UHO®OPMALIMOHHOM BE3OMACHOCTU B OTHOLUEHWUU YCNYT

OnucaHusa MoryT npegycMatpuBaTb Mepbl U CNOCo6bI:
KoTopble npumeHsaeT NcnonHuTenb, gasa 3awmtbl MHbopmaumm, Obnaka Cloud 1 cpencTB ero ynpaBieHus;

HanpaBneHHble Ha BbiIBIeHME HeQ0CTaTKOB opraHM3aummn cucteMbol Mb O6naka Cloud (ayauT, TeCTUpoBaHue, U.T.4.).

B oTHOWeHMM npoueccos/cepBucoB Mb OnucaHna MoryT coaepkatb MHPOpPMaLMIo, KacaloLlyocsa pacnpeneneHmsa ponen,
06513aHHOCTEN U OTBETCTBEHHOCTM B 06nactu b Mexay 3aka3umkoMm u MicnonHuTenem.

B paMkax okazaHua Ycnyr McnonHuTenb He NpefocTaBaseT onunm MHOOPMMPOBAHMA O BO3MOXKHOCTAX MapKUPOBKN N/nnu
Knaccudukaunmm nHGopMauMn/akTMBOB 3aKasuymMka NMyTeM HAMMEHOBAHMA WU/UN U3MEHEHUSA ee/ux CBOMCTB. Ecnu 3To
NMPUMEHMMO K KOHKPETHbIM YciyraM, 3akasumk MOXeT BOCMO/1b30BaTbCA BCTPOEHHbIMU BO3MOXHOCTAMMU [10, B cryvae
npepocrasneHnsa Takoro MO 3aka3uuky B paMKax okasaHusa YCnyr, U1 03HaKOMUTbCS C NPefoCTaBNeHHbIMU UHCTPYKLUUAMN
OT npousBoauTenen gaHHoro Mo.
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