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OMUCAHME N YCNOBWA NPEAOCTABNEHNA YCNYTU
«MOAKNHOYEHUE K CEPBUCAM CLOUD»

1. OBLAA UHOOPMALUA U ONMUCAHUE YCNYTU
Ycnyra noctpoeHa Ha 6ase ceTeBoro u cepeepHoOro 06opyaosaHua McnonHutens.

Ona nonyvyeHunAa A0CTyna KyC}'IyFaM Cloud 3aKas3yuK, B 3aBUCMMOCTHN OT TeKywmx Tpe6OBaHMﬁ nnmeronxca BO3MO)KHOCTEI7I, MOXeT
Bbl6paTb O4UH NN HECKO/IbKO TUMOB CETEBOIO NOAKNKOYEHUA:

UHTepHerT.
Tabn. 1. BapnaHTbl NOAKAOYEeHUI Yepes UHTepHET

BapuaHTbl NoAKAIOYeHUA CopeprkaHue

IOTMYECKOe NOAK/I0YEHME K BblAeIeHHOMY 1A 3aKa3umKa KaHany nepefaym AaHHbIX

o o 1
BblaeneHHbI rapaHTMPOBaHHbIN KaHan UHTepHeT o o
C rapaHTMPOBAHHOW NOOCON NPONyCcKaHUA

flornyeckoe noaxatoveHre K obliemy Ana BCex 3aKasyMKoB YCIyr KaHany nepegauun
AaHHbIX (CKOPOCTb CETEBOr0 COEAMHEHUA ANA KaXAOoro 3aKasuuMKa He ABaseTcs
O6wwit kaHan NHTepHeT (shared) rapaHTUPOBAHHOM M 3aBUCUT OT 3arpy»KEHHOCTM OBLLEro KaHaia nepesadn AaHHbIX)

MNpu nogKkntoueHun K cepsmcam Cloud yepes MHTepHeT 3aKasumK, MO YMOIYaHMIO, MOJIy4aeT oguH 6enbint IPv4-appec, Bblaensemolin
B BUAE MOACETM C MacKow noacetu /32. lononHutesbHble IP-agpeca BblAENAOTCA MO aHANOMMYHOMY MPUHLMMY, HO 0POPMAAIOTCA
OTAENbHO 33 AOMNONHUTENbHYIO NAaTy. Mpy NoaKNoYeHUM Yepes KaHan MHTepHeT 3aKkasunKky npepoctasnseTca 6a3osan 3awmTa
MHPOPMALMOHHBIX cucTeMm, pa3meltaemblx B Obnake Cloud, ot DDoS-aTak, HanpaBAeHHbIX Ha McYepnaHMe KaHaNbHON eMKOCTU
ceteBoit MHdpacTpyKTypbl. TakKe, No 3anpocy, MOXKeT bblTb NpefocTaBAeHa pacliMpeHHas 3almTa MHGOPMALMOHHBIX CUCTEM
3aKasumKka, pasmewiaemblx B O6bnake Cloud, ot DDoS-aTak Ha Bcex YypoBHAX A0 L7 BKAOYUTENBHO B BUAE OTAE/NbHOMU
Tapuouumpyemoin Yenyru.

BblgeneHHbli KaHan cBA3U.

MoakntoueHe Yepes BblgeNEHHbIN KaHan cBA3M No3Bo/seT obecneynTb B3aMmoaeincTeme cetel 3akasumka c cetblo B Obnake
Cloud ¢ nomoLLbto BblAeNEHHbIX KaHa/I0B CBA3W CTOPOHHEro nposaiaepa. OnuMOoHaIbHO C MOMOLLLIO AAHHOTO CLeHapua K Ycnyre
3aKas3uMKa MOXKeT OblTb MOAKMAIOYEH a/fibTEPHATMBHBLIM KaHan B ceTb WMHTepHeT. OnAa AaHHOTO MOAKAHOYEHWMA MOTyT 6biTb
334,eCTBOBaHbl BblAeNeHHble KaHanbl 3aKa3uMKa, OPraHU30BaHHblE C MCMO/Ib30BaHMEM «TEeMHON OMTUKU», NNBO KaHanbl,
npenocTtasasemble icnonHutenem.

Tabn. 2. BapuaHTbl NOAKAOYEHU I Yepes BblaeneHHbI KaHan ceasu

BapuaHTbl NOAKAOYEHUI CopepaHue

noaKAwYeHne ABYX KaHanos B ABa ¢M3W4€CKMX nopTa Ha OTAEe/IbHbIX CeTeBbIX

Pesepsupyemoe MapLupyTU3aTopax

noAKAKYeHUe TONIbKO O4HOTO KaHasla B O AUH ¢M3M‘4€CKMI‘;I nopTa Ha O4HOM U3 CeTeBbIX

He pe3sepsupyemoe
Pesepeupy MapLUpyTM3aTOPOB

MoaKoHeHE BO3MOKHO € MCMO/Ib30BaHWEM GpU3NYECKMX MOPTOB C MPONYCKHOM cnocobHocTtbio 1 I6/cn 10 T6/c

CoctaB Ycnyrm 1 oCHOBHble KOMMOHEHTbI.

WHTepHeT:
Tabn. 3. UHTepHeT

MoakntoueHne K cepBucy B obnake uepes cetb MHTepHeT — NAT

CoaeprkaHue OrpaHuyeHus

. oavH 6enbii IP agpec Ha npunoskeHve - Ana ny6AMKaUMM HECKONbKMX

NPUIOXEHUI C oguHaKkoBbiMu noptamu TCP (80, 443 un T. a.) TpebyeTcs BblaeneHve
Monb3oBaTeNIM MOAK/IOYAIOTCA K BUPTYaNbHOM

mawnHe B O6nake Cloud, onybankosaHHOW
yepes benbiit IP agpec, mapwpyTnsMpyemblii B
cetv MHTepHeT. [aHHbIN cueHapwi
pekomeHayeTcs MCNoNb30BaTh ans
npefocTaBneHus  Aoctyna K nybavuHomy
cepeucy Yyepes ceTb MHTepHeT.

[ONONHUTENbHBIX Benbix IP agpecos;

. LA NPUAOXKEHWUI C ANHAMUYECKN Bblgensembimm noptamm (FTP, SIP, H.323 u .
A.) MOTYT BO3HMKHYTb Np0o61embl C HeAOCTYMHOCTLIO CEPBUCA - HEOBX0AMMO GUKCUPOBaTL
OMana3oH AMHAMUYECKM BbiAeNsemMblX NOPTOB B HACTPOMKAX MPUIONKEHUA U NPONUCIBaTb
vx B npasunax DNAT. AnbTepHaTWBHbIM BapuaHT - Bblaenatb oauH benbiii IP agpec Ha
CcepBu1C M HacTpamsaTb NpaBuo Static DNAT.

MoakntoueHue K cepBucy B obnake yepes Site to Site VPN — L3 VPN (IPsec VPN)

1
3afiaHHaA CKOPOCTb rapaHTUPYETCA BHYTPU ceTU UCNONHUTENA HauMHAA OT MopTa NOrPaHMYHOro MapLpyT1saTopa yana ceasu Cloud.
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Ha ceteBom ob6opynoBaHum 3akasuuka (poyTtep
WIM  MEXKCETeBOW  3KpaH)  HacTpauBaeTcs
cTatuyeckuii IP sec-ToHHenb B O6nako Cloud, c
nomoLlbio KoTOporo nonb3oBaTtenu
NOAK/IOYAIOTCA K BUPTYaNbHbIM MalMHAM B
obnake Ha cepble IP agpeca, | o TpebyeTcs Hanuume y 3aKkasumKa ceTeBoro obopyaoBaHuA C NoaaepKKoi IPsec
MapLpyTMsMpyemble B pamkax obnayHown cetm | VPN, Mpoune  orpaHuMyeHnAa npuBefeHbl B JOKYMEHTaUMM MO CCblJIKe:
3akasumka. [laHHbI cueHapuil pekomeHayeTca | https://docs.sbercloud.ru/vdc/ug/topics/networks.html

MCMONb30BaTb [ANA CBA3W ONn-premise ceTei
3aKkasumMka c cetamm B O6nake Cloud Kak
OCHOBHOE MOAK/OYEHME WAN KaK pe3epsHOe
NOAK/MIOYEHME NPU  HANWUYUM  NOAKAIOYEHUs

yepes HpﬂMOl\;I KaHan ceA3n.

1.3.2. BblaeneHHbI KaHan cBs3u.
Tabn.4. BblaeneHHbln KaHan cBA3n

L2 noaknioueHune

CopeprkaHue OrpaHuyeHus

[aHHbIV cueHapuit No3BonAeT cBA3aTb ceTb KaveHTa B O6nake Cloud ¢ on-premise
CceTAMM KAMeHTa BHe obnaka no L2. Mpu TakOM NOAKNOYEHUM CYLLECTBYHOLIME
BMPTya/ibHble MalUMHbI B MHPpPACTPyKType 3aKasumka byayT HaxoauTbCa B 0AHOMN L2
ceTn ¢ mawmHamu B Obnake Cloud, 4To faeT BO3MOXKHOCTb A4 peannsaummu Takoro
cepBuca Kak murpauma malumH 6es cmesl IP agpeca.

[aHHbIV BUA NOAKNIOYEHMA NpeAnoiaraeT cneayoLime onumm:

. ApeHpa $usmyeckoro nopta — npegoctaBneHve B apeHay $usmyeckoro
nopta 1 uam 10r6/c Ha o6opyaosaHmu Cloud B 04HOM M3 TOUEK NPUCYTCTBMA, B PaMKax
KOTOPOro OCYLUECTBAAETCA MOAKMOYEHME K pecypcam 3aKas3umKa, pasmeLleHHbIX B
O6nake Cloud;

. ApeHpa SFP mopyna — npepoctaBneHve B apeHay SFP  moayns,
HeobXxoAMMOro AnA NoAKAYEeHUA GU3NYECKON COeAUHUTENBHON NMHUK K MOPTY Ha
o6opyaosaHun Cloud (o6s3aTenibHas onuma Npu 3akase ycayrn apeHaa ¢pusmyeckoro
nopTa);

. ApeHfa KpOCCUMPOBKM (OMUMOHaNbHO) — MNpeAoCTaBlEHWE OMNTUYECKOMN
coeaMHUTENIbHOM NMHUK OT 0bopyaosanusa Cloud B 0fHOW M3 TOYEK NPUCYTCTBUA A0
060pyA0BaHNA 3aKa3uMKa B TOW Ke TOUKe NPUCYTCTBUA;

. BbioeneHHoe ceTeBoe coefuHeHMEe — MpefocTaBleHWe BblAeNeHHOro
KaHana cBA3M MeXay TouKol 1, pusnyeckum noptom Ha ob6opyaosaHum Cloud B oaHow
M3 TOYEK MPUCYTCTBUA, U TOYKON 2, NnopTom obopyaoBaHMA 3aKa3umka Ha obbekTe | © MaKcMmaibHaA BO3MO>KHaA
3aKasuuKa. [11A NpefoCTaBAeHUA JaHHOTO CEePBMUCa MOTYT UCMO/b30BaTbCA CEpBUCHI | MPOM3BOAWTENLHOCTL NoAKMtO4eHUA — 10 ré/c. Ona
CTOPOHHEro NpoBaiiaepa. MaKCUManbHOM yTUAU3ALMM NOAKNIOUYEHMNA 3HAYEHNE
. ApeHaa TeMHOTO BO/IOKHA - MpeaocTaBneHMe B apeHAay BblgeneHHbix | MTU Ha Bcem nyTw ciefoBaHuA TpaduKa [ONMKHO

ONTUYECKMX BONOKOH MEXAY TOUKOM 1, dU3MIecKum NopTom Ha o6opyaosaHum Cloud | BbITb ycTaHoBeHo He meree 9000 6aitT.
B OAJHOM M3 TOYEK NPUCYTCTBMA, M TOYKOM 2, NOPTOM Ha 060pyA0BaHMM 3aKasumKa Ha
obbekTe 3aKkasumka. [na npeaocTaBAeHMA AaHHOTO CepBMCa MOTYT MCMONb30BaThCA
CepBUCbI CTOPOHHEro npoBaiigepa.

Ycnosua npenocTasnenua:

[Ona npefocTaBneHWA AAHHOTO TWNa MOAKAIOYEHMA 3aKa3umKy HanpasnseTtca AKT
Hayana oKasaHusa Ycayr. Mpu COOTBETCTBMM XapaKTEPUCTUK 3aKasumK NoANWCbIBaeT ABa
aK3emnaspa AKTa Hadyana okasaHua ycayr (no dopme lMpunoxenuna 1.ENT.6.A. K
Oorosopy) nnbo otnpasnsetT WcnonHutento ysefoOMIEHUME O HECOOTBETCTBUM B
TeyeHue 5 (natn) paboumx gHen.

B cny4ae, ecam No UCTEYEHMM BblleyKa3aHHOTo CPoKa OT 3aKa3uMKka He MoCTynuau
3aMeyaHunA No COOTBETCTBUIO XapaKTePUCTUK SAaHHOIO TUMNa NoAKAoYeHNs, To CTOPOHbI
CYMTAIOT, YTO XapaKTEPUCTUKM COOTBETCTBYIOT, YKa3aHHbIM B 6/aHKe 3akasa, a AKT
CYMTAIOT NOAMNMCAHHBIM CO CTOPOHbI 3aKa3umKa 6e3 3ameyaHuni.

MoanucaHHble 3K3emnaapbl AKTa 3aka3unKk obssyeTcs nepesatb YNOAHOMOYEHHOMY
npeacrasutento Ucnonxuutens (pasgen 10 [dorosopa). B TedeHune 5 (natm) paboumx
OHel ¢ MOMeHTa NoJslyyeHus 3K3emnaapoB AKTa, UcnonHutens 06sa3yerca nognucatb
WX CO CBOEI CTOPOHbI, @ TaKKe HanpaBWUTb OAMH 3K3eMMAAp MoANUcaHHOro AKTa
3aKa3umKy.

B3aumopgeiictBue c pecypcamm obnaka c ucnonbsosaHuem AS u IP-agpecos 3akasumka

CopeprkaHue OrpaHuyeHus
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MHTEpHeTe agpecos 3akasuumka (Pl 6/10K).

Cepsuc 3aKkasumk aHoHcupyeTca M3 Obnaka Cloud ¢ NomoLLbio MapLLPYTU3UPYEMBIX B

. ANA UCNONb30BaHMA cueHapua Tpebyertcs,
4yT06bI KNMEHT umen Provider Independent IP agpeca,
COBCTBEHHYHO aBTOHOMHYHO CUCTEMY.

. KAMeHT wucnonbdyeT cetb Cloud Kak
TPaH3WUTHYO ANA aHOHCUPOBAHUA CBOWX MPedUKCOB.
. O0NONHUTE/IBHO JOMKHA 6bITb

npopabotaHa cxema
npepuKCoB KAWEHTA.

3awmTtbl  Anti-DDOS  ana

B 3aBMCMMOCTU OT OCOBEHHOCTEN peann3aLum cXxembl
NoAKAYeHNA MOKeT noTtpebosaTbcA
[AOMNONHUTE/IbHAA 3aKyNKa ceTeBoro 060pyA0BaHNA No
COr/IaCOBAHMIO C 3aKa3UNKOM.

2. BA30BAA ®YHKUUOHAIbHOCTb U METPUKU YCNIYTU

basoBasn PpyHKLMOHANLHOCTb U MeTpuKK Yenyru «MoakntodeHme K cepsucam Cloud» npeacrasneHsl B Tabauue 5.

Tabn.5. MapameTpbl NpesocTaBasemMblx Ycayr

XapaKTepUCTUKU U METPUKK

[onyctumble 3HayeHus*

CKOpOCTb nepegayn gaHHbIX

Ot 10 M6/c go 10 I6/c B 3aBUCMMOCTM OT BbIGPAHHOM NPOMYCKHOM
cnocobHoCTH

CpepnHss ceTeBas 3afeprkKka B npeaenax CMA Cloud

He 6onee 10 mcek

MpoueHT noTepsAHHbIX NakeTos B npegenax CM/A Cloud

He 6onee 0,5 %

OrpaHuyeHns BXOZAWLEr0 CYMMAapHOro Tpadwuka 3a OTyeTHbIN
nepuog
OrpaHMyeHns WCXOAAWEro cymmapHoro Tpaduka 3a OTYeTHbIN
nepuog

* - Ycnosue: 3a2py3Ka nosaocsi npomnyckaHus He boaee 80% (pacnpocmpaHaemcs mosbKo Ha BoldeneHHbIl KaHas ceAsu).

He orpaHunyeHo, eciv MHOe He YKa3aHOo B ONUCaHUN Ycayrm

He orpaHu4eHo, ecnm nHoe He yKa3aHo B onucaHmm Yeayru

Ba3oBble METPUKM MOTYT BbITb CKOPPEKTUPOBAHBI NPM 3aKase Ycayru.
3. TAPUOUKALUA YCNYTU

[na pavHow Yenyru ucnonbdyetca CTaTudeckasn Tapuduraums.

BennumHa exemecA4HOro nnaTe)a 3a MONb30BaHWe Ycayron onpepenseTcs B COOTBETCTBMM C 3aKa3aHHbIM 06bemMom
NepeYnCIeHHbIX HUXKE PECYPCOB M ONUMIA:

e LUMPMHA KaHana NHTepHerT;

e  Ko/siMuyecTBO 6enbix IPv4-agpecos;

e MPOMNYCKHaA CNoCOBHOCTb U KONMYECTBO GU3MYECKMX NOPTOB;

e  TWN U Konmyectso SFP moayneis;

®  KO/IMYECTBO KPOCCUPOBOK;

e MPOMNYCKHasA cCnocobHOCTb U KOIMYECTBO BblAE/IEHHbIX CETEBbLIX COEANHEHWUN;

e  KOJIMYECTBO ONTUYECKUX BOJIOKOH U AJIMHA ONTUYECKOM Tpacchbl.

EAMHOBPEMEHHbIM NaaTeK 3a NoAK/odeHre Yenyru (ecam 3To NpUMeHUMo no tapudy).
4, UHbIE YCNOBUA, TPUMEHUMDIE K YCNIYTE

BO3MO3KHbIE BUAbI NOAKAOUYEHUA / usMeHeHus [/ OTKIoueHua Yenyr:
MocpeacTBOM NoAnMcaHnsA 3akasa.

BO3MOXKHbI NOPAAOK pacyeTos no Ycayre:
MocTonnaTa.

Bo3moXKHble cnocobbl onaatbl U nopaAoK nononHeHusa banaHca:
OnnaTta B 6e3HaNINYHOM nopAgKe Ha OCHOBaHWK BbICTaBNEHHOTO McnoiHuTenem cyerta.

CTOPOHbBI YCTaHOBUIW CNEAYIOLWMIA MOPAAOK 3aKasa YCnyrv no Hactoswemy MpuioKeHuio:

3aKa3s Ha noAkaoyeHue Ycayrv no Hacrosuwemy MpunoskeHuo fomKeH 6biTb HanpasneH McnonHuTtento He nosgHee, Yem 3a 6
(wecTb) paboumx AHeNn A0 AaTbl HAYaNa OKasaHUa Ycayru;

B TeueHune 3 (Tpex) paboumx gHei McnoaHUTENb MAM €ro YNOJAHOMOYEHHbIM NpeacTasuTent 06s3yeTca paccMoTpeTb 3aKas Ha
Ycnyry v HanpasuTb AULY, HanpasueweMmy 3aKas, oTBeT (MOANMCaHHbI CO CBOEI CTOPOHbI 3aKas UM OTKa3s B NpeLoCTaBaAeHUU
Ycnyrv ¢ 060CHOBaHWEM NPUYKHBI);

B cnyyae cornacoeaHus CTopoHamu 3akasa Ycayra no Takomy 3aKasy NpefoCTaBAseTcs B AaTy Hayasa OKasaHusa Ycayru,
3adumKcMpoBaHHYHo B 3aKase, ¢ 10:00 o MOCKOBCKOMY BPEMEHW.
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4.5. 3aKa3uMK CamMoCTOATENIbHO HECeT OTBETCTBEHHOCTb 3a COXPAHHOCTb AAHHbIX M MPUHMMAET CaMOCTOATENbHO Mepbl MO WX
CoXpaHeHuto Npu oTKase ot Ycayru. Mpu oTKase oT Yeayrv icnonHutenb Bnpase y4anuTb AaHHble 3aKasumKa no ucreyeHum 5 (natum)
paboumx gHel nocsie oTkasa oT Ycayru.
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