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COIMMALLEHWME OB YPOBHE MNMPEOOCTAB/IEHNA YCTTYT U
«THREAT DETECTION AND RESPONSE» («TDR»)

1. MPEOMET COINMALWEHWA

HacTtoswee CornaweHue ob ypoBHe nNpenocTaBneHnsa ycnyr (aanee — CornaweHue) aBnaeTca AOKYMEHTOM,
duKcmpyrowmMM JOCTYNHOCTb YCNYrun, a TakXe LefeBble KOMMYEeCTBEHHbIE M KaYeCTBEHHbIe XapaKTepPUCTUKHN
npenocTaBneHuns Yciyru.

Ycnyra npepoctaBnaeTca B cotpyaHumyectse ¢ OO0 «be3onacHasa nHdopMaumoHHas cpega» (000 «BM3oHy,
nanee - «MapTHep»).

B3auMopencTeme LEHTpa MOHUTOpUHra [MMapTtHepa (BI.ZONE SOC) m WcnonHuTens BKA4YaeT B cebsa
perucTpaumio 3asBOK O HECOOTBETCTBMM MNPefoCTaBfsieMblXx ycnyr TpebyeMblM MapameTpaM KayecTsa,
OpraHmM3auuMid npouecca BOCCTAHOBNEHMS CepBuca, B3aMMHOe WHGDOPMUPOBAHME OTBETCTBEHHbLIX
PYKOBOAMTENEN KOMMaHWM O XOOe pelleHWss BOMPOCOB, CBA3aHHbIX C BOCCTAHOB/eHWMEM TpebyeMoro
KayecTBa cepBuca.

2. NPOLEEAYPA B3AMMOLENCTBUSA CTOPOH MPU BbIABJIEHUN UHUMUAEHTOB UB

Moao pearvpoBaHMEM Ha MHUMAOEHT WMB nogpasyMeBaeTca CTPYKTYPUPOBAHHasA COBOKYMHOCTb AENCTBUI
CTOpPOH, HanpaB/eHHas Ha YCTaHOBNeHWe AeTanen MHUMAEHTa, MUHMMKU3auMo yulepba oT MHUMOEHTa U
npenoTBpalleHMe NoBTOpeHMs Noao6bHOro nHUMaeHTa VB B byayuiem.

[ecTBMA No BbIABMEHUIO MHLMOEHTOB VB 1 pearmpoBaHMIO Ha HUX, @ TaKXe UX O4YepeaHOCTb NpeacTaBieHbl

B Tabnuue 1.
Ta6n.1. MNpouepypa pearnpoBaHna Ha MHUMAEHT Nb

Ne 3apauu OTBETCTBEHHbIN e
peakuuu
1 MOHUTOPUHI U aHanu3 cobbituin Ub
B paMkax MOHWUTOPWHra WU aHanusa cobboitun  WUB
npou3BoAnTCA aHanu3 cpabaTtbiBaHUM npasun

aBTOMAaTUYECKOro BbiIBNIEHUSA Yrpo3, BbioeneHue Ha 6Hasze
HUX NOTEHUMANbHbIX MHUMAEHTOB WMB M ux nepBuyHasd
OLleHKa Ha NpepaMeT JI0XXHOMOJIOXNUTE TbHbIX CpabaTbiBaHUN.
1.1 MHUMAEHTbl MOTYT 6blTb OXapaKTepPU30BaHbl Kak:

e FP (noxHoe cpabaTbiBaHue);

e TP (nogTBEPXAEHHbIM NHUMAEHT UB).

B xoge paboTbl XxapakTep MHUMAEHTA MOXET 6blTb U3MEHEH
Kak Ha OCHOBaHWM MHbOpPMauMM OT 3aKasuuka, TaK U Ha
OCHOBAaHWM 3KCNEPTHOro MHeHua MapTHepa.

AHanUTUK nuHmMn 1-2 BI.ZONE CornacHo
SOoC Tabnuue 3

2 AHanu3 nHumpeHToB Ub

AHanNU3 noTeHuManbHbIX MUHUMOEHTOB Wb, oueHka wux
2.1 NPUOPUTETOB U BbipaboTKa PEKOMEHAALUNN NO NepBUYHOMY
pearMpoBaHuio

AHaANUTUK nuHun 1-2 BI.ZONE CornacHo
SOoC Tabnuue 3

3 OnoBelleHue 3aKka3umka 06 nHuuaeHte Ub

dukcauna uHumpeHTta Mb B yyeTHOM cucteme [lapTHepa

nyTeM 3anofIHeHWs KapTOYKM MHUWAEHTA. YBeooMeHue

3aKasumMka 06 uHUMOEHTe MOXeT ObiTb OCYLWECTB/IEHO

OLHWUM 13 CnepyrLwmnx cnocob6oM KOMMYHUKaLMN:

MoyToBOE YBEAOM/IEHME:

1. B TeMe nucbMa CoAepXaTcsa cnenyrume 3HaYeHns:

e lVipeHTUdMKaTop  MHGDOPMALUMOHHOM  CUCTEMbI, B
OTHOLUEHUN KOTOPOM GblN 3aDMKCUPOBAH MHLUUAOEHT.

e HoMep MHUMAEHTa, NPUCBOEHHbLIA YYETHOM CUCTEMOM
NCNONHUTENS:

e [lpuopwurer. AHANUTUK NUHUIA 1-3 CornacHo

e Ha3BaHue MHuMpeHTa. BI.ZONE SOC Tabnuue 3

2. B Tene nucbMa, B KApTOYKe WHUMAEHTa MOryT

COofepXXaTbCa cneaylwme aaHHble:

O6was nidopmaunsa o6 nHunpeHte NBG:

e BpeMmsa pernctpauunm B dpopmate UTC;

® [puvopuTeT;

e TeKyLWMI CTaTyC U KOMMEHTaPUI K HEMY.

CBogHas nHdbopmaums:

® CMUCOK 3aTPOHYTbIX XOCTOB W aAKTUBHBIX YYETHbIX
3anucen B HUX Ha MOMEHT MHUMAEHTa (NPWU YCIOBUU
LOCTYNHOCTM 3TOM MHpOpMauun);

3.1
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®  CMUCOK OBHApYXXEeHHbIX MHAMKATOPOB KOMMNpoMeTauuu
(HanpuMep, xew-cymMma danna, uma danna, agpec
C&C-cepBepa, accoUMMpOBaHHble [OMEHHbIE WMMEHa
v ap.);

e pefleBaHTHble WHUMAEHTY TEXHUKM U TakTuku MITRE
ATT&CK;

e cpaboTaBwMKe npaBuia aBTOMAaTUYECKOrO BbISIBNEHUS
yrpos, Ha 6a3e KOTOPbIX 0GHAPYXEH NHLNOEHT;

®  CCbUIKM Ha BONONHUTENbHbIE Bal/ibl, NPUKNAAbIBAEMblE
K UHUMOEHTY.

Nonpo6Hasa nHdopmauus:

e OMuCaHWe MHUWLEHTa;

e timeline nHUMAeHTa;

e 0630p TeKkywero M  NOTEHUWANbHOro
WHLUMOEHTa Ha MHPPACTPYKTYPY 3aKa3umka;

e npoyasa nHpopmayms.

PekomeHpauunm:

MepBooYyepeaHble [AENCTBUS, KOTOPble MogpasyMeBatoT

BNAHNA

NnoATBeEpPXAeHne NermTMMHOCTU/HENErMTUMHOCTH
MHUMpeHToB WMB. TakXe pekoOMeHpauuu, KOTopble
Heob6xoguMo npeanpuHaTb ans npenoTBpaLleHuns

nHunpgeHta UMb unmM MuUHMMM3aAUMK ero nocnencTBui, u
KOTOpble He MOryT ObiTb BbINOMHEHbI WMcnonHuTenem
CaMOCTOAATE/IbHO B paMKaxX akKTUBHOro pearnpoBaHUs.
3anpoc AonoNHUTeNbHOM MHPOPMaunmM, KoTopasa TpebyeTca
oT 3akasuumka ons nposeneHus McnonHutenem
NanbHelnwero aHanunsa nHumaeHTa b, n kotopas He MoXxeT
6bITb MONyYeHa NCNonHUTENEM CaMOCTOATENIbHO B paMKax
aKTUBHOrO pearnpoBaHus.

KapTouka nHumaeHTa Ha BI.ZONE SOC Portal

KapTouka WuHUMOEHTa [OOCTynHa B JIMYHOM KabuHeTe
3aKasyumka.

4 lNMpepocTtaBieHne 3aKa3uyMKOM 06paTHOM CBA3M MO MHUMAEHTY Ub

Mocne nonyyeHuMa nucbMa COTPYAHMK 3akasumka 6Geper
OAHHbIM MHUMAEHT B paboty u, no wutoram paboTtbl C
WHUNOEHTOM, NpeaocTaBnsaeT 06paTHYO CBA3b, @ UMEHHO —
NoATBEPXAAET JIErUMTUMHOCTb/HENErMTUMHOCTb [AHHOro
MHUMOEHTa, a TaKxe BbIMOJIHAET  COrjlacoBaHue
4.1 chopMupOBaHHOro  WMCMONHUTENEM MJlaHa  aKTUBHOIO
pearnMpoBaHusa (ecnm 3TO cornacoBaHne Heob6xogumo). B
cnyyae HEeNermnTMMHOCTHU onucbiBaeT pe3ynbTathbl
BbINO/IHEHUSA PEKOMEHOALMI U CBOE peLleHne B OTHOLLIEHUN
npepgnaraeMoro njaHa akTMBHOro pearnpoBaHusa MapTHepa
B OTBETHOM NMUCbMe UIu KoMmMeHTapmem B SOC Portal.

CornacHo

NcnonHuT
cnon ene Tabnuue 3

Ona kaxpgoro MHumaoeHTa Vb Ha3HavyaeTca NpMOPUTET cornacHo Tabnuue 2 1 KaTeropmsa cornacHo Tabnuue
4. PearnpoBaHune Ha MHumaeHTbl MBb ocywecTenseTcsa B COOTBETCTBMM C BPEMEHHbIMU XapaKTEPUCTUKAMMU,

onpenenéHHbiMu B Tabnuue 1.
Tabn.2. MpuoputeTbl MHUMAEHTa NbB

Mpuopurtet OnucaHue npuoputeTa uHUMaeHTa Ub MpumMmep
WHUMOEHT, NPMBOAAWMI K KOMMNPOMeTaunun 60nbloro
HUMAEHT, NPUBOAAIL P u TapreTMpoBaHHas aTaka, B  paMKax
. | KonnMyecTBa 3awWMLLAEMbIX PECYPCOB B pe3ysbTaTe Yero .
Kputnyeckui o KOTOpOM 6bina CKOMMNpPOMEeTUpOoBaHa
3aKa3uyMKy MOXeT 6blTb HAHECEH CYLECTBEHHbIN ylepo,
_ y4yeTHas 3anmcb agMMHUCTPaATOPa AOMEHa
W XKe UHUMOEHT HOCUT TapreTMPOBAHHbIN XapakTep
WHLUMOEHT, NPUBOAALMA K BO3MOXHOCTU MW CO30aHMI0 | AKTMBHOCTb BPEAOHOCHOIO MPOrpaMMHOro
BbICOKUI YCNOBUIA ANA KOMMNPOMETaUUKM 3aluMlaeMblx pecypcoB | obecneyeHus, He NeTeKTUPYeMOoro
3aKa3uymka. 3/10HaMepeHHaa aKTUMBHOCTb He 6blfa | MCNoNb3yeMbiMU cpepcTBamMu
3a6/10KMpoBaHa NpeBeHTUBHbIMK C3U. AHTUBUPYCHON 3aLnThI
WHLUMOEHT, KOTOPbIA B AAHHbI MOMEHT He NMPUBOAMT K | YCMewHas  3KCnayatauua  ys3BUMOCTU
HeLOCTYMHOCTM 3allMliaeMblX PecypcoB 3aka3umka, HO | 6pay3epa C nocnefyioowen nonbiTKON
CpenHuit B OyAyLWEM C BbICOKOM CTEMEHbIO BEPOATHOCTU MOXET | 3apakeHus XocTa BPEAOHOCHbIM
Bbl3BaTb MHUMAEHT C 605ee BbICOKMM MPUOPUTETOM. | NMPOrpPaMMHbIM obecneveHuem,
3710HaMepeHHasas aKTMBHOCTb 6blla SloKanu3oBaHa W | 3a6/10KMpPOBaHHaA cpepcTBamMu
3ab10KMpoBaHa NpeBeHTUBHbIMK C3U AHTUBUPYCHON 3aLnThI
WHUMOEHT, B paMKax KOTOPOro 3aka3uyuky He 6biio
NpeHTUOULMPOBaAHHbIE  MOTEHUMaNbHble
. HaHeceHo Kakoro-nubo ywepba. OcywecTBnsancsa cb6op
Huskuin HexenartenbHble nporpammel — Adware,
MHGOPMaLMN O CUCTEME B PaMKax MMeEKLWMXca npaB ) .
nocryna Riskware, not-a-virus u 1. g
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Tab6n. 3. LleneBble nokasaTenun ypoBHA NPeaocTaBneHnsa yeayrn K MOHUTOPUHT MHLUMAEHTOB MB»

Bpemsa peakuuu
BpeMsa BbINONHEHUS
Noka3artenb Mpuopurter - Ta6benb 3aka3uumka Ha 3anpochbl
nokasarensi
NMaptHepa
1 — Kputnuyeckum 00 15 MUHYT 24x7 He npuMeHumo
O6HapyxeHue 2 — BbICOKUN 0o 15 MuHyT 24x7 He npuMeHumMo
MHUMAEHTA b,
permcrpaumnsa
uHUMaeHTa Ub 3 — CpepHuii [0 15 MUHYT 24x7 He npuMeHUMO
4 — Huskun 0o 60 MUHYT 24x7 He npuMeHumo
Mocne 1 — Kputnuyeckum 0o 60 MUHYT 24x7 He npuMeHumo
perucTpaummn
MHUMOEHTA nb
MapTHep nNposoa1T 2 — BbICOKUI 0o 60 MUHYT 24x7 He npnmeHnmo
NPOBEPKY JTIOXKHOIo
cpabatbiBaHMa
KaTeropupoBaHue .
UHUMAEHTa, 3 — CpenHun 0o 180 MUHYT 24x7 He npuMeHumo
yBegomnsaer
3aKa3umka 06
MHUmnpeHte Nb 4 — Huskum 0o 280 MUHYT 24x7 He npuMeHnmo
1 — Kputnueckum 3 daca c MoMeHTa 24x7 [0 60 MUHYT
perucTpaumu
Mpenocrasnexune 2 — BbICOKUI 8 uacos c MomeHTa 24x7 He npnmeHnmo
NnepBUYHbIX pernctpaumn
pekoMeHpauMn no
MHUNOEHTY 13 . 16 yacoB C MOMeEHTa
3aka3umnky 3 — CpenHun perncTpaumMm 24x7 He npuMeHumo
4 — HuUsKum 30 uaca C MomMeHTa 24x7 He npnMmeHnmo
permcTpaummu
1 — Kputmuyeckum He npuMeHumo 24x7 He npumMeHumo
Bpemsa Ha
paccnepgoBaHue
MHUMpeHTa Wb u 2 — BbICOKUN He npuMeHumo 24x7 He npuMeHumo
aHanun3a XXypHanos
cobbITUN,
npenocTaBieHHbIX 3 — CpegHun He npuMeHumo 8x5 He npuMeHnMoO
3aKa3uymMKoMm
MapTHepy
4 — HuUsKum He npnMmeHnmo 8x5 He npnMmeHnmo
NHUMpEHTbI
OTCYTCTBMUSA 3 — CpepHun He npuMeHumo 8x5 8x5
COBBITUN**
SLA Ha
McnonHeHmeu 09%
nokasarenen (nn.
1_5)***
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* CpoK (aKTUYeCKOro BOCCTAHOBNEHUS U peweHusa WNHumpeHTa MB oTcuuTbiBaeTca C MOMEHTA MOJydeHus 3anpoca
3aKa3uMKOM yBeNMYMBAETCA, B C/y4vasx, Korga Ans BOCCTAHOBNEeHMA M\unm yctpaHeHua WHumpeHTa Wb Tpebyetca
bopMupoBaHMe 3anpoca B TEXHUYECKYD NOAAEPXKKY NPOM3BOAUTENS MPOrpPaMMHOro o6ecneyeHuns, ecin nNpu okasaHum
Ycnyrn ucnonb3yeTtca nporpamMmHoe obecrneyeHuve TpeTbuX Nuu, (TPeTbs NIMHUA TEXHUYECKOW MNOAAEPXKKM) u\unu
TpebyeTca pononHuTenbHas uHGopMauusa oT 3aka3uuka. B pgaHHoOM cnyyae MHumpeHT UB nepeBoguTtca B CTaTyc
«OXXMpaaHue» 00 MOMEHTa pelleHns 3anpoca TpeTben NMHUEN TEXHUYECKOM NOAAEPKKU U/Mnn NcnonHuTenemM.

** Peakuma npepnonaraeTca ang UCTOYHMKOB COBbITMI, COrNacOBaHHbIX MO MOYTe C YNOHOMOYEHHbIM NpeacTaBuTenemM
3aka3uumka.

*** 99% 3aABOK HyAeT BbIMO/THEHO B COOTBETCTBMM C BDEMEHHbIMM NoKa3aTensaMmn, 1% MoxeT 6biTb PELEH C YBEIMYEHHBIM
BpeMeHeM peakuumn MNaptHepa.

Tabn.4. Kateropusa nHungeHTa Nb

Unauthorized Access/Compromised

MHUMOEHTDI, CBA3aHHbIE C HEaBTOPWM30BAHHbLIM MoJiyyeHMeM (GU3NYECKOro/NornMyeckoro A[OCTyn K  3alumuiaemMon
CeTU/CUCTEME/NPUNOXXEHNIO/OAHHBIM).

Scans/Probes/Attempted Access

MHUMOEHTbI, CBA3aHHblIE C AKTMBHOCTbIO, HAMPaBNEHHOW Ha MONy4YeHUe CBEAEHWA O [OCTYMHbIX XOCTax, OTKPbITbIX
nopTax, ya3BUMOCTAX, YCTAHOBMAEHHOM MO MU UHbIX CBEAEHUI O LIeNIeBOM 06beKTe, KOTOpPble MOTYT 6biTb UCMOIb30BaHbI
HapyliMTeneM gna fanbHenwWwero NAaHMpoBaHUa U Pa3BUTUA aTaku.

Brute Force

MHUMOEHTBI, CBA3AaHHbIE C YCNELWHbIMU N HeYCNELWHbIMU NOMNbITKAMU nogbopa naponen B 3alLMLLaeMble CUCTEMbI.

Vulnerability

MHUMOEHTbI, CBA3aHHbIE C YCMNELWHOM 3KCnyaTaumen ya3BMMOCTEN, a TaKXXe BbiBIEHMEM (C MCMONIb30BaHUEM CKAHEPOB,
aHanu3 kopga, Bug Bounty M T.M.) KPUTUUHbBIX YyA3BMMOCTEN (YA3BUMOCTEN peannsauuu), sKCnayataums KOTOPbIX MOXET
npMBeCTM K peanuMs3auum yrpo3s MHGOPMAUMOHHOM 6Ge30MacHOCTUM (HEeCAHKUMOHMPOBAHHbLIA  [OCTYN, YyTeuyka
KOoHOMAeHUNanbHOM MHGOPMaLUUN, HECAaHKLMOHMPOBAHHbIE AEHEXHbIE NepeBoapl 1 T.4.).

Defacement/Data Manipulation

MHUMOEHTbI, CBA3AHHbIE C HENTErMTUMHbBIM U3MEHEHMEM COAEPXKMMOTrO 3awmuwaeMoro pecypca (WEB-cant, dannbl, 6a3bl
OAHHbIX).

Data Leak

MHUMAEHTbI, CBA3aHHbIE C MOTEHUMANbHbIMM yTEUYKaMM 3allMWAeMon MHPopMaumm (KonupoBaHue GannoB Ha
NOAKNIOYaeMble HOCUTENM, BLIFPY3Ka BHYTPEHHUX 6a3 AaHHbIX WMAM 6a3 3HaHWM, OTNpaBKa KOH(UOEHUMANbHOM
MHbOPMALMM NO SNEKTPOHHON MoyTe U T. N.).

Malware

MHUMOEHTbI, CBA3aHHble C AKTUBHOCTbID BPELOHOCHOTrO MporpaMMHoro obecrnedyeHusa (Hanpumep, 3anyck
WndpoBanblWMKa, NPONMUCbIBaHME B aBTO3arpysKy TpodHa 1 T. 1.).

Malware C&C Communication

MHUMOEHTDI, CBA3aHHbIE C BbIB/IEHWEM B3aUMOLENCTBMSA XOCTOB 3alUMLLIAEMOM MHOPACTPYKTYpPbl C M3BECTHbIMU
KOMaHHbIMU LieHTpaMn 60THET CceTen.

Malicious Host

MHUMOEHTbI, CBA3aHHble C [OOCTYNOM K pPecypcaM, BbiMOHAWMM  PacnpocTpaHeHMe BpemoHocHoro [0
(MCK0Yan U3BECTHblE KOMaHAHble LUeHTPbl 60THET ceTeit), MMBO CBA3aHHble HEMOCPEeACTBEHHO C Pa3MeLleHeM B CeTu
MHTEpHET TaKOBbIX PECYPCOB.

Phishing
MHUMOEHTbI, CBSi3aHHble C MWHbOpMauven, BBOASLWEN NONb3oBaTenen 3alumiiaemMblX MHOOPMALMOHHbLIX CUCTEM B
3abnyxpeHune OTHOCUTENbHO NPUHaAIEeXHOCTH MHdopmaLmu, pacnpocTpaHsaemMon nocpeacTsoMm cetn

MHTepHeT/BJ'IeKTpOHHOVI no4yTbl, BC1eaCcTBne CXoacrtBa 4OMEHHbIX UMEH, Od)OpMJ'IeHMH NN CoaepXXaHud.

Spam

NHUMOEHTDI, CBSAA3aHHbIE C pacnpocTpaHeHneM He3anpalumMBaemMomn 3/1EKTPOHHOM noyThl, HocALWen
MH(MOPMATMBHbIN/PEKNAMHbBIN XapaKTep.

Prohibited Content

MHUMOEHTbI, CBA3aHHbIE C pa3MelleHMeM B ceTu NHTepHeT 3anpeLLeHHOro KOHTEHTA; MCNOb30BaHNEM HENMULEH3UOHHOTO
MO, NnpuMeHeHMeM cpeacTs 06xoaa NULEH3NOHHbIX OFrPaHUYEHUN.

Social Engineering

MHUMOEHTbI, CBA3aHHble C nobyXaeHMeM Mosb3oBaTenelr 3alWmwaemMon MHMOPMAUMOHHOM CUCTEMbI K COBEPLUEHUIO
nencteuin (nytéM obmaHa wAM 370ynotpebneHns OOBEpPUEM), HanpaB/IeHHbIX HA [OCTUMXKEeHME Uueflel HapywuTtens
(ocyuiecTBneHMe onepaunin No NepeBoay AeHEXHbIX CPeACTB, Nepexom Nno BPeAoHOCHON CCbI/IKe, pasrialleHne NapoibHOM
MHGoOpMaLUM 1 T. n.).

Improper Usage

MHUMOEHTbI, CBSI3aHHble C HapyweHusMu TpeboBaHWN MNONUTUK/PErnaMeHTOB/UHCTPYKUM WUB (Hanpumep, poctyn B
NHTepHeT B 06x0p, proxy, ucnonb3oBaHne TOR, nogknwyeHme K ny6nmyHeiM Wi-Fi cetaMm, Mcnonb3oBaHne Y3 fOMEHHOro
aAMMHUCTPATOPA Ha 3anpeLwéHHOM XoCTe U T. 1.).

Traffic Hijacking

MHUMOEHTbI, CBA3AHHbIE C aTakaMW, HanNpaB/eHHbIMU HA U3MEHEHME MapLPYTHO-aapecHon nHpopmauum (BGP Hijacking,
Route Injection n 1. n.).

Misconfiguration

MHUMOEHTbl, CBSAI3aHHble C owwubkamum B paboTe W HACTPOWKe CPeAcTB 3awuTbl MHPOPMaLMM, KOMIMOHEHTOB
MHPPACTPYKTYPbI.

Suspicious Process Activity

MHUMOEHTbI, CBA3aHHbIE C MOA03PUTENbHON aKTUBHOCTbIO IErMTUMHbIX MPOLECCOB ONepaLMOHHOM CUCTEMDI.
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2.4.

2.5.

2.6.

3aKa34nKy NpenoCcTaBfseTcs BO3MOXXHOCTb OTMPAaBMATb 3anpoCbl COr/IaCHO MOKasaTenaM, yKa3aHHbIM B
Tabnuue 5. Ons atoro McnonHUTeNb OOMKEH OTNPaBMUTb 3aMpoC Ha 3MEeKTPOHHbIM agpec soc@bi.zone ¢
yKa3aHueM npgeHTudumKaTtopa B TeMe nmucbMa B dopmaTe nnm 3asectm 3aasky B BI.ZONE SOC Portal:

e TeMa nucbMa: MpoeHTudukaTop (NpepocTaBmT cepBmuc-MmeHeaxep MapTHepa), KpaTKas CyTb 3anpoca;

e Teno nucbMma: MoapobHoe onucaHMe 3anpoca, NPUOPUTET 3anpoca.

Tabn. 5. LleneBble NokasaTenu NpoBeAeHNs U3MEHEHUIN B MecaL,

N2 lMoka3aTtenb Kon-Bo o6paiueHui
3a8BKM, CBSI3aHHble C UW3MEHEHUeM KOHurypauum
1. 3anpoc Ha U3MeHeHKe Ycnyru (po6aBneHune/ynaneHne UCToyHnka coboituii UMb, He 6onee 8
aganTtaumsa cueHapms, Boigada Y3 B SOC Portal)
. 3asBKM1, CBA3@HHbIE C KOHCYNbTALMOHHBIMW BOMPOCaMM,
NHbOPMaLVOHHbIN
2. sanpoc no Ycnyru (Bonpocbl no pa6ote ¢ SOC Portal, Bonpochl He 6onee 4
no AOroBopy U T. M.)
3asBKa, CBs3aHHaaA C nMopo3peHMeM 3akasuuka Ha
MHumMpeHt WB. W3HayanbHO paHHOMY ob6palleHuto
Mopo3peHue Ha npuceamBaeTtcs CHU3KUIN» npuopuTer. Mpwn
3. hosp P pyop P He orpaHun4yeHo
NHunpeHT UB HEeo6X0AMMOCTM 3aKa3uMK MOXKET NOBbICUTb MPUOPUTET.
Pabota no [paHHOMY Tuny 3anpoca BepdeTca B
cooTBeTCTBUM C Tabnuuen 1.
Tabn.6. LleneBble NOKasaTenu ypoBHA NpenocTaBneHuns Ycnyr
N2 B
eMsa peakuuu UcnonHutens
Noka3sarenb Bpemga peakuuu lNapTHepa* p p N
n/n Ha 3anpockbl MapTHepa
PearnposaHue Ha
1. P He 6onee 10 pabounx yacos He MPUMEHUMO
3anpocC Ha U3MeHeHue
BbinosiHEHME 3anpoCoB
2. P He 6onee 90 pabounx 4yacos He NMPUMEHUMO
Ha U3MeHeHne
PearvpoBaHue Ha
3. MHDOPMALMOHHbIN He 6onee 10 pabounx yacos He NPUMEHUMO
3anpoc
BbinonHeHue
4. MHDOPMALMOHHBIX

3anpocos

He 6onee 90 pabounx 4yacos He MPUMEHUMO

* YyeT BpeMeHu BbIMOIHEHWS 3anpoca NpuocTaHaB/IMBaeTCs, eci 06CTOATeNbCTBA, BIUAIOLME HA 3TO BPEMS, HaX0AAaTCSA
BHe 30Hbl OTBETCTBEHHOCTH [1apTHepa.

Mocne nonyyeHus oTeBeTa Ha obpalleHre 3aKa3umk NpoBepseT KavyecTBO WMCMOSIHEHUS W MOATBep)KaoaeTr
pellieHune. B cnyyae, ecnm 3akasuuk He NOATBEPAMN pelleHune B TeyeHue 21 (OBaguaTn ogHoro) paboyero

OHA, obpalleHne CYNTAETCS BbINMO/IHEHHBIM M aBTOMAaTMYE€CKMN 3aKPbiBaeTCS.

XXM3HEHHbIN LMKN MHUWMAOEHTOB N O6paLLeHUi.
B npouecce CBOEro XXW3HEHHOro LUMKNA MHUMOEHT U ob6palieHMe OHW MOTYyT HaxoguTbCa B CNepyloLinx,
cTaTycax, aKTyallbHOCTb KOTOPbIX MOXHO oTtcneamTb B JIK SOC Portal u/mnm yToOYHUTb aHANUTUKOB 1-1

NTMHUN.

Tabn.7. CTaTyC MHUNOEHTOB 1 obpalLeHuit

Crartyc

OnucaHue cratyca

Waiting for support

— WMHUMOEHT HaxoauTca B paboTe y MapTHepa.

(Ha3HaueH)
— peweHune VlHuM,D,EHTa NMPUOCTAaHOB/EHO NO O,EI,HOI7I 13 cnepyrouwmx NpuYnH:
e [nAa peweHuns TpebyeTca AoNoNHUTENbHAsA MHPOPMaUUA OT 3aKa3umnka;
Waiting for e 3aperucTpMpoBaH 3anpoc B CNYBy TEeXHUYECKON MOAAEPXKKM MPOU3BOAMUTENSA

customer/Pending
(B oxxmpaHum)

obopynoBaHMsa, y4aCcTBYIOLWEro B OKa3zaHumn Ycnyru;
e BO3HMKAM [Jpyrne 0OBCTOATENbCTBA, KOTOpble
OTBETCTBEHHOCTU lMapTHepa.
YyeT BpeMEHU pelleHus MHumMpaeHTa Ha AaHHOM 3Tane NnpuocTaHaBAMBaeTCs.

HaxopaTca BHe 30HbI

Completed
(PewweH)

— 10 3aPerncTPMPOBaHHOMY MHUMAEHTY UN O0BPALLEHMIO:
e BbipaboTaHbl HEOBXOAMMbIE MEPbI MO PELIEHUIO;
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3.1.

3.2.

e npefoCTaBNeHbl PEKOMEeHAaUuU Mo HerWTpanusauum yrposbl b, nocnyxuBLluewn
NPUYMHOM UHLMAOEHTA;
® YCTAHOBNEHO, YTO 3KCMNyaTaUMOHHbIE XapaKTePUCTUKU YCIYrM COOTBETCTBYIOT
rapaHTMPOBAHHbLIM NapaMeTpam.
ECnn 3akasyuk OTKA3blBAETCA MOATBEPAUTb PELIEHUE, UHLMAEHT MOXET OblTb OTKPbIT
3aHOBO MyTeM OTMPABKM COOTBETCTBYIOLLErO yBefoMeHMa MapTHepy. MNpu oTCYyTCTBUK
yBEAOM/IEHMS OT 3aKa3uuka B TeyeHue 3 (Tpex) pabouymx gHeln pelleHue cyuTaeTcs
NOATBEPXKAEHHbBIM, UHUNAEHT NOASIEXUT 3aKPbITUIO.

Customer completed

— WHUMOEHT repeBefeH B CTaTyC «peweH 3aka3unkoM», MNPOBOAMUTCS MNpoBepka
MapTHepoM.

DFIRMA
(Ha paccnepgoBaHum)

— CTaTyC MHUMAeHToB Vb, KOoTopble TPeGyT NPoBeAeHUss NOAPOGHOro paccienoBaHus,
C WCNONb30BaHWMEM METOAOB KOMMbITEPHOW  KPUMUHANUCTUKM M aHanu3a
BpepoHocHoro MO, npu 3ToM Tpebyemble B paMKax paccnefoBaHUs OeWCTBUS He
OrpaHUYMBalOTCa NpepoCcTaBNseMbiMM BO3MOXHOCTAMKU areHTa BI.ZONE Sensors no
aKTMBHOMY pearnMpoBaHuio. Ha gaHHOM cTaTyce yyeT BPeMEHU YCTPaHEeHUs MHLUMOEHTA
He y4yuTbiBaeTCs.

Closed
(3aKpbIT)

— pelleHne MHUWOEHTa NOATBEPXKAEHO 3aKa3uMKOM B YCTAaHOBJ/IEHHbIN CPOK, NM60
WHUMOEHT aBTOMATMUYECKN 3aKPbIT BBUAY OTCYTCTBMS 0BpPaTHOM CBA3M OT 3aKa3uumka B
TeyeHue 21 (mBaguaTM opHoro) pabouyero gHA. B pgaHHOM cTaTyce WMHUMOEHT He
NOAEXUT NEPEOTKPLITUIO.

3. MPOBEOEHUE PETMAMEHTbBIX U/UJT CPOYHbIX PABOT TDR

YcnoBua npoBeneHna PernaMeHTHbIX paboT n/munm CpoyHbix paboT TDR, npuBeneHbl B Tabnuue 8.

Tab6n.8. YcnoBusa npoBeneHns PernaMeHTHbIX n/unm CpoyHbix paboT

MpopoMKUTENBHOCTb U

YBepomneHue
HauMeHoBaHue pabot MHTEpBaJbl Mexay 3aKazunka JlononHuTenbHbie YCOBUSA
nepepbiBaMu
NcknioyeHnem ABNAKTCA
cnyvam, Korpa paboTbl
BbINO/THATCSA no  3anpoc
PernamMeHTHble paboTbl TDR pocy
NpPOBOAATCA B MHTepBane 3aKa3uyumka, a TaKkxe B cay4yasx,
(nnaHoBoe TeXHUYecKoe
BpeMeHn ot 21.00 po korga [lapTHep He MOXeT
obcnyxnBaHue, MapTHep LOJIXKEH N
06.00 (MockoBckoe COBNIOCTM  YKa3aHHbIM CPOK B
MOZEpPHU3aLMS NN yBEAOMUTb 3aKa3yuka
Bpems) unm no CBA3M C TeM, YTO MN/aHOBble
yCOBEpPLEHCTBOBaHNE 0 npoBefeHun pabot
COrnacoBaHHOMY d pPEMOHTHblE pPaboTbl Ha ceTu
nogcmucTem, Ha 6ase KOTOpbIX MUHMMYM 3a 2 (gBa)
3aKa34unMKoM nepuogy MapTHepa npoBoasaTcs no
oKasbiBaeTtcsa Ycnyra). OHA 0o Hayana pabor. .
BPEMEHM  MNpepbiBaHUS TpeboBaHMIO Poccuimckmx
npepocTaBneHua Ycnyru. roCyfapCTBEHHbIX OPraHoB WK
MpoeogaTca MapTHepoMm Pea y yAap P
KOMMETEHTHbIX opraHoB
oTpacnM  TeNeKOMMYHUKauuin
Poccuun.

CpouHble paboTbl TDR
(aBapuiiHble PEMOHTHbIE
paboTbl nogcucteMm, Ha 6ase
KOTOPbIX OKa3blBaeTCA
Ycnyra; npoBogsTtcs,

Korpga oTMeyarTcs
nepuoanyecku
BO3HMKAlOLWME NpepbiBaHNSA
B OKa3aHuu Ycayru nnum
CYWEeCTBEHHbIE YXyAWEeHUs
napaMeTpoB Ka4yecTBa,
KOTOpble MOryT B
DanbHenWweM NpuBecTn K
COCTOSIHUIO aBapuu).

lMpoBogarcs MNapTHepoM

MapTHep LOJKEH
Bpemsa nepepoiBa | yBeAoOMUTb 3aKasumka
yKa3blBaeTcs B | 0 npoBeaeHun pabot )
yBeAOMNEeHUN O | He MeHee ueM 3a 4

(yeTblpe) yvaca po
Hayana pabor.

nposegeHnn pabor

3aKa3umK npuv HeobXoAMMOCTU HanpasnseT NPeanoXeHMs Mo KOPPEeKTUPOBKE CPOKOB NpoBeaeHMns pabor,
KOTOPbIE YYMTLIBAKOTCA MO TEXHUYECKOW BO3MOXHOCTM [apTHepoM. B yBenOMMEHWW, HanpasBieHHOM

MapTHEPOM, yKa3biBalOTCA:

e BpeMd NPOBEAEeHWUS MNaHOBbIX PEMOHTHbIX PaboT;

e [aTa NPoBeAeHMUs MNNaHOBbIX PEMOHTHbIX PaboT;

e MPOAO/KUTENbHOCTb NPOBEAEHMA NMAaHOBbIX PEMOHTHbIX PaborT;

e KOHTAKTHble AaHHble N1LA, OTBETCTBEHHOrO 3a NpeaocTaBneHne MHGopMaumumn o NPoBOANMbIX paboTax;
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3.3.

3.4.

3.5.

3.6.

4.1.

e UHDOPMaLMA O HEOBXOAMMOCTM Y4YacTUsa COTPYOHMKOB 3aKasuuMka B MAaHOBbIX PEMOHTHbIX paboTax,
HanpuMep, 09 NpoBeaeHUs NPoBepoK PaboToCNOCOBHOCTM MHPOPMALIMOHHOM CUCTEMbI 3aKa3uymMKa.
3aKa34mMK LOMKEH BblAeNUTb OTBETCTBEHHbIX COTPYAHMKOB AN1A y4acTus B paboTax. B ciydae HEBO3MOXHOCTH
npuBIeYEeHUA COTPpyaHMKA K paboTaM Ha YKasaHHYK [aTy, 3aka3uyuMK HanpasnaeT npennoXeHus no

KOPPEKTUPOBKE CPOKOB NpoBedeHMns pabor.

3aKasuyMK [O/KeH yBeooMUTb WcmonHuTens o npoBedeHun MobblXx MNaHoBbIX pPaBoT Ha CBOEeM

060pyaOBaHNKN, KOTOPbIe MOTYT NPUBECTU K BPEMEHHOW HeLOCTYMHOCTM 3allMILlaeMblX PecypcoB 3aKasumka

W, KaK CNefacTBue, K MepepbiBy B OKasaHuMM YCNyru, MMHMMYM 3a 2 (OBOe) CYTOK 4O Hayana pabot. B

yBeOOM/IEHUN OOMKHO 6bITb yKa3aHO: BpeMa, AaTa, NPOAO/KMTENbHOCTb NPOBeAeHUs MIaHoBbIX pabor,

KOHTaKTHble JaHHble N1La, OTBETCTBEHHOrO 3a NPefoCcTaBeHne MHpopMaLumn o NPOBOANMBIX paboTax. Mpu

M3MEHEHUU CPOKOB NPOBeAeHMA NNaHOBbIX PaboT 3aKa3umK onoeelwaeT NCnonHUTeNa B KpaTtyanwmne Cpoku

nocne NpUHATUA PeLlleHusa, HO He MeHee, YeM 3a 1 (OHM CYTKM) A0 Havyana nposegeHmns pabor. Mpu oTMeHe

NMaHoBbIX PaboT 3aKa3umK onoBelLlaeT MICNoMHUTEeNA B KpaTyanllmMe CPOKU Moc/e NPUHATUA peLleHns.

3aKasuyMKa OOo/KeH yBegoMUTb MNapTHepa O NpoBedeHMM NoBbIX aBapUMHbBIX PEMOHTHbLIX PaboT Ha CBoeM

060pynoOBaHNKN, KOTOPble MOTYT MPUBECTU K BPEMEHHOW HeLOCTYMHOCTM 3alMlLaeMbiX pecypcoB 3aKasumka

W, KaK CNefcTeue, K nepepbiBy B 0KasaHuu Yciyru, MUMHMMYM 3a 2 (4Ba) Yaca Ao Havyana paborT. YeegomneHune

LOJIKHO BbITb HaNpaB/IeHO Ha 3NIEKTPOHHbIV afpec YNoJIHOMOYEHHOro nNpeacTasuTensa NcnonHuTtens.

B yBeOM/IEHUN OO/IKHbI 6bITb YKa3aHbI:

e BpeMd, AaTa U NPOLO/IKUTENbHOCTb aBapUMHbBIX PEMOHTHbIX PaboT;

e KOHTaKTHble AaHHble 1LA OTBETCTBEHHOrO 3a NpefocTaBneHne nHdopMaLmMmM 0 NPOBOAMMbIX paboTax;

e UVHPOPMaALMA O HEOBXOOMMOCTU y4yaCTUsA COTPYOHUKOB 3aKasuMKa B aBapPUIMHbLIX PEMOHTHbIX paboTax
(TonbKo Npu NpoBefeHMK PaboT MapTHEPOM).

Bce yBepomneHuns MapTHepa, 3aKa3unka U MCNONHUTENSA QOMKHbI HanpaBnATbCA Ha 3MEeKTPOHHbIN agpec

YNO/ITHOMOYEHHbIX NpeacTasmTeneit CTOPOH.

4. 30Hbl OTBETCTBEHHOCTW HA MEPUO OKA3AHWUA YCNYTU

B paMKax oKa3aHua YCnyrm 30Hbl OTBETCTBEHHOCTM pacnpenenstoTca B COOTBETCTBUM ¢ Tabnuuen 9. MapTHep
He HeceT OTBETCTBEHHOCTb 33 KOMMOHEeHTbl Ycnyru, pasmelweHHble B MT-MHOpacTpyKType 3akasuuka, B
CcoOoTBeTCTBUM C Tabnnuen 9:

Tab6n.9. 30Hbl OTBETCTBEHHOCTHU

BI.ZONE SOC KOMNoOHeHTbl YCnyru, pa3MelleHHbix B UT-
MapameTp
Portal UHdpacTpykType 3aKa3umka
MoHUTOPHHT MapTHe MapTHe
MHUngeHTos Nb P P P P
YpoBeHb O6ecneyeHune
MapTHep MapTHep
NPUNOXEHUs pa6oTocnocobHOCTH
BoccTtaHoBneHne Naothe NaotHe
paboTocnocobHOCTH PTHED pTHED
MOHUTOPUHT MapTHep MapTHep
O6ecneyeHune NaoThe NaoThe
YpoBeHb OC paboTocnocobHOCTH PTHED pTHEDP
BocctaHoBneHne HabThe NapThe
paboTocnocobHOCTH PTHEP PTHEP
MOHUTOPUHT MapTHep 3aKa3uuk
YpoBeHb OGecnedenne MapTHep 3aKazumk
BMPTYanbHOM paboToCcnocobHOCTM
cpepbl
BoccrtaHoBneHune NapTHe 3aKa3unK
paboTocnocobHOCTH PTHEP
MOHUTOPUHT MapTHep 3aKa3yuk
OGecnedeHne MapTHe 3aKa3uuk
YposeHb paBoTOCNOCOBHOCTU PTHEP
o6opynoBaHus
BoccrtaHoBneHune NaptHe 3aKa3unK
paboTocnocobHOCTH P
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