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K [lorosopy

OMUCAHWE N YCNNOBWMA NPEAOCTABJTEHUA YCIYTU
«API Gateway»

1. ObLWAA UHOOPMALNA N OTNMNCAHUE YCNIYTU

Ycnyra npepocTaBnseT BO3MOXHOCTb CO3h4aHMsa, Nybnukauum, KOHPUIypupoBaHWSA, MOHUTOPWUHIa W
MCNOJIb30BaHMS BbICOKOMPOU3BOAUTENbHbBIX, MOMHOCTbIO yripasnsieMblx AP|-LW/0308.

API-W/t03bl NO3BONAOT BbINOIHATD MHOXECTBO 3afay: NpUHMMATb, obpabaTbiBaTb U pacnpenenaTb 3anpochl,
KOHTpONMpoBaTb TpaduK, OCyLeCcTBAATb ObiCcTpoe MacwTabupoBaHWe, BbINOAHATL WMHTErpaumio  C
06NnayHbIMKM CepBMCaMM, OCYLLECTBAATb KOHTPOJIb HOCTYyNa W HACTPOMKY 6e30MacHOCTM, BbIMNOJHATb
MOHUTOPUHT API.

B paMkax Ycnyrn MicnonHuTenb NpenocTtaBnaeT 3aka3yumKy BO3MOXHOCTb:

e (CO30aHMSA, HACTPOMKN U KOHPUIYPUPOBAHMA, @ TaKXKe YNPaB/IeHUsa XXU3HEHHbIM UMKIOM API-1M0308;

e (CO30aHMSA, HACTPOMKU N KOHDUTYPUPOBAHUA, a TaKXKe YMPaB/IeHUS YXU3HEHHbIM LUMKIOM npaBu/,
3a4aloWmx NOrMky 06paboTkM BXOAALMX 3anNpocoB K API-w03amMm;

e MCMNOMb30BaHMA OaHHbIX MPaBWUI Ona OpraHM3auMu MapwpyTM3aumm 3anpocoB K APl mo 3agaHHOMY
cueHapuio.

YnpasneHue APl wn3aMum OCyWeCcTBAseTCa NMpu NoMoOWM KOHCoNM ynpasneHus APl Gateway B cocTaBe
MnaTtdopmbl.

CocTaB M OCHOBHblIE KOMMOHEHTbI YCNyru:
Tabn.1. CocTtaB 1 OCHOBHbIE KOMIMOHEHTbI

Pecypcbl
HaumeHoBaHue rpynmnbl Copep)xaHue

- KoHdwurypauusa API-wnto3a;

- MpaBuna API-wnio3a;

- Mopynu, pacwupswowme QYHKUMOHANbHOCTb npasun API-
Wwo3a (nnarunHbl).

API Gateway

Ycnyra npeacrtaBnset cobon Habop KOMMOHEHTOB ANA yrnpaBneHua API-wo3aMu:

e KoHdpurypauma API-wno3a npenoctaBnseT BO3MOXHOCTb CO34aHMA wn3a APl gns pganbHenwen
OTNpaBKM 3anpocoB Ha URL wnwo3a n obpaboTkm Takmx 3anpocoB [Mpasunamu APl-wnio3a. LWnwos3
nopnepxmpaet paboty yepes HTTPS n yepe3 Websockets.

e [lpaBuna API-wnto3a NpeaocTaBnsaoT OCHOBHblE PYHKLUMOHANbHbIE BO3MOXHOCTM BHYTPM API-wWwo3a um
Mcnonb3yTca ana o6paboTkM 3anNpoCcoB, NOCTYNMBLINX Ha onncaHHble URI API-w/o3a:

o MapuwpyTMsaums 3anpocoB B LeneBble cepBuchl MNonb3oBaTens;
o PaspeneHne Tpaduka [ONa pacnpepgesieHMs 3anpocoB  Mexay ABymMa u  bonee cepeucamu

MNMonb3oBarens;

o Co3gaHue API-3arnywek gnsa nonyvyeHus oteeTa oOT whto3a API, MUHYS MOOKNOYEHME K KITMEHTCKOMY
cepBucy;

o MoxeT ObiTb peann3oBaHa MHaa @YHKUMOHANIbHOCTb, HampaBieHHas Ha 06pPabOTKYy BXOASALWMX
3anpocos.

e Mopaynum, pacwunpsalwmne QyHKLMOHaNbHOCTb npaBun API-wnt3a (njarvHbl), OOMNOMHAKT HaCTPOMKMU
npasun ona peannsaumm CNoXXHbIX BU3Hec-cueHapues U NpPeaoCTaBAT CleayloLline BO3MOXKXHOCTU:

OrpaHu4yeHmne Konn4yecTsa 3anpocoB B eANHULY BPEMEHMU;

[Nepes3anncb OTBETA OT CEpPBMUCA NOMb30BaTens;

BO3MOXHOCTb K3WKMPOBAaHUA OTBETOB;

HacTpolika aBTopmu3aumu;

CoBMeCTHOe ucnonb3oBaHue pecypca (CORS),

MoxeT 6blTb peanuaoBaHa WMHas QYHKLUWMOHANbHOCTb, HamnpaBfieHHas Ha 00paboTKy BXOQALMX

3anpocosB.

B uenax obecnedyeHuns 3awmTtel MHPPACTPYKTYPbl UCMOMb3YIOTCA CNeayoWmMe YPOBHM 3aLLNUTHI:
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Tabn.2. O6ecneyeHune 3awmTbl MHGPACTPYKTYpPbI

YpPOBHMU 3aUTbI

Meponpuarus

3awmTa O6naka Cloud u cpeacTs ero ynpasneHus

O6ecneumBaeTcs:

- pa3MelleHue Bcero o6opynoBaHusa MHGpacTpykTypsl B LLOL, COOTBETCTBYOWMX TPEGOBAHUAM
dusnyecknin Ha[eXHOCTH No KaTeropum Tier 3;

- KOHTPO/b U yrpaBneHue foCcTynomM K 060pyaoBaHMIo;

- Han4mne CMCTeMbl BUAEOHabnoaeHnsa Ha o6bekTax MHpopmaTtmsaummn LLOL.

O6ecneuymBaeTcs 3awuTta nepumeTpa WMHOPACTPYKTYpbl C WMCNONb30BAHWEM MEXCETEBbIX
CeTteBol 3KpaHoB HoBoOro nokoneHmsa (NGFW), ocywecTBnswwWmMx B TOM YUC/IE BbIIBIEHUE U

npenoTBpPaLLEHME KOMMbIOTEPHbIX aTak.

O6ecneumnBaeTca:

- nByX®haKTOpPHasa ayTeHTMdMKauna agMUHUCTPATOPoB NHDPaCTPYKTypbI;

- TMOAK/KYEHME AOMUHUCTPATOPOB WMHOPACTpyKTypbl K CPeAcTBaM ee  ynpasfieHus ¢

ncnonb3oBaHnem VPN;

- KOHTpOMb  [OEeWCTBUA  MNPUBUIErMPOBAHHbIX  MNofb3oBaTener  (aAMWMHUCTPATOPOB
MHDpPaCcTPYyKTYpPHbIN MNHDpPaCTpyKTYpbl) C MCNOb30BAHMEM CNeumanm3anpoBaHHbIX CpeacTs;

- PErynsipHbii KOHTPO/b M aHanu3 3aluleHHOCTM MHPPaCTPyKTypbl C WUCMNOb30BaHUEM
CrneuMann3npoBaHHbIX CPeAcCTB MO BbISIBNEHUIO YyA3BMMOCTEM B ucnonb3dyemoMm MO u ero
HEKOPPEKTHOM KOHGUrypauuu, BAUSIOWEN Ha YPOBEHb 3alimueHHocTM MO, C ycTpaHeHueMm
BbISIB/IEHHbIX YA3BUMOCTEN U/UNTM HELOCTATKOB;

- c60p 1 aHann3 cobbITMn MHPOPMALMOHHON 6e30MacHOCTH.

LOONONHUTENbHbIN

OcywecTBnAlTCA  NepuogMyeckne  TeCTUPOBaHMA  Ha  MPOHMKHOBEHWE U ayauT
nHpopmMaunoHHon 6e3onacHoctM O6naka Cloud c npuBneYyeHMEM CTOPOHHUX OPraHu3auun.
BbIsIBNIeHHblE B XO4e COOTBETCTBYIOLLENO TECTUPOBAHMS U/MNW ayAMTa HEQOCTAaTKM YCTPaHAOTCA
no GakTy UX BblABNEHUS.

N3onaumsa 3aka3umkoB

Mcnonb3yloTca CpeacTBa MEeXCEeTEBOro 3KPaHWPOBaHWA [/1 O06EeCrevyeHns KOHTPOoNd u

MexceTeBoe
3KpaHUpOBaHMe dunbTpaunn MHHOPMaLMOHHBIX MOTOKOB, NPOXOAALLMX K Be6-cepBepy 1 oT Be6G-cepsepa.
WudpoBaHue Monb3oBaTenbCkuin TpaPuk nepepaértcs B 3awndpoBaHHoM Buae (HTTPS) n wndpyetcs npu
TpaduKa MOMOLUM NOAMUCAHHOIO U HAeXHOro cepTudukara.

OcyLecTBnseTca ynpaBieHne y4eTHbIMU 3anncsimMu.
YnpasneHue YCTaHaBNMBaeTCs OrPaHUYEHME Ha KONTMYECTBO HEYCMELIHbIX MOMbITOK BXOAA B CUCTEMY.
AOCTYyNOM Mpou3BoaUTCA perncrpaumsa cobbiTmuin 6€30nacHoOCTU.

PacnpepeneHune ponemn, 06a3aHHOCTEN U OTBETCTBEHHOCTU B 0611acT VB B OTHOLWEHUM YCNYrM ONUCaHO B

Tabnuue N2 3.
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Tabn. 3. PacnpepeneHue ponen, 0693aHHOCTEN M OTBETCTBEHHOCTM B o6nactn b

OTBEeTCTBEHHOCTb 3a

HaumeHoBaHue
A L NMpuMmeHuMble K npepocraBneHue/ KoMy npepocTtaBneH pocryn K
(3pXMTEKTYPHOO) YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUPOBaHUE cpencTBaMm npepocraBneHus
YDOBHS ycnyru/cepsucol Ub ycnyru/ cepsuca/ ycnyru/cepsuca/ npotuecca
npoLeccoB
XXypHanupoBaHue XypHanupoBaHue cobbITUI LOCTYNa K LLeNeBblM XOCTaM, Ha KOTopble
yp . P yp P Aocty » P 3aKa3uuk 3aKa3uuk
co6bITUIN BbINO/IHAETCA NepeHanpaBieHne 3anpocoB
HacTpoika [oCTynoB K WMCMosb30oBaHWio MpaBun API-wnw3a, uam
. YrnpasneHue JoCcTynom 3aKa3uuk 3aKasuumk
MpuknagHoM ypoOBeHb MCNonb30BaHWe NpaBua C Ny6ANYHBIM LOCTYNOM
7] ypoBeHb | YnpasneHue . . .
o YnpaBneHue ayTeHTUOUKALMOHHON MHbOPMaALUEn, MUCNONb3yeMOM
MUCMOoMb30BaHUSA AYTEHTUDUKALMOHHOM 3aKa3uumk 3aKasumk
< Ona 0ocTyna K SHANOMHTaM, co3gasaeMbiMu MNMpaBunamu API-winwo3a
ycayru 3aka3umkoMm nHopmaunen
O6ecneyeHne  3awuThl
t 3awmTta cornacHo 152-M3 nepcoHanbHbiX AaHHbIX (MOH) KAMEHTOB, 3aKasuuk u
NePCOHanbHbIX AaHHbIX 3aKa3suumk
o6pabaTtbiBaeMbiX B paMKax UCNonb30BaHUA API-wwno308 McnonHuTenb
KJINEHTOB
XypHanupoBaHue cobbITUIA, CBA3AHHLIX C QYHKUMOHMPOBAHUEM
wno3a API:
1. Co3paHue n ypaneHue wnto3a API,
2. Co3paHue, nybnukauma, n3aMeHeHue, yoasneHue npasuna,
)KypHanupoBaHue A Y » yA P
COBLITHIA 3. Co3paHue, n3MeHeHue, yganeHume noakvYeHnsa K cepemcy McnonHuTenb 3aKasumk
YpOBEHb nonb3osartens,
«OpraHusaumn» 4., Co3paHue, UW3MEHeHMe, yAaneHue aBTOPU3ALMOHHBIX
OAHHbIX 4719 UCNONb30BaHUsA B paMkax lNpasun.
YnpaBnexHue N .
. Co3paHue/yganeHne  HOBbIX  YYETHbIX  3anuceM B CoCTase
AYyTEeHTUDUKALMOHHOM McnonHuTenb 3aKasumk
o OpraHu3aumm 3aKasyumka
nHGopMaunen
MoHuTOpuHr WMHbpacTpykTypbl APl Gateway, o6ecneyeHune eé
OOCTYMHOCTU, NPOU3BOAUTENBHOCTU, HanMuMsa  HeobxoauMmoro
MOHUTOPUHT 7] M -
noanepKKa KonuyectBa obopypoBaHusa, obecnevyeHne HeobxoauMom pgna eé Mcnonuutenb McnonHutenb
paboTbl  MPOMYCKHOM  CNOCOBHOCTM  CEeTU,  BbIYUCUTENbHbIX
MOLLIHOCTEN.
XXypHanupoBaHue XypHanupoBaHue co6bITUA B KOMMOHEHTAX M CPeACTBax 3alumThbl
ypHanhp yp P pea u Mcnonuntenb Mcnonuutenb
cobbITUM nHpopmaunm NHppactpykTypbl APl Gateway
YnpaBneHue [OCTYNOM K CerMeHTy ynpaBneHus WNHPpacTpykTypown
YnpaBneHue gocTyrnom P Aocty y ynp bpacTpykTyp McnonHuTenb McnonHuTenb
API Gateway
o YnpasneHue KOHTponb u ynpaBneHuve npoueccaMn U3MEHeHUs KoHdurypauum
MHbpacTpyKTypHbIN P . P ynp pou burypau MicnonnuTtenb WcnonnuTtens
yPOBEHb KOHpuUrypaumen MHdpacTpykTypbl APl Gateway
3awmta nepumetpoB LOL WHdpacTpykTypbl APl Gateway c
MCNONb30BaHUEM KNnacTepoB BbICOKOMPOU3BOAMTENbHbIX
MeXXCeTeBbIX 3KPaHOB HOBOro nokonenus (NGFW), o6ecneymBaroLwmx
YnpaBneHue MEXCEeTEeBOE 3KPAaHMPOBAHUE U 3aWMTYy OT KOMMbKTEPHbIX aTak
6€30MacHOCTbIO a | MHDpacTpyKTypbl.
an dpacTpyKkTyp! McnonHuTeno McnonHutenb
BUPTYaNbHbIX n | 3awuTa ceteBon NHPpacTpykTypbl APl Gateway (Bxopa B 061ako) ot

dunsmyeckmx cetemn

DDoS-aTak, HanpaBNeHHbIX Ha NepenosIHEHME KaHalbHOM eMKOCTHU.

BHYyTpeHHee cerMeHTMpoBaHue ceTeBbiXx WMHdpacTpykTyp ENT C
ncnonb3osaHneMm NGFW u BbigeneHueM B pamkax LLOLl Ha ceTeBOM
ypoBHe DMZ, PROD- n MGMT-cermeHToB MIHOPaCTPYKTYypbI
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Tabn. 3. PacnpepeneHue ponen, 0693aHHOCTEN M OTBETCTBEHHOCTM B o6nactn b

OTBEeTCTBEHHOCTb 3a

HaumeHoBaHue
TEXHONOrUYECKOro NMpuMeHuMbie K npepocraBneHue/ KoMy npepocTtaBneH pocryn K
(3pXMTEKTYPHOO) YPOBHIO NPOLLECChbi/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUPOBaHUE cpencTBaMm npepocraBneHus
YDOBHS ycnyru/cepsucol Ub ycnyru/ cepsuca/ ycnyru/cepsuca/ npouecca
npoLeccoB
YCTaHOBKa, HacTpoWka W agMUHUCTPUPOBAHWE CPEeACTB 3alimTbl
mHbopmMaumn B cocTaBe WHPpPaCTpykTypbl, B TOM 4ucne:
1. cpencTB aHTUBUPYCHOW 3aLUMThI;
2. CpeacTB KOHTPONA AeNCTBUI MPUBUNETMPOBAHHbIX NO/Ib30BaTenen
YCcTaHOBKa M | (aAMMHUCTPATOPOB SberCloud) Knacca PIM&PAM;
agMUHUCTPUPOBaHUE 3. SIEM; McnonHutenns Mcnonuntenns
CpencTB 3aWwmThl 4. cpencTB KOHTPOSA M aHaNn3a 3aWMILEHHOCTH;
5. WEB Application Firewall (WAF), ncnonb3yemMoro ans 3aluTbl
ny6nukyembix KY ENT;
6. NGFW;
7. ldentity and access management (IAM)
ObecnedeHne  3aumTLl 3awmTta MOH COTPYOHWMKOB 3aka3umka, uMewwmx poctyn K KY,
NepCcoHanbHbIX AaHHbIX
KTNEHTOB o6pabatbiBaeMbix B MHPpPACTPYKType UCNONHUTENS McnonHuTenb McnonHuTenb
KoHTponb pgoctyna B UOO mn nomeweHuna WHbpacTpykTypbl API
KoHTponb goctyna Gateway (oxpaHseMasa Tepputopus LOM, NpoOnyCKHOM pPexum, Mcnonuntenb Mcnonuutenb
CUCTEMbI KOHTPOJIS M yNpPaBAeHUsa AOCTYNOM, 3annpaHue CTOeK)
5 BuneoHabnioneHme Hannune BHewHen (no nepumetpy LLOM) 1 BHYTPEHHEN (B MaLUMHHbIX VCrOnHATEND T
DU3nNYECKUn ypoBEHD 3anax LLOM) cuctem BugeoHabniogeHns
MpepocTaBneHne 31eKTPONUTaHUA, [OCTyna K cetn WHTepHeT wm
PasmelleHne cBobogHOro Mecra B ctomkax LOA.
Mcnonuntenb Mcnonuutenb
o6opynoBaHnsa MpepocTaBneHve, MOHTaXX U KOMMYyTauma obopyaoBaHusa (compute,

network) B ctonkax LLOA.
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1.7. Ona nogknoyeHns K Yeayre 3akasumk MOXET BbIGpaTb OAUH UM HECKObKO TUMOB MOAK/YEHNS:

Tab6n.4. Tunbl NOAKNIOYEHNS K CETU U CETEBbIE CEPBUCHI
Tun nopKNIYeHus OnucaHue

MpepnonaraeT JoruMyeckoe MOAK/AKYEeHNe K obweMy pAans  Bcex
3aka3uuMkoB YCnyrnm KaHany nepepayn paHHbix. CKOPOCTb CeTeBOro
MopgknoyeHne yepes cetb MIHTEpHeT COEMHEHMUa ON1F KaXO0ro 3aka3uuKka He ABMFeTcsa rapaHTMPOBAHHOMN U
3aBUCUT OT 3arpy>XeHHOCTU O06LLero KaHana nepegayun gadHbix (Ycnyra
npeaoCcTaBnsaeTCa no yMOJI4aHMIo).

Cnoco6 NoaK/yeHns, No3BONAIOWMI rapaHTMPOBaTb NapaMeTpbl KaHana
CBSI3U. BblAeNIeHHbIA KaHan CBSA3M COCTOMT U3 ABYX YacTen:

MopknoveHre Yyepes BblAeNeHHbIM KaHan
1. KaHan cBs3u OT MHPPACTPYKTYpPbl 3aKa3umKa K y3/y CBA3U

cBASM Cloud, pacnonoxeHHoMy Ha MMTC-9, MMTC-10
2. Ot MMTC-9, MMTC-10 no NHbpacTpyKTypbl
1.8. MporpammHas nnatdopmMa. Yciyra peanvnsoBaHa Ha 6a3e MUKPOCEPBUCHOMN apXMTEKTYPbl, Pa3MeLLeHHON B

KOHType ynpaBneHusa NCnonHuTensa, U COCTOUT U3 CeayoLmnx CepBMUCOB:

e SOpo NpoAyKTa, oTBevalowee 3a PYyHKUMOHANbHYIO YacTb paboTbl NPOAYKTa;

e Cnon, peanunsyrLwmin BO3MOXXHOCTb PaboTbl C SAPOM M3 NOMb30BaTENbCKOro MHTepdenca;
e KOMMOHEHT c6opa AaHHbIX MOHUTOPUHTa;

e KOMMOHEHT, OTBEYAIOLWMIN 33 yNpaBleHe XU3HEHHbIM LMKIOM NPOAYKTa;

e KOMMOHEHT, OTBeYalLMin 3a c60p TapUPUKaALMOHHbBIX OaHHbIX.

1.9. AnnapaTtHasa nnatdopma:
Tab6n.5. KOMNOHEHTbI M XapaKTePUCTUKU annapaTtHom nnatdopMmsl
KOMNOHEeHTbI XapaKkTepucTukun

B KayecTBe TEXHONOMMYECKOW BblYMCAUTENbHOM NNatdopMbl MCNONb3yeTcs

TexHonormnyeckasa nnatdopma
knactep Managed Kubernetes ¢ ropM3oHTasibHbIM MaclTabUpOBaHUEM.

basupyetca Ha o6opygoBaHMM BegylwMx MPou3BOAMTENen, KoTopoe

obecneuynBaer:

- BbICOKMMA YpOBeHb KOHTpons u 6e3onacHocTM 6Gnarogaps MNOTOKOBOM
TEeNeMeTpum W ynNpexpawlweMy aHanvM3dy Ha JIMHENHOW CKOpPOCTU

nepepauu;
- BbICOKYIO Npou3BOAUTENBHOCTb NMPUTOXEHWNIN 6naropaps
WHTENNIeKTyanbHbIM 6ydepaM 1 OTCYTCTBMIO NOTEPU MAKETOB;
CeTb - BbICOKYK) MPOM3BOAMTENbHOCTb M  MacwTabupyemocTb 6Hnaropaps

MYNbTUCKOPOCTHbIM nopTtam 1/10/25/50/100G.
CeTeBas nogcmMcremMa peanusoBaHa C NnpuMeHeHueM Ttononorumn Leaf - Spine,
KoTopas obecneynBaeT cieaywmne NpemMMyLLecTBa:
- Npenckas’yeMoCTb 3a4epXKek;
- BbICOKMI YpPOBeHb MacliTabupyeMocTm 6e3 npepbiBaHMa paboTbl ceTu;
- 3aWmTy OT NOSABNEHUS neTenNb;
- BbICOKMWI YPOBEHb aBTOMATM3aLUMUN YNPABNEHUSA U NOALEPXKKMN.

1.10. MOHUTOPUHT
MpenocTtaBnaeTca BO3MOXHOCTb MNpOCMaTpMBaTb CTAaTUCTUKY noTpebneHna Ycnyru. Ong MOHUTOPUHra
OOCTYMHbI:
e KO/IMYEeCTBO 3aMpoCcoB 3a Nepuon;
e 06bEM TpaduKa 3a nepuog;
e BpEMSA 33a4EPXKKM A/18 BXOAALWEro NoToKa TpaduKa;
e BpEMSA 33a4EPXKM 418 UCXOAALLEr0 NOTOKa Tpaduka.

1.11. TpeboBaHua K UH(PpACTPYKType 3aKa3uuka:
3 Hannyue goctyna B MIHTepHer.
1.12. TexHuyeckne ocob6eHHOCTU U OrpaHUYeHus:
3 CKOPOCTb CETEBOro coegmMHeHus Ons KaXxporo 3akasduka, B c/yvyae NoakNyYeHunsa yepes VMIHTepHerT,

He ABNAeTCA rapaHTUPOBAHHOW W 3aBUCUT OT YTMAM3aUMM OOLEro WMHTEpPHEeT-KaHana B 30He
OOCTYNMHOCTM YCNyru;

. CyMMapHOe BpeMsa BbIMOSIHEHUA 3aNpOCOB BKJ/OYaeT B cebs BpeMs, 3aTpadeHHOe Ha 06paboTky
3anpoca CepBMCOM MOMb30BaTeNs, U MOXET 3aBUCETb OT MPOM3BOOUTENbHOCTU MHOPACTPYKTYPbI
3aKa34yuKa;

. NpW HACTPOMKe Heckonbkux Mpasun API-wno3a B pamMkax ogHoro API-wni3a, BXOAAWMMA 3anpoc

MOeT BbITb 06paboTaH Heckonbkumu MpasunamMu API-wnto3a. B 3ToM cnydae, B Tapudukaumio 6yner
BK/IIOYEHO KONMYeCTBO 3anpocoB, COOTBETCTBYIOLLEE KOMMYECTBY npaBui, obpabaTbiBalowmx 3TOT
3anpoc;
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2.1.

3.1.

3.2.

3.3.

4.1.

4.2.

4.3.

e HekoppeKTHaa HAaCTPOMKa NPaBU MOXET MPUBECTU K BOSHUKHOBEHMIO KONM3nK Mexay URI wnto3a API,
MCMNOMb30BaHHbIX B HECKOJIbKUX MpaBunax API-wnto3a. B 3ToM cnydae, 6yOeT MCnofib30BaHO TO/TbKO OOQHO
M3 NpaBun. KOHTPO/b 33 OTCYTCTBMEM KOJIIM3UI OCYLLECTBAET 3aKa3umK.

2. BA30BAY ®YHKUMOHANTbHOCTb U METPUKW YCNTYTU
MapameTpbl Ycnyru onmcaHbl B Tabnuue 6:

Tabn.6. MapameTpbl NnpegocTaBnsaembix Yonyr
XapaKTEPUCTUKU U

CepBuc Tapuduumpyemble egUHULbI OMYyCTUMbIE 3HAYEHUS
P puduumpy AVHULY e Nony
Bxopgawme

AALL Bbi3oBbl API, KONMYecTBO (LT.) - -
3anpochl

061beM nepenaHHoro

Ceresble ncxoaauwero Tpadumka no cetm - -
CepBuUCHI

(KB)

3. TAPUOUKALUNSA YCNYTU

Tapudukaums Ycnyrmu auHammyeckas (Pay as you Go). InHaMu4yeckasa Tapudukaumsa npegnonaraeT onnaty
nyna pecypcoB, YKa3aHHbIX HMXe, No GakTy ux noTpebneHns 3aKka3uymMkoM B TeyeHne OTYETHOro nepuoaa.

BennyunHa exxeMecssyHOro njaaTtexa 3a Nonb30oBaHue YCyron onpenenserca B COOTBETCTBUM C PAaKTUYECKUM
notpebneHneM nepeymncneHHblX HKe pecypcoB. [LOCTYMNHble pecypcbl U OMUUM NEPEYUCTIEHbI B Tabnuue 7.

Tabn.7. MapameTpbl NnoTpebneHua API-1wno308
HaumeHoBaHue pecypca EanHULUbl n3MmepeHusa KpaTtHOCTb noacyera
KonunyectBo 3anpocos K API-wnt3am L. 1

O6beM nepefaHHOro ncxoaawero Tpaduka
no cetu

KB 1

MeToomMka pacyéToB NoTpebnsaembiXx pecypcoB npepnonaraer TapudUMKauuilo CyMMbl  3HAYeHUM
npenocTaBneHHbIX ycnyr 3a OTYeTHbIA Nepuop B COOTBETCTBUM C TapudoM. CYeT BbiCTaBIAETCA Ha OCHOBe
CYMMbl 3HAYEeHUI 3a Nepuoa oKasaHua yCayr.

4. WHbIE YC/NTOBUSA, MPUMEHWUMDIE K YCNTYTE

BoO3MOXXHble BUObl MOAKIKYEHUS [ UBMEHEHUSN [ OTKNYeHUsa YCnyr:
e [OCPEACTBOM COBEpPLUEHUSA OEeNCTBUIM B JINMHOM KabuHeTe.

B0O3MOXHbIM NOPAAOK pacyéTos no Ycnyre:
e ocTtonnaTta.

BO3MOXHble cnocobbl onnaTthl / NOPAAOK NononHeHnsa 6anaHca:
e onnaTta B 6e3HaNnMYHOM NopsaAaKe Ha OCHOBAHWUM BbICTaBIEHHOro MICNnonHUTeneM cyéTa.

CTpaHunua 6 U3 6



