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MPUNTOXEHWME N2 1.ENT.1.1.

K Jorosopy
OINMMCAHWE N YCIOBUA MNMPEOOCTABJ1IEHNA
YCNY «BUPTYA/TbHbIV LIOOx»
1. ObWAY MHOOPMALINA N ONMMUCAHWUE YCNIYTU
1.1. BupTyanbHbin LLOL aBnseTca ycnyron no npenocTaBneHuilo 6a30BbiX MHHOPMALMOHHO-TEXHOMOMMYECKMX

pPEecypCcoB Ha OCHOBE COBOKYMHOCTU (PYHKLMOHMPYIOLWEro nog ynpasneHuem McnonHUTens cepBepHOro u
ceTeBOro o6opyaoBaHMNsa, CUCTEM XPaHEHWUS OAaHHbIX U CreLmMann3npoBaHHOro NporpaMMHoro obecnedyeHus.

1.2. Ycnyra nocTpoeHa Ha OCHOBe Moaenun obcnymeaHua laaS. B pamkax Ycnyru MIcnonHuTenb npenocTaBniaeT
3aKasuunky BupTyanbHboin LOL, MMelwmin B pPacropsXXeHUM COrnacoBaHHbiM Mexpay WcnonHutenem u
3aKa34YnMKoM Habop BMPTYalM3MPOBAHHbBIX BbIYMCNTENbHbBIX MOLWHOCTEN npoueccopa (VCPU), BupTyanbHOM
namatu (VRAM) u gmuckosoro npoctpaHctea (VHDD), a Takxe cpepnctea ynpasneHua BupTtyanbHboiM LOA,
OOCTAaTOYHble [Ona COo30aHMa W ynpaBfeHMs BUPTYasibHbIMKM CepBepaMu B TpebyemMon 3akasuumky
KOHOUrypaummn B npenenax BblaeeHHbIX BUPTYaM3MPOBAHHbIX MOLLHOCTEN. PyKOBOACTBO onb3oBaTtensa no
Ycnyre goCTynHO Mo 3N1eKTPOHHOMY agpecy: https://docs.sbercloud.ru/vdc/ug/.

1.3. YnpasneHne BupTtyanbHbiM LLOL, ocywecTBnaeTcs 3akasyumkom npu nomowm KY ENT.
1.4. CocTaB Y OCHOBHbIE KOMMNOHEHTbI YCyru:
Tabn.1. CocTaB U OCHOBHbIE KOMIMOHEHTbI
Pecypcbl
HawumeHoBaHue rpynnbl Copep)xaHue

- BUPTYyanbHble NpoLeccopHble aapa (VCPU);

- BMpTyasbHasa onepaTtMBHas namMaTb (VRAM);

- BMPTYya/ibHOE AMCKOBOE NPOCTPaHCTBO (VHDD);

- Edge Gateway.

- MOAKJIOYEHME K CETU UHTEPHET (B 06LWeM KaHane);
- 0puH ny6nun4yHbIN IP-appec.

- nnatdopma BUPTyanu3auuu;

- KY ENT,;

- nnatdpopma BupTyanmsaumm cetn (SDN).

BbluMCUTENbHbIE PECYPCDI

CeTeBble CEPBUCHI M KOMMOHEHTbI

OCHOBHble KOMMOHEHTbI ENT

1.4.1. Mnatdopma BMpTYyanmsaumm obecneymBaeT AMHAMUYECKYIO BanaHCMPOBKY Harpy3KM Ha CEPBEPbI U CUCTEMDI
XPaHEHUSA [AHHbIX AN LOCTMXKEHUSA ONTUMaNbHON NPON3BOAUTENBHOCTMU. COCTaBHbIMM YacTaMKU NNaTHopMbl
BUPTyanu3aumun aBnaoTCs:

e AnNnapaTHbIM TUNEPBM3OP - MEXAHM3M, pa3[enalWwmin pecypcbl GU3MYECKOro cepBepa Mexay
HECKONbKUMW BUPTYaNIbHbIMW MalMHAMMU.

e High Availability (HA) - MexaH13M, NO3BONAIOLLNIN BOCCTaHABNNMBATL PABOTOCNOCOBHOCTD BUPTYasbHbIX
MallMH nocne annapaTtHoro c6os y3noB BUPTYanm3aumn.

e CepBuc GanaHCcMpoBKM pabouymx Harpysok — MexaHWM3M, PaBHOMEPHO pachnpenenswowmn BM mexay
BCEMW y3/1aMM KnacTepa M obecneymBarowMn 3a4aHHYI0 NMPOM3BOOUTENIbHOCTb BUPTYalbHbIX MalWH B
LWTAaTHOM M HewTaTHOM (B cny4Yae c60eB) pexmmax paboThl.

e CepBUC OHNAMH MUrpaumMm BM — MexaHW3M «KMBOM» MUrpaumm BM Mexpay y3namu knactepa nns
cepBMCHOro obcnyxumeaHusa 6e3 npepbiBaHUA paboTbl NONb30BaTENbCKMX BM.

1.4.2. KY ENT npepocTaBnsieT KOHEYHbIM Monb3oBaTenaM 6e3onacHble, M30/IMPOBAHHbIE MyMbl PecypcoB Ans
ObICTPON MHMUManm3aummn BuptyanoHoro LLOL n peann3yeTt egMHYI0 KOHCOMb yNpaBneHus.
1.4.3. Mnatdopma BupTtyanmsaumnm cetn (SDN) ncnonb3yetca ang co3gaHMsa NporpaMMHO-oNpenenseMbix ceTen,

MHKancynaumm Tpadumka dvepes npotokon VXLAN pns nocTtpoeHus norndyeckux L2-ceTelt B paMKax yxe
CYLLECTBYHOLLEN KOMMYTaLUM Ha YpoBHe L3. Mo3BongeT 3aKa3uymKy CaMOCTOATEIbHO CO3A4aBaTb BblAeNeHHbIe
CermMeHTbl CeTU M OonpeaenaTb Npasu/ia MaplWpyTM3aunMM Mexay CeTaMU CBOMX BUpTyanbHbix LLOA, 6e3
M3MEHEHUN B PU3MYECKON KOMMYTALMMK.

1.5. B uenax obecnedeHus 3awmTbl MHPpacTpykTypbl ENT peanvsoBbiBalOTCA cnefyolme Mepbl U MexaHU3Mbl
3aWmThl:
Tabn.2. O6ecneyeHune 3awmnTbl MHGpacTpykTypbl ENT

YpPOBHM 3aWUTbI MeponpusaTtus
3awwmTa O6naka Cloud u cpeacTB ero ynpaBneHus
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Ob6ecneynBaeTcs:

. - pa3MelleHue Bcero o6opynoBaHMs UMHGOPaAcTpykTypbl B LIOL, COOTBETCTBYHOLLMX
®usnyecknit Tpe6OoBaHUAM HAAEXHOCTM No KaTeropum Tier 3;

- KOHTPO/b M yNpaB/ieHMe foCcTynoM K 060pynoBaHuio;

- Hanuuue cUCTeMbl BUOeOoHabnoaeHnsa Ha ob6bekTax MHpopmatmsaummn LIO.

Ob6ecneumBaeTca 3awmTta nepumeTpoB LIOO M MX CErMeHTMpOBaHWE C UCMNO/Ib30BaHUEM
CeTteBon MeXXCeTEBbIX 3KPAHOB HOBOro nokoneHnsa (NGFW), ocywecTBASOWMX B TOM YNC/E BbiiBNeHMEe
W NpefoTBpaLleHne KOMMbIOTEPHbIX aTak.

O6ecneynBaeTcs:

- aHTMBMPYCHAs 3awmTa MHOPACTPYKTYPbl C UCMONb30OBAaHWEM AHTUBUPYCHbIX CPeACcTB ANs
obnauHbIx cpeq;

- ynpaBfeHue [OCTYNOM K MHGPACTPYKType C MUCNONb30BaHWEM CPenacTB ABYX(HAKTOPHOM
ayTeHTUdMKaALMM NOAKIOYAKLMXCA K HEN aiMUHUCTPATOPOB;

NHbpacTpyKTypHbIN - KOHTPONb  AEWCTBUI  MNPMBWUNErMPOBaHHbIX  MoONib30BaTene C  WUCMNOb30BaHWUEM
crneuMann3npoBaHHbIX CPeaCTB;

- PerynsipHbli KOHTPOMb WM aHanuM3 3alMWEeHHOCTU MHOPACTPYKTYpPbl C MCNOMb30BaHUEM
crneuManu3npoBaHHbIX CPeACTB MO BbiSIBNEHUIO yI3BUMOCTEN B ucnonb3dyemom MO u ero
HEKOPPEKTHOM KOHBUIypaunmn, BNUAIOLLEN HA YPOBEHb 3alimwweHHocTH MO, € ycTpaHeHWeM
BbISIBNEHHbIX YSI3BUMOCTEN U/UNN HELOCTATKOB;

- cbop 1 aHanu3 cobbiTnit MHGOPMALMOHHOM 6e30NacHOCTU.

OCylEecTBNAOTCA  MepuoaMyeckme  TeCTUPOBaHMA  Ha  MPOHUKHOBEHWE UM ayauT
MHbOPMALUMOHHON 6e3onacHocT WHbpacTpykTypbl ENT ¢  MpuBIEYEHUEM CTOPOHHUX
opraHusauuin. BbiABNEHHblE B XOA4Ee COOTBETCTBYIOWEro TEeCTUPOBaHWA W/MAM  ayauTa
HEe#oCTaTKN YCTPaHATCA Mo GaKTy UX BbiIBIEHUA.

LOONONHUTENbHbIN

3awmTta KY ENT

3almTa C MCNoNb30BaHWEM CNEeLMan3MpoBaHHOIO MEXCETEBOIO IKPaHa YPOBHS NPUIOXKEHUI
(Web Application Firewall).

MpunoxxeHunsa

OcCyLWwecTBNAKTCA perynsipHble CKAaHMPOBAHUSA KOHCOIM Ha Hanuyme akTyalbHbIX yF|3BMMOCTeVI
n ero nepuogmyeckme TeCTUpOBaHMA Ha NPOHUKHOBEHME C npuBneyvyeHnemMm CTOPOHHUX

[onoNHUTENbHbIN "~
opraHusauuin. BbiSBNEHHblE YA3BUMOCTM W/UAM HEJOCTaTKM yCTpaHawTCca no dakTy wux

BbISIB/IEHMS.
U3onauua «OpraHusaumin» 3aKkasumka
ENT OcylecTBNSeTca BCTPOEHHbIMM cpeacTBaMm ENT.
CeTeBon OcywecTtensaerca cpencrsamm SDN.
B paMKax nepuoguMyeckuMx TeCTMPOBAHMM HA MPOHUKHOBEHME BCeM WHOPACTPYKTYpPbI
[ononHuTenbHbIN NnPOBOASATCA TECTUPOBAHUS HA BO3MOXXHOCTb MPOHUKHOBEHUS MOTEHUMANBbHOIO HapyLWNTENa n3

0opHOM «OpraHn3aunny B Apyryio C NPeojo/ieHUeM UCMO/b3yEMbIX MEXaHU3MOB 3aLLMUTbI.

1.6. PacnpeneneHune ponen, 0693aHHOCTEN U OTBETCTBEHHOCTU B 06/1aCTM VB B OTHOWEHUKN YCNYrK ONMUCAHO B
Tabnuue 3.
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Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B o6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepnocraBneH

HaumeHoBaHue
MpuMeHumMbie K npepocrasneHue/ [OCTYyn K cpeacrsam
TEXHOJIOrMYecKoro
(apxMTeKTYpHOTO) YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUpPOBaHue npepocraByeHust
YPOBHS ycnyru/cepBucbo Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoLeccoB npouecca
XXypHanupoBaHue cobbiTUil B NPUKIAAHOM MPOrpaMMHOM obecnedyeHun (B TOM yucne
XXypHanupoBaHue .
COBbITHI CYbLO, cepBepax npunoxeHun, WEB-cepBepax) W OMNepauMoHHbIX CUCTeMaX, 3aKasumk 3aKa3yumk
YCTaHOBJ/IEHHbIX B BUPTYya/ibHbIX MawnHax (BM) 3aka3zuunka.
YnpaBneHue JOCTYNOM K MPUKIAagHOMY MporpaMMHoMy obecnedyeHuto (B TOM yucne
Ynpasnenue poctynom | CYB, cepBepamM npunoxexuun, WEB-cepBepaM) M OMNepPauMOHHbIM CUCTEMAM, 3aKasumk 3aKa3umk
yCTaHOBNEHHbIM B BM 3aka3uuka.
YnpaBneHue YnpaBneHne ayTeHTUMOUKALMOHHOM WMHDOPMaUMen, MCNONb3yeMoOn Npu [ocTyne K
AYTEHTUDUKALUMOHHON | NMPUKNAAHOMY NporpaMMHoMy obecnedeHuto (MMO) u onepaynoHHbIM cuctemam (0OC), 3aKa3umk 3aKasuumk
MHpopMaumnen yCTaHOB/IEHHbIM B BM 3aka3uuka.
KoHTponb u aHanu3 3awmweHHoctn OC wu MMNO, dyHKumoHupyowero 8 BM BLOLO
Vnpasnexue 3aKasuymka, B TOM Yuc/ie YCTaHOBKA KPUTUYECKUX o6HoBNeHU 6e30nacHOCTH, npaBka
VA3BUMOCTAMM KoHdurypaumin MNMoO, a Takxe M3MeHeHue nerko-noabupaeMbix nNaponen U naponen 3aKa3umk 3aKa3umk
[OCTyrna no yMO/T4YaHMIo K cepBucaM 1 komnoHeHTam OC u MIMO, o6HapyXXeHHbIX B Xoae
. KOHTPONSA M aHan13a 3alnLWEHHOCTU.
MpuknagHon =
C6op (B TOM Uncse C ucnonb3oBaHnem cpeacts SIEM) n aHanus cobbiTnin 6e3onacHoCTH
YPOBEHb W YPOBEHb
YnpasneHue co Bcero MMO, OC u cpeacts 3awmtbl MHopmauum (Cp3U), GYHKUMOHMPYIOWMUX B
onepaunoHHbIX 3aKa3uuk 3aKa3umk
cucTeMm MHUugeHTamu b «OpraHuszauyum» (BLOM) 3aka3umka, a TakKXe MOHWUTOPUHI M pearMpoBaHMe Ha
’ MHUMOEHTbl 6€30MacHOCTH.
YCTaHOB/IEHHbIX B BM =
YCTaHOBKA, HACTpPoOMKa M aaMUHUCTpUpoBaHMe B BLIOM 3aka3umka CpencTtB 3aluThl
BUO[ 3aka3umka . .
YnpaBneHue nHpopmauunm (C3N) B ucnonHenunm Virtual Appliance. 3aKa3uMK JaKa3unK
Kpuntorpaguen HacTpoWka M agMUHUCTPMPOBaHME pa3MelleHHbix B LUIOL McnonHuTens nporpaMMHo-
annapaTtHbix C3U 1 MeXceTeBbIX 3KPaHOB 3aKa3ymka.
YcTaHOBKa M | YCTaHOBKA, HAaCTpoMKa M aaMUMHUCTpPUMpoBaHMe B BM BLOMO 3aka3zuuka Cp3U ot
AaAMUHUCTPUPOBaAHUE HeCaHKLUMOHUpOoBaHHOro poctyna (HCM), aHTMBMPYCHbIX CPeacTB M MPOYMX CPeacTs 3aKa3uuk 3aKa3umk
CpencTB 3aWmThl 3awmnTbhl UHGOPMauumM, ycTaHaBnmBaeMbix B BM BLOJ] 3aka3umka.
YcTaHOBKa M HacTponKa B BM 3akasumka CpeacTB pe3epBHOro konmposaHusa (CPK) 6a3
YnpasneHue OAaHHbIX U Npoyen MHbopMaumMmM 3akasumnka, XxpaHuMon BHYTpM BM ero BUOL, a Takxe
pe3epBMpoOBaHMEM agMUHUCTPUPOBaHUE YKa3aHHbIX CcpencTs. 3aKa3uuk 3aKa3umk
MHpopMauum Co3paHue pe3epBHbIX KOMUKM MHPOpPMauMM 3aka3unmka M e€ BOCCTaHOBNEeHWE U3
pe3epBHbIX KOMUN.
Ob6ecnevyeHne 3awmTbl | 3awwmTa cornacHo 152-d3 nepcoHanbHbiX gaHHbIX (MOH) KNMeHToB, o6pabaTbiBaeMbiX B
nepcoHanbHbIX BM BUOL 3aka3unMka, B TOM 4uC/ie, HO He OrpaHuMuuBascb 3awmton T[10H, 3aKa34umk 3aKa3uuk
[AHHbIX KNNNEHTOB obpabaTbiBaeMbix CpeacTBaMm yCTaHOBNEHHbIX B BM BLLO/[], 3aka3umka CYB[.
XypHanupoBaHue CoOObITUIN, CBA3aHHbIX C (QYHKUMOHMpPOBaHMeM ob6bekToB BLIOL
3aKa3uuka (Hanpumep, ero BM) u pencrenamu nonb3oatenen B KY ENT M KOHCOMM
ynpas/ieHus1 pe3epBHbIM KOMMPOBaHUEM BM, Takux Kak:
YpoBeHb 1. BXO4/BbIXOA, MNONb30BaTeNeN B/U3 KOHCONEN;
XXypHanupoBaHue 2. co3paHue/ypaneHne HOBbIX YYETHbIX 3anucein nofb3oBaTenen U NPUCBOEHWE UM
«OpraHusaymmy 7] . . McnonHutenb 3aKa3uumk
cobbiTum NPUBUAErnMnM AOCTYNa K KOHCONSAM;

BLO[MO 3aka3umka

. co3paHue/ypaneHue BM;

. 3anyck/ocTaHoBs BM;

. CO34aHue K/I0HOB BM;

. U3MEHEeHMe XapaKTepucTnk BM;

(o) IO, I S V¥ ]
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Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B o6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepnocraBneH

HaumeHoBaHue
lMpuMeHuMble K npepocrasneHue/ [OCTYyn K cpeacrsam
TEXHOJIOrMYecKoro
(apxMTeKTYpHOTO) YPOBHIO NpoLecchbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUpPOBaHue npepocraByeHust
YPOBHS ycnyru/cepBucbo Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npouecca
7. HacTporka NAT/DHCP/L2VPN/L3VPN, MapwpyT13aumm, 6anaHCMpPOBLLMKA Harpy3ku
M/MAN NPaBU MEXCeTeBOro 3KpaHupoBaHus Ha Edge Gateway B «OpraHmsaumm»
3aKa3sumka c ucnonb3oBaHueM KY ENT;
8. co3paHue/M3MeHeHMe 3ajaHusl pPe3epBHOr0 KOMUPOBAHUS C WUCMONb30BaHUEM
KOHCOMW yNpaBieHns pe3epBHbIM KONMpoBaHueM BM;
9. BOCCTAHOBNEeHMe BM 13 pe3epBHOM KOMUKU C UCMOb30BAHNEM KOHCON YyNpaBieHus
pe3epBHbIM KONMpoBaHneMm BM;
10. BoccTaHoBNeHWe GanoB M3 Pe3epBHOM KOMUM C MUCMONb30BAHMEM KOHCOMMU
yrnpaB/ieHns pe3epBHbIM KONMMPoOBaHueM BM;
11. n3MeHeHne ANCKOBOM NMONIUTUKM NO YMONYaHUIO Ana BUpTyanbHbix LLOMO;
12. BK/IKOYEHUE/OTKKOYEHME [OMONHUTENbHbIX yCcnyr (norvpoBaHue, DFW, VPN wu
npouvee).
McnonHuTenb
(OTBETCTBEHHOCTb 3a
npepocraBieHue
AOMUHUCTPUPOBaAHUE . cepBuca ENT
«g raHmseraJu,vrljeﬁ» " AOMUHUCTPUPOBaHUe «OpraHm3aumen» 3akasyumka ¢ UCNoib3oBaHmeM KY ENT. P )
P AOMUHUCTPUPOBaHME JO0CTYNOM K «OpraHusaummy» 3aka3ymka C UCcnosb3oBaHuem KY 3aKa3umk
ynpaeneHne foCcTynom ENT 3aKa3sumk
K Hel : (OTBETCTBEHHOCTb 3a
AaAMUHUCTPUPOBaHKE
«QOpraHusauuen» n
[OCTYNOM K Hen)
McnonHuTenb
(OTBETCTBEHHOCTb 3@
npepocraBieHue
cepBmca)
YnpaBneHue .. .
. Co3paHue/ypaneHne HOBbIX YYETHbIX 3anmucen B «OpraHusaumm» M NPUCBOEHME UM
AYTEHTUDUKALMOHHOMN M 3aKa3umk
o npuBMIerun goctyna K «OpraHmsaummy» 3akasuumka. 3aKa3uuk
MHbopMaumen
(OTBETCTBEHHOCTb 3@
ynpasneHue
AYTEHTUDUKALMOHHOMN
MHpopMaumen)
Co3paHue, yoaneHne n agMMHUCTPUPOBaAHUE C Mcnonb3oBaHueM KY ENT Heob6xoamMbix VIchoNnkUTeND
VXLAN B npouecce agMnHUCTpmpoBaHma BLUOL 3aka3uumka.
(OTBETCTBEHHOCTDb 3@
YnpasneHue MexceTeBoe 3KpaHupoBaHua nepumMetpa BLIOM 3aka3umka Cc ucnonb3oBaHuem Edge
npepocraBrieHue
6e30MacHOCTbIO n | Gateway.
cepBuca)
npovymnmmn Ob6ecneyeHne BHYTPEHHEro cerMeHTMpoBaHusa (C ucnonb3oBaHnem KY ENT) u 3aKa3uumk
HacTponkKamm 0N | BHYTPEHHEero MeCeTeBoro sKpaHMpoBaHusa (C ucnonb3oBaHveM Edge Gateway) BLOA 3aKazumK
BUPTYanbHbIX CeTEN 3aka3uuka. (OTBETCTBEHHOCTb 32
HacTtponka NAT/DHCP/L2VPN/L3VPN, MapwpyTtusaumm n 6anaHCcMpoBLIMKa Harpyskum
AoMUHUCTPUPOBaHKE)
Ha Edge Gateway B «OpraHusaumnm» 3akasumka C ncnonb3oBaHmem KY ENT.
YnpasneHue YnpaBneHue pe3epBupoBaHMeM MHDOPMaALMM 3aKa3umKa C UCNOSIb30BaHUEM KOHCO/N McnonHutennb 3aKa3umK
pe3epBMPOBaAHNEM ynpaBieHnsa pe3epBHbIM KONMpoBaHMeM BM, Bkiwoyatowee B cebs: (OTBETCTBEHHOCTb 3a
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Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B o6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepnocraBneH

HaumeHoBaHue
MpuMeHumMbie K npepocraBneHue/ [OCTYN K Cpeacrsam
TEXHOJIOrMYeCcKoro
(3pXMTEKTYPHOrO) YPOBHIO NpoLeccChbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUPOBaHUE npepocraBneHus
VDOBHS ycnyru/cepsucbol Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoLeccoB npouecca
MHpopmauum Co3aaHNEe/M3MEHEHME 3aaHMI Pe3ePBHOI0 KONMPOBaHMA MHGOPMaLMKN 3aKa3unka; npepocraBieHue
(NnpepocTtaBnaeTca B | BOCCTaHOBNeHMe BM 3aka3umka u3 pe3epBHOM KOMUK; cepBuca)
paMKax OTAENbHOW | BOCCTaHOBEHMe GannoB 3aka3unmka U3 pe3epBHOM KOMNuu.
yenyrun) 3aKa3uumk
(OTBETCTBEHHOCTDb 3@
ynpasneHue
pe3epBMpOBaHNEM
cBoen nHpopMaumn)
YCTaHOBKa, afAMUHUCTPUPOBaHMe, CBOeBpeMeHHoe obHoBneHue un 6e3oTnaraTenbHas
YCTAaHOBKA KPUTMYECKMX O6HOBNeHMi 6e30nacHOCTM Ha Mchnonb3yemblx B BLIOL
3aKa3uMka BUPTyaNbHbIX CPeACTBax 3awuTbl MHPOPMaumn B mMcnonHeHuax Virtual
YcTaHoBKa n | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBGHAPYXXEHUI W/MIWN NpPefoTBPALLEHUN
PP ( P Py / penoTepall 3aKasumk 3aKa3ymk
ucnonb3osaHue C3U KOMIMbIOTEPHbIX aTak U Npoyee).
HacTpoka W agMWHUCTPUPOBAHME MNPOrpaMMHO-anMnapaTHbiX CPeacTB  3almThl
uHpopMauum 3akKasumka, B TOM uYMCNe CPeAcTB Kpuntorpaduyeckom 3awmThbl
nHpopmauunm, pasmewaemoix B O NcnonHurtens.
O6ecneyeHune 3aWwmTbl
O6ecnevyeHune cootBeTcTBUA BLIO B cocTaBe MHPOPMALMOHHBIX CUCTEM NEPCOHANbHbIX
nepcoHanbHbIX 3aKasumk 3aKa3ymk
naHHbix (MCMNAOH) 3aka3umka TpeboBaHnam 152-d3.
OAHHbIX KITMEHTOB
MOHUTOPUHT MHdpacTpyKTypbl ENT, obecneuyeHne eé DOCTYMHOCTH,
MOHUTOPUHF 4 | MPOM3BOAMTENbHOCTM,  HanWumMA HeobxoguMMOro  Konuyectsa 060pyAOBaHMSA,
NOMNePKKa obecneyeHne HeobxoguMon pna eé paboTbl MPOMYCKHOM CNOCOGHOCTM CeTw, Mcnonuntenb McnonHutenb
BbIYUMCNIUTENIbHBIX MOLUHOCTEM W €MKOCTM CUCTEM XpaHeHus pAdaHHbix (CX[IO)
MHbpaCTPyKTYphI.
XypHanupoBaHue XXypHanupoBaHue co6bITUA B KOMMOHEHTax M CpeacTBax 3awuTbl MHPOpMauuu
yp . P yp P PeA W bopmay McnonHuTenb McnonHutenob
cobbiTui MHdpacTpykTypbl ENT.
YnpaBneHue fOCTYNOM K CerMmeHTy ynpaBneHus NHppactpykTypon ENT, eé VLAN-aM n
YnpasneHue gocTynom P pocty yynp bpacTpykTyp ’ McnonHutenb McnonHutenb
KOMMOHEHTaM.
YnpaBneHue YnpaBneHue y4éTHbIMM 3anncamm AD NnpuBMNErnpoBaHHbIX NOMb30BaTeNEN, UMEKLMX
AYTEHTUDUKALUMOHHOM | OOCTYN K CermMeHTy ynpasneHua WMHdpacTpykTypoh ENT, M ux BTOpbIM (PAKTOPOM McnonHuTenb McnonHutenob
MHDpPaCTPYKTYPHbIN nHdopmaumen ayTeHTUdMKaLuMK (ayTeHTUDUKaTOpaMm).
YPOBEHb YnpasneHue KOHTPO/b M aHanm3 3alULLEHHOCTU CNyXebHbix BM MGMT-cerMmeHTa 1 runepBmnsopoB
Mcnonuutenb Mcnonuutenb
YA3BUMOCTAMU MHbpacTpyKTypbl ENT.
C6op c ncnonb3oBaHneM cpencts SIEM ¢ KOMNOHEHTOB M CPEACTB 3aLnTbl MHbDOPMaLmn
YnpaBneHue MHbpacTpyKkTypbl ENT cobbITMIN 6€30MacHOCTM.
. McnonHuntenos Mcnonuutens
MHUMpeHTamm b AHanuns cobpaHHbIX CObbITUIN 6E30NMacHOCTM, @ TaKXKXe MOHUTOPUHT U pearnpoBaHue Ha
MHUMAEHTbl 6e30MacHOCTU (B TOM YucC/e C npuBiedyeHneM BHelHero SOC).
YnpaeneHune KOHTpONb M ynpaBneHuve npoueccamum M3MeHeHus KoHdurypaumm WNHOpacTpyKTypbl
p . P ynp pou burypauy bpactpykTyp Mcnonuutenb Mcnonuutenb
KOHpUrypaumemn ENT.
YnpaBneHue 3awmTta nepumetpoB LOL WHdpacTpykTypbl ENT C wmcnonb3oBaHMeM KnacTepos
6e30nacHOCTbI0  O1a | BbICOKOMNPOU3BOAUTENIbHbIX MEXCEeTeBbIX 3KPAaHOB HOBOro nokoneHmsa (NGFW),
Mcnonuntenb McnonHutenb
BUPTYaNbHbIX 1 | obecneymBaloWmMX MeXCeTeBOoe 3KPAHUPOBaHME W 3aWMUTy OT KOMMbKOTEPHbIX aTak

du3nYeckunx cetem

MNHpacTpyKTypbl.
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Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B o6nactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepnocraBneH

HaumeHoBaHue
S MpuMeHumMbie K npepocrasneHue/ AOCTYyn K CpeacrBam
(apxMTeKTYpHOTO) YPOBHIO NpoLecCbl/ OnucaHue npouecca/cepsucajycnyru aAMUHUCTPUpPOBaHue npepocraByeHust
YPOBHS ycnyru/cepsucol Ub ycnyru/ cepBuca/ ycnyru/cepBuca/
npoLeccoB npouecca
3awmTa ceteBoi MHdpacTpykTypbl ENT (BXxoaa B 06n1ako) oT DDoS-aTak, HanpaBneHHbIX
Ha nepenosiIHeHne KaHanbHOW eMKOCTHU.
BHyTpeHHee cerMmeHTUpoOBaHue ceTeBbiXx MHPpacTpykTyp ENT c ncnonb3osanmem NGFW
M BblgeneHmnem B pamkax LOM Ha ceteBoM ypoBHe DMZ, PROD- n MGMT-cermeHTOB
MNHpacTpyKTypbl.
YCTaHOBKa, HAaCTPOMKa U aAMUHUCTPUPOBaHME CPEACTB 3aWwnTbl UHGOPMaLMK B COCTaBe
NHbpacTpyKTypbl ENT, B TOM yncne:
1. cpencTB aHTUBUPYCHOWM 3aLUMThI;
2. cpeacTs KOHTpONA LencTBUmn NPUBUIETMPOBAHHbIX nosnb3oBaTtenen
YcTaHOBKa n | (aaMunHucTpaTopoB Cloud) knacca PIM&PAM;
aAMUHUCTPUPOBaHKeE 3. SIEM; McnonHutenb McnonHutenb
CpeacTB 3alunThl 4. CpencTB KOHTPONSA U aHann3a 3alneHHOCTH;
5. WEB Application Firewall (WAF), ncnonb3yemoro ans 3awmtbl ny6nmkyembix KY ENT
M KOHCONM ynpaBNeHus pe3epBHbIM KONMpoBaHMeM BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpasneHue Pe3epBHOE KOMMPOBaHWE W BOCCTAHOB/EHME M3 06pa3oB CNyXeBGHbiX BUPTYasbHbIX
pe3epBMpOBaHMEM MawuH WHpacTpykTypbl Mnatdopmbl ENT ¢ wmcnonb3oBaHMem CPK Backup & McnonHuTenb McnonHutenb
MHbopMaummn Replication.
O6ecnevyeHne 3awmTbl | 3awmta [OH COTPYOHMKOB 3aka3uuka, uMmewwmx poctyn KY ENT M KoHcCoIwu
nepcoHanbHbIX ynpaBfeHnss pe3epBHbIM KomnupoBaHueMm BM, obpabaTbiBaeMbix B MHPpacTpykType McnonHunteno McnonHutens
OAHHbIX KNIMEeHTOB ENT.
KoHTponb poctyna B LOA wn nomeweHus WHPpacTpykTypbl ENT (oxpaHsemas
KoHTponb goctyna Tepputopusa LLOL, NponyCcKHOM PEXUM, CUCTEMbl KOHTPOJIS U yrpaBieHus OOCTYrnoM, McnonHuTenb McnonHutenob
3anMpaHune CToekK).
BuneoHabnoaeH1e Hanunume BHewHeln (no nepumetpy LOMA) n BHYTpeHHen (B MawWHHbIX 3anax LOMO) P Y P—
CUCTEM BUAEOHAbNOAEHNS.
dusnyeckni MpepocTaBneHmne 3M1EKTPONUTaHUA, AOCTyNa K ceTn MHTepHeT n cBo60gHOro MecTa B
YPOBEHb cTomkax LLOA.
PasMelLeHMe I'Ipe.u.OCTaBneHume, MOHTaX M KoOMMyTaums obopypgoBaHua (compute, network w
storage) B ctomkax LLOL. McnonHuTenb McnonHutenob
obopynoBaHua

Pa3mMelleHne, NOOKNKYEHMNE K NUTAHUIO, ceTn NHTepHeT n BLOM 3aka3umka CpeacTts
3alWmMTbl MHPOPMaLUMKM 3aKa3umKa, B TOM YMCie CPefacTB Kpuntorpaduyeckom 3almThbl
nHGopmMauunm.

CTpaHunua 6 u3 14




1.7. Tunbl pecypcos, TpeboBaHUA, peKoMeHaaUMn 1 orpaHuYyeHus:
Tabn.4. Tunbl pecypcos, TpeboBaHUA, pEKOMEHAALMMN U OrPaHUYEHUS
Tun pecypca: BUpTyaibHble npoueccopHble aapa (VCPU)

Tpe6oBaHus PekoMeHpauum u orpaHuyeHus
Mpu dopmMmpoBaHum 3akasza 3aka3umKy npepocraenserca | B pamkax ogHoro BwuptyanbHoro LUOJL 3aka3umk
BbIGOP n3 cnepyrowmx anep: | MOXeT ucnonb3oBaTb Tonbko VCPU ¢ oauHaKoBoM
C yacToTon He MeHee 2,6 Tu; He MeHee 3,0 TU; He MeHee | YacToToM (0BCNy)KMBaeMble MNPOLECCOPaMU OfAHOMO
3,5 Iru?. TMna). OrpaHnyeHunsa Ha konmyectso VCPU yka3aHbl B
vCPU o6cnyxunpatotca dpusmyeckumm npoueccopamu Intel. Tabnuue «MapameTpbl NpPepoCcTaBAsSeMbIX YCAyr»

pa3gena 3 HaAcToALWEero JOKyMeHTa.
Tun pecypca: BUPTyasibHasA onepaTuBHasa naMatb (VRAM)

Tpe6oBaHus PekoMeHpaumm u orpaHuyeHus
Mpu popMrpoBaHMn 3aka3a 3aKa3uymK yKa3blBaeT TpebyeMbli
06bem VRAM.
Mpun popmMmnpoBaHum 3akasa ycnyru Tpebyembln 06beM VRAM | OrpaHuyeHua Ha KonmyecTBO VRAM  ykasaHbl B
[OMKEeH  6blTb  OOMOMIHUTENbHO  yuYTeH B  paMkax | Tabnuue «lMapamMeTpbl NpepoCcTaBiseMbIX YCAyr»
3aKa3blBaeMoro obbeMa BupTyanbHoOro OUCKOBOro | pa3sgena 3 HACTOALWEro AOKYMEHTa.
npoctpaHctea  (vHDD) BbIGpaHHOro npodpuna  pgng
pa3MeleHns swap-$annos BUPTyabHbIX CEPBEPOB.

Tun pecypca: BUpTyaJibHOE AUCKOBOE NPOCTpPaHCcTBO (VHDD)

Tpe6oBaHusa PekoMeHAaumMm u orpaHuyeHus
B paMkax ycnyru npefoctaBnseTcsa ABa AMCKOBbIX npoduns,
OT/IMYAKOLLMXCSA MO CKOPOCTU OBMeHa AaHHbIMU (KONn4YecTBy
onepaumni BBopaa-sbiBoga (IOPS)) M BpeMeHM OTKIMKa:
SATA/NLSAS wun SSD. Kaxpgbln OUCKOBbIM  npoduib
COOTBETCTBYET CBOEMY TUMY AUCKOB Ha CUCTEME XPAHEHUs
OaHHbIX.
B pamkax ogHoro BupTtyanbHoro LUOJ[ MOXHO ucnonb3oBatb | MMHMManbHoOe 3HayYeHune onsa 3K3eMnasapa
OUCKOBbIE MPOGUAN Pa3IMYHOro TUMa. BuptyanbHoro UOO - 100 6. CymMmapHbin o6bem
Ba)kHO: npu 3akase BupTyanbHOro AMCKOBOrO MPOCTPAHCTBA | BUPTYaslbHOrO [AMCKOBOro MPOCTPAHCTBA KaXAoro
OTAENbHO [O/MKEH BblThb yuTeH TpebyeMblt 06beM VRAM ana | aMckoBoro npodunas pomxeH 6biTb kpateH 100 6.
pasMeweHns  swap-$annoB  BUPTyanbHbIX  CEpPBEPOB.
BblpeneHHaa eMKOCTb AMCKOBOro NMPOCTPaHCTBA 3aHUMaeTcs
BCEMW BUPTYasibHbIMM MaWKWHaMM 3aKa3umKka (BKIKOYEHHbIMU
M BbIK/IIOYEHHbIMM), CO3OaHHBIMM 3aka3uukoM Snapshot, a
Takxke swap-davnamm VRAM BCex BMPTyasibHbIX MaLUMH
3aKa3umka.

1.8. Ona nogknyeHua K Ycnyre 3aka3uymk MOXeT BblIbpaTb OAUH UM HECKOIbKO TUMOB NOAKIOYEHNA:

Tabn.5. Tunbl NOAK/IOYEHUA K CETU U CETEBbIE CEPBMCHI
OnucaHue

Tvn nogKn4YeHus

3aKa34yumKy npefoctaBnseTcs oTaeNbHas Nonoca Ans foctyna kK ycnyre,
MopkntoyeHve yepes BblAE/TIEHHbIN | KOTOpadA He paspenaeTca ¢ ApyrmMmn 3akasumkamu.

rapaHTUPOBaHHbIN? KaHan VHTepHeT

[aHHbIN crnocob NoAK/IYEHUSA nossonsaet obecneynTb
B3aMMOAENCTBME CeTel 3aKa3uuMka C ceTbid B o6nake C MOMOLLbHO
Bbl[IeNIE@HHbIX KaHaNoB CBA3M CTOPOHHEro nposaigepa. ONUMOHaNbHO,
C NOMOLUIbIO [AHHOrO cueHapua, K Ycayre 3akasuuMka MokeT 6biTb
NOAK/OYEH anbTEPHATUBHbLIN KaHan B ceTb MHTepHeT. [Nns AaHHoro
NoAK/IlOYEeHUA MOryT 6biTb  MCMNOSb30BaHbl BbIAENEHHbIE KaHanbl
3aKa3uymKa, OpraHM30BaHHbIE C UCMO/Ib30BAHMEM KTEMHON OMNTUKUY.

MopkntoyeHne Yepes BblAENEHHbIA KaHan
CBA3U

Mpepnonaraer fnornyeckoe nopakayeHne K obweMmy pna Bcex
3aKa3umMkKoB YCNyrv KaHany nepefayn AaHHbIX (CKOPOCTb CETeBOro
COeAMHEHMA NS KAXA0ro 3aKa3umnKa He BNAeTCs rapaHTMPOBAHHOM U
3aBUCUT OT 3arpy)XeHHoCTM ob6wero KaHana nepefadvym [aHHbIxX).
3aKa3umky npepoctaBnsetca 6a3oBad  3awmTa  MHPOPMALMOHHBIX
cucTteMm, pasMewaemblx B WMHdpacTtpyktype ENT, ot DDoS-aTtak,
HanpaB/EHHbIX Ha uWCYeprnaHWe KaHanbHOM EéMKOCTM CeTeBOM
MHbpacTpyKTypbl ENT.

MoakntoyeHue obwmnn

MHTepHeT

vyepes KaHan

1 TexHUYeCcKkn JonycTMMO Bbigenats Ao 24/48/56 vCPU (ana vCPU vactoTom 3,5/3,0/2,6 U, COOTBETCTBEHHO) Ha OAMH BMPTYanbHbl cepBep. OpHaKo
ONS Nydlein NpouM3BOAUTENbHOCTU PEKOMEHAYETCS NMPUAEPKMBATLCA 3HAUYEHUM, OMUCAHHbLIX B pa3fene «3. bazoBas PyHKUMOHANbHOCTb U METPUKM
ycnyru».

2 3apaHHas CKOPOCTb rapaHTMpyeTcsa BHYTPU ceTu MICNoNHUTEeNs HauMHaa oT NopTa NOrpaHMYHOro MaplupyT13artopa yana ceasum Cloud.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.10.

1.11.

1.12.

MopgpobHas MHbOpPMauMa MO [OCTYMHbIM MOOKMOYEHMAM npuBegeHa B [MpunoxeHun N2 1.ENT.6. K
Lorosopy.

B ocCTanbHbIX CryYyasx, a TakXKe Mo 3anpocy, MOXeT 6biTb npenocTaBieHa paclWMpeHHas 3awuTa
MHPOPMALMOHHbBIX CMCTEM 3akas3uuka, pa3MelaeMbix B MHPpacTpykTtype ENT, ot DDoS-atak Ha Bcex
YPOBHAX A0 L7 BKIOUYMTENBHO B BUAE OTAEIbHOW TapudULMPYEMON YCIyri.

Ona obMeHa OaHHbLIMUM MeXOy BMPTyalbHbIMM MallMHaMu B npegenax BLOMO vcnonb3yetca BHYTPEeHHee
ceTeBOe B3aMMOLENCTBME, peann3oBaHHoOe Ha 6a3e ceTeBoro o6opynoBaHus VCNONHUTENS U CPeACTBaMMU
runepsmsopa.

CeTesble cepBucbl SDN.

Edge Gateway npenocTaBnseTcs No yMon4YyaHuio B KoHdurypaumm Compact, OCTAaTOMHOW ONS CO34aHuMs
HEeBONbLMX BbIYMCAUTENBHbBIX CPeL C MaiblM KOMMYECTBOM CEPBMCOB, M MOXET ObiTb M3MEHEH B Cly4yae
HeobxoaMMoCcTn 06pPaboTKM BONbLLEro KONMYeCcTBa CeTeBbIX QYHKLWNA.

Edge Gateway npenocTaBnsaeT cnefylLme CeTeBble CEPBUCDI:

e MexceTeBoe 3kpaHupoBaHue (Firewall);

e MapuwpyTtm3aumsa (Routing);

e npeobpasoBaHue agpeca (NAT);

e  BUPTYyaNbHble YacTHble ceTn (VPN) IPSec;

e [OMHaMM4YecKoe pacnpepeneHue agpecos DHCP.

Pa3BepTbiBaHME BUPTYaNIbHOro LWJ/KO3a BO3MOXXHO B OTKA30YyCTOMYMBOM KOHUrypauum (HA), npu 3TOM
€o30aeTcs AOMNOMHUTENBHLIN W03 B PeXMMEe OXNAAHMA, KOTOPbIN NepeHnMaeT Ha cebs Harpysky B c/ydae
BbIXO[a M3 CTPOsi OCHOBHOro winto3a Edge Gateway.

C LLenbio OPraHn3aumm CIOXHbIX CETEBbIX B3aMMOLENCTBUIA, HAaNpUMep, NPAMOro CETEBOrO B3aMMOAENCTBUA
Mexny Edge Gateway, He cTposa IPSec TYHHeNnu Mexay HUMU HeobXxoaMMo UCNob30BaTb BUpTyanbHbin Edge
Gateway TO. Mpu Heo6XOOMMOCTU YBENMYEHUA MPOMYCKHOW CMOCOBHOCTM [O0CTyna B MHTEPHET U U3
MHTEpPHeTa npeaocTaBnaeTca BoigeneHHbIn cepeep Edge Gateway TO.

lWabnoHsl BM un o6pa3sbl OC. B pamkax Ycnyrm 3aKasumkK MOXET CaMOCTOATENIbHO BbIMOMHUTL
MMMOPT/3KCNOPT cO6CTBEHHOro o6pa3a BM B BLLO,. Bo3MOXHbI BapuaHT paboTbl ¢ o6pa3zamMu BM: 3akasumk
CaMOCTOATENIbHO OCYLLECTBASET MMMNOPT/3KCNOPT 06pa3oB BMPTyanbHbIX MalWwwWH, ucnonb3dya KY ENT. 3a
OOMOMHUTENbHYIO NNaTy 3akasunky npenocTaBnfaeTcs [OCTyn K Katanory ¢ wabnoHamm BM ¢
npenycTaHOBMEHHbIMM Haunbonee nONyAAPHbLIMU BEPCUAMM OMepauMOHHbIX cucteM. [lpu mMMnOopTe U
MCMNONb30BaHMM 3aKa34MKOM COBCTBEHHbIX 06Pa30B BUPTYasibHbIX MalWKWH, KOTOPbIE HE UMEIOT OPULIMaNbHOM
COBMECTMMOCTM CO CTOPOHbI MOCTaBlWMKA nnaTdopMbl BUMpTyanusaunu, WNCNONHUTENb He rapaHTuMpyeT
paboTOCNOCOBHOCTb AaHHbIX BMPTYyasnbHbIX MallMH, U pPeLleHne BO3MOXHbIX NpobieM He perynuvpyercs
pencreyowmm CornaweHnem ob ypoBHe NpenocTaBneHnn YCnyriu.

MporpaMMHaa nnatpopma. B KayecTBe MWHCTPYMeHTa peanusaumm ENT wucnonb3yetca KY ENT.
YCTOMYMBOCTb K OTKA3aM BbIYUCIUTENbHbIX Y3/10B peann3oBaHa cpeacTesaMm nnatdopMbl BUPTyanm3auum Ha
6as3e TexHonormu High Availability (HA).

CxeMa peanusaunm nnatpopmbl oaa ycnyrn «BuptyansHbin LLOO» n3obpakeHa Ha PUCYHKE HUXKe:

WHTepHeT
BupTyansHele LOO Zakazuuxos BupTyansHse UOO 2akazumxoe
BLOA 1 BLOA 2 BUOA3 ... BLIOA, N BLOA 1 BLOA 2 BUOA3 ... BLIOA N
Korkcone ynpasnenua SberCloud Enterprise KoHcone ynpaenedws SberCloud Enterprise

{cells) (cells)

! | ! ! b !

oA Mnatdopma . e Mnatdopma .
_|I',- epaM30p BI’B_'v'a:lJ_:.‘:E)aL,‘r' SDN | c . _‘r,- eperzop 3l’p_"\;a:1_:.):?a|_.)f‘ SDN ‘
Cepeepa Cepeepa
CHCTEMBI XPAHEHWA JaHHEIX CHMCTEMEI XPAHEHWA JaHHLIX
SSD, NL-SAS SSD, NL-SAS
uon 1 uon 2

AnnapartHas nnatdopmMa:
Tabn.6. KOMNOHEHTbI M XapaKTePUCTMKM annapaTHoM nnatGopmsl
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1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

1.13.5.

1.14.

1.15.

1.16.

KOMMNOHEeHTbI XapakTepucTukun

B KayecTBe BblYMCIUTENbHOM NNATGOPMblI UCMNOMb3YOTCA CEPBEPHbIE
CepsepHas nnatdopma peleHnss KoOprnopaTMBHOIO ypoBHSA, Ha3Mpylowmecs Ha npoueccopax
ApPXUTEKTYPbI X86/64.

[ns opraHuM3aumMm cepBucCa NpPepoCTaBNeHUs BUPTyanbHbIX AWCKOB

NPUMEHAKTCA CUCTEMbl XPaHEHUA [aHHbIX YPOBHA midrange c

pe3epBMPOBAHNEM OCHOBHbIX KOMMOHEHT, TakKMX KAk BNOKU NUTaHUS,

KOHTPO//IEPHbIE MOAY/N.

ba3upyeTtca Ha o6opyaoBaHUM BeayWwmUX MUPOBLIX MPOU3BOAUTENEN,

KoTopoe obecne4ymBaeT:

- BbBICOKMA YpOBEHb KOHTpoONsa UM 6Ge3onacHocTM 6Gnaropapsa
NOTOKOBOWM TEIEMETPUM U YNPEXAAOWEMY aHANN3Y Ha IMHENHOWN
CKOpPOCTU nepepayu;

- BbICOKYIO Npoun3BOAUTENBHOCTb NPUNOXEHUN 6naropaps
WMHTeNnneKTyanbHbiM 6ydepamM 1 OTCYTCTBUIO NOTEPU MAKETOB;

- BbICOKYK NMPOM3BOAUTENbHOCTb M MacwTabupyemocTb 6Gnaropgaps

CeTb MYNbTUCKOPOCTHbIM nopTtam 1/10/25/50/100G.

CeTeBas noacucTemMa peann3oBaHa C NpUMeHeHneM Tononorum Leaf -

Spine, koTopasa obecneuynBaeT cnepyrolme NPenMyLLeCTBa:

- MpepckasyeMoCTb 3aepKeK;

- BbICOKMI ypOBeHb MaclTabupyemoctu 6e3 npepbiBaHMa paboTbl
ceTu;

- 3aWMTy OT NOSIBNEHUS MeTenNb;

- BbICOKMWI YPOBEHb aBTOMATM3aLUUKN YNPABAEHUS U NOALEPXKKM.

(@01}

MpepocTaBneHue foCTyna K NporpaMMHOMY obecneyeHuio.

McnonHuTenb npepnaraet 3aka3dynky AOCTYN K NpOrpaMMHOMY obecnedyeHmnto, nepeyeHb KOTOPOro 3akasumk
MOXXET 3aMpPOCUTb y OTBETCTBEHHOMO nnua NcnonHutens (pasgen 10 Lorosopa), CTOMMOCTb OnpenenserTcs B
cooTBeTCTBYlOLWEM 6NaHKe 3aKa3a Ha OCHOBAHMK TapudOoB, YCTAaHOBNEHHbIX B MpuioxeHnn N2 7.A.

B paMKax npenocTaBieHns 4oCTyna K MporpaMMHOMY obecrneyeHunto MIcnonHuTenb NpenocTaBnaeT gocTyn K
OMCTpnbyTnBamM NPOAYKTOB W MPenoCcTaBnseT NNLEH3MIO O/18 aKTUBALMW OAHHbIX NPOAYKTOB. TexHu4yecKas
nogaep)ka Mo MNpoAykKTaM He BK/AKYeHa B CTOMMOCTb YCAyrM WM npuobpetaeTca 3aKa3yMKOM
CaMOCTOSATENbHO.

bason [ns npuMeHeHus Tapuda M pacyeTa eXXeMeCAYHOro nnaTtexa 3a wucnonb3oBaHue CepBepHOM
ornepaLMoHHOM CUCTEMOM ABNSAETCA Hanbosbluee YNCNO OAHOBPEMEHHO PaboTaBLWMX BUPTYanbHbIX MalUMH C
[AHHOW OMNepaLMoOHHOM CMCTEMOM 33 PacyYeTHbIM Nepuoga.

B cnyyae uHOekcaumMu LeH Ha SIMLEH3UU CO CTOPOHbI npoussoautens MO, McnonHutenb nMeeT NpaBo Ha
mHaekcaumio Tapuda B OOHOCTOPOHHEM MOPSAAKE HA COOTBETCTBYHLLYIO BeMYMHY C YyBEOOMIIEHWEM
3aKa3ynka B CPOK He MeHee 4yeM 3a 30 (TpupuaTb) oHEW OO0 [aTbl M3MeHeHua Tapuda. K yBegoMIeHuto
3akasumka WcnonHuTenb nMpuKNaabiBaeT CKAH-KOMUIO COOTBETCTBYKOWEro nucbMa-yBeaoMaeHus oT
npounssogutena MO. B cnyyae Heob6xogmmoctn CTOPOHbI MOAMUCHIBAKOT [ONONHUTEIbHOE COrnaweHue o
BHECEHUM U3MeHeHnI B MpunoxeHue N2 7.A.

MopgpobHasa MHOpMaLMa MO YCNOBUAM M OFrpaHMUYEHMAM WMCNONb30BaHWMA MporpamMMHoro obecrnevyeHms
npueseneHa B NMpunoxeHun N2 8. K [lorosopy.

MpepocTaBsieHMe [OCTYNA K KaTanory roToBbliX NpUoXeHUNn ana 6usHeca. MicnonHutenb npepocTaBnsaeT
3aKa3uynmKy [OCTYN K KaTanory npuioXeHWin. B [aHHOM KaTanore pasMeLwarTca npenBapuUTenbHO
HaCTPOEeHHble WabMoHbl MPUNOXKEHUA OTKPLITOro MporpaMmMHoro obecnedyeHuna. C nepevyHeM OOCTYMHbIX
wabnoHoB 3aKasuuk MOXeT 03HaKOMMUTbLCA B LOKYMEHTauum no CCbinke
https://docs.sbercloud.ru/applications/ug/ B pasgene «OrpaHuyeHMs U o0OcOBeHHOCTU». B paMkax
npenoCcTaBNaeMoro CepBmca rapaHTMpPyeTCa yCrnelwHoe pa3BepTbiBaHWe NPUOXKEHUS U3 WabioHa, Npu 3TOM
ero fanbHenwana HacTpolrKa M Noaaep)KKa Npon3BoauTca 3aKa3uymKkoMm.

MpepocTaBneHue AOCTyNa K onuuMu PacnpeneneHHbI MeXceTeBoM 3KpaH. MicnonHuTenb NpenocTaBiseT
3aKa34umnKy OOCTYMn K CeTeBOMY CEPBUCY BMPTYaNbHOrO W33 — pacnpeneneHHOMY MeXCeTeBOMY 3KpaHy
(Distributed firewall) pna BuUpTyanbHbIX CEPBEPOB U MPUMIOXKEHUN, 3amnyCKaeMbiX Ha ¢U3NYECKOM
obopynoBaHuKn McrnonHutensa. OoOCTyn K CePBUCY NPenoCTaB/AeTCa Ha OCHOBAHMM MoanuMcaHHoro 6naHka
3aKkasa 1 onnaymeaeTcsa 3aKa3uyMKoOM OTOENbHO.

CootBeTtcTtBue 152-M3. B pamkax ycnyru «CootseTcTBue 152-M3» 3akaszunmK MOXKET MONYUUTb IKCNEPTHYIO
noMolb Mo npuBeaeHuto cobcTBeHHoW WMCTMOH B COOTBETCTBME C TpeboBaHMSAMW 3aKOHOQATENbCTBA B
o6nacTn 3alWMTbl MEepPCOHaNbHbIX AaHHbIX, NPeaycMOTPeHHbIMNU dDepepanbHbiM 3aKOHOM OT 27.07.2006 N2
152-®3 «O nepCcoHanbHbIX AaHHbIX». B pe3ynbTaTe 3aKa3umK MOXET CHATb PUCKM CaHKLUWMIA CO CTOPOHbI
rocyOapCTBEHHbIX PEryiaToOpoB, a TaKXKe CHU3UTb PUCKU YTEYKU U OPYrUX MHLUUOEHTOB MH(POPMALMOHHOM
6e3onacHocTn B MCMAOH.
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1.17.

1.18.

1.19.

Threat Detection and Response (TDR). B pamkax Ycnyru TDR 3aka3uMK MOXEeT peluTb 3agadyv no
obecneyeHuto KPYr/10CYyTOYHOr o MOHUTOPUHra MHDOPMaLIMOHHOM 6e30mnacHoOCTH obnayHomn
MHOPACTPYKTYPbl, OMEpPaTUBHOM peakuuM Ha WHUMOEHTbl Wb, NpoBedeHU pacc/iefoBaHUi Mpwu
O0B6HapYyXXeHUM NPOABUHYTLIX aTaK 1 MOBbILLIEHMSA 3aLMLEHHOCTM MHDPACTPYKTYpPLI. Ycyra npegoctasnsaeTca
McnonHuteneM B naptHepctee ¢ OO0 «be3onacHasa MHopMauuoHHasa cpega» (000 «BM3oH»). JocTyn K
ycnyre npefocTaBfiAeTca Ha OCHOBaHMM MOAMMCAHHOro 6naHka 3akasa M onfayMBaeTca 3aKa3uuKoMm
OTAENbHO.

Moanucka Ha BUPTYaJibHbIN MeXceTeBOoun 3KpaH UserGate. B pamkax ycnyru «ognncka Ha BUPTYabHbIN
Me)XceTeBOM 3KpaH UserGate» WcnonHuUTenb npenoctaBndeT AOCTYN K MNporpaMMHOMYy obecrneyeHuto
UserGate M perucTpauMoHHbIN KoY 0719 aKTUBALMM OaHHOro NpoayKTa. BUpPTyanbHbIA MeXCeTeBOM 3KpaH
UserGate npeactaBniseT cObon MHTErpMpoBaHHYyo NnaTt@opMy ceTeBor 6e30nacHOCTU, Ha3biBaeMYy Takxke
Next Generation Firewall (NGFW), peanusywowyio ¢yHKUMM NO rybokoMy aHanmsy Tpaduka (DPI),
KOHTPO/KO MPUIOXKEHUN, NpenoTBpalleHuto  BTopxKeHun (IPS), wuHchekumn SSL/TLS-coeOuHeHun,
bunbTpaummn Beb-Tpadmka M NpPoBepKe nepenaBaeMbiX OAaHHbIX C MOMOLLbI aHTUBMPYCA. [JOMNOSIHUTENbHO
peweHne UserGate no3BonseT 3alWUTUTb KaHan ¢ nomMouwblo IPsec mnm SSL VPN, a TakXe HacTpouTb
MOHWUTOPUHI CETEBOM aKTUBHOCTM C MOMOLLbIO SIEM.

MMmeHoBaHMe «OpraHusaumn» 3aka3uuka. [na KoppekTHoM o6paboTku obpaweHun 3akasuuka
MMeHoBaHMe «QOpraHu3aunin» BbINOMHAETCS onepaTtopaMu WcCnonHuTens M uMMeeT YHUDULMPOBAHHbIN
dopmaTt BMaa <HasBaHue «OpraHusaumMmn» 3akasuymka> - <[opsaaKoBbii HoMep «OpraHn3auum 3aKkasumKa»>.
Mo cornacoBaHuto ¢ McnonHutenemMm BO3MOXHO M3MeHeHWe HasBaHusa «OpraHum3aumm» 3akasymka 4vepes
COOTBETCTBYIOLMI 3aNpoC B CNYXOy nooaep)Xku NcnonHutens.
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2.1. Ycnyra BuptyanbHbid LO onucaHa B Tabnuue 7:

2.

BA30OBAS ®YHKLIMOHAJTIbHOCTb U METPUKWU YCNIYTU

Tab6n.7. NMapaMeTpbl NpefocTaBnaemMbix Ycnyr

CepBuc

Tapuduumnpyembie eguHULIbI

XapaKTepucTUKn u MeTpUKmu

JlonycTuMblie 3HayeHus

BbluncneHus

ba3oBas 4acTtoTta npoueccopa vCPU

He meHee 3,5 Ty,

Host CPU Ready time MeHee 5%

PekoMeHayemoe kKon-Bo VCPU 3,5 T Ha BupTyanbHbIn 1-12 wr.
BupTyanbHblit npoueccop 3,5 My, (wT.) cepsep (wr.)

LonyctuMbii 06beM VRAM Ha BMPTyanbHbI cepBep C 1-138476

vCPU 3,5 Ty

RAM Swapped 0%

ba3oBas 4acTora npoueccopa vCPU He meHee 3,0 I'Ty,

Host CPU Ready time MeHee 5%

PekoMeHayemoe kon-Bo VCPU 3,0 Ty Ha BupTyanbHbin 1-24wr
BupTyanbHbin npoueccop 3,0 Mu, (wT.) cepsep (wT.) )

OonycTuMbin o6beM VRAM Ha BUPTyaNnbHbI cepBep C

vCPL\j 3,0y e Pep 1-768T6

RAM Swapped 0%

ba3oBas 4yacToTta npoueccopa vCPU He meHee 2,6 Ty,

Host CPU Ready time MeHee 5%

. PekoMeHayemoe kon-Bo VCPU 3,0 ITu Ha BupTyanbHbIn 1-28 wr.

BupTyanbHbI npoueccop 2,6 Mu, (wT.) cepsep (wwT.)

OonyctuMbln o6beM VRAM Ha BUPTyalbHbI CepBep C

vCPE/J 3,0 Iy, i Poep 1-768T6

RAM Swapped 0%

XpaHunuiie gaHHbIX

BMpPTyanbHbIA XeCcTkun guck SSD, (M6)

HDD IOPS. 2TanoHHble 3HaYeHns?

5000 IOPS/1 TB®

CpenHee BpeMa goctyna kK SSD Storage Ha BUpPTyalbHOM

2 0 mc-5mMmc
MalunHe
LonycTuMbii 06bEM OAHOr0 BUPTYa/IbHOIMO YXECTKOro
- 1 - 4096 Tb
aucka SSD Ha BUPTYyaNbHbIK CEPBEP
lWar yBenuyeHua pasMepa BUPTyallbHOrO [AMCKa B 176

A0oNyCTMMOM guana3oHe

BUpTyanbHbI XeCTKu guck SATA, (I6)

HDD IOPS. 3T1anoHHble 3HaYeHUs?

100 IOPS/1 TB3

CpepHee BpeMsa goctyna K SATA Storage Ha BUPTyanbHOM

5 0 mc - 30 mMc
MalmHe
JlonycTumblii 06beM OOHOr0 BUPTYaNlbHOrO XECTKOro
o 1-4096TH
Avcka SATA Ha BUpTya/bHbIV cepeep
lWar yBenuueHua pasMepa BUPTYanbHOro pAucka B 1TB

AOoNyCTUMOM guana3oHe

[octyn B MIHTEpHeT B 06LieM KaHane

[Monoca nponyckaHus

He Tapuduumpyetcs:

2 MapaMeTpbl rapaHTUPYIOTCA Npu pasMepe 61oka 1o 8 Kb, Npon3BosbHOE uTeHne/3annch ¢ npodunem 30/70.

317Tb=1000Tb
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Tab6n.7. NMapameTpbl NpefocTaBnaembix Ycnyr

CepBuc

Tapuduumnpyembie eguHULIbI

XapaKTepucTUKn u MeTpUKmu

JlonycTuMblie 3HayeHus

CeTeBble CepBUCbI

He 6onee 100 M6/c Ha BupTyanbHbin LLO,

CpenHAa ceTeBas 3afilepXkka B npefenax ceTu nepepayu

0Omc-5mMmc
. | BaHHbIX Cloud
MponyckHaa CcnocobHOCTb HA BUPTYaNbHbIN
cepsep MpoLEeHT NOTEPSAHHbIX MAaKETOB B Npeaenax cetm nepegaymn o o
0% -0,2%
naHHbIX Cloud
CpenHasa ceTeBas 3aAep)kka B npepenax ceTu nepepayun
pen nep pen pen 0 MC - 5 MC

BUpTyanbHbIi W03 (WT.)

naHHbIX Cloud

MponyckHasa cnocobHOCTb

He 6onee 10 I'6/c

FocteBas OC

Loctyn K wabnoHy CepBepHasa onepaunoHHas
cucTema:

. BM pa3mepoMm 4 u wMeHee VCPU:
BM (WwT.)/ KaneHpapHbiit Mec3,
° BM pasMmepoMm 6onee 4 vCPU:

vCPU (wrT.)/ KaneHgapHbii Mec3,

LLlabnoHbl CepBepHOM ONepaunoHHON CUCTEMBI

CepBepHas onepaunoHHasa cuctema 2016
CepBepHas onepaunoHHasa cuctema 2019
CepBepHas onepaunoHHasa cuctema 2022

Ooctyn k wabnoHy MO CepsepHasa CYB:

CepBepHasa CYb[ 2017 Enterprise

Mo - .
e BM pa3Mepom § 1 1324 vCPU: | Wa6noHbl MO CepBepHaa CYB CepBepHas CYB[] 2019 Enterprise
BM (wT.)/ KaneHaapHbIA MecC.
Doctyn k 3k3emnnapam MO (CepsepHas CYbJ
EZ:SDH?Z (ligoere;lagepieygﬁﬂ (\Z/EIIeBBD' SEZ?Sng Sk3emnnaapbl MO (SQL ServerCepBepHas CYB[ Enterprise | MNopnepxxuBaeMble Bepcum [0  (CepsepHasa CYbA
Ce B’e Haqp P onenaLnoHHas cmmemat Core, CepBepHasa CYbO SQL Server Standard Core, | Enterprise Core, CepBepHaa CYbB[ Standard Core,
rno pBEP pau " | CepBepHasa CYb[ SQL Server Web Edition, CepBepHasa | CepBepHas cye Web Edition, CepBepHas
Datacenter, CepBepHasna onepaunoHHas
onepauMoHHas  cucTema: Datacenter, CepBepHasa | onepaunoHHaa cucteMa: Datacenter, CepBepHas

cucTtema: Standard):
e [1Ba BUpPTyanbHbIX/Puanyeckmx aopa (wr.)/
KaneHOapHbln mecau?.

onepaunoHHasa cuctema: Standard).

onepaumnoHHasa cuctema: Standard).

3 MUHMManbHbINA NEPUOA TapudUKaUMmM — KaneHaapHblid Mecau. Hauano ucnosib3oBaHus, HAauUMHAA C NePBOM MUHYTDI, UM NMPOAO/KEHME UCNO/b30BaHMUA YCIYrM B OTYETHOM Nepuoae npeanoaraet CnMcaHue CTOMMOCTH
3a MNOJHbINA KaneHAapHblid Mecal,. HenonHbIi KaneHaapHblid Mecsal MCnoib30BaHUa YCyru, HaunHas C NepBOi MUHYTbI, OKPYrNAeTCa A0 NOJIHOMO KaneHaapHoro Mecsaua nofib3oBaHua YCayrom.

4 Mpwu ncnonb3oBaHuK 6onbwero konmMyectsa vCPU B cocTaBe 3k3eMnasgpa BM, nponopumMoHanbHO YBENMYMBAETCA KOMYECTBO BOCTYMNHbBIX TMLEH3UI anga onnatol (C warom B 12 vCPU).
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3.1.

3.2.

3.3.

3.4.

3.5.

4.1.

4.1.1.
4.1.2.

4.2.

4.2.1.

4.3.

4.3.1.

4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

3. TAPUOUKALINA YCNIYTU

Tapudwukaumsa Ycnyru ctatuyeckas (Allocation).

BennumHa exeMecssYHOro nnaTeXxa 3a Nosib30BaHWe YC/yron onpenensaeTca B COOTBETCTBMM C 3aKa3aHHbIM
06HbEMOM MepPEYUYMC/IEHHbIX HUYKE PEeCYPCOB U OMUMA:

e  BupTyanbHbIM npoueccop 2,6 Mu;

e  BupTyanbHbii npoueccop 3,0 M,

e  BupTyanbHbIi npoueccop 3,5 Mu;

e BupTyanbHaa namMaTb’;

e  BUpPTyanbHbIM XECTKNI OUCK SATA;

e BUpTyanbHbIM XeCTKUIM anck SSD;

. MpepocTaBneHne nybnnyHoro IP agpeca;

e BupTtyanbHbin EDGE Gateway TO;

e BbigeneHHbIn cepeep EDGE Gateway TO;

e  Onuma PacnpeneneHHblh MeXCceTeBoW aKpaH;

e [ocTtyn K wabnoHy CepBepHas onepaunoHHasa cnctemMas;

e [ocTtyn K wabnoHy MO CepsepHasa CYBM 3;

e JlocTyn K npoymM 3k3emnnapaM MO (nepeyeHb goctynHoro MO npuseneH B MNpunoxeHun 7A)

MeToauKa pacyéToB noTpebiseMbiXx MPOLLECCOPHbIX PECYpPCOB WM OMepaTMBHOM naMATM npeanonaraet
TapudUKaLMIO CYMMbl 3HaAYeHWIN MNPenoCTaBNeHHbIX pecypcoB 3a OTyeTHbI nepuon (oavH Mecdl) B
COOTBETCTBUM C TapudOoM. CUET BbICTaBNAETCA Ha OCHOBE CYMMbl 3HAUYEHUN.

MeToguka pacyéTta notpebnaemMoro [OMCKOBOrO MNPOCTpaHCTBa npepnonaraeT onnaty 3a Becb
npenocTaBneHHbI 3aKka3unky o6bEM PecypcoB AMCKOBOro NPOCTPAHCTBA KaXaoro Tuna.

MeToOuMKa pacyéta no onuum «PacnpefesieHHbl MeXXCeTeBOW 3KpaHy npennonaraet TapuPukaumnio CyMmbl
3HaYeHUI OnepaTMBHOM NaMATU, MPenoCTaBNeHHOM 3aKas3umKy B paMKax ero BupTyanbHoro LOLO B
OT4YeTHbIN Nepuog (oanH Mecau).

4. WHbIE YC/TOBUSA, MPUMEHWUMDIE K YCNTYTE

BO3MOXHble BUOblI NOAK/IKOYEHUSA [ UBMEHEHUSA [ OTKKDYeHUsa Ycnyr:
MocpencTsoM nognucaHma 3akasa (C y4éTtoM M. 4.6. HacToawero MNpunoxexHus);
MocpencTBOM COBEpLUEHMSA OeNCTBUM B JIMYHOM KabuHeTe.

BO3MOXHbIN NOPAAOK pacyéTos no ycnyre:
MocTtonnaTa.

B0o3MOXHble crnocobbl onnaTtbl / NOPAAOK NOnonHeHUsa banaHca:
OnnaTa B 6e3HaNIMYHOM NOPAAKE HA OCHOBAHMM BbICTAaBNEHHOro McnonHuTeneM cyéra.

3aKa34MK CaMOCTOATENIbHO HECeT OTBETCTBEHHOCTb 3a PaboToOCMOCOBHOCTb MPOrpaMMHOro obecrneyeHus,
yCTaHaBMBaeMoro Ha BM.

Bo n3bexkaHne pgerpagauumv NpoOU3BOAMUTENBbHOCTU, MEpeyTUIM3aumMm pecypcoB XPaHEHMA M MOBbILEHUS
puCKa HapyleHMa LeNoCTHOCTM AMCKa MNpu KOHconupauum, WcnonHuTenb ocTaBndeT 3a cobon npaso
NPOBOAMUTbL perfiaMeHTHble paboTbl MO yAaNEHUIO CO30aHHbIX 3aKa3unkoM SnapShot ctapwe 7 (Cemu) gHen.
Mepen ypmaneHmeM SnapShot McnonHutenb ob6a3yetca yBeoOMWTb 3akKasuuka MO 3/1EKTPOHHOM nouTe,
yKa3aHHoW B [lorosope, 3a 5 (Matb) gHen oo yaaneHma u 3a 1 (OguH) oeHb 00 yoaneHus.

CTOPOHbI YCTAHOBMAM CNefyowmnii NopsaaoK 3akasa YCyrv no HactosaweMmy MpunoxXeHuio:

3aKa3 Ha NOAK/YeHMe YCnyru no Hactosawemy MNMpunoXeHuo JomkKeH 6biTb HanpaeneH NCNonHUTento He
nosgHee, 4yeM 3a 3 (Tpex) paboumx gHen [0 AaTbl Hayana okasaHua Ycnyru;

B TeueHue 1 (ogHOro) paboyero gHa VICMoONHUTENb UMM €ro yrnoJIHOMOYEHHbIM npeacTtasuTens obsasyetcs
paccMoTpeTb 3aka3 Ha YCAyry u HanpaeBuTb ULy, HanpaBmMBLUEMY 3aKas, OTBeT (MOAMMCaHHbLIA CO CBOEM
CTOPOHbI 3aKa3 UK OTKa3 B NpenocTaBneHnun Ycnyru ¢ 060CHOBaHUEM NMPUYNHDI);

B cnyyae cornacoBaHua CTopoHaMu 3akasa Ycayra no TakoMy 3akasy npenocTaBnaeTtcsa B AaTy Havana
OKasaHua Ycnyru, 3adukcrupoBaHHyto B 3akase, ¢ 10:00 no MOCKOBCKOMY BPEMEHU.

5 06beM BupTyanbHon namat (VRAM) fomkeH 6biTb OMONHUTENBHO YUTEH NPKM 3aKa3de BUPTyanbHOrO AMCKOBOrO NPOCTPAHCTBA A8 XpaHeHWs swap-
$hainfoB BUPTYasibHbIX CEPBEPOB B COOTBETCTBUM C MYHKTOM 2.4.2 HACTOSLWEro NPUIOKEHMS.
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4.7. 3aKa34yMK CaMOCTOATENIbHO HEeCeT OTBETCTBEHHOCTb 338 COXPAHHOCTb AaHHbIX U MPUHUMAET CaMOCTOATENIbHO
Mepbl MO MX COXPaHEeHMIO NpuW OTKase oT Ycayru. Mpu otkase oT Ycnyrn WcnonHutenb Brnpase yaanuTtb
[JaHHble 3aKa3ymMKa Mo ucTeyeHmmn 5 (natn) paboumx gHeln nocse oTkasa ot YCayru.
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