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C LOU D Cloud technology Limited (Ltd.) www.sbercloud.ru Bepcua 221128

NPUNOXEHUE Ne 12.
K [lorosopy

ONMUCAHUE N YCNOBWUA NPEQOCTABNEHNA YCIYT
«AHaNM3 3aLWMLLIEHHOCTM

1. OBLWAA UHPOPMALMA N ONNCAHUE YCNYT

B pamKax oKasaHuA Ycnyrv NpoBOAWTCA aHaNM3 3aLLMLLEHHOCTM MHGPACTPYKTYPbl 3aKa3uMKa, COCTOALLEN U3 CaeaytoLmx
KOMMOHEHTOB:

®  CepBWCbl, NpUHAA/EXKALLME 3aKa3uMKY, JOCTYMHbIE U3 ceTU UHTepHeT;

e  Beb-NPUIONKEHUA, BKNIOYEHHDbIE B rPaHMLLbl OKa3aHua Ycayr.

B pamKax oKasaHua YC/Ayr BbINO/HAETCA BHYTPEHHEe M BHellHee TeCTMPOBaHWE Ha MPOHMKHOBeHME MHGOPMALMOHHbIX
06bEKTOB M MX KOMMNOHEHTOB (aanee — Cuctema mam CUcTembl), KOTOpble YKa3sbiBatoTca B crneundukaumnm (Mpunoxexune No
12.A. k JoroBopy, aanee — Cneundukaymsa).

Ycnyra npepocrasnsetca McnonHutenem B cotpyaHudectse ¢ 000 «besonacHas nHpopmaumnoHHas cpeaa» (000 «BU30H»,
nanee — «MapTHep»). 3aKasumK ABNAETCA KOHEYHbIM NOTpebutenem okasbiBaemon Ycnyru.

2. YCNOBUA N NOPAOOK OKA3AHUA YCNYr

Ycnyru okasbiBaloTcA No mMeToauKke [apTHepa B COOTBETCTBMM CO CNEAYIOWUMM MEXAYHApOAHbIMU CTaHAapTamu W
npaKkTUKamm:

e Penetration Testing Execution Standard (PTES);

e NIST Special Publications 800-115 Technical Guide to Information Security Testing and Assessment;
e Open Source Security Testing Methodology Manual (OSSTMM);

e Information Systems Security Assessment Framework (ISSAF);

e Web Application Security Consortium (WASC) Threat Classification;

e Open Web Application Security Project (OWASP) Testing Guide;

e Payment Card Industry Data Security Standard (PCI DSS);

e Crangaptbl Center for Internet Security (CIS);

e Common Vulnerability Scoring System (CVSS).

Cneuuanuctbl MapTHepa OKasbiBaOT YC/Yr B COOTBETCTBMM CO CNEAYIOWMMM STanamu:

MoucK HOBbIX CEPBUCOB Ha BHELLUHEM NepumeTpe:

e auanasoHbl IP-agpecos;

® [OMEHHbIe MMeHa BTOPOro U TPETbETO YPOBHS;

e ceTeBble Ny6ANYHbIE CEPBUCHI U CUCTEMDI;

® o4YTOBbIE CEPBEPDI;

e DNS-cepsepsl;

e cbop cBeaeHMI O COTPYAHMKAX 3aKasuyuKa M APYrov AONONHUTENIbHON MHPOPMALMK, NPeACTaBNAlOWeN UHTepec ANA
NOTEHLMa/IbHOTO 3/10YMbILWAEHHMKA.

ABTOMAaTU3MPOBaHHOE CKAHUPOBaHME BHELLHEro nepumeTpa 3aKasumka:

e onpefeneHne TUNOB UCMNOb3yEMbIX YCTPOMICTB;

® onpefeneHne UCMo/b3yeMbIX ONEPALMOHHBIX CUCTEM;

® CKaHMPOBaHMWE NOPTOB U OBHApPYKEHME CBA3AHHbIX CEPBUCOB;

®  paeHTUPUKaALMA YA3BUMOCTEN CETEBBIX CYXKO M NPUNOXKEHWIT;

®  aHa/NM3 NOAYYEHHbIX Pe3y/bTaTOB CKAaHUPOBAHUA;

®  BbIABNEHMWE NOXKHbIX cCpabaTblBaHMIM aBTOMATU3MPOBAHHbIX CUCTEM CKAaHUPOBAHWS;

® TecTMpoBaHMWe 0BHaPYKEeHHbIX YA3BMMOCTE N Ha BO3MOXHOCTb UX IKCMAyaTaLum B MHGPACTPYKType 3aKkasumka.

MOHUTOPUHT U 3IKCMEPTHAA OLEHKa YA3BMMOCTE B MCMOJIb3yembiX 3aKasuMKOM CepBUCaX, B KOTOPbIX NPOM3OLIAM

M3MeHeHus:

®  naeHTUdMKaLMA yA3BUMOCTEN B NYBANYHBIX CEPBUCAX U CUCTEMAX;

®  3KCrnJyaTauuMsa 06HaPYXKeHHbIX YA3BUMOCTEN A1 ONpeaeneHna KPUTUYHOCTH;

® 3KCNEepTHaA OLEHKA BO3MOXKHOM SKCMyaTalum U KPUTUYHOCTM YA3BUMOCTEN.

ABTOMaTU3MPOBaHHOE CKAHUPOBaHWeE BE6-NPUNOKEHMIA:

® MpVMMeHeHWe UHCTPYMEHTOB aBTOMaTU3MPOBAHHOTO aHaNN3a;

e obHapyxeHue oWnBOK NCNONHEHWS;

®  aHa/NM3 3aWMLLLEHHOCTU KaHala nepeAayun AaHHbIX;

® TeCcTMpOBaHME MeXaHW3Ma ayTeHTUdUKaLMK;

® TECTMPOBaHME MeXaHW3Ma pasrpaHUYeHmUs JoCTyna (aBTopusauum);

® TECTMpOBaHMWE Ba/JMAALMMN NONb30BATENbCKUX AAHHbIX;

®  MOMCK BO3MOMXHbIX BEKTOPOB aTaK Ha K/IMEHTOB MPUIONKEHMNS.

MNMnaH okasaHua Ycnyr.
Ycnyru okasbiBaloTcA B COOTBETCTBUM CO CIeAYOWMMN MIaHAMK:
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Tabn. 1. MnaH okasaHua Ycayr no BHEWWHEMY TECTUPOBAHWUIO Ha MPOHUKHOBEHUE

Heobxoaumble pecypcbl Ha CTOpPOHe

Cbop M aHanus Tekyluen
1 [OKYMeHTauun ob obbekTte

M3yyeHne ocobeHHocTelt KoHoUrypauuu, paspabotka
BEKTOpoB aTaku. C60p NoApO6HbIX CBEAEHWIA O CTPYKType

Ne Bua ycnyr MepeueHb ycnyr 3aKasuuKa
AHanu3  apxuTekTypbl CUCTEMbl, YTOYHEHWe Tuna
3/10yMbILWNEHHUKA, OMMUCaHWe ToyeKk Bxofa B Cuctemy, [loKyMeHTaLys " AeTanbHoe

onucaHWe KOMMOHEHTOB CucTeMbl,
nepBuYHble CBEAEHWA O Lenesoi

TeCTUPOBaHMA
p KOMNaHuu MapTHepa M MHOOPMALUMOHHBIX CEPBUCAX | cycrame: IP-aapec, AOMEH 1 Ap.
MapTHepa 13 OTKPbITbIX UCTOUHMKOB.
MposeaeHue BHeluHero | [1OVICK BEKTOPOB KOMMPOMETALUMM CEPBUCOB M CUCTEM; | Chycok IP-agpecos AAA BHELUHErD
2 | Tecruposanma wa | NOMBITKA MONYUUTL HECAHKUMOHWMPOBAHHBIM AOCTYN K | rocrypopanms. Joctyn 8o
NPOHMKHOBEHMe KPUTUUECKOV MHHOPMALIMM AAN1A BHELLIHETO TECTUPOBAHMA. | g\ oo mid cermeHT cen

lMoarotoBKka W corsacoBaHWe WUTOroOBOro oOTYyeTa Mo

Yuactue YNOIHOMOYEHHbIX
3 MoaroToska oTyeTa peayananm OKasaHHbIX YC/yT B COOTBETCTBUU € HOPMOA, cornacytoLmx MapTHepa "
onucaHHoM B MeToauke UcnonHutens. Ucnonuutens
FapaHTMiHas  NoAdepKKa: Cneupanuctel  McnonHWTeNs Npou3BOAAT  NPOBEPKY
NpoBepKa baKkTa ycTpaHeHms | MCMPaB/eHua paHee 06Hapy)eHHbIX yassumocTedt. Mo Otuér MaptHepa 06 ycTpaHeHuw
4 0BHapYKEHHbIX pesynbTaTam OKasaHHbIX Ycnyr uHbopmauuma o cratyce | YA3BUMOCTENW, 06Hapy*KEeHHbIX
yA3BUMOCTE K0/ U3 yA3BMMOCTEl GUKCMPYETCA B UTOTOBOM OT4eTe. | VicnonHuTenem.
Tab6a. 2. MnaH oKasaHUa YCAyr No BHYTPEHHEMY TECTUPOBAHWIO Ha MPOHUKHOBEHUe
Heobxoaumbie pecypcbl Ha
Ne Bupg ycnyr MNepeyeHb yenyr b pecyp

CcTOpoHe 3aKa34yuKa

Cbop W aHanu3 TekylieW
1 OOKYMeHTauuMn o6 obbekTe

AKTMBHbIN M NaccuBHbIM cBOp AaHHbIX O BHyTpeHHew
MHPpPaCcTPyKType (ncnonbayemole TEXHO/IOTUH,
apXUTEKTypa M 060pyL0BaHME CETH), @ TaKKe nepBuyHan
MaeHTUOMKaLMA yA3BUMOCTEN B CETEBbIX CAyXbax U

[locTyn BO BHYTPEHHWIA CErMEHT CeTu

nonyunte  HCO K  KOHOWMAEHUMANbHbIM  AaHHBIM,
3alMLEHHBIM CErMEHTaM CeTU WU  [aXke TMOJHbIN
KOHTPO/b Hag, IT-uHbpacTpyKTypoii.

TECTUPOBaHUA
NPUNOMKEHUAX.
Mowuck BO3MOHOCTH nony4vyeHua HCA K
KOHOMAEHUMANBbHBIM ~ AaHHbIM W 3alUMLLEHHbIM
cermeHTam cetTM Npu Hanuumm Tpebyemoro ceTeBoro
[0CTyNa, HO B OTCYTCTBME A0CTATOYHbIX MPUBUNETUNA B Heobxoaumble  npusuneru 8o
MpoBeaeHve  BHYTPEHHeEro i .
5 TeF::TVIpOBaHVIﬂ yTp - OMnepauMoHHON cucTeme, cepBMCax U I'vaMHO)KeHMﬂX. BHyTpeHHel  uHdpacTpyKType 8
SKcnyatauma 06HapYKEHHbIX YA3BUMOCTER U NPOBEPKA | oorpetcTBUM c BbIBPAHHON
NpOHMKHOBEHNE Hanbonee BepOATHbIX BEKTOPOB aTakW, MO3BONAIOLLUX

MOAeNbio 31I0YMbILUNEHHUKA

3 MoaroTtoska oTyeTa

MogrotoBka W cornacosaHue WTOrOBOro OTYyeTa Mo
pe3ynbTaTam OKasaHHbIX YCAYr B COOTBETCTBUM C GOPMOiA,
onucaHHOM B MeToauKe McnonHutens.

YyacTue YNOJIHOMOYEHHbIX
cornacytoumx MNapTHepa "
NcnonHutena

lapaHTMiMHaa  nopaepikka:
nposepka dakTa ycTpaHeHus
06HapyKEeHHbIX
yA3BUMOCTEN

Cneupanuctel  UcnonHutena npousBoAAT  MNPOBEPKY
McnpasneHus paHee O6GHapyXeHHbIX ya3BMMOcTel. o
pesynbTaTam OKasaHHbIX Ycayr uHdopmaums o cratyce
KaX4o0M U3 yazsumocTelt GUKCUPYETCA B UTOTOBOM OTYETE.

OT4étr MapTHepa 06 ycTpaHeHwun
YyA3BUMOCTEW, 06HapYKEHHbIX
Ncnonuutenem.

BHyTpeHHee TecTUpoBaHMe HA NPOHUKHOBEHME.
TecTupoBaHMe Ha NPOHMKHOBEHME NPOBOAMTCA C Lie/Ibto BbIABNIEHUA YA3BUMOCTEN BHYTpeHHe M MHPPacTPyKTypbl 3aKa3unKa,
a TaKXe Mo/nyyeHus OBBLEKTUBHOW OLLEHKM €e TEKYLLEro YpPOBHA 3alLMLLEHHOCTU. [JOCTUXKEHWE 3TUX LeNfel CHUMNKaeT

BEPOATHOCTb HaCTynneHua WHUMAOEHTa,

BbI3BAHHOTO ,Cl,e[;ICTBMﬂMVI NOTEHUMANbHOTO 3/10yMbllUNEHHUKA.

BHyTpeHHee

TecTupoBaHMe Ha NPOHWUKHOBEHWE WUMUTUPYET AeﬁCTBMﬂ 310yMbllWNEHHUKA B COOTBETCTBUM C OAHOVI n3 Mop,enei&,
npueeeHHbIX HuKe. lpeanonaraeTca, YTO 3/1I0YMbIWAEHHUK ABAAETCA BbICOKOKBaﬂMd)MLI,VIpOBaHHbIM cneunanncTom,
OGﬂaAa}OLIJ,VIM HaBblKaMK, COMOCTAaBMMbIMMW C HaBblkamu MapTHepa.

Bo3MOXKHble MOAENU 310YMbILL/IEHHUKA (BbIGBUpaeTca 0AHO U3 3HAYEHMWIA)
Llenb: nonyyeHne GUHAHCOBOM WAM APYrol NIMYHOM BbIrOAbl, @ TaKXKe HaHeceHue N0bOro Bpefda 3aKasuuKy WM ero

KNNEeHTaM.

YpoBeHb KBanndpUKaLMmU: BbICOKOKBANNDUUMPOBAHHDBIN creuuannct, o6aagatolwmii Haeblkamm, CPaBHUMbIMWU C HaBbIKamu

MapTHepa.
Mpusunernn:

® MPVBUIETUUN BO BHYTPEHHEN CETU OTCYTCTBYIOT;
® 0/1b30BaTe/IbCKasA yuYeTHasA 3anucb B JOMEHE;

® yyeTHasa 3anucb TMNosoro APM.

[DocTyn K uHdpacTpyKType:

® fnoctyns rocTeBOM CermeHT ceTu;
® jJoctyns Nno/ib30BaTe/IbCKUM CEerMeHT ceTu;
e jJoctyns BblAeﬂeHHblﬁ CEermeHT ceTu.
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B xoaZe okasaHua ycayr [MapTHep MMWUTMpPYeT MpoLecc aHanu3a BHyTpeHHel WHOPACTPYKTYpbl MOTEHLMANbHbIM
3/10YMbILLIEHHUKOM B COOTBETCTBUM C BbILLEONMCAHHON MoAeblo. MpU 3TOM AelCTBUA, BeAyLLMe K BO3SMOMKHOCTM HaHeceHUs
BPeLa 3aKa3uMKy WM ero KameHTam, MapTHep BbIMOAHAET UCK/IHOUYUTENBHO MO COrIACOBAHMIO C 3aKa34YMKOM.

BHelwHee TecTMpoBaHMe Ha NPOHUKHOBEHMeE.
B pamKax BHELIHEro TeCTUPOBAHMA HA NPOHUKHOBEHWE MapTHEP UMUTUPYET AeNCTBUA 3/10YMbILWNIEHHMKA B COOTBETCTBUM C
ofHOM W3  mogenel, npuBegeHHblx B Tabnuue 3. [peanonaraetca, YTO  3/I0YMbIWAEHHWK — ABAAETCA
BbICOKOKBAaAMOULMPOBAHHbIM CMeuuanmcTom, 061a4atoWmMm HaBblKaMu, COMOCTaBUMbIMM C HaBblkamu MapTHepa. Ha
OCHOBAHWUW AA@HHbIX, MOJIy4EHHbIX OT 3aKa3uynKa, TeCTUPOBaHWE Ha NPOHUKHOBEHWE NPOBOAUTCA B COOTBETCTBUN C MOAE/bIO
310yMblWNeHHMKa A ana YepHoro Aawmka, B ana Ceporo Aawwmka n C gna benoro awuka.

Tabn.3. Mogenb 3/10yMbIWAEHHWKA

Mopenb Mpusunernn OnucaHue
3/10yMbILWNEHHUK HE UMEET yYeTHbIX AaHHbIX B CucTeme, AelcTBYA U3 MHTepHeTa, He obragaeT
A Het 6a30BbIMW 3HaHWMAMM O Cucteme MapTHepa, UMeeT OMbIT U HaBblKM B MCMNONb30BaHUU
YyA3BUMOCTEN.

3/10yMbIWNEHHUK MMeeT MUHUManbHble npusunernn B Cucteme, ,D,GVICTBVH n3 NHTepHerTa,
MmeeT MUHMMaNbHble 3HaHMA 0 Cucteme MapTHepa.

YyeTHble AaHHble
nonb3osartena

c MpaBa agMuHMCcTpaTopa 3/10yMblIlWNEHHUK 061a4aeT NpaBamMm aMUHUCTPATOPa BO BHELWHMX C1y»bax MapTHepa.

O6bem Ycnyr.

BHelwHee TecTMpOBaHWe HA NPOHMKHOBEHWE BK/IIOYAET ceaytoLime sTanbl:

1. C60p nHpopmauum 06 o6veKTe UccneaoBaHUA:

e numanasoHbl IP-agpecos;

® MIMeHa AOMEHOB U NOAA0MEHOB;

e ceTeBble NYBANYHbIE CEPBUCHI U CUCTEMDI;

® OYTOBblE CEpBEP];

e DNS-cepsepa;

®  CpefACTBa 3alMTbl, UCNONAb3yeMble 3aKa34yMKOM;

® yHbOPMaLMA O COTPYAHMKAX U Apyran A0NONHUTeNbHan MHbOPMaLMA, NPeacTaBAAoWan MHTepec 418 NoTeHUUanbHOro
3/10yMbILUNEHHUKA.

TecTupoBaHMe HAa NPOHUKHOBEHMWE U NOMbITKM KOMNPOMeTauuu Ny6IMYHbIX cepBMcoB 3aKa3uuKa:

NMOWUCK yA3BMMOCTEN B MYyBNMYHbIX CEPBUCAX U CUCTEMAX;

®  3KCMJyaTauua 06HApYKEeHHbIX YA3BMMOCTEN M 3aKpenieHne B CKOMNPOMETUPOBAHHbIX CEPBUCAX U CUCTEMAX;

® pa3BMTME aTaKM Ha BHYTPEHHIOO CETb W NOMbITKAMM J0CTYNa K KOHPUAEHUMaNbHOM MHGOpMaLLUN.
NpUMeHeHMe MHCTPYMEHTOB aBTOMATU3MPOBAHHOTO aHaIN3a 3aLMLLEHHOCTM

3. MoAaroToBKa UTOroBoro oTyeTa:

e 06uwan nibopmayms;

®  3KCMepTHas OLEHKa TEeKYLLEero ypoBHA 3aLULLEeHHOCTY;

® nepeyeHb 0OHaPYKEHHbIX YA3BUMOCTEN;

e 0bWMe peKoMeHZAUUN MO NOBbIWEHMIO YPOBHSA 3aLUMLLEHHOCTH;

®  CUEHapWUl KOMNpoMeTaLuy;

e noapobHas MHOOPMaLUA O HalAeHHbIX YA3BMMOCTAX, BKAOYAs NOoApobHOEe onucaHWe, YpoBeHb OMAaCHOCTU, MECTO
06HapyXeHuWsA, TpMMep 3KCNyaTauumn 1 peKomeHZaL1N Nno yCTpaHeHuto.

BHyTpeHHee TecTMpoBaHMe Ha NPOHMKHOBEHME BKIOYAET Cnesytolime Tanbl:

1. C60p pgaHHbIX 06 06bEKTE UCCNen0BaHUA:

e ananasoHbl IP-agpecos;

® VMeHa LOMEHOB W NOAAOMEHOB;

® ceTeBble NPOTOKO/Ibl, UCMO/Ib3yeMble B JIOKA/IbHOM CeTH;

e ceTeBoe obopysoOBaHueE;

® oYTOBbIE CEPBEPA;

e DNS-cepsepa;

®  KOMMOHEHTbI CETH;

®  CpeAcTBa 3aWuThbl;

® BHELUHWEe CUCTEMbI, OTPaXKEHHbIE BO BHYTPEHHEN CeTw;

e Tunbl n Bepcun OC;

e TuUnbl U Bepcum MNO;

® TUMbl U BUABI YCTPOMCTB.

TecTMpoBaHue Ha NPOHUKHOBEHUE:

NpoBepKa BO3MOXHOCTU NPEOA0EHUA CETEBOTO NEPUMETPA;

e nouck cnocobos nonyvyeHns HC K onepauMoHHbIM CUCTEMAM, NPUNOKEHUAM U cnykbam (CYB/, Beb6-npunoxeHus u
ap.).

3. dKcnayaTtauma 06HapyKeHHbIX YA3BUMOCTeiA:
aHanu3 yasBMMOCTeN pabouumx CTaHUMI nonb3oBaTesieil, KOMMNOHEHTOB BHyTpeHHel WHGPACTPYKTYpbl, CETEBOro
060py,0BaHMA U CETEBbIX CPEACTB 3aLUUTDI;
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®  MOAENMPOBaHME aTak Ha ypOBHE MPUIOXKEHWI, ceTeBbiXx cepBucoB U OC € MCNO/b30BaHMEM CMeunanm3mpoBaHHbIX
CpeacTs, a TaKXe cBegeHui 06 ya3BUMOCTAX M OWMBKax KoHbUrypauuuy;

®  3CKanauua NpuBMAErMiA NONb30BaTeNIs — NPOBEPKA BO3MOMKHOCTM NOJIyYEHUNA NPaB agMUHUCTPATOPA;

® MpoBEpKa BO3MOXKHOCTM HeCaHKLMOHWPOBAHHOTO MOBbIWeHWA npusunernii B IT-cepBucax aBTOPM30BaHHLIMMU
NoNb30BaTENIAMM U NOAYYEHMA AOCTYNA K 3aKPbITON MHPOPMaLUW;

® poBEpPKa BO3MOXHOCTM KOMMPOMETALMK NyBANYHbIX CEPBUCOB C LLE/bI0 MONYYeHMs AOCTyNa K KOHPUAEHLMaNbHOM
nHbopmaLmm nam nHbopmaLmMm orpaHMHEHHOro NoNb30BaHUS;

® MpOBEpPKa BO3MOXKHOCTU MOAYyYEHUA AOCTYNA K KOHTPO/IEPY AOMEHa.

4. MoaroToBKa otyerta:

e 06uwan nibopmayms;

® 3KCMepTHas OLEeHKa TeKYLLero ypoBHA 3alLULLEHHOCTY;
® cLeHapulii KomnpomeTaumu;

® nepeyeHb 0OHaPYKEHHbIX YA3BUMOCTEN;

e 06LIMe peKOMEHAALLMM MO NOBbILIEHWIO YPOBHS 3aLUMULLEHHOCTH;
e noapobHas UHOOPMaLUA O HaWAeHHbIX YA3BMMOCTAX, BK/IOYas NoapobHoe onucaHWe, ypoBEHb OMACHOCTU, MECTO
0BHapyKeHUA, NpMMep 3KCMayaTaumMmn U PEKOMEHAALMMN MO YCTPAHEHUIO.

OrpaHuyeHune OTBETCTBEHHOCTM NpU OKasaHum Ycnayr.

MapTHep bepeT Ha ceba obA3aTenbcTBa NpeanpPUHUMaTL BCe PasyMHble Mepbl NPeAOCTOPOXKHOCTH, YTOBbI NPU OKasaHUK
Ycnyr He HapyLwaTb HOPMasbHYO PaboTy KOMNOHEHTOB ceTu 3aKasuumKa.

MapTHep rapaHTUpyeT cobaofeHmre yCioBUin KOHOUAEHLMAIbHOCTY UCXOAHBIX AaHHbIX U/WAK CBEAEHWUIA, OTHOCALLMXCA K
OeATeNbHOCTM 3aKa34ymKa, CTaBLUMX U3BECTHbIMM cneuuannctam MNapTHepa B Xxofe oKkasaHua Ycayr.

Mpy 06HapPYKEHUN YyA3BUMOCTEMN, KOTOPbIE MOTYT MOBAUATL HAa LLENOCTHOCTb/A0CTYNHOCTb/KOHOUAEHLMANBHOCTL CUCTEM
3aKasumnka NapTHep NpoBOAWT NpesBapuUTEIbHOE COFIacoBaHWe Nepes Ux SKCNayaTaumnei Ha LeneBoi cucreme.

B cnyyae BO3HWMKHOBEHMA BHELWTATHbIX CUTyaUMi, a TaKXe NpuW Ccayyae BO3AEMCTBMA Ha [OCTYNHOCTb  WMAK
NPOU3BOAUTENBHOCTb Lie/IEBbIX CUCTEM, cnelmanmncTbl MapTHepa onoseLatoT 06 aTom 3akasuumKa.

Cornawascb ¢ okasaHuem Ycayr, 3aKasunk NpUHMMaeT Ha ceba PUCK BO3MOXHOIO HACTYMN/IEHUA HeraTUBHbIX NOCNEACTBUM
NPOBEPKU. YUUTbIBAsA, YTO YacCTb MPOBEPOK MOJHOCTbIO UMMTUPYET aTaku 3/10YMbILIEHHWKOB, 3aKasuuk bepeT Ha cebs
yperynvpoBaHue npobaem, CBA3aHHbIX C MPETEH3UAMM OMepPaToPOB CBA3U UAN NOObIX UHBIX OPraHM3aLUii U GUUYECKUX nL,
K NapTHepy.

3aKa3uMK NOHMMAET, YTO B XOAe MPOBEeAEHNA NPOBEPKU MOXKET ObITb CHUMKEHA AOCTYNHOCTb CEPBUCOB U MPUIOKEHUN, U
6epeT Ha ceba yperynmpoBaHue CBA3aHHbIX C STUM BO3MOXKHbIX Npobiem, a TakKe 06A3yeTca He NpesbABAATL NPETEH3NN K
MapTHepy no AaHHOMY $aKTy. 3aKa3umK He BO3pakaeT NPOTMB NpuBaeveHuA [apTHepPOM CneunanncTos, KeBaandukaumua
KOTOPbIX NO3BONAET MM OKa3blBaTb YKa3aHHbIe BUAbI YCAyr.

3. NOPAAOK PACYETOB U TAPUGUKALINA

CToMmocCTb OKa3sbiBaeMbix Ycnyr cornacosbiBaetca CtopoHamu B 3akasax Ycayr u CneyumdurKaumm Ha ocHoBaHuu Tapudos,
pasmep KoTopblx ycTaHoBAeH B MpunoxkeHun Ne 7.A. k [lorosopy. CToumocTb Ycayru yKkasbieaeTtca 3a OTYETHbIN nepuoa,

Onnata Ycayr ocyliectenseTcs 3aKkasymMKoMm B NopsagKe, ycTaHoBneHHom Pasgenom 4 lorosopa.
4. WUHbIE YCNoBUA, NTPUMEHUMBIE K YCNTYTAM

3aKa3unk NPoMHPOPMUPOBAH U COMACEH C TeM, YTO B OTHOLIEHWUU OMMUCAHHbIX B MpunoxeHun Ycayr He npumeHsoTCA
ycnosua SLA Ycayr — lMpunoxeHua 2.0 n T. 4., KOTOpble OMNMUCbIBAIOT YPOBHW npenocTtasneHua Ycayr no [orosopy,
KOMMeHcauum 3a HecobntogeHne 4ocTynHOCTM Yenyr, nopafok 06paboTku 3anpocos 3aKasumKa, a TakKe MHble CBA3aHHbIE C
OKasaHuem Ycayr Bonpochl.

Mepes Hayanom okasaHuA Ycayr 3aKasuuk obssyeTca nepenatb MCnonHUTEN0 opurvHan (-bl) NOANMCAHHOTO (-HbIX)
ABTOPM3aLMOHHOTO (-HbIX) NMCbMa (Nucem). ABTOpM3aLMOHHbIE NMMCbMa COCTaBAATCA No ¢popme MpunoxkerHusa Ne 12.B. Kk

[Jorosopy.

3aKa3umk 06a3yeTcA MNOAy4YUTb BCe Heobxoaumble cornacua Ha 06paboTKy NepcoHasbHbIX AaHHbIX GU3UYECKMX AuL,
nossossoWwme McnonHUTento oKasbiBaTb YCAyrM, a TakKe obecneunTb Hagnexaulyto u 6esonacHylo ux ob6paboTky npu
nepegave VMicnonHutento.

33aKasumK KaKk onepaTop NepcoHasibHbIX AaHHbIX 06A3yeTca nocae NoNyyeHUA cornacuii Ha 06paboTKy NepCoHaNbHbIX AaHHbIX
40 ux nepegayv MapTHepy HanpasuTb emy NopyvyeHue Ha 06PabOTKy MepPCOHasIbHbIX AAHHbIX, COCTaBAeHHOe no dopme
cornacHo MpunoxkeHnto Ne 12.C. kK [loroBopy, Ha 3NeKTPOHHYIo nouTy info@bi.zone.

B cnyyae BbiABNEHMA HeA04YETOB B MTOFOBOM OT4eTe 3akasuuk AO/XKEH yAa/InTb U3 OTYETa NepcCoHa/ibHble AaHHble U
HanpasuTb McnonHWUTEN0 NUCbMO MO 3ﬂeKTp0HH0l7I noyte € 3amMmeyaHnAMU 4/1A UX ycTpaHeHua MNapTHepom.

CTOpOHbI MNPULIAM K COTNALIEHMIO, YTO B C/y4ae OTKasa 3akasuMka OT OKasaHuAa Ycnyrm no noanuvcaHHomy 3akasy u
CneuunduKaumm 3akasumk obsasyetca onnatutb MCNoaHUTENIO CTOMMOCTb TakUX YCAYT B cneaytolem pasmepe U nopsaake:

Ecnu 3anaBKa Ha pacTopkeHue cooTBeTcTByloWwel CneynduKaumm HanpasieHa 3akasumMKkom B agpec MCnonHUTena He nosxe
3 (Tpex) KaneHHZapHbIX MeCALEB C MOMEHTa MoAnucaHua cooTseTcTBylowel Cneundukaumm, To 3akasymk onnaymsaeT
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4.6.2.

4.6.3.

4.6.4.

4.6.5.

4.7.

4.8.

4.9.

McnonHuTento cToumocTb Ycayru, yKasaHHoi B cooTseTcTaytoweit Cneundukaumm, B pasmepe 1/4 (oaHoi yetseptoit) ot
rofoBOM CTOMMOCTM YCAYrn, yKaszaHHOM B AaHHoM CneyuduKkaymm.

Ecnu 3asBKa Ha pacTop:keHue cooTtseTcTBytoWel CneundurKkaumm HanpasaeHa 3akasumMkom B agpec McnonHutensa nosxe 3
(Tpex) KaneHAapHbIX MecsLeB C MOMEHTA NMOAMUCAHUSA COOTBETCTBYoWeN CneunduKaLmm, HoO He NpesbiwaeT 6 (wectn)
KaneHAapHbIX MecALLEeB C MOMEHTa noanucaHma Takoi Cneundukaumm, To 3akasuuk onnadymsaeT McnonHUTENO CTOMMOCTb
Ycnyru, ykasaHHoW B cooTseTcTeytoweit Cneundumkauum, B pasmepe 1/2 (ogHoi BTOpOK) OT rogoBoi CTOMMOCTM Yayru,
YKa3aHHOM B faHHoM Cneundukaumm.

Ecnu 3asBKa Ha pacTopkeHue cooTseTcTBytowel CneumduKkaLmMm HanpaeneHa 3akasymMkom B agpec McnonHutensa nosxe 6
(wectn) KaneHAapHbIX MecALEB C MOMEHTA MoAnucaHua cootseTcTByowen Cneundukauum, To 3akasumk onsayumsaeT
McnonHWTeNnto NoHyo rofoBy0 CTOMMOCTb YCAYTW, YKa3aHHYo B aHHoW Cneuudukaumu.

Ecnu 3aaBKa Ha pacToprkeHue cooTseTcTBytowel CneunduKaumm Ha pasosble YCyrM Hanpas/ieHa 3aka3unmKkom B agpec
NcnonHuutena He nosxe 1 (OAHOM) KaneHAapHOM Hepenu ¢ MOMeHTa nognucaHua cooTeeTcTBytowei Cneymdukalmm, To
3aKasumk onsaumsaeT UCNOAHUTENIO CTOMMOCTb YCAYT NPONOPLMOHANBHO 06LWEeMY KONMYECTBY AHEeN CpOKa oKasaHua Ycnyr,
YKa3aHHo B cooTBeTcTBYlOLElM CneunduKaumm Ha pasosble YCayru.

Ecnu 3anBKa Ha pacToprkeHue cooTseTcTBytowel CneundumKaumm Ha pasosble YCyrM HanpasieHa 3aka3unMKom B agpec
UcnonHutena nosxe 1 (OfHON) KaneHAapHOW HeAenn C MOMEHTA MoAnucaHusa cooTtseTcTylolwen CneunduKkauum, 1o
3aKa3uuk onnaumsaeT MICNONHUTENIO NOJIHYIO CTOMMOCTb Pa30BOM YCAYru, yKasaHHyto B AaHHOM CneunduKkaumnm.

BHe 3aBMCMMOCTM OT OCHOBaHMA pacTop:keHna Cneundukaumm CTopoHbl 06a3ytoTcs B TeyeHune 15 (MATHaguatv) paboumx
[HeW c faTbl ee PacTopKeHUA MPOU3BECTM MOJHbIIM B3auMopacyeT no 06A3aTenbCTBam € NOANUCAHMEM aKTa CBEPKM.

Mpw pacTopeHnn CneyuduKaumm no cornaweHmo CtopoH CTopoHbl 06A3y0TCA yperyampoBaTh Bce B3aMMHble TpeboBaHusA,
B T. Y. UMYLLLECTBEHHbIE, MPY 3aK0YEHMM COOTBETCTBYIOLLENO COrNaLIEHUS.

B cnyyae pactoprkeHus CneumduKauum uMaM O4HOCTOPOHHEro OTKAasa 3aKasuumka OT ucnosiHeHus [lorosopa [MapTHep

BO3BpaLLaeT 3aKasumKy BCe NOJyYeHHble JOKYMEHTbl U (MaKn) maTepuanbl B TedeHune 5 (MATu) pabounx gHeiln ¢ momeHTa
pacTopeHusa cooTeeTcTBylowWwel Cneundukauumn/Lorosopa.

CTtpaHnuya 5 m3 5



