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ANPUNOXKEHUE Ne 1.CRS.4.
K [loroBopy

OMNCAHUE N YCNOBUA NMPEAOCTABNEHNA YCITYTU
«OCT-VPN Ha 6a3e VipNet»

1. OBbLAA UHPOPMALMA U ONUCAHUE YCNIYTU

FOCT-VPN Ha 6a3e VipNet saBnseTtca ycnyroit no npeaoctaBieHUIo 3aKa3umKy 3alMWEHHOTO KaHana CBA3W AN NOAKAOYEHUA
MHGOPMALMOHHbIX CUCTEM, pasmellaemblX B MHOPACTPYKTYpe 3aKasumKa, K MHGOPMALMOHHBIM CUCTEMAM, PasMelleHHbIM B
o6nayHoli nnatdopme Cloud.

Ycnyra npeaocTtaBnfeTca Ha 6ase cpeacTsa Kpuntorpaduyeckoi 3awmutbl nHpopmauumn (CK3M) NAK ViPNet Coordinator HW,
ceptupuymposaHHoro ®CB CK3UM no knaccy KC3, mexkcereBoro 3sKpaHa (M3) 4 Knacca 3auiuLEeHHOCTM, uan Ha base
nporpammHoro komnnekca ViPNet Coordinator VA, ceptudmymposaHHoro dCE CK3M no knaccy KC1 n cepTudMLMPOBaHHOTO
OCTIK M3 T1na A 4yeTBepTOro Knacca 3almTbl.

CocrtaB Ycnyru v oCHOBHbIE KOMMOHEHTbI.

Ycnyra noctpoeHa Ha 6ase ceTeBOro U cepsepHoro obopyaosaHua UcnonHuTens u 3akasymKka ¢ MCNONb30BaHMEM annapaTHbIX

(ViPNet Coordinator HW) nnu BupTyanbHbix wto3os (ViPNet Coordinator VA). B cocTaBe Ycnyru 3aKasumky npeaoCcTaBAseTcs:

e noaxnioueHue K Ycnyre,
e [0CTYN K 3aluLWeHHOMY € ucnosibsoBaHnem CK3W kaHany nepeaaym AaHHbIX,
e TexHuYeckas nopaeprkka 24*7*365.

ViPNet Coordinator BbicTynaet B ponu VPN-cepepa v npepHasHauyeH A8 UCNO/Ab30BaHWA B IP-ceTAx, 3alimTa KOTOpPbIX

OpraHusyeTca ¢ NPMMEeHeHUeM KoMmnaeKkca NporpaMmmHbix npoayKktos ViPNet.

Cetb ViPNet npepctaBnser coboit BupTyanbHytlo 3awwuuieHHyto cetb (VPN). [aHHble, nepegasaemble B VPN-TyHHensx,

3alWMPPOBBLIBAIOTCA C  MOMOLWbBID CUMMMETPUYHBIX  KAOYelr; KaouuM wudpoBaHMA CO3[AOTCA W pacnpenenstorcs

LeHTpann3oBaHHoO. Kaxkaan ceTb ViPNet nmeeT cBOIM YHUKaNbHbIN naeHTUdUKaTop.

K 6a3oBbim ¢pyHKuUMam ViPNet Coordinator, obecneumnsatowmm paboty cetn ViPNet, oTHocaTcA:

. Cepsep IP-agpecos. ObecneymBaeT B3aMmogencTame 3awmuieHHbIX y3108 ViPNet. Cepsep IP-agpecos coobLuaeT ceTeBbiM
y3nam nHdopmaumio 06 agpecax v NapameTpax 4oCcTyna Apyrux y3nos.

. Mapuwpytusatop VPN-naketoB. ObecneumBaeT mMapLipyT13aLmio TPaH3UTHOrO 3almuieHHoro IP-Tpadumka, npoxoaauero
yepes KOOPAMHATOP Ha ApYyrue 3alMLLEHHbIE Y3/bl.

. CepBep coeguHeHuit. ObecneunsaeT coeguHEHNE KTMEHTOB U KOOPAMHATOPOB APYT C APYFOM.

. VPN-wnto3. Mo3Bonser opraHM30BaThb 3aLUMLLEHHbIE COEAMHEHUA MEXAOY Y31aMU CETU U MEeXKAy CermeHTamu ceTen C
NMOMOLLbHO 3aLUMLLEHHbIX KaHANOB (TYHHenew).

. TpaHcnopTHbI  cepBep. ObecneumBaeT [OCTaBKY Ha ceTeBble Y3/l  YNPaBAAOWMX COOOWEHNA, OB6HOBAEHUN
CNPaBOYHMKOB, KAtouel M nporpammHoro obecnevenuns us ViPNet LIYC mam Prime, a Takke obmeH NpuKnagHbiMu
TPAHCNOPTHbIMM KOHBEPTAMM MEXKAY Y31aMMU.

. 3aWMLWeHHbIN MHTepHeT-w03. ObecneynBaeT pasfesbHblii AOCTYN 3alMLEHHbIX Y3/10B B MHTEPHET M K pecypcam
3awmuieHHo cetn ViPNet.

. MesceTeBol 3KpaH. BbinonHaeT ¢unbTpaumio IP-TpadmKa Ha OCHOBe 33faHHbIX MPABW/; OCYLLECTBAAET TPAHCAALMIO
agpecos (NAT) ana otkpbiToro IP-Tpadmka.

2. YCNOBMA NPEAOCTABJ/IEHNA YCNIYTU

Onsa noakntoveHna Ycnyrm 3akasuuk obssaH obnagatb cobctBeHHbIiM obopyaosaHvem MAK ViPNet Coordinator HW wan
nporpammubim Komnnekcom ViPNet Coordinator VA, noaKAtoYeHHbIMU K MHOPACTPYKTYpE, PACMO/IOKEHHOM 3a npeaenamu
obnaka Cloud, cBfA3b ¢ KOTOpOI Heob6xo0AMMO obecneymnTb NoCPeACTBOM 3aLLMLLEHHOTO KaHa a CBA3M.

[N HAaCTPOMKM 3alMLLEHHOrO KaHana CBA3M 3aKa3umK gokeH 6esonacHbiM cnocob6om ob6meHATbEA ¢ McnosHMTenem Kato4amm
6e3onacHocTy.

B cnyyae HEBO3MOXHOCTM OKa3aHMUA YCAyrn no TeXHMYeckum npuymHam NcnonHutens 06s3aH yBEAOMUTD 3aka3uumKka 06 3ToM K
C006LLI,VITb CPOKU BOCCTaHOBNIEHUA ycner.

McnonHuTtenb HeceT OTBETCTBEHHOCTb 3a PaboOTOCMOCOGHOCTb KaHana CBA3M W CPeACTB KpUNTOrpaduyeckom 3aLimTbl
MHOpPMaLMK, pasmeLLleHHbIX B MHPpacTpyKType McnonHutens.

McnonHuTtenb He HeceT OTBETCTBEHHOCTM 3a obecriedyeHne pPabOTOCMOCOGHOCTY M KOPPEKTHOCTb HaCTPOWMKM CpeacTs
KpunTorpadunyeckoit 3aLnTbl, pasmeLLeHHbIX B MHOPACTPyKType 3aKkasumKa, U MHGOPMALMOHHBIX CUCTEM 3aKasuMKa, K KOTOPbIM
OCYLLECTBAAETCA NOAK/IOYEHME.

3aKasumnK 06s3yeTca UCMOb30BaThb BblAeNEHHOE 3aLLULLEHHOE NOAKNOYEHNE K MHPOPMALMOHHBIM CUCTEMAM UCKNOUYUTENbHO
B PaMKax COr/IaCOBaHHbIX YC/I0BUIA mogkaodeHua (cm. n. 3.2). HapylweHue AaHHOTO MyHKTa COMMALEHWA MOXET CAYXWUTb
OCHOBaHMeM A5 NPUOCTaHOBKM OKa3aHWUA yCayrv No MHUUMaTMee McnosHutens.

Ycnyra cuMTaeTcs OKasaHHOM Moc/ie HAcTPOMKKM ceTeBoro o6opyaoBaHMA Ha CTOpoHe McnonHuTena u nepegayn 3akasuuky
Kntouel besonacHocTy.
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3. BA30BAA ®YHKUUOHA/IbHOCTb U METPUKU YCNIYTU

ba3oBan PpyHKLMOHANbHOCTb U METPUKK YCyru npeactasneHbl B Tabauue 1.

Tabn. 1. MapameTpbl NpeaocTasasemoin Yenyru

XapaKTepucTMKU U MEeTPUKM [JonycTumble 3Ha4eHns

CKOpOCTb Nepeaaqn AaHHbIX B paMKax O4HOrO BblaeneHHoro KaHana | Ot 100 M6éuTt/c go 1 réut/c
noaKoYeHUA

OrpaHMUEHMA MCXOAALIETO W BXOAALLEFO CYMMAPHOFO TpadwKa 3a He orpaHnyeHo B pamKax BblAe/NeHHOIO KaHana NoAKIoYeHUs

OTYETHbIV Nepuog,

Ba3oBble METPUKU MOTYT BbiTb CKOPPEKTUPOBaHbI NpU 3akase Ycayru.
4, TAPUOUKALINA YCNYTU

[ns faHHOM Ycayrn Ucnosb3yerca cTaTudeckan Tapuoukaumsa.

BennunHa exemecayHoro nnatexka 3a MNoNb30BaHWe YCAyroi onpegenseTcA B COOTBETCTBUM C 3aKa3aHHbIM 0b6bemom

nepeyYncaeHHbIX HUXKe pecypcoB 1M ONuumit:

® lWMpMHA KaHana ¢ warom 100 M6wut/c (go 1 réut/c);

o Tun CK3M Ha ctopoHe WcnonHutena (annapaTHbli MAW BUPTyanbHbId Kpuntowsto3s ViPNet), npu 3atom ponyckaerca
MCMNoNb30BaHWE pa3HbIX TUMOB HA CTOpoHe 3aka34vnka n McnonHutena

e ycnosib3oBaHMe auueHsuii Ha MO ViPNet Client (MacOS, Linux, Windows), npegoctaBnsemoe WcnonHutenem pns
MCMONb30BaHUA Ha CTOPOHe 3aKa3uuKa

5. WHbIE YC/10BUA, NTPUMEHUMBIE K YCNYTE

Bo3moxKHble BUAbI nogKntoueHus / usmeHeHus / otkaoueHua Yenyru:
MNocpencTsom nognucaHua 3akasa.

B03MOXKHbI NOPAAOK pacyéTos no Ycayre:
MocronnaTa.

Bo3amoxKHble cnocobbl onnatbl / nopaaok nononHeHusa banaHca:
Onnata B 6e3HaINYHOM NOPALKE Ha OCHOBAHWM BbICTaB/eHHOro McnonHuTenem cyéra.
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