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NPUNOXKEHUE Ne 1.ENT.1.1.
K [loroBopy

OMNWUCAHME N YCNOBWA NPEAOCTAB/IEHMA
YCNYTU «BUPTYANbHbIV LLOO»

1. OBbWAA UH®OPMALMA N ONNCAHUE YCNYTU

BupTyanbHbin IO, aBnseTca ycayrol no npeaoctaBaeHnto 6a3osbix MHGOPMALMOHHO-TEXHONOTMYECKUX PeCypCcoB Ha OCHOBE
COBOKYMHOCTU QYHKLMOHWUPYIOLWErO noA ynpasneHmem MicnofHUTeNA cepBepHOro 1 ceTeBoro obopyaoBaHNaA, CUCTEM XPaHEHUA
JaHHbIX M CNEeLnann3MpoBaHHOro NPOrPaMMHOTo obecneyeHus.

Ycnyra noctpoeHa Ha ocHoBe mogenu obcnyxkuBaHua laaS. B pamkax Ycayru UcnonHwuTenb npepoctaBnseT 3akasuuky
BuptyanbHbin  LUOJ, uvmelowmMii B pacnopaMKeHMM COrNacoBaHHbIM mexgy WcnonHutenem U 3akasymkom Habop
BMPTYa/IM3UPOBAHHbIX BbIYUCAUTENIbHBLIX MoOLHOCTEN npoueccopa (vCPU), BupTyanbHo namatm (VRAM) u auckosoro
npoctpaHctea (vHDD), a Takke cpeacTBa ynpasneHus BupTtyanbHbim LLOJ, gocTaTouHble A/ CO34aHUA W ynpasBieHWs
BMPTya/slbHbIMKU cepBepamu B Tpebyemoi 3aKasumKy KoHdurypauuu B npenenax BblAeNeHHbIX BUPTYann3MpPOBaHHbIX
Mol HocTel. PykoBoacTeo Mosb3oBaTens no Ycayre 4OCTYNHO NO 31eKTPOHHOMY agpecy: https://docs.sbercloud.ru/vdc/ug/.

YnpasneHue BuptyanoHbim LLOJ ocywectBnsetca 3akasumkom npm nomowy KY ENT.

CocTaB U OCHOBHblE€ KOMMOHEHTbI yCI'Ier:
Tabn.1. CocTaB ¥ OCHOBHbIE KOMMOHEHTbI

Pecypcbl

HaumeHoBaHue rpynnbi CopepkaHune

- BWPTyanbHble NpoLeccopHble agpa (VCPU);

- BMpTyasbHasa onepatnsHas namaATtsb (VRAM);

- BMpTyasbHOE ANCKOBOE npocTpaHcTteo (VHDD);
- Edge Gateway.

BbluncantensHble pecypcbl

- MNOAK/IOYEHME K CETU MHTEPHET (B 0bLiem KaHane);

CeTeBble CEPBUCHI U KOMMNOHEHTbI o
- O0AMH ny6anyHbIN IP-agpec.

- nnatdopma BUPTyanm3aLumu;
— KYENT;

(6] ENT
CHOBHBIE KOMMOHEHTD! - nnatdopma BupTyanmsaumm cetm (SDN).

Mnatdpopma BUpTyanmsaumm obecneumsaeT AMHAMUYECKYIO 6aNaHCUPOBKY Harpy3KkM Ha cepBepbl U CUCTEMbI XPaHEHUA AAHHbIX

ANA JOCTUXKEHMA ONTUMANbHOM NpPom3BoAUTENbHOCTU. COCTaBHbIMM YacTAMU NAAaTGOPMbI BUPTYann3aLmMmn ABNAIOTCA:

. AnnapaTtHbll TUNEepBU30P — MEeXaHW3M, pasfaenAlwmnin pecypcbl GU3NYECKOro cepBepa MeXAy HEeCKO/IbKUMMU
BUPTYaNbHbIMU MaLLMHaMMU.

. High Availability (HA) — mexaHu3m, NO3BONAIOWMIA BOCCTAHAB/AMBATL PAaboOTOCNOCOBHOCTL BUPTYa/ibHbIX MAWWH nocne
annapaTHoro c60s y3/710B BUPTYanusaLmu.

. Cepsuc 6anaHCMpOBKM paboumx HarpysoKk — MexaHW3Mm, paBHOMEpPHO pacnpegensiowmii BM mexay Bcemu ysnamwu
KfacTepa U obecneunBatoLmii 3aaHHYI0 NPOU3BOAUTENIBHOCTb BUPTYa/IbHbIX MALUMH B WITAaTHOM M HELWITATHOM (B cnyyae
cboeB) pexunmax paboTbl.

. CepBMC OHNAWH mMurpauum BM — mexaHuM3M «KuBOU» murpaumm BM mexpgy ysnamu Knactepa gas CEpBUCHOIO
obcnykuBaHua 6e3 npepbiBaHUA PaboTbl N0b30BaTENLCKUX BM.

KY ENT npegocraBafeT KOHeYHbIM N0/1b30BaTeNAM 6e30nacHble, U30/1MPOBAHHbIE NYJbl PECYPCOB AN BbICTPON MHULMANU3aLUK

BuptyanbHoro UO/J, u peanusyeTt eguHYIO0 KOHCONb YNpaBAeHuUA.

Mnatdopma BupTyanusaumm cetn (SDN) mcnonbsyetca anAa co3gaHuAa NpoOrpamMmmHo-onpeaensemMblx ceTei, WMHKancynauum

Tpaduka yepes npotokon VXLAN gna nocTpoeHma normyeckmx L2-ceteit B pamKax yxe CyLLLeCcTBYIOLEn KOMMYTaLMN Ha YPOBHe

L3. Mo3BonsAeT 3aKa3unKy CamMoCTOATENbHO CO3/,aBaTb BblAe/NeHHble CErMEHTbl CEeTU U ONpeaenaTb NPaBuIa MapwpyTusaumm

MeX Ay CETAMM CBOMX BUPTYanbHbix LLO/, 6e3 n3smeHeHUii B GU3NYECKON KOMMYTaLUM.

B uenax obecneyenun 3awmtsl UHdpacTpykTypbl ENT peanvsosbiBatoTca cneaytolime Mepbl U MeXaHU3Mbl 3aLUTbI:

Tabn.2. O6ecneyeHue 3awmTbl MHPpacTpyKTypbl ENT

YpPOBHM 3aLUTbI | MeponpuaTtusa

3awmra O6naka Cloud 1 cpeacTB ero ynpasneHus

Ob6ecneynBaetca:

- pasmelleHue Bcero obopyaosaHua nHdpactpykTypbl B LLOJ, cooTBETCTBYIOLWMX TPEOOBAHNAM HaLEKHOCTU
no kateropwuu Tier 3;

- KOHTPO/b U yNpaBaeHue A0CTYNOom K 060pya0BaHuIo;

- Hanuuue cucTeMbl BUAEOHabNoAeHNA Ha 06bekTax MHPopmaTusaumm LIOA.

dusmyeckui

O6ecneunBaetca 3awmra nepumerpos LLOJ, n Ux cermeHTUpPOBaHUE C UCMOb30BAaHUEM MEXKCETEBbIX IKPAHOB
Certesomn HoBoro nokoneHua (NGFW), ocywecTBasaioWmx B TOM YuC/ie BbiIABNEHWE U NPeaoTBpalLeHMe KOMMbIOTEPHbIX
aTak.
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NHPpacTpyKTypHBbIN

O6ecneunBaetca:

- aHTMBMpYCHasd 3aLuuTa MHPPACTPYKTYPbI C UCMONb30BAHNEM aHTUBMPYCHBIX CPEACTB A1 061auHbIX cpes;

- ynpasneHue JOCTYNOM K MHbPACTPYKType C UCMOoNb30BaHWEM CpeacTB ABYXdaKTOpHOM ayTeHTUdUKaL M
NOAKNIOYAOLMXCA K Hel a4MUHUCTPATOPOB;

- KOHTPO/b [AEWCTBUMA MPUBWMIETMPOBAHHLIX MO/Ib30BaTeNei C MCMO/Ib30BaHMEM CMEeLMann3nupoBaHHbIX
cpeacTs;

- perynApHbiii  KOHTPOAb M aHa/M3  3aLMWEHHOCTM  MHOPACTPYKTypbl  C  UCMO/Nb30BaHWEM
CMEeuuann3nupoBaHHbIX CPEACTB MO BbiABAEHUIO YA3BUMOCTeH B ucnonbdyemom MO M ero HEKOPPEKTHOM
KOHOUrypaumu, BaMAlOWeR Ha ypoBeHb 3aluieHHocT! MO, ¢ ycTpaHeHWeM BbIBEHHbIX YA3BUMOCTeN
1/Vnv He[OCTaTKOB;

- cbop u aHanu3 cobbITuit nHbopmaLmMoHHO 6e3onacHoOCTU.

LononHuUTeNbHbIN

OcyLecTBAAOTCA NEPUOANYECKME TECTUPOBAHWUSA Ha NPOHUKHOBEHME M ay AUT MHGOPMALMOHHOW He3onacHoCTH
NHdpacTpykTypbl ENT € npuBnedeHnem CTOPOHHUX OpraHu3aumii. BbisiBNeHHble B XO4e COOTBETCTBYHOLLErO
TECTUPOBaHWA U/UAW ayAnTa HELOCTATKM YCTPAHAIOTCA NO GaKTy MUX BbIABAECHUA.

3awumTta KY ENT

MpunoxeHna

3aWwmMta € WUCMO/Mb30BaHMEM  CMELMaIM3MPOBAHHOMO  MEXCETEBOrO  3KpaHa YpOBHA  MPUAOKEHUM
(Web Application Firewall).

[lononHWUTeNbHbIN

OCyLecTBNAIOTCA pPerynapHble CKaHWMPOBAHWA KOHCO/MM Ha Ha/luuMe aKTyasbHbIX YA3BUMOCTEN W  ero
nepvoanyeckne TeCTUPOBaHUA Ha MPOHUKHOBEHME C NPUBJEYEHUEM CTOPOHHMX OpraHM3aumii. BbiaBieHHble
YA3BUMOCTU WU/UM HEAOCTATKU YCTPAHAOTCA MO GaKTY MX BbIABAEHUA.

U3onauma «OpraHu3aumii» 3akasumka

ENT

OcyuectBnseTca BCTPOEHHbIMM cpeacTBamm ENT.

CeTeBoW

OcyuwecTtBnsaetca cpeactsamm SDN.

LononHUTENbHbIN

B pamKax NepuoAnYECKUX TECTUPOBAHMIA HAa MPOHUKHOBEHWE BCE MHOPACTPYKTYPbl NPOBOAATCA TECTUPOBAHUSA
Ha BO3MOMHOCTb MPOHMKHOBEHWA MNOTEHLMANbHOTO Hapywutena u3 oaHow «OpraHvsauuMm» B APYry C
NPeoAoNEHNEM UCNONb3YEMbIX MEXAHW3MOB 3aLUMTbI.

PacnpeaeneHue poneii, 06s3aHHOCTEN 1 OTBETCTBEHHOCTU B 06/1acTM MB B oTHOWeEHUN Ycayrn onucaHo B Tabauue 3.
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

OTBeTCTBEHHOCTb 32

Komy npeaocrasneH

HaunmeHoBaHue
MpumeHUMbIe K YpOBHIO npegocrasnexnue/ AOCTYN K cpeacTBam
TeXHONOrn4YecKoro
T ] npoueccbl/ OnucaHue npouecca/cepsuca/ycnyru aAAMUHUCTPUpPOBaHUe npepocraBneHus
— ycnyru/cepsucbl UB ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
KYDHAMDOBAHME ypHanupoBaHue cobbiTuiM B NPUKNAZHOM NPOrpaMmmHom obecneyeHunu (8 Tom uncne CYB[, cepsepax
coyﬁirrmﬁ P npunoxeHun, WEB-cepBepax) U onepaupmoHHbIX CUCTEMAX, YCTAHOBAEHHbIX B BUPTYasbHbIX MalUMHaX 3aKa3uuKk 3aKasuuk
(BM) 3aKkasuukKa.
YnpasieHve AOCTYNOM K MPUKAAZHOMY nporpammHomy obecneyeHuio (B Tom uncne CYB[, cepsepam
YnpasneHue focTynom P vp, v P A ¥ nporp Y ( A, cepsep 3aKasuumk 3aKasuumk
npunoxexun, WEB-cepsepam) 1 onepaupmoHHbIM CUCTEMAM, YCTaHOBAEHHbIM B BM 3aka3suuka.
YnpasneHue YnpaBneHve ayTeHTUPUKALMOHHOM MHObOpMauMei, UCNoNb3yemMolr Npu AoCTyne K MpuKnagHomy
ayTeHTUPMKaLMOHHOWM nporpammHomy obecneuverunio (MMNO) n onepaumoHHbiM cuctemam (OC), ycTaHOBAEHHbIM B BM 3aKasuumk 3aKasuuk
MHbOopMaumen 3aKa3uuKa.
KoHTposb 1 aHanu3 3awmweHHoctn OC u MNMO, dyHKuMoHupyowero 8 BM BLIOJ, 3aka3uuka, B TOM
YnpasneHue yucne yCTaHOBKAa KpPUTUYECKMX O6HOBMeHWI 6Ge3onacHocTH, npaBka KoHodurypauuii MMNO, a Takke 3aKasumK 3aKasumK
yA3BMMOCTAMMU M3MEHEeHWe JNIerko-noabupaembix Naponei M naponei JocTyna Mo YMONYAHWUIO K CepBUCaM U
komnoHeHTam OC u MIMO, o6HapyKEHHbIX B XOe KOHTPOAA U aHaM3a 3aLLMLLEHHOCTU.
o C6op (B TOM yncne ¢ ucnonb3osaHmem cpeacts SIEM) n aHanus cobbituii 6e3onacHocTv co seero MMMO,
MNpvKknagHoi ypoBeHb M | YnpasieHune
OC 1 cpeacTs 3awuTbl uHpopmauum (Cp3U), dyHKuMOHUpPYoWwmMX B «OpraHusaumm» (BLLOA) 3akasuuka, 3aKasuukK 3aKasyuk
YpOBEHb OMEpPaLMOHHbIX | UHUMAeHTamu UB
a TaK¥Ke MOHUTOPWHT U pearnpoBaHmMe Ha MHLKUAEHTbl 6@30MacHOCTH.
CUCTEM, YCTAHOBNEHHbIX =
& BM BLO/] 3aKasumika YCcTaHOBKa, HaCTPOMKa 1 agmMmuHMcTpupoBaHme B BLLO/, 3aKka3umnKka cpeacTs 3awwmtbl uHdopmaumm (C3U)
YnpasneHue B ucnonHenuu Virtual Appliance.
o o 3aKasuumk 3aKasuumk
KpunTorpaduei HacTpoiika n agmmnHuctpmupoBaHue pasmelyeHHbix B LLO McnonHutens nporpammHo-annapatHbix C3U
M MEXKCeTeBbIX IKPAHOB 3aKa3ymKa.
YcTaHoBKa M | YcTaHOBKa, HacTpoMKa 1 agMUHUCTpUpoBaHue B BM BLLOJ, 3aka3umka Cp3M OT HECAHKLMOHUPOBAHHOIO
AagMUHUCTPUpPOBaHME noctyna (HCA), aHTUBMPYCHBIX CPEACTB M NPOYUX CPEACTB 3aLUMTbl MHPOPMALWMK, YCTaHABIMBAEMbIX B 3aKka3uukK 3aKa3umk
CpeACTB 3aLmnThI BM BLLO/, 3aKka3uumka.
YnpasneHue YcTaHOBKa M HacTpoika B BM 3aka3uuKa cpeacTs pe3epBHOro KonnposaHusa (CPK) 6a3 AaHHbIX 1 npoyen
MHdopmaLmn 3akasumka, XpaHUMoK BHyTpn BM ero BLO/J, a TakKe aAMUHUCTPUPOBAHUE YKa3aHHbIX
pesepBMpoBaHMEM 3aKka3uukK 3aKasumk
cpeacTs.
MHpopmaLmm o N o
Co3faHue pe3epBHbIX KONU MHPOPMALIMM 3aKa3unKa U €€ BOCCTAHOBNEHME U3 Pe3epPBHbIX KONWUN.
ObecneyeHune 3aWwmTbl | 3awwmTa cornacHo 152-®3 nepcoHanbHbIX AaHHbIX (MAH) KAveHToB, obpabaTbiBaembix B BM BLO/,
nepcoHaNbHbIX JaHHbIX | 3aKa3uuKka, B TOM 4WUC/le, HO He oOrpaHuumMBascb 3awmutoin MAH, obpabaTbiBaembix cpeacTBamu 3aKka3uuK 3aKasumk
K/INEHTOB ycTtaHoBneHHbIx B BM BLIO/, 3aka3unka CYB/.
KypHanupoBaHue cobbiTUi, cBA3aHHbIX C QyHKUMOHMpOBaHMeM o06bekToB BLOJ 3akasuuka
(Hanpumep, ero BM) u geiicteuamu nonb3osatesein 8 KY ENT u KOHCOMIM ynpaBneHUs pesepBHbIM
KonuposaHuem BM, Takumx Kak:
1. BX04/BbIXO4, NONb30BaTENEN B/U3 KOHCONEN;
2. co3gaHune/yaaneHune HoBbIX YY4ETHbIX 3anuceil Noab30BaTe el U NPUCBOEHWUE UM NPUBUAETUIA JOCTYNA
K KOHCONAM;
YpoBeHb 3. co3gaHune/yaaneHve BM;
HypHanuposaHue
«OpraHusauum» 1 BUOA coBbrTHii 3anyck/octaHos BM; Ucnonuuteno 3aKasumk

3aKasuumKa

M3MeHeHMne XxapakTepucTnk BM;

HacTpoiika NAT/DHCP/L2VPN/L3VPN, maplpyTuaummn, 6anaHCMpOoBLUMKE HAarpy3ku w/uam npasun
MEeXCeTeBoro sKkpaHmposaHua Ha Edge Gateway B «OpraHusaumm» 3aKasumka ¢ Ucnosib3osaHvem KY
ENT;

8. co3gaHne/M3meHeHve 3a4aHnA Pe3epPBHOIO KOMMPOBAHMA C UCMO/b30BAHWEM KOHCOAW YrpaBaeHUs
pe3epBHbIM KOonnposBaHnem BM;

4.
5. co3gaHune knoHos BM;
6.
7.
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

OTBeTCTBEHHOCTb 32

Komy npeaocrasneH

HaumeHoBaHue
TEXHONOFMUECKOTo MpumeHUMbIe K YpOBHIO npegocrasnexnue/ AOCTYN K cpeacTBam
T ] npoueccbi/ OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPUpOBaHUue npepocraBieHus
— ycnyru/cepsucbl UB ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
9. BoccTaHoB/MeHME BM 13 pe3epBHOW KOMUWM C UCMO/Ib30BAaHWEM KOHCO/IM YNpaB/ieHUs pe3epBHbIM
KonuposaHuem BM;
10. BoccTaHoBEHWe $HaliNoB U3 pe3epBHOI KOMUK C UCMO/Ib30BAHNEM KOHCO/IM YNPaBAEHUA pe3epBHbIM
KonuposaHuem BM;
11. U3MEHeHMe ANCKOBOWM NONUTUKM MO YMONYAHUIO ANA BUPTYanbHbix LLO;
12. BKANtOYEHWE/OTKKOYEHWE JONONHUTENbHDIX yCayr (norposanue, DFW, VPN 1 npoyee).
UcnonHutens
(oTBETCTBEHHOCTD 32
npegocTaBneHne cepeumca
AZLMUHUCTPUPOBaHNE ENT)
«OpraHusaumei» n | AamuHuctpuposaHue «OpraHusaumein» 3akasyumnka c ucnonbsosaHnem KY ENT. 3aKazuMK
ynpaBneHne AOCTYNnom K | AAMWHUCTPMpPOBaHWE JOCTYNOM K «OpraHusaummn» 3akasumka ¢ ucnonbsosaHvem KY ENT. 3aKa3yuK
Hen (oTBETCTBEHHOCTDL 32
aflMUHUCTPUPOBaHNe
«OpraHusaumnen» n
[,0CTYNOM K Helt)
UcnonHutens
(oTBETCTBEHHOCTb 32
npesfocTaBNeHe cepBuca)
YnpasneHue . o o
ayTEHTUUKALMOHHOR Co3paHve/ypaneHme HOBbIX YY4ETHbIX 3anuceit B «OpraHM3auuMmM» U NPUCBOEHME MM NpuUBUAErUi 3aKasumK 3aKasumK
o AocTyna K «OpraHnsaummn» 3akasuuka.
nHdopmaumen (oTBETCTBEHHOCTDL 32
ynpasneHue
ayTEHTUDUKALMOHHOM
nHdopmaumeit)
Co3faHve, yganeHve U agMWHUCTPUpOBaHWe ¢ ucnonb3oBaHuem KY ENT Heobxoaumbix VXLAN B Ucnonuutens
YnpasneHve npouecce agMUHUCTpmupoBaHma BLLO/, 3akasumKa. (oTBETCTBEHHOCTDL 33
6e30NaCHOCTbIO " MeskceTeBoe akpaHupoBaHua nepumeTpa BLO/ 3akasuumKa c ucnosnb3osaHvem Edge Gateway. npegocTas/ieHme cepsuca)
o ObecneyeHne BHYTPEHHEro cermeHTMpoBaHuA (c ucnonb3osaHnem KY ENT) u  BHyTpeHHero 3aKa3umk
npoyvmu HacTpoitkamm
1R BUPTYalbHbIX CeTeit Me)KCET:-Z‘BOI'O 3KpaHMpoBaHua (c ncnonb3osaHnem Edge Gateway) BLLO/, 3akasuuKa. 3aKasuumk
HacTpoiika NAT/DHCP/L2VPN/L3VPN, mapLupyTmsauum u 6anaHcMpoBLUMKa Harpysku Ha Edge Gateway (oTBETCTBEHHOCTDL 32
B «OpraHunsaumn» 3akasumka c ucnonbsosaHvem KY ENT. aAMUHUCTPUPOBaHME)
UcnonHutens
(oTBETCTBEHHOCTD 32
YnpasneHue YnpaeneHve pesepsupoBaHMeM WMHPOPMaLMKM 3aKa3umKa C UCMO/Ib30BAaHMEM KOHCOAWM yMNpaBieHuA | npepocTaBNeHWe cepBuca)
pe3epBMpoBaHMEM pe3epBHbIM KonMpoBaHuem BM, Bkatovatouee B cebn:
MHbopmaumm co3faHune/u3meHeHue 3aiaHunit pe3epBHOro KONUPOBaHUA MHPOPMaLMM 3aKa3umnKa; 3aKasuuk 3aKasyumk
(npepocrasnseTca B | BoccTaHoBneHWe BM 3akasuunka U3 pesepBHOM Konuu; (oTBETCTBEHHOCTb 32
pamKax otaenbHol Ycayru) | BocctaHoBaeHue daiinos 3akasumka ns pes3epBHO Konuu. ynpaBneHve
pesepBUpoOBaHMEM CBOEN
nHbopmaumm)
YcTaHoBKa M | YcTaHOBKa, aAMMWHWUCTPUPOBAHME, CBOEBpemeHHoe ObHoBieHMe W 6e3oTnaratesibHas YCTaHOBKA
3aKasuumk 3aKasuumk

vncnonb3osaHme C3U

KPUTUYECKUX 06HOBAEHMI 6e30MacHOCTM Ha ucnosibdyembix B BLIOJ, 3aKa3umKa BUPTYanbHbIX CPeaCcTBax
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

HaunmeHoBaHue

OTBeTCTBEHHOCTb 32

Komy npeaocrasneH

MpumeHUMbIe K YpOBHIO npepoctasnexue/ AOCTYN K cpeacTBam
TeXHONOrn4YecKoro
T ] npoueccbi/ OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPUpOBaHUue npepocraBieHus
yposrm ycnyru/cepsucbl UB ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
3aWmThl UHGopMaLmK B ucnonHeHuax Virtual appliance (mexceTeBble 3KpaHbl, CUCTEMbI 0BHAPYKEHUI
1/Mnu NnpeaoTBpaLLeHnit KOMMNbIOTEPHbIX aTak U Npoyee).
HacTpolika W aAMMHUCTPUPOBaAHME MPOrPaMMHO-anNnapaTHbIX CPeAcTB 3alWuTbl  UHPOpPMaLUK
3aKasuuKa, B TOM yncne cpeacTs KpunTorpapuueckol 3amtbl MHGopmaumm, pasmeltaemsix 8 LIOJ
Wcnonxutens.
ObecneyeHune 3aLunTbI
Obecneyenne cootsetcteuA BLOJ B cocTaBe WMHPOPMALMOHHLIX CUCTEM MEPCOHANbHbLIX AAaHHbIX
nepcoHanbHbIX AaHHbIX 3aKa3uuK 3aKasuuk
(MCNAH) 3akasunka TpeboBaHuam 152-@3.
K/NEHTOB
MoHuTtopuHr UHdpactpykTypbl ENT, obecneyeHne e€ foCTYNHOCTW, NPOU3BOAMTENBHOCTU, HAANYUA
HeobxoAMMOro Konnyectsa obopynosaHusa, obecneyeHme HeobxogmMmon ans eé paboTbl MPONYCKHOM
MOHUTOPUHT 1 NoAAepKKa o Ucnonnutens Ncnonnutens
CNOCOBHOCTU CEeTH, BbIYUCAUTENBHBIX MOLLHOCTEM M EMKOCTU CUCTEM XPaHEHWUA AaHHbIX (CXA)
UHpacTpyKTypbl.
ypHanmposaHue o
coyﬁil i P ypHanupoBaHue cobbITUIN B KOMNOHEHTAX M CPEACTBAX 3aLmTbl UHGopmaumm UHdpacTpyKTypbl ENT. Ucnonnutens Ncnonnutens
T
YnpasneHue gocTynom YnpasneHue fOCTYyNOM K cermeHTy ynpasneHuna NHppacTpykTypolt ENT, eé VLAN-am 1 KOMNOHeHTaMm. UcnonHutens UcnonHutens
YnpasneHue YnpasneHuve y4éTHbIMM 3anucamu AD npuBUNErMPOBaHHbIX MO/Mb30BaTENEN, MMEIWMX A0CTyNn K
ayTeHTUdUKALMOHHOW cermeHTy ynpasneHua WHopactpyktypoit ENT, M ux BTOpbIM dakTopom ayTeHTUdMKaLUu UcnonHutens NcnonHutens
nHbopmaumeit (ayTeHTMdUKaTOpamu).
YnpasneHue KOHTPO/Ib ¥ aHanu3  3alWMWEHHOCTM  CAyXebHbix BM  MGMT-cermeHTa W MNepBU3opoB
Ucnonnutens Ncnonnutens
YA3BUMOCTAMM NHpacTpyKTypbl ENT.
Cbop ¢ wcnonb3oBaHvem cpeact8 SIEM ¢ KOMNOHEHTOB M CpeacTB 3alWuTbl  MHbOpMaumu
YnpasneHue UHopacTpyKkTypbl ENT cobbitnii 6esonacHocTu.
P bpactpykTyp o Ucnonnutens Ncnonnutens
MHUMaeHTamm Ub AHanus cobpaHHbIX cobbITUIA 6e30MacHOCTH, a TaKKe MOHWUTOPUHF U pearupoBaHMe Ha MHUMAEHTbI
6e3onacHoCTV (B TOM Yncse ¢ NpusaeveHnem BHelwHero SOC).
Y YnpasneHune
VIHdpacTpyKTYpHbIi P . KOHTpO/Ib 1 ynpasaeHune npoueccaMm UsmeHeHUsa KoHPurypaumm UHopacTpyktypbl ENT. UcnonHutens UcnonHutens
ypoBeHb KOHOUrypaumen
3awmTa nepumeTpoB uoa NHpacTpyKTypbI ENT ¢ MCNO/Ib30BaHMEM Knactepos
YnbasneHme BbICOKOMPOU3BOAMTENbHBIX MENKCETEBbIX 3KPAaHOB HOBOro nokoneHus (NGFW), obecneuvBaroLimx
6e:OI'IaCHOCTbI0 q MeKCeTeBOE SKPaHUPOBAHMWE U 3aLLMUTY OT KOMMNbIOTEPHBIX aTak MHGpacTpyKTypbl.
BUDTVANbHBIX 'D'HM 3awmTta ceteBolii MHbpacTpykTypbl ENT (Bxoga B 06nako) ot DDoS-atak, HanpaBaeHHbIX Ha Wcnonnutens Ncnonxutens
Py " nepenosiHeHne KaHabHOM eMKOCTH.
du3nyecknx cetein
BHyTpeHHee cermeHTUpoBaHue ceTeBblx MHbpacTpyKTyp ENT ¢ ncnonbzosaHnem NGFW v BbligeneHmnem
B pamkax LUO/J Ha ceteBom ypoHe DMZ, PROD- 1 MGMT-cermeHToB UHOPACTPYyKTYpbI.
YCTaHOBKa, HACTPOWMKa W  agMWHUCTPUPOBAHWE CPeacTB 3aluTbl MHPOpMaLMM B cocCTase
NHdpacTpyKTypbI ENT, B oM yucne:
1. cpeACTB aHTUBUPYCHOW 3aLUmTbI;
2. cpeacTB KOHTPOAIA AEWUCTBUI NPUBUNETMPOBAHHbIX NoNb3oBaTenei (agmuHuctpatopos Cloud) knacca
YcTaHOoBKa "
PIM&PAM;
aAMUHUCTPUPOBaHNE Wcnonnutens Ncnonxutens

CpeacTs 3aLMThI

3. SIEM;

4. cpeacTB KOHTPOAA M aHANN3a 3aLUULLEHHOCTH;

5. WEB Application Firewall (WAF), ncnonbayemoro gna s3awutbl nybamkyembix KY ENT 1 KoHconm
YNpaB/ieHns pe3epBHbIM KonvpoBaHuem BM;

6. NGFW;
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Tabn. 3. PacnpegneneHuve ponei, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 0bnactn UB

OTBeTCTBEHHOCTb 32

Komy npeaocrasneH

HaunmeHoBaHue
MpumeHUMbIe K YpOBHIO npegocrasnexnue/ AOCTYN K cpeacTBam
TeXHONOrn4YecKoro
T ] npoueccbl/ OnucaHue npouecca/cepsuca/ycnyru aAAMUHUCTPUpPOBaHUe npepocraBneHus
— ycnyru/cepsucbl UB ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca

7. Identity and access management (IAM).

YnpasneHue
PesepBHOe KOMMpoBaHWEe W BOCCTAHOB/JEHWe U3 06pa3oB CAYKeBHbIX BUPTYaNbHbIX MALUWH

pe3epBMpoBaHMEM L UcnonHutens NcnonHutens
UHpacTpyKTypbl Mnatdopmbl ENT ¢ ncnonssosaHnem CPK Backup & Replication.

nHpopmaumm

Ob6ecneyeHve 3aWmThl
3awwmTa NAH coTpyaHUKOB 3aKasumKka, nmetowmx goctyn KY ENT n KOHconu ynpasneHus pe3epBHbIM

nepcoHaNbHbIX OaHHbIX UcnonHutens NcnonHutens
KonuposaHMem BM, obpabatbiBaembix B MHPpacTpykType ENT.

K/NEHTOB
KoHntponb poctyna B LUOA v nomeweHna UHopactpykTypbl ENT (oxpaHsaemas Tepputopus LO,

KoHTponb goctyna P f" v HOA » bpacTpyKTyp (oxp ppuTop Hoa, Wcnonuutens Mcnonnutens
NPONYCKHOW PEXMM, CUCTEMbI KOHTPOAA U YNPaBAeHWUs LOCTYNOM, 3anupaHue CTOeK).
Hannune BHewHeW (no nepumer, (0) W BHYTPeHHel (B MawwwuHHbIX 3anax LO, cmuctem

BuaeoHabntogeHve ( P py LOA) 1P ( LOA) UcnonHutens UcnonHutens

" BUAEOHab0AEHUA.
Pursnyecknii yposeHb »

MpepocTaBneHne aNeKTPONUTaHWA, AOCTYNa K ceTu MHTepHeT u cBobogHOro mecTa B cToiKax LIOA,.

PasmelueHve MNpepocTtaBneHne, MOHTaX U KoMmyTauma obopyaosaHusa (compute, network u storage) B ctoikax LLOA,.

W pea ! yrau PYA ( pute, ge) HOA UcnonHutens Mcnonuutenb
obopyaoBaHua PasmelleHne, noakntoveHve K nutaHuio, cetn WHTepHeT n BLIOJ, 3akasunKa cpencTB 3alimThbl

MHPOPMaLMK 3aKa3umKa, B TOM YUC/Ie CPeACTB KpunTorpapuyeckom 3awmTbl MHGopmMaLmu.
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1.7.

1.8.

1.8.1.

1.8.2.

Tunbl pecypcos, TpeboBaHMA, PeKOMEHAALUM U OTPaHUYEHUA:

Tabn.4. Tunbl pecypcos, TpeboBaHUsA, PEKOMEHAALMMN 1 OTPaHUYEHNA

Tun pecypca: BUpTyanbHble npoueccopHble aapa (VCPU)

Tpe6oBaHua

PekomeHpauunm M orpaHnyeHunsa

Mpu dopmuposaHumn 3aKasa 3aKasuuKy npegocTasnseTca Bblbop w3
cnepyowmx agnep:
C yactoToi He meHee 2,6 [Ty, He meHee 3,0 T, He meHee 3,5 I'I'u,l.
vCPU o6cnyrkusatotcsa dpusmyeckumm npoueccopamu Intel.

B pamkax opgHoro BuptyanbHoro LOJ 3akasuuk moxer
ucnonb3oBath Tonbko VCPU ¢ ogMHaKoBOW  YactoToi
(o6cnykunBaemble npoueccopamu ogHOro Tmna). OrpaHuyeHus
Ha KosnuuyectBo VCPU yKasawbl B Tabauue «MapameTpsl
npeaocTaBAAEMbIX YCAYr» pa3aena 3 HacTOALWEro AOKyMeHTa.

Tun pecypca: BUpTyanbHasa onepaTMBHaa namatb (VRAM)

Tpe6oBaHua

PekomeHpauuu n orpaHu4yeHuAa

Mpu dopmupoBaHmMn 3akasa 3aKkasumK yKasbiBaeT Tpebyemblii 06bem
VRAM.

Mpu dopmuposaHum 3akasa ycayrn Tpebyemblit o6bem VRAM ponkeH
6bITb  AOMONHWUTENBHO YYTEH B pamKax 3aKasblBaemoro obbema
BupTyanbHoro guckosoro npoctpaHcTea (VHDD) sbibpaHHoro npoduns
ANA pasmeLleHus swap-$paiinos BUPTyanbHbIX CEPBEPOB.

OrpaHuyeHus Ha KonmyectBo VRAM yKasaHbl B Tabauue
«MapameTpbl NPesoCcTaBAfEMbIX YCAYr» pa3gena 3 HacToAlero
[OKYMEHTa.

Tun pecypca: BUPTyanbHOe AUCKOBOE npocTpaHcTeo (VHDD)

Tpe6oBaHua

PekomeHpauuu n orpaHu4yeHuAa

B pamkax ycnyru npepfoctaBnAeTcA  ABa  AMCKOBbIX  npodwuns,
OT/INYAIOLLUXCA MO CKOPOCTM O6MEHa AaHHBIMU (KONMYECTBY OnepaLuii
BBOAa-BbIBoAa (IOPS)) n BpemeHu oTkamKa: SATA/NLSAS n SSD. Kaxaplit
[AWCKOBbIN Npoduib COOTBETCTBYET CBOEMY TWUMY AMUCKOB Ha cucTeme
XpaHeHUA AaHHbIX.

B pamkax ogHoro BuptyanbHoro LUO/J mMOXHO MCNonb30BaTb AUCKOBbIE
npoduamn pasanMyHoro Tuna.

Ba)kHO: nNpu 3aKkase BUpTyanbHOro AMCKOBOrO MPOCTPAHCTBA OTAE/bHO
[o/MmKeH BbITb yuTeH Tpebyemblii 06bem VRAM gna pasmelleHus swap-
daiinos BUPTyanbHbIX cepBepoB. BblgeneHHas eMKOCTb AMCKOBOTO
NPOCTPAHCTBA 3aHMMAETCA BCEMM BUPTYaibHbIMU MaLlMHAMM 3aKasumKa
(BKNKOYEHHBIMM U BbIKNKOYEHHbIMM), CO3AaHHbIMK 3aKka3umkom Snapshot,

MuHUManbHoe 3HaveHne ana aksemnaapa BuptyanbHoro LOJ —
100 6. CymmapHblii 06bem BWMPTYaNbHOro  AMCKOBOrO
NPOCTPaHCTBA KaXAoro AWUCKOBOrO npoduna pomkeH 6ObiTb
KpateH 100 I6.

a TakKe swap-¢darinamm VRAM Bcex BUPTYasbHbIX MalLUMH 3aKa3unKa.

[Ona noakntoueHns K Yenyre 3akasumMK MOXKET BblIOpaTb O4MH MW HECKOJIbKO TUMOB NOAK/OYEHMSA

Tabn.5. Tunbl NOAKNKYEHNA K CETU U CeTeBble CePBUCHI

Tun nogKAoYeHUa

OnucaHue

MNopgkntoveHne yepes
v2
rapaHTMpPOBaHHbIN® KaHan HTepHeT

BblAEeNEHHbIN

3aKa3umKy nNpesocTaBadeTca OTAe/bHaA Noaoca A48 AOCTyna K Ycayre, KoTopas He
pasgenserca ¢ 4pYrMMU 3aKasumKamu.

MopgKntoueHme Yepes BblAENEHHbIV KaHaN CBA3KU

[aHHbI cnocob noakayYeHUs no3ponseT obecneyntb B3aUMOLENCTBUE CeTei
3aKa3umKa C ceTbto B 06/1aKe C MOMOLLbIO BblAeNeHHbIX KaHaN0B CBA3W CTOPOHHEro
nposaigepa. ONuUMOHaNbHO, C MOMOLLbIO AAHHOTO CLEHapus, K Ycayre 3akasumka
MOXET BblTb NOAKMOYEH aNbTEPHATUBHLIN KaHan B ceTb MHTepHeT. [nsa gaHHOro
NOAKNIOYEHUA MOTYT 6biTb MCMONb30BaHbl BblAENEHHble KaHanbl 3aKa3uuKa,
OpraHW30BaHHbIE C UCMO/Ib30BAHMEM KTEMHOW ONTUKM Y.

MoakntoyeHue yepes obLmil KaHan UHTepHeT

Mpepgnonaraet norMyeckoe NoAKAOYEHUe K 0bliemy AN Bcex 3aKasuukos Ycayrn
KaHany nepegauyn AaHHbIX (CKOPOCTb CETEBOTO COEAMHEHMA A1 KAaXKA0T0 3aKa3umKa
He ABNAETCA rapaHTUMPOBAHHOM W 3aBUCWUT OT 3arpy:eHHocTU obliero KaHana
nepefayv  AaHHbIX). 3aKasumky npepocTtasnseTca 6asoBan 3alWmTa
MHPOPMALMOHHBIX cUCTeM, pasmeltaemblix B MHdpacTpykType ENT, or DDoS-aTaK,
HanpaBNEHHbIX Ha CYepnaHue KaHaibHOM EMKOCTU ceTeBo MHdpacTpyKTypbl ENT.

MoapobHas nHdopmaLma No JOCTYNHbIM NOAKNOYEHMAM NpuseseHa B Mpunoxkernun Ne 1.ENT.6. k [lorosopy.
B oCTanbHbIX CAy4asnx, a TaKKe MO 3amnpocy, MOXKeT bblTb NpeaocTaBNeHa paclMpeHHasn 3awmTa MHPOPMALMOHHBIX CUCTEM
3akasuuka, pasmellaemblx B MHdpacTpykType ENT, oT DDoS-aTak Ha BCex YpOBHAX A0 L7 BKAOUYUTENbHO B BUAE OTAE/NbHOWM

Tapuduumnpyemom ycnyru.
[Ons obmeHa [aHHbIMU MeXAy BUPTyalbHbIMU

MawwvHamu B npegenax BLOJ, uvcnonb3lyeTcA BHYTPeHHee ceTeBoe

B3aMMo/AeNncTBMe, peanmsoBaHHOe Ha b6ase ceTeBoro obopynoBaHus UcnonHuTens u cpencTsamu runepsusopa.

! TexHuuecku [ONyCTUMO Bblaenats ao 24/48/56 vCPU (pgna vCPU wactotoit 3,5/3,0/2,6 T, COOTBETCTBEHHO) Ha OAMH BMPTyasibHbIM cepsep. OAHako Ana nydwen
NPOU3BOAUTENBHOCTU PEKOMEHAYETCA NMPUAEPIKNBATLCA 3HAYEHUIA, ONUCaHHBIX B pasgene «3. ba3osana GYyHKLMOHANLHOCTb U METPUKU YCNYTN».

2
3af,aHHas CKOPOCTb rapaHTUPYeTCsA BHYTPU ceTv MCnoNHUTeNs HauMHas OT NopTa NOrpaHUYHOro MapLpyT1saTopa ysna csasu Cloud.
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1.9.

19.1.

1.9.2.

1.9.3.

1.9.4.

1.9.5.

1.10.

1.11.

1.12.

CeTesble cepsucbl SDN.

Mnatdopma BUPTYanu3aLumn cetTn peanmsyeT NPOrpammHo-onpesensemyto 06a1auHyo CceTb, @ TaKKe MPOrPaMMHbIN NOAXOA, K
CO3JaHMI0 M 3KCNNYaTaLMUK CeTeBbIX CEPBUCOB.

Mnatdopma BUPTYyanms3aummn cet BKAOYAET B cebA creaytolime KOMNOHEHTbI:

. BMPTYa/ibHble CETU ANA OPraHMU3aLMmM CeTeBOM CBA3HOCTM BUPTYa/IbHbIX MaLUWH;

o KAMeHTCKue wato3bl Edge Gatewayz.

KnueHTckuii wnto3 Edge Gateway npeaocTaBaseT cienytowme cepsuchl:

mapLpyTm3saumsa (Routing);

norpaHnYHoe MexKceTeBoe aKpaHupoBaHue (Firewall);

npeobpasosaHue ceTesbix agpecos (NAT);

BUPTYyasibHble YacTHble ceTn (VPN) Ha 6ase IPSec;

OMHamuuyeckoe pacnpegeneHue cetesblx agpecos (DHCP).

KnueHTtckue wnto3bl Edge Gateway pa3BopaymBatoTcs B peXunMe BbICOKOM AOCTYMHOCTU. AKTUBHBIN W03 06pabaTbiBaeT ceTeBow
Tpaduk, B cyyae BbIXOAA €ro U3 CTPOA TPadUK aBTOMATUYECKM NEPEKIIOYAETCA Ha Pe3ePBHbIN LW/IK03, HAXOAALWMIACA B peXUMe
OXnaaHuA.

Mpy NOCTPOEHUM CNOMXKHOM CETEBOW apXMUTEKTYPbl, HANPUMEP, OPraHN3aLUU AMHAMUYECKON MapLipyTnsaumnm BGP ¢ noKanbHo
ceTeBO UHOPACTPYKTYPOM 3aKa3umKa, HEO6XOAMMO UCNONb30BaTb MOrpaHUYHble Wto3bl Edge Gateway TO. B 3aBucMmocTu oT
TpeboBaHMI K MPOMNYCKHOM CNOCOBHOCTM A0CTyNa B M U3 MHTepHeTa, a TaKKe cneunduryeckor HacTPOMKK ceTeBbIX CEPBUCOB
MoryT 6biTb pasBepHyTbl BupTyanbHbii Edge Gateway TO wnu BoigeneHHbit cepsep Edge Gateway TO ans nosbleHHOM
NpPOV3BOAUTENBHOCTH.

LWa6noHbl BM u 06pasbl OC. B pamkax Ycayrn 3akasymk MOXKET CaMOCTOATE/IbHO BbIMOAHUTL MMNOPT/3KCNOPT COBCTBEHHOTO
o6pasa BM B BLLOJ. Bo3amoHbI BapuaHT paboTbl ¢ 06pa3amum BM: 3aKasumK camoCToATENbHO OCYLLECTBAAET MMNOPT/3KCNOPT
06pa3oB BUPTYanbHbIX MaLWKH, ncnonbdya KY ENT. 3a gononHuTeNbHYI0 NAaTy 3aKasuymKy NpefocTaBAaeTca AOCTYN K KaTanory ¢
wabnoHamn BM ¢ npepyctaHoBAEHHbIMW Hanbonee MNOMyNAPHbIMM BEpCUAMM OMepPaLMOHHbIX cuctem. Mpu vmnopTe U
MCNONb30BaHUM 3aKa34MKOM COBCTBEHHbIX 06Pa30B BUPTYaNbHbIX MaLUWMH, KOTOPbIE HEe UMeT 0DULMANBHOW COBMECTUMOCTH CO
CTOPOHbI NOCTaBLLMKa NAaTGOPMbl BUPTYyann3aumm, UCnonHUTeNb He rapaHTUpyeT paboTocnocobHOCTb AaHHbIX BUPTyasibHbIX
MaLLMWH, U peLleHne BO3MOKHbIX Npobaem He peryaupyeTca geictayrowmnm CornaweHnem o6 ypoBHe npefoctasaeHum Yeayru.

MporpammHas nnatdpopma. B KayecTBe MHCTpymeHTa peanmsaumm ENT ucnonbsyetcs KY ENT. YcToMuMBOCTb K OTKasam
BbIYUCAUTE/IbHBIX Y3/10B PEaNIM30BaHa cpeacTBamm NiaTtdopmbl BUPTYanusaLum Ha 6ase TexHonoruum High Availability (HA).
Cxema peanusaummn nnatbopmbl gna yenyrm «BuptyansbHbii LO» n3obparkeHa Ha pUCYHKe HUXKe:

HHTepHer

BupTyansHee LIOO KnuedToR

BupTyane-esie OO KnuedToR

BUOO 1 BUOO 2 BUOO 3 BUOO N BUOO 1 BUOO 2 ELOO 2 BUOO N
KoHcons ynpaenexus KoHcons ynpaenexms
] ] ] L ] | ]
e Mnatdopma e MnaTdopMa .
epeuszop BMPTYaNU2aLmMM =bn | — "r“ epeusop BMPTYanM2aumm =bn

H

CHcTemMbl XpaHeHWA JaHHbIX
S5D, NL-SAS

uoo1

AnnapaTtHas niatdopma:

CyCTeMbl XpaHeHWA JaHHLIX
55D, NL-SAS

uon 2

Tab6,1.6. KOMNOHEHTbI M XapaKTEPUCTUKM annapaTHo naatgopmsl

KomnoHeHTbI

XapaKTepuctuku

CepsepHan naatpopma

B KauecTBe BbIYUCAUTENBHOM NAATGOPMbI UCMONB3YIOTCA CEPBEPHbIE PELLEHUSA
KOPNOPaTUBHOIO YPOBHSA, 6a3npyloLLMecs Ha NpoLLeccopax apxXmUTeKTypbl X86/64.

cxa

[na opraHusauumn cepsuca NPefoCTaBNEHUA BUPTYaNbHbIX AUCKOB NMPUMEHAIOTCA
CUCTEMbI XpPaHEHWUA AaHHbIX YPOBHA midrange ¢ pe3epBUMPOBAHWEM OCHOBHbIX
KOMMOHEHT, TaKUX KaK B710KM MUTaHUA, KOHTPOIEPHbIE MOAY/N.

2 ~
OTAeNbHO He TapMPULMPYIOTCA, UX CTOMMOCTb BK/IIOYEHA B CTOMMOCTb NPEeA0CTaB/IEHHbIX PECYPCOB M ONUMIA Yeayru.
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1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

1.13.5.

1.14.

1.15.

1.16.

1.17.

1.18.

BasupyeTtca Ha 060pyAOBaHWM BeaAyWMX MUPOBbIX NPOU3BOAWTENEN, KOTOpoe

obecneumnsaeT:

- BbICOKMI ypOBeHb KOHTpona u 6e3onacHocT 6Gnarogaps NOTOKOBOM
TENIEMETPUM U YNPEXKAAOLWEMY aHaNN3Y Ha IMHENHOM CKOPOCTU nepeaaqm;

- BbICOKYIO NPOU3BOAMTE/NILHOCTL MPUIOXKEHWI 6aarogaps UHTENNEKTyanbHbIM
6ydepam v OTCYTCTBUIO NOTEPU NAKETOB;

- BbICOKYO  MPOM3BOAMTE/NILHOCTL M Maclwrtabupyemoctb  6narogaps

CeTb MYbTUCKOPOCTHbIM NopTam 1/10/25/50/100G.

CeTeBas noacucTema peasnusoBaHa C npumeHeHnem Tononorum Leaf - Spine,

KoTopas obecneynBaeT caeaytolme NpeMmyLLecTea:

- NpeacKasyemocTb 3a4eprKek;

- BbICOKMI ypoBeHb MacLiTabupyemoctu 6e3 npepbiBaHUA paboTbl ceTu;

- 33LWMTy OT NOABAEHUA NeTeNb;

- BbICOKWIA ypOBEHb aBTOMATU3aL MK YIPABNEHWUA U MOALEPHKKM.

MpepocraBneHune aoctyna K nporpammHomy obecneuyeHumio.

McnonHuTenb npepnaraet 3akasumKy A0OCTYN K NporpaMMmHomy obecnedyeHunto, nepeyeHb KOTOPOro 3akasumKk MOXKeT 3anpocuTb
y OTBETCTBEHHOIO NMua UcnonHutens (pasgen 10 Jorosopa), CTOMMOCTb ONpesenseTca B COOTBETCTBYoWeM baaHKe 3aKasa Ha
ocHoBaHuM TapudoB, ycTaHOBEHHbIX B MNpunoxeHun Ne 7.A.

B pamkax npepocTtaBieHUa A0CTyNa K NporpammHomy obecnedeHunto McnonHutens npenoctaBaseT AocTyn K Auctpubytusam
NPOAYKTOB U MpPefocCTaBaseT JIMLEH3NI0 ANA aKTUBALMKM [AaHHbIX NPOAYKTOB. TexHuYyeckasa NoafepiKa no npoayKram He
BK/OYEHA B CTOMMOCTb YCAYrM M npuobpeTtaeTca 3aka3yMKom CamMOCTOATENbHO.

basoi ana npumeHeHus Tapuda M pacyeTa exxeMecsaYHOro naaTexa 3a ucnonbsoBaHue CepBepHOW onepaLnoHHON cucTeMom
ABNAETCA Hambosbluee YMCNO OAHOBPEMEHHO PaboTaBLUMX BUPTYasbHbIX MAlWWH C AAHHOM ONepauMoHHOW CUCTEMOW 3a
pacyeTHbIV nepuoa.

B cnyyae nHAeKcaumm LeH Ha MLEH3NK Co CTOPOHbI NpoussoauTens MO, McnonHutenb umeeT NpaBo Ha HAekcauuio Tapuda B
OOHOCTOPOHHEM NOPSAAKE HAa COOTBETCTBYIOLLYIO BEIMYMHY C YyBEAOMIEHMEM 3aKa3uMKa B CPOK He MeHee Yyem 3a 30 (Tpuauato)
AHel 0o aatbl u3meHeHus Tapuda. K ysegomneHuio 3akasumka McnosHUTeNb NPUKAAALIBAET CKaH-KOMUIO COOTBETCTBYHOLLENO
nucbma-yBegomneHus ot npoussoautens MNo. B cnyyae HeobxogmumocTy CTOpOoHbI NoANUCHIBAOT JONOAHUTENbHOE CoralleHne
0 BHECEHWUW u3meHeHui B MpunoskeHne Ne 7.A.

MNoapobHas uHbOPMALMA MO YCAOBUAM W OFpaHUYEHWAM WCMOJb30BaHMA MporpammHoro obecneyeHus npuBegeHa B
MpunoxeHun Ne 8. Kk [lorosopy.

MpepocTaBneHne A0OCTyNa K KaTanory roToBbiX NPUIOXKeHU ana 6usHeca. icnonHuTenb NpefocTaBaseT 3akasumKy 4OCTyn K
KaTanory npuiosKeHuit. B 4aHHOM KaTanore pasmeLLaloTcs NpeaBapuTesibHO HACTPOEHHbIE WaboHbI MPUIONKEHUI OTKPLITOrO
nporpammHoro obecneyerus. C nepeyHem AOCTYMHbIX WabBA0OHOB 3aKa3uMK MOXKET 03HAKOMUTLCA B AOKYMEHTALMM MO CCblaKe
https://docs.sbercloud.ru/applications/ug/ 8 pasgene «OrpaHuyeHns n ocobeHHocTU». B pamKax npegoctaBisemoro cepsumca
rapaHTMpyeTca ycrnelwHoe pasBepTbiBaHWe NPUAOXKEHUA M3 wabnoHa, NpU 3TOM ero AanbHeMwas HacTPoMKa M noaneprkka
Npou3BOANTCA 3aKa3uYMKOM.

MpepocraBneHune goctyna K onuum PacnpeaeneHHblii mexceTeBoW 3KpaH. MCnonHUTE b NpeaocTaBAseT 3akasumKy AOCTYN K
CeTeBOMY CEPBMCY BMPTYa/IbHOTO LWO3a — pacnpeseneHHoMy mexkceTeBomy 3KpaHy (Distributed firewall) ans BupTyanbHbix
CepBepoB 1 NPUIOKEHWUI, 3anycKaembIx Ha dusnyeckom obopyaoBaHum McnonHutens. JocTyn K cepBucy NpeaoCcTaBAserca Ha
OCHOBaHWM NognucaHHoro 61aHKa 3akasa 1 onnaynMBaeTca 3aKasuyMKOM OTAENbHO.

CootBerctBue 152-d3. B pamkax ycnyrn «CootsetctBme 152-P3» 3aKa3umMK MOXKET MOJYYMTb IKCMNEPTHYHO MOMOLLb MO
npusegeHnto cobcrseHHo UCMAH B cooTBeTcTBME C TPebOBAHUAMM 3aKOHOAATENLCTBA B 06/1aCTU 3aLLUTbl MEPCOHAIbHbIX
AaHHbIX, NpeaycMoTpeHHbIMK ®PepepanbHbim 3akoHOM OT 27.07.2006 Ne 152-®3 «O nepcoHanbHbIX AaHHbIX». B pe3ynbtate
3aKa3uMK MOXKET CHATb PUCKM CAHKLMIA CO CTOPOHbI rOCYAapCTBEHHbIX PEry/IATOPOB, @ TaKKe CHU3UTb PUCKWU YTEUYKM U APYIUX
MHUMAEHTOB MHbOPMaLMOHHOM 6e3onacHocTu B UCTOH.

Threat Detection and Response (TDR). B pamkax Ycayru TDR 3akasuMk MOXeT pewuTb 3agadun no obecrnedyeHuio
KPYrNOCYTOYHOrO MOHWUTOPMHIa MHGOPMALMOHHOW 6e30macHOCTM 06/1a4HOM MHOPACTPYKTYPbl, ONepaTMBHOW peakuuu Ha
WHUMAeHTbl UMb, npoBefAeHWIO paccnefoBaHWii npu OBHapyKeHWMUM MPOABMHYTbIX aTaK W MOBbIWEHUA 3aLMULEHHOCTU
nHbpacTpyKTypbl. Yenyra npegocrasnaerca MicnonHutenem B naptHepctse ¢ 000 «besonacHaa uHbopmaumoHHas cpega» (000
«BU30H»). JocTyn K ycnyre NpefocTaBAfeTcs Ha OCHOBaHWWM NoAMMCAHHOrO H6naHKa 3akasa M onjauMBaeTca 3akasyMKom
OTAEeNbHO.

Moanucka Ha BUPTYyanbHbI mexKceTeBoi 3kpaH UserGate. B pamkax ycnyru «lognucka Ha BUPTyasibHbIM MeXCeTeBOM 3KpaH
UserGate» WcnonHutenb npepoctaBaseT AOCTyN K nporpammHomy obecneyeHuto UserGate u permctpauMOHHbIN KAod ans
aKTMBAL MW faHHOTO NPoAyKTa. BUpTyanbHbI MexceTeBoM skpaH UserGate npeactasnsfet coboi MHTErPMPOBaHHYO naatdopmy
ceTeBoI b6e3onacHocTK, HasbiBaemyto Takxke Next Generation Firewall (NGFW), peanusytowyto ¢yHKUUM No rnybokomy aHanmsy
Tpaduka (DPI), KOHTPONIO NPUNONKEHWUN, NpeaoTBpalleHuto BTopxKeHui (IPS), nHcnekumm SSL/TLS-coeanHeHuin, punbTpaumnm
Beb-TpadMKa M npoBepKe nepesaBaemblX AAHHbIX C MOMOLBIO aHTUBMpPYCA. [ononHuTenbHo pelweHne UserGate nossonset
3aWUTUTb KaHan ¢ nomoubto IPsec nam SSL VPN, a Takke HacTpoUTb MOHUTOPUHT CETEBOM aKTUBHOCTU C MOMOLLbIO SIEM.
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1.19.

1.20.

1.21.

MmeHoBaHMe «OpraHusaumit» 3akasumka. [1a KoppekTHo 06paboTkM obpalleHnit 3aKkasumKka MMeHoBaHMe «OpraHusaumin:
BbINONHAETCA onepaTopamm UcnonHuTens n nmeeT yHUdULMPOBaHHbIA dopmaT Buga <HaseaHue «OpraHn3auumn» 3akasymka> -
<MopaaKoBbIi HOmep «OpraHuW3auuyM 3akasuuka»>. Mo cornacoBaHuio ¢ McnonHUTenem BO3MOMKHO M3MeHeHWe Ha3BaHuA
«OpraHusaumm» 3aKasumka Yepes COOTBETCTBYIOLWMIA 3anpocC B CyK6Y noaaepku UcnonHurens.

WndposaHue BUPTYaIbHbIX MaLLUH. Ycnyra obecneunsaeT BO3SMOXKHOCTb WNbPOBAHUA KOHPUIYpPaLMOHHbIX GalizioB AaHHbIX U
anckos BM, npeaocTasneHum goctyna K wabnoHam roctesbix OC ¢ BO3MOXKHOCTbIO XpaHeHua Katouen wndposaHma 8 VIPM. C
NMOMOLLbIO KOHCONM YNpaBAeHMA 3aKasuMK MOXKET CaMOCTOATEIbHO CO3AaBaTb HOBble WndpoBaHHble BM, 1Mbo 3awmndpoBsbiBaTh
cyuwecTeytowme BM. CtoumocTb Ycnyrn popmupyeTca B 3aBUCHMMOCTM OT MaKCMMasbHOTO 06bEMa AMCKOBOTO NPOCTPAHCTBA,
BblAE/IEHHbIX ANnA BM ¢ akTMBMpoBaHHOM onument «LLndposaHre BM» B TeueHne OTUeTHOro nepuoaa (KaneHpaapHoro mecaua).
Ycnyra nogKatoyaeTca nocpeacTBOM noanucaHmna 3akasa.

FOCT-VPN Ha 6a3e VipNet asnseTtca ycayroi no npefoctaBneHmto 3akasumKy 3alMLLeHHOro KaHana CBsA3un C MCNoab30BaHWEM

cpeacTs KpunTtorpaduueckon 3awmtbl UHGOPMAUMM ANA MOAKAOYEHUS MHOOPMALMOHHBIX CUCTEM, pasmelLaembiX B
nHbpacTpyKType 3aKasumnka, K MHGOPMALMOHHBIM CUCTEMAM, pasmeLleHHbIM B O6iake Cloud.

CtpaHnuya 10 m3 14



2. BA30BAA ®YHKLUOHA/IbHOCTb U METPUKU YC/IYTU

2.1. Ycnyra BupTtyanbHbiii LO/ onvcaHa B Tabnuye 7:
Tabn.7. MapameTpbl NpefocTaBasemblx Ycayr
CepBuc Tapuduumnpyembie eguHULbI XapaKTepuUCTUKU U METPUKU [onycTumble 3HaYEHUA
basoBas yacToTa npoueccopa vCPU He meHee 3,5 Ty,
Host CPU Ready time MeHee 5%
PekomeHayemoe Kon-8o VCPU Ha BupTyanbHbivi cepsep (wT.) 1-12 wr.
BupTyanbHbIi npoueccop 3,5 M, (wr.)
[Jonyctumbiit 06bem VRAM Ha BUPTYanbHbll cepeep 1-384T6
RAM Swapped 0%
ba3oBas YyacTtoTta npoueccopa vCPU He meHee 3,0 Iy,
Host CPU Ready time MeHee 5%
PekomeHayemoe Kon-8o VCPU Ha BupTyanbHbiii cepsep (wT.) 1-24 wr.
BbluncneHuns BupTyanbHbiit npoueccop 3,0 My, (wrT.)
Honyctumbiii 06bem VRAM Ha BUPTYanbHbll cepeep 1-768T6
RAM Swapped 0%
ba3oBas yactoTta npoueccopa vCPU He meHee 2,6 Ty,
Host CPU Ready time MeHee 5%
BupTyanbHbiit npoueccop 2,6 M, (wr.) PekomeHayemoe Kon-8o VCPU Ha BupTyanbHbIli cepsep (wrT.) 1-28 wr.
Jonyctumbiii o6bem VRAM Ha BUPTyanbHbi cepeep 1-768T6
RAM Swapped 0%
HDD IOPS. 3TaNoHHbIe 3HaueHna® 5000 IOPS/1 T6*
CpegHee Bpems foctyna K SSD Storage Ha BUPTYanbHoW matumHe’ 0mc-5mc
BUPTYaNbHbIN eCTKMI anck SSD, (I'6) Jonyctmbiii 06bem 04HOr0 BUPTYaNbHOIO KECTKOro gucka SSD Ha 1— 4096 TE
BUPTYa/ibHbIV cepBep
LWar yBennyeHua pasmepa BUPTYaNbHOro AMCKa B A0MNYCTMMOM 1TE
XpaHunuuie gaHHbIX AnanasoHe
HDD IOPS. 3TaNoHHble 3HaueHMs" 100 10PS/1 T6®

CpepgHee Bpems goctyna K SATA Storage Ha BUPTya/ibHOMN malmnHe’ 0 mc - 30 mc

Lonyctmbiii 06bEM OAHOTO BUPTYaNbHOIO KeCTKOro ancka SATA Ha

BupTyanbHbIi ecTkuii guck SATA, (I6) . 1-4096 b
BUPTYa/ibHbIV cepBep
Lar yBenuyeHus pasmepa BUPTYaZbHOrO AMCKA B AOMNYCTUMOM 11E
AManasoHe
He Tapuoununpyerca:
[Joctyn B IHTepHeT B 0bLLem KaHane Monoca nponyckaHusa punupy

CeTeBble cepBuChI He 6osiee 100 M6/c Ha BupTyanbHbiin IO/,

CpenHAA ceTeBad 3ajeprkKa B npegenax cetT nepenadn AaHHbIX

Cloud 0mc-5mc

MponyckHan cnocobHOCTb Ha BUPTYabHblii cepsep

3 MapameTpbl rapaHTMpytoTca Npu pasmepe 610Ka 40 8 Kb, npon3BosibHOe YTeHne/3anucs ¢ npodpunem 70/30.
*1T6=1000T6
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Tabn.7. MapameTpbl NpesocTaBasembix Ycnyr

Cepsuc

Tapuduumnpyembie eguHULbI

XapaKTepucTuku U MeTpuKku

JAonyctumbie 3HaYeHuUnA

MNpoueHT NoTepAHHbIX NAKETOB B Npegenax Cetu nepesayn gaHHbIX
Cloud

0%-0,2%

BupTyanbHbIi w3 (wT.)

CpeaHAs ceTeBas 3afep)kKa B npegenax CeTV nepefayy AaHHbIX
Cloud

0mc-5mc

MponyckHas cnocobHocTb

He 6onee 10 I6/c

locteBan OC

[JocTyn K wabnoHy CepsepHasn onepaumMoHHan cuctema:
° BM pa3smepom 4 n meHee vCPU:
BM (wwT.)/ KaneHaapHbIl mec’.
. BM pasmepom 6onee 4 vCPU:
vCPU (wT.)/ KanengapHbliit
mec’.

LLlabnoHbl CepBepHOM onepaunoHHoM cucTemMbl

CepBepHasn onepaunoHHan cuctema 2016
CepBepHas onepauMoHHasa cuctema 2019
CepBepHas onepaumoHHasa cuctema 2022

[Loctyn K wabnoHy MO CepsepHas CYBA:

onepaumoHHan cuctema: Standard):
. [Ba BUPTYanbHbix/GU3NUECKMX
agpa (wrt.)/ KaneHgapHbIi
Mecnu,3.

Server Web Edition, CepepHas onepauuoHHas cuctema: Datacenter,
CepBepHas onepaumoHHas cuctema: Standard).

no . BM pasmepom 1-12 vCPU: | Wa6noHsl MO CepsepHas CYB], Cepaepran CYB/, 2017 Enterpr!se
. 34 CepsepHas CYB/, 2019 Enterprise
BM (wT.)/ KaneHpapHbIit mec.
Loctyn kK 3k3emnaapam MO (CepsepHas CYB[
Enterprise Core, CepBepHas CYB[, Standard Core,
Cepsepras  CYB[,  Web  Edition,  CepsepHas | 3ysemnnspbl MO (SQL ServerCepsepHas CYB[] Enterprise Core, | Mogaepskusaembie sepcun MO (CepsepHan CYB/ Enterprise Core,
no onepauuoHHas cuctema: Datacenter, CepBepHas | Cepgepras CYB[] SQL Server Standard Core, CepsepHan CYE[, SQL | CepsepHas CYB[L Standard Core, CepsepHan CYB[], Web Edition,

CepsepHasa onepaumoHHaa cuctema: Datacenter, CepsepHas
onepauunoHHas cuctema: Standard).

3 ~ o~ - ~ o ~
MWHUManbHbIA Nepuos TapudmKaLmMm — KaneHaapHbIi Mmecal, Hauano Mcno/b30BaHMA, HauMHan C NePBO MUHYTbI, UM NPOLONKEHUE UCNOAb30BaHUA YCAYTY B OTYETHOM Nepuoe NpeanonaraeT CnncaHmue CTOMMOCTM 3a NOJHbINA KaneHAapHbIi mecal, HenonHbiit
KaseHAApHbIN MECAL, UCMONb30BaAHWA YC/IYrU1, HAUYMHAA C NEPBOI MUHYTbI, OKPYIAETCA 40 MONHOTO KaNeHAAPHOTO MeCsALa No/b30BaHUsA YCAYrom.

4 Mpu ncnonb3osaHuK 6onbluero Koamyectsa VCPU B cocTase ak3emnasapa BM, NponopLmMoHanbHO yYBEIMYMBAETCA KONMYECTBO AOCTYNHbIX IMLEH3UI ANA onaaTel (¢ warom B 12 vCPU).
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3.1

3.2,

3.3.

3.4.

3.5.

4.1.

4.1.1.
4.1.2.

4.2.

4.2.1.

4.3.

4.3.1.

4.4,

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

3. TAPUDUKALMA YCIYTU

Tapudukauma Ycayrm ctatudeckan (Allocation).

BennumHa exemecAyHOro nnate)ka 3a NO/b30BaHME YCAYroW OnpefenseTcA B COOTBETCTBMM C 3aKa3aHHbIM O06bEMOM
nepeyvYncneHHbIX HUXKE PECYPCOB M ONLUIA:

. BupTyanbHbI npoueccop 2,6 M

BupTyanbHbiit npoueccop 3,0 M,

BupTyanbHbIii npoueccop 3,5 Mu;

BupTtyanbHas namsTs’;

BupTyanbHbIN }KecTKuii guck SATA;

BupTyanbHbIl }KecTKnn anck SSD;

MpepocTtasneHne nybandHoro IP agpeca;

. BupTyanbHbii EDGE Gateway TO;

. BblioeneHHbi cepsep EDGE Gateway TO;

. Onuwua PacnpeaeneHHbI MeXCceTeBOW 3KpaH;

. [LocTyn K wabnoHy CepsepHan onepawLMoHHan cuctema’;

[JocTyn K wabnoHy MO CepsepHas CYB/, 3;

Ooctyn K npoymm sk3emnaspam MO (nepeyeHb goctynHoro MO npuseaeH B MpunoxkeHnu 7A);
BupTyanbHbIl }KecTkuin guck SATA ana wuppoBaHHbIX BM;

BupTyanbHbIl KecTkuin guck SSD gns wmndposaHHbIx BM.

MeToauKa pacyétoB noTpebaseMbix NPOLECCOPHbIX PECYPCOB M ONEPATUBHOM NamMATM npegnonaraeT TapuduKaumio cymmbl
3Ha4YeHW NpesoCTaBNEHHbIX pecypcoB 3a OTYeTHbIM nepuoa (0gUMH Mecau) B cooTBeTcTBUM C Tapndom. CYeT BbiCTaBAsETCA Ha
OCHOBE CyMMbl 3HAYEHUN.

MeToamMKa pacyéta noTpebAsemoro AMCKOBOrO MPOCTPAHCTBA NpeAnonaraeT OniaTy 3a Becb NPenoCTaBEHHbIM 3aKasuuky
06BbEM PecypcoB AMCKOBOMO NPOCTPAHCTBA KaX4O0ro TMna.

MeToamKa pacdéTa no onuumn «PacrnpeseneHHblii MeKCeTeBOM 3KpaH» npeanosaraeT TapudUKauMio CYMMbl 3HaAYeHUi
onepaTMBHOM NamMATK, NPeAOCTaBAEHHOM 3aKa3UumMKy B pamKax ero supTyanbHoro L0/, 8 OTyeTHbIi nepuog, (oauH mecau).

4. WHbIE YCNOBUA, NPUMEHUMBIE K YCNYTE

BO3MOMHble BUAbI NOAKAYEHUA / U3MeHeHUs / oTKAoUYeHus Ycayr:
MocpeacTBom noanucaHusa 3akasa (c yd4étom n. 4.6. HacToswero NpuaoxeHus);
MNocpeacTsom coBeplueHMA AeicTBuin B JIMUHOM KabuHeTe.

B03MOKHbIV NOpAAOK pacyéTos no Ycnyre:
MNocronnarta.

Bo3morKHble cnocobbl onnathl / nopAaoK nononHeHua banaHca:
OnnaTta B 6e3HaNNYHOM nopAgKe Ha OCHOBaHWK BbICTaBNEHHOIO McnosHnTenem cuyéra.

3aKa3uMK CaMOCTOATE/IbHO HeceT OTBETCTBEHHOCTb 3a pa6OTOCI'IOCO6HOCTb nporpammHoOro O6ECHE‘-IEHMFI, YCTaHaB/IMBAEMOTIO Ha
BM.

Bo u3bexaHue ferpagauvun NPOU3BOAMUTENBHOCTU, NEPeyTUAM3aLUM PECYPCOB XPAHEHUA M MOBLILEHWA PUCKA HapylleHus
LeNOCTHOCTU AWCKa MPU KOHCOAuAauuu, McnonHutenb octaBaseT 3a coboii NpaBo NPOBOAUTL perfamMeHTHble paboTbl no
yAaNeHno co3faHHbIX 3akasunkom SnapShot crapwe 7 (Cemu) aHeit. Mepep yaaneHnem SnapShot UcnonHutens obasyetca
yBeAOMMUTb 3aKasuMKa Mo 3NeKTPOHHOM NoyTe, yKasaHHoM B [loroBope, 3a 5 (MATb) AHel oo yganeHus v 3a 1 (OamH) aeHb 4o
yAaneHus.

CTOPOHbI YCTAHOBUAW CAeAyOWMIA NOPALOK 3aKa3a Ycayrn no Hactoawemy MpunoxKeHuto:

3aKa3 Ha noakatouyeHune Ycayrm no Hactoawemy NMpunokeHuo fomKeH 6biTb HanpasaeH McnonHuTento He nosaHee, yem 3a 3
(Tpex) pabounx aHel A0 AaTbl HAYaNa OKasaHua Ycayru;

B TeueHue 1 (oaHoro) paboyero aHA UCNOAHUTENDL MAK €T0 YNOJHOMOYEHHbIN NpeacTaBUTeNb 0653yeTcs pacCMOTPETb 3aKas Ha
Ycayry v HanpasuTb AnLy, HanpaBuBLiemy 3aKas, oTBeT (NoANMCaHHbIN CO CBOEW CTOPOHbI 3aKa3 UM OTKa3 B NpeaocTaBneHnmn
Ycnyrv ¢ 060CHOBaHUEM NPUYUHDI);

B cnyyae cornacosaHua CTopoHamu 3akasa Ycayra no Takomy 3akasy npefocTaBAseTcs B AaTy Havyana okasaHua Ycayru,
3adMKcMpoBaHHYto B 3aKase, ¢ 10:00 N0 MOCKOBCKOMY BPEMEHM.

3aKasymMK CamMOCTOATENIbHO HeceT OTBETCTBEHHOCTb 33 COXPAHHOCTb AAHHbIX M MPUHUMAET CaMOCTOATE/NIbHO Mepbl MO WX
COXpaHeHUto Npu oTkase oT Ycayru. MNpu oTkase ot Yenyrn UcnonHuTtenb Bnpase yaanuTb AaHHble 3aKa3uymMKa no uctevyeHum 5
(naTn) pabounx gHel nocne oTkasa ot Ycayru.

5 o -
O6bem BupTyanbHoi namatv (VRAM) fomkeH 6biTb JONONHUTENBHO YYTEH MPK 3aKase BMpTyanbHOro AMCKOBOrO NPOCTPAHCTBA ANA XpaHEHWA swap-$GainoB BUPTYasNbHbIX
CepBepOB B COOTBETCTBMM C MYHKTOM 2.4.2 HaCTOALLErO NPUIOXKEHUA.
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