1.1.

1.2

1.3.

1.4.

1.5.

1.6.

1.7.

1.8.

1.9.

C LOU D 000 «Ob6nayHble TexHonornm» +7 (495) 260-10-82 laaS_B
221128

Cloud technology Limited (Ltd.) www.sbercloud.ru Bepcun

NPUNOXKEHUE Ne 1.CRS.2.1.
K [loroBopy

OMUCAHWE N YCTOBNA NPEAOCTAB/IEHNA YCITYT
«3ALLIUTA OT DDOS-ATAK (QRATOR)», «3ALLIUTA BEB-TPUNOMEHUIM (QRATOR)»

1. OBLWAA UHOOPMALMUA U ONUCAHUE YCNOYT

1
Ycnyra «3awmta ot DDoS-atak (Qrator)» — ycnyra no 3awuTte OT aTak OTKasa B obcaykusaHuu uam DDoS-aTak cepsucos
3aKa3umKa, gOCTynHbIX No npoTokonam HTTP, HTTPS nan nHbim npukaagHbiM npoToKonam, nogsepxeHHbim DDoS-atakam.

Ycnyra «3awmra Be6-npunoxeHuii (Qrator)» — ycayra no ¢unbtpaumum seb-tpaduka 4na 3aluThl OT aTak, HanpaBAEHHbIX Ha
aKcnayaTaumio yassumocteit WEB-npunoskennin (byHkuma Web Application Firewall, WAF). Ycayra «3awmTa Be6-npuaosKeHui
(Qrator)» npepocTaBnseTcs 3aKaszumMKamM TO/IbKO COBMECTHO C yCyroi «3awumTa ot DDoS-atak (Qrator)».

Ycnyrv npefocTaBasftoTca B cotpyaHudectse ¢ 000 «3iy-anb-anb» (Qrator Labs, nanee — NapTtHep).

Yenyru npepoctaBaaoTca Ha 6ase obnavHoro peweHua MaptHepa no 3awwute oT DDoS-atak M aTaK, HanpaB/eHHbIX Ha
aKkcnayaTaumio yassumoctelr WEB-NpunoKeHnit, peann3oBaHHOTO C MOMOLLBIO OTAEAbHON MHPACTPYKTYpbl 0bnayHoM
nnatdopmbl MapTHepa, BKAOYaloLel 6onee AecaTH LeHTPoB 06paboTKM AaHHbIX (LLOJ) no Bcemy mupy, B Tom umcne Tpu O,
B Poccun (manee — O6nako MapTHepa). Cetb O6naka MapTHepa CNPOEKTUPOBaHa M MOCTPOEHA B pacyeTe Ha paboTy nopg
NOCTOSIHHbIM BO3aelcTBMeM 6onblworo yncna DDoS-aTak. Y3nbl dunbTpaumm Ob6naka MapTHepa NOAKMOYMEHBbI K KaHanam
KPYNHENWnx maructpanbHbix MHTepHeT-nposaraepos CLUA, Poccun, 3anagHon n BoctouHon Esponbl, KOro-soctouHon Asuu.
Takum o6pasom, B OTAINYME OT ceTell OnepaTopoB XOCTUHra (0cobeHHO, BUPTyasibHOro), ceTb O61aKa MapTHepa CNPOeKTMPOBaHa
B pacyeTe Ha IKCTPemasibHble Harpy3Ku, 1 aTaka” Ha OAMH U3 pecypcos, 3awmiaembix Obaakom MapTHepa, HUKaK He BAUAET Ha
paboTocnocobHOCTb APYrMX 3aLmLL,aembix pecypcos (cantos, WEB-npunoxeHunin). B pamkax Ycayrm «3awmta Be6-npunosKeHnin»
Ob6nako MapTHepa obecneunBaeT Kak npotusogelicteue DDoS-atakam, Tak M 3alUTy OT XaKePCKMX aTak, Hanpas/ieHHbIX Ha
3KCMNyaTaLMio YA3BMMOCTEW CepBMCOB 3aKasunKa.

Yenyrv no unbTpaumm TpaduKa 3aKkN0Ya0TCA B 06bABIEHUM CEPBEPOM WM BUPTYasIbHOM MaLLMHOM 3aKasymnKa GunbTpytoLLero

O6naka MapTHepa nyTem BHECEHMA COOTBETCTBYIOLWMX 3anucelt B onmucaHne DNS-30HbI, K KOTOPOI NPUHAANENKUT cepBep UK

BMPTyanbHaa MawuHa 3akasuumka. Ha ounbtpytowem Obnake MapTHepa npoucxoAuT nociegoBaTeNbHOE BbIMOJHEHME

cnefylowmx onepauuii ¢ gaHHbIMK, nepesasaeMbiMu Ha cepsep ¢ FQDN cepsepa 3akasuuka:

. npuem nepenasaembix Ha FQDN cepsepa (MNM BUMPTyaNbHOM MalMHbI) 3aKa3uMKa, Ha KOTOPOM (YHKLMOHUPYIOT ero
3aluMLLaeMblii CEPBUC, 3aNpOCoB (Npuem Bxoasulero Tpadumka);

. aHanu3 CTPYKTypbl 3anpocos (aHanu3 Bxoasawero Tpaduka) Ha NpeameT HaluuuA NOoCAeAOoBaTeIbHOCTEN [AaHHbIX,
CMOCOGHbIX NOB/IEYb HEKOPPEKTHOE PYHKLMOHMPOBAHME 3aLLMLLAEMOrO CepBMCca 3aKasunKa;

. OTCeYeHWe 3anpocoB, COAEPNKALLMX MOCNeA0BaTENbHOCTM AaHHbIX, Hapylalowme KOppeKkTHoe ¢GYHKLMOHMPOBaHWe
3almLaeMoro cepeuca 3akasumka (oumcTka Bxogawero TpaduKa oT Bpe4OHOCHOM coCTaBaAoLLEe);

. nepeHanpas/sieHVe BXOAAWEro TpaduKa, OYULLEHHOTO OT BPEAOHOCHONM cocTaBAAlolWwen, (nerutumHoro Tpaduka) Ha
peanbHblil IP-agpec cepsepa WAM BUPTYyasIbHOM MalUMHbI 3aKas3umKa, Ha KOTOPOM GYHKLMOHMPYET ero 3aluiiaembiin
cepsuc.

Mocne nogkntoueHun Yeayrv «3awmTa Beb6-npunoxeHuit (Qrator)» Tpadumk 3akasumka NOCTOAHHO, BHE 3aBUCMMOCTM OT HaNNUUA
aTaku, nocTynaeT B ceTb obnaka MapTHepa v aHanm3unpyetca M. JIErTUTUMHDBIN («OYMLLEHHBINY) TpadUK NnepeHanpaBaseTca Ha
3alMLLaeMblii cepBMC 3aKasuMKa, pasmeltaemblii B MHdpacTpykType. Takas cxema paboTbl no3sonser y3nam ¢GpuabTpaLmu
MapTHepa cdopmupoBaTb Npoduab TpaduKa, KOTOPLIN ABNAETCA HOPMOM AN KaXKAOTO cepBuca 3aKasymnKa B OTAENbHOCTH, U B
cnyyae Ntobbix OTKIOHEHUI pearnpoBaTb Ha 3To.

Mepepaya nerntumHoro (oumnieHHoro) Tpaduka ot O6naka NapTHepa f0 MHbPACTPYKTYPbI OCYLLECTBAAETCA C UCNO/Ib30BaHUEM
BblA4E/NIEHHOIo ONTUYECKOTO KaHaia CBA3W, OPraHM3yemMoro 1 Noaaep kusaemoro cunamu Mcnonuutens v NapTtHepa. YKasaHHbIN
KaHan U301MpoBaH OT CeTU MHTEepPHET M NOCTPOeH Ha 6ase pe3epBMPOBAHHbIX ONTUHECKUX IMHUI CBA3M.

[na obecneveHna BoamoKHocTM paboTbl WAF B cocTaBe ycayru «3awwmra Beb-npunoskeHnit (Qrator)» Heobxoavuma nepegaya u
3arpyska B O6nako lMapTHepa 3aKpbITbiXx Kawoueld wudposaHua SSL/TLS, mcrnosib3yembix 3akasdMKOM A/ OpraHusaumuu

3aLMLLEHHOr0 A40CTyNa K CepBMCamM 3aKa3ymMKa C UCnosib3oBaHMem npotokona HTTPS.

06wan apxuTeKkTypa peweHusa Ycayrm npuBeaeHa HuKe Ha Puc.1:

1
3pecb U Aanee No TEKCTY AOKYMEHTA Nof «CepBMCamy 3aKasumKa» MoAPa3yMeBaloTCA /obble cepBUCbl, AOCTYNHble NO NpoTokony HTTP, HTTPS uan MHbIM NPUKAAAHBIM
npoToKonam, noasep:eHHbiM DDoS-aTakam, B TOM umncie, HO He orpaHuumsasce WEB-caliTamn, JOMEHHbIMU UMeHamK, UHTepHeT-marasuHamm u npounmn WEB-cepsucamm

3aKasuuKa.

2
34ech v fanee No TEKCTY AOKYMEHTa Nog «atakamu» nogpasymesaercs Ntobas U3 aTak, yKasaHHbIx B n.1.1. u/ uam n. 1.2. Npunoskenna Ne 1.CRS.2.1., ec/iv KOHTEKCT He COAEPKUT
WUHOTO NPAMO YKAa3aHHOrO 3Ha4YeHuA.
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Puc.1. Obwasa apxumeKkmypa peweHus Ycayeu

3
B coctase Ycnyru «3awmta oT DDoS-aTak (Qrator)» ocyuiectsnaercs™:

NOAK/OYEHME K YCNyTe;
dunbtpauma Tpaduka ot DDoS-aTaK Ha Bcex YPOBHAX;

dunbTpaymsa HTTPS-Tpadmka oT DDoS-aTak Ha NPUKNALHOM YPOBHE NPW YCNOBUM NPeaocTaBNeHuUs (PackpbiTUA) 3aKa3uMKom
3aKpbITbIX KNtouen wndposaHma SSL/TLS ana ux 3arpyskun 8 O6nako MapTHepa;

nepesof cepsBuca 3aKasyMKa Ha UCNo/ab30BaHME MPOTOKO/A HTTPS® ¢ ucnonb3osaHuem GecnnaTHbIX 3aKpbITbIX KtouYewn
wundposaHma SSL/TLS ot Let’s Encrypt, 3arpy»kaembix 8 O6nako MapTtHepa;

nepegaya ouuvuieHHoro Tpaduka ot Obnaka [MapTHepa A0 pasmewaemoro y WMcnonHutena cepsBuca 3aKkasuumKka C
MCMNOJIb30BaHMEM BblAE/IEHHOTO ONTUYECKOro KaHana CBA3Y;

H6anaHcmMpoBKa TpaduKa cepBuca 3akasumka mexkay y3namu Obnaka MapTHepa, a ganee — pacnpegeneHume Tpadpuka mexay
cepsucamu 3akasunka, pyHKLMOHMpPYLOWUMK B UHpacTpyKType, Mo onpeaeseHHOMY afiropuTmy;

MOHUTOPUHT MPOU3BOAUTENBHOCTM 3aLLMLLAEMOro CepBMCa 3aKasyMKa C OMOBEeLLEeHMEM MO 3/EeKTPOHHOM nouyTe o
BO3HMKatoLWmMx npobnemax B ero pabore;

npeaocTaBneHne AOCTyna K CUCTEME MOHWUTOPUHIa TpaduKa B peKMme peasibHOro BPEMeHM MnocpeacTsom JIMYHOro
KabuHeTa;

cbop v oTobpaxkeHUe NogPO6HON CTaTUCTUKKM MO TPadUKy cepBuca 3aKasumKa B JIMUHOM KabuHeTe;

npeaocTaB/eHNe exxeMecsyHbIX NoAPOobHbIX 0T4eTOB 06 MHUMAEHTax B dopmaTe PDF.

Ona noakntoveHna Yenyrm «3awmta ot DDoS-atak (Qrator)» 3aKasuuK posmkeH BblbpaTb TapUPHbIM NaaH HAa OCHOBAaHWM
npeanosiaraemon noaocbl BpeAOHOCHOro TpaduKa, rapaHTUPOBAHHOM AOCTYNHOCTM 3alUMLLAEMbIX CEPBUCOB M Heobxoammon
A0NONHUTENbHOM GYHKLMOHANbHOCTU:

Tabn.1. TapudHble naaHbl Yenyru «3awmTa ot DDoS-aTak (Qrator)»

HaumeHoBaHue Professional Business Corporate
TapudHoro nnaHa (Pro) (Bsns) (Corp)

BkaoyeHa  nosoca  GUALTPALMKM  BPEAOHOCHOro
(HeskenaTenbHoro) TpaduKa, 4o:

10 réut/cek

50 réur/cek

500 réut/cek

Bk/itoueHo TpadmKa B TapudHbIN nnaH

10 M6uT/c

[apaHTMpOBaHHaA AOCTYNHOCTb CEPBUCOB B MecAl, He
meHee

97%

99%

99,5%

Tapuduumpyemblin Tpaduk

NeruTUMHbIN

Onnata nosocbl TpaduKka CBEPX BKAKOYEHHOrO B
TapudHbIN NNaH, 3a Kaxablt Méut/c

TapuouLMpyeTca AONONHUTENBHO

®dunbtpauma HTTPS ¢ wcnonb3oBaHWEM MPUBATHbIX
Kntouelt Knmenta

BK/KOYEHO

MpenocTtasneHune ceptuoukatos Let's Encrypt

BK/IlOYEHO

3 -
BXxoAuT BO BCe TapudHble NaaHbl Yenyru (6e3 camocToAaTenbHoi Tapudukaumm).

B Cnyyae ecm paHee Ana A0CTYNa K 3aliMiiaeMomy cepBucy 3aKkasymKka ucnonb3osasnca npotokon HTTP.
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AKTUBHan nposBepKa AO0CTYNHOCTU NNOWaA0K KNUEHTa

BK/IIOYEHO
He npesycmoTtpeHo

dunbtpauma HTTPS 6e3 WCNoNb30BaHMA NPUBATHbIX
KAtouein

BK/IOYEHO
He npegycmoTtpeHo

Joctyn K API

He npeaycmotpeHo BK/1lOYEHO

MpAmoe noAKNOYEHWE B  CYLLECTBYIOWMIA CTbIK €
nHdpacTpyktypoit WUcnonHutena QDC (Qrator Direct
Connection)

He npeaycmotpeHo

BK/IKOYEHO

[lononHutenbHbie ycnyru

Professional (Pro) Business (Bsns)

Corporate (Corp)

Tapuduumnpyetca Tapuduumnpyetca Tapuouumpyetca
NONHUTENbH NONHWUTENbH NONHUTENbH
MpepocTtasneHne IP-agpecos (ceepx 1 IP-agpeca, AononHuTensHo AononHuTensHo AONONHUTENBHO
BK/IIOYEHHOTO B TapUGHBIV NNaH), eXXemecayHo
basosasa 6anaHcMpoBKa ounLLLeHHOrO TpaduKa mexay IP-
apgpecamu (He 6onee AByx ancTpymoB MO anroputmy BKJ/IIOYEHO

Round-robin)

banaHcMpoBKa  OuMLLEHHOrO
appecamu 3aKkasumka
QLB (Qrator Load Balancing), exxemecayHo

Tpaduka mexpy IP-

He npegycmotpeHo

Tapuduumpyertca 4ONOAHUTENBHO

Ycnyra 3awmtbl  Websockets (npokcuposanue TCP Tapuduumpyertca BKAIOYEHO
COeaMHEHWIA), EXKEMECAYHO [OMNONHUTENBHO
MNopgkntoveHne K MHpPaCTpyKType NcnonHutena
A bpacTpyKTyp Tapuounumpyetca
nocpeAcTBOM aHOHCa ceTeBbIX NpeduKcoB 3aKasumka no He npeaycmoTpeHo
O0MNONHUTENBHO
npotokony BGP, exxemecayHo
MpepocTaBneHue BblAENEHHOrO NOpTa Ha 060pyA0BaHMM
Tapuduumpyetca
Mcnf)nHVITenﬂ ana opraHusaumm BOJIC QDP (Qrator He npeaycmoTpeHo puduLmpy
Dedicated Port), exxemecsauHo L0NONHUTENbHO
dunbTpauma TpadrKa No reo3oHam, exxemecayHo Tapudnympyetcs
He npeaycmoTtpeHo
AOMNO/IHUTENbHO

OtkasoycToiumsbii DNS10, exxemecayHo

TapudurumpyeTcs ONONHUTENBHO

OtkasoycToiumsbii DNS10+, exkemecsyHo

TapudurumpyeTcs fONONHUTENBHO

OTKasoycTtonumsbii DNS100, exxemecayHo

TapuduLMpyeTca AONONHUTENBHO

OTKaszoycTonumsbii DNS100+

TapuouLMpyeTca AONONHUTENBHO

3awmTta o1 60TOB, eXKemMecAa4YHOo, 3a Kaxabii M6ut/cek
(py6.)

TapudurumpyeTcs fONONHUTENBHO

KawwnposaHue koHTeHTa CDN 100, ctoMmocTb 3a 1T6anT
(&0 100 THaWT BKAOUYUTENBHO)

TapuoMLUPYETCA JOMOTHUTENLHO

KawwuposaHue KoHTeHTa CDN 100+, ctoumocTb 3a 1T6ant
(cBbiwe 100 T6auT)

TapuduumnpyeTca 4ONOAHUTENBHO

10 M6wut/c npemonnadeHHas nosoca Tpaduka
BK/IIOYEHHOTO B TapudHbIM NNaH

cBepx

TapuduLMpyeTca AONONHUTENBHO

50 M6ut/c npeponnayeHHas nonoca TpadwuKa
BK/IIOYEHHOTrO B TapudHbIM NaaH

cBepx

TapudurumpyeTcs fONONHUTENBHO

100 M6ut/c npesonnadeHHas nosoca Tpaduka
BK/IIOYEHHOTrO B TapudHbIM NaaH

cBepx

TapuduumnpyeTca 4ONOAHUTENBHO

200 M6uT/c npeponnayeHHas mnosnoca Tpaduka
BK/ILOYEHHOTO B TapUHbIV NaaH

cBepx

TapudurumpyeTca fONONHUTENBHO
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1.11.

1.12.

1.13.

300 M6uT/c npeaoniayeHHas mosoca TpaduKka cBepx
BK/IIOYEHHOTO B TapudHbIV NaaH

TapudumumpyeTcs 4ONONHUTENBHO

400 M6wuT/c npegonnayeHHas nonoca TpaduKa ceepx
BK/IIOYEHHOTrO B TapudHbIM NnaH

TapuduLUpyeTca AONONHUTENBHO

500 M6uT/c npeponnayeHHas nosnoca Tpaduka ceepx
BK/IIOYEHHOTO B TapuHbIM NaaH

TapudumumpyeTcs 4ONONHUTENBHO

B coctaBe Ycnyrm «3awmTa Beb-npunoxkennii (Qrator)» ocyuiectenserca 6e3 camocToaTeNbHOM TapuduKaumu:

AKTMBHOE CKaHMPOBaHMWe cepBMCa 3aKas3umKa Ha Hanume yA3BUMMOCTE M YPOBHA NPUIOKEHWI, KOTOPbIE MOTYT MPUBECTU K ero
B3/10MY;

npegocTaBaeHne 0T4eToB 06 06HAPYKEHHbIX YA3BUMOCTAX YPOBHSA NPUIOXKEHMI cepBmuca 3aKazumnKa C PEKOMEHAALMAMM NO
UX YCTPaHEHUIo;

npegocrasneHune yeayru «Virtual Patching» 8 oTHOLWEHWM cepBMCa 3aKa3uMKa C aBBTOMATUHECKUM OTCIEKMBAHMEM COCTOAHNA
YA3BMMOCTM 10 MOMEHTA ee YCTPaHeHNA U KOHTPO/IEM KauyecTsa yCTpaHeHUA YA3BUMOCTEN;

3allmMTa cepBuMca 3aKasumKa oT aTak-nepebopa (bpyTdopc naponeit 1 T.4.) - BKAOYAETCA NO 3anpocy 3aKasuumKa);
OCYLLLECTBNEHWE aKTUBHOM NPOBEPKM Yrpo3 13 TpadurKa Ha cepBuUChbl 3aKa3umKa;

bopmmpoBaHME NepruoaNYECcKUX OTYETOB.

Ons nogkntovenus Yenyrm «3awwmta Beb-npunoxeHuin (Qrator)» 3akasumk fOMKEH Bbi6paTh TapudHbIM NAaH Ha OCHOBAHUM
Heobxoanmon emy GYHKLMOHANBHOCTU:

Taba. 2. TapudHble naabl Yeayru «3awmra Beb-npunoxeHuin (Qrator)»

OBHAPYXEHUE U 3ALLIUTA OT XAKEPCKMUX ATAK. WEB APPLICATION FIREWALL (WAF)
TEXHO/10InA SOLIDWALL

HaumeHoBaHue TapudHoro nnaHa Elementary Partner WAF Advisory Partner WAF

BkstoueHo Tpaduka B All

3 M6ut/c

Onnata nonocbl (Tpaduka) cBepx BKAOYEHHOro B
TapuHbIN nnaH
(3a 1 M6ut/c)

TapuduLMpyeTcs oTAeIbHO

BKtOUYEHHOE KONMYECTBO 3alLMLLLEaEMbIX CEPBUCOB

1 wr.

[ ononHuTenbHbIe yenyru

3awmTa 1 4ONONHMUTENBHOMO CEPBUCA, EXEMECAYHO

TapuouumpyeTca oTaeNbHO

TapuduumpyeTca oTaeNbHO

[lononHWTeIbHOE NPOCTPAHCTBO ANA XpaHeHus, 33 1
Tb exxemecayHo

TapuduumnpyeTca oTaeNbHO

CTOMMOCTb JOMOTHUTENBHBIX YCAYT NO OBHAPYKEHUIO
1 6nokunposaHuio ceTeBbIx aTak (Professional Services
WAF), exxemecauHo (24u)

TapuduumnpyeTca oTaeNbHO

Ycnyrn paclimMpeHHOU TeXHUYECKOM NOoALEepIKKH,
OKa3blBaemble NpW NMOAKAOYEHUU HOBbIX CEPBMCOB
3akasuuKa (Professional Services WAF)

TapuduumpyeTca oTaeNbHO

TexHuuecKkune xapakrepuctuku O6naka MapTtHepa:
6onee 1000 [6MT/c MaccMBHO NONOCHI MPOMYCKaHMSA - AeTePMUHMPOBaHHas obpaboTka IP-nakeTos 6e3 yctaHoBaeHUa TCP-

coeaAnHeHUA;

60nee 500 6MT/c aKTMBHOM NOAOCHI NPOMNYCKaHUA - KaxKaoe Bxoasauiee TCP-coegnHeHne obpabaTbiBaeTca M aHaM3NpyeTcs;
<5% NoHbIX cpabaTtbiBaHM B Npouecce oTparkeHna DDoS-aTaku;
Bpems 0by4YeHUA ceT OT MOMEHTa NOAKII0YEHNA HOBOTO 3aKa3unKa - MeHee 2 4acos:

B 33% cny4yaes - 40 4 MUHYT;
B 60% cny4yaes - OT 5 MUHYT 80 1 4aca;

Bpems cTapTa GMAbTPALLMM aTakM Ha «0bydeHHoM» Tpaduke — B 80% cnyyaes [0 2 MUHYT OT Hayana aTaky;

[06aBNeHHOE BpeMA 3aZePXKKU Npu NPOKCMpPOoBaHMKM Tpaduka - ot 0 go 100 mc. B cnyyae npokcuposanusa HTTP-Tpaduka B
cuNy ucnonb3oBaHua persistent HTTP-coeaMHeHWI C 3alLMLLAEMbIM CEPBUCOM BO3MOXEH MNPUPOCT CKOPOCTU paboTbl
33LUMLLAEMOTO CEPBUCA;

onuMoHanbHaa 6anaHCMPOBKA OYMULLEHHOTO TPaduKa MeXKAY IK3eMnaapaMu cepBuca 3aKasumMKa Ha OCHOBE aNrOPUTMOB:
primary-backup, round-robin, iphash, a Tak:Ke B GMKCMpPOBaHHbIX MPONOPLUAX;
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1.14.

1.15.

1.16.

2.1

® KO/IM4eCTBO 3alliulLaemMblX CepBnUCcoB 3aKasuymka - HeorpaHM4YeHHo.

[na nopkntodeHus K Yenyre 3akasunKy Heo6XoAMMO CaMOCTOATENBHO:

®  U3MeHWTb A-3anucb, COOTBETCTBYIOLLYHD AOMEHHOMY MMEHMW 3aliMLiaemoro cepsuca, B cBoeli DNS-30He, uTObbI OHa
YyKasblBana Ha BblaeneHHblt aToMmy cepsucy IP-agpec B Obnake MapTHepa (Qrator-IP), Ana OTKAOYEHUA HEobXoAUMO
BbINOJHUTL 0BpaTHOe AelcTBUE;

® HacTpouTb mexcetesol akpaH (firewall) ans 3anpeta xoxkaeHua TpadumKa Ha IP-agpec 3awmuLaemoro pecypca ¢ Ntobbix
BHELLHWX agpecoB, Kpome y3noB MNapTHepa;

®  HacTpouTb cepTUdUKaTbI 418 OUMCTKM WndpoBaHHOrO TpaduKa.

Ycnyrv AOCTYMHbI Kak ANa cepBUcoB 3aKkasuuka, GyHKLMOHMpYtowmx B O6aake Cloud, Tak 1 B CTOPOHHEN UHpPACTPYKType.

MNonb3yacb Ycnyramu, 3akasumnk NOATBEPKAAET, YTO JOMEHHbIE UMEHA, 18 KOTOPbIX NOAKAOYatoTCA YCayru, npuHaaneKart emy
Ha 3aKOHHOM OCHOBaHWK, NMBO OH AENCTBYET OT UMEHW U MO MOPYYEHMIO 3aKOHHbIX BNALENbLEB 3TUX AOMEHHbIX UMEH.

2. BA3BOAA ®YHKUMOHA/IbHOCTb U METPUKN YCNIYTU

DYHKLMOHANBbHOCTb U METPUKM Ycayr npeactasaeHbl B Tabnvuax 3 u 4.

Tabn. 3. NapameTpbl NpegocTaBasembix Ycnyr

T
HaumeHoBaHue Ycnyru apuduumpyemble XapaKTepuUCTUKU U METPUKU [onyctumble 3HaYeHUA
eAUHULbI
Tapud ABOHeHTCKas nnaTa no Tapudy Professional, Business, Corporate
3awwmLaembiii cepeuc [ononHuTenbHbl Qrator-1P oT 11 6onee
JleruTumHbIn Tpaduk cBepx ot 1 M6uT/c
BK/IlOYEHHOTO B Tapud
T”a‘;e;g’a”"a”e””a” ronoca  CBERX 1 10, 50, 100, 200, 300, 400, 500 M6UT/C
JleruTumHbIv Tpadumk
3awmra ot 60TOB ot 1 M6ut/c
MpeponnayeHHas nonoca 3almTbl OT
peA - 10, 50, 100, 200, 300, 400, 500 M6wT/c
60ToB
dunbtpauun HTTPS 6e3
bTPal . TonbKo Ha Tapudax Business, Corporate
MCMNO/Ib30BaHWUA NPUBATHBIX KtoYeln
3awmTta WebSocket (npokcuposaHue
TCP coeanHeHuin) Ha scex Tapudax
3awwra ot DDOS- MoakntoveHve no npotokony BGP
aTak (Qrator) OnUMM NOAKNIOYEHNA Mpamoe noKAIOYeHIe 5
CYLLECTBYOLLNIA CTbIK c
MHdpacTpyKkTypoi Ucnonuutens QDC TonbKo Ha Tapude Corporate
(Qrator Direct Connection)
BblaeneHHbIN nopt Ha
o0bopya0BaHUK
dunbTpauma Tpadurka no reo3oHam TonbKo Ha Tapude Corporate
AKTMBHaa npoBepKa AOCTYNHOCTU
OMNOJIHUTE/IbHbIE ONLMK .
A 4 nowaaok 3akas4nka TonbKo Ha Tapudax Business, Corporate
[octyn K API
He 6onee paByx anctpyumoB no
Banatciposka anroputmy Round-robin Ha scex Tapndax
oumLEeHHOro Tpaduka
mexay IP-agpecamu Qrator Load Balancing TonbKo Ha Tapudax Business, Corporate
OTKasoycToiuMBbIli DNS OTKaszoycToiumsblli DNS DNS10, DNS10+, DNS100, DNS100+
Tapud ABOHeHTCKana naata no tapudy Elementary, Advisory
3awnwaembiii cepsuc JononHuUTeNbHbIN cepsuc ot 11 6onee
3awwTa Beb- 7
, 5 J1IeruTumHbI Tpaduk cBepx or 1 M6uT/c
npunoxenui (Qrator) BK/IIOYEHHOr0 B Tapud
J1eruTMMHbIN Tpaduk MnenonnaTeHnan ohoca  cme
T;;) Vﬂ)a”" HEHHAA oA PX 1 10, 50, 100, 200, 300, 400, 500 M6uT/C

Tabn. 4. NapameTpsbl ycayrn «3awmta Be6-npunoskeHuii (Qrator)»
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HaumeHoBaHue ycnyr

Elementary Partner WAF

Advisory Partner WAF

OnucaHue ycayr no o6Hapy}XeHUto U 610KMPOBAHMIO CETEBbIX aTaK,
BK/IIOYEHHDIX B TapuHbIiA NnaH

BnoknposaHue aTak

BnokupytoTca oTaeNbHble BpeJoHOCHbIE 3aMpoChl U OTBETDI

Bo3mosKHble cnocobbl
obHapyKeHWA aTak

ATaku BbIABAIOTCA
cnocobamu:
BbiABAEeHMe aTak Ha ypOBHE NapameTpoB
HTTP npoTokona BHYTpW 3anpocoB u
0TBETOB

BbiABNEHME nNpuM3HaKOB aTak BHYTPU
B/IOXKEHHbIX [AaHHbIX NepefaBaemblX B
3anpocax

BbifBneHue nepebopHbIX aTak
(BkntovaeTcA no  3anpocy, eauHble
HaCTPOVKM 415 BCETO NMPUONKEHNSA)

caeayowmumm

ATaKM BbIABNAIOTCA CAeAyoWMMKU cnocobamu:

BbiABneHMe aTak Ha ypoBHe napameTtpos HTTP npoTtokona
BbisiBNIEHME NPU3HAKOB aTaK BHYTPU BOXKEHHbIX AAHHBIX,
nepeAaBaembiX Kak B 3anpocax, TaK 1 B OTBETax

BbiABNieHMe NpPU3HAKOB aTaK Ha YpPOBHE OTAE/bHbIX
NIOTUYECKUX AeNCTBUIA B MPUIOKEHUU C BO3MOXKHOCTHIO
(BKNOYaeTcA nNo  3anpocy, HacTpavMBaeTcA B paMKax
[OMNONHUTENBHBIX  YCAYTK no  obHapyXeHuio n
610KMPOBaHMIO CETEBbIX aTak).

BbiABNieHMe aTak Ha YypoOBHE  OTAENbHbIX  Ceccuit
nosnb3osaTeneil M KOHTPOAb aBTOpU3aLMM ANA PeCcypcos C
HU3KOM W CpefHEN HarpyKeHHOCTblo (BKAOYaeTcA no
3anpocy, HaCTPamnBaEeTCA B paMKax AOMNOJAHUTENbHbIX YCAYrU
no o6HapyKeHuto 1 610KMPOBAHMIO CETEBbIX aTakK).
BbiABNieHMe nepebOpHbIX aTaK Ha YpPOBHe OTAE/bHbIX
NOTUYECKUX  AelcTBUi  (BK/IouaeTca  nmo  3anpocy,
HacTpamMBaeTCcA B pPaMKax AOMONHWUTENbHBIX YCAYrM no
06HapyKeHUI0 U 6IOKMPOBAHMIO CETEBbIX aTak).

BbifiBNeHNe 6OT-aKTMBHOCTM (BKAlOYaeTcA Mo  3anpocy,
HacTpamMBaeTcA B pPaMKax AOMNOAHWUTENbHBIX YCAYrM no
06HapyKeHUI0 U 6IOKMPOBAHUIO CETEBbIX aTak)

XpaHeHWe JaHHbIX

CoxpaHstoTca cobbiTnA B6esonacHocTH, a
TaKXe BpeAOHOCHbIe 3anpocCbl 1 OTBETbI

CoxpaHAtTCA caesytolme AaHHble:

cobbiTna 6e3onacHoCTH,

BPeAOHOCHbIE 3aMpoChl U OTBETHI

NETUTUMHbIE 3aNpPOCbl U OTBETbI B pamKax NpuobpeTeHHOro
obbema XpaHuamw,a

BaYKHble noruyeckue AencTemn (orpaHuueHo
npuobpeTeHHbIM OBBEMOM XPaHWU/IULLA, BKAOYAETCA MO
3anpocy, HaCTPamMBaeTCA B PaMKax AOMNOAHUTENbHbIX YCAYTH
Nno 06HapYKEHWIO M 6I0KMPOBAHUIO CETEBbIX aTak)

Joctyn K uHTepdeicy
ynpasnenua SolidWall WAF

LocTyn K iM4HOMY KabuHeTy ¢ 6a30BbiM
byHKUMOHanoM. Moanepsunsatotcs
cnepytowye GyHKUUK:

[Jawbopasl MOHUTOPUHTa
OTob6pakeHue cobbiTnii 6esonacHoOCTH ¢
NoAAEPKKON rpynnmupoBKo

[octyn K AMYHOMY  KabuHeTy € paclIMpeHHbIM
dbyHKUMOHanom. MoaaepskusatoTea cneaytowme GpyHKUUM:
[aw6opAabl MOHUTOPUHTA

OTobpakeHne cobbiTuii 6e30macHOCTM C  NOAAEPIKKOM
rpynnupoBKoi

OTobpaeHwue }ypHana 3ab10KMPOBaHHbIX TPAH3AKLMIA

OTobpaxeHne KypHana BO3MOMKHOCTb ~ BK/IIOYEHUA/  BLIKAIOYEHWA  3alWTbl M
3a6/10KMPOBaHHbIX TPAH3AKLMIA NoAaBAEHUA NI0XKHbIX cpabaTbiBaHUN.
MpepocTasnexHmne He npeaycmoTpeHo B Tapude MNpepocTtasnaetca BO3MOXHOCTb MHTerpaumm c
BO3MOHOCTU MHTErpauum ncnonb3oBaHMem MmexaHusmoB SYSLOG wunm REST API
SolidWall WAF ¢ BHewwHUmu (BKkNtoYaeTcs no 3anpocy)
cMcTemamu
MpepocTasneHne MpepocTaBnaAlTCA  cneayowme  BUAbI MpefocTaBnAlTCA Cneayrowme BUabl OTYETOB:
aBTOMATU3MPOBAHHbIX OT4YeTOB: PerynapHble aBTOMaTM3MPOBaHHbIe OTYETbI (HacTpausatoTcA

oT4yeToB

PerynapHole aBTOMATM3MPOBAHHbIE
oT4YeTbl (HacTpamBaroTCA NO 3anpocy)
OfHOKpaTHble  aBTOMAaTU3MPOBaHHblE
oT4yeThbl (MPesoCcTaBaAATCA MO 3anpocy)

no 3anpocy)
OpHoKpaTHble aBTOMaTU3NPOBaHHbIE
(npesocTasnstoTca No 3anpocy)

OT4yeTbl

KoHcynbTpoBaHue
KnueHtoB no Bonpocam
ncnonb3osaHua Yeayr WAF

KoHcynbTMpoBaHue KnneHToB no
cneayoWMm Bonpocam:

ncnonb3osaHne 6a3osoro GpyHKUMOHanNa
NMYHOro KabuHeTa
pasbAcHeHMA no

3anpocam.

3a6ﬂOKVIpoBaHHbIM

KoHcynbTrpoBaHue KAMeHTOB No cieaytowmm Bonpocam:
ncnonb3oBaHWe 6a3oBoro GyHKUMOHaNA IMYHOTO KabuHeTa
pasbACHEHMA No 3abIOKMPOBAHHbBIM 3anpocam.

MHTErpauma C BHELWHUMW CUCTEMAMW C MCMOJIb30BaHWEM
mexaHunsmos SYSLOG wnnum REST API

Ycnyrm 6asoBoi
TEXHUYECKON NOAAEPIKKM,
OKasblBaemble npu
noAKAYeHUn HOBbIX
KnueHtos

Mpy  NOAKMIOYEHUU  OCYLLECTBAAIOTCA
cnepytoLye HaCTPOMKM (BbINOTHAOTCA €
NPUMEHEHNEM MALLUMHHOTO OByYeHNs):
HacTpoiika napameTpoB NnpoTokona
MoAaaBneHne NOXKHbIX cpabaTbiBaHU
dunbTpaLMA CTaTUYECKUX PecypcoB
nobanbHan HacTpoiika mogayns
NPOTMBOAENCTBUA NepebopHbIM aTakam
(no 3anpocy)

Mpun MOAK/IOYEHUN  OCYLLECTBAAOTCA cnepyouwme
HaCTPOMKKM (BLIMOMHAIOTCA C NPUMEHEHUEM MALLIMHHOTO
0byyeHus):

HacTpoiika napameTpos NpoToKonia
MopaBneHne NoXKHbIX cpabaTtbiBaHUi
duUnbTpauma CTaTUYECKUX PECYpPCoB
nobanbHas  HacTpoiika  moayns
nepe6opHbIM aTakam (o 3anpocy)
ABTOMaTU3MPOBAHHAA pPasMeTKa NOrMYeckux Aeictsuin (B
Lenax nofAaBneHus NOXKHbIX cpabaTbiBaHWMI)

[no6anbHan HaCTPOWKa MOAYNA KOHTPONA CECCUIA M 3aLLMUTLI
OT aTaK Ha aBTOpM3aumio (No 3anpocy M ecau He NpesbilleHa
L0NyCTUMan Harpyska)

npoTu BOAeﬁCTBMﬂ

CTpaHumua 6 us 7




3.1

4.1.

5.1.

5.1.1.

5.2.

5.2.1.

5.3.

5.3.1.

Ycnyru 6asoBoli
TEXHWYECKOW MNOAAEPIKKM,
OKasblBaemble B npolecce

MNoaaepkaHue paboTocnocobHOCTU U ycTpaHeHWe owmnbok B paboTte SolidWall WAF B uHdpactpyKType
3aKas3umKa;
O6HoBneHune Bepcuit SolidWall WAF B uHpacTpyKType 3aKas3uuKa;

3KCnyaTaumm Solidwall npepocTasneHne 3akasumnKy focTyna K uHtepdeiicy ynpasnenus SolidWall WAF ans ocywectsneHus nm
WAF CaMOCTOATE/IbHOM HACTPOMKMK, a TaKXKe KoHTpoas paboTtocnocob6HocTu SolidWall WAF;

npepocTaBneHne 3aKasumKky BO3MOXKHOCTH MHTerpauum SolidWall WAF ¢ BHewHUMM MHGOPMaLMOHHBIMK

cUCTEMaMM AN1A OCYLLECTBIEHUA UM CaMOCTOATE/IbHOM HAaCTPOIKK, a TaKXKe KOHTPOAA paboTocnocobHoCTH

SolidwWall WAF;

KoHcynbTMpoBaHKe 3aKka3yvKa no BONpocam 1 aiMUHUCTpupoBaHusa «SolidWall WAF»

[lononHutenbHble yciyru No o6Hapy:KeHnio U 610KUPOBaHUIO CETEBbIX aTaK
(Professional Services WAF)

Yenyru pacwmpeHHow TOHKas pyyHas HacTPOIKa MexaHU3MOB 3aLLMTblI NOJ, 0COBEHHOCTM MPUNOKeHUI KnneHTa, B TOM unche,
TEXHUYECKON MNOAAEPHKKM, KOPPEKTUPOBKA PE3y/IbTaTOB MALUMHHOIO OByYeHus.
OKasblBaemble npu MpoakTMBHOE pearMpoBaHuWe Ha KpUTUYHble COBbITUA WMHbOPMaLMOHHOW 6e30MacHOCTM Ha OcHoBe
NoAKNOYEHNUN HOBbIX COrIaCOBaHHbIX C 3aKa34YMKOM CLEHApUEB.

cepBMUCOB 3aKasumKka

MNepuoanyeckuii aHanus (ayanT) cobbITmin MHPOPMaLUMOHHOW 6E30MacHOCTU C Lesblo cbopa CTaTUCTUKM U

aHaNn3a MeHee KPUTUYHBIX COBbITUIA.

TexHWuyecKoe paccnefoBaHWe MHLUUAEHTOB MHGOPMALMOHHOM Be3onacHocTy.

Pa3paboTka aHaNUTUYECKMUX OTHETOB.

N3meHeHue dyHKUMoHanbHocTn SolidWall WAF (dopmbl 0TYETHOCTH, M3MeHeHUe cueHapueB paboTbl ¢
Nno/b30BaTe/IbCKUM UHTepdeincom).

WHTerpauma co CTOpOHHMMM CpeacTBamu 3akasumKa (SIEM, «TukeTHble» cuctemsl, CMC-nHbopmuposaHue
nT.Nn).

AHanu3 3alWMLLEHHOCTM CEPBMCOB 3aKasuuka (TeCTMpOBaHWE HAa MPOHWKHOBEHWE, aHa/M3 UCXOLHOrO
Koaa).

KoHcynbTpoBaHue 3aka3umka no obwym Bompocam 3aluTbl BeBG-NPWUIOKEHWUI, B TOM 4ucne — no
NpaKTMKam 6e30nacHOro KoAMpPoBaHWSA

3. TAPUOUKALUA YCNYTU
CraTnyeckan Tapudukauma (Allocation).
4. OrPAHMUYEHUA

TexHuuyeckue acnekTbl paboTbl cuctembl GunbTpaLmm TpaduKa, 3a HecobaogeHne KOTOpbIX MCNonHUTeNb He OTBEYaEeT, U Npu
Hecob/loAeHUN KOTOPbIX MCNONHUTEND HE MOMKET rapaHTMpoBaTb obecneyeHWe 3asB/IEHHOTO YPOBHsA KayecTBa YCAyr no
dunbTpaymm TpaduKa:

e ana ueneit unbTpaumm TpaduKa npegnonaraeTca, YTo AaHHble U3 ceTn MHTepHeT nepesatoTca He HenocpeaCcTBeHHO Ha
IP-agpec cepsepa nan BUPTyasibHOM MaLLMHbI 3aKa3umKa, a Ha agpec, umetowmin FQDN cepBepa Uav BUPTYaibHOM MaLUMHbI
3aKas3uukKa;

e BC/ly4ae, eCI CEPBEP UM BUPTYaNbHAA MallMHa 3aKa3unKa, AnA obecneyeHuns ctabunbHoOCcTH U 6ecnepebonHOCTM paboTbl
KOTOPOro MOAK/OYEHbI yCayrM no ¢unbTpauumn Tpaduka, byaet cnocobeH NpMHMMATL BXOAAWMA TPadUK OT NtobbIX
cepBepoB B ceTM MHTepHeT, McnonHUTeNb He MOXKET rapaHTMpOBaTb OKasaHWe ycayru no ¢unbTpauuun TpaduKka B
3anpawmnsaemom obbeme L0 MOMEHTA NoHOrO o6HoBAeHMA DNS-3anuceit 06 agpecax cepBepoB 3alUULLAEMbIX JOMEHOB
BO Bcel ceTu MHTepHeT;

®  [NA UCKAOYEHUA cUTyauum obpaboTkM cepBepom 3aKa3uMKa BpeAOHOCHOro Bxogsliero TpaduKa Ha cepsepe wau B
TeHaHTe 3aKa3uyMKa 40/KeH BbITb BKNOUEH UMM pPa3BeEPHYT mexceTeBoi akpaH (firewall), 61okupytowmii ntoboii BxogAawmi
TpaduK, KPOMe BXOAALLLEro TpaduKa ¢ KOHKPETHOro cepsepa UcnoaHutens;”

® [N CHWKEHMA KOoAuyecTBa BpeAoHOCHOro TpaduKa, 610KMpyemoro mexceteBbiM 3KpaHom (firewall) 3akasuuka, a
COOTBETCTBEHHO, [/ CHWXKEHWA HarpyskM Ha CepBep WAW BUPTYaNbHYlO MalMHY 3aKasuuka, 3aKasumk ob6s3aH
NPeanpUHATL Mepbl MO COKPbITUIO (HepasrnaleHno) GpakTuyeckux IP-agpecoB cepBepoB U BMPTYaNbHbIX MALUWH, A5
KOTOpbIX ocyLecTsaseTca ¢puabTpauma Tpadumka.

5. WHbIE YCNTI0BUA, NTPUMEHUMDIE K YCNTYTAM

B0o3MO3KHble BUAbI MOAKNOYEHUA / U3MEHEHUA / OTKAOUYEHUA YCayr:
MocpepcTtBOM nognucaHma 3akasa.

B0O3MOXHbIV NOPAAOK pacyéTos no Ycayram:
MoctonnaTa.

Bo3morKHble cnocobbl onaatbl / nopagoK nonosnHeHua banaHca:
OnnaTta B 6e3HaNINYHOM nopAgKe Ha OCHOBaHWW BbICTaBNEHHOrO McnonHuTenem cyéra.

4 o ~ .
B cnyyae 3awmTbl BUPTYaNbHOM MaLUMHbI, Pa3MeLL,aemMoii B TeHaHTe 3aka3umka Ha 6ase MHGPaCTPYKTypbl, B KaYecTBe COOTBETCTBYIOLLErO MexceTeBoro akpaHa (firewall) moxer
6bITb MCMNOJ/Ib30BAH M COOTBETCTBYOLMM 06pasom HacTpoeH Edge Gateway.
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