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COIMALLEHWE OB YPOBHE NMPEAOOCTAB/IEHNA YCNYTU
«THREAT DETECTION AND RESPONSE» («TDR»)

1. APEAMET COMNALLEHNA

Hactoawee CornaweHue 06 ypoBHe npepgocTaBaeHun ycnyr (aanee — CornaweHune) ABAseTcAa AOKYMEHTOM, GUKCUMPYIOLW MM
[octynHocTb Ycnyru, a TakKe Lienesble KOIMYEeCTBEHHbIE U KaYeCTBEHHbIE XapaKTePUCTUKU NpeaocTaBaeHusa Yeayru.

Ycnyra npegoctasnsetca B cotpyaHuyectee ¢ OOO «besonacHas uHdopmauuoHHas cpega» (OO0 «BWU3oH», panee —
«MapTHep»).

B3aumopgeiicteme LeHTpa MoHuTOpuHra MapTtHepa (BI.ZONE SOC) u UcnonHuTena BkaovaeT B cebs peructpaumio 3asBok o
HEeCcooTBETCTBMU NpeaocTaBAfsemMblX YyCayr Tpebyembim napameTpam KayecTBa, OpraHM3aLMio npouecca BOCCTaHOBAEHUA
cepBuca, B3aumMHoe MHGOPMMpPOBaHME OTBETCTBEHHbIX PYKOBOAMTE/IE KOMNAHWI O XOA4e peLleHUA BOMpPOCOB, CBA3AHHbIX C
BOCCTaHOB/IEHNEM Tpebyemoro KayecTsa cepsuca.

2. NPOLEAYPA B3AUMOJENCTBUA CTOPOH MPU BbIIBNEHUU UHUMAEHTOB UB

Moa pearnpoBaHnem Ha MHLMAEHT UB noapasymeBaeTca CTPYKTYPMPOBAHHAA COBOKYMHOCTb AencTBuit CTOPOH, HanpasieHHas

Ha yCTaHOBAEHMWE AeTaneil MHUMAEHTA, MUHMMM3ALMIO yilepba OT MHUMAEHTa U NpefoTBpalleHne NOBTOPEHUA MOA06HOro

WMHUMAeHTa UB B byayliem.

[encTeus no BbiABAEHUIO MHLMAEHTOB UB 1 pearnpoBaHmIo Ha HUX, @ TaKXKe UX O4epeHOCTb NpeacTaBieHbl B Tabauue 1.
Tabn.1. Mpoueaypa pearmpoBaHua Ha MHuuaeHT UB

Ne 3apgauun OTBEeTCTBEHHbI Bpems
peakuuu

1 MOHUTOPUHT 1 aHanu3 cobbiTnii Ub
B pamMKax MOHWUTOPWHIa U aHanu3a cobbiTnit Ub NponsBoAMTCA aHaU3
cpabaTbiBaHU  MpaBUN  aBTOMATUYECKOrO  BbIABNEHUA  Yrpos,

BblaeneHne Ha b6ase HWX NOTEHUMaNbHbIX WHUMAeHToB UB n wux
nepsuyHas oLeHKa Ha nNpeameT  JIOXKHOMONOKUTENbHbIX

11 cpabaTtbiBaHWUi. MHLMAEHTbI MOTYT BbITb OXapaKTEPU30BaHbI KaK: ARAMTHK st 1—2 B ZONE SOC CornacHo
® FP (noxHoe cpabatbiBaHue); Tabnuue 3
e TP (noartBepskaeHHbIN MHUMAEHT UB).

B xone paboTbl XapaKTep MHUMAEHTA MOXKET bbiTb M3MEHEH Kak Ha
OCHOBaHUM WHbOpMaLmMM OT 3aKa3uMKa, TaK M HA OCHOBaHWUU
IKCMEPTHOro MHeHuA MNapTHepa.

2 AHanus nHunpentos Ub

21 AHann3 noTeHunanbHbIX VlHLI,VI,CI,EHTOB Wb, oueHKa nx NpMopuTeTOB 1 AHAAMTUK MW 12 BI.ZONE SOC CornacHo
BbIpabOTKa peKOMeHAaLmii N0 NepBUYHOMY PearnpoBaHuio Tabavue 3

3 OnoselueHue 3aKa3umnKa 06 uHumaeHte b
®ukcauma umHUmMpeHta UB B yyeTHOW cucteme [lapTHepa nyTem
3aMO/IHEHUA KapTOYKM WHUMAEHTa. YBegomseHue 3akasuvka 06
MHUMAEHTE MOXeT ObiTb OCYWeCTBAeHO OAHVMM U3  CheaytoLmx
cnocobom KOMMYHMKaLUK:

MouToBOE YBEAOMAEHME:

1. B Teme NnncbMa cofepiKaTca caeaytolme 3Ha4eHna:

®  VaeHTOMKaTOP MHGOPMALMOHHON CUCTEMbI, B OTHOLIEHWUMU
KOTOPOI1 6bin 3adUKCUPOBAH UHLUAEHT.

e Homep MHUMAEHTa, MPUCBOEHHbLIA  YY4EeTHOM  cUCTEMOW
MCNONHUTENA:

e [lpuopwurer.

® HasBaHuWe MHUnMaeHTa.

2. B Tene nucbma, B KapTOYKe MWHUMAEHTA MOrMyT COAepKaTbCa

cnepylowme faHHble:

31 O6wan nrdopmauus 06 nHumaenTe UB: AHANWUTUK KK 1-3 CornacHo
® Bpems peructpauun B dopmare UTC; BI.ZONE SOC Tabnnue 3
®  npuopuTeT;
®  TeKyLMIA CTaTyC U KOMMEHTapUIA K Hemy.

CsosHaa nHbopmauma:

®  CMUCOK 3aTPOHYTbIX XOCTOB W aKTUBHbIX YYETHbIX 3anucelt B HUX Ha
MOMEHT  WMHUMAEHTa (NpWM  ycnoBUM  AOCTYMHOCTM  3TOM
nHbopmaumm);

®  Ccnucok 06HapyXeHHbIX MHAMKATOPOB KomnpomeTaLuum
(Hanpumep, xew-cymma daina, uma daiina, agpec C&C-cepsepa,
accouMMpOoBaHHbIe JOMEHHbIe UMeHa U Ap.);

®  peneBaHTHble MHUMAEHTY TEXHWUKM U TakTUKKM MITRE ATT&CK;

e cpaboTaBluMe NpaBuaa aBTOMATUYECKOTO BbIABNEHWA Yrpo3, Ha
6ase KoTopbiX 06HAPYXKEH MHUMAEHT;

® CCbIIKMW Ha [AononHuTenbHble alinbl, NpUKNaabiBaemble K
MHUMAEHTY.
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MNoapobHaa nibopmauusa:

®  onucaHue UHUMAEHTa;

® timeline nHUMAEHT];

® 0630p TEKYLEro W MOTEHUMANbHOMO B/AUSHUA WMHLUMAEHTA Ha
MHPaACTPYKTYpy 3aKa3uuka;

®  npoyan MHPopmaums.

PekomeHaauun:

MepBoouepeaHble aenctens, KoTopble noapasymeBsatot

NOATBEPNKAEHNE NEerMTUMHOCTU/HENETMTUMHOCTU UHUMaeHToB WB.

Take peKomeHAauuW, KoTopble Heobxoaumo npeanpuHATL ANAA

npegoTepaLeHna nHuMaeHTa Ub unv MMHMMM3aumm ero NocAeacTeui,

M KOTOpble He MOryT ObiTb  BbINOAHEHbl  WMcnonHutenem

CaMOCTOATENbHO B paMKax aKTMBHOMO pearnposaHua. 3anpoc

[0MNoNHUTENbHOM MHPOPMaLMK, KoTopana TpebyeTca oT 3akasuuKa ans

nposegeHna NUcnonHutenem JanbHeiwero aHanvsa uHumaeHTa Ub, n

KOTOpas He MOXKeT BbITb Noay4eHa UCNonHWTeNleM CaMOCTOATENbHO B

paMKax aKTMBHOIO pearMpoBaHus.

KapTouKka nHuuaeHTa Ha BI.ZONE SOC Portal

KapTouka MHUMAEHTa AOCTYNHA B IMYHOM KabuHeTe 3aKasuuka.

MpepocraBneHne 3akasumkom obpaTHo cBA3U No MHUMAEHTY Ub

4.1

Mocne nonyyeHwWs nUcbMa COTPYAHWMK 3akasumKa OGepeT AaHHbIV
WHUMAEHT B paboTy M, no wrtoram paboTbl C WMHUMAEHTOM,
npepoctaBnAeT obpaTHylo CBA3b, a WMEHHO — NoATBepXAaeT
NErMTUMHOCTb/HENIETMTUMHOCTL ~ J@HHOMO  MHUMAEHTA, a  Takxke
BbINOJIHAET COrNacoBaHWe chopmupoBaHHoro McnonHutenem nniaHa
aKTMBHOTO pearnpoBaHuA (ecan 3To cornacoBaHue Heobxoaumo). B
c/lydae  HENEeruTUMHOCTM  OMWUCLIBAET  Pe3yNbTaTbl  BbIMOJHEHUA
peKomeHAaLmMIi 1 CBOE pelleHne B OTHOLIEHUU Npeaiaraemoro naaHa
aKTMBHOTO pearMpoBaHusa [lapTHepa B OTBETHOM NWUCbMe WM
KommeHTapuem B SOC Portal.

UcnonHutenso

CornacHo
Tabaunue 3

2.3. Ona kaxporo MHunaeHTa B HasHavaeTca npuopuTeT cornacHo Tabauue 2 n Kateropua cornacHo Tabauue 4. PearnpoBaHue Ha
MHumaeHTbl UB ocywwecTBnseTca B COOTBETCTBUM C BpEMEHHbIMU XapaKTepUCTUKAMM, onpeaenéHHbiMu B Tabaumue 1.

Tabn.2. MpuopwuTeTbl UHUMAEHTA UB

Mpuopurer OnucaHue npuoputeTa MHUMAeHTa b Mpumep
VHLUMAEHT, NPUBOAALLMIA K KOMMNPOMETaLMKN 60/1bLIOro KoANYecTsa .
TapreTMpoBaHHaA aTaka, B pamkax KoTopoi bbina
. 3aLMLLIAEMBIX PECYPCOB B pe3y/ibTaTe Yero 3akasumky MoXKeT 6biTb
Kputnueckuit o CKOMMNPOMETMPOBaHa yyeTHas 3anuco
HaHECEH CYLLECTBEHHbIN yllepb, WM Ke WHUMAEHT HOCUT
o aAMUHWCTPaTOPa AOMEHA
TapreTMpoBaHHbIN XapaKkTep
VNHLUMAEHT, NPUBOAALLMIA K BOSMOXHOCTU UK CO3[aHUIO YCI0BUIA | AKTUBHOCTb BPEAOHOCHOrO nporpammHoro
BorcoKuii 08 KOMNPOMETaLuMM  3allMIL@eMbIX  pecypcoB  3akasuuka. | obecneyeHus, He AeTeKTUpyemoro
3n10HamepeHHas  aKTMBHOCTb  He  Obina  3abnokupoBaHa | MCMONb3yeMbIMM  CPeAcTBaMWM  aHTUMBMPYCHOM
npeseHTMBHbIMYK C3U. EEIMAL
VMHUMAEHT, KOTOPbIM B JAaHHbIM MOMEHT He npuMBOAMT K | YcmewHas aKcnjayatauus yassumocTv 6paysepa c
HeA0CTYNHOCTY 3aLLMLLIAEMbIX PECYPCOB 3aKa3umKa, Ho B Byayliem | nocreaylowein  MOnbITKOW — 3apa)keHWA  xocTa
CpeaHnii C BbICOKOW CTENEHbI0 BEPOATHOCTU MOXKET BbI3BaTb MHUMAEHT C | BPEAOHOCHbBIM NPOrpamMmHbiM  obecneyeHvem,
60n1ee BbICOKMM NPUOPUTETOM. 3/1I0HAMEPEHHANA aKTUBHOCTb bblna | 3ab10KMpPOBaHHaA  CPeACTBAaMM  aHTUBMPYCHOM
/I0KaNn30BaHa v 3a610KMpoBaHa npesBeHTUBHbIMU C3U 3aLMThI
VMHLUMAEHT, B pamKax KOTOporo 3aKkasuuKy He 6bl1o HaHeceHo | MaeHTUOUUMpOBaHHbIE noTeHuManbHble
Huzkuin Kakoro-nmbo yuwepba. Ocywectsnanca cbop HMHPOpPmauuMn o | HexkenatenbHble nporpammbl — Adware, Riskware,
CMCTEME B paMKax UMeroLWMXca Npas AoCcTyna not-a-virus uT. 4
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Tabn. 3. Lenesble NoKasaTeM ypoBHA NPeA0CTaBAeHUA YAy « MOHUTOPUHT MHUMAEHTOB UB»

Ne MokasaTens Npuoputer Bpems sbinonHeHus Ta6ens Bpems peakuunu 3akasumKka Ha
nokasarena* 3anpocbl MapTHepa
1 — Kputunueckuii [0 15 muHyT 24x7 He npyumeHumo
O6HapyxeHue 2 — BbICOKMI [0 15 muHyT 24x7 He npumeHnumo
1 MHUMAEHTA nb,
' peructpaums
“HunaeHTa Nb 3 — CpeaHuit [0 15 muHyT 24x7 He npumeHnmo
4 — Huskui [0 60 muHyT 24x7 He npumeHumo
1 — KpuTuueckui [0 60 MmuHyT 24x7 He npumeHumo
Mocne  peructpaummn
MHUMAEHTA nb
MapTHep nposoAuT
NPOBEPKY  JIOXHOTO 2 — BbICOKMIA [0 60 muHyT 24x7 He npumeHnumo
) cpabatbiBaHuMA "
' KaTeropuposaHue
MHUWAEHTa, 3 — CpegHuin [0 180 muHyT 24x7 He npumeHumo
ysegomnaet
3aKkasuuka 06
nHupngeHte b .
4 — Huskumn [o 280 muHyT 24x7 He npumeHumo
o 3
1 — Kputnyeckuin faca ¢ MomeHTa 24x7 [0 60 MUHYT
perucTpauum
MpegocTasnenve 5 — Buicokwii 8 4yacoB € MOMeHTa 24x7 He npumeHUmo
nepBUYHbIX perucrpaummn
3. pekomeHaaLmi no
VHUMAEHTY ne . 16 uyacoB C MOMeHTa
3aKasumky 3 — CpegHui pervcTpaLym 24x7 He npumeHumo
. 30 yaca ¢ MOMeHTa
4 — Huskun 24x7 He npumeHumo
perucTpauum
1 — KpuTuueckui He npumeHumo 24x7 He npumeHumo
Bpemsa Ha
paccnefosatune 2 — BbicOKMiA He npumeHumo 24x7 He npumeHumo
vHumaeHta Wb  m
4. aHanusa YKYpPHanos
cobbIThiA,
NPeAoCTaBAEHHbIX 3 — CpefHui He npumeHumo 8x5 He npumeHumo
3aKasumkom lMapTHepy
4 — Huskui He npyumenumo 8x5 He npyumenumo
NHumnpeHTobl .
5. OTCYTCTBIA COBITMI* * 3 — CpegHuit He npumeHnmo 8x5 8x5
SLA Ha wucnosHeHune
6. nokasarteneit (nn. 1- 99%
5)***

* Cpok paKTUUeCKoro BOCCTaHOBAEHUA U pelleHna MHumaeHTa B oTcumMTbIBaETCA C MOMEHTA NOYYEHUA 3anpoca 3aKa3uMKoM yBeNnuMBaeTcs, B
Cnyyasx, Korga ANA BOCCTaHOBAeHMA M\WMAW ycTpaHewua WMHuupaeHTa UB Tpebyetca dopmupoBaHMe 3ampoca B TEXHUYECKYIO MOAAEPIKKY
Npon3BOAUTENA NPOrPAaMMHOro obecneyeHums, ecav Npy okasaHum Yeayrv Ucnonb3yeTtcs NporpamMmmHoe obecneyeHne TpeTbux nL, (TPETbA NNHUA
TEXHUYECKOW NoaaepiKu) n\unm TpebyeTcs LONOAHUTENbHAA MHPOPMALLWA OT 3aKkaszumka. B gaHHoOM ciyvae MHumnaeHT UB nepeBoauTeA B cTaTyc
«OKmnaaHWe» 40 MOMEHTa pelleHus 3anpoca TpeTbeil IMHUEH TeXHUYEeCKoW NoaAepKKU u/uan UcnonHutenem.
** Peakuus NpesnoaaraeTca AN UCTOYHUKOB COBbITUIA, COrNAacOBaHHBIX MO NOYTe C YNONHOMOYEHHbIM NpeAcTaBUTeNem 3aKkasumka.

*** 99% 3aABOK b6yAET BbINONHEHO B COOTBETCTBUM C BPEMEHHbIMU NOKasaTenamu, 1% MoKeT 6biTb PeLleH C yBEIMYEHHBIM BPEMEHEM PeaKLmm
MNapTHepa.
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2.4.

Tabn.4. Kateropus nHunaeHTa b

Unauthorized Access/Compromised

MHUMAEHTDI, CBA3aHHble c HeaBTOPU30BAHHbIM nosyyeHvem dun3mnyeckoro/nornyeckoro goctyn K 3awmaemon
cetn/cucteme/NpUNOKEHNIO/LaHHbIM).

Scans/Probes/Attempted Access

MHUMAEHTbI, CBA3aHHbIE C aKTMBHOCTbIO, HAMNpPaB/NIEHHOM Ha MOJlyYeHUe CBEAEHWUM O AOCTYMHbIX XOCTaxX, OTKPbITbIX MOPTaX, yA3BMMOCTAX,
yctaHoBieHHOM MO M/AM WMHbIX CBEAEHWMI O LeneBom O6beKkTe, KoTopble MOryT 6biTb MCMO/Ib30BaHbl HapylwuTenem A AanbHenwero
NAaHMPOBAHWUA N PA3BUTUA aTaKW.

Brute Force

MNHUMAEHTbI, CBA3AHHbIE C YCNELWHbIMW U HEYCMELIHbIMUW NONbITKAMU no,qﬁopa naponet‘/'l B 3alluuliaemble CUCTEMDI.

Vulnerability

MHUMAEHTbI, CBA3AHHbIE C YCMeWHOW JKCnyaTaumein ya3BUMOCTEN, a TaKKe BbisiBNeHMeM (C MCMO/b30BaHMEM CKaHepoB, aHanus Koaa, Bug
Bounty ¥ T.M.) KPWUTMYHBbIX YA3BMMOCTEN (YA3BMMOCTEW peasnn3auuu), IKCMAyaTauma KOTOPbIX MOMKET MPWMBECTM K peanusaumu yrpos
MHOGOPMaUMOHHON 6e30MacHOCTM (HECAHKLMOHMPOBaHHbIN AOCTYN, yTedKa KOHOMAEHUMANbHOM MHOOPMaLMKM, HECAHKLMOHMPOBaHHbIE
[OEHeXHble nepesoabl U T.4.).

Defacement/Data Manipulation

MHUMAEHTbI, CBA3AHHbIE C HENETMTUMHbBIM U3MEHEHMEM COAEPKMMOTO 3aLumiaemoro pecypca (WEB-cait, dainibl, 6a3bl AaHHbBIX).

Data Leak

MHUMAEeHTbI, CBA3aHHbIE C MOTEHUMANbHbIMK yTeYKaMu 3aliuaemoit nHpopmauum (konmposaHue $aitnoB Ha NOAKNIOHAEMble HOCUTENM,
BbIrpy3Ka BHYTPEHHMX 633 AaHHbIX UK 633 3HAHWIA, OTNpaBKa KOHOWUAEHLMANbHON MHOOPMALMK MO SNEKTPOHHOMN NOYTE U T. N.).

Malware

MHLUMAEHTbI, CBA3AHHbIE C aKTUBHOCTbIO BPEAOHOCHOrO MPOrpammMHOro obecnedyeHus (Hanpumep, 3anyck WMGPOBaNbLUMKA, NPONUCLIBaHKE B
aBTO3arpysKy TposHa U T. 1.).

Malware C&C Communication

MHUMAEHTbI, CBA3AHHbIE C BbisiBIEHUEM B3aUMOAENCTBUA XOCTOB 3aLUMLLAaEMOI MHOPACTPYKTYPbI C U3BECTHLIMU KOMAaHAHbIMU LLeHTpaMu 60THET
ceTel.

Malicious Host

MHUMAEHTbI, CBA3aHHbIE C AOCTYNMOM K pecypcam, BbiMONHAIWMM pacnpocTpaHeHue BpegoHocHoro MO (McKNoYas M3BeCTHble KOMaHAHble
LeHTpbl 6OTHET ceTeit), 1MBO CBA3aHHbIE HENOCPEeACTBEHHO C pa3melLeHnemM B CeTU M HTepHET TaKOBbIX Pecypcos.

Phishing

MHUMAaeHTbI, cBA3aHHble ¢ MHbOPMaLMel, BBoAALLEH Noab3oBaTenei 3almiiaemblx UHGOPMALMOHHBIX cUCTeM B 3ab/1yKAeHUe OTHOCUTEIbHO
NPUHAANEKHOCTU MHGOPMALIMK, PACTPOCTPAHAEMOI NOCPEACTBOM ceTU MHTepHET/3NeKTPOHHOM NOYTbI, BCIEACTBUE CXOACTBA AOMEHHbBIX UMEH,
0hOPMIEHUA UNN COAEPIKAHNA.

Spam

MHUMAEHTbI, CBA3aHHbIE C PacnpoCcTpaHeHWeM He3anpallMBaemMoi 31eKTPOHHOW NOYTbI, HocALLEN MHPOPMATUBHbIN/peKNaMHbI 1 XapaKTep.

Prohibited Content

MHUMOEHTbI, CBA3aHHbIe C pa3melleHnem B ceTu MHTepHeT 3anpeLeHHOro KOHTEHTa; NCNO0b30BaHNEM HennueH3noHHoro MO, npumeHeHnem
cpeacts oﬁxo,qa JINUEH3UOHHbIX OFpaHMHeHMVI.

Social Engineering

MHUMAEHTbI, CBA3aHHbIE C NOBYXKAEHWEM NO/b30BaTENEN 3almLLaemMoi MHGOPMALIMOHHOM CUCTEMBI K COBEPLUEHUIO AeWCTBUIA (NyTEéM 06 MaHa
WUAN 3710ynoTpebneHna Aosepuem), HanpaBAEHHbIX HA AOCTUNKEHWE Uenei HapywuTena (ocylecTBneHVe onepaumini No NnepeBoay AEHEXHbIX
CpPe/CcTB, Nepexos no BPeOHOCHOM CCbl/Ke, pasrialleHne naposibHOM MHGOPMaLMU U T. N.).

Improper Usage

MHUMAEHTbI, CBA3AHHbIE C HapyLWeHWAMKU TpeboBaHU NONUTUK/pernameHToB/MHCTPYKUMIA UB (Hanpumep, focTyn B UHTepHeT B 06x0f, proxy,
ucnonb3osaHue TOR, nogknoyeHune K nybandHbim Wi-Fi ceTam, ncnonb3oBaHue Y3 JOMEHHOTO aAMUHUCTPATOPa Ha 3anpeL,éHHOM XOCTe U T. .).

Traffic Hijacking

MHUMAEHTbI, CBA3AHHbIE C aTaKaMy, HanpaB/AEHHbIMU HA U3MEHEHWE MapWpPYTHO-aapecHon nHpopmaumum (BGP Hijacking, Route Injectionn T. n.).

Misconfiguration

MHUMAEHTbI, CBA3aHHbIE C OlWKNBKaMM B paboTe M HACTPOMKe CPeACTB 3aLmTbl UHGOPMALIUM, KOMMOHEHTOB MHPPACTPYKTYPbI.

Suspicious Process Activity

MHUMAaEeHTbI, CBA3AHHbIE C I'IO,CI,03pMTelleOI7I AKTUBHOCTbIO NErMTUMHbIX NpoLeccoB OﬂepaLl,MOHHOI‘;I CUCTEMDI.

3aKas3uMKy NpenocTaBaseTca BO3MOXKHOCTb OTMNPaB/IATb 3aNpOChbl COMIACHO MOKAa3aTenAaMm, yKasaHHbIM B Tabavue 5. [na storo
UcnonHuTens AoNKeH OTNPABUTb 3aNpOC Ha 3/1IEKTPOHHbIN aapec soc@bi.zone ¢ ykasaHMemM naeHTUdUKaTopa B Teme NUCbMa B
dopmate nnm 3aBectu 3asaBky B BI.ZONE SOC Portal:

e Tema nucbma: MaeHTndurKatop (NpesocTaBUT cepBuc-meHeakep MapTHepa), KpaTKan CyTb 3aNpoca;

e Teno nucbma: MoppobHOe onucaHue 3anpoca, NPMOPUTET 3anpoca.

Tabn. 5. Lienesble noKkasaTenv NPoOBEAEHUA U3MEHEHMI B MecsL,

Ne Mokasatenb Kon-Bo o6pawieHumii

3anABKM, CBA3@HHbIE C MW3MEHeHWemM KoHourypauum Ycayrm
1. 3anpoc Ha U3meHeHue (nobasneHne/ypaneHve uctouHuka cobbituit UMb, agantauus He 6onee 8
cueHapws, Bblgaya Y3 8 SOC Portal)

3aABKM, CBA3AHHbIE C KOHCY/IbTaLMOHHbIMM BONpOCamu, no Ycayrun

(Bonpocbl no pa6ote ¢ SOC Portal, Bonpocbl No 4orosopy 1 T. n.) He Gonee 4

2. NHpopMaLMOHHbIV 3anpoc
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2.5.

2.6.

Ne Mokasatenb Kon-Bo o6pauieHnii
3anABKa, cBA3aHHaA C nogo3peHuMemM 3aKasumka Ha UHumpeHt UB.
M3HavanbHO [JaHHOMY 0OpalLeHno NPUCBAMBAETCA «HUBKMIA»
MNopo3speHne Ha UMHUmaeHT npuoputeT. lpn HeObXOAMMOCTU 3aKa3uMK MOXKET MOBbICUTL
3. AO3P LA pnop P A He orpaHuuyeHo
nb npuopurer.
Pabota no pgaHHOMy TuMy 3anpoca BefeTcA B COOTBETCTBUM C
Tabavuen 1.
Tabn.6. Llenesble NokasaTenn ypoBHA NpeaocTaBneHns Ycayr
Ne Bpems nu
- p peakuum UcnonHutens
MNokasartenb Bpems peakuun MaptHepa
n/n Ha 3anpocbl MapTHepa
PearvpoBaHwue Ha 3anpoc
1 P P He 6onee 10 paboumnx Yacos He NPUMEHUMO
Ha U3meHeHune
BbinonHeHWe 3anpocos
2. P He 6onee 90 pabounx yacos He NPMMEHNMO
Ha U3MeHeHune
PearnpoBaHue Ha
3. P . He 6onee 10 pabounx 4acos He NPYMEHUMO
MHPOPMALMOHHbIN 3anpoc
BbinonHeHune
4. MHGOPMALMOHHbIX He 6onee 90 paboumnx yacos He NpMMeHUMOo
3anpocos

* Yyem epemeHU 8birOAHEHUA 3anpoca MpuoCMaHaenueaemcs, ecau 06cmoamenscmead, eAuAWUe Ha 3Mo 8pemMs, Hax00AMCsA 8He 30HbI

omeemcmeeHHocmu TapmHepa.

Mocne nonyyeHus oTBeTa Ha obpalleHmMe 3aKa3umK NPOBepPSAET Ka4YeCcTBO UCMOTHEHUA U NOATBEPKAAET pelleHure. B ciydyae, ecnu
3aKa3uuK He noaTBepamn peleHune B TedeHune 21 ([Baguatv ogHoro) paboyero gHA, obpalleHme cYUTAeTCa BbIMOAHEHHbIM U

ABTOMATUYECKUM 3aKpbliBaeTCA.

M3HEHHbIM LUK MHUNOEHTOB M 06paLleHnit.
B npoLiecce CBOEro }XU3HEHHOTO LMKAa UHLUMAEHT U 06paLlleHne OHM MOFYT HAaXOAMUTbCA B CAEAYIOLLMX, CTAaTyCaX, aKTyabHOCTb
KOTOPbIX MOXHO oTcneauTb B JIK SOC Portal u/vam yTouHWUTL aHAIMTUKOB 1-i AnHUW.

Tabn.7. CtaTyc MHUMAEHTOB 1 06paLLeHni

Craryc

OnucaHue CcTaTyca

Waiting for support
(HasHaueH)

— MHUMAEHT HaxoamuTtca B pabote y MapTHepa.

Waiting for customer/Pending
(B oxKungaHum)

— pelueHune MHUMAEHTA NPUOCTAHOBAEHO MO OAHOMN U3 CNeAYIOWMX NPUUMH:
®  [nA peleHus TpebyeTca A0NONHUTENbHAA MHOOPMALMA OT 3aKa3uuKa;
®  33pEerncTpupoBaH 3anpoc B CAYXK6Y TEXHUYECKON NOAAEPIKKM NpousBoAnUTENs 06OpyA0BaHMA,
YYacTBYIOLLErO B OKasaHuu Ycyru;
®  BO3HWK/M Apyrve 06CTOATeNbCTBA, KOTOPbIE HAXOAATCA BHE 30HbI OTBETCTBEHHOCTU apTHepa.
YueTt BpemeHu pelleHua MHUUAEHTa HAa faHHOM 3Tane NpPUOCTaHaBINBAETCA.

Completed
(PeweH)

— M0 3aperncTpMpoBaHHOMY MHLUMAEHTY UaK obpalleHuto:
®  BbIpaboTaHbl HEOBXOAVMMbIE MEpPbI MO PELLEHWIO;
® npefocTaB/eHbl peKoMeHZauuu No HeWTpanusauum yrposbl UB, nocnykuslein npuymnHon
MHUMAEHTA;
®  yCTaHOBNEHO, 41O 3KCMAyaTaLMOHHble XapaKTepUCTUKK Yenyrm COOTBETCTBYIOT
rapaHTUpPOBaHHbIM NapameTpam.
Ecnu 3aKasumK OTKas3biBAETCA MOATBEPAMUTbL PelleHne, UHLMAEHT MOXKET BbiTb OTKPbIT 3aHOBO MyTem
OTMPaBKM COOTBETCTBYIOLLLErO yBeAoMAeHUA MapTHepy. Mpu OTCYTCTBMM yBEAOMAEHMA OT 3aKasuuka B
TeyeHne 3 (Tpex) pabouux [HEN pELUEHME CYMTAETCA NOATBEPKAEHHbIM, WHUWMAEHT MOANEXUT
3aKpbITHIO.

Customer completed

— WHUMAEHT NepeBeeH B CTAaTyC «peLleH 3aKa34yMKom», MPoBOAUTCA NpoBepka MapTHepom.

DFIRMA
(Ha paccneposaHum)

— cTatyc uHumaeHtoB WB, KoTopble TpebytloT nposBegeHUs noapobHOro paccnefosaHus, C
MCMONb30BAHNEM METOL0B KOMMNbIOTEPHOW KPUMUHANIUCTUKM U aHAaNU3a BpegoHocHoro M0, npu atom
Tpebyemble B pamKax paccnefoBaHWsAs AEWCTBMA He OrpaHUuYMBAlOTCA  MNpenocTaBAseMbiMU
BO3MOXHOCTAMM areHTa BL.ZONE Sensors no aktmsHOmy pearMpoBaHuio. Ha gaHHOmM cTaTyce ydyer
BPEMEeHU YCTPaHEeHUA MHUMAEHTA He YYUTbIBAeTCA.

Closed
(3akpbIT)

— PpeleHne MHUMAEHTA MNOATBEPNKAEHO 3aKa3YMKOM B YCTAHOBMAEHHbIA CPOK, NM60 MHUMAEHT
aBTOMATMYECKM 3aKpbIT BBMAY OTCYTCTBMA OBpaTHOM CBA3KM OT 3aKasumka B TeyeHue 21 (aBaguatm
opHoro) paboyero aHA. B saHHOM cTatyce MHUMAEHT He NOANEKUT NepeoTKPbITUIO.
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3. NPOBEOEHUE PET/TAMEHTbIX U/U/IN CPOYHbBIX PABOT TDR

Ycnosusa nposeaeHusa PernameHTHbIX paboT u/mam CpouHbix pabot TDR, npmseaeHbl 8 Tabnuue 8.

Tab6n.8. Ycnosusa nposegeHua PernameHTHbIx v/uam CpodHbIx paboTt

MpoAoNKUTEeNbHOCTb U
HaumeHoBaHue pabot WUHTEPBabl MeXAay YBegomneHue 3aKkasumka JonoNHUTEeNbHbIE YCA0BUA
nepepbiBamu

UcknoueHnem ABNAKOTCA Cnydam,

PernameHTHble paboTbl TDR Korgaa paboTbl  BbIMOMHAKTCA MO
(nnaHoBoe TexHUYecKoe npoBoAATCA B WHTepBase 3anpocy 3aKasuuKa, a TaKke B
06CcnyKMBaHMe, MoAepHU3aLUma BpemeHun ot 21.00 go 06.00 | MapTHep AOMXKeH | cnyyasax, Koraa [llapTHep He moxet
nmn (MockoBcKoe Bpems) WM NO | yBEAOMUTb 3aKasuMKa O | COB/IOCTU yKasaHHbIM CPOK B CBA3M C
yCOBEpLUEHCTBOBaHME NOACUCTEM, | COrnacoBaHHOMY ¢ | nposegeHun paboT | Tem, 4TO N/NAHOBble PEMOHTHblE
Ha 6ase KoTopbIX OKa3blBaeTCA 3aKa3ymKkom nepuody | MuUHMUMYM 3a 2 (aBa) AHA | paboTbl Ha cetn MapTHepa
Ycnyra). BpeMeHMN npepbiBaHWA | A0 Havana pabor. nposoaATca no TpebosaHuio

npeaocTtasaeHuna Ycayru. Poccuiickux rocyAapCcTBeHHbIX
MposogaTca MapTHepom OpraHoB UM KOMMETEHTHbIX OpraHoB

0TPac/IM TENEeKOMMYHMKaLmMit Poccum.

CpoyHble paboTbl TDR (aBapuitHble
PEeMOHTHble paboTbl NoAcuCTEM,
Ha 6ase KOTOpbIX OKa3bIBaeTCA
Ycnyra; npoBoaATcs,

KOr4,a OTMEYatoTCA NePUOSNYECKU MapTHep OOJKEH

BO3HMKalOLLME NPEepbIBaHUSA B Bpems nepepbiBa | yBegomMuTb 3akasuMka o

oKasaHuu Ycayrm unm YKa3blBaeTCA B yBeAOMAEHUM | npoBedeHun paboT He -
CyL,eCcTBEHHbIe yXyALeHUs 0 npoBeaeHun pabot MeHee yem 3a 4 (YeTbipe)

napameTpoB KayecTsa, KOTopble Yaca [0 Ha4yana pabor.

MOTYT B Aa/IbHENLWEM NPUBECTU K
COCTOSAIHMIO aBapuu).

MpoBogAarca MNapTHepom

3aKasumKk nNpu HeobXoOAMMOCTM HanpasaseT NPeANOXKEHUA MO KOPPEKTUPOBKE CPOKOB MpoBegeHus paboT, KoTopble

YYMTbIBAIOTCA NO TEXHUYECKOM BO3MOXKHOCTU MapTHepom. B yBeloMneHNM, HanpasneHHOM [apTHepoMm, yKa3biBatoTCA:

e BpemsA NpoBeAeHUsA NIAHOBbIX PEMOHTHbIX PaborT;

e faTa NpoBeAeHMA NiaHOBbIX PEMOHTHbIX paboT;

® MNPOAOMKNUTENbHOCTb MPOBEAEHUNA NIAHOBbLIX PEMOHTHbIX PaboT;

®  KOHTaKTHble AaHHble MLa, OTBETCTBEHHOTO 3a NpeaocTaBaeHme nHbopmaLmMm o NPOBOSUMbIX paboTax;

e uHOPMAUMA O HEOBXOAMMOCTM Y4acTMA COTPYAHMKOB 3aKa3uMKa B M/IAHOBbIX PEMOHTHbIX paboTax, Hanpumep, AaA
npoeeAeH1A NPoBepoK PaboTocnocobHOCTU MHGOPMALMOHHOM CUCTEMBI 3aKa3umKa.

3aKa3unK JO/KEH BblAe/IUTb OTBETCTBEHHbIX COTPYAHWMKOB ANA yyacTusa B paboTax. B ciyyae HEBO3MOMKHOCTU NpUBAEYEHMUSA

COTPYAHWKA K paboTaM Ha yKa3aHHYI0 AaTy, 3aKa3uMK Hanpas/seT NPea/ioKeHMs No KOPPEKTUPOBKE CPOKOB NPoBeeHMs paboT.

3aKasuuK JO/IKEH yBeAOMUTb McnonHUTens o nposeaeHMm tobbix N1aHOBbLIX PaboT Ha cBoeM 060pPyA0BaHMM, KOTOPbIE MOTYT

MPUBECTU K BPEMEHHOM HeA0CTYNMHOCTM 3alMLAEMbIX PECYPCOB 3aKasumKa 1, Kak caeacTeue, K nepepbiBy B OKasaHuu Ycayru,

MMHUMYM 3a 2 (ABOe) CYTOK 40 Havana paboT. B yBefOMAEHUM A0/KHO 6biTb YKa3aHO: Bpems, AaTa, NPOAOIKUTENbHOCTD

npoBeAeHWs NAaHOBbIX PAaboT, KOHTAKTHbIE AaHHble NNLLA, OTBETCTBEHHOrO 3a NpeaoCcTaBNeHMe MHPOPMALMK O NPOBOANMBIX

paboTax. Mpu M3MeHeHWW CPOKOB NPOBEAEHMA NIAHOBbLIX PAaboT 3aKasumK onoseLLaeT UCnoaHUTeNA B KpaTyallume CPOKU nocne

NPUHATUA pPelleHns, Ho He MeHee, Yem 3a 1 (o4HM CyTKM) A0 Havana nposegeHus paboT. Mpu oTMeHe NaaHOBbIX PaboT 3aKasuumK

onoselaet McnonHuTens B KpaTyalume CPOKU NOC/E NPUHATUA PELLEHMS.

3aKa3umKa 4o/KeH yBedomMuTb MapTHepa O npoBedeHUM /06bIX aBapUMHbIX PEMOHTHbIX PaboT Ha cBoem 060pyAO0BaHMM,

KOTOpble MOMYT MPMBECTM K BPEMEHHOM HeAOCTYNHOCTM 3alMLaeMbIX PecypcoB 3aKasumKa M, Kak Cneacrtsue, K nepepbisy B

OKasaHuK Ycayru, MUHUMYM 3a 2 (4Ba) yaca 40 Havana paboT. YeegoMneHne f0MKHO BbiTb HANPaBAEHO Ha 3NEKTPOHHbIV aapec

YNONHOMOYEHHOTO NpeacTaBuTens McnonHutens.

B yBELOMNEHUM AO/KHbI BbITb YKa3aHbI:

e Bpems, 4aTa U NPOAOJIKUTE/IbHOCTb aBaPUIMHbIX PEMOHTHbIX paborT;

®  KOHTaKTHble AaHHblE /IML,A OTBETCTBEHHOTO 33 NpeAoCcTaBaeHe MHGOPMaLUK 0 NPOBOAUMbIX paboTax;

e uHPOpmaUMA O HEOBXOAMMOCTM YyyacTMA COTPYAHMKOB 3aKasumMKa B aBapUidHbIX PEMOHTHbIX paboTax (ToNbKO npu
nposegeHuKn pabot MapTHepom).

Bce yBegomneHus MapTHepa, 3aKasumka v MCNOAHWUTENA AO/KHbI HAaNPaBAATLCA Ha 3NEKTPOHHbLIA agpec YyNnoAHOMOYEHHbIX

npeacrasuteneit CTOpoH.

4. 30Hbl OTBETCTBEHHOCTU HA NEPUOA OKA3AHUA YCYTU

B pamkax oKaszaHua Ycayru 30Hbl OTBETCTBEHHOCTWM pacnpenenatoTcad B COOTBETCTBUM C Tabnuuen 9. MapTHep He HeceT
OTBETCTBEHHOCTb 33 KOMNOHEHTbI Ycnyru, pasmelteHHble B UT-uHPpacTpyKType 3akasuumKa, B COOTBETCTBMM C Tabanuen 9:
Tab6n.9. 30Hbl OTBETCTBEHHOCTU

KomnoHeHTb! Ycnyru, pasmewieHHbix B UT-

Mapamerp bRl DAl WHdpacTpykType 3aKasumka
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MoHUTOPUHT

NapTHe MapTHe
MHuUmaeHTtos Nb piHep PHep
YpoBeHb ObecneyeHune
MapTHep MapTtHep
NPUNOKEHUA paboTocnocobHocTn
BoccTaHoBneHue MaoTHe MapTHe
paboTtocnocobHocTH prHep Prep
MOHUTOPUHT NapTHep MaptHep
ObecneyeHuve MapTHe MapTHe
YposeHb OC paboTocnocobHocTH piHep PHep
BoccraHoBneHne MapThe MNapTHe
pabotocnocobHocTH piep PHep
MOHUTOPUHT NapTHep 3axasunk
ObecneyeHuve MapTHe 3aKasumk
YposeHb pabotocnocobHocTn piHep
BUPTYanbHOW cpeapl
BoccTaHoBneHue
MapTtHep 3aKasyuK
paboTocnocobHocTH
MOHWUTOPUHT NapTHep 3akazunk
ObecneyeHuve MapThe 3aKa3umk
YposeHb paboTocnocobHOCTH prHep
obopynoBaHua
BoccTaHoBneHWe
MapTtHep EELEERTIY
paboTtocnocobHocTH
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