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OMNUCAHWE 1 YCNTOBUA NMPEOOCTABMEHUA
YCNYTU « ML SPACE»

1. ObLWAA UH®OPMALMA N ONNCAHUE YCNYTU

Ycnyra npegocrtasnset goctyn K ML Space, KoTopas obecneymBaeT NO/HbIN LWKA ML-pa3spaboTku 1 coBMeCcTHY0 paboTy KomaHA,
Data Scientist. Ycayra npegocTaBaseTcs Ha 6a3e 3awmiieHHon UHbpacTpykTypbl ML Space, mepbl 3aWMTbl KOTOPOWN NPUBEAEHDI
B onucaHum Ycnyru.

Ycnyra coctTouT U3 cnefyroLmnx KOMNOHEHTOB - CONYTCTBYHOLNX YCAYT:

. ML Space Deploymentsl;

. ML Space Environments’ (Bkntouan noaycayry npegocraBneHus goctyna K ML Space Spark);
. ML Space Data Catalog;

. ML Space AutoML.

[ns okasaHua Ycayru 3akasumKy Heo6XoAMMbIM YCI0BUEM ABAAETCA HaanuMe y Hero (Ha ero naolagKe) NoAKAOUYEHUS K CeTH
MHTepHeT, gocTaTouHoro ana aGpGeKTUBHOM 3arpy3ku AaHHbIX HA CEPBEp, a TaKXKe Hanymue COBCTBEHHbIX AaHHbIX.

[na noaknoueHns K Ycnyre 3akasumk MoXKeT BbI6paTb OAUH UAN HECKONIbKO TUMOB NOAKNIOYEHWA:
Tabn.1. Tunbl nogKAoueHUs K Yenyre

Tun nopKknoueHna OnucaHue

MpepnonaraeT norMyeckoe NoAkNO4eHMe K oblwemy ana Bcex 3akasunkos Ycayru

KaHany nepeayn AaHHbIX. CKOPOCTb CETEBOrO COEAMHEHMNA ANA KaXKA0ro 3aKasumnka

He ABNAETCA rapaHTUPOBAHHOM MW 3aBUCWUT OT 3arpy:KeHHocTu oblero KaHana

nepeaayv gaHHbix (Ycayra npefocTaBaseTcs no yMoayaHuio).

MoagxntoueHmne Yepes obiwmin kaHan NHTepHeT Mpu noakntouyeHUn yepes obWMiA KaHan MHTepHeT 3aKasuuKy npepocTaBnferca
(shared) 6asoBan 3awmTa MHGOPMALMOHHBIX CUCTEM, pasmeliaembix B MHpacTpyKType

O6naka Cloud, ot DDoS-aTak Ha KaHa/lbHOM YpOBHE.

MosBonset obecrneuntb B3ammogeicTemne cetell 3aKasuuMKa C ceTblo B obnake ¢
NMOMOLLbIO BbIAENEHHbIX KaHAN0B CBA3M CTOPOHHEro nposaraepa. OnuMoHanbHoO, C
nomoulbio JaHHOro cueHapus, K Ycnyre 3akasuMka MoKeT 6biTb MOAKo4YeH
aNbTepHaTUBHbIM KaHan B ceTb MHTepHeT. s AaHHOrO NOAKAOYEHUSA MOTYT 6bITb
MCNONb30BaHbl  BblAeNEHHble  KaHaibl  3aKasuyuKa, OpraHu3oBaHHble  C
MCNONAb30BaHMEM KTEMHOM ONTUKMU» (YCNyra oniauynmBaeTca OTAeNbHO).

MoaKko4YeHMe Yepes NPAMON KaHan CBA3N

2. OMUCAHUE DEPLOYMENTS

Ycnyra Deployments npegcrasnset coboii Beb-ycnyry ana adpdektnsHom cbopkun Docker-obpasos Ha 6a3e moaeneit MalwmHHOro
1 Fny6okoro obydeHus (nam ¢ apyrum GyHKLMOHANOM), a TakKe 414 UX AanbHenwero pa3sopaymsaHusa B Obnake Cloud B Buge
MMKPOCEPBUCOB CO CreHepMpPOBaHHbIM APl. 3aKa3uuMK MOMKET pPasBepTbiBaTb MOZENM WCKYCCTBEHHOrO WHTE/NNeKTa Ha 6ase
NHdpacTpykTypbl UcnonHutena n ycnyrn Deployments ana ganbHeliwero BHegpeHua mux B GyHKUUKM, BU3Hec-npoueccsl uam
MWKPOCEPBUCHI.

[na npepoctaBneHuns ycayrv 3akasunky HeobXo4MMbIM YCIOBUMEM ABAAETCA HAAWYME Ha ero niolaAKe NoAKMOUYEHUA K CeTU
MHTepHeT, AoCTaTouyHOoro A 3GQeKTUBHOM 3arpysku AaHHbIX, MOZEeNei WA UX Mpou3BOAHbIX (Hanpumep, YEKNOWMHTOB
Mozesnelt Un cepuann3oBaHHbIX MOAesel) Ha cepsep.

3aKasuuKy ANA yCrnewHo peanmsannm BbiIBOAa MOAENEN UCKYCCTBEHHOTO UHTEN/IEKTa B BUAE MUKPOCEPBUCOB NPeaoCcTaBaseTca
BO3MOHOCTb COOPKM 06pasa ¢ tobbIM NporpammHbIM obecneyeHnem, python-6ubanoTekamm M cnocobom B3aumoaencTemna ¢
MOZENAMMU UCKYCCTBEHHOTO MHTENIEKTa.

B pamKax Ycnyru 3akasumk MOXKeT CamMOCTOATENIbHO OTC/IEXKMBATD U YNPAB/AATb COCTOAHMEM Pa3BEPHYTbIX MoAeNe.

Co3pgaHue, KoOHOUIypauua 1 passopaymBaHme MoaeNel UCKYCCTBEHHOTO MHTE/IIEKTa OCYLLECTBAETCA HaNpPAMYIO 3aKa3unKoM.

XpaHeHue, UCNONb30BaHUE U TapuUPUKaLMA XpPaHEHUA OaHHbIX ocywecTBaseTca B O6bekTHOM xpaHuauwe S3 Data Catalog B
pamkax ycayru Data Catalog.

Ha PucyHke 1 npuBefeHa oblias ynpolieHHas cxema B3aumogeictsusa ¢ ycayroi Deployments ¢ yaaneHHOM naolanku
3aKasumKa (C yKasaHMem 30H OTBETCTBEHHOCTH):

1
PaHee HaumeHoBaHue ycayrn ML Space Deployments — «Model Inference».

2 . -
PaHee HaumeHoBaHue ycayrn ML Space Environments — «Model Training».
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PucyHok 1: Cxema e3aumodelicmeus 3aKasz4uka ¢ Ycayeamu pa3gopaqueaHua mooesneli MawuHHo20 u 2ay6oKko2o obyyeHusa Ha
MowHocmsx Knacmepa Deployments.

B 30He OTBETCTBEHHOCTU UCnonHUTENs HaxoauTca GYHKLMOHUPOBaHWE CEPBEPOB C Pa3BEPHYTbIMU MOAENAMM UCKYCCTBEHHOTO
WHTeNNeKTa, GYHKLMOHUPOBaHWUE BbIYUCIUTENBHOIO KnacTepa, O6BbeKTHOro XxpaHunuuwa S3, a Tak:ke npoyelt MHbpacTpyKTypbI.

TexHuuyeckoe onuncaHune pelweHusa Deployments:
Tabn.2. TexHuyeckoe onucaHue pelerHus ycayrm Deployments

Ycayra peanusyetca cpeactsamu Beb-uHTepdeiica, BHyTpeHHero docker registry,
cbopumkom 06pasos u komnaekcom KFServing / Knative / ISTIO/ Kubernetes. C nx
NMOMOLLBIO, @ TaK¥Ke MPOrpaMmHbIX 6UBMOTEK, NONb30BaTElb UMEET BO3MOXKHOCTb
cobupaTb ¥ pasBopayMBaTb MOLEAN WCKYCCTBEHHOTO WHTENNEKTa B Buae
MWKPOCEPBUCOB.

MporpammHas nnatdopma

BbluncneHns u obcyeT 3aay OCyLLECTBAAETCA Ha NPefOCTaBAAeMOoN 3aKasuuky B
AnnapartHas nnatdopma pamKax pecypcoB knactepa Christofari, a Tak»ke gpyrux pecypcos O6naka Cloud.

CKOPOCTb 3arpy3kM AaHHbIX Ha NaowWwaaky MCnonHUTeNs orpaHUYeHa NpPonycKHOM
CNOCcoBHOCTLIO KaHana goctyna B MHTepHeT u3 MHdpacTpyKTypbl 3aKasuuKka Ao

TexHuyeckne ocobeHHOCTU U OrpaHuYeHus
O6naka Cloud, a Tak»Ke CKOpPOCTbIO YTeHUsA AaHHbIX ¢ CXA, UcnonHuTtens.

[Ons napameTpos Deployments ycTaHaBAMBaKOTCA ciegytowme obuime 3HayeHus:
Tabn.3. O6wme 3Ha4YeHUs napameTpos ycayrn Deployments

OnucaHue MuH. 3Ha4yeHue Makc. 3HaueHune
Konnuectso TUAUZUPYEMBIX B aMKax
Y Py P 1 GPU-cekyHga NVIDIA Tesla V100 nau

BbluMCNEeHUNA 3aga4n GPU-cekyHA Ha KnacTepe B COOTBETCTBUM c KONNYECTBOM

R ) A100 B KOHUrypaumm DGX-2 unu DGX- . .
Christofari A100 cBoboaHbix GPU Ha Knactepe Christofari
(GPU-kapT V100 1 A100)
KonnuectBo  yTuamsmpyembix B pamKax 1 GPU-cekyHaa B COOTBETCTBUM c KONNYECTBOM
BblYMCNEeHMA 3a8a4M GPU-cekyHA cBoboaHbIX GPU
KonnuectBo  yTunusupyemblx B pamKax 1 CPU-cekyHaa B COOTBETCTBUM c KO/IMYECTBOM
BblYMcneHna 3agaun CPU-cekyHa, cBobogHbIx CPU

3. ONMUCAHUE ENVIRONMENTS

Environments npepgocTtaBnfeT 3akasuuKy cpedy pa3paboTkM u paboume OKpy)KeHua (BK/AOYan OKpyKeHus Ha 6ase docker-
06pas3oB. 3aKka3uuka), B Tomumncne cJupyter Notebook (Bkatouas ycnyry npesocrasnenmsa goctyna Kk ML Space Spark nocpeactesom
ycnyrm Environments, Habop MHCTPYMEHTOB ANA XpaHEeHUA AaHHbIX B O6beKTHOM xpaHunuwe S3 u bbicTpom xpaHuaumwe NFS,
Habop WMHCTPyMeHTOB A/1A NpefobpaboTKM AaHHbIX, @ TakKe HAabop WMHCTPYMEHTOB M BMBAMOTEK ANA 3anycka 3agady no
MCMNOJIHEHUIO Koga 0byyeHns moaenein MalwmnHHOro n rnybokoro obyyeHus Ha pecypcax cynepkomnbtoTepa Christofari (a Takke
Ha npouunx pecypcoB Obnaka Cloud — no ycmoTpeHuto 3aka3umka) M MOHUTOPUHIa npouecca obydeHmsa. C nomoubio Ycayrm
3aKasumK MOKeT BecTU pa3paboTky mogenei u NpousBOAWUTb YCKOPEHHYH MOATOTOBKY AAHHbIX (B TOM yMc/ie MpU NOMOLLM
npenobpaboTkM AaHHbIX Ha Knactepe Spark) n obyyeHne mogenei Ha 6oabwKX obbemax AaHHbIX, 6aarogapa MOLLHOCTAM
CynepKoMNbloTEPA M BbICOKOMPOU3BOAUTENBbHBIM FPpadUYECcKUM YCKOPUTENAM.

3aKasumKy AR ycChnewHoW peanusauuu 3agadun obydeHua mogenei Ha 6onbwmx obbemax AaHHbIX MNpPeAoCcTaBAAeTcA
BO3MOMHOCTb 3arpy3kM M XpaHeHWa AaHHbiX B O6beKTHOoe XpaHuauwe S3, a TaKKe BO3MOXHOCTb MOAK/IOYEHUA K 3TOMY
XpaHWAuLLy Kak u3 Jupyter Notebook’a, Tak 1 U3 KnacTepa, Ha KOTOPOM ByAET BbIYMCNATLCA 3a4a4a 06y4eHUsa MogeNM.

[na okasaHua Ycnyrn 3akasumky Heobxo4MMbIM YCI0BUEM ABAAETCA HAIMUYME Ha ero NaoLaaKe NOAKN0YEHMSA K ceTu MHTepHeT,
AocTatodHoro ans apdeKTUBHOM 3arpy3Ku AaHHbIX HA CEPBEP, @ TaK¥Ke HaMYMA COBCTBEHHbIX AaHHbIX ANA 06yYeHus mogenu.

B pamkax Ycnyru 3akasumK MOXKeT CaMOCTOATE/IbHO OTC/IEXKMBATb COCTOAHME 3a4aHNI 0byyeHna mogenu.
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3.5. XpaHeHue, ucnonbsosaHue, Tapudpukauma xpaHeHna B O6bekTHOM xpaHuauie S3 n Boictpom xpaHunumiie NFS ocylwectenseTca
B pamkax ycnyru Data Catalog. 3akasuuky gna notpebnenua ycnyrn Environments npegocrasnsetca goctyn K ObbeKTHOMY
XpaHuauuLy S3 B HeorpaHuYeHHOM pasmepe, bbicTpoe xpaHunuwe NFS npeaocTaBafeTca co CTaHAAPTHOM KBOTOW B KaXKAOM U3
pernoHoB, NpeaocTaBAsemoi Ha workspace ¢ BO3MOXHOCTbIO yBeMYEeHNA Yepes obpalueHue B TEXHUYECKYIO MOAAEPKKY.

3.6. Co3paHue, KOHdUIypaLuma M 3anycKk 3aga4 Ha obyyeHue, cpes 0byyeHus, kKnactepos Spark ocyuiectenserca 3aKasymMKom yepes
nosb3oBaTeNbCKUI NHTEepdeiC ycayrn Environments.

3.7. Ha PucyHKe 2 npuBeseHa obLlias ynpoweHHas cXxema B3aMMOZencTeua ¢ ycayramu Environments ¢ yaaneHHoOM niowagKku
3aKa3uuKa (c yKasaHMeM 30H OTBETCTBEHHOCTH):

/ \ UHTepHeT unm

BblAENEeHHbIN

ONTUYECKUI
KaHan

/
/' BuptyanobHasa \
MalmnHa ¢

Jupyter Server
+ XpaHunuuwe S3
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PucyHok 2: Cxema e3aumodelicmeus 3aKA34uKa ¢ ycayaamu obyyeHus modeneli MawuHHo20 u enybokozo obyyeHus ML Space
Environments.

3.8. B 30He oTBeTcTBEHHOCTM UcnonHuTens Haxoautca ¢yHKUMOHMpoBaHWe CepBepoB C pasBepHyTbim Jupyter Server, Knactepa
Spark, dyHKLMOHMPOBAHME BbIYUCAUTENBHOIO Knactepa, O6beKTHOro xpaHuauwa S3 n bbictporo xpanunuwa NFS Data Catalog.

3.9. TexHnyeckoe onncaHue peweHus Environments:
Tabn.4. TexHU4eCKoe onuncaHue peleHns ycayr Environments

Ycnyra peanusyetca cpeactsamu Jupyter Server u Jupyter Notebook. Mocpeacteom
MporpammHan nnatpopma Hero “ NporpammHbix 6M6MOTEK NOJIb30BaTE/lb UMEET BO3MOXHOCTb 3aMycKaTb
334,a4M Ha BbIYUC/IEHME HA KNnacTepax.

BbluncneHna u obcyeT 3aay OCYLLECTBAAETCA HA NPefoCTaBNaeMOi 3aKa3uuKy B
AnnapaTHasa nnatdopma pamKkax pecypcos Knactepa Christofari u Christofari Neo (a Take Ha npoumx
pecypcax Obnaka 8 Cloud — no ycmoTpeHuto 3akasuuka).

CKOpOCTb 3arpy3ku AaHHbIX Ha Naowaaky McnonHWTena orpaHU4YeHa NponycKHoM
TexHW4eckne 0cObeHHOCTU U OTPaHNYEHUA CMOCOBHOCTbIO KaHafa AocTyna B WMHTepHeT M3 MHGPACTPyKTypbl 3akasuuka Ao
O6naka Cloud, a Tak»Ke CKOPOCTbIO YTeHMA AaHHbIX ¢ CXA, McnonHutens.

3.10. [Ona napameTpoBs ycayrn Environments yctaHaBAuBaloTCAa caeaytowme oblime sHaYeHus:
Tabn.5. O6wme 3HaYeHMs napameTpoB ycayrn Environments

OnucaHue MuH. 3HaueHune Makc. 3HayeHune

KonnyectBo yTuaM3Mpyembix B pamKax BblMUCNEHUA

3agaum  GPU (no Tapudy B pamKkax  ycayru 1GPU 8 GPU
MNpepoctaBneHne pgoctyna K ML Space Environments
(ot 1 go 8 GPU))

B cootseTcTBMM €  KO/AMYECTBOM
KonnyectBo yTuaMsMpyembix B pamKax BblMUCNEHUA [oCTynHbIX GPU Ha MOMEHT 3anycka
3agaun  GPU (no Tapudy B pamkax ycayru 9GPU 3agaumn Ha cynepKkomnbloTepe
MNpepoctaBneHne poctyna K ML Space Environments (BbIMMCAUTENBHbIX Knactepax
(oT9 GPU)) Christofari)

B cootBeTcTBMM C  KOAMYECTBOM
Konuyectso yTUAM3MPYEMbIX B pamMKax BblHUCIAEHUA 1CPU pocTynHbix CPU Ha MOMEHT 3anycka
3agaum CPU 3aga4uun

4. ONUCAHME DATA CATALOG

4.1. Ycnyra Data Catalog npesoctaBnser 3aKasumKy BO3MOMXHOCTb COBMECTHOW PaboTbl, XpaHeHUs, BEPCUOHMPOBaHNUA apTedaKkTos
A8 MaWnHHOTO 0byyeHun (gaTaceTos, Moaenel, AoKep-06pas3os, Koaa v ap.).
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Ycnyra Data Catalog BkatoyaeT B cebs:

. ®aiinoBbln MeHeaKep Ha ocHoBe O6bBEKTHOro xpaHuauwa S3 ¢ ynpaeneHMeM npasBamu AOCTyna noJsib3oBatesnei,
TermpoBaHuem ¢alinoBs, BEPCMOHMPOBaHNEM M apxmBaLmein hainos;

. BbicTpoe xpaHunuuie NFS v TpaHchep mexkay O6beKTHbIM XpaHuauw,em S3 u bbicTpbim xpaHuaumiem NFS;

. Data transfer service - KOHHeKTopbI K paiinosbim cuctemam (HDFS, S3 (Amazon, Google Cloud Storage) n 6a3am gaHHbIX
(PostgreSQL, MySQL, MS SQL, Oracle DB, ClickHouse), a Takxe npasuaa 1 UCTOPUA NepeHoCcoB;

. Docker registry - 3arpysKka, xpaHeHue, U UHble cnocobbl COBMECTHOTO YNPaBAEHUA KOHTEHEpPaMK;

. Model v Dataset registry — 3arpy3ka, XxpaHeHu1e 1 UHble crnocobbl COBMECTHOMO YNPaBAeHUA MOAENAMMU U AaTaceTamu;

OCHOBHbIM XPaHWUAULLEM ANA XpaHEHWA AaHHbIX U 0byyeHHbIX mogenei asnaetca O6bekTHoe xpaHuauwe S3 Data Catalog.

[ns ucnonb3oBaHua paHHbix Data Catalog ana obyyeHua mogeneit Yepes cosgaHue OKpykeHwi (Jupyter server) u 3agau B

Environment Heobxogumble AaHHble NepeKknagbiBatoTca Ha bbicTpoe xpaHuauwe NFS.

Pa6oTa c ycayramu ocyuiecteisetca 3aKasdMKoM Yepes Mnosib30BaTeNbCckuin MHTepdeic ycnyrm Data Catalog u rnasHoe meHio
nnatdopmsl.

TexHuuyeckoe onuncaHue pelweHnsa Data Catalog:

Tabn. 6. TexHUueckoe onucaHue pewenus ycayrv Data catalog
Ycnyra peanusyetca nocpeactBom wuHTepdeirica u APl daiinoBoro meHegxkepa S3,
nepeknagynka gaHHbix ¢ S3 Ha NFS, Data transfer service, registry n Al marketplace.
MNporpammHas nnatdopma MNocpeacTBOM AaHHbIX MOZY/1e peannsyeTca BO3MOXKHOCTb COBMECTHOM PaboTbl, XpaHeHMs,
BEPCMOHMPOBaHMA apTedaKTOB U UHCTPYMEHTOB ANA pelleHuna 3a4a4 MalmnHHOro obyyeHus
(naTaceTos, mofenel, Aokep-06pa3os, Koaa v Ap.).

[aHHble n3 Data Catalog xpaHaTtca B8 O6beKkToM xpaHuauwe S3 1 bbicTpom xpaHuauite NFS,
ncnonb3ytotca B ycayrax Environments, Deployments u AutoML. BbluncneHusa n obcuet 3agauy

AnnapatHas nnatpopma OCYLLECTB/IAETCA HA NPefoCTaBAsemMoi 3aKasumKy B pamkax Ycayrm obnactv knactepa
Christofari u Christofari Neo (a Takxe Ha npoumnx pecypcax Obnaka Cloud — no ycmoTtpeHuto
3aKa3uuKa).

CKOpOCTb  3arpy3kM AaHHbIX Ha NIOWAAKY WCnonHWTena orpaHuyeHa npoOMyCcKHOM
TexHUYecKkne oCOBEHHOCTM U OTPaHUYEH A CNOCOBHOCTbIO KaHana pocTtyna B WHTepHeT u3 UHdpacTpykTypbl 3akasuvka o Obnaka
Cloud, a TaKKe CKOPOCTbIO YTeHUA AaHHbIX ¢ CXJ, UcnonHuTena.

[ns napameTpos ycnyru Data Catalog yctaHaBnmBatoTca cnegytowme oblyme 3HadeHus:

Tabn. 7. O6wume 3HayeHMsa napameTpos ycayru Data Catalog

OnucaHue MuH. 3HaYeHune Makc. 3Ha4yeHune
B cootBeTcTBMM C  KOAMYECTBOM
Konunuectso ytunusmpyemoix GB S3 1GB
[0CTynHbiX GB Ha S3
B cooTBeTCTBMM C  KO/IMYECTBOM
Konunuectso ytnnusupyemoix GB NFS 1GB

AocTynHbix GB Ha NFS

5. OMUCAHUE AUTOML

AutoML npefocTasifeT BO3MOXKHOCTb NMpoBeAeHMA aBTOMATUYECKoro 0byyeHus mogenein MalumHHOro obyyeHna NnocpeacTsom
B3aMMOZAEWNCTBMA C rpadpUYeckMm MHTepdeincom noab3osaTens 414 3a4aHua Habopa UCXOAHbIX AaHHbIX, onpeaeneHuns 3agaum
0byyeHuns, 3apaHUA LOMOJHWUTENbHBLIX NapameTpoB 0byyeHWA M 3anycka 3agauv obyyeHusa. ObyyeHue NPOM3BOAMUTCA Ha
pecypcax UcnonHutens. MonyyeHHble mogenv MawmnHHoro obyyeHmsa MoryT 6biTb pa3BEpHYTbI Ha pecypcax Obnaka Cloud, anbo
BbIrPY}KeHbl 3aKa3uMKOM A8 UCNONb30BaHMA B COBCTBEHHBIX MPUIOKEHMUSAX.

C nomouwpto ycnyrm AutoML 3aKasumk moKeT BecTu paspaboTky mogenei 6e3 Hanuums crneumanbHbiX 3HaHMI B obnactm
MawmnHHOTo 0by4yeHusn, Noy4yaTb METPUKM U OTYETLI, XapaKTepUusytowme NoayYeHHy0 MoLesb, OTCNEXMBATL N0TU 0ByYeHus,
NoNy4YnTb WUTOTOBYIO CEPUasN30BAHHYIO MOAENb, TOTOBYIO [ANA pPa3BEPTbiIBaHMA Ha pecypcax WMcnonHutens nunbo ans
MCNONb30BAHMA B COOCTBEHHDBIX MPUNOKEHUAX.

3aKas3unKy ONA yCnewHoM peannsaumm 3agayum obyyeHus mogenelt nNpefocTaBAAETCA BO3MOXKHOCTb 3arpy3kM U XpaHeHus
AaHHbIX B O6beKkTHOe xpaHuauwe S3 Data Catalog, a TakyKe BO3MOXHOCTb MOAK/IOYEHUA K 3TOMY XpaHUAULY M3 rpaduyeckoro

UHTepdeinca nonb3oBaTens.

XpaHeHue, UCNoNb30BaHWE U TapUPUKaLMA XPaHEHNA N UCMONb30BaHUA AaHHbIX B O6beKTHOM XpaHuauLLe S3 ocyliecTBaseTcs
B pamkax ycnyru Data Catalog.

MNoTpebieHne v ynpaBneHne ycayrom ocywectsnseTca 3akasyMKom Yepes nosib3oBaTenbCckunit nHTepdelic yenyru AutoML.

TexHunyeckoe onuncaHue peweHna AutoML:

Tabn.8. TexHMyeckoe onucaHue peweHuns ycayrm AutoML

Ycnyra peanusyetca cpeactBamu Beb uHTepdeiica u cpeacts nnatdopmbl ML Space.

MporpammHas nnatdopma
MocpeACTBOM HMX M NPOrpammHbIX 6UB6MOTEK NO/Ib30BaTelb UMEeT BO3MOXKHOCTb 3a4aTb
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napameTpbl 3aga4n 06yHeHVIFI, YKa3aTb pacnosioxeHue oﬁyqalou.l,ero AaTtaceTa U 3anyCctuTb
aBTOMaTu4yeckoe o6y'4eHme moaenu.

Ob6cyeT  3afay  aBTOMATMYECKOTO  MAWMHHOTO  OBy4yeHWA  OCyLLecTBAAETCA  Ha
npefocTaBnsemoi 3akasumKky B pamkax pecypcos knactepa Christofari u Christofari Neo (a

AnnapatHaa nnatdopma
TaKXKe Ha NPOYUX pecypcax, 4OCTYMHbIX Y UCNONHWUTENA — NO YCMOTPEHMIO 3aKa3umKa).

CKOpOCTb 3arpy3kuM [AaHHbIX Ha naowaaky WMcnonHwWTens orpaHuyeHa NponycKHoM
cnocobHoCTbio KaHana goctyna B MHTepHeT 3 MHpacTpyKTypbl 3aKkasumka go obnaka Cloud,
a TaKXKe CKOPOCTbIO YTEHUA AaHHbIX ¢ CX/[ UcnonHutens.

TexHuyeckne ocobeHHOCTH U orpaHunyeHuna

[ns napameTpos AutoML ycTaHaBAMBatOTCA cneaytoLine obLime 3HaYeHNs:
Tab6n.9. Obume 3HaYeHUA napameTpos ycayrn AutoML

OnucaHue MuH. 3HaueHune Makc. 3HayeHune

Konnyectso yTUAM3MPYEMbIX B pPamMKax BblHMCIAEHUA 16PU 16 GPU
3agaum GPU

[OCTynHbIN Ha MOMEHT BpEMeHU

KOMMYECTBO YTUAMBMPYEMbIX B pamKax BblYMCAEHMA
1CPU 06bem CPU (He Gonee 48)

3agaum CPU

6. OMUCAHME PIPELINES

Pipelines npeacrasnset coboit opkecTpaTop NanaaiHOB, C MOMOLLbIO KOTOPbIX aBTOMATU3NPYeTCAa Xo4 0bpaboTKM AaHHbIX U
ML-moaenvpoBaHusa, nyTem MCNONb30BaHUA moaynen nnatdopmsl (Data transfer service, Environments, Deployments).
Pipelines nossonstot:

- OpraHM30BaTb NOC/NELOBATE/NIbHOE W MapanienbHoe obpalleHne K ycayram u mogynam nnatdopmel ML Space (Data transfer
service, Environments, Deployments);

- YNPOCTUTb U YCKOPUTL NPOLLECC co34aHuA Al-cepBUCOB, T.K. Nepexoa oT NPOTOTUNA K peLLeHmto CTaHeT bbiCcTpee, a TeCTUPOBaHue
nepexoaa npotye.

Paborta c Pipelines ocyuwiectensetca 3akasumKom Yepes Nonb3oBaTebCkuii nHTepdeiic 1 no API.

TexHnueckoe onuncaHune pelueHus Pipelines:

Tabn. 10. TexHnyeckoe onucaHue peweHnsa ycayru Pipelines
Ycnyra peanusyerca nocpeactBom MHTepdeitica u APl. MNMocpeacTBOm AaHHOro mopyns
MporpammHan nnatpopma peannsyeTcA BO3MOXHOCTb COBMeCTHOM paboTbl Haj aBTOmaTtusauuei 3atanos ML-
paspaboTku.

Pipelines uHTerpuposaH c¢ ycnyramm u mopynamu ML Space (Data transfer service,
Environments, Deployments). Pabota ¢ pgaHHbiM ocyuecteasetcs uyepes O6bekTHoe
AnnapatHaa nnatdopma XpaHuauwe S3 u bbicTpoe xpaHunuiue NFS. BolumcieHve n obcyeT 3aga4 OCyLEeCcTBAAETCA Ha
npepocTaBnsemoit 3akasumky B pamkax pecypcos Knactepos Christofari u Christofari Neo (a
TaK¥Ke Ha MPOYMX pecypcax, ZOCTYMNHbIX y MCNONHUTENA — N0 YCMOTPEHUIO 3aKasunKa).

CKOpOCTb MepeHoca AaHHbIX OrpaHMYyeHa MPOMYCKHOM CMOCOBHOCTbIO KaHana AoCTyna B

TexHuyeckme 0cO6€HHOCTU U OrpaHUYeHUs
P WHTepHeT n3 UHdpacTpyKTypbl 3akasumnka go Obnaka Cloud.

Ona napametpoB ycayru Pipelines o6WuMKW 3HaYEeHUAMU SBAAETCA COBOKYMHOCTb 06Wwwmx 3HadeHuit ycnyr Data Catalog,
Environments, Deployments, AutoML.

7. ONMUCAHUE Al MARKETPLACE

Al Marketplace - mapkeTnneic aptedakToB MaWMHHOIO 06y4YeHuMs (faTaceTos, Moaenei, KOHTEMHEPOB, CKPUMTOB, NaNIanHOB
n ap.) DataHub, a Takxke mapKkeTnnelic KoHTelHepoB B popmate rotosbix Al-cepsucos Al Services.
DataHub — xab npego06y4yeHHbIX MOAeNeN, 4aTaceTOB U KOHTEMHEPOB.
[JocTynHble moAenu M pataceTbl MOXHO nepeHecT no KHomKke [lob6asuTb K cebe Ha S3 mam NFS xpaHunuwe Data Catalog,
KOHTelMHepbl — CKayaTb KomaHgou pull.
Al Services fOCTynHbI TPeX BUAOB:
- B Buae docker-obpasa, U3 KOTOPOro MOXHO Pa3BEPHYTb AEMION C HEOBXOAUMbBIMWM MapamMeTpamu U A8 AaNbHeirwero
ncrnonb3oBaHWUA Yepes 3anpockl no API. Takol 06pa3s HefOCTyNeH AR CKa4YMBaHUA;
- B BUAe aemo nHctaHca ¢ Ul untepdeiicom nnm swagger;
- C OTAeNbHOW aBTOpM3aumelt u goctynom no API K yxke 3agennoeHomy cepsucy (npumep — SaluteSpeech).

PaboTa c Al Marketplace ocyuiectenseTca 3akasumMKom Yepes nosib3oBaTeNnbCkuit uHTepderic u no API.

TexHuyeckoe onucaHue pewweHus Al Marketplace:
Tabn. 11. TexHn4eckoe onucaHue pewenus ycayrn Al Marketplace

Ycnyra peanusyetca nocpeactBom uHTepdeiica u APl MocpeacTBOM AaHHbIX moayneit
MporpammHasn nnatpopma peann3yeTca BO3MOMKHOCTb COBMECTHOW PaboTbl C MHCTPYMEHTaMWU ANA PELIEHUA 3ajad
MalwwmnHHoro obyyeHun (aatacetos, mogenen, Aokep-06pa3os, Koaa, CepPBUCOB U Ap.).

Mopenn n patacetbl u3 DataHub xpaHaTca B TexHuyeckom O6beKTOM XxpaHuauvie S3,
[OCTYMHbI A1 nepeHoca B O6beKTHOe xpaHuauiue S3 u boicTpoe xpaHunuwie NFS 3akasuvka
ONA [AanbHerwero Mcnonb3oBaHUAa B ycayrax Environments, Deployments u AutoML.
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https://docs.sbercloud.ru/aicloud/mlspace/concepts/data-catalog__data-processing__data-migration.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/data-catalog__data-processing__data-migration.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/environments.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/deployments.html

BbluncneHns u obcueT 3a4ay OCYLLEeCTBAAETCA Ha NPeaoCTaBAsemoi 3aKasumKy B pamkax
Ycnyru obnactu knactepa Christofari u Christofari Neo (a Takxe Ha npouunx pecypcax O6iaka
Cloud — no ycmoTpeHuto 3aKkasuumka).

Docker-obpasa KoHTeliHepoB 1 Al-cepBucoB pa3meLlleHbl B TexHuyeckom Docker registry, ns
KOTOPOro OHM MOTYT BbiTb CKaydaHbl, 3anyLeHbl Kak NoAb30BaTENbCKUI AeNnN0K, AOCTYMHbI
yepes Ul/swagger/AP| B 3aBUCMMOCTH OT BUAA.

CKOpOCTb NepeHoca AaHHbIX OrpaHMyYeHa NPOMYCKHOM CNOCOBHOCTbIO KaHana AocTyna B

TexHUYecKkme 0COBEHHOCTU U OrpaHUYeHUn
P WHTepHeT n3 NHdpacTpyKTypbl 3akasumnka go Obnaka Cloud.

7.6. Ona napametpos ycnyrmn Al Marketplace o6wmmn 3Ha4eHUAMMN ABNAETCA COBOKYNHOCTb 06WMxX 3HaveHuin ycayr Data Catalog,
Environments, Deployments, AutoML.

8. PACMPEAENEHUE POJEN, OBA3AHHOCTEM U OTBETCTBEHHOCTM UCMOMHUTENA U 3AKA3YMKA B OB/IACTU UB B OTHOLLIEHUK
YCNIYTU ML SPACE. 3ALLIUTA MLS

8.1. Pacnpepenexve ponein, 06a3aHHOCTEN M OTBETCTBEHHOCTM B 061acTh UB B oTHOLWeEHMM Ycayri onucaHo B Tabauue 12.
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HaumeHoBaHue
TEXHONOrMYecKoro
(apxuTekTypHOro) yposHs

MpUMeHUMbIEe K YPOBHIO
npoueccbl/ ycnyru/cepsucobi
ub

Tabn. 12. PacnpeaeneHue ponei, 06s3aHHOCTEN U OTBETCTBEHHOCTU B 061acTn b

OnucaHue npouecca/cepsuca/ycnyru

OTBETCTBEHHOCTb 33
npegocraBnexue/
aAMMHUCTPUPOBaHNE
ycnyru/cepsuca/ npoueccos

Komy npepocrasneH gocryn K
cpeAcTBam NpeAoCTaBieHUs
ycnyru/cepsuca/ npouecca

ypHanupoBaHue cobbITUiA, CBA3AHHbIX C AeTanamu xona obyyeHus mogenei Al

*ypHanmposaHue cobbiTnit . 3aKasuumk 3aKasuumk
CpeAcTBaMM CamMon MOSENMN.
MprKNagHoOM ypoBEHDb U Pe3epBMpoOBaHME C UCMOb30BAHNMEM COOTBETCTBYHOLMX 061a4HbIX CEPBUCOB UM HA
oBeHb 0by4yaembIx moaenen ecypcax UHOpacTpyKTypbl 3aKkasuMKa C WMCNO/b30BaHWEM CPEeACTB pe3epBHOro
yp 4 YnpasneHve pesepBMpoBaHMEM pecyp bpactpykTyp PeA; pesep N
Al MHGOPMALH KOMMPOBaHWA 3aKa3uMKa ero AaHHbIX, UCMONb3yeMbIX AnsA obydyeHUa mogenen, a 3aKasuumk 3aKasuumk
TaK¥Ke caMux Mogesnieil, nepen ux 3arpyskoli Ha ob6beKTHoe xpaHuauwe S3 u3
cocTaBa MHopacTpyKTypbl Obnaka Cloud.
. ypHanmMpoBaHve U MOHUTOPUHT (C ncnonbsosaHnem KY MLS) OCHOBHbIX COBbITUIA,
*ypHanuposaHue cobbiTnin o UcnonHutens 3aKasuumk
CBA3AHHbIX C X040M 0byyeHuna mogeneit Al Ha MLS.
Ncnonuutens
AamuHucTpupoBaHve «OpraHusaumelt» 3aKasymKka € MUCnonb3oBaHMeM JIMYHOro (oTBETCTBEHHOCTb 32
ALMUHUCTPUPOBaHME KabuHeta McnonHutens. npepocTaBneHne cepsuca)
«OpraHusaumei» v ynpaeneHve | 3akas ycayru, cosgaHune/yaanenve Jupyter Notebook-os B pamkax «OpraHusaumm». 3aKasuuK
[0CTynom MpeaocTaBneHne cOTpyaHUKaM 3aKasumka A0CTyna ToabKo K Jupyter Notebook-am 3aKasuuk
ero «OpraHvsauum». (oTBETCTBEHHOCTDL 33
aAMWHUCTPUPOBaHWME)
Ncnonnutens
YpoBeHb «OpraHusaumm» (oTBeTcTBEHHOCTS 32
3aKa3umKa, ero Jupyter Vnpasnetie Co3pgaHvie/yaaneHune ¢ Ucnonb3oBaHmem JIMYHOro KabuHeta McnoaHUTeNs YYETHBIX npefocTaBaeHve cepBuca)
,
~ o . 3anucen nonb3osateneit «OpraHM3aunm» (TeHaHTa) U NPUCBOEHME UM NPUBUNETUIN
Notebook-0B 1 KoHTeliHepoB. ayTeHTUUKALMOHHOM p u ( Jnnp P 3aKasuuk
WHbOpMaLLMel [0CTyna (B TOM YMcae No AOCTyny K ycayre ¢ ucnosbsosaHvem KY ML Space v Jupyter 3aKasuuK
P Notebook-am, co3aaHHbIMK B pamkax «OpraHusaumm»). (oTBETCTBEHHOCTL 32 YNpaBaeHue
ayTeHTUMKALMOHHOM
nHdopmaumein)
O6paboTka AaHHbIX 3aKasuMKa TO/MbKO B pamkax ero Jupyter Notebook-oB u
KOHTEeMHepOB.
3awmTa AaHHbIX o McnonHuteno McnonHuteno
YaaneHuve faHHbIX 3aKa3umKa, 0b6pabaTbiBaBLIMXCA B KOHTEHEPAX B X04e 0byyeHus
ero mogenew.
MonuTtopuHr Obnaka Cloud, obecneyeHne eé AOCTYNHOCTU, NPOU3BOAUTENIBHOCTH,
HaaM4nA HeobXo4MMOro KoamyecTBa obopyaoBaHusa, obecneyeHme HeobxoaMmon
MOHWTOPUHTI U NoAAepPIKKa . . M UcnonHutens NcnonHutens
ona eé paboTbl NPOMYCKHOW CMOCOBHOCTU CETU, BbIMUCAUTENbHBIX MOLLHOCTEN U
. E€MKOCTU CUCTEM XpaHEHUA AaHHbIX (CXA) MHbpacTpyKTypbl.
NHPpacTpyKTYpHbI ypoBeHb o
. ypHanupoBaHve cobbITUIN B KOMMOHEHTaX M CPeacTBax 3awuTbl MHbOpMaLMK
*ypHanuposaHue cobbiTnit UcnonHutens McnonHutens
O6naka Cloud.
YnpasieHune JOCTYNOM K CErMeHTy ynpasneHusa MHpacTpykTypon UcnonHutens, n
YnpasneHue oocTynom P Aocty Y ynp bpacTpyKTyp ! UcnonHutens UcnonHutens

KOMMOHEeHTam.
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Tabn. 12. PacnpeaeneHue ponei, 06s3aHHOCTEN U OTBETCTBEHHOCTU B 061acTn b

OTBETCTBEHHOCTb 3a
HaumeHoBaHue MpuMmeHUMBbIe K YPOBHIO npepocrasnenue/ Komy npepocrasneH aocryn K
TEXHONOrNYecKoro npoueccbl/ ycnyru/cepeuchbl OnucaHue npouecca/cepsuca/ycnyru a zuﬂucr NDOBAHME cpepacTBam npeaocTaBieHUus
(apxuTekTypHOro) ypoBHs 713 t: pup ycnyru/cepsuca/ npouecca
ycnyru/cepsuca/ npoueccos
VnpasneHve YnpaeneHve y4é€THbIMM 3anucamu AD nNpuUBWMAErMPOBaHHbIX NONb3OBaTeNein
o afMUHUCTPaTOpoB) WCNonHWUTeNsA, MMeloLWmMX AOCTyn K cermeH npasneHua
ayTeHTUdUKALMOHHOWM (an P pv ) ! tmx- pocty TV ynp McnonHutens NcnonHutens
WrbOpMaLMEs NHbpacTpyKTypol, " nx BTOPbIMMN dakTopammn ayTeHTUdUKaumm
(ayTeHTMdMKaTOpamum).
KOHTPO/Ib M aHanM3 3aWuLeHHOCTU CayXebHbix BM MGMT-cermeHTa, Knactepa
YnpasneHue ya3BMMOCTAMM NcnonHutens Ncnonxutens
Kubernetes 1 xocToBbIx MmawwmnH MH$pacTpyKTypbl UcnonHutena.
Cbop ¢ ucnonb3oBaHMem cpeact8 SIEM ¢ KomnoHeHTOB 06n1a4HON naatdopmbl,
Knactepa Kubernetes u cpepcts 3awmtbl nHdopmaumm O6naka Cloud cobbituii
Ynpasnenue nHunaeHtamun Nb 6e3onacHocTu. NcnonHutens McnonHutens
AHanus cobpaHHbIX CObbITUI He30MNacHOCTH, @ TaKKe MOHUTOPUHT U pearnposaHue
Ha MHUMAEHTbI 6e30nacHOCTM ¢ npueneyeHrem sHewHero SOC.
" KoHTposb 1 ynpasneHue npoueccamm nsmeHeHna KoHdurypaumm MHPpacTpyKTypbl
YnpasneHve KoHduUrypaumen P ynp pou urypay pacTpykTyp Ncnonuutens NcnonHutens
Wcnonuutens.
3awmTa nepumetpos LUOJM UHbpacTpyKTypbl McnonHUTena ¢ UCNONb30BaHWEM
KNacTepoB BbICOKOMPOU3BOAMUTE/NbHBIX MeXCeTeBbIX 3KPaHOB HOBOrO MOKO/NEHUA
(NGFW), obecneunBalowmx MeKCETeBOE 3KPaHMpPOBaHME W 3aWmTy  OT
YnpasneHve 6e30nacHOCTbO KOMMbIOTEPHbIX aTak MHGPaACTPYKTYpbI.
ONA BUPTYaNbHbIX 1 3awmTa ceteBol UHOPACTPYKTYpbl McnonHutensa (Bxoda B obnako) ot DDoS-aTak, Ncnonuutens NcnonHutens
dusnyecknx cetei HanpaB/EeHHbIX Ha NepenoiHeHne KaHabHOM eMKOCTH.
BHyTpeHHee cermeHTMpoBaHue ceTesblx MHbpacTpyKkTyp Cloud ¢ ucnonb3osaHmem
NGFW u BbigeneHmem B pamkax LOJ Ha ceteBom ypoBHe DMZ, PROD- n MGMT-
CErmeHTOB MHPACTPYKTYpPbI.
" Ob6ecneyeHne NogKNOYEHUA KAMeHTOB K KY ML Space 1 O6bekTHOMY XxpaHuauiy S3
YnpaBneHue 3aLmToin
13 coctaBa ML Space no 3awmueHHomy npotokony HTTPS Ha 6ase npotokona TLS Ncnonuutens NcnonHutens
nepefasaemblix AaHHbIX
He Huxe v1.2.
YCcTaHOBKa, HacTpoWKa M aAMMHUCTPUPOBAHME CPEACTB 3alMTbl HGOpMaLuK B
cocTaBe MHPPacTPyKTypbl MicnonHutens, B Tom ynucne:
1. CpeAcTB aHTUBUPYCHOW 3aLLMTbI;
YeTaHoBKa 1 2. CpeactB  KOHTpONA  AeWCTBUI  MPUBWMAETMPOBAHHbIX  Mo/b3oBaTenel
(aamuHucTpaTopoB UcnonHutens) knacca PIM&PAM;
afAMUHUCTPUPOBaAHMNE CPeaCTB 3 SIEM: NcnonHutens Ncnonuutens
3aWmThI ’ !
4. CpepCcTB KOHTPOANA M aHaM3a 3alMLLEHHOCTH;
5. WEB Application Firewall (WAF), ucnonbsyemoro s 3awutbl ny6ankyemoi Ky
ML Space;
6. NGFW.
PesepBHOe KOMMpOBaHWe 1 BOCCTAaHOB/EHNE U3 06pa30oB CyKebHbIX BUPTYanbHbIX
YnpasneHve pe3epsMpoBaHMem
MalUnH NHPpacTpyKTypbl WcnonHutena c MCnosib3oBaHUEM CPK Ncnonnutens Ncnonnutens
MHbopmaLum L
Backup&Replication.
CootBetcTBne  WHdpacTpyKkTypbl WUcnonHutena TpeboBaHuam 6HesonacHocTu
3awmTta NAH MHpopmaLmn, nNpeabaABAAEMbIM K UHGOPMALMOHHBIM CUCTEMAM MEepPCOHaNbHbIX Ncnonnutens Ncnonnutens

AadHHbIX NpU obecneyeHumn BTOPOro ypOBHA 3alLMLLEHHOCTU NePCOHA/IbHbIX AAHHbIX.
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Tabn. 12. PacnpeaeneHue ponei, 06s3aHHOCTEN U OTBETCTBEHHOCTU B 06 1acTn b

KoHTtponbe poctyna B UOA w nomewenus WHpacTpyktypbl Mcnonnutens
KoHTponb goctyna (oxpaHaeman Tepputopua LO/, nNpPONyCcKHOM pEeXMM, CUCTEMbI KOHTPOIA WU UcnonHutens WcnonHutens
ynpaBieHus JOCTYNOM, 3anupaHue cToek).

Hanuume BHewHel (no nepumeTpy LIOJ) 1 BHyTpeHHeN (B MawmnHHbIX 3anax LOA)
cuctem BugeoHabaaeHnsA

MpepocTaBneHne aNeKTponuTaHmA, AOCTyNa K ceTm MHTepHeT, mecTa B cToiKax IO,
PasmeLlieHve o6opyaoBaHUA nog, obopyaoBaHue (compute, network v storage), a Tak:ke MOHTaXX 1 KOMMYyTaLUA UcnonHutens UcnonHutens
o6opyaoBaHua MHdpacTpyKTypbl McnonHutens B ctoikax LOJ,.

durnyeckuii yposeHb BuaeoHabnopeHne WcnonHutens WcnonHutens
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8.2.

9.1.

9.1.1.
9.1.2.

9.1.3.

9.1.4.

9.2.

9.2.1.
9.2.2.

9.2.3.

B uensax obecneveHus KnbepbesonacHoctn MHPpacTpyKTypbl ML Space peannsoBbiBAlOTCA Caenylowme mepbl U MexaHU3Mbl
3aWMTbI:
Tabn.13. O6ecneueHune 3awuTbl MHOpacTpyKTypbl ML Space

YpOBHM 3aWmThbI Meponpuarua

3awmra uHdpacTpykTypbl O6naka Cloud u cpeacTs ee ynpaBneHus

Ob6ecneunBaetca:

- pasmelueHue Bcero obopyaosarusa MHdpacTpyKTypbl B LLO/, coOOTBETCTBYHOWMX TPeOOBAHMAM HaAEeKHOCTH
dusnyeckui no kateropuu Tier 3;

- KOHTPO/b U yNpaBaeHue 40CTYNom K 060pya0BaHuIo;

- Hanuuue cucTemMbl BUAEOHabNoaeHMs Ha ob6bekTax MHpopmaTtmsauum LOA.

ObecneuvBaetcs 3awmTta nepumeTpos LIOJ 1 UX cermeHTMPOBaHME C UCMO/Ib30BAaHUEM MEXKCETEBbIX IKPAHOB
CeteBoit HoBoro nokoseHus (NGFW), ocylecTBASIOWMX B TOM YWC/E BbIABAEHUE U MPefoTBpalleHe KOMMbIOTEPHbIX
aTak.

ObecneynBaeTca:

- aHTUBMpYCHaA 3awmTa MHOPACTPYKTYpPbI C UCNOIb30BAHUEM aHTUBUPYCHbIX CPEACTB ANA 06a4HbIX cpea,;

- ynpasneHue AocTynom K MHPpacTpyKType ¢ ucnonb3oBaHWeM CpeacTs AByX$PaKTOPHON ayTeHTUdUKaLMK
NOAKNOYAOLLMXCA K HEW aAMUHUCTPATOPOB;

- KOHTPONb AEeWCTBUI NPUBWUAETMPOBAHHBIX MO/Mb30BaTENEN C WCMO/b30BAaHMEM CMeLManu3npoBaHHbIX

NHOPaCTpyKTYypHBbIN cpeacTs;

- PerynapHbil  KOHTPO/b M aHaAu3  3awWuweHHocT  MHOPacTpyKTypbl € UCNONb30OBaHUEM
Cnewumann3nMpoBaHHbIX CPEACTB - MO BbIABAEHUIO YA3BUMOCTEW B Ucnosbyemom MO n ero HeKoppeKTHoM
KOHUrypaumm, BAUAIOLLEN Ha ypoBeHb 3almuieHHocTH MO, ¢ ycTpaHEeHMEM BbIABMEHHbIX YA3BUMOCTEN
1/VMNn HeLOCTaTKOB;

- cbop 1 aHanm3 cobbITnin HPOPMaLIMOHHOMN 6e3onacHOCTH.

OCyLLEeCTBAAIOTCA NePUOSNYECKME TECTUPOBAHMA Ha MPOHUKHOBEHME U ayAUT MHPOPMALMOHHO 6e30nacHocTu
[lononHWTeNbHbIN NHbpacTpyKTypbl ML Space ¢ npuBneyeHnem CTOPOHHUX OpraHM3aLmii. BoiaBneHHble B X04e COOTBETCTBYHOLLErO
TECTUPOBAHUA U/UN ayaUTa HELOCTATKU YCTPAHAIOTCA MO GAKTY X BbIABAEHUS.

3awwmra KY ML Space

3awmTta MCNONb30BaHMEM  CNEeUUaIM3UPOBAHHOINO  MeXXCeTeBOro 3KpaHa  YPOBHA I'IpMnO)KEHMﬁ

Mpunowera (Web Application Firewall)

OCYLLECTBAAIOTCA PEryNspHble CKAaHMPOBAHWA KOHCOMM HA Ha/JMYME aKTyasibHbIX YA3BMMOCTEM M ero
[ononHuUTeNbHbIN nepuoanYecKme TeCTMPOBaHUA Ha MPOHUKHOBEHME C NpUBIEYEHMEM CTOPOHHWUX OpraHu3aumin. BbiaBaeHHble
YA3BUMOCTM /UM HELOCTATKM YCTPAHAIOTCA NO GaKTy X BbIABAEHMA.

OuMCTKA NONIb30BATE/NIbCKUX AaHHbIX

Mepep BblaeneHnem v npegoctaBnaeHnem goctyna K ML Space n mectam namATh ANA BPEMEHHOTO XpPaHeHUA U
06paboTKM JaHHbIX NOoA ouyepedHylo 3agadvy (NpousBefeHMs BblUMCNEHUI, 0BydeHusa mogenu u T.n.)
OCYLLEeCTBAETCA NOJIHAA OYMCTKA NOIb30BATENLCKMX AAHHbIX, PaHee XpaHUMbIX B YKa3aHHbIX 061acTAX NaMATh B
MLS XO/Ae BbINONHEHWNA NpeablayLnX 3a4a4.

Monb3osatenam ML Space npegocTaBnfetca AOCTYN TOMbKO K BblAENEHHbIM ANA HUX 06nacTAM namatu
KOHTeliHepa ¥ 06beKTHOro xpaHuauwa (S3). NMpu 3Tom Ha Bpems Nonb30BaHWUA YCAyroi A0CTyN K yKa3aHHbIM
061acTAM NamATU ApYruX Cy6beKTOB 3anpeLLeH.

9. TAPUOUKALMA YCIYTU

Bo3morkHble Buabl Tapudukaumm Deployments:

OunHamuueckas Tapudukauma (Pay as you go).

CronmocTb Ycnyrn popmupyeTcs B 3aBUCMMOCTU OT KonmnyecTsa GPU/CPU, Ha KOTOPbIX MPOMUCXOA4MIO0 BblUMCIEHWE 3anNpoCoB K
AP| MUKpOCEPBMCOB C MOAENAMM, @ TAKXKe CaMOro BpeMeHW, B Te4eHMe KOTOPOro BbIMMCAANUCH 3anpockl K APl mrkpocepsucos
€ MOAENAMM UCKYCCTBEHHOTO UHTENNEKTa U 06 beMa 3ape3epBMPOBaAHHOTO 3akasynkom O6BEKTHOrO XxpaHunumwa S3.

MoOMEeHT Hayana CnucaHnA JeHeXHbIX CPeAcTB — C MOMEHTa Havyana BbluMcneHUA 3anpoca K APl MuKpoycnyru (ana Kaxaoro
3anpoca) UK e co CTapTa BbIYUCAUTENBHOTO NOAaA.

MOMEHT OKOHYAHUA CNINCAHUA JEHEXHbIX CPEACTB — C MOMEHTA OKOHYaHMA BbIYUCNIEHMSA 3aMpoca (418 KaxAoro 3anpoca) uam
K€ C MOMEHTa 3aBepLUeHUA PaboTbl BbIYUCAUTENBHOTO NoAa.

Bo3morKHble BUAbI TapudmKaumm Environments:

[OuHamuueckana TapudmrKauus (Pay as you go).

Croumoctb Ycnyrn dopmupyetca B 3aBUCMMOCTM OT KO/IMYEecTBa M KoHowurypaumii GPU/CPU, Ha KOTOPbIX MPOMCXOAM0
BblYMC/IEHME 3a/a4M, BPEMEHMU, B TEYEHME KOTOPOTO BblYMUCAANACh 3aa4a.

MOMEHT Ha4asia CMCaHUA AEHEXHbIX CPEACTB — C MOMEHTA 3anycka obyyeHus mogenn/c momeHTa annokaumm GPU/CPU nog,
BblbpaHHOE OKpyXKeHue (onpeaenseTca 3aKasuMKoOM Yepes No/b30BaTeNbCKui nHTepdeiic Environments).
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Bo3amoHble BuAbI Tapudukaumm Data Catalog:

OunHamuueckas Tapudukauma (Pay as you go).

CroumocTb Ycnyrm dopmupyeTcs B 3aBUCMMOCTM OT 06bEMA MCMO/Ib3yeMOro 3akazumkom OB6bEKTHOTO XxpaHuauLa S3 u beictporo
xpaHuanwa NFS (konnyectsa GB/mec).

MoOMeHT Hayana CnucaHus AeHeKHbIX CPeAcTB — C MUcnonb3oBaHua 6onee uem 1 GB (onpepensertca 3akasumMkom uepes
nosnb3oBaTenbckuii HTepdeiic Data Catalog).

Bo3mokHble BuAbl TapudmrKauum AutoML:

[OnHamunueckas Tapudukaumsa (Pay as you go).

CtonmocTb Ycayru popmupyetcs B 3aBUCMMOCTU OT KOoaMYecTBa U KoHurypaumii GPU mnm CPU Ha KoTopbix npoucxoguno
obyyeHMe Mogenu, BpeMeHH, B Te4eHne KoToporo obyyanace mogens.

MoOMeHT Havyana cNUcaHus AeHEeXHbIX CPeacTB — C MOMEHTA 3anycka obyyeHuna mogenm.

Tapudukaumsa Pipelines n Al Marketplace ocywecrensercsa yuepes Tapuoukaumio ycnyr Deployments, Environments, Data Catalog,
AutoML.

10. WHbIE YCNOBUA, NTPUMEHUMBIE K YCNYTE

BO3MO3KHble BUAbI NOAKNOYEHUA / USMEHEHMA / OTKIoHYEHUA YCnyr:
MNocpeacTsom nognucaHumA 3akasa;
MocpencTBOM coBeplueHUa AelcTBuiA B JIMHOM KabuHeTe.

BO3MOHbII MOPAAOK pacyéTos no Ycnyre:
MpepgaputenbHas onnara;
MocTonnara (Ha OCHOBaHWM OTAE/ILHO 3aK/IOYEHHOTO LOMOJHUTENLHOTO CoraleHus K JJorosopy).

Bo3MmoXKHble cnocobbl onaatbl / nopAAO0K NONO/HEHUA banaHca:
Onnata B 6e3HaNINYHOM nopAgKe Ha OCHOBaHWW BbICTaBNIEHHOTO McnoaHUTeNeMmM cYéTa;
OnnaTta NocpeaCcTBOM 3/IEKTPOHHbIX CPEACTB NaaTexa.

B cBA3M c xapakTepom notpebneHns Ycnyru, a Takxke 06bEMamu, KOTOPbIE OHA MOXKET AOCTUTHYTb B OTYETHBIN Nepuos, CTOPOHbI
YCTaHOBWAW, UYTO B C/ly4ae 3aK/HOYEHUA C 3aKa3yMKOM COMMALLEHUSA O NPMMEHeHWM noctonnatbl (nn. 8.2.2. HacToAwero
MpunoxeHus) 3aKasumk BbIbBUpPaeT AMMUT B Npegenax OTYETHOro Nepunoaa, No AOCTUKEHUU KOTOPOro YC/yr oKasblBatoTcs Ha
OCHOBaHWM COOTBETCTBYIOLLEro 06paLLeHNA YNOAHOMOYEHHOro Mua B KoHTaKTHbIN LleHTp 1, no TpebosaHuio UcnonHutens,
npefocTaBieHUA rapaHTMIMHOTO NUCbMa.

WcnonHutenb O6ﬂ3yeTCﬂ He BK/Io4YaTb B cocTaB Pe3ynbTaTos pa60T nporpammHoe obecrneyeHue, ncnonblyemoe Ha OCHOBaHUM

OTKPbITOW IMLLEH3MU, YCIOBUA KOTOPOM TPEBYIOT OT NO/Ib30BaTENA PAaCKPbITUA UCXOAHOTO Koga moanduumposaHHoro MO, anbo
OrpaHUYMBaIOT NPABO NOJ/Ib30BATE/A 3anpeLlaTh TPETbMM MLLAM UCNONb30BaHWE moauduumposaHHoro MO.
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