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K [loroBopy

OMUCAHWE N YCTOBMA NPEAOCTAB/IEHNA
YCNYTU « MANAGED SERVICES»

1. OGLAA UHOOPMALIMA U ONUCAHUE YCNYT

Managed Services — ycnyra, B pamkax KoTopoi UcnonHutenb obcnyxusaet IT-uHGpacTpyKTypy 3aKasumKa, pasmeLleHHyo Ha
ENT.

Managed Services BK/toYaeT cnegytollee suabl pabor:

nogKAtYeHUe M HacTpolKa cepeuca NHTepHeT — NAT;

NnogKAtYeHUE 1 HacTPoMKa cepBuca B obnake yepes Site to Site VPN — L3 VPN (IPsec VPN);

HacTpolika Firewall;

npoBepKa NpaBuAbHOCTU HacTpoek Firewall, BbinosHeHHbIX 3aKa3zumMkom (Hanpumep, npasua DNAT, SNAT);

HacTpoiika DHCP;

HacTpolika Routing;

HacTpoliika Load Balancer;

®  CO3/aHWe BUPTYyaAbHON MALIMHbI U3 CTaHAAPTHOIO WabioHa;

®  CO3/aHue BUPTYyabHOM MALIMHbI COrNAcHO TpeboBaHMAM 3aKasuuKa;

M3MeHeHMe XapaKTepUCTUK BUPTYaIbHOM MaLluHbI (6e3 KacTomusaunm roctesoit OC);

cO3/aHne KOHOB BUPTYaIbHbIX MALLWH;

BbIFPY3Ka METPUK cocToAHUA no TpebosaHuto (CPU, RAM, ceTeBbix MHTepdelicos);

co3/aHue v yaaneHue nonb3osatena B TEHAHTE;

HacTpoliKa NpMBUNETUIA NONb30BATENS;

NU3MEHEHWEe ANCKOBOM NOJIUTUKMU MO YMOJIYAHUIO ANs BUpTyanbHoro LLOA;

BK/IlOYEHME / OTK/IIOYEHME AONONHUTE/IbHBIX YCAYT, AOCTYMHbIX WTAaTHbIMKU CpeacTBamm BupTyanbHoro LLOJ (normposaHue,
DFW, VPN urT. a.);

oueHKa HeobxoaMMoro ob6bema XpaHUAULLA ANA Pe3epPBHOr0 KOMMPOBAHUS;

co3ZaHuve 3a4aHnA pe3epBHOro KONMMPOBAHWUA;

BOCCTAHOB/IEHME BUPTYa/IbHOM MallMHbI U3 pe3epBHOMN KonNuw;

BOCCTaHOB/IeHNE $ainoB U3 pPe3epBHbIX KOMUiA;

TECTOBOE BOCCTAHOB/IEHWE BUPTYa/IbHOM MaLUMHbl U3 Ppe3epBHOM Konuu;

[LOMONHUTENIbHAA HACTPOMKa CepBepoB, apeHayemblXx B pamkax ycayru «BblJENEHHbIA CEPBEP (BARE METAL)», no
cornacoBaHHbIM TpeboBaHUAM 3aKasumKa.

2. YCNOBUA N NOPAAOK OKA3AHUA YCNYTU

McnonHuTtens okasbiBaeT Ycayry Ha OCHOBaHWM 3anpoca 3akasuuka v nnaHa pabot (ganee — Mnad). MnaH cornacyertcs u
YTBEP}KAAETCA C 3aKAa34UMKOM B MHAMBUAYAbHOM NOpPASKe.

3anpoc Ha Ycayry HanpaBAseTCca Ha 3/1eKTPOHHbIN afpec OTBETCTBEHHOTO Mua UcnonxHutens.

McnonHuTenb B TeyeHne ogHOro paboyero AHa, CleAyoWero 3a AHEM MOJyYeHMs 3anpoca, NOATBEPKAAET MO 3NEKTPOHHOMN
rouyTe Mojy4yeHWe 3ampoca, a TaKKe roTOBHOCTb OKas3aTb YC/Iyry Mo COOTBETCTBYHOWEMY 3amnpocy, nbo HanpasifeT CBOU
3ameyaHusn, KOTopble PaccMaTpmMBatoTCA 3aKkasumMKom. Ecam 3aKasumK He COoriaceH ¢ M3MeHeHUAMM, nNpoLeaypa CornacoBaHmn
3aABKM NMOBTOPAETCA.

CTOpOHbI yTBepaatoT MNnaH nyTem cornacosaHua no aﬂeKTpOHHOVI noyre.

B pamkax Managed Services McnosHutens BbiNoaHAET paboTbl HA OCHOBAHMM COracoBaHHOro MnaHa. JocTynHbl creayowme
BapMaHTbl NopAAKa oKasaHua Ycnyru:

MO PaCcMUCaHMIO C YKa3aHUeM XKelaeMblx CPOKOB ANA KaxAoro oTaenbHoro Buaa pabot Managed Services;

no 3anpocy, KOTopblli HanpaBnseTca B pamkax Mpunoxernua Ne 4 k [loroBopy Ha agpec 3N1eKTPOHHOM nouTbl TexHW4ecKown
noaaepku c obasatenbHbIM yKasaHnem Tembl nucbMa «Managed Services». 3anpoc He NpMBA3aH K KAKOMY-TO onpeaeneHHOMY
BPEMEHM BbINOAHEHMNA YCnyru.

O6meH opuUrMHanamm LOKYMEHTOB, KOTOpble Heo6xoAnMbl MCnonHUTEN0 ANA OKa3aHUA YCIyru, a TakKe nepeaada 3akasuuky
noayYeHHbIX/Co34aHHbIX B MPOL,Eecce oKasaHuA YCAyrv OPUrMHaN0B 4OKYMEHTOB, OCYLLLECTB/IAETCA CUaMM U 3a cHeT 3aKasumKa.
McnonHuTtenb Hagfnexawum ob6pasom nepefaeT OpUIMHAAbl  NOMYYEHHbIX/CO34aHHbIX  McnonHuTenem AOKYMEHTOB
YNONHOMOYEHHOMY MLy 3aKa3uuKa.

JocTaTouHbIM GaKTOM NOATBEPKAEHUA OKa3aHWUsA YCNY v ABAAETCA YCNeLWHbI 3anyCcK YCTaHOB/IEHHbIX/HACTPOEHHbIX CEPBUCOB,
NpPOrpaMmMHOro obecneyeHus 1 NPOYMX CONYTCTBYIOLLMX KOMIMOHEHTOB COr1acHO MaaHy.

3. LLE/IEBbIE MOKA3ATE/IU NO NPEAOCTABJ/IEHUIO YCNIYTU

CpOK BbINO/IHEHUA KaxA0ro U3 BMaa pabot Managed Services ncunmcnseTca He paHee MOMEHTA coranacoBaHua CTopoHamu MnaHa
M NPU YCA0BUM NPefocTaBAeHNA 3aKasuMKoM Bcei Heobxoaumoi nHGopmauum Ans okasaHus Ycayru.
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B pamKkax ycTaHOB/IeHHbIX NoKasaTenen ans ENT 3aka3umKk MoKeT 3aKasaTtb 40 3 (Tpex) BugoB paboT ogHoBpeMeHHO: 2 (aBe) co
BpeMeHeM BbINOAHeHWs A0 24 (4BaaLaTh yeTbipex) YacoB 1 1 (o4HOM) co BpemeHeM BbINoHEHNA A0 48 (CoOpoKa BOCbMM) Yacos,
unu 3 (Tpu) Buaa paboT co BpeMeHeM BbINONHEHUA 10 24 (4,BafLaTV YeTbipex) YacoB cornacHo Tabauue 1. Bpems BbinoaHeHMs
TaKol obLuei 3a8BKM onpegensetca No caMomy AAUTelbHOMY BPEMEHU BbiNOAHeHMs B Habope paborT.

Ecnmn coctaB u/nam o6bembl paboT BbIXOAAT 33 Mpeaesnbl yKasaHHbIX B Tabauue 1 XxapakTepucTuK, Takue paboTbl, CPOKK K
BO3MOXHOCTb UX BbINOJIHEHMA COrIACOBbLIBAOTCA C 3aKa34YMKOM B MHAMBUAYANILHOM NOpALKe.

Tabn. 1. Llenesble nokasaTesn no 06paboTke 3anpocos

Ha ycayry Managed Services ans ENT

HanmeHoBaHue paboT B pamKax Bpemsa Bpems BbinonHeHus
. MeTpukn cBn
ycnyru Managed Services peakuumm (u.) (u.)
MoAKNto4EHME U HACTPOWKa 0,25 o 24 [o 3 IP-appecos, o 5
cepsuca MHtepHet — NAT npasun
MoaKkntoyeHne n HacTpoiiKa
cepsuca B obnake yepes Site to Site 0,25 0o 48 [o 8 caiitos
VPN — L3 VPN (Ipsec VPN)
Hactpoiika Firewall 0,25 Oo 24 [o 10 npasun
MpoBepKa NpaBUAbHOCTU HACTPOEK
Firewall, BbINOAHEHHbIX 0,25 flo 24 [0 5 cepsycos
3aKa3unKom (Hanpumep, Nnpasun
DNAT, SNAT)
Hactpotiika DHCP 0,25 [o 24 [o 10 noacetei
HacTpoiika Routing 0,25 [o 24 [o 20 mapwpyTos
Hactpoiika Load Balancer 0,25 [o 24 Ao 5 BupTyanbHbix cepsepos
n o 5 cepsepos B backend
Co3paHuve BUPTYanbHOM MaLLUHbI
A PTy 0,25 Lo 24 [o 15 BupTyanbHbIX MalnH
13 CTaHOAPTHOIo wabnoHa 24*7 — KPYr10CYyTOYHO B
C03A3HME BUPTYaNIbHON MALIMHbI 0,25 Lo 24 [0 10 BMpTyanbHbIX MaLUUH paboune n  BbiXOAHbIE
CornacHo TpeboBaHNAM 3aKasuuka (npasgHuuHbIE) AHM
M3meHeHMe xapaKTepuCTuK
BUPTyasIbHOM MaLwuHbI (6e3 0,25 [o 24 [o 15 BMpTyanbHbIX MaLUUH
KacTomm3zaumm roctesoii OC)
Co3paHue KNOHOB BUPTYasIbHbIX
A pTY 0,25 Lo 24 [0 10 BMpTyanbHbIX MaLUMH
MaLnH
BbIrpy3Ka MeTpuK COCTOAHUA NO
0 15 BMpTyanbHbIX MaLLUH
TpebosaHuto (CPU, RAM, ceTeBbIx 0,25 [o 24 A pTY
N (@0 5 meTpuk Ha 1 BM)
nHTepdeicos)
Co3panme vyAanerve 0,25 Lo 24 [o 15 nonb3osatenei
nosb30BaTeNA B TEHaHTe
Hactpoitka npusnnerui 0,25 Lo 24 [o 15 nonb3osatenen
nosab3osarens
M3meHeHWe ANUCKOBOW NONUTUKM
No YMO/I4AHUIO A/1A BUPTYaNbHOroO 0,25 [o 24 [o 15 noantuk
Loa
Lo 24
BktoyeHue / oTKAOYeHMeE aon.
YCAYT, AOCTYMHbIX WTaTHbIMU 0.25 [lo 10 sononHUTENbHBIX
cpeactsamu BupTyanbHoro LLOJ ! yeayr
(noruposaHue, DFW, VPN uT. a.)
OueHKa Heobxoaumoro ob6bema [lo 20 o6bekToB
XpaHUAULLA ANA pe3epBHOro 0,25 [o 48 (BMpPTYanbHble MalIKHbI U T.
KONuMpoBaHuA a.) 9*5 — ¢ 09:00 go 18:00 (no
MOCKOBCKOMY BpemeHu) ¢
. noHeAebHUKa no
Co3paHuve 3afaHnA pe3epBHOro 025 48 Ao 20 obvexTos NATHULY, 33 UCK/IIOYEHNEM
KonupoBaHus ’ o (BMPTYanbHbIE MaLIMHbI U T. BbIXOAHbIX U NPa3AHUYHBIX
A) AHEW, YCTaHOB/IEHHBbIX
MpaButenscTsom
8 . Poccuiickon deaepaunm
0CCTaHOBNEHWE BmpT\!aanom 0,25 flo48 fo1TE
MaLLWHbI U3 pe3epBHOW KONuK
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Tabn. 1. Llenesble nokasatenun no obpaboTke 3anpocos
Ha ycnyry Managed Services ans ENT

H
anmeHoBaHue pabor B [?aMKaX Bpemsa Bpems BbinonHeHus FACTRE BN
ycnyrn Managed Services peakumm (4.) (u.)
B o
occTaHoBeHWe dainos 13 0,25 [l048 [10 500 6

pe3epBHbIX Konui

TecToBoe BOCCTaHOB/IEHWE
BMPTYa/NibHOW MaLLIWHbI U3 0,25 [o 48 Oo1Tb
pesepBHOI Konuu

4. NOPAAOK CAAYN-NPUEMKN YCNYTU

B pamkax Managed Services caada-npnemka Ycayru nponssoamntca no Gpakty yBefomaeHUa 3akasumKa no 31eKTPOHHOM noyTte o
3aBepLUEeHNM BbIMONHEHUA YCayru.

3aKa3umK B CPOK He nosgHee 5 (NaTn) pabounx AHei ¢ AaTtbl NosydeHUs yBeaomaeHua oT cnonHutens, obasaH:

60 NONHOCTBIO MPUHATD BbIMOJHEHHYIO YC/IYTy U NOATBEPAMTD 3TO MO 3NEKTPOHHOMN NouTE;

nMbo He NpuHMMaTb Yeayry n coobwmutb MCnoNHUTEN0 NPUYMHBI, MO KOTOPbIM YCAyra He MOXET CYMTAaTbCA BbIMOJIHEHHOIA.
McnosHUTeNb KOPPEKTUPYET BbINOHEHME YC/IyrM COrnacHo TpeboBaHMAM 3aKasumka (B pamkax COOTBETCTBYIOLLEH 3aABKU K
MnaHa).

Ecnn 3akasumk He Hanpasnset MCNOAHUTEN0 MOTUBMPOBAHHLIA OTKa3 OT npuvema YCayru B CPOK, YCTAaHOBAEHHbIM n. 4.2
HacTosaLero MNpunoxeHua, Ycayra cuutTaeTcs BbINOJAHEHHON McnosHuTenem B NoaHOM obbeme.

5. NOPAAOK PACYETOB U TAPUDUKALINA

CToMmocTb OKasblBaeMblx no Jorosopy Ycayr cornacosbiBaeTca CTopoHaMu B 3aKasax Ycayr Ha ocHoBaHuM Tapudos, pasmep
KOTOpbIX ycTaHOBAeH B MpuaoxkeHun Ne 7 K lorosopy. CToMmocTb Ycayru yKasbiBaetca 3a OTYETHbIN nepuroa.

B cnyyae nokynku Maketos yacos Managed Services cornacHo Mpunoxennto Ne 7 k [loroBopy 3aka3umk nponHdopmmpoBaH 1
cornaceH, 4to akeTbl YacoOB CropaloT MO UCTEYEHUIO MeCALA, B TOM YuC/e, ecim 3aKasumMK HUYero He 3akasbiBas B TeyeHue
AaHHOro mecaua.

Onnata Ycnyru ocyliecTBaseTcs 3aka3uymMKom B NopaaKe, ycTaHoBNeHHOM Pasaenom 4 [lorosopa.
6. OBA3ATE/IbCTBA CTOPOH

3aKa3unk obasyerca:

Mpepoctasutb MCnonHWUTENO BO3MOMKHOCTb YAANEHHOrO AOCTyna K obbektam MHGPACTpyKTypbl 3akasuvka B npegenax,
HeobxoAuMbIX AnA oKasaHuua Ycayru. Npu HeobxoAMMOCTM Bble3ga cneuuanucta UcnonHutens Ha TeppuTopuio 3akasuuka
NpeaocTaBUTb TAKOMY CNeLUanuncTy AoCTyn Ha TeppUTOPUIO M K MHPPACTPYKType 3aKasuuka, obecneuntb paboTocnocobHOCTb
MHPPACTPYKTYPbI U NOAKIIOYEHWE €€ K CeTU UHTEepHET;

MpepocTaBuTb McnonHUTEN0 [OKYMEHTbI U MHPOPMALMIO, KOTOpble HEOBXOAMMbI A/ KaYeCTBEHHOTO OKasaHua Ycayru, B
Tpebyemom Buge, bopme 1 KomyecTBe. 3aKasumK rapaHTUpyeT NOAMHHOCTb U AOCTOBEPHOCTb NPEAOCTaBAAEMbIX [JOKYMEHTOB
1N UHbopMaumnun. UcnonHUTENb UCXOAUT U3 MPE3yMNLUMM AOCTOBEPHOCTU NPefOCTaBNEHHOW MHPOPMALUKN U He NPOBOAUT ee
[ONOJIHATENbHOM NPOBEPKU. 3aKa3UMK HECET OTBETCTBEHHOCTb 3a AOCTOBEPHOCTL M CBOEBPEMEHHOCTL Nepesayun UcnonHutento
[OKYMEHTOB, MaTepuanoB U MHbOpMaLUK, HeobXoaumbIX ANA BbiNOAHeHMA Ycayru. B cnydae nepegayv 3akasunkom
HeJ0CTOBEPHO MHDOPMaL MK, UcnonHWUTENb He HeCceT OTBETCTBEHHOCTYM 33 HEHAA/1exXKalllee KauecTBO M CPOKMU OKazaHua Ycayry,
a TaKXKe Apyrve nocneacTsmA UCNONb30BAHMA UM TaKoW MHPOPMaLIMKM B NpoLiecce oKasaHua Ycnyru.

Mo 3anpocy UcnonHWTeNs BblAaBaTb 4OBEPEHHOCTU Ha COTPYAHWKOB McnonHuTens, Heobxoaumble AnA OKasaHua Ycayru.

Mcnonxutens obasyercs:

MpepocTanaTb No 3anpocy 3akasymKa nepeyeHb AOKYMEHTOB U MHGOPMALMK, HEOBXOAUMBIX ANA OKa3aHua Ycayr;

OKa3bIBaTb 3aKa3unKy MHGOPMALMOHHYIO U KOHCY/IbTaLMOHHYIO MOAAEPKKY no Ycayre;

OKa3bIBaTb YCNYry KauecTBEHHO U B HaZJ/1EXKaLLMe CPOKM 1 COBEPLUATb BCE CBOW AEWCTBUA B MHTepecax 3aKasuuKa;
HesamepmMTenbHO M3BellaTb 3akasuMKa O HACTYM/IEHUM OBCTOATENbCTB, MPENATCTBYIOWMX WCMNOAHUTENO BbIMOIHATL CBOM
06s3aTenbCTBa B pamKax Ycnyruy;

CoobLwaTb 3aKa3umKy cBeAeHus 0 XoLe OKa3aHua YCayru no ero nucbMeHHomy Tpe6oBaHuio;

YcTpaHATb OWKNBKM, KOTOPbIE MOTYT BO3HWUKHYTb NPK OKasaHUM Ycayru.

McnonHutens Bnpase:

OKasbiBaTb Ycayry IMYHO B0 NOPYyYUTb UCMONHEHWE TPeTbeMy MLy 6e3 M3MeHeHUA cToumocTu Yenyru;

TpebosaTb OT 3aKa3uMKa npefocTaBNeHnAa eMy MHGOPMALMM U AOKYMEHTOB, HEOBXOAMMBIX ANA CBOEBPEMEHHOrO OKasaHWA
Yeayrn.
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3aKa3uMK MOHMMaET, 4YTo McnosHUTeNb OKasbiBaeT YCAyry B COOTBETCTBUM C AEUCTBYIOLMM Ha MOMEHT OKasaHua Ycayru
3aKoHoAaTeNbCTBOM Poccuitickoit depepaunm, nostomy 3akasuuk He 6ygeT TpeboBaTb OKasaHMAa YcAyrM B HapylleHue
3aKoHogaTenbcTBa Poccuiickoit egepauun uau BHe Npesaenos AeiCTBUTEbHbIX BO3MOXKHOCTEN McnonHutens.

UcnonHutenb He HeceT  OTBETCTBEHHOCTU nepes  3akasuMkom 3a BCe nocneacTsus, Bbl3BaHHble
HenpeacTasaeHneM/HeCcBOeBpeMeHHbIM NpPesoCcTaBNeHneM 3aKasuMKOM Hagnealwmx 40CTynos, MHGopmauuu, ceeaeHui
(AOKymeHTOB), NpeaoCTaBAeHNEM HEKOMMIEKTHOW AOKYMEHTaLUM UK eCAn 3T NOCAeACTBUA Bbi3BaHbl BUHOBHbIM AeiCTBUEM
(bespeincTBMem) camoro 3aKasumka, 1Mb0o TpeTbUX UL, CO CTOPOHbI 3aKa3uyumKa.

McnonHUTenb He HeceT OTBETCTBEHHOCTM 3a:

Y6bITKM, NOHECEHHble 3aKa34MKOM B CBA3M C NoTepew AaHHbIX 1MH60 BOCCTaHOBAEHMEM NPOrpaMmMHOro obecneyeHus;
Y6bITKM, NOHECEHHbIE B CBA3M C 3aMEHOM 3aKa3uMKOM NPOAYKTOB UAN YCAYT;

CnyyaiiHble/KocBeHHbIe YBbITKY, BKAOUAA CTOMMOCTb MPOCTOS UAM YNYLLEHHYIO BbIroay.

7. OTBETCTBEHHOCTb. KOMMEHCALMA 3A HAPYLLEHUE LIENEBbIX MOKA3ATENEN OKA3AHUA YCNYTU

CTOPOHbI COr/aLLAtOTCA, YTO B KaYecTBe KOMMEHCALMM 33 HapyLleHWe YCTaHOBAEHHbIX LLe/IEBbIX NOKa3aTesieil OKasaHua ycayrm
Managed Services VicnonHuTeNb NpeaocTaBnaeT 3aKkasumnKy SONONHUTENbHBIM 6eCcnaaTHbLIM Yac 3a KaAbli NPOCpOYeHHbI Yac B
pamKax yCTaHOB/IEHHOTO BPEMEHM BbIMOJIHEHUA U C YY4ETOM YC/IOBUIA, YCTaHOBEHHbIX pa3aenom 4 Hactoawero MNpunoxeHus.

8. WHbIE YCNTI0BUA, TPUMEHUMBIE K YCNTYTAM

McnonHuTenb He ocyw,ecTBaseT 1 0b6sa3yeTcs He OCyLLeCTBAATL 06paboTKy, 03HAKOMAEHME, PAacNpoCTPaHeHWe, NPeaoCcTaBAeHHe,
6/10KMPOBAHME, YHWYTOXKEHWE, 06e3nYMBaHMe f[aHHbIX, B TOM YMC/Ie NEepPCoHaNbHbIX AaHHbIX, 0bpabaTbiBaembix B
MHGOPMALLMOHHBIX CUCTEMAX 3aKasuuKa, pasmelaembix Ha 6ase MHOPACTPyKTypbl McnonHutena. MHbIMM cnoBamu, A0OCTyn
UcnonHutensa K nHdopmauum, pasmeL,aemoli 3aKkasumKoMm, ABAAETCA UCKIHOYUTENIbHO TEXHONOMMYECKUM (OcyLLecTBAsEeMbIM H6e3
BO3MOMHOCTU O3HAaKOM/IEHWUI C €€ CcoaepKMMbIM pPaboTHMKamMu MWcnonHutens wam paboTHUKamu CoucnosnHuTenein),
HeOBbXoANMbIM A8 UCMONHEHUA ycnoBMiA [lorosopa.

3aKa3uynK NPOMHPOPMUPOBAH M COTNIACeH C TEM, YTO B OTHOLUIEHWMM OMWUCAHHbIX B AAHHOM AOKYMeHTe paboT B pamKax ycnyru
Managed Services He npumeHaoTca ycnosua SLA Yenyr — Mpunoxkenuns 2.0 U T. 4., KOTOpbIe ONUCbIBAOT YPOBHU NPeaoCcTaBieHms
Ycnyr no [loroBopy, KOMneHcauun 3a HecobatogeHne foCcTynHOCTU Yeayr, nopaaoK obpaboTKmM 3anpocos 3aKkasumKa, a Takke
MHble CBA3aHHbIe C OKa3aHuem Ycayr Bonpochl.

PACMNPEAENEHUE PONEN, OBA3AHHOCTEMA U OTBETCTBEHHOCTU B OB/IACTU UB B PAMKAX OKA3AHUA YCNYTU MANAGED
SERVICES

Pacnpenenenue poneit, 06A3aHHOCTEN M OTBETCTBEHHOCTM B 061acTu UB mexay MicnonHutenem u 3akasdMKom Npu oKasaHuu
UcnonHutenem Ycnyru npeacrasneHo B Tabauue 2 .
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Tabn. 2. PacnpeneneHve 30H OTBETCTBEHHOCTM NpU OKaszaHun Ycayrm Managed Services Ha ENT

HaumeHosaHue
TEXHO/I0rM4ecKoro
(apxuTekTypHOro) ypoBHs

NMpumeHuMble K ypoBHIO
npoueccol/ ycnyru/cepsucbl
Ub

OnucaHue npouecca/cepsuca/ycnyru

OTBETCTBEHHOCTb 3a
npegocrasnexue/
aAMUHUCTPUpOBaHUue
ycnyru/cepsuca/ npoueccos

Komy npepocrasneH gocryn K
cpeacTBamM NpeAoCcTaBneHns
ycnyru/cepsuca/ npouecca

*ypHanupoBaHue cobbiTuii B NPUMKNaLHOM NporpammHom obecneyeHum (B Tom uncne CYB/,

KypHanmpoBaHue cobbiTnit cepBepax npunoxenuii, WEB-cepsepax, ...) ¥ ONepPaUMOHHbIX CUCTEMAX, YCTAHOBNEHHbIX B 3aKasuuK 3aKasuuk
BUPTYyasibHbIX MalunHax (BM) 3akasuuka.
YnpasneHve JOCTYyNOM K NPUKNAAHOMY NporpaMmHomy obecneyeHuto (B8 Tom yucne CYB/,
YnpasneHue goctynom cepsepam npunoxkenuii, WEB-cepsepam, ...) 1 onepaumoHHbIM CUCTEMAM, YCTAaHOB/IEHHbIM B EELEERTIY 3aKa3uuK
BM 3aka3uuka.
YnpasneHue YnpaeneHve ayTeHTUOUMKALMOHHON UHPOpMaumer, ucnonblyemol npu  Aoctyne K
ayTeHTUPUKALMOHHOWM npuvKknagHomy nporpammHomy obecnedenuto (MMNO) u onepauynoHHbIM cuctemam (OC), 3aKasuumk 3aKasuumk
nHdopmaumen yCTaHOBAEHHbIM B BM 3akasuuka.
KoHTponb 1 aHanus 3awmwernHoct OC u MNO, dyHKumMoHUpytowero B BM BL,OJ, 3aka3uuka, B
TOM YKC/e YCTaHOBKA KpUTUYECKnX 0bHoBNEeHMIA Be3onacHOCTH, NpaBka KoHpurypauumii MMO, a
YnpasneHue ya3BUMOCTAMU | TaKKe W3MeHeHUEe Jerko-noabupaemblx Maponei M naponeit AOCTyna MO YMOJYaHWUIO K 3aKasyuk 3aKasuuk
cepBucam u KomnoHeHTam OC u [NO, obHapyKeHHbIX B XOfe KOHTPONA M aHanu3a
MpuknagHom YpPOBEHb " 3aUMIMEHHOCTH. —
C6op (B TOM uucne c ucnosnb3osBaHnem cpeacts SIEM) u aHanus cobbitnii 6esonacHocT co
YPOBEHbL OnepauUnoHHbLIX YI'IpaBneHMeI:;U,Mp,eHTaMM Bcero M0, OC v cpeacTs 3alwuThl MHGopmaLn (Cp3N), GyHKUMOHUPYIOLMX B «OpraHu3aLum» 3aKasumK 3aKasuuk
CUCTEM, YCTAaHOB/NEHHbIX B BM (BLLO/]) 3aKa3umKa, a TaKKe MOHUTOPUHT U pearMpoBaHne Ha UHLMAEHTbI 6€30MacHOCTH.
BLIO/], 3aKka3uuKa YcTaHOBKa, HacTpoiika W agmuHuctpuposaHue B BLOJ 3akasuuMka cpencts 3aluThl
YnpaBneHue Kpuntorpaduei MH¢OpAfaU'MM (C31) 8 ncnonwermm Virtual Appliance. 3aKasumk 3aKa3umk
Hactpoiika M agMUHUCTPUpOBaHWE pasmelleHHbix B LUOJ WcnonHutena nporpammHo-
annapatHbiX C3U n mexceTeBblX 9KpaHOB 3aKa3yuKa.
YcTaHoBKa 1 YcTaHOBKa, HacTpolka M aamuHuUcTpupoBaHMe B BM BLOJ 3akasumka Cp3U ot
aAMUHUCTPUPOBaHNE HecaHKLMOHUpoBaHHOro aoctyna (HC/), aHTMBMPYCHbIX CPeACTB M MPOYUX CPEACTB 3aLUTbI EELEERTIY 3aKa3uuK
CpeCTB 3aLnTbI MHbOpMaLMK, ycTaHaBNMBaeMbix B BM BLLO/J, 3aka3uuKa.
YcTaHOBKa M HacTpolika B BM 3akasuumka cpefcTs pesepBHOro konmposaHua (CPK) 6a3 AaHHbIX
YnpasneHnue M npoyer uHbGOpMaumm 3aKasuMmKa, XpaHMmMoW BHyTpu BM ero BUOJ, a Takxke
pe3sepBMpoBaHMEM aAMUHUCTPUPOBaHNE yKasaHHbIX cpeacTs. 3aKasyuk 3aKasyuk
MHbopmaumm Co3spaHue pesepBHbIX Konuii nHbopmaumm 3akasumka M eé BOCCTaHOBNEHWE U3 Pe3epBHbIX
KOMWI.
Ob6ecneyeHue 3aLLmThbl 3awmTa cornacHo 152-®3 nepcoHanbHbIX AaHHbIX (MAH) KAMeHToB, obpabaTbiBaembix 8 BM
nepcoHasbHbIX AaHHbIX BLIOA, 3aka3uMKa, B TOM 4ucC/ie, HO He orpaHuumMBaacb 3awmToit MN[H, obpabaTbiBaembIx 3aKasyuK 3aKa3yuK
K/IMEHTOB cpeAcTBamm yctaHosaeHHbIX B BM BLOJ 3aka3umka CYB/[.
KypHanmpoBaHue cobbiTiA, CBA3aHHbIX C GYHKUMOHMpOBaHWemM obbekToB BLIO/, 3akasuuka
(Hanpumep, ero BM) u pelictBuamun nosb3osateneit B8 KY ENT M KoHCoAM ynpaBneHus
pe3epBHbIM KOonMpoBaHuem BM, Takux Kak:
1. Bxoa/Bbixof nonb3osateneit B/U3 KOHCoNew;
2. CospaHue/ypaneHue HOBbIX YYETHbIX 3anuceill Nonb3oBaTeNeil M NPUCBOEHUE UM 3aKasuuK,
YposeHb «OpraHusaumm» u . NPUBMAErUiA OCTYNA K KOHCONAM; Ucnonnutens
ypHanuposaHue cobbiTnit UcnonHutens

BLOJ 3aka3umka

CospaHve/yaanexue BM;

3anyck/octaHos BM;

CosaaHue kKnoHos BM;

MN3meHeHWe xapaKTtepuctuk BM;

Hactpoitka NAT/DHCP/L2VPN/L3VPN, mapwpyTusaumu,
N/VAn NPaBUA MEXCETEBOrO SKPaHMPOBaHUSA;

NowusWw

6anaHCUPOBLLMKA HArpy3Kku

(B pamkax npegocraBneHus
Ycnyrn Managed Services)
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Tabn. 2. PacnpeneneHve 30H OTBETCTBEHHOCTM NpU OKaszaHun Ycayrm Managed Services Ha ENT

OTBETCTBEHHOCTb 32
HaumeHoBaHue NMpumeHuMble K ypoBHIO  —— Komy npepocrasneH gocryn K
TEXHONOrn4ecKoro npoueccbi/ ycnyrn/cepsuchbi OnucaHue npouecca/cepsuca/ycayru a zuﬂua MDOBAHME cpepcTBam npeaocTasieHnsa
(apxuTekTypHOro) ypoBHs ub A pvp ycnyru/cepsuca/ npouecca
ycnyru/cepsuca/ npoueccos
8. Co3paHve/v3meHeHve 3a4aHNA Pe3epBHOIo KONMPOBaHUS;
9. BoccraHoBneHne BM 13 pesepBHOW Konuu;
10. BoccraHoBneHue $hainos U3 pe3epBHOW Konuu;
11. W3meHeHWe AUCKOBOM NONUTUKM MO YMONYAHUIO ANs BUpTyanbHoro LOA,;
12. BrAoYeHMe/OTKIIOHYEHME AONOAHMTENbHbIX ycayr (normposaHue, DFW, VPN 1 npouee).
UcnonHutens
(oTBETCTBEHHOCTDL 33
npenocTtasnexue cepsuca ENT)
AaMuHUCTPUpoBaHue «OpraHu3aumein» 3akasumKka c ucnonbsosaHunem KY ENT.
3aKasumk 3aKka3uukK
AOMUHUCTPUPOBaHUe AoCTynom K «OpraHmsaummn» 3akasumKa ¢ ncnonb3osaHnem KY ENT.
(oTBETCTBEHHOCTDL 33
AoMWHUCTPUPOBaHME
AOMUHNCTPUPOBaHUE «OpraHusaumen» n goctynom
«OpraHusauuen» n K Hen)
ynpasneHve AOCTYNOM K Hel | Ycayrv no agMUHUCTPUpoBaHuio «OpraHunsaumeit» 3akasumka, BKIOYaoLWwme B cebn:
CosgaHve BM 13 cTaHAapTHbIX LWaboHOB;
CosgaHue BM cornacHo TpeboBaHMAM 3aKasumKa;
UcnonHutens UcnonHutensb

MN3meHeHue xapakTepucTuk BM (6e3 kactomusauum roctesoii OC);

Co3sagaHue KnoHoB BM;

BbIrpy3ka meTpuk coctoaHua no TpebosaHuio (CPU, RAM, ceTeBbix MHTepdeicos);
MN3meHeHWe JUCKOBOM NOIMTUKM NO YMONYAHUIO AN BUpTyanbHoro LIOA;
Bk/itoueHMe/OTKNOHEHME AONONHUTENbHBIX YCayr (KypHanuposaHue, DFW, VPN u . 4.).

N, wNe

(8 pamkax npegocTaBneHus
Ycnyrn Managed Services)

(8 pamkax npegocTaBieHus
Ycnyrn Managed Services)

YnpasneHue
ayTeHTUPUKALIMOHHOM
MHdopmaumen

Co3paHue/yaaneHve HoOBbIX Y4YETHbIX 3anuceit B «OpraHusauum»
npuBmMaernit goctyna K «OpraHusaLmm» 3akasumka.

n npuceoeHne um

UcnonHutens
(oTBETCTBEHHOCTDL 33
npefocTaBaeHve cepBuca)

3aKasyuK
(oTBeTcTBEHHOCTb 3a
ynpasneHue
ayTeHTUPMKALMOHHOM
nHbopmaumei)

3aKka3uukK

Co3paHue v yaaneHue y4€THbIX 3anuceii nonb3osateneit B «OpraHusaLum.
HacTpoiika npuBuneruii Ana y4€THbIX 3anunceit nonb3osatesei B «OpraHmsaLmmn».

UcnonHutens
(B pamKax npegocTaBneHus
Ycnyrn Managed Services)

UcnonHuteno
(8 pamKkax npesocTaBneHus
Ycnyrm Managed Services)

YnpasneHue 6e30nacHOCTbIO
M MPOYMMM HACTPOVIKaMu
LN BUPTYasibHbIX ceTei

CospaHve, ydaneHve v agMUHWUCTPUPOBAHME C ucronb3oBaHuem KY ENT Heobxogmmbix
BHYTPEHHMX ceTel uau rpynn 6e3onacHOCTM B npouecce agMUHUCTpUpoBaHuAa BLOA
3aKasuukKa.

HacTpoilika napameTpoB MEXCEeTeBOro 3KpaHWpoBaHWA nepumeTpa BLLOJ, 3akasuuka c
ncnonb3oBaHvem KY ENT .

HacTpoiika BHYTPeHHEro CErMeHTMPOBaHMA U BHYTPEHHEIO MEXKCETEBOrO 3KPaHUPOBAHUA (C
ncnonb3osaHnem KY ENT ) BLLOJ, 3aKkasuumKa.

HacTpoiika NAT/DHCP/L2VPN/L3VPN, mapwpytv3aumMm wav 6anaHCMPOBKM
BxoasAwero B BLLOJ 3aka3uymKa ceteBoro Tpadunka ¢ ucnosbzosaHnem KY ENT .

Harpyskum

Ncnonnutens
(oTBETCTBEHHOCTb 32
npepocTaBneHue cepeuca)

3aKasuumk
(oTBETCTBEHHOCTDL 33
aAMUHUCTPUPOBaHWE)

3aKa3uuK
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Tabn. 2. PacnpeseneHne 30H OTBETCTBEHHOCTU NPU OKa3aHUKU

Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a
HaumeHoBaHue NMpumeHuMble K ypoBHIO  —— Komy npepocrasneH gocryn K
TEeXHONOrn4YecKoro npoueccbl/ ycnyrn/cepsuchbi OnucaHue npouecca/cepsuca/ycnyru a zuﬂua MDOBAHME cpeacTBam npeaocraBieHns
(apxuTekTypHOro) ypoBHs nb A PMp ycnyru/cepsuca/ npouecca
ycnyru/cepsuca/ npoueccos
MoakntoyeHne W HacTpoiKa cepsuca MHTepHeT c HacTpoikoi NAT B BLOJ, 3akasuuka c
ncnonb3osaHvem KY ENT .
MoakntoveHne w Hactpoiika Site to Site L3VPN (IPsec VPN) go BLOJ 3akasuuka c
MCMNOo/b30BaHNEM BO3MOXKHOCTEN, NpegocTansembix KY ENT.
HacTpoiika npaBun MeXKCeTeBOro 3KpPaHMpOBaHMA € ucnosb3oBaHvem KY ENT B BLOA UcnonHutens UcnonHutens
3aKasyuKa. (B pamkax npesocTaBneHuns (B pamKkax npesocTaBneHus
MpoBepKa NpaBWAbHOCTU CETEBbLIX HAcTpoek (Hanpumep, npasun DNAT, SNAT) v npasun Ycnyru Managed Services) Ycnyru Managed Services)
MEXCeTeBOro 3KPaHMPOBaHMUA, BbINONHEHHbIX 3aka3unkom B cBoém BLIO/L ¢ ncnonb3osaHmem
KY ENT.
Hactpotiika DHCP, maplupytusauum n 6anaHcMpoBKK Harpysku Bxoasawero 8 BLIOJ, 3akasuuka
ceTeBoro Tpaduka ¢ ucnosbzosaHvem KY ENT.
UcnonHutens
YnpaBneHve pe3sepBuMpoBaHMEM WHOOPMaLMM 3aKasumKa C WCMONb30BAaHUEM KOHCOAU JaKasumk
ynpaBneHua pesepBHbIM KonvposaHuem BM (ans ENT), Bkatovatowee B cebs:
M (oTBETCTBEHHOCTb 32 3aKa3yumK
1. CospaHve/M3meHeHWe 3afaHUIi pe3epBHOro KONMPOBaHUA MHGOPMALIMK 3aKa3umMKa; HpaBReHMe
2. BoccTtaHoBNeHME MHPOPMALMM 3aKas3uMKa U3 pe3epBHbIX KOMWIA. ynp .
pe3epBMpoBaHMEM CBOEN
YnpasneHue
nH$opmaumm)
pesepBMpoBaHMEM
UHGOPMALH 1. OueHka HeobxoaMmoro obbema xpaHuanLLA AR Pe3ePBHOrO KOMMPOBaHWUA MHPOPMaLUK
3aKasuuKa.
2. CospaHve 3agaHuA pe3epBHOro KONMPOBaHMA. NcnonHutens Ucnonnntens
3. W3meHeHune 3apaHMA pe3epBHOro KOMMPOBaHUA. (B pamkax npepocTaBneHns (B pamkax npeaocTaBaeHUs
4. BocctaHoBneHWe BM 13 pesepBHOIt Konuu. Ycnyrn Managed Services) Ycnyrn Managed Services)
5. BocctaHoBneHue $hannoB U3 pesepBHOW KOMUM.
6. [poBeaeHMe TECTOBbIX BOCCTAHOBAEHUI BM.
YCTaHOBKa, aAMMHUCTPUPOBAHME, CBOEBPEMEHHOe o0b6HoBNeHWe U  be3oTnaratenbHas

YcTaHOBKa M MCNONb30BaHMe

YCTaHOBKA KPUTUYECKMX OB6HOBAEHMIM 6e30nacHOCTM Ha ucnonb3yemblix B BLOJ 3akasuuka
BUPTYa/IbHbIX CPEACTBAX 3aWwuTbl MHbopMaLmm B ncnonHenusx Virtual appliance (mexceTtesble

can 3KpaHbl, CUCTEMbI OBHAPYKEHUI M/MAK NPeaoTBPaLLEHNI KOMMbIOTEPHbIX aTak M npoyee). 3aKa3uuk 3aKa3uuKk
HacTpoiika 1 agMUHUCTPMpPOBaHWE NPOrpaMMHO-annapaTHbIX CPeACTB 3aLmTbl MHGOPMAL MK
3aKasyurKa, B TOM Yucie CpeacTB KpUnTorpadryeckon sawmTbl MHGopMaLMK, pasmeLlaemblix B
L0oA UcnonHutens.
ObecneyeHne 3aLLmTbI
O6ecneyeHne cootseTcTBua BLIO B cocTaBe WMHOOPMALMOHHBIX CUCTEM NEPCOHANbHbIX
NepCcoHaNbHbIX AAHHbIX 3aKasumk 3aKa3uumK
AaHHbIX (UCNAH) 3aka3umka TpeboBaHuam 152-03.
KNMEHTOB
MoHuTopuHr UHdpacTpykTypbl ENT, obecneyeHune eé AOCTYMHOCTM, NMPOU3BOAUTENBHOCTH,
Hannunsa HeobxogMMOro Kosmyectsa obopyaoBaHWA, obecneyeHune Heobxogumoln pna eé
MOHUTOPUHI 1 NoaAepKKa o . UcnonHutens UcnonHutens
paboTbl MPOMYCKHON CNOCOBHOCTU CETW, BbIMUCAUTENBbHBIX MOLLHOCTEW M EMKOCTU CUCTEM
NHOPaCTPYKTYpHBIN YpOBEHb XpaHeHus AaHHbIX (CX[) MHbpacTpyKTypbl.
KypHanmposaHue cobbITni ypHanvposaHue cobbiTnii B KomnoHeHTax ENT 1 cpeacteax 3awmutbl MHGopmaumm ENT. McnonHutens UcnonHuteno
YnpasneHne p[oOCTYyNnoM K CermeH npasneHna WHdpacTpyktypot ENT, eé VLAN wu
YnpasneHue AocTynom p v TV ynp bpacTpyKTYp ! McnonHutens UcnonHutens

KOMMOHEeHTaMm.
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Tabn. 2. PacnpeneneHve 30H OTBETCTBEHHOCTM NpU OKaszaHun Ycayrm Managed Services Ha ENT

OTBETCTBEHHOCTb 3a
HaumeHoBaHue NMpumeHuMble K ypoBHIO  —— Komy npepocrasneH gocryn K
TEeXHONOrn4YecKoro npoueccbl/ ycnyrn/cepsuchbi OnucaHue npouecca/cepsuca/ycnyru a SM‘:'"CT MDOBAHME cpeacTBam npeaocraBieHns
(apxuTekTypHOro) ypoBHs nb A PMp ycnyru/cepsuca/ npouecca
ycnyru/cepsuca/ npoueccos
YnpasneHue YnpasneHuve y4éTHbIMM 3anucamu AD NnpuBKUAErMpOBaHHbIX NOAb30BaTENEN, MMEOLMX AOCTYN
ayTeHTUPUKALMOHHOWM K CermeHTy ynpasneHua WHbpacTpykTypoit nnatdopmbl ENT, u mx BTOpbIM aKkTOpOM UcnonHutens UcnonHutens
nHdopmaumen ayTeHTUdMKaumm (ayteHTMdUKaTopamu).
KoHTpoNb ¥ aHanu3 3aluieHHOCTU caykebHbix BM  MGMT-cermeHTa UM cepBepoB
YnpasneHue ya3BMMocTamu Ncnonuutens Wcnonnntens
rmnepsmsopos MHPpacTpyKTypbl ENT.
C6op cobbITHit 6e3onacHoCTM ¢ ncnonb3osaHvem cpeacts SIEM ¢ KOMNOHEHTOB U CpeacTs
YnpasieHne nHunaeHTamm 3awmTbl nHGopmaumm UHdpacTpykTypbl ENT.
P A N bopmaw P o PYKTYP NcnonHutens UcnonHutens
213 AHanu3 cobpaHHbIX CObbLITMIA 6e30MacHOCTM, a TaKXKe MOHWUTOPUHI M pearMposaHue Ha
MHUMAEHTbI 6@30MacHOCTM C npusaedeHnem BHelwHero SOC.
YnpasneHue
o KoHTponb 1 ynpaeneHune npoueccamm nsmeHeHna KoHdurypaumm UHgpactpyktypbl ENT. Mcnonxutens Wcnonnntens
KOHOUrypaumen
3awmta nepumetpos UOL  UHpactpyktypbl ENT ¢ uncnonb3oBaHMeM  KaacTepos
BbICOKOMPOU3BOAMUTENbHBIX ~ MEXKCETEBbIX  3KpaHOB  HoBoro  nokoneHuna  (NGFW),
obecneunBalolMX MeXKCeTeBOe 3IKPaHMPOBAHWE U  3alWUTy OT KOMMbIOTEPHbIX aTaK
YnpasneHue 6e30MacHOCTbO | MHOPACTPYKTYPBI.
ONA BUPTYasibHbIX U 3awwTa ceteBoii UHdpacTpykTypbl ENT (Bxoaa B obnako) oT DDoS-aTak, HanpasieHHbIX Ha McnonHutens Ucnonuutens
dusmnyecknx cetenn nepenosiHeHne KaHabHOW eMKOCTU.
BHyTpeHHee cermeHTMpoBaHue ceTeBblx MHdpacTpykTyp ENT c mcnonbsosaHnem NGFW wu
BblageneHvem B pamkax LOJ Ha ceteeom yposHe DMZ, PROD- n MGMT-cermeHTOB
MHGPACTPYKTYpbI.
YCTaHOBKa, HacTpolika U aAMWHUCTPUPOBAHWE CPeAcTB 3aluTbl MHPOPMaLMKM B COCTaBe
WHdpacTpyKTypbl ENT, B TOM umncne:
1. CpepcCTB aHTUBUPYCHOM 3aLUTbI;
2. CpeactB KOHTPONA AEWCTBUIA MPUBMNETMPOBAHHbIX NO/Ab3oBaTeNneit (agMUHUCTPaTOPOB
YcTaHOBKa 1 Ucnonuutens) knacca PIM&PAM;
aAMUHUCTPUPOBaHME 3. SIEM; Ncnonnutens UcnonHutens
CPeACTs 3aLmTbl 4. CpepAcTs KOHTPONA M aHaN3a 3aLUULLEHHOCTH;
5. WEB Application Firewall (WAF), ucnonbsyemoro gns 3awmtbl ny6amkyembix KY ENT u
KOHCO/IM YNpaB/JeHNA pe3epBHbIM KONnposaHnem BM;
6. NGFW;
7. Identity and access management (IAM).
YnpasneHue
PesepBHOe KonNMpoBaHWE M BOCCTAHOB/EHUE U3 06Pa30B CAYKEOHbIX BUPTYaNbHbIX MaLIWH
peseparpoBatnem NHdpacTpyKkTypbl ENT ¢ ncnonbzoBaHnem uHdpacTpyKTypHbix CPK VcnonkwTent WcnonkwTent
MHopmaumm )
ObecneyeHue 3aLuThI
n 3awwmTta MNAH coTpyAHWKOB 3akasuuka, umerowmx aoctyn K KY ENT u KoHcoAm ynpasneHua
nepcoHasbHbIX AaHHbIX NcnonHutens UcnonHutens
pe3epBHbIM KonupoBaHvem BM, obpabaTtbiBaembix B UHPpacTpykType ENT.
KINEHTOB
KoHTponb poctyna 8 LOJ, v nomeleHua nHopactpyktypbl naatpopmel SC.ENT (oxpaHaemasn
KoHTponb goctyna Tepputopua LIOJ, NpONycKHOM peXuMM, CUCTEMbI KOHTPONA W YNpaBAEHUA [OCTYMNOM, NcnonHutens WcnonHntens
3anupaHue cToek).
dusnuecknit yposeHb Hannune BHewHel (no nepumer, Ofl) 1 BHyTpeHHel (B mawwuHHbIX 3anax LOA) cuctem
BuaeoHabnogeHune ( P py UOA) TP ( LOA) UcnonHutens UcnonHutens
BUAeoHabnoaeHna
MpepoctaBneHve 31eKTPONUTaHUA, AOCTYNa K ceT MHTepHeT 1 cBo6oAHOro mecTa B CTOMKax
PasmeLLeHmne obopynosaHua Ncnonuutens WcnonHutens

Luoa.
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MpepocTaBneHne, MOHTaX U KoMMyTauus obopyaosaHua (compute, network u storage) B
cToikax LIOZ.

PasmelleHue, nogkalodeHne K nuTaHuio, cetm UHTepHeT n BLIOJ 3aKa3umka cpeacTs 3almThbl
MHpopMaumm 3aKa3yunKa, B TOM YUC/Ie CPeACTB KpUNTorpaduyeckowm 3amTbl MHGOpMaLmMu.
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