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MPUNMOXXEHUE N2 1.0.
K [Jorosopy

OBLUEE OMNMMCAHUE N YCITIOBUA NMPEOOCTABJIEHNA YCITYT

1. TEPMWHbI N COKPALLEHWSA

1.1. AKKayHT XpaHuMasa B cucteMe MIcnonHMTeNs COBOKYMHOCTb AaHHbIX U HAaCTPOEK ns
OYHKUMOHMPOBaHMSA YCNyrn y 3aKasymka.

1.2. baker 3TO KOHTEWHEpP Ana XxpaHeHus o6bekToB. MMeeT cBo Habop MeTagaHHbIX
M MONUTUKUN XPaHEHUS OObEKTOB.

1.3. bera-rectupoBaHue cTagua TecTMpOBaHMA, Npepnonaratowas ucnonb3oBaHue Yciyrm u
cepBMCa UM UX OTAENbHbIX QYHKLMOHANbHbIX BO3MOXHOCTEN C LENbIO
O3HAKOMJIEHUS UM B TECTOBOM OKPYXEHUMU.

1.4. BupryansHaa H@pacTpykTypa BUPTYasbHbIA aHanor TpaguumMoHHom UT-nHGPaCcTPyKTypbl OpraHnsaumm,
pa3MeLlleHHbi B O6nake Cloud.

1.5. BuprtyanbHasg namate (VRAM) COBOKYMHOCTb 3HEPro3aBMCMMOM YacTu CUCTEMbl KOMMbIOTEPHOW NaMaTH,
B KOTOPOW BPEMEHHO XPaHATCA [AaHHble M KOMaHAbl, HeobxoguMmble
NpoLEeccopy AMS BbIMOJIHEHUS MM OMepauuu, MMerLlas BO3MOXXHOCTb
paboTaTb B M30NMPOBAHHOW APYr OT Apyra cpege.

1.6. BupTtyasbHoe ANCKOBOE YKECTKMUI AUCK BUPTYanbHOM MalluHbl, 6104YHOE YCTPOMCTBO.

POCTPIHCTBO
(vHDD)

1.7. BupTtyanbHbivi npoyeccop (vCPU) 4YacTb MPOLLECCOPHON MOLWHOCTU WMHGPACTPYKTypbl, BblAeNnseMon ans
BUPTYanbHOM MalUMWHbI.

1.8. BupTyanbHbivi cepsep BUPTYanbHbIN aHanor dusnyeckoro cepsepa, ABNAOWMNCA

(BuptyansHas Mawura, BM) COBOKYMHOCTbIO  BUPTYaSIM3MPOBAHHbIX BbIYNCAUTENbHBIX MOLLHOCTEN
4 -
npoueccopa, onepaTMBHOM MNaMATU, OUCKOBOro MPOCTPAHCTBA U CeTH,
06beANHEHHbIMY B JTIOMMYECKYO Y1 aBTOHOMHYIO SIYENKY.

1.9. BuprtyansHbivi L{eHTp O6paboTtkim COBOKYMHOCTb pecypcoB (npoueccopa, onepaTMBHON NaMaT, AUCKOBOIO

LarHbix (BupTyansHsii LIOA, NpPOCTPaHCTBa, CeTel), NPefoCcTaBfeHHbIX B MOMb30BaHWEe 3aKa3uuky u
4 o

BLOn) npefHasHayeHHbIX AN co3gaHua n 6ecnepeboMHOro GyHKLMOHMPOBAHNUS

OLHOrO WY FPynMbl BUPTYasbHbIX CEPBEPOB.

1.10. BbigesieHHbIV cepBep du3nyeckunin cepeep, NpUHaanexawmm cnonHmutento, pecypcbl KOTOPOro

(Bare metal) NPeAoCTaBNATCA B PaCNoOpsiXXeHne 3aKa3umnky.
1.11. BbigenneHHbIVi cepBep rotoBou BblAENEeHHbIN cepBep, 3apaHee NOArOTOBMEHHbIN U [OCTYMNHbIM K 3aKasy.
KOH@uUrypauymm

1.12. BbigesnieHHbIV cepBep BblAENTEHHbI CEPBEP C BO3MOXHOCTbIO BbIGOPa KOMMNEKTYOWMX.

11POM3BOSILHOV KOH@UIrypaumm

1.13. 3onorosi 06pa3z BUPTyanbHas MalWHA, KOTOPYK MOXHO WCMOMb30BaTb B Ka4yecTse
3TaNIOHHOrO WabnoHa AN co3naHua BUPTYanbHbIX MalUWH.

1.14. UHGopMaymnoHHasa 6€e30nacHoCTh COXpaHeHMe KOHOUOEHLMANbHOCTU, LENOCTHOCTM W [OCTYMHOCTU

(U5) MHpopMauum.

1.15. Knacrep rpynna NT-obopynoBaHua, obObeaMHEHHAss  BbICOKOCKOPOCTHbLIMMU
KaHanaMu CcBA3M, NPeACTaBnalWwas C TOYKM 3peHUs nonb3oBaTens
€OV HbIM annapaTHbI pecypc.

1.16. KosnnyecrBo onepaumnii KOJIMYEeCTBO onepaumin YTEHUA U 3anuncK, KOTOPOE BbINMOMHAETCS 33 OfHY

BBOAa/BbIBOAA CeKyHAay.
(Input/Output Operations Per
Second, /0PS)

1.17. KOHTEHT nobas nHbopMauma, faHHble, MaTepuanbl, Bbipa)KeHHblE B Kakolh-n1nbo
0b6beKkTMBHON hopmMe.

1.18. KoH@urypauymsa API-wwo3a 3N1eMeHT  HacTpolku ycnyrm APl Gateway, npepocTaBnsowWwmin
BO3MOXXHOCTb CO3aHus wnto3a APl ona ganbHenwen oTnpaBKy 3anpocoB
Ha URL wnto3a 1 06paboTkn Taknx 3anpocos Mpasunammu API-wnto3a.

1.19. JIMYHBIG KabUHET cneuvanui3MpoBaHHas web-nnowanka B ceT MHTepHeT, gocTynHasa no

CDN

agpecy: https://cdn.sber.cloud, He gaBnawwasca 4actblo JIMYHOMO
KabuHeTa W copepXXalwas Habop WHTEPaKTUBHbIX CepBUMCOB AOnsa
OCYLLECTBNEHMSA B3aMMOAENCTBUA MeXAY 3aKa3unkoM U MicnonHutenem, B
TOM yucne pna notpebneHua ycnyru CDN 3aKasuyMKOM, OTpaXXeHus
CTAaTUCTUYECKUX OaHHbiXx ycnyru CDN, banaHca, a TakXe WHON

CtpaHnuya 1 13 9


https://sbercloud.ru/
https://cdn.sber.cloud/

1.20.

1.21.

1.22.

1.23.

1.24.

1.25.

1.26.

1.27.

1.28.
1.29.
1.30.
1.31.

1.32.

1.33.

1.34.

1.35.

1.36.

1.37.

MawwmHHoe u riybokoe oby4yerHne

Mogysip

Mogynun, pacwupsanowme
PYHKLUMOHAEIbHOCTb rPpasusi API-
/11033 (MAaruHbl)

Hopa (y3en cetn, node)

Obbekt

O6beKTHOE XPaHUINLLe

ObbexTHoe xpaHuiuwe S3

OpraHu3aymsa

ocC

AK

10

lonutnka

[Tosb30Baresib

[Torok

lMotpeburesnp

lpasusno API-wwo3a

[IpocTpaHCcTBO UMEH
(ot aHrmvickoro Namespace)

T1y6nyHbIv IP aapec
(Public IP)

MHpOpMaLumn, cBa3aHHoOM c noTpebneHnem ycnyru CDN. JocTyn B J/IUYHbIN
KabuHeT CDN ocyuiecTBngeTca NocpeacTBoM BBoAA YUETHbIX AaHHbIX.

Habop MaTeMaTMYyeCcKMX 1 NPOrpPaMMHbIX aFOPUTMOB U CTPYKTYP AaHHbIX,
XapaKTEePHOM YepTOl KOTOPbLIX ABMSAETCA He NPAMOe peleHue 3adayu, a
obyuyeHue B NpoLecce NPUMEHEHNA PeLeHnii MHOXECTBa CXOAHbIX 3a4ay.

cneunanu3vpoBaHHOE MOMeLLeHMe, NpefHa3sHayeHHoe ANs pasMeLleHuns
NT-o6opynoBaHua. Mopynb nmeet HE3aBUCUMYIO cmcTemy
3HEProcHabXeHms 1 KOHANLNOHMPOBAHUS.

3N1IeMEHT HacTpolku ycnyru APl Gateway, OOMNONHAKWMA HACTPOMKMK
MpaBuna API-wnio3a ansa peannsaumm cloXKHbIX GU3Hec-cLueHapues.

YCTPOWMCTBO, COEAMHEHHOe C APYrMMKM  YCTPOMCTBAMM KaK  4acTb
KOMMbIOTEPHOW CETHU.

egMHMLA XpaHeHnsa. B kayecTBe o6beKTa MOXeT BbICTynaTb 1tob6oi Habop
LaHHbIX: dalinbl, MacCUBbl AaHHbIX, PE3ePBHbIE KOMWM U TaK panee.

3TO CUCTEMA XPaHEHMUA [aHHbIX, KOTOpas ynpaBnseT AaHHbIMW B BuUAe
06beKTOB. Bce 06beKTbl XpPaHATCA BHYTPM OOHOrO MAM HECKOMbKMUX
6GaKkeToB. BMecTe C [aHHbIMM XPaHATCA MeTafaHHble, KOTopble MOryT
OMUCbIBaTb PasfiMyHble XapaKTepUCTUKM ob6bekTa, HO 0683aTenbHbIM
ABNSAETCA TONIbKO MMA 06beKTa, KOTOPOe 3aJaeTcs Npu co3gaHunm obbekTa.
MOMMMO CTaHAAPTHbIX onepaunin Hap obbekTaMu, npucywmne obblYHbIM
dannam (cospgaHue, ypaneHue, KOMMPOBaHME), OBbeKTHOe XpaHunuLlie
No3BONISieT TaKXe BbIMOMHATbL M Apyrve onepauuun: XpaHwuTb HECKOSIbKO
BEpCUil OBHLEKTOB C OOAMHAKOBLIM MMEHEM, OMNpenenaTb BPeMA XU3HW,
onpenenaTb ypoBeHb JOCTYNa U MHOroe Apyroe.

O6beKTHOe XpaHunuvWwe C nogaep)Xkon npotokona AWS S3. Vcnyra
peanusoBaHa Ha 6aze annapaTHO-NpPorpaMMHoON nnaTthopmbl
McnonHutens.

M30N1MPOBaHHOE NPOCTPaAHCTBO 6a30BbIX MHDOPMaALMOHHO-
TEXHOIOTMYECKNX PEeCYypCcOoB, BKJ/IOYAKOLWMX BUPTYyasibHble MPOLECcCopsl,
namaTb U CETb, BblAeNEHHbIX B MOJIb30BaHME KOHKpPeTHOMY lMoTpebuTtentio.
B npepenax ogHon «OpraHusauum» MoTpebutens nMeeT BO3MOXHOCTb
Cco30aHUa Heckonbkux BLIO.

onepaunoHHasa cnctema.
nporpaMMHo-annapaTHbIM KOMMJeKC.
nporpaMmMHoe obecnevyeHune, nporpamma ansa 3BM.

npasWI0 UK Habop NpaBu, KOTopble NO3BONAIOT NPefoCTaBAATb Pa3HbIM
rpynnam Monb3oBaTenen eguHbli Habop npaB Mpu B3aMMOLENCTBUM C
JINYHbIM KabUHETOM, MHbIMW CloBaMu, pacnpenenaTb eanHoobpasHble
Ponu cpepu rpynn Monb3oBaTtenen.

NNLO, OCYLLEeCTBNAKLEe HEMOCPeaCcTBEHHOE B3aMMOAEeNCcTeue B JIM4HOM
KabuHeTe//In4yHOM KabuHeTe CDN OT MMeEHM N B MHTEpecax 3aka3uymka B
COOTBEeTCTBMU C Ponblo 1AM NONHOMOYUSIMU, KOTOpbIMK [lonb3oBaTens
Hagenun 3aka3ymk ang agMMHUCTPUPOBAHUSA YCITYTU.

MynbTUMeauiHaa uHdopMaumua 3akaszumka, nepefasaeMas B npouecce
notpebneHns ycnyru CDN B pexuMe peanbHOro BpeMeHu udepes
MHPOPMALMOHHYIO ceTb WcnonHutens 3a onpeaenéHHbii  nepuop
BPEMEHMU.

ropnagnyeckoe nnu d)VI3VI‘-IECKOG nnyo, n0Tpe6nmou.|,ee ycnyrm 06nayHbIX
cepBUCOB.

3N1eMEeHT HacTpolku ycnyru APl Gateway, npenocTaBnaOWNIA OCHOBHbIE
(DYHKUMOHANbHbIE BO3MOXHOCTM BHYTPM API-wWwio3a, U MCNoNb3yowmnines
ansa o6paboTKK 3anpocoBs, NOCTYNUBLUMX Ha yKa3aHHble URI APl-wnto3a.

3TO M30/MpPOBaHHaa 06/1acTb AaHHbIX, Ha3HaYaeMas CUCTEMOM KaXXaoMy
3aKasunKy, BHYTPU KOTOPOM MMEHa KOHTEHepOoB He MOryT NOBTOPATLCS,
HO MOryT cofep)aTb Nob6ble MMeHa B paMKax YCTaHOB/IEHHbIX MpaBun
HauMeHoBaHua (HwXe B uHdopMauum o6 ycnyre). PasbueHue
rnob6anbHOro NPoOCTPaHCTBa MMEH Ha BblaeneHHble 061acT BUAMMOCTU
nossonseTr wu3bexatb KOMM3MA B HaMMEHOBAHUM KOHTEMHEpOB
HEeCKONbKWX Mosib30BaTene 06beKTHOro XpaHuanLLa.

appec, HeobxoAMMbIN 3aKa3uuKy ANS OpraHM3aumMmn CEPBUCOB, [OCTYMHbIX
M3 nybnuyHbix ceTen WHTepHeT, ANS HaCTPOMKM KW obecnevyeHus
pabotocnocobHocTn VPN-coeguHeHus, pna obecneyeHns pocTyna
3aKa3umka K psagy cneunanbHbIX CEPBUCOB B CeTU NIHTepHeT.
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Pernosutopusi

Posin Nosib3oBaresis uan Posb

Cucrema XpaHeHusa farHeix (CXL)

ConyrcTByrowme n
LOMOJIHUTENIbHbIE YCIY I

TemMHas ontuka

Tpaguk

YyerHble gaHHbIE

3BM
Al Cloud

AP/

ML Space AutoML uam AutoML

BIl.ZONE SOC Portal
(50C Portal)

box-carting

CDN
(Content Delivery Network,
Content Distribution Network)

Chunk
Data Catalog

DoS/DDoS-araka

ML Space Deployments wiun
Deployments

CX[, ons XxpaHeHUsa pe3epBHbIX KOMWUNA.

Habop npaB, KoTopbiMM o6napgaer [lonb3oBaTenb B npouecce
B3aMMopencTema ¢ JINYHbIM KabuHeToM//TMYHbIM KabuHeToM CDN.

KOMMMEKCHOe MpOorpaMMHO-annapaTHOe peLlieHne Mo  OopraHusaumm
HaoéXXHOTrO XpPaHeHUs MHGHOPMALMOHHBIX PECYpPCOB WM MpefocTaBneHus
rapaHTMPOBaAHHOMO AOCTYMNa K HUM.

ycnyru, npegnaraemble McnonHuTenem 3akKasumky pas pacwupeHus
6a3oBoM GYHKUMOHANbHOCTM YCAYyrn, 4To B TOW WAW MHOW CTENeHu
Nno3BONISeT 3aKa3uyuKy MoJyvyaTb OOMOSHUTENbHbIE BO3MOXHOCTU W/UNKU
NpPenMyLLecTBa, a Tak)Xe KauyeCTBEHHO W/MAN KONNYECTBEHHO W3MEeHATb
obwnin  cnekTp oKasblBaeMblx WcnonHMTeneM  3akasuumky  ychyr.
ConyTcTBylOWME  YCAYrW, HepaspblBHO CBSA3aHHble C  Ycayrou,
3aKa3blBalTCa B BuAe onuuin B 3akase Ycnyru. JONoNHUTENbHbIE YCNYTN,
He3aBMCMMble OT YCAyru, 3aKasblBalOTCs MO OTAENbHbIM 3akasaMm
cooTBeTCTBYOWMX ycnyr. ConyTCTBYOWME U LOMNONHUTENIbHbBIE YCNYTU He
BXOAAT B 6a30BY0 CTOMMOCTb YCAYrn n TapudmumnpyoTcs OTAeNbHO.

Heucnonb3yemble AN Nepefayn AaHHbIX BOTOKHA OMTMYecKoro Kabens,
NpoKnagbiBaeMble B KayecTBe pe3epBa Ha C/lyyal Bbixoga M3 CTpos
OCHOBHbIX BOJTOKOH.

06bEM UHOpMaUUKM, NepenaBaemMolrt 4epe3 KOMMbIOTEPHYKD CceTb 3a
onpepenéHHbIn nepuop BpeMeHu. Konmyectso Tpaduka nsmepseTcsa Kak
B MakeTax, Tak M B 6Butax, 6anTax u MX NPousBOAHbIX: Knnobant (KB),
merabant (MB) nT. O.

YHUKaNbHble MMS (NOTMH) M Napofib ANSA OCYLWECTBNEHUS yOaneHHOoro
LOCTyNa K JIn4HOMY KabUHeTY B LeNsx alMUHUCTPUPOBAHMA U yNpaBaeHus
YCIyromn.

3N1eKTPOHHAaA BblYMCANUTEIbHAaA MallKnHa.

rpynna Ycnyr, HanpaB/ieHHOCTb KOTOPbIX — NpefocTaBfieHne KoMnnekca
NPOOYKTOB A4 peweHna 3aa4y B obnactu NCKYCCTBEHHOI0 MHTENNeKTa,
Ha4MHaAa OT CO30aHMA MOOenn N 3akaH4ymBad ee NCNob30BaHUEM, a TaKXXe
ona  peweHuna 3aga4d4  BbICOKOMPOW3BOAUTENbHbIX BbIYNCIIEHUN (663
npuMeHeHnsa UCKYCCTBEHHOI O MHTeﬂJ’IeKTa).

(aHrn. application programming interface) — Habop roToBbiXx KIaccos,
npouenyp, OGYHKUMK, CTPYKTYP M KOHCTAHT, MpenocTaBisaeMbixX
npunoxexnem (bUbnMoTekomn, cepBMcoM) UM onepaunmoHHON CUCTEMOM
ANA UCMONb30BAHNA BO BHELHMX NPOrPaMMHbIX MPOAYKTaX.

Moaynb ML Space. ABToMaTM4yeckoe NocTpoeHne 1 obydyeHne Mogenen Ha
NoNb30BaTENbCKUX AAHHbIX Ha 6a3e 6ubnuoteku LightAutoML.

MO, npefHa3HayeHHoe A5 aBTOMaTM3MpoBaHHoro cbopa nHGopmaunmn o
BbIIBIIEMbIX B paMKax oOKasaHusa ycnyru TDR  uMHUMOEHTax w
npefocTaBneHMa [OoCTyrna K Hel 4yepe3 fUYHbIM KabuHeTr B WEB-
nHTepdence MO, oOCTYNHbIN No agpecy: https://soc.bi.zone/

TEXHONMOrMA,  NO3BONAKOWAA  BbIMOMAHATL  GONMbWOE  KOMMYECTBO
NoJib30BaTeNbCKUX TPAH3aKLUMIA OQHOBPEMEHHO C OYEHb HE3HAYUTENbHOM
3a4epXXKon.

ceTb [0OCTaBKWM KOHTEHTa, reorpaduyecku pacnpepenéHHas cetesas
MHGPaCTPyKTypa, MNO3BONAKOWAES  ONTUMU3MPOBATb  [OCTAaBKY U
OMCTPUBYLIMIO KOHTEHTa KOHEYHbIM MOoSb30BaTeNnsM B ceTu VIHTepHeT.

dparMeHT AaHHbIX.

ycnyra Ha 6ase ML Space. BkntouyaeT Habop cepBucoB pgna TpaHcdepa,
XpaHeHus, aHanus3a, YynpaBneHuss [LOCTYNOM U XXMU3HEHHbIM LUMKIOM
OaHHbIX M apTedaKTOB MallMHHOro obydyeHus (mataceTtoB, Mopenemn,
Docker-KoHTenHepoB 1 ap.).

XaKepckas aTaka Ha BblYUC/IUTENbHbIE CUCTEMbl  McnonHuTens unm
3aKasuMka C Lenblo OOBecTM MX A0 OTKasa, TO ecTb Co3daHue TaKux
YCNIOBUM, MpM KOTOPbIX O06pPOCOBECTHble MNOMb30BaTeNM CUCTEMbl He
CMOTYT MONYYUTb AOCTYM K MNpefocTaBisAeMblM CUCTEMHbIM pecypcam,
NGO 3TOT AOCTYN ByAeT 3aTPYOHEH.

ycnyra ML Space. BkaovyaeT TecTupoBaHue, pa3BepTbiBaHWe (gennon) u
MOHUTOPUHI  MOAFOTOBMEHHbIX MoAeNel MaWWHHOrO W  rnyboKoro
obyyeHMa Ha  BbICOKOMPOM3BOAUTENbHOM  MHbpacTpykType  ons
NnocnefyloLlero BHEAPEHNS UX B MUKPOCEPBUCHI, GYHKUMU U BusHec-
NMPUNOXeHnA.
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1.65.

1.66.

1.67.

1.68.

1.69.

1.70.

1.71.

1.72.

DNS

Docker-o6pa3

Dynamic Host Configuration
Protocol (DHCP)

Edge Gateway

ML Space Environments uan
Environments

ML Space Spark

Erasure Coding

Firewall

GPU

Hash-based Message
Authentication Code (HMAC)

HTTPS

Infrastructure-as-a-Service (1aas)

Internet Protocol
(1P)
IP-agpec

IPSec VPN

Jupyter Notebook

Load Balancing n High Availability
(HA)

PaHee HaumeHoBaHue ycnyrm ML Space Deployments - «Model
Inference».

KOMMblOTEPHAA pacnpenenéHHas cucteMa ana noayyeHms nHbopmaumm o
nomeHax. Mcnonb3yetca gns nonydeHusa IP-agpeca no MMEHWM XocTa
(komnbloTepa WAKM  yCTPOWMCTBA), nonyyeHus MHpopMaLumu o]
MapLpyTU3aunmn nNoYTbl U/MAnM oB6CNYyKMBAOWMX y31ax Ana NpoTOKOOB B
pomeHe (SRV-3anuco).

3T0 Habop ¢annoB, B COCTaB KOTOPOro BXOgMT Bce Heobxogumoe pnsa
3anycka u paboTbl npunoxeHna B Obnake Cloud: OC, cpepa BbiNONHEHUA
1 MPUNOXKEHME, TOTOBOE K Pa3BepPTbIBAHMIO.

CeTeBOM MPOTOKOJ, MO3BONAOWMIA y31aM aBTOMaTUYeCKM nosnyyaTb IP-
afpec u Apyrue napameTpsl, Heobxoaumele pns paboTbl B CETU.

ceTeBOM KOMMOHEHT Enterprise, aBnaeTca ocHoBoW ceTelt obnaka. OH
Nno3BO/ISET CO3[4aBaTb BHYTPEHHWE CETU, U MOAKMIYATbCA K BHELIHUM,
ncnonb3ysa nybnuyHbin IP-agpec. Tak)ke OH MO3BOMSAET HacTpauBaTb
Firewall, NAT u IPSec VPN, Load Balancing u T. o. 3HayanbHO B Ka)XaoM
BupTtyanbHoM LLOJl co3paeTca oanH ocHoBHOM Edge Gateway, KoTopoMmy
npuceavBaeTcsa nybnnyHbii IP-agpec.

ycnyra ML Space. Bknwo4yaeT NpenpouecCUHr [AaHHbIX C MOMOLbO
knacrtepa Spark, a Takxke obyyeHue Mopenen B paMKax MpPUBbIYHbIX
Jupyter Notebook wunm JupyterLab. Bce Heobxopumble yTUAUTHI ONA
MOHUTOPUHra  3arpyskuM  pecypcoB, Mopenen U 3IKCNEepUMEHT-
MeHe[)KMeHTa NpefyCcTaHOBNEHbl M HACTPOEHDI.

PaHee HaumeHoBaHue ycnyrm ML Space Environments - «Model
Training».

nogycnyra ycnyrm ML Space Environments, KkoTopas nosBonseTr
OpraHM3oBbIBaTb NPeaobpaboTKy OaHHbIX NPU NOMOLWM KnacTepoB Spark,
LOCTYN K KOTopbiM obecneynBaeTca nocpeactsom Jupyter Notebook.

FIOMeXOVCTOl‘;IHMBbIIZ KOf, CMOCOBHbIM BOCCTAaHOBUTL LEeNble MNaKeTbl
OaHHbIX B cilyyae ux notepu. Takon Kop no3BosiseT 6opoTbes ¢ yTeykaMu
AaHHbIX MpKW Nepepaye No KaHanam CBA3M UM paboTe c NamMATbIO

MEeXXCEeTeBOW 3KPaH, NoanepXXnUBaeT HaCTPOWKY NpaBun C onpepeneHneM:
BXxogsuwero n ucxopsuwero IP unn gnanasoHa |IP appecos, BXOASALWEro u
MCXOAALWEro nopTa M NPOTOKOMa nepenayvym gaHHbIX.

rpaduyeckumn npoueccop, oT/IMYaLWmnCs BbICOKOW
NPOU3BOAUTENBHOCTBIO B pPaMKax peleHna  MaTPUYHO-BEKTOPHbIX
onepauuin 1 3agay.

OoouvH n3 MexXaHn3MoB npoBepPKU LEeNOCTHOCTU VIHCbOpMaLI,VIVI,
NO3BO/NAOLWNIA rapaHTupoBaTtb TO, 4YTO [OaHHble, NnepenasaemMble WU
XpaHawmneca B HeHaaéXHowm cpepne, He OblN U3MEHEHDbI NOCTOPOHHNUMMU
nnuamu.

pacwupeHne npotokona HTTP pns nopaoepXKu wud@poBaHMa B Lensx
noebiweHna 6GesonacHocTu. [daHHble B npoTokone HTTPS nepepatotca
noBepx Kpunrtorpadpuyecknx npotokonos TLS mnu yctapeswero B 2015
rogy - SSL.

ofHa u3 Mopgenen obcnyKmMBaHua B 061aYHbIX BbIYMCIEHUAX, MO KOTOPOM
MoTpebuTtenam npepocTaBnaoTCa no nognucke 6a3soBble
MHPOPMALNOHHO-TEXHONIOTUYECKME Pecypchl - (BUPTyallbHble CEpBEpPbI 1
poctyn K BblAe/IeHHOMN BHYTPEHHEeN BUPTYyanbHOMN cetun),
npegHasHayeHHble ONA  pasMeweHnss  UHPOPMAUMOHHBIX  CUCTEM
MoTpebutenen.

MapLWpyTU3NPYEMbI NPOTOKON CETEBOIO YPOBHA.

YHUKaNbHbIN CETEBOM appec y3fa B KOMMNbOTEPHON CETU, NOCTPOEHHOW MO
npotokony IP.

BUPTyanbHas  4acTHas CeTb, [MOCTPOEHHas C  MCNONb30BaHWEM
3aWmWeHHoro npoTokona IP B cooTBeTCTBUM CO CTaHpapToM IPSec.

NPOrpaMMHbIA MaKeT C OTKPbITbIM MWCXOAHbIM KOAOM, MO3BONAOWMI
co3faBaTtb M obyyaTb anropuTMbl MaWKWHHOIMO obyyeHMa U rnyboKuMx
HEWPOHHbIX CeTelN, a TaK)Ke MHTEePNPeTUpPoBaTb U UCMONHATL KOO A3blKa
Python.

6anaHcMpoBLMK Harpy3ku Edge Gateway, no3BonsawoWMin opraHnM3oBaTb
CEepBUC BbICOKOW OOCTYMHOCTU MU obecrneynTb pacnpepeneHne Harpysku
BXOASLLEro ceTeBoro Tpadurka Mexany HeCKOTbKMMU CepBeEpPaMu.
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1.73. Managed Kubernetes —  CepBMC aBTOMATMYECKOro pa3BEpTbiBaHWS, MacwTabupoBaHus MU
ynpaB/ieHUsa NPUNOXeHMAaMN Ha ocHoBe Kubernetes.

1.74. Network Address Translation —  MexaHu3M npeobpaszoBaHUa agpecos B IP ceTax.

(NAT)
1.75. NGFW (mexxcereBbie 3KpaHs! —  YCTPONCTBa, B KOTOPbIX NpoBOoAUTCA rnybokasa npoBepka MaKeToB
HOBOro MOKOAEH!S) (BbiXOpSWAs 3@  paMKM  MOPT/MPOTOKOA), C  BO3MOXHOCTbIO
MHCNEeKTMpoBaTb W  6M0KMpPOBaTb TpaduK YPOBHA  MPUNOXKEHUS,
BK/tOYatoWwme B ceba BCTPOEHHbIE CUCTEMbI NPeAOTBPALLEHNS BTOPXKEHUI
M WHTENnneKkTyanbHylo 06paboTKy TpadMKa Ha OCHOBE MHTerpauum c
BHELWHWMM CUCTEMAMMU.

1.76. Remote Desktop Protocol (RDP) —  nponpueTapHbi NPOTOKON yAanéHHoro paboyero cTonia MPUKIagHOro
YPOBHS, pa3dpaboTaHHbIM KoMnaHnen Microsoft.

1.77. REST (RESTful) AP/ — (o7 aHrn. Representational State Transfer — «nepepmava cocTosiHuMA
npeacTaBneHnsa») - APXUTEKTYPHbIN CTUNb B3aMMOAENCTBUS
KOMMOHEHTOB pacnpefenéHHoro npunoxenusa B cetn. REST npencrtasnsaer
coboi cornacoBaHHbIl  Habop OrpaHUMYeHWR, YYUTbIBAEMbIX MpwU
NPOEKTMPOBaHMN pacnpenenéHHon rmnepmegma-cucTeMbl.

1.78. SAS —  npoduab BUPTYanbHOro AMCKA C XapakKTepUCTUKaMu, COOTBETCTBYOLWMUMN
KeCTKMM guckam cepum SAS 10000 (LUnuHOenbHble >»XecTKue AUCKU,
nMetolme paboyyo CKOpPOCTb BpalLeHMsa g1Mcka He MeHee 10000 o6opoToB
B MUHYTY).

1.79. SATA —  npoduab BUPTYaNbHOro AMCKA C XapaKTepuUCcTMKamMmu, COOTBETCTBYOWMMN
KECTKUM guckam cepum SATA 7200 (LWUnuHOenbHble XecTKue AUCKU,
nMmetowme paboyyro CKOpPOCTb BpalleHus amMcka He MeHee 7200 ob6opoToB
B MUHYTY).

1.80. Secure Shell —  CeTeBOW MNPOTOKON MPUKNAAHOIO YPOBHSA, MO3BOASAIOWMN NPOU3BOAUTL

(SSH) yOanéHHoe ynpas/ieHne onepaunoHHON CUCTEMON W TYHHEeNMpoBaHWe
TCP-coeanHeHun (HanpuMep, ansa nepegayn dannos).

1.81. Site-to-Site VPN — noppep)ka co3gaHua IPSec VPN TyHHenel Mexay yOaleHHbIMU
nnowagkamu.

1.82. 55D —  npodwunb BUPTYaNbHOro AMcKa, C XapakKTepPUCTMKaMu, COOTBETCTBYOLWNMN
anckam cepum SSD (TBeppoTenbHble OUCKN).

1.83. Tenant (TeHaHT) - yactb BLIO[A, npepocTtaBnsieMass 3aka3yuMkKy Ha BpPeMs MOJ1b30BaHUSA
Ycnyron.

1.84. Tier —  MoOKasaTenb HageXHoCTM TexXHONMOrMyeckow niouwapku, paspaboTaHHbIN
cepTudMKauMOHHON opraHmnsaumnen Uptime Institute

1.85. TLS —  KpunTorpaduyecknin  npoTokon, obecneuymBaroWwmMii  3aLUULWLEHHYIO
nepepavy AaHHbIX Mexay y3namu B ceTu NIHTepHeT.

1.86. UpLink - B KOMMbIOTEPHbIX CETAX, BOCXOAALLEN CBA3bIO ABNAETCA MNOAKIOYEHUE
obopynoBaHMs nepepayn faHHbIX K A4py ceTu. OHO TakXe M3BECTHO Kak
BXOQHOE COenHeHue.

1.87. Virtual Network Computing — cucTeMa  yganéHHoro goctyna K paboyeMy cTOoNly  KOMMblOTepa,

(VNC) ncnonb3sytowas npotokon RFB.

1.88. Virtual Private Network (VPN) —  0606WEHHOEe Ha3BaHWe TEXHOOTUI, NO3BONAOLWMX 06ecneynTb OJHO UK
HECKONIbKO  3alMLLEHHbIX  CEeTeBblX  COEAMHEHWN  (3alMILEHHYIO
NIOTUYeCKylo ceTb) MOBEpPX APYron ceTu (panee - BUpPTyanbHas 4acTHas
ceTb).

1.89. VApp — normyeckoe obbeguMHeHMEe  BUPTyasbHbIX — MalWWH, Mo3Bonsowme
rpynnnpoBaTbh UX MO HA3HAYEHUIO U YNPaBNATb MU KaK €AUHbIM LiebiM.

1.90. Web Application Firewall —  COBOKYMHOCTb MOHMTOPOB W GOUAbTPOB, MNpefHa3Ha4YeHHbIX O

(WAF) o6HapyXeHUs1 1 61IOKMPOBAHNSA CETEBbLIX aTak Ha Be6-NpunoXxeHue.
2. TAPUODUKALUNA YCNYTU
2.1. OnucaHusa MOryT npegycMaTpmBaTb Cleayolwme BUabl TapudmKaumu:
2.1.1. Cratnyeckas Tapudukaumsa (Allocation);
2.1.2. OrHaMnyeckada Tapuburkaumsa (Pay as you go).
2.2. CtaTuyeckan Tapudukauma npegnonaraeT onnaaTy nyna pecypcos M ONuMi, yKasaHHbIX Npu dopMMpoBaHUM 3akasa uam

BHECEHMS B HEFO M3MEHEHWUI, BHE 3aBMCUMOCTM OT dhakTa ux noTpebneHmnsa 3akasuymkom.
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2.3.

2.4,

2.5.

2.6.
2.6.1.

2.6.2.

2.7.

3.1.
3.1.1.
3.1.2.

3.2.

3.2.1.
3.2.2.

3.3.

3.3.1.
3.3.2.
3.3.3.
3.3.4.

3.4

3.5.

4.1.

4.1.1.

MeToaMKa pacyeToB MoTPebnaeMblX MPOLECCOPHbIX PECYPCOB M OMepaTMBHOW MaMATM npegnofaraeT Tapudukauuio
CYMMbl 3Ha4YeHNI BbiIGpaHHbIX pecypcoB 3a OTYeTHbIN nepuofd (0AMH MecsaL) B COOTBETCTBMM C TapudoM. Ha ocHoBe CyMMbl
3HaYeHMUIn BbICTaBAETCA CYeT.

MeToanka pacyeta noTpebasgemMoro AMCKOBOro NPOCTPAHCTBA NpepnosaraeT onaaTty 3a BbIOpPaHHbIN 3aKa3uynkoM ob6beM
pPecypcoB AMCKOBOrO NPOCTPAHCTBA.

OvHaMuueckas TapubuKaumsa npegnonaraet onnaTty nyaa pPecypcos M onuuit no daxkty ux notpebneHna 3aKasyuMkoMm B
TeueHune OTYeTHOro nepuopa. Myn pecypcos 1 onuMii, KOTOpble NPEAOCTaBNAOTCA 3aKas3unKy B NopaaKe AMHaMMYecKom
TapuduKaumm, yKasbiBaeTca B COOTBeTCTBYOWeM 61aHKe 3akasa.

[vHaMuyeckas TapubunKaumsa ocyLLecTBIAeTCa:

B noyacoBoM nopsapgke (M3 pacyeta cToMMocTu 1 (04HOro) Yyaca), HauMHasa C NepBOM MUHYTbHI UCNOMNb30BaHUA. CTOPOHDI
YCTAaHOBWUAN, 4YTO ANA ypobCTBa PAcYETOB HEMOJIHble Yacbl WMCMNOMb30BaHWA YCAYyrn, HauMHaa C NepBON MUHYTHI,
OKPYrASTCA A0 MOJTHOrO Yaca Nonb3oBaHusa Ycnyrom;

B noMMHYTHOM nopsaake (U3 pacyéTta ctoumoctn 1 (04HOM) MUHYTBI), HAYMHAA C MEPBOM CEKYHAbI MCNONb30BaHMA. CTOPOHbI
YCTAHOBWMU, YTO Ans ynao6cTBa PacyéTOB HEMOMHble MUHYTbl UCMONb30BaHUA YCAYyruM, HauyMHaa C NepBOiM CEeKyHAbI,
OKPYFNSTCA 4O MNOMHOW MUHYTLI MONb30BaHUA YCyrou.

CTOPOHbI YCTAHOBM/M, YTO B C/lydae OTCYTCTBMSA yrnoMUHaHuWa B OnucaHum Kakux-nmbo BapuaHToB Tapudos, Ycnyra,
onucaHHasa B TakoM OnucaHuuM, MO YyMONYaHWIO npepocTaBnsetrca no Tapudy «Cratmyeckas Tapudukauma» u
onfaymMeaeTca NocThakTyM nocsie oKoHYaHMa OTYETHOro nepuoaa B NopsaKe, onpeneseHHoM [JoroBopom.

3. NOAKMKYEHUE / UBMEHEHUE / OTKNIOYEHUE YCNYTU

OnuncaHmna MoOryT npegycMaTpmBaTb Cneaylowme Buabl NOAK/IIOUYEHUS [ UBMEHEHMS [ OTKOYeHUs YCnyr:
MNocpencTBoM nognucaHmsa 3akasa;

MocpencTBoM COBEPLIEHUS AencTBUI B JIMYHOM KabuHeTe/[TnyHoM KabuHeTte CDN.

Ona uenen n. 3.1.1. MpunoxeHns 3aka3s MoXeT ObITb cornacoBaH CTOpoOHaMM NyTeEM HanpasBieHUs 3anonHeHHON GopMbl
3aKasa No 3/IeKTPOHHOW MOYTE YNOMHOMOYEHHbIX NULL:

OTBETCTBEHHbIX 3a MCcnonHeHne Jlorosopa (pasgen 10 Oorosopa);

KOHTaKTHOro nuua 3akasuyuka, ykasaHHoro B n. 3. MNMpunoxxeHnn N2 4. k [JoroBopy B KayecTse nmua, HageneHHoro npasom
NOAK/OYaTb / UBMEHATb / OTKAYaTh YCyrn oT MMeHU 3aka3yunka, 1 1nua, OTBETCTBEHHOrO 3a UCNOIHEeHWe [Jorosopa co
cTopoHbl NcnonHutens (pa3gen 10 OJorosopa) / KoHTakTHOro LleHTpa (cM. n. 3 Mpunoxerua N2 4. k [lorosopy).

B oTHoweHuM n. 3.2. MNpunoxeHunsa oencTeyoT ciepyowme npasuna:

3aKa3 MoXXeT 6bITb HanpasneH N6o CTOpoHO;

MonyumBluias CtopoHa ob6s3aHa cornacosaTtbh 3akas MKW 0TKa3aTbCs OT Hero B TeyeHue 1 (ogHoro) pabouero gHe;
Mpwn oTCcyTCTBUM OTBETa 3aKa3 CYMTAETCA HECOrNacoBaHHbIM;

CornacoBaHHbI 3akas umeet NOMHYIO OPUANYECKYIO CUMY, ABNAETCA OCHOBAHWMEM [Ns MOQKMYEHUs [ U3MeHeHus [
OTKNOYeHUs YCnyr, He Tpe6yeT dJVIBVI‘-IeCKOI'O noanncaHMa Ha 6yMa)KHOM HOCuTene, panbHenwen nepenavyuy opurnHana un
MOXeT 6blTb MCMONb30BaH B KaYecTBe foKa3aTenbCTBa B cyne 6e3 Kakoro-nmbo cneunanbHOro nopAanka 3aBepeHund.

Ycnyra cyuTaeTca MNOAKMIIOYEHHOWM, WM3MEHEHHOW WNM OTK/IYEeHHOW B nopsaake, npegycMoTpeHHom nn. 3.1.1.
MpunoxeHusa, ¢ gaTbl GakTMYECKOro Hayana okasaHusa Ycayr, onpeaensieMor ¢ MOMeHTa nepefayun 3akasumky yyeTHOMN
3annCK U CCbINKKU AAs AOCTyna K NaHenu ynpaeneHus YCayrom UamM ¢ MOMEHTa M3MeHeHus obbema npepocTaBisieMbiX
yenyr.

Ycnyra cumMtaeTcs NogKNtoYeHHOW B nopsiake, npeaycMoTpeHHoM nn. 3.1.2. MpunoxeHns, ¢ MOMEHTa OCYLLEeCTBIEHMS B
JIM4HOM KabwuHeTe [EencTBUI, NpuUpaBHUBAEMbiX K 3akasy. OTKIYEeHWE U U3MeHeHWe YCAyrnm ocywecTBnseTcs B

aHanorMyYHoOM NopsiAKe C MOMEHTa NOATBEPXAEHNS COOTBETCTBYIOLLMX AEACTBUM B JIMYHOM KabuHeTel.
4, ToPS0OK B3AMUMOOENCTBUSA C IMYHBIM KABUHETOM U KY

BO3MOXHOCTb OcCylLecTBAeHUs noTtpebneHna Ycnyr nocpenctsoM JlMyHoro kabuHeTa npsiMO npefycMaTpuBaeTcs B
cooTBeTcTBYOWEM OnucaHum. B cnyyasx, Korga ynoMMHaHWME O TakoW OnuMuM OTCYTCTBYET B COOTBETCTBYOLWEM
MpunoxeHnn, ynpasneHune Ycayramu ocyLecTBNSAETCS UCKNOYMTENbHO NOCPeACcTBOM nognucaHna CTopoHaMu 3aKasos.
MoTpebneHune Ycnyr ENT, ADV 1 MLS ocyuiecTBnsieTca NoCpeacTBOM COOTBETCTBYHOLWNX KOHCoNen ynpaBneHums.

Mpouecc perncrpaunm/maMeHeHns/yaaneHmna y4eTHon 3anmcmn agMMHMUCTpaTopa B JIMYHOM KabuHeTe:

1 O6HoBNEHMe cTaTyca Ycnyr B JINYHOM KabUHETe He OCYLLEeCTBSETCA B PeXMMe peasibHOro BpeMeHu. MiaMeHeHus B 3aka3 BCTYNaloT B CUY B TeueHue
24 4acoB C MOMEHTA OCYLLECTBIEHWNS AeNCTBMI B JINYHOM KabuHeTe.
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4.1.2.

4.1.3.

4.1.4.

4.2.

4.3.

4.4,

4.5.

4.6.

5.1.

e TMOPAAOK PEerucrpaunm HoBOro nonb3oBaTens: MCnonHMTeNb CO34aeT ydvyeTHyl 3anucb Monb3oBaTtens JIMYHOro
KabuHeTa. JIMYHbIN KabWHEeT HanpaBnseT NMUCbMO Ha e-mail Monb3oBaTens Co CCbIIKOM ANA COo3haHusa napons.
Monb3oBaTtesnb Nosy4YyaeT NMCbMO, MPOXOAMT NO CCbIIKE, CO34aeT Naposib 1 aBTopM3yeTca B JIMUHOM KabUuHeTe;

e MOPSAOK M3MeHeHus napons B JIMYHOM KkabuHeTe: Monb3oBaTenb aBTopusyetcs B JINYHOM Ka6VIHeTe, 3axoguT B
pasgen «Y4yeTHasa 3anncb» M MeHsIeT Naposb;

e MOPSAROK yhaneHusa ydyeTHoW 3anucu Monb3oBaTens B JIMYHOM KabuHeTe: NpefycMOTpeHa npouenypa 6n1oKMpoBKY
YYETHOM 3anucK - AODMUHUCTPATOP OpraHu3aumm (3akasuuk) aBTopusyetca B JiInuHoM KabuHeTe, 3aXo4uT B pasgen
ynpaBneHua  [Monb3oBaTenaMu  opraHusauuu,  BbibupaeT  onuumio  «[eakTuBMpoBaTb»  [lonb3oBaTens.
[eakTnBMpoBaHHbIV MoNb30oBaTeNb NPU NOMbITKE aBTOPMU3aLMKM NonydaeT coobuweHune «Account is disabled».

OnucaHune GyHKUKUI 1 NpaB, NPefoCTaBAAEMbIX aaMUHUCTPATOPY 3aka3umnka B JINYHOM KabuHeTe:
e pobaBneHue/6noknpoBKa Monb3oBaTenen opraHM3aunm;

e CO3daHMe/u3MeHeHue rpynn (NMpPoeKToB);

e MOAK/OYeHNEe/M3MeEHEHNE KOHbUIypaunum Yenyr;

e MPOCMOTP AaHHbIX O PAacxofax opraHunsaumm;

e MPOCMOTP M GOpPMUpPOBaHUE AeTanm3aunn noTpebneHmnsa Ycnyr opraHnsaumnu.

OnucaHne npouecca nepenayn/cosfaHus Napons oT yYeTHOM 3anucy agMuHucTpatopa: Monb3oBaTtenb 3afaeT Naposb
caMocToATeNbHO; TpeboBaHMA K Naponio:

e He MeHee 8 CMMBOJOB;
e Hanunydue cneucmmeona;
e He MeHee 1 cMMBOJIa B BEPXHEM peruncTpe.

B cnyvyae, ecnu [Nonb3oBaTtenb yTpaTWa naponb OAs poctyna K JIMYHOMY KabuHeTy (ToKeH, ko4 SSH) wnam
CKOMMNPOMETUPOBaN ero, ynoJHOMOYEeHHOEe NMUO 3aka3umka obpallaeTcs B TeXHMYecKyl nopnepxky Wcnonuutens.
TexHunuyecKkas nogoepyka 3anyckaeT npouenypy cbpoca paHHbIX y4eTHON 3anucu Monb3oBaTens (Napofb, TOKEH, KoY
SSH).

[ns coBepweHuna gencteuin B KoHconsax ynpasneHusa MNMonb3osaTteNb OCYLWECTBASET BXOA, B J/IMUHbIN KabMHeT nocpeacTBoM
BBOAA NlornHa u naponsd. O6béM npas Monb3oBaTens ycrtaHaBAMBaeTcss Ponblo. 3aka3uumk MOATBEpXKAaeT, 4To ntobble
nencTBns, coBepleHHble Monb3oBaTtenem B JINUHOM KabuHeTe /| KOHCONSX ynpaBieHMUs NPUPaBHUBAKOTCA K AENCTBUSM
3aka3suumka no Jorosopy.

CTOpPOHbI YyCTaHOBMAN, YTO Monb3oBaTensaMm MoryT GblTb NULWb Te NMua, KOTopble YKasaHbl B M. 3. MpunoxeHua N2 4. kK
Dorosopy . Ponu Monb3oBaTenen (NoSIHOMOYMS) 3aKa3umK pacnpenenset caMocToATeIbHO (MOCPEeACTBOM pacnpeneneHns
Ponen [MMonb3oBaTenem-agMuUHUCTpPaTopoM). Mo ymonyaHuto [lonb3oBatenn obnapgatoT npaBamMu [Monb3osaTens-
aAMWHUCTpaToOpa, T.e. BMpaBe OCYLWEeCTBNATb BeCb OOBEM MONHOMOYMI, MPEefoCTaBNEHHbIN QYHKUWMOHANOM JIMYHOro
KabuHeta / KY. Mcknw4yeHne M3 BbilleyKa3aHHOro COCTaBAAT ycayru ML Space: nocpepctBoM JlMyHoOro kabuHete
Monb3oBaTenb-aAMUHUCTPATOP BMpPaBe cCo34aBaTb YYETHble 3anMUMCU HenocpeacTBEHHO B npocTpaHcTBe KoHconu
ynpasneHunsa ML Space n npucBanBaTb Nonb3oBatensaM 3aka3umka COOTBeTCTBYOWMe Ponu.

B cnyyae yTpaTbl goctyna K JInyHoMmy KabuHeTy / KY poctyn MoxkeT 6blTb BOCCTAHOBMEH MOCPEeACTBOM obpalleHusa B
KOHTaKTHbIN LLeHTp B nopsaake, ycTaHoBNEHHOM B MpunoxeHun N2 2.0. kK [Joroeopy.

BanaHc 3aka3uuMka oTobpa)kaeTcd B COOTBETCTByWOWEN rpade B JIMYHOM KabuHeTe?. Mofb3oBaTeNb-agMUHUCTPATOP
BMpaBe OrpaHW4YMTb BO3MOXHOCTb WHbIX [lonb3oBaTenei BuaeTb AaHHble banaHca. O6beM [eHEeXHbIX CPencTs,
yunTbiBaeMblx McnonHutenem Ha banaHce, MoxeT 6biTb OTOGpaXeH B BMAe OTPMLATENbHOW CyMMbl 3a YCnyru,
npeanonaratplmMe nocronnarty. B 3aBMCMMOCTM OT OKa3biBaeMon Ycayru, nocpencrsom SinyHoro KabuHeTa Monb3oBaTtenb
MOXXET 3anpocuTb OTYET 0 noTpebnsgeMon Ycayre 3a COOTBETCTBYOWMMN nepnof. CTOPOHbI YCTAHOBU/U, YTO YKa3aHHbIN
OTYET He ABNAEeTCA OTYETHLIM AOKYMEHTOM, NGO AOKYMEHTOM, Ha OCHOBaHUKN KOTOporo CTOPOHbI BNpaBe OCYLEeCTBAATb
Kakne-nmbo B3aMMopacyéTbl, UCMONb30BaTb TakMe OTYETHI A 060CHOBaHMS TPeOOBaHMI, a TaKXKE OCYLLECTBEHUS UHbIX
IOPUANYECKN 3HAUYUMbIX AeNCTBUIA. MHDOopMaLmsa B OTYETE HOCUT CNPaBOYHbIN XapaKTep. B cBA3M C pa3nnMyHbIM NOPSAAKOM
onpoca nporpaMmMHoro obecneyeHuns, ocyllecTeasaowWwero c6op nHbopmaumm ana GopmMmmpoBaHnsa oT4éta, nHpopmauns B
TaKOM OTYeTe MOXeT 6bITb HETOYHOM.

Mpu Heo6XoaMMOCTM 3aKa3unK BrpaBe HanpaBuTb VICMOMHMUTENO 3anNpoc Ha NPeaoCTaBleHMe eMy XXYPHanoB CoBbiTUiA
CBOEero TeHaHTa, B TOM yucne nor-danaos o UCNofib3oBaHuIo JInyHoro kabuHeTa Monb3oBaTensaMm 3akasuyumka.

5. MOPSIAOK B3AUMOLOENCTBUSA C IUYHBIM KABMHETOM CDN

B TeueHue 4 (yeTbipex) paboumx OHer c MOMeHTa nognucaHua 3akasa Ha ycnyry CDN McnonHuTenb nepepaeTt 3akasumky
YyeTHble OaHHble ANS aBTopM3auuM 3aka3umka Ha cante: https://cdn.sber.cloud. Y4yeTHble AaHHble nepeparoTcs
3aKa3uyMKy NocpeacTBoM obMeHa COOBWEeHNSAMU INEKTPOHHON MOYTbl MEXAY NMLUaMU, OTBETCTBEHHbIMU 33 UCMONIHEHWE
Oorosopa (pa3gen 10 fJorosopa).

2 O6bHOBNEHMEe faHHbIX BanaHca No HEKOTOPbLIM YcyraMm MOXeT NPOUCXOAUTb OT 2 (ABYX) A0 4 (YeTbipex) YacoB C MOMeHTa notpebneHus. B TecToBoM
pexxuMe banaHc ycnyr ML Space oTpaxkaetca B KoHconu ML Space, nMpy 3TOM Ha TEKYLWWN MOMEHT MCNOMHWUTENb HE FapaHTUPYeT KOPPEeKTHOCTb
oTOBpaXeHMs [aHHbIX. 3aKa34YMK COrnallaeTcsa C TeM, YTO TakMe AaHHble B KoHconu ML Space HocAT MHGOPMATUBHbIN XapaKTep.
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3aKa34yuMK MOSIHOCTbIO OTBETCTBEHEH 33 COXPAHHOCTb U KOHdJVI,D,eHLI,I/IaJ'IbHOCTb nepegaHHbix eMy UcrnonHutenem Y4yeTHbIX
OaHHbIX. MicnonHuTenb He HeceT OTBETCTBEHHOCTU W He BO3MelaeT y6bITKVI noboro pona, NOHeceHHble 3aKa3unKOM U3-
3a pasrnaweHuns Uam yTpatbl NoCAegHUM CBOMX YUETHbIX OaHHbIX.

Mo daKTy yTepu, HECaHKLMOHUPOBAHHOMO [OCTYNa K YYETHbIM AaHHbIM, NOJyYeHHbIM OT ICMOTHUTENS, UM BO3MOXHOCTU
BO3HWMKHOBEHMA TaKOM CMTyauun, 3aKasymk BnpaBe HanpaBuTb VICMOMHUTENIO 3aABKY Ha CMeHy YYeTHbIX OaHHbIX U [ Ui
6/10KMpPOBaHMe focTyna K JIMYHOMY KaBUHETY C MCMOMb30BaHMEM 3TMX YUYETHbIX AaHHbIX. B 3TOM ciydyae McnonHutenb
ocylecTsnaeT 6/10KMPOBKY YUeTHbIX AaHHbIX, NepefaHHbiXx 3aka3umky. Cpok nofo6Ho 6O0KMPOBKM COrnacoBbiBaeTcs
CTOpOHaMM LONOMHUTENBHO C YYETOM KaXA0W KOHKPETHON CUTyauuu.

B cnyyae yTpaThl (6€3 BO3HMKHOBEHMSA BO3MOXHOCTM HECAaHKLMOHMPOBAHHOIO JOCTYNa TPETbUX UL, K YUETHbIM AaHHbIM)
CBOMX YYETHbIX AaHHbIX 3aKa3yMKOM MX BOCCTAHOBJIEHME OCYLLECTBNAETCS Ha OCHOBAaHWMM 3anMpoca O BOCCTAHOB/IEHUU
YUeTHbIX AaHHbIX. Mpu 3TOM McnonHWUTeNb BrpaBe 3amnpoCUTb CKaH-KOMUU MAEHTUDULMPYIOWMX OOKYMEHTOB (4ns
buM3Myeckoro nnuUa - obLEerpaXxaaHCcKMii NacnopT, A8 PUAMYECKOro NNLa - KOMWUIO CBMOETENbCTBA O perncrpauuu).
BoccTaHoBNEHME YYeTHbIX BAHHbIX OCylecTBAdeTcs MCnonHuTeneMm B TeyeHue 2 (AByX) pabouuMx OHEN C MOMeHTa
NoJly4eHuMsa 3anpoca 0 BOCCTAaHOBIEHMM OaHHbIX.

6. MOPAOOK PACYETOB MO YC/ITYTAM

OnncaHusa MOryT nNpepycMaTpmBaTh Creaylowmne Nopsaku pacyétos no Ycnyre:
MpenBapuTenbHaa onniata — NOPAAOK ONMaTbl, MOAPasyMeBatowWwmin onnaty Ycayr 4o Havana ux notpebneHus;

MocTonnaTta — NopsAoK onnaThl, I'IO,EI,DaByMeBaPOLLI,VIVI onnaty Ycnayr nocne ux I'IOTpe6J'IeHM9|.

B cnyyae, ecnu B OnucaHuMM OTCYTCTBYEeT YNOMWHaHUE O NMPUMEHUMOM nopsigke paCl-IéTa, CTOPOHbI YCTAaHOBWU/N, YTO
onnaTta Takux Ycnyr ocywecTBNSeTcs B NOpsiAKe nocTtonnaTbl.

B cnyyae, ecnn OnucaHve COAEPXKUT HECKONIbKO BapMaHTOB Nopsaaka pacyéTa, npu 3akase Ycnyrn 3akasumk BbibupaeT
NPUMEHMMbIN NOPAAOK. YKa3aHHbIM NOPSAOOK OTpaaeTca B COOTBeTCTBylouWweM 3akase. CTOPOHbI YCTaHOBWUAM, YTO B
cny4yae, ecin 3aKa3 He COAEPXUT KaKoro-1nbo ynoMmHaHUsA o nopagke pacyéta, To npuMeHseTcsa noctonnarta Ycayr.

MpeneapuTenbHas onnata OCYLWEeCTBNSETCA NOCPeACTBOM BHECEeHMs 3aKa3uMKOoM AEHEeXHbIX CPeacTs McnonHutenio oo
MOMeHTa notpebneHns Ycnyru. BHeceHHble AeHexXHble CpeacTBa OTpaXaloTcs Ha banaHce 3axkasunka B JIMUHOM KabuHeTe.
CTOPOHbI YCTAaHOBWN, YTO MICNONHUTE b BNPaBe OCYLWeCTBAATb YAEPKaHUA CPeACcTB Ha BanaHce 3aKa3umka B ClIefyoWwmx
cnyyasnx:

BO3HMKHOBEHMS Yy 3aka3uymMKa NPOCPOYKM MO onnate UHbIX Ycnyr no Jorosopy (Hanpumep, onnavymBaeMbix B nopsnke
nocTonnaThbl) Ha CPOK, NpeBbiwatwmnin 30 (TpuauaTb) oHeR;

BO3HMKHOBEHMS Ha CTOPOHE 3aKa3uMka WHbIX MNOATBEPXAEHHbIX [OeHEeXHblx o06s3aTenbcTs nepen McnonHuTenem,
cBA3aHHbIX C [orosopoM (Hanpumep, wTpadbl CO CTOPOHbI TPETbUX /UL, BO3HUKIIME B CBA3U C HEUCMNOSIHEHUEM
0643aTeNIbCTB 3aKa3unMKoMm).

McnonHutenb 06s3yeTca BEPHYTb AEHEXHble CPeACcTBa, NMOCTYNMBLLME eMYy B NMOPsAKe Npefonnatbl, B NOHOM 06béMe B
cnyyae CooTBeTCTBYylOWeEro obpalieHunsa 3akasumka B TedeHure 10 (pecaTtun) paboumx gHen, npu cobnofeHnn cnepyowmx
yCNOBUM:

3aKa3uuk 06paTMJ‘ICFI C MUCbMEHHbIM 3asiBNleHneM K NcnonHuTento, NoannMcaHHbIM YNOTHOMOYEHHbIM NIMLOM;

Co CTOpOHbI 3aKka3umMka Ha MOMeHT obpalleHns OTCYTCTBYET 3af0/MKEHHOCTb Mo [1oroBopy B CBSA3W C OKa3aHWEM UHbIX
Ycnyr, a TakxKe UCNoSIHEHMEM WHblx 06s3aTenbcTs no [loroBopy. B cnyyae Hanuums HenoraweHHbIX 06a3aTenbCcTB no
[loroBopy geHeXkHble CpeAcTBa BO3BPaALLalOTCS 3aKa3umKy C YY4ETOM yaepaHua nonaratowmxcs icnonHuTento cyMm.

Ha peHexkHble cpefcTBa, NpenocTaB/ieHHble B MOpSAAKe NpenBapuTenbHOM onnaThl, HEe PacnpoCTpPaHAKTCA YCOBUS O
KOMMepYeCcKoM KpeauTe, npeaycMoTpeHHble TK PM. 3aka3umk He Bnpase TpeboBaTb oT McnonHUTens ynnaTbl Kaknx-nmbo
NPOLLEHTOB 3a BHECEHHbIe B NOPsAAKe Npefonnaathl AeHeXHble CpeacTaa.

7. CNOCOBbI ONNATbI / NOPAOOK MOMO/MHEHUA BANNAHCA

Onnata Ycnyr UcnonHutensa ocywecTensaeTca nyteM 6e3HannyHoro nepeyncieHms geHexHblX CPeacTB C pacyeTHOro cyeta
3aKa3uyMKa Ha pacyeTHbIn cyeT McnonHuTensa cnocobamu, yKasaHHbiMK B JIMYHOM KabuHeTe Ha gaTy onnatbl Ycnyr. C
MOMEHTa peanusaunu MVICnonHUTENEM COOTBETCTByOWeEro ¢yHKuMoHana B JIMYHOM KabuHeTe, MOMyYeHHble
McnonHutenem feHeXKHble CpeacTBa oTpakatoTca Ha banaHce B JInuHOM KabuHeTe M cnucbiBatoTcs ¢ banaHca B onnaty
BbIGpaHHON 3aKa34MKOM YCyrM Ha OCHOBAHMM BbiIOpaHHOro Tapuda 1 nepnopa okasaHus Ycnyr, oTpaxkaembix B JIMYHOM
KabuHete.

[eHexHble cpeacTBa CYMTAIOTCA MNONYYEHHbIMU MicmonHuTenem:

e Mpu onnate NyTeM nepeBoda [OeHEeXHbiXx cpeacts 6e3 MCNoMb30BaHMA 3MEKTPOHHbIX CPeAcTB nnaTtexa B JINYHOM
KabuHeTe — B MOMEHT 3a4MCNEHUSA AEHEXHbIX CPeACTB Ha pacyeTHbIN cyeT NCNonHUTENsa, yKasaHHbIN B HACTOALEM
LoroBope, npu cobat0aeHnn YyCNOBMIA ONaThl, YKa3aHHbIX B BbICTaBI€HHOM VMICNonHUTENneM cyeTe;

e Mpu onnate C WUCNONb30BAaHMEM 3/IEKTPOHHbLIX CPEACcTB nnatexa B JIMYHOM KabwHeTe — B MOMEHT nonyvyeHusa
McnonHuteneM oOT npoBanaepa ycnyr no npenoctaB/ieHUIO 3NTEKTPOHHbIX CpeAcCTB naaTeXa noareBepxXaeHua o
NPUHATUM K UCNOJIHEHMIO 06A3aTeNbCcTB Mo nepesoay OeHeXHblX CpeacTs B agpec NcnonHutens.
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Onnata ycnyr no Joroeopy MoxeT 6biTb BO3/10)KEHa 3aKa34MKOM Ha TpeTbe NIMLO Npu YCN0BUM cobnogeHnsa 3aka3unkom
nopsagka M ycnosui onnaTbl YCAyr nyteM nepeBoAa AEHEeXHbIX CPeAcTB CO cyeTa TPeTbero nuua, pasMelleHHbIX
McnonHutenem B JInuHoM KabuHeTe.

Mpu onnate Ycnyr C WCNONb30BaHMEM 3/IEKTPOHHbIX CPEACTB NaTexa, [[OCTyn K KOTOPbIM MpefocTaBnsercs
YNO/THOMOYEHHOMY MNpeacTaBuTento 3akasuuka (Monb3oBaTeno) NpuM COBEpLIeHMM MM Bxoda B JIMYHbIA KabuHer,
3asBneHne 06 UCNoNHeHUM 06583aHHOCTM 3akasumka no onnate ycnyr MCnonHuUTena NUUOM, MCMNOJb3YIOWMM Takoe
3/IEKTPOHHOE CPEeAcTBO MaTexa, CUYMTAeTCa MoJlyYeHHbIM McnonHuTtenem. [MoNHOMOYMA NMLA, WCMNOJb3YIOLWLEro
3NEeKTPOHHOE CPeACcTBO nyatexa Aas onnatbl Ycnyr McnonHuTens, npefocTaBnseMblX 3akasuuKy, NMOATBEPXKOATCA
MCNOSIb30BaHMEM TaKMM JIULLOM NpefoCTaBNeHHOro MicnonHuTeneM 3akasumKy 0rMHa v napons angd noctyna B JIMYHbIN
KabuHer.

8. OPFAHM3ALMA MHDOOPMALIMOHHOM BE3OMACHOCTU B OTHOLEHWUM YCITYT

OnucaHusa MOryT npeaycMatpuBaTb Mepbl U CNocobbl:
KoTopble npuMeHsaeT McnonHutenb, ANs 3awmuTsl nHbopmaumm, O6naka Cloud v cpeacTs ero ynpasneHus;

HanpaBneHHble Ha BbiIBIEHME HEQOCTAaTKOB OpraHm3aumn cucteMol b O6naka Cloud (ayauT, TeCTUpoBaHue, U.T.4.).

B oTHoweHMM npoueccos/cepBucoB Vb OnncaHua MOryT cogepxatb MHGOPMaLMio, KacatoLLyrca pacnpeneneHns ponen,
0653aHHOCTEN N OTBETCTBEHHOCTU B 0611acTn MBb Mexay 3aka3unkoMm u McnonHutenem.

B pamkax okasaHusa Ycnyr icnofHuTeNb He NpefocTaBaseT onunum MHGOPMMPOBAHMS O BO3MOXHOCTAX MapKUPOBKU N/Un
Knaccudukaunm nHbopMaLmMmn/akTMBOB 3aKasuymMkKa MyTEM HAMMEHOBAHUA WU/UNKM U3MeHeHUs ee/ux cBomcTB. Ecnum 370
NPMMEHMMO K KOHKPETHbIM YcniyraM, 3akasumK MOXET BOCMO/Ib30BaTbCsA BCTPOEHHbIMU BO3MOXHOCTAMM MO, B cnydyae
npepocTtasneHus Takoro MO 3aka3umKky B paMKax okasaHums YCnyr, 1 03HaKOMUTbCS C MPeAOCTaBNEHHbIMU UHCTPYKLUSMHN
OT npoussoguTenen gaHHoro MO.
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