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MPUNOXEHUE N2 10
K Jorosopy

OrNnMCAHME N YCI1O0BUA NMPEOOCTABJIEHNA
YCNYTW «MANAGED SERVICES»

1. ObLIAA UH®OPMALIUA N ONINCAHUE YCNYT

Managed Services - ycnyra, B pamMKax KoTopow WcnonHutenb obcnyxmaeT |T-uHPpacTpykTypy

3aKa3ymnka, pasMelleHHyto Ha ENT.

Managed Services BK/OYaeT cnegytouiee BMabl paboT:

e OAK/IOYEHME U HacTponKa cepBuca NHTepHeT — NAT;

e TMOAK/IHOYEHME M HACTpOMKa cepBuca B obnake yepes Site to Site VPN - L3 VPN (IPsec VPN);

e HacTpolka Firewall;

e [poBepKa NpaBUIbHOCTK HacTpoek Firewall, BbinoNHEHHbIX 3aKa3zuynkoM (HanpuMmep, npasun DNAT,
SNAT);

e HacTpolika DHCP;

e HacTpoMka Routing;

e HacTporka Load Balancer;

e CO34aHMEe BUPTYanbHOM MalWWHbI U3 CTaHAAPTHOrO WabnoHa;

e CO34aHMEe BUPTYanbHOM MalMHbI COrnacHo TpeboBaHUAM 3aKa3umnka;

e UN3MEHEHWE XapPaKTEPUCTMK BUPTYanbHOM MalnHbl (6e3 kacToMusaumm rocteson OC);

e CO3[aHMEe KNOHOB BMPTYasbHbIX MallWUH;

e BbIFpy3Ka MeTPUK cocToaHMa no TpebosaHuio (CPU, RAM, ceTeBbix MHTEePdENCOB);

e (CO3[0aHMe N yaasieHMe Nonb30BaTeNsa B TEHAHTE;

e HaCTpoOMKa NPUBMIErUi NONb30BaTENS;

e V3MEHeHMe ONCKOBOM MOMUTUKK MO YMONYaHUIO Ana BupTyanbHoro LLOMO;

e BKJ/IIOYEHME [ OTKIOYEHNE AOMONTHUTENbHBIX YCAYr, AOCTYMHbIX WTATHbIMW CPEACTBaMN BUPTYaslbHOMO
Lon (norupoeaHue, DFW, VPN n 1. a.);

e OUEHKa Heobxoammoro o6beMa XpaHunuLLa Ana Pe3epBHOro KONMPOBAHUSA;

e CO3[aHMe 33a[aHUA Pe3epBHOro KONMPOBaHUS;

e BOCCTaHOBJIEHWE BUPTYaSlbHOWM MalIMHbI U3 PE3EPBHON KONUU;

e BOCCTaHOBJ/IeHME PalIoB N3 pe3epPBHbLIX KOMUNA;

e TECTOBOE BOCCTAHOBJIEHWE BUPTYaNbHOM MalMWHbl U3 Pe3epPBHON KONuu;

e [OMONMHUTENbHas HacTPOliKa CepPBEPOB, apeHAyeMblx B pamkax ycnyru «BblOENEHHbIA CEPBEP
(BARE METAL)», no cornacoBaHHbIM TpeboBaHMAM 3aKa34ymKa.

2. YCJT0BUA N NMOPAOOK OKA3SAHUA YCITYTU

NcnonHutenb okasbiBaeT YCyry Ha OCHOBaHWUM 3anpoca 3akasumka 1 nnaHa paboT (ganee - Mnaw). Mnax
cornacyeTca v yTBEP)KAaeTcsa C 3aKa3uynMKoM B MHAUBUAYAIbHOM NOPSAKe.

3anpoc Ha Ycnyry HanpaBnseTca Ha 3NeKTPOHHbIN agpec OTBETCTBEHHOro nuua McnonHutens.

McnonHutenb B TeyeHue opHoro paboyero pHA, Cchefylowero 3a [HeM MNOoJyyYeHus 3anpoca,
NOATBEPXXAAET MO 3NEKTPOHHOM MoYTe MOoNyYeHWe 3anpoca, a TakKXKe rOTOBHOCTb OKasaTb YC/yry no
COOTBETCTBYIOLWEMY 3anpocy, -Mbo HanpaBnsieT CBOW 3aMeyaHusl, KOTopble paccMaTpuBaloTCA
3aka3umkoM. Ecnu 3akas3umk He corfaceH C U3MeHeHUsMM, npouegypa COriacoBaHMa 3asiBKuU
noBTOpPSAETCA.

CTopoHbl yTBEpAatoT MnaH nyTeM corfacoBaHWsa no 31eKTPOHHONM nouTe.

B pamkax Managed Services MicnonHMUTENb BbINONHAET PaboTbl HA OCHOBAHWM CcOorfacoBaHHOro MnaHa.
[JocTynHbl cneaylowmne BapraHTbl NOPAAKaA oKasaHua Ycnyru:

MO pPacnUCaHUIO C YKa3aHWEM >XeflaeMblX CPOKOB O/ KaXOoro OTAenbHOoro Buaa paboTr Managed
Services;

no 3anpocy, KOTopbi HanpaBnseTca B pamkax MpunoxeHusa N2 4 kK [1oroBopy Ha agpec 3/1eKTPOHHOMN
noyTtbl TeXHUYECKOM NoaaepXKKN ¢ 06a3aTenbHbIM YKasaHneM TeMbl NMcbMa «Managed Services». 3anpoc
He NPUBA3aH K KaKoMy-TO onpenereHHoOMY BPeMeHW BbiNoNHeHUsa YCayru.

O6MeH opuUrnHanamu OOKYMeHTOB, KOTOpPble He0BX0aMMbl MICMONHUTENO A5 OKasaHusa YCyru, a Takxe
nepegava 3akasuyuKy MONYYEHHbIX/CO30aHHbIX B MpoOLLecce OKasaHua YCayrM opurMHanos OOKYMEHTOB,
OCYLLeCTBMAGTCA CuUAaMM M 3a cuyeT 3aKasumka. McrnonHuTenb Haanexawum ob6pasom nepepaet
OPUrMHANbI MONYYEHHbIX/CO30aHHbIX MICNONHUTENEM [OKYMEHTOB YNOMHOMOYEHHOMY ULy 3aKasymnka.

[JocTaToyHbIM CbaKTOM noaoTBep>XneHunA OKa3aHu4g Ycnyru ABNAETCA yCI'IEUJHbIVI 3anycK
YCTAHOBJ/IEHHbIX/HAaCTPOEHHbIX CEPBUCOB, MPOrpaMMHOro obecnevyeHusa u npo4Ynmx ConyTCTBYHOWUX
KOMIMOHEHTOB corfnacHo lNnany.
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3.1.

3.2.

3.3.

3. LENEBbIE NMOKA3ATEJTIU MO NMPEAOCTABJIEHNIO YCITIYTU

CpoK BbIMOIHEHUA Ka)Xporo M3 Buaa paboT Managed Services mcunmcnaeTca He paHee MOMEHTA
cornacosaHua CtopoHamu naHa M Npu ycnoBMW MNpPefoCTaB/ieHMS 3aKa3uMKOM Bcell Heobxoaumon
nHdopmMaumMmn gna okasaHua Ycnyru.

B paMKax ycTaHOBMeHHbIX nokasaTtenen onsa ENT 3akasumk MOXKeT 3akasaTtb go 3 (Tpex) BuOoB paboT
OLHOBPEMEHHO: 2 (OBE) CO BPEMEHEM BbINOMHEHNA OO0 24 (ABaguaTh YeTbipex) YyacoB K 1 (ogHoMn) co
BPEMEHEM BbINOMHEHNA [0 48 (COpOKa BOCbMM) YacoB, Unu 3 (Tpu) Buaa paboT co BpeMeHEM BbINOSTHEHMS
0o 24 (pBaguaTu JeTblpex) 4YacoB cornacHo Tabnuue 1. Bpems BbiMOMHEHUA Takon obuwen 3asaBKK
onpenenseTcd No caMoMy AAMTeNbHOMY BPeMeHU BbiNonHeHUA B Habope paboT.

Ecnu cocTtaB u/mnm ob6beMbl paboT BbIXOAAT 3@ Npefesnbl YKa3aHHblX B Tabnuue 1 xapakTepucTuk, Takue
paboTbl, CPOKM U BO3MOXKHOCTb WX BbIMOJIHEHMS COrNacoBbLIBAKOTCA C 3aKa3uMKOM B MHOMBUOYANIbHOM
nopsake.

Tabn. 1. Llenesble nokasaTenun no obpaboTke 3anpocoB Ha ycnyry Managed Services ons ENT

HanmeHoBaHue paboT B Bpems BbeMst beLeHMs Pexxum
paMkax ycnyrm Managed peakuum p p MeTpuku TEXHUYECKOMN
. (yacoB)
Services (MUHYT) noaaepXKu
MopkntoyeHne U HacTpomKa 15 o 24 Lo 3 IP-agpecos, 0o 5

cepsuca MHTepHet — NAT npasun
MoakaYeHne U HacTporka
cepBuca B obnake yepes Site

to Site VPN - L3 VPN (Ipsec 15 Ro 48 Fo 8 canos
VPN)

HacTtponka Firewall 15 0o 24 0o 10 npasun
MpoBepkKa NpaBUIbHOCTU

HacTpoek Firewall,

BbINOSTHEHHbIX 3aKa34YMKOM 15 0o 24 [o 5 cepsucos
(Hanpumep, npaeun DNAT,

SNAT)

HacTtpownka DHCP 15 0o 24 0o 10 noaceten
HacTtpownka Routing 15 0o 24 0o 20 MmapwpyToB

Lo 5 BupTyanbHbIX
HacTpownka Load Balancer 15 0o 24 cepBepoB M 0o 5
cepsepoB B backend

Co3pgaHue BUPTYyanbHOM -

A PTY [0 15 BUpTYyanbHbIX 24x7
MallWHblI U3 CTaHOAPTHOro 15 o 24 MalLH KPYrnoCcyTO4YHO B
wabnoHa pabouune "
Co3paHue BUPTYyanbHOM BbIXOOHblE

A PTY [0 10 BUpTYyanbHbIX A
MalLWHbl COrnacHo 15 0o 24 MalLH (NpasgHUYHbIE)
TpeboBaHMAM 3akasunka OHU
MI3MeHeHne xapaKTepucTumk

. P P [0 15 BUpTYyanbHbIX

BUPTYanbHON MalnHbI (6e3 15 0o 24

o MalWunH
KacTtomMm3aumm roctesorn OC)

Co3paHune KNoHoB [0 10 BUpTYyanbHbIX

15 0o 24
BUPTYalbHbIX MaLlIWH MalUWH
Bbirpy3ka MeTpuK COCTOSHUS [0 15 BUpTYyanbHbIX
no TpebosaHuio (CPU, RAM, 15 0o 24 MalKWH (0O 5 MeTPUK Ha
ceTeBbIX UHTEPdENCcoB) 1 BM)

Hue n HU .
Co3pakne u ypanenue 15 o 24 [o 15 nonb3oBaTenen
Nnonb30BaTeNs B TEHAHTE
Hacrpowka npusmnervin 15 Lo 24 [o 15 nonb3oBartenen
nonb3oBaTens
MN3MeHeHne AUCKoBOM
MOAUTUKM MO YMONYaHUIO ANs 15 0o 24 0o 15 nonnTtuk
BupTyanbHoro LO[M
BkntoyeHue [/ oTKNo4YeHne
4On. ycnyr, AOCTYMHbIX
WTaTHbIMK CpeacTBamMu 0o 10 ponoNHUTENbHbIX

15 0o 24
BupTyanbHoro LOM ycnyr
(nornpoeaHue, DFW, VPN n
T. 0.
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Tabn. 1. Llenesble nokasaTenun no obpaboTke 3anpocoB Ha ycnyry Managed Services ons ENT

HanmeHoBaHuWe paboT B Bpems Pexxum
Bpems peluexuns .
paMkax ycnyru Managed peakumm (yacos) MeTpuku TEXHUYECKOM
Services (MUHYT) noaaepXKu
OueHKa HeobxoaMmMoro [o 20 06bekTOB
obbema xpaHunuwa onsa 15 Lo 48 (BMpPTYyasibHble MaluWHbI
pe3epBHOro KONMpoBaHms nT. 4.
o 20 o6bekToB 9x5 - € 09:00 po
Co3paHue 3apaHunsa 18:00 (no
15 Oo 48 (BMpPTyanbHble MaWKUHbI
pe3epBHOro KONMpoBaHms MT. ) MOCKOBCKOMY
BPEMEHM) C
noHepenbHUKa
BocctaHoBneHune no naTHUMULY 3a
BUPTYaNbHOM MalINHbI U3 15 Lo 48 0o 1Tb UCK/I0YEeHeM
pe3epBHOWN Konuu BbIXOAHbIX 7
npasgHUYHbIX
Boccraroeneke daiinoe us 15 o 48 110 500 I Hepaboumx AHeil
pe3epBHbIX KONui
TecToBOE BOCCTaHOBMIEHNE
BUPTYanbHON MalUUHbI U3 15 Lo 48 0o 1Th
pe3epBHOM KoNuun
HacTpoika BupTYyanbHOro
MeXCeTeBOro sKpaHa - - - -
Usergate

4. nopAA0OK COAYU-TNTPUEMKN YCITYTU

B pamkax Managed Services caaya-npvemka Yc/yru npovsBoamTcs no ¢GaxkTy yBenoMneHns 3akasumka
Mo 3/IEKTPOHHOW MoYTe O 3aBePLUEHU BbIMOMHEHUSA YTy,

3aKa34ymnK B CPOK He no3gHee 5 (NATN) paboymx gHen C patbl NONy4YeHUsa yBegoMnenms ot McnonHutens,
0693aH:

JIn60 NONHOCTbIO NPUHATL BbIMOMIHEHHYO YCNYry U NOATBEPAUTL 3TO MO 3/IEKTPOHHOM MoYTe;

JlIn6o He npuHMMaTb Ycnyry M coobwmuTb MICMONHUTENO MAPUYUHBI, MO KOTOPbIM YC/yra He MOXeT
CYMTATbCSA BbINONHEHHON. WCMONHUTENb KOPPEKTUPYET BbIMOMIHEHME YCAYrnM cornacHo TpeboBaHUAM
3aKas4yunka (B paMKax COOTBETCTBYHOLEN 3aaBKM 1 [naHa).

Ecnn 3aka3uyuMk He HanpasnseT WcnonHuUTento MOTMBMPOBAHHbLIM OTKa3s OT npuemMa YCnyrm B CPOK,
YCTaHOBJ/IEHHbIN M. 4.2 Hactoawero MpunoxeHusa, Ycnyra cYMTaeTcs BbINOJHEHHOW McnonHutenem B
NonHOM ob6beMe.

5. MOPAONOK PACYETOB N TAPUDUKALINA

CToMMOCTb OKa3sblBaeMblx Mo [orosopy Ycnyr cornacosbiBaetcd CTopoHamm B 3akasax YCnyr Ha
OocHoBaHuKM TapudoBs, pa3Mep KOTOPbIX ycTaHoB/eH B MNMpunoxxeHnn N2 7 k [lorosopy. CTouMocTb Ycnyru
yKa3biBaeTcs 3@ OTYETHbIN NepuUoa.

B cnyyae nokynku MNakeTtoB yacoB Managed Services cornacHo Mpunoxernuto N2 7 Kk [loroBopy 3aka3umk
npouHbOPMMPOBAH 1 cornaceH, 4to MakeTbl YacoOB CroparoT Mo UCTEYEHUIO MecsLla, B TOM 4Yucie, ecnm
3aKa34ynK HUYEro He 3akasbiBan B TEYEHME OAHHOro Mecsaua.

Onnata Ycnyrun ocylwectsnsercs 3akasydmMKoM B Nopsiake, yctaHoBneHHoM Paspgenom 4 [lorosopa.
6. OBA3ATE/IbCTBA CTOPOH

3aka3uyuk obszyeTcs:

MpepoctaBuTb McCnonHUTEN0 BO3MOXHOCTb YAANIEHHOro A[OCTYNa K 006bekTaM WHPpPacTpyKTypbl
3aKa3yuKa B npegenax, HeobxoaAnMbIX oas okasaHua Ycnyru. MNpu HeobxoanMMOCTM Bble3ga cneumanmcta
McnonHUTens Ha TeppuTopuio 3aka3umka NnpegocTaBuUTb TaKOMY CrneumanucTy OCTyn Ha TeppUTOpPUIO U
K MHbpPacTpyKType 3akasumnka, obecneunTtb paboTocnocobHOCTb MHPPACTPYKTYPbI M NOAK/OYEHME ee K
cetTn VIHTepHeT;

MpepoctaBuTb VICNONHUTENO AOKYMEHTbl U MHPOPMaUUIO, KOTOPble HEOBXOAUMbI AN KaYeCTBEHHOrO
okasaHusa Ycnyru, B Tpebyemom Bupe, dopmMe M KonmyecTBe. 3akasumK rapaHTMpyeT MOAJMHHOCTb U
[OCTOBEPHOCTb NPeAoCTaBNAEMbIX LOKYMEHTOB U MHPopMaumn. ICnonHUTEeNb UCXOAUT M3 NPEe3yMnumn
OOCTOBEPHOCTU NpPEeAOoCTaBNIEHHOW WHMOPMaLMM W He NPOBOAUT €e [LOMNOSHUTENbHOMW MPOBEPKMY.
3aKa3uynmK HeceT OTBETCTBEHHOCTb 3a [OCTOBEPHOCTb W CBOEBPEMEHHOCTb nepepayn WcnonHurtentio
OOKYMEHTOB, MaTepunanoB n nHdopmaumm, HeobxoanMbix oNsa BbiNONHEHMA Ycnyru. B cnyyae nepegaum
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3aKa34MKOM HeLoCTOBEPHOM MHbOoPMaumMK, NCNONHUTENb HE HECET OTBETCTBEHHOCTM 3@ HeHaaexatlee
KayeCcTBO M CPOKM OKasaHusa YCayru, a Takke [Apyrne MOCAedCcTBMSA MWCMOMNb30BaHUSA UM TaKou
MHbOpMaLnM B NpOLECcCe OKasaHus Ycayru.

Mo 3anpocy McnonHuTens BblgaBaTb 4OBEPEHHOCTU HA COTPYAHUKOB McnonHuTens, Heobxogumble ons
oKaszaHua Ycnyru.

McnonHutenb obasyetca:

MpenoctaBnATb MO 3anpocy 3akasumKka nepevyeHb OOKYMEHTOB U MHpopMauuu, Heobxogumbix O
OKasaHua Ycnyr;

Oka3blBaTb 3aKa34ynKy MHOOPMALMOHHYIO N KOHCY/IbTALMOHHYIO NOAAEPXKY no Ycnyre;

Oka3bliBaTb YCNYry KayeCTBEHHO M B Haa/ieXxaliMe CPOKM M COBepLIaTh BCE CBOU OEMUCTBUSA B MHTEpecax
3aKa34yunka;

He3amepnmMTenbHO M3BeLLlaTb 3aKa3uynKa 0 HacTynaeHUn o6CToATeNbCTB, NPEnATCTBYOWMX cnonHuTeno
BbIMOMIHATbL CBOM 06A3aTeNbCTBa B paMKax YCyru;

CoobuwaTb 3aKa3umKy CBeOEHUS O XOAe oKasaHusa YCyru no ero NMcbMeHHoMy TpeboBaHUIo;

YCTpaHATb OWKBKKU, KOTOPble MOTYT BO3HUKHYTb MPU OKasaHuu YCayru.

NcnonHuTtenb Bnpage:

Okas3sblBaTb YCNyry MMYHO NMBO NOPYYNTb UCMONHEHNE TPETLEMY NTNLLY B€3 U3MEHEHMSA CTOMMOCTUN YCnyru;
TpeboBaTb OT 3aKasuyMka NpefocTaBfieHMs eMy WMHPOPMauuM U LOKYMEHTOB, HeobXxoauMbiX A[ns
CBOEBPEMEHHOr0 OKasaHua YCayru.

3aKa3yuK NoHMMaeT, YTo McnonHuTenb oka3sbiBaeT YCyry B COOTBETCTBMU C AEWCTBYIOWMM HA MOMEHT
OKasaHua Ycnyru 3akoHogatenbcTBoM Poccunckon @epepaunm, noaToMy 3akasumk He bypeT TpebosaTb
OKasaHusa YCnyrm B HapyweHue 3akoHogaTenbctBa Poccuickon @epepaumm WAM BHE NpPenenos
DEenNcTBUTENbHbIX BO3MOXHOCTEN McnonHuTens.

NcnonHutens He HeceT OTBETCTBEHHOCTM nepepn 3aka3uyMKOM 3a BCe MOCAEeACTBUSA, Bbl3BaHHbIE
HenpeacTaBleHNEM/HECBOEBPEMEHHbBIM  MPefOCTaBfeHMEM  3aKa3yMKOM  Hagnexawmx [LOCTynos,
nHbopMaunm, ceegeHnin (OKYMEHTOB), NpeaoCTaBleHNEM HEKOMMIEKTHON OKYMEHTaUUW UIN eCnn 3TH
nocnencTeua Bbi3BaHbl BUHOBHbIM AelcTBMeM (6e3nencTBMeM) caMoro 3akasudumka, nMbo TpeTbux nuy, co
CTOPOHbI 3aKa34ymka.

McnonHuTenb He HeceT OTBETCTBEHHOCTU 3a:

Y6bITKM, NOHECEHHbIE 3aKa34YMKOM B CBA3U C NOTepel AaHHbIX MM60 BOCCTAHOBNEHWEM MPOrPaMMHOro
obecneyeHuns;

Y6bITKM, MOHECEHHbIE B CBA3M C 3aMEHOI 3aKa34yMKOM NPOAYKTOB UIN YCIYT;

Cny4aliHble/KOCBEHHble YObITKM, BKOYAA CTOMMOCTb MPOCTOS UK YNYLIEHHYO Bbiroay.

7. KOMMEHCALIMA 3A HAPYLIEHME LIENEBbIX MOKA3ATENE OKA3AHUA YCITYTU

B KayecTBe KOMMEHCaLMWM 3a HapylweHue YCTAHOBJIEHHbIX LLe/IEBbIX MOKa3aTenen oKasaHua yCnayru
Managed Services WMcnonHutenb npegocTaBnseT 3akas3uuKy [OMNOMHUTENbHbIM GecnnaTHbiM 4Yac 3a
KaXAbl1 MPOCPOYEHHbIN Yac B paMKax YCTaHOBJIEHHOINO BPEMEHW BbIMOJIHEHUA U C YYETOM YC/I0BUM,
YCTaHOB/EHHbIX pa3fenoM 4 HacToswero MNMpunoxeHus.

8. MHBIE YCN10BWSA, MPUMEHUMBIE K YC/TYTAM

NcnonHutenb He OCyWecTBNseT U o06da3yeTca He ocyuwecTBnatb 06paboTky, 03HaKoMNeHUe,
pacnpocTpaHeHne, NpepocTaBneHne, GNOKMpPoOBaHUE, YHUUYTOXEHMe, obe3NIynmBaHne AaHHbIX, B TOM
yncne nepcoHanbHbiX OaHHbIX, o6pabaTbiBaeMblx B WHPOPMAUMOHHBIX cCUCTEMax 3akasuyuka,
pasMellaeMblx Ha 6Gase WHbpPacTpyKTypbl McnonHutena. WHbiMKM cnoBamu, JocTyn McnonHutena K
nHdopmaumn, pasmellaemMon 3aKa3uuKkom, anaeTca WUCKIOUUTENIBHO  TEXHOJIOTMYECKUM
(ocywecTBnsaeMbiM 6€3 BO3MOXHOCTN O3HAKOMJ/IEHUN C €€ coAepPXXMMbIM paboTHMKamMu MicnonHutena nnm
paboTHukamu ComcnonHuTenemn), HEOOXoAUMbIM ANA UCNONHEHMS ycnoBui [loroBopa.

3aKa34ynk NPoUHMOPMUPOBAH U COrNaceH C TeM, YTO B OTHOLIEHUWM OMUCAHHbLIX B OAHHOM OOKYMeHTe
paboT B paMKax ycnyru Managed Services He npumeHsitoTca ycnosua SLA Ycnyr, KoTopble OnucbiBatoT
YPOBHW npepocTaBneHmsa Ycnyr no [orosopy, KOMMeHcauuMm 3a HecobnopgeHue AOCTYNHOCTU Ycnyr,
nopsaok 06paboTkM 3anpocoB 3aKa3umKa, a TakXKe MHble CBA3aHHble C OKa3aHWeM YCyr BONpochl.

PACMNPELENEHUE PONEN, OBA3AHHOCTEM U OTBETCTBEHHOCTW B OBJIACTU UB B PAMKAX OKA3AHUSA

YCJTYIT MANAGED SERVICES

PacnpeneneHue ponen, o06a3aHHOCTEN U OTBETCTBEHHOCTM B obnactu UB mexay WcnonHutenem u
3aKa34ynmkoM npu okasaHum MicnonHutenem Ycnyru npepcrasneHo B Tabnuue 2:
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NPKM OKaszaHum Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HanmMeHoBaHue [pUMEHUMbBIE K YPOBHIO npegocrasneHne/ 0OCTYn K cpeacTeam
TEXHOJIOrM4YecKoro npovecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUPOBaHNE npepocTaBneHus
(apXUTeKTYpHOro) ypoBHS ycnyru/cepsucol Ub ycnyru/cepsuca/ ycnyru/cepsuca/
npoLieccos npouecca
XXypHanupoBaHue cobbITUIA B NPUKIAAHOM NPOrpaMMHOM obecneyeHunm (B ToM
XypHanupoBaHue °
COBLITUE yncne CYbAO, cepsepax npunoxeHun, WEB-cepBepax, ...) U onepauuoHHbIX 3aKasuumk 3aKasuumk
CUCTeMax, YCTaHOBIEHHbIX B BUPTYyaibHbIX MalwnHax (BM) 3akasuumka.
YnpaBneHue JOCTYNOM K MPUKIagHOMY NporpaMMHoMy obecrneyeHuio (B TOM
YnpasneHne gocTyrnom yncne CYbL, cepeepam npunoxeHun, WEB-cepBepaM, ...) U ONepaunoOHHbIM 3aKa3yumk 3aKa3yumk
cucTeMam, yCtaHoBeHHbIM B BM 3aka3uyuka.
YnpaBneHue YnpaBneHue ayTeHTUPUKALMOHHON MHDOPMaLUEen, UCNOb3yeMOn Npu focTyne
ayTEHTUDUKALMOHHOMN K npuknagHoMy nporpaMMHoMy obecnevenmio (MMO) M onepauMoHHbIM 3aKasuuk 3aKa3sumk
nHbopMaumen cucrtemam (OC), ycTaHOBNEHHBIM B BM 3aka3uuka.
KoHTponb M aHanm3 3awmweHHoctn OC u MMO, dyHKuMoHuMpylowero B BM
BUOL 3akasumka, B TOM uYuC/Ne YCTAaHOBKA KPUTMYECKUX OBHOBIIEHUN
YnpasneHue 6e3onacHocTM, npaBka KoHdurypaumm MMNO, a TakXke W3MEeHeHue nerko-
o . 3aKasuuk 3aKa3sumk
YA3BMMOCTSIMU nopbvpaembix nNaponer M naponen [ocTyna no YMOMYaHWIO K cepBucaM U
KoMrnoHeHTaM OC u T[MO, o6HapyXeHHbIX B XO4e KOHTPOAA W aHanusa
3aLMLEHHOCTH.
MpuKNagHonW yYpOBEHb M Cbop (B TOM umcne c ucnonb3oBaHWem cpencts SIEM) v aHanus cobbiTui
YPOBEHb  OMEpPaLMOHHbIX YnpasneHue 6e3onacHocTn co Bcero MMO, OC w cpepcTs 3awmTbl MHbopmauum (Cp3N), 3aKasuuK 3aKazunk
MHUnaeHTamm UMb dyHKUMOHMpPYOLWMX B «OpraHmnsaunm» (BLLOM) 3akasumka, a TakKe MOHUTOPUHT
CUCTEM, YCTAHOBJ/IEHHbIX B
1N pearnpoBaHuMe Ha MHUNAEHTbl 6e3onacHocTy.
BM BLIOA 3akas4uka YcTaHOBKA, HAcTpPolKa W agMWHUCTPMpoBaHve B BLIOM 3aka3uuka cpeacTs
YnpasneHue 3awmTbl nHpopmaumn (C3U1) B ncnonHenmn Virtual Appliance.
P . W . bopmaunn ( ) PP 3aKasuuk 3aKa3suumk
Kpuntorpaduen Hactponka ©“ agMWUHUCTPUpPOBaHWE pa3MeweHHbix B UOO WcnonHutensa
nporpaMMHo-annapatHbiX C3U 1 MexceTeBblX 3KPaHOB 3aKa3unka.
YcTaHOBKa U YcTaHOBKa, HAacTponKa 1 agMUHUCTpMpoBaHmne B BM BLIO[ 3aka3suumka Cp3U ot
aoMUHUCTPUPOBaHUe HeCaHKLUMOHMpoBaHHoro poctyna (HCL), aHTUMBUPYCHbIX CpeacTB U Mpoymx 3aKasuuk 3aKasumk
CpencTB 3aluUThbI CpepncTB 3aWmMTbl MIHGOPMaUWmM, ycTaHaBnmBaeMblix B BM BLLOJ] 3aka3uuka.
YcTaHOBKa M HacTpoika B BM 3aka3umka CpencTB pe3epBHOro KOMUMpOBaHMS
YnpasnexHue (CPK) 6a3 paHHbIX 1 Npoyen nHbopMaLmmn 3akaszumKa, XpaHMMom BHYTpu BM ero
pesepBupoOBaHNEM BLOA, a Takxe aAMUHUCTPUPOBaHUE YKa3aHHbIX cpencTs. 3aKasuuk 3aKasumk
MHPOopMaLunm Co3paHue pesepBHbIX KON MHDopMaLMn 3aKa3umka M eé BOCCTaHOBNEHME U3
pe3epBHbIX KOMUN.
3awmuta cornacHo 152-Md3  nepcoHanbHbiX AaHHbiXx  (MOH)  KNMeHToB,
ObecneyeHune 3aLmThl
obpabatbiBaeMbix B BM BLO[ 3aka3uuka, B TOM 4YucC/ie, HO HE OrpaHU4nBasChb
NepPCOHasNbHbIX AaHHbIX o 3aKasuuk 3aKasuuk
3awmTon MNAH, obpabaTbiBaeMbiXx CPeACTBaMM YCTaHOBMEHHbIXx B BM BLIOL
KNIMEHTOB
3aka3yuka CYb[.
XypHanupoBaHue coObbITUIN, CBA3AHHbIX C GYHKUMOHMPOBAHMEM OOBLEKTOB
BLOL 3akasumka (Hanpumep, ero BM) n gencrenamum nonov3osatenen B KY ENT 3aKasuuk,
M KOHCONN YyNpaB/ieHNs pe3epBHbIM KONMMpoBaHueM BM, Takux Kak: WcnonHuutenob
YpoBeHb «OpraHnsaumm» XypHanupoBsaHue 1. Bxop/Bbixon Nonb3oBaTenei B/U3 KOHConel; CnonHWUTEND (B paMKax
1 BLLOL 3akasuymka cobbiTni 2. Co3paHue/ynaneHne HOBbIX YYETHbIX 3aNMCen NoNb3oBaTeNen n NPUCBoOeHMe npepocTaBneHmns
MM NPUBUIErUIA AOCTYNA K KOHCONAM; Ycnyrn Managed
3. Cos3paHue/ypaneHne BM; Services)

4. 3anyck/octaHos BM;
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NPKM OKaszaHum Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HanmMeHoBaHue [pUMEHUMbBIE K YPOBHIO npegocrasneHne/ 0OCTYn K cpeacTeam
TEXHOJIOrM4YecKoro npovecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUPOBaHNE npepocTaBneHus
(apXUTeKTYpHOro) ypoBHS ycnyru/cepsucol Ub ycnyru/cepsuca/ ycnyru/cepsuca/
npoLieccos npouecca
5. Co3paHue KNoHos BM;
6. V3aMeHeHMe xapaKTepuctmk BM;
7. Hactponka NAT/DHCP/L2VPN/L3VPN, mMapwpyTusaumm, 6anaHcMpoBLIMKa
HarpysKu n/unv NpaBui MEXCETEBOro 3KPaHNPOBaHUS;
8. Co3paHue/n3MeHeHne 3aaHns pe3epBHOro KONMpPoBaHUS;
9. BocctaHoBneHue BM 13 pe3epBHOMN KoMNuu;
10. BoccTaHoBneHne GannoB U3 pe3epBHON KoONuu;
11. Mi3aMeHeHne ANCKOBOW MOIMTUKM NO YMONYaHWUIO Ana BupTyanbHoro LLOA;
12. BkoYyeHMe/OTKITIOYEHNE OOMNOMHUTENbHbIX YCNyr (norvpoBaHme, DFW, VPN
1 npoyee).
Mcnonuutens
(oTBETCTBEHHOCTD 3a
npepocTaBneHne cepeunca
. ENT)
AOMUHUCTPUpoBaHMe «OpraHmsaumnen» 3akasdmka ¢ ucnonb3osaHmemM KY ENT.
ALMUHUCTPUPOBaAHME OOCTYyNnoMm K «OpraHusaumm» 3akasuuka C 3aKasuuk
3aKa3uuk
ncrnonb3osaHnem KY ENT.
(oTBETCTBEHHOCTb 3a
agMUHUCTPUpPOBaHUE
«OpraHusaumnen» un
AOMUHUCTPUPOBaAHNE o
o OOCTYMOM K HEN)
«OpraHusaunen» n =
Ycnyrn no agMMHUCTPUpoBaHuio «OpraHmnsaumnen» 3akasdmnka, BKIYalowmue B
yrnpasaeHne JoCTynoMm K
Heil cebs:
1. Co3spaHue BM n3 cTtaHOapTHbIX WabnoHoB;
2. Co3paHune BM cornacHo TpeboBaHMAM 3aKa3umka; McnonHuteno
. Mcnonuutens
3. W3MeHeHMe xapakTepucTuk BM (6e3 kactommnsauum rocteson OC); (8 pamKax (B pamKax
4. Co3pgaHue KNoHoB BM; P npepocrasneHns
npepocTaBneHus Ycnyru
5. Bbirpyaka MeTpMK cocTosiHua no TpeboeaHuto (CPU, RAM, ceTeBbIx . Ycnyrn Managed
< Managed Services) .
nHTepdencos); Services)
6. W3MeHeHMe oMCKOBOW NOMUTUKM MO YMOYaHMIO Ansa BupTyansHoro UOMO;
7. BknoYeHMe/OTKNOYEHME OOMNOMHUTENbHbIX YCNYr ()KypHanupoBaHue, DFW,
VPNuT. o).
Mcnonuutens
(oTBETCTBEHHOCTb 3a
npegocTaBneHne
cepsuca)
VnpasneHue Co3paHue/ypaneHve HOBbIX YYETHbIX 3anucent B «OpraHmnsaumm» u NpucBoeHue 3aKaszunK
ayTeHTUDMKALMOHHOI UM NpUBUIErui goctyna K «OpraHmsaummn» 3akasumka. 3aKasuuk
nHdbopMaLmei (oTBETCTBEHHOCTb 3a
ynpasneHue
AYyTEHTUDUKALNOHHOM
nHpopmMaunen)
Co3paHue 1 yaaneHune y4éTHbIX 3anuncer nonb3oBartenen B «OpraHnsaumnm». McnonHutens McnonHuteno
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NPKM OKaszaHum Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HanmMeHoBaHue [pUMEHUMbBIE K YPOBHIO npegocrasneHne/ 0OCTYn K cpeacTeam
TEXHOJIOrM4YecKoro npovecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUPOBaHNE npepocTaBneHus
(apXUTeKTYpHOro) ypoBHS ycnyru/cepsucol Ub ycnyru/cepsuca/ ycnyru/cepsuca/
npoLieccos npouecca
HacTtpoika npuBuneru pna  y4e€THbIX  3anucen  nonb3oBaTenen B (B pamkax (B paMKax
«OpraHusaymm». npepocTaBneHus Ycnyru npepocTaBieHuns
Managed Services) Ycnyrn Managed
Services)
Co3paHue, ypaneHue U agMUHUCTPUPOBaHWE C wucrnonb3oBaHmeMm KY ENT
HeobXoOAUMbIX BHYTPEHHMX ceTel unm rpynn 6e3onacHoCcTM B npouecce WcnonHutenb
agMuHucTpmpoBaHusa BLOM 3aka3uuka. (oTBETCTBEHHOCTD 3a
HacTpolika napaMeTpOB MeXCEeTeBOrO 3KpaHMpoBaHus nepumeTpa BLIOL npepocTaBneHne
3aka3uumka c ucnonb3osaHmemM KY ENT . cepsuca) 3aKaszunk
HacTpoiika BHYTPEHHEro CerMeHTUpPOBaHWS U BHYTPEHHEro MEXCEeTeBOro
3KpaHupoBaHua (c ncnonb3oBaHmMeM KY ENT ) BLLOL 3aka3uuka. 3aKa3yumk
Hactpoiika NAT/DHCP/L2VPN/L3VPN, MapwpyTt1saumum wunm 6anaHCUpOBKU (oTBETCTBEHHOCTb 3a
Harpy3ku exogsauiero B BLO/[, 3aka3uymka ceTeBOro Tpadmka c MCNonb3oBaHUEM agMUHUCTPUpPOBaHME)
YnpasneHue
6e30nacHOCTbIO U KY ENT.
o MopoknoyeHne M HacTponka cepBuca MHTepHeT ¢ HacTporiko NAT B BLOO
NPOYMMM HaCTPOMKaMM
NS BAPTYaNbHbIX CETel 3aKas34yumka c ucnonb3osaHmeM KY ENT .
MopkntoyeHne n HacTpomka Site to Site L3VPN (IPsec VPN) go BLLO 3aka3uuka
C UCMNONb30BaHNEM BO3MOXHOCTEN, npenocTtaBnaemMbix KY ENT. VIchonHuTeNb McnonHuteno
HacTpolka npaBua MeXCceTeBoro aKpaHMpoBaHUA ¢ ncnonb3oBaHneM KY ENT B (8 pamKax (B paMKax
BLIOJ 3aka34ymka. npepocraBneHns
npepocTasneHus Ycnyru
MpoBepKa NpPaBUILHOCTU CETEBbIX HAacTpoeK (Hanpumep, npasun DNAT, SNAT) Managed Services) Ycnyrn Managed
N NPaBuUi MEXCETEBOro 3KPAHUPOBAHUSA, BbIMOSIHEHHbIX 3aKa3YMKOM B CBOEM g Services)
BLOM ¢ ucnonb3osaHneM KY ENT.
Hactponika DHCP, mMapwpyTusaumm n 6anaHCUMPOBKU Harpysku BXOOSALWEro B
BLLO[, 3aka34ymka cetTeBoro tTpadurka c ncnonbsosaHnem KY ENT.
McnonHuteno
YnpaBneHue pe3epBupoBaHMeEM MHbOpMauMM 3akasuyuMka C UCMOSb30BaHUEM
KOHCONM ynpaB/eHns pe3epBHbIM KonupoBaHueM BM (ans ENT), BkatovatoLlee 3aKazuuK
B cebs:
. (oTBETCTBEHHOCTb 3a 3aKasumk
1. Co3paHve/M3MeHeHWe 3afjaHW pPe3epBHOrO KOMUPOBAHMA MHbopMauum
ynpasneHuve
3aKa3yuka; .
o pe3epBMpoOBaHNEM CBOEN
YnpaBneHune 2. BoccTtaHoBneHue nHGopMaunm 3akasymka U3 pe3epBHbIX KOMUN. UHdopMaLMM)
pesepBupoOBaHNEM
UHGOPMALMN 1. OueHka HeobxogMMoro o6beMa xpaHunuLLa AN Pe3epBHOro KONMpPoBaHUs
MHPOpMauumM 3aKasumka. McnonHuteno
McnonHutenb
2. Co3paHue 3ajaHuns pe3epBHOro KONMpPoBaHuS. (B pamkax (B pamkax
3. V3MeHeHMe 3afaHns pe3epBHOrO KOMMPOBaHUS. P npepocTaBieHuns
o npepocTaBneHus Ycayru
4. BoccTaHoBneHne BM 13 pe3epBHOM KONUN. . Ycnyrn Managed
o . Managed Services) .
5. BoccTtaHoBneHue GannoB U3 pe3epBHOM KOMUN. Services)
6. [MpoBefeHMe TECTOBbIX BOCCTAHOBNEHUI BM.
VCTaHoBKa U YcTaHoBKa, aoMUHUCTPUPOBaHKeE, CBOEBpPEMEHHOE obHoBNEeHUE n
6e3oTnaratenibHas YCTAHOBKA KPUTUYECKUX OBHOBNEHMI 6e3onacHocTM Ha 3aKasuuk 3aKasuuk

ncnonb3osaHne C3U

mcnonb3dyemblx B BLIOM 3aka3umka BUPTyanbHbiX CpeacTsBax  3aliuThbl
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NPKM OKaszaHum Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HanmMeHoBaHue [pUMEHUMbBIE K YPOBHIO npegocrasneHne/ 0OCTYn K cpeacTeam
TEXHOJIOrM4YecKoro npovecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUPOBaHNE npepocTaBneHus
(apXUTeKTYpHOro) ypoBHS ycnyru/cepsucol Ub ycnyru/cepsuca/ ycnyru/cepsuca/
npoLieccos npouecca
nHpopmauum B ucnonHeHusax Virtual appliance (MexxceTeBble 3KpaHbl, CUCTEMDI
0BHapyXeHU U/unn NpegoTBPaLLEHUI KOMMNBbIOTEPHbLIX aTak U NpoYee).
HacTpoika u agMUHUCTPMPOBaHME NPOrpaMMHO-annapaTHbiX CPeacTB 3aluTbl
MHPopMaumnm 3aKasuymka, B TOM 4YuC/le CPeacTB KpUnTorpaduryeckon 3aluTbl
MHpopmMaunm, pasmeltaemolx B O NcnonHuTtens.
ObecneyeHune 3aLWmThl
» Ob6ecneueHue cooTBeTcTBMsS BLIOO B coctaBe WMHDOPMALMOHHbBIX CUCTEM
NepCOoHabHbIX AAHHbIX 3aKasuuk 3aKasuuk
nepcoHanbHbiX AaHHbIX (MCMNOH) 3aka3ymka TpeboBaHmam 152-D3.
KJINEHTOB
MoHuTtopuHr  NHdpactpyktypbl ENT, obecneyeHne €€ [OCTYMHOCTH,
MOHUTODUHT 1 NPOM3BOAUTENBHOCTU, HanMynsa HeobxoouMoro KonuyectBa obopypoBaHus,
no,u,.u.ep»(Ka obecneyeHne HeobxoauMonm pna eé€ paboTbl NPOMYCKHOM CnocobHOCTM ceTu, McnonHutenob McnonHutenob
P BbIYMCNIUTENbHbIX MOLLHOCTEM M EMKOCTM CUCTEM XpaHeHusa paHHbix (CXA)
MHbpacTpyKTypbl.
XXypHanupoBaHue XypHanupoBaHue coObITMI B KOMMOHeHTax ENT u cpepcTtBax 3awuThbl
yp P o yp P e w McnonHutenb MicnonHutenb
cobbiTui nHdopmaumm ENT.
YnpaBneHne [OCTYNOM K CerMeHTy ynpasneHus WHdpacTpykTypon ENT, eé
YnpasneHne gocTynom P pocty y ynp bpactpykTyp ’ McnonHutenb McnonHutenb
VLAN 1 KOMNOHEHTaM.
YnpasneHune YnpaBneHue y4yétHbiMM 3anucamm AD npuBMIernpoBaHHbIX MOMb3oBaTeNew,
ayTEHTUDUKALMOHHOMN MMeLWMX [OCTYN K CerMeHTy ynpasnenuna NHppacTpykTypon nnatdopmbl ENT, McnonHutens Mcnonuuteno
MHPopMaumnen N UX BTOPbIM (PaKTOPOM ayTeHTUdUKaumm (ayTeHTUdMKaTOpamu).
YnpasnexHue KOHTpONb M aHanu3 3aWMWEHHOCTM CcNyXebHbix BM MGMT-cermeHTa m
Mcnonuutens McnonHutens
YSI3BMMOCTAMM cepBepoB rmnepsmn3opoB NHppacTpyKTypbl ENT.
C6Hop cobbiTMiN 6e30MacHOCTM C UCNOMb30BaHNEM CpeacTB SIEM c KOMMNOHEHTOB
YnpasneHue M cpepncTs 3awmtbl tHOopMaumn MHGpacTpykTypbl ENT.
P pea w bopmau o bpactpykTyp McnonHutens McnonHuteno
MHppacTpyKTYpHbIN MHUmngeHTamm b AHanu3 cobpaHHbIX CcobblTMA  6e30MacHOCTM, a TaKXe MOHWUTOPUHI MU
YPOBEHb pearnpoBaHne Ha HLMAEHTbl 6€30NacHOCTM C NpuBneYeHnem BHewHero SOC.
YnpasneHue KoHTponb ©  ynpaBneHue  npoueccaMnm  U3MEHEHWUs  KoHdurypaumn
. Mcnonuutens McnonHutens
KOHUrypaumnemn MHpacTpykTypbl ENT.
3awwuTa nepumMeTpos LLOL NHbpacTpyKTypbl ENT C MCcnonb3oBaHWEM KacTepoB
BbICOKOMPOU3BOAMUTENbHbBIX MEXCETEBbIX 3KPAaHOB HOBOro nokoneHuns (NGFW),
obecneymBaloNX MEXCETEBOE 3IKPAHMPOBAHME W 3aLUUTY OT KOMMbIOTEPHbIX
YnpasneHune
aTaK MHPPaCTPYKTYpbI.
6e30nacHoOCTbiO Ang .
BADTVaNbHbIX U 3awuta ceteBon WMHopacTpykTypbl ENT (Bxoma B o6nako) ot DDoS-aTtak, Mcnonuutens McnonHutens
PTY . HanpaBfieHHbIX Ha NepenosIHeHMe KaHalbHOM eMKOCTU.
dusmueckmx cetemn
BHyTpeHHee cerMeHTMpoBaHue ceTeBbIX WNHPpacTpykTyp ENT [«
ncnonb3osaHneMm NGFW u BbigeneHueM B pamkax LLOJl Ha ceTeBoM ypoBHe DMZ,
PROD- 1 MGMT-cerMeHToB MHDPACTPYKTYpPbI.
YCcTaHOBKa, HacTpoika M agMUHUCTPUPOBAHWE CPEACTB 3alWnTbl MHbDOPMaLMK B
cocTtaBe VIHdpacTpykTypbl ENT, B TOM yucne:
YcTaHoBKa 1 bpacTpyKTyp o7
1. Cpencrs aHTUBMPYCHOM 3aLnTbl;
aAMUHUCTPUPOBaAHNE McnonHutenb MicnonHutenb

CpencTs 3aWwuTbl

2. CpenctBs  KOHTpoNnA  OencTBUM  MPUBUNETMPOBAHHbLIX  MoJib3oBaTenen
(apMuHMcTpaTopoB McnonHuTens) knacca PIM&PAM;

3. SIEM;
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Tabn. 2. PacnpeneneHune 30H OTBETCTBEHHOCTM NPKM OKaszaHum Ycnyrn Managed Services Ha ENT

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HanmMeHoBaHue [pUMEHUMbBIE K YPOBHIO npegocrasneHne/ 0OCTYn K cpeacTeam
TEXHOJIOrM4YecKoro npovecchbi/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUPOBaHNE npepocTaBneHus
(apXUTeKTYpHOro) ypoBHS ycnyru/cepsucol Ub ycnyru/cepsuca/ ycnyru/cepsuca/
npoLieccos npouecca
4. CpepfcTB KOHTPOJS M aHanM3a 3alMLWEeHHOCTH;
5. WEB Application Firewall (WAF), ncnonbsyemoro ans 3awmTol ny6anKyeMbix
KY ENT 1 KoHCONU ynpaBAeHus pe3epBHbIM KONUpoBaHueM BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpasneHue Pe3epBHOE KOMMPOBaHWE W BOCCTAaHOBNEHME U3 06pasoB  CAYXeOHbIX
pe3epBMpoOBaHNEM BUPTYaNbHbIX MalUnH MHbpacTpyKTypbl ENT o MCMNO/Ib30BaHMEM McnonHutenb WcnonHutenb
MHbopMaumn MHPpPaACcTPYKTYpHbIX CPK.
ObecnevyeHne 3aWnTbI 3awmTa MNOH COTPYAHMKOB 3aKa3syumka, nmewwmx goctyn K KY ENT u KoHconu
NEepPCOHasNbHbIX AaHHbIX | YNpaBieHus pe3epBHbIM  KOMUWPOBaHWEM BM, o6pabaTtbiBaeMbix B WcnonHutenob WcnonHuutenob
KNNEHTOB MHdpacTpykType ENT.
KoHTponb goctyna B LLOO n nomelweHuns nHdpacTpyKTypbl nnatdopmbl SC.ENT
KoHTponb gocTyna (oxpaHaemasa Tepputopus LIOL, NPOMyCKHOM PEXWUM, CUCTEMbI KOHTPONAS U McnonHutens McnonHutenns
ynpasAeHnsa OOCTYNOM, 3annpaHue CToek).
BuneoHabioneHme Hanunune BHewHen (no nepumetpy LIOO) u BHYTpeHHeN (B MaLIMHHbIX 3anax ICnonHuTents VICnOnHUTENs
LLO[) cuctem BupeoHabnogeHus
DU3NYECKMIT yDOBEHD I‘Ipe,uOCTaaneHme 3M1IeKTPONUTaHNSA, [OCTyna K cetn MHTepHeT n cBobopHOro
MecTa B cTomkax LoA.
PasmeLLeHYe npe.ElOCTaBJ'IEH“ME‘, MOHTaX M KoMMyTaums obopygoBaHusa (compute, network u
storage) B cTorkax LLOJ. NcnonHuteno McnonHuteno
obopypoBaHusa

Pa3smMeleHne, nogknyeHne K nutaHuio, cetn MHTepHet n BLIOL 3akasumka
cpencTtB  3awmTtbl  MHMOpMauMmM  3akasyuMka, B TOM 4yucne Cpencts
KpuUnTorpapmyeckom 3awmnTbl MHHopMaLnm.
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