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MPUNOXEHUE N2 1.0.

K Jorosopy
OBLUEE OMMCAHUWE N YCITOBUA NMPEOOCTABJIEHNG YCIVIT
TEPMWHbI N COKPALLEHUA
rpynna VCnyr, HanpaB/1eHHOCTb KOTOPbIX - MNpenocTtaBieHUe

Application Programming
Interface (API)

BIl.ZONE SOC Portal
(50C Portal)

Box-carting

CDN
(Content Delivery Network,
Content Distribution Network)

Chunk
Cloud Managed Kubernetes

Data Catalog

DNS

Docker-o6pa3s

DoS / DDoS-araka

Dynamic Host Configuration
Protocol (DHCP)

Edge Gateway

Erasure Coding

Firewall

KOMMnnekca NpoAYKTOB onsa peweHnda 3ajad B obnactu
NCKYCCTBEHHOro MHTENNEeKTa, HayMHaa OT Co34aHua ™Mogenun wu
3aKaH4yMBas e€ MCMNoNb30BaHMEM, a TaKXKe [AOfis peweHus 3apad
BbICOKOMPOM3BOANUTENIbHbIX BbIYNCIEHNN (6e3 npuMeHeHuna
WNCKYCCTBEHHOIO MHTENIEKTA).

Habop roToBbIX K/1TAaCcCoOB, Npoueanyp, PyHKUUN, CTPYKTYP U KOHCTAHT,
NnpenocTaBNsSeMbIX MPUIOXeHNeM (6UbnMoTeKkon, CepBUCOM) WU
onepaumoHHON CUCTEMOM AN  WUCMNOMb30BaHWS BO  BHELWHUX
NporpaMMHbIX NPOAYKTaX.

MO, npegHa3HayeHHoOe [Ons  aBTOMATM3MpPOBaHHOro cbopa
MHPOPMaLUM O BbIAB/IAEMbIX B paMKax OKasaHua ycnyru Threat and
Detection Response (TDR) nHUMaeHTax n npepocTaBieHnsa foctyna
K Hel yepes3 NNYHbIN KabuHeT B WEB-uHTepdence MO, fOCTYNHbIN
no agpecy: https://soc.bi.zone/

TEXHONOrnsa, MnO3BONAOWASA BbINOMHATL 6ONbWOE KOJIUYECTBO
Nnonb30BaTeNbCKMX  TPaH3aKUMMN  OQHOBPEMEHHO C  OYeHb
HE3HAYNTENbHOW 3a0ePXKKOMN.

CeTb AOCTaBKM KOHTEHTA, reorpadumyecku pacnpenenéHHas cetesas
MH@pacTpykTypa, MO3BONASAKOWAS OMNTUMMU3MPOBaATb [OCTABKY U
OMCTPMOYLMIO KOHTEHTA KOHEYHbIM MoNb30oBaTeNnsM B CeTu
NHTepHeT.

dbparMeHT JaHHbIX.

CepBMC aBTOMaTUYECKOro PasBEpPTbiBaHWA, MaclwTabupoBaHUa U
ynpaeneHus NpUIoXeHUsMM Ha ocHoee Kubernetes.

ycnyra Ha 6ase ML Space. Bknwouaetr Habop cepBucoB A
TpaHcdepa, XpaHeHus, aHanu3a, YnpasBneHus [JOCTYNOM M
YXM3HEHHbIM LMKAOM AaHHbIX M apTedakKToB MallMHHOro obyyeHus
(natacetoB, mopenen, Docker-koHTenHepoB 1 ap.).

KOMMbloTepHaa  pacnpepenéHHas cucteMa  Ons  NonyyeHus
MHpopmMauum o gomeHax. Mcnonblyetca gna nonyyeHus IP-agpeca
no WMeHW XxocTa (KOMMbOTepa WAW YCTPOMCTBA), MONYYEHMUS
nHbopMauMn 0 MapuwpyTusaumm noutbl U (Mnm) obCayXUBaKOLWMX
y3nax oas npoTokonos B foMeHe (SRV-3anuchb).

Habop ¢alnnoB, B COCTaB KOTOPOro BXOOQMT BCe Heobxogumoe ans
3anycka M paboTtbl npunoxeHus B O6nake Cloud: OC, cpegpa
BbIMOJIHEHMA U MPUTOXKEHUE, TOTOBOE K Pa3BepTbiBAHUIO.

XaKepckas aTaka Ha BblYMCIUTENbHble cUcTeMbl MicnonHutens unm
3aKa3umKa C Lesbio AOBEeCTU UX A0 OTKasa, TO eCTb CO3AaHMe TaKux
YCMI0BUI, MPU KOTOPbIX OBPOCOBECTHbIE MNOb30BaTENN CUCTEMbI HE
CMOryT MOMAYYWTb [OCTYN K NPeOoCTaBAsSeMbiM  CUCTEMHbIM
pecypcaM, nMbo 3TOT [OCTyN BYAET 3aTPYAHEH.

CeTeBOM MPOTOKOS, MNO3BOMAIOWMIA y3/1aM aBTOMATUUYECKM MosyyaTb
IP-agpec u gpyrue napameTpbl, Heobxoaumbie ana paboTbl B CETU.

ceTeBOM KOMMOHEHT Enterprise, aBnseTca ocHoBOM ceTel obnaka.
OH no3BongeT co3gaBaTb BHYTPEHHME CeTU, M MOoAKIYaTbCa K
BHELHWM, UCNONb3ya Nyb6nuuHbin IP-agpec. TakXe OH no3eonsdeTr
HacTpamBaTtb Firewall, NAT u IPSec VPN, Load Balancing u 1. o.
M3HayanbHO B KaxpgoMm BwuptyanbHom LOJM co3paetca OAuH
OCHoBHoOM Edge Gateway, koTopoMy npuceamBaeTcsa NyonnyHbli IP-
appec.

NMOMEXOYCTOMUYMBbIN KO, CNOCOBOHbIN BOCCTAaHOBUTbL Lenble NakeTbl
OaHHbIX B CnydYae mx notepu. Takol kop nossonsetr 6opoTbcs ¢
yTeykaMu paHHbIX Npu nepepaye no KaHanam ceBaA3u unu paboTe C
namMaTblo

MEeXCEeTeBOW  3KpaH, MNOAAEP)KMBAET HACTPOMKYy npaBun C
onpegeneHvem: Bxogawero u ucxogsawero IP unn gunanasoHa IP
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GPU

Hash-based Message
Authentication Code (HMAC)

HTTPS

Infrastructure-as-a-Service (laas)

Internet Protocol (IP)
IPSec VPN

IP-agpec

Jupyter Notebook

Load Balancing n High Availability
(HA)

ML Space AutoML uam AutoML

ML Space Deployments uan
Deployments

ML Space Environments uan
Environments

ML Space Spark

Network Address Translation
(NAT)

NGFW (mexxcereBbie IKpaHs!
HOBOIO 10KO/IeHMS)

Remote Desktop Protocol (RDP)

agpecos, Bxogdauwero n ncxogduero nopta M NpoOTOKO/1a nepefadvu
OaHHbIX.

rpadpuyeckumn npoueccop, oT/IMYaloLWMnCa BbICOKOM
NPOM3BOAUTENBHOCTBI0O B PaMKax PeleHUss MaTPUUYHO-BEKTOPHbIX
onepaunin 1 3agau.

OOMH U3 MexaHWM3MOB TMNpPOBEPKM LENOCTHOCTM WHbopMauuu,
No3BONAKWMIA FapaHTUPOBaTb TO, YTO AaHHble, NepedaBaeMble WU
XpaHAaWwmMecas B HeHagéxHoW cpede, He 6ObiAM  U3MEHEHbI
NMOCTOPOHHUMM NMLAMMU.

pacwupeHne npoTokona HTTP pna nogdepXku wndpoBaHus B
uenax noebiweHna 6GesonacHocTu. [aHHble B npoTokone HTTPS
nepepatTca MNoOBepx Kpuntorpapuyeckux npoTokonos TLS wnu
ycTapesuwero B 2015 rogy - SSL.

ogHa u3 Mopenen obcnyXuBaHUA B 06MaYHbIX BbIYUCIEHUAX, MO
KOTOpOM 3aKasuyMkKaM MpefocTaBnaTCca Mo nopnucke 6asoBble
MHGOPMaLMOHHO-TEXHOIOFMYEecKme pecypchbl (BMpTyanbHble
cepBepbl U [OCTYN K BblAENEHHOW BHYTPEHHEN BMPTYyaslbHOW CeTU),
npefHasHayeHHble Ana  pasMeweHnss MHPOPMAUMOHHbBIX CUCTEM
3aKa34yuMKoB.

MapLpPyTU3NPYEMbIA MPOTOKO/ CETEBOrO YPOBHS.

BMpPTya/ZibHAasA 4acCTHas CeTb, MOCTPOEHHas C WCNO/b30BaHUEM
3alMLLEHHOro NnpoTokona IP B cooTBeTCTBMM CO CTaHOapToM IPSec.

YHUKaNbHbIM CEeTeBOW afpec y3la B KOMMbHOTEPHOW CeTu,
NOCTPOEHHOM Mo npoTokony IP.

NPOrpaMMHbI MakeT C OTKPbITbIM UCXOAHbIM KOAOM, MO3BONAOWNIA
co3paBaTb 1 06y4YaTb aNrOPUTMbl MAWMHHOIO 06ydyeHusa 1 rny6okux
HEMPOHHbIX CeTeM, a TaKXe WMHTePnpeTMpoBaTb U UCMNOMHATb KOA
a3blka Python.

GanaHCMpOBWMK  Harpy3kum Edge  Gateway, nNo3BONAKOLWMINA
OpraHu3oBaTb CEPBUC BbICOKOM [OOCTYMHOCTM U obecneynTb
pacnpefefieHne Harpysky BXOAAWEro ceteBoro Tpaduka Mexay
HeCKONbKMMU cepBepamu.

Mogynb ML Space. ABTOMAaTM4yeckoe MOCTPOeHWE UM o0bydyeHune
Mopenen Ha Mnonb30BaTeNbCKMX OaHHbIX Ha 6a3e 6uGnnoTeku
LightAutoML.

ycnyra ML Space. Bknw4yaeT TecTupoBaHWe, pas3BepTbiBaHue
(mennor) 1 MOHUTOPUHI MOAFOTOBMIEHHbIX MOAeNel MalWWHHOro U
rnybokoro 0byyeHus Ha BbICOKOMPOU3BOAUTENBbHOMN
VMHbpacTpykType  4ONsS  NOCNedylolero  BHeAPeHMa ux B
MUKPOCEPBUCHI, PYHKLUN U BU3HEC-NPUNTOXKEHMUS.

PaHee npuMeHAnocb HanMeHoBaHuMe ycnyrn ML Space Deployments
- «Model Inference».

ycnyra ML Space. BkntoyaeT npenpoueccUHr aHHbIX C NOMOLbIO
knactepa Spark, a Takxxe obyyeHne Mogenen B pamMKax MPUBbIYHbIX
Jupyter Notebook unu JupyterLab. Bce Heob6xoanmble yTUAUTbI Ns
MOHUTOPMWHIa 3arpy3ku pecypcoB, MOAENem W 3SKCNepUMEHT-
MeHeO)XMeHTa NpeayCTaHOB/EHbl M HACTPOEHbI.

PaHee npumMeHanocb HaMMeHoBaHue ycnyrn ML Space Environments
- «Model Training».

nogycnyra ycnyrm ML Space Environments, koTopas nossonser
opraHu3oBbiBaTb NpenobpaboTky AaHHbIX MPY MOMOLWM KNacTepos
Spark, pocTyn K KoTopbiM obecneymBaeTca MocpeacTsoM Jupyter
Notebook.

MexaHu3M npeobpasoBaHna agpecos B IP ceTax.

YyCTPOMCTBa, B KOTOPbIX MpoBoauMTCca rnybokas npoBepka NakeToB
(BbIXOOAWAA 3@ PaMKU  MOPT/MPOTOKOM), C BO3MOXHOCTbIO
MHCNEeKTMPOoBaTb M 6M10KMPOBaTb TPadUK YPOBHA MPUIOXKEHUS,
BK/lovalowme B cebd BCTPOEHHble CUCTEMbl MpenoTBpalleHus
BTOPXXEHUIM U UHTENNeKkTyanbHyto 06paboTKy TpadmKa Ha OCHOBe
MHTEerpaunm ¢ BHEWWHNMN CcUCTeMaMn.

nponpueTapHblin  MPOTOKON  ypanéHHoro  paboyero  cTona
NPUKNAQHOro YpoBHA, paspaboTaHHbI KoMnaHuel Microsoft.
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Representational State Transfer
(REST (RESTful) API)

SAS

SATA

Secure Shell (SSH)

Site-to-Site VPN

55D

Tenant (TeHaHT)

Tier

TLS

UpLink

vApp

Virtual Network Computing
(VNC)

Virtual Private Network (VPN)

Web Application Firewall
(WAF)

AKKayHT

baker

bera-rectupoBaHue

BuprtyasbHaa IH@pacTpykTypa

BuprtyansHasa namate (VRAM)

APXUTEKTYPHbIN CTWUNb B3aMMOAencTena KOMMOHEHTOB
pacnpenenéHHoro npunoxxeHus B cetu. REST npencrtaBnaet cobomn
COrNacoBaHHbIMN  HAboOp  OrpaHMYeHun,  y4UTbiBAaEMbIX  MNpuU
NPOEKTUPOBAHUN pacnpenenéHHoln rmnepmenna-cmucTeMsl.

npodunb BUPTYyaNbHOrO ancka C XapaKTepucTuKamu,
COOTBETCTBYHOWMMN  XKECTKMM  guckam  cepunm  SAS 10000
(WnuHpoenbHble >KecTkMe [UCKU, uMelowme pabouyd CKopocTb
BpaleHMa amcka He MeHee 10000 060pOTOB B MUHYTY).

npodunb BUPTYyanbHOro ancka C XapaKTepuCTUKamu,
COOTBETCTBYOWMMN  XECTKMM  aumckam  cepum  SATA 7200
(WnuHpoenbHble >KecTkMe [UCKU, UMMelowme pabouylo CKOpocCTb
BpalleHMsa aMcka He MeHee 7200 060pOTOB B MUHYTY).

CeTeBOM  MPOTOKON  MPUKIAQHOINO  YPOBHS,  MO3BONAOWMMN
NpPou3BOAUTbL YAANEHHOEe ynpaBleHne OMnepaumoHHON CUCTEMON U
TyHHenupoBaHne TCP-coedunHeHu (Hanpumep, oOAs8 nepegayu
dannos).

nopgaep)ka cospaHmsa IPSec VPN TyHHenem Mexgy yAaneHHbIMU
niaowaaxkamu.

npodunb BMPTyanbHOro Aucka, C XapaKTepuctTukamu,
COOTBETCTBYOWNMN aMckam cepum SSD (TBepaoTenbHble AUCKK).

yacTtb BUO/, npepocrtaBnsgeMas 3aka3uynky Ha BpeMS Nnofib30BaHUSA
Ycnyramu.

rokasaTtesib HageXHocTn TexHonornyeckomn nAoWaaKu,
pa3paboTaHHbIi  CcepTUdMKALMOHHOM  opraHmMsaumen  Uptime
Institute

Kpuntorpadmyeckmn npoTokona, obecneynmBaloWwMi 3aWULLEHHYIO
nepegavy AaHHbIX MeXxnay y3namu B cetn NHTepHeT.

B KOMMNbKOTEPHDbIX ceTdx, BOCXOAALLEN CBA3blO ABNAeTCA
nogknw4yeHne oGopy,u,oaaHMq nepegayn gaHHbIX K aapy cetu. OHO
TaKXe M3BeCTHO, KaK BXOOgHOe coenHeHne.

nornyeckoe obveanHeHue BUPTYyanbHbIX MalWlKWH, no3Bondwowune
rpynnnpoBaTtb MX NO Ha3HAYeHUIO U ynpaBnaTb MMU KaK eauHbIM
LenbiM.

cucTeMa ypanéHHoro pgocTtyna kK paboyemy cTonly KoMmnbtoTepa,
ncnonb3yowasa npotokon RFB.

0600UEHHOE Ha3BaHME TexHOoNorun, nosponawwWmMx obecneyntb
OQHO WNW  HECKONbKO  3alMWEHHbIX CEeTEBbIX COEAUHEHUN
(3alWMLEHHYIO NOTUYECKY0 CeTb) MoBepx Apyron cetu (panee -
BMPTYyasibHasa 4yacTHas CeTb).

COBOKYMHOCTb MOHWUTOPOB W GUABLTPOB, NpPeAHa3HaYeHHbIX ANS
obHapyXeHuns n 6N1oKMpoBaHMS CeTeBbIX aTak Ha Be6-NpunoxeHue.

XpaHuUMaa B cuUcTeMe MCMOMHUTENS COBOKYMHOCTb AAHHbIX U
HacTpoek Ana obecnedyeHnsa 3aKasyvka BO3MOXHOCTbIO YNpPaBnaTb
KONMMYEeCTBOM ¥ QYHKUMOHANOM noTpebnaembix YCayr. AKKayHT
nossonset o6ecneynTb KOPPEKTHOE B3aMMOAENCTBME 3aKa3umKa Co
cny>x6amu TexHUYecKon Noaaep K NcnonHutens.

NlorMyeckas CyWHOCTb, MNpeAHasHayeHHas [Oas  opraHMsauuu
XpaHeHMa o06beKToB. MMeeT cBOW Habop MeTafdaHHbIX U MOMUTUKK
XPaHeHUsa 0ObEKTOB.

CTagMsa TecTMpOBaHMA, Npeanonaralowas MCnonb3oBaHue YCayr u
cepBuca MU MX OTAENbHbIX (GYHKUMOHAMbHbIX BO3MOXHOCTEN C
Le/blo 03HAKOMJIEHWSA UNN B TECTOBOM OKPYXXEHUU.

BMPTyanbHblA  aHanor  TPagMLMOHHOWM NT-nHdpacTpyKTypbi
opraHusauunun, peannsoBaHHbii B O6nake Cloud.

COBOKYMHOCTb 3HEPro3aBMCMMOM 4acTU CUCTEMbl KOMMbHOTEPHOM
namMaTM, B KOTOPON BPEMEHHO XPAaHATCA [AaHHble M KOMaHAbl,
Heo6xoOoMMble MNPOLLECCOPY ANA  BbIMOJHEHUA UM  onepauuu,
MMeloLas BO3MOXHOCTb paboTaTb B M30MPOBAHHOW APYr OT apyra
cpege.
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BupTtyasnbHoe AUCKoBOEe
npoctpaHcreo (VvHDD)

BuprtyanbHeivi npoyeccop (vCPU)

BupTtyalsbHbIv cepBep
(BuprtyanpHaa MawmnHa, BM)

BuprtyansHeii L{eHTp Obpabotku
LHaHHbix (BuptyanbHei LJO4,
BLof)

BblgesieHHbIV cepBep
(Bare metal)

BbineneHHbivi cepBep rotoBov
KOH@urypaumm

BbipeneHHbivi cepsep
POU3BOSIBHOM KOHPUIYpaymmu

3osn0104 06pa3

UHGopMaunoHHaa 6e301acHoCTs
(1b)

Knacrep

KonunvecrBo onepauymvi BBoga /
BbIBOAA B CEKYHAY

(Input / Output Operations Per
Second, /0OPS)

KOHTEHT

KoH@urypaumsa API-wiw3a

JInyHbivi kabuHer CON

MawwmHHoe u riybokoe oby4yerHne

Moagynu, pacumpsanowme
@YHKUYNMOHAEIbHOCTL rpasusi API-
wW/1r03a (raaruHbl)

Hoga (y3en cetu, node)

ObbeKkt

O6beKTHOE XpaHuanLe

YKECTKUI AUCK BUPTYanbHON MallMHbl, 6/TOYHOE YCTPOMCTBO.

YacTb NPOLLECCOPHOMN MOWHOCTM NHbPaCTPYKTYpbI, BblaenseMon ans
BMPTYanbHOMN MaLLMHbI.

BUPTyanbHbIA  aHanor ¢uU3MYecKoro cepeepa, SBAAKWMUINCA
COBOKYMHOCTbIO BUPTYaNn3npPOBAHHbIX BbIYNCIIUTENBHbIX
MOLWHOCTEN npoueccopa, ONepaTtMBHOM NaMAaTW, OUCKOBOro
NpocTpaHCcTBa W CeTU, O6beauHEHHbIMU B  JIOTUYECKYD U
ABTOHOMHYIO AYENKY.

COBOKYMHOCTb pecypcoB (mpoueccopa, onepaTUBHOM naMaTw,
AVCKOBOrO NMPOCTPAHCTBA, CeTel), MPefoCTaB/eHHbIX B MO/ib30BaHue
3aKasunky n npegHa3HaYeHHbIX ans cosfgaHua n
GOYHKUMOHNPOBAHMA OQHOMO UM FPYMMbl BUPTYaNbHbIX CEPBEPOB.

bu3nMyecknin cepeep, npuHagnexawmnin WcnonHuTento, pecypcob
KOTOPOro NpefoCcTaBATCA B PaCnopsKeHne 3aKasumKy.

BblE/IEHHbIN CepBep, 3apaHee MOArOTOB/IEHHbIN M [OCTYMHbIN K
3aKasy.

BblOENEHHbIN cepBep C BO3MOXHOCTbIO Bbl60pa KOMNAEeKTYLWHnx.

BMPTyanbHaa MallMHa, KOTOPYKO MOXHO MUCMNONb30BaTb B KadecTBe
3TaNoHHOro WwabfioHa ans co3paHusa BUPTYanbHbIX MallnH.

KoOMnaekc Mep no  obecneyeHno  KOHGUAEHUMANbHOCTU,
LeNoCTHOCTU 1 AOCTYMHOCTU MHbOopMaunu.

rpynna MT-o6opynoBaHua, 06beAMHEHHOrO BbICOKOCKOPOCTHbIMU
KaHanamu cBA3W, NPeAcTaBnaloWas c TOYKM 3peHUsa Nob3oBaTens
efdVHbI annapaTHbIA pecypc.

KONMYECTBO onepaLmii YTEHUSA M 3anuCcK, KOTOPOE BbINOMHAETCA 3a
OLHY CEeKyHAy.

nob6aa uHbopMauma, gaHHble, MaTepuassbl, BblpaXKEHHbIE B KaKOW-
6o 06beKTUBHOM dopMe.

3/IeMeHT HacTporkum ycnyru APl Gateway, npepocTaBnstowmm
BO3MOXHOCTb CO3faHus wnt3a APl gns panbHenwen oTnpaBKu
3anpocos Ha URL wnto3a 1 06paboTku Takux 3anpocos lMpasunamu
API-wnto3a.

cneunanusmpoBaHHaa web-nnowanka B ceTu VIHTepHeT, AOCTynHas
no apgpecy: https://cdn.sber.cloud, He aBnsaOWanca 4yacTbio JIMYHOTO
kabuHeTa ¥ copepkawasa Habop WMHTEPAKTUBHbLIX CEPBUCOB A8
OCyLLecTBNeHNs B3aMMopQencTena Mexay 3aKa34yMKoMm n
McnonHutenem, B TOM uucne pna noTpebnenus ycnyrm CDN
3aKa3uyMKoM, OTpaXKeHUs CTaTUCTUYeCKUX pAaHHbix ycnyru CDN,
banaHca, a Tak)xe MHOW MHbOopPMaLUK, CBA3AHHON C NoTpebeHneM
ycnyru CDN. Ooctyn B JInyHbii kabuHeT CDN ocyuwecTtBnserca
NOCPeACcTBOM BBOAA YUYETHbIX AaHHbIX.

Habop MaTeMaTU4YeCKUX U MPOrpPaMMHbIX afrOPUTMOB U CTPYKTYP
LaHHbIX, XapaKTepHON 4YepTol KOTOPbIX HABNAETCA He npaMoe
peleHne 3apgadn, a obyyeHne B npoLecce NPUMEHEHUS peLleHun
MHO)EeCTBa CXOAHbIX 3a4au.

3/1IeMEHT HacTponku ycnyru APl Gateway, ONONMHAOWMIA HaCTPOMKM
Mpasuna API-wnto3a ana peannsaumnm CoXHbIX OU3Hec-cLeHapueB.

YCTPONCTBO, COEAMHEHHOe C APYrMMM YCTPOMCTBAMM KakK 4acTb
KOMMbIOTEPHOM CeTu.

efuHuLUa xpaHeHus. B kavecTse 06beKTa MoXeT BbICTYMNaTb nobon
Ha60p OaHHbIX: CbaVI}'IbI, MacCCuBbl OaHHbIX, pe3epBHble KOMUN N TakK
panee.

CncteMa XpaHeHus AaHHbIX, KOTOpasd ynpaBndeT AaHHbIMU B BuAe
06bekTOB. Bce 0ObEKTbI XPaHATCA BHYTPM OLHOMO MW HECKOMbKUX
H6akeToB. BMecTe ¢ [aHHbIMU XPaHATCA MeTafjaHHble, KOTOpble MOryT
ONMUCbIBATb Pa3fIMYHblEe XapaKTEPUCTUKM 06beKTa, HO 06s3aTeNbHbIM
ABNSAETCA TONbKO MMS 0b6beKkTa, KOTopoe 3aAaéTcsa Nnpu Co3paHum
obbekTa. TOMMMO CTaHOAPTHbIX oOnepauui Hag obbekTamu,
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2.1.

OpraHu3ayms

ocC
lTAK
10

lonurtnka

[Tosb30Baresib

[Torok

lpasusio API-wwo3a

[1poCcTPaHcTBO UMeH
(Namespace)

T1y6nyHbv IP agpec
(Public IP)

Pernosuropusi

Posin Nosib3oBaresisa uav Posb

Cucrema XpaHeHusa aHHbix (CX4)

TemMHas onTtuka

Tpaguk

YuérHble naHHbIE

3BM

npuMeHaeMbiM K 06bl4HbIM dalinaM (cosgaHue, YyaaneHue,
KOMMpPOBaHUe), 0GbEKTHOE XPaHMUMULLE NO3BO/AET TaKXKe BbIMOMHATD
W Opyrne onepaumun: XpaHUTb HECKONbKO BEPCUN OOBLEKTOB C
OOMHAKOBbIM WMEHEM, ONpPenenaTb BPeMA >XWU3HM, onpenensatb
YPOBEHb [,OCTYMA U MHOTOe APYroe.

M301MPOBaHHOE NPOCTPaHCTBO 6a30BbIX MHMOPMaLUOHHO-
TEXHONOrMYEeCKNX pecypcos, BKJIHOYAOLWMX BUPTYyasibHble
npoueccopbl, nNamsaATb W CeTb, BbIAENEHHbIX B MNONIb30BaHME
KOHKpeTHOMY 3aka3uuky. B npepenax ogHon «OpraHusaumm»
3aKa3uyuMK MMeeT BO3MOXHOCTb CO34aHNa Heckonbkmnx BLLOA.

onepaunoHHaa cucTtema.
nporpaMMHo-annapaTHbI KOMMIEKC.

nporpaMMHoe obecneyeHne, nporpamma ana 3BM, MporpaMMHbIn
MPOAYKT.

npaBuao uAM Habop MpaBuWa, KOTOPble MO3BOMAOT MPefoCcTaBnATh
pa3HbiM rpynnaM [lonb3oBaTeneit eauHblini Habop npas npwu
B3aMMOAENCTBUN C  JIMYHbIM  KABMHETOM, WHbIMW  COBaMMU,
pacnpegenaTtb eauHoobpasHbie Ponn cpeau rpynn Monb3oBaTtenei.

NNLO, OCYLWEeCTBAAKOWEE HEenocpeacTBEHHOE B3auMMOLENCTBME B
JTIn4yHOM KabuHete/[TnyHOM KabuHeTe CDN OT UMEHM M B MHTEpecax
3aKa3ymKa B COOTBETCTBUM C PONbIO NN MONHOMOYMAMU, KOTOPbIMKN
Monb3oBaTena Hagenun 3akasyuk ANnsg aaMUHUCTPUPOBAHUS YCIYTU.

MynbTUMegMnHas uHdopMauMs 3akasuymka, nepepaBaemMas B
npouecce notpebneHus ycnyru CDN B pexunme peasnibHOro BpeMeHu
yepe3z WMHGOOPMALMOHHYIO ceTb WcnonHUTensa 3a onpepnenéHHbin
nepuoa BpeMeHMU.

3/IeMeHT HacTporkum ycnyru APl Gateway, npepocTaBnstowmm
OCHOBHble (YHKLMOHabHble BO3MOXHOCTU BHYTpW API-wnto3a, u
ncnonb3ywwmmnca gna obpaboTKM 3anpocoB, MOCTYMNUBLWIMX Ha
yKa3saHHble URI API-wnto3a.

3TO M30MMpOBaHHaa o06nacTb AAHHbIX, HasHayaemad CUCTEMOM
KakQoMYy 3aKa3umKy, BHYTPU KOTOPON MMEHa KOHTEMHEPOB He MOTyT
NOBTOPATbCA, HO MOFYyT cofepXXaTb ftobble MMeHa B paMKax
YCTAQHOB/IEHHbIX MPaBWI HaMMeHOBaHUA (HWKe B MHbopMaumm ob
Ycnyre). PasbueHue rnobanbHOro MNpPOCTPAaHCTBA UMEH  Ha
Bblae/ieHHble 061acT BUAMMOCTY MO3BONAET M36EeXKaTb KOMM3UIA B
HaMMeHoBaHU KOHTEelHepoB HECKOMbKMX nonb3osaTene
06bEKTHOIO XPaHWUIMULLA.

agpec, HeobxoouMMbIM 3aKasuuMky [ONS OpraHuM3auMm CepBUCOB,
OOCTYMHbIX M3 Ny6AUYHbIX ceTel WHTepHeT, AN HACTPOWKM U
obecnevyeHusn paboTtocnocobHoCTU VPN-coeanHeHus, onsa
obecnevyeHns gocTyna 3aKasuMka K pagy cneunanbHbiX CEPBUCOB B
ceTn IHTepHerT.

CX[ oNns XpaHeHMsa pe3epBHbIX KOMUN.

KOHEeYHbIi HaBop MOSHOMOYMIA, KOTOpble nosnyvaeT MMonb3oBaTenb
npu pabote B JInuHom kKabuHete/NTlMyHOM KabuHete CDN.

KOMMJIEKCHOE MporpaMMHO-annapaTHoe pelleHne no opraHunsaumm
HapéxHoro XpaHeHus MHDOPMaLMOHHbIX pecypcos "
npeaocTaBAeHNsa rapaHTMPOBAHHOMO AOCTYMNa K HUM.

Heucnonbsyemble And nepefadyn fOaHHbIX BOJIOKHa ONTUYeCKOro
kabens, NnpoknaabiBaeMble B KaUeCcTBe pe3epsa Ha Ciyyan BbiIxoda u3
CTPOA OCHOBHbIX BOTOKOH.

06bEM MHbOPMaLMK, NepenaBaemMol Yepes KOMMbIOTEPHYIO CeTb 3a
onpefenéHHbi nepunop BpeMeHn. Konmyectso Tpadumka namepsaerca
Kak B MakeTax, Tak u B buTtax, 6antax n Ux Nnpom3BOAHbIX: KUI1obanT
(KB), merabant (MB) u T. a.

YHUKaNbHble UMSA (IOTVMH) U Naponb AN OCYLLEeCTBNEHUS yOaNeHHOro
poctyna K JIMYHOMY KabuHeTy B Lenax agMUHUCTPUPOBAHUA U
ynpaBneHns ycnyrom.

SNEKTPOHHAad BblYNCINUTENDbHAA MallMHa.

2. TAPUDOUKALINA YCNYT

OnucaHunsa MOryT npenycMaTpuBaTh creaylolime Buabl Tapudnkaumm:
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2.1.1.
2.1.2.

2.2.

2.2.1.

2.2.2.

2.3.

2.4.

2.4.1.

2.4.2.

2.5.

3.1.

3.1.1.
3.1.2.
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3.2.1.
3.2.2.

3.3.

3.3.1.
3.3.2.

3.3.3.
3.3.4.

3.4.

3.5.

4.1.

Ctatnyeckaa Tapudukauus (Allocation);
OunHamuyeckasa Tapudukauma (Pay as you go).

CtaTnyeckaa TapudukaumMsa npennonaraer onnaty nyna pPecypcoB U OMNUMNA, YKasaHHbIX Mpu
dbopMupoBaHnM 3akasa WM BHECEHUU B HEro WU3MEHEeHW, BHE 3aBUCMMOCTM OT UX (PaKTM4Yeckoro
notpebneHns 3aKasuymKoM.

MeToauka pacdyétoB noTpebnsaembix NPOLLECCOPHbIX PECYpPCOB WM onepaTMBHOM NaMAaATM npennonaraet
onnaTty BblBpaHHbIX pecypcoB B COOTBETCTBMU C Tapudom.

MeToauka pacyéta noTpebndaemMoro AMCKOBOro NPOCTPaHCTBa npennonaraet onnaTty 3a BblBpaHHbIN
3aKa34nMKkoM 06bEM pecypCcoB AMCKOBOro MPOCTPAHCTBA.

OuHamuuyeckaa Tapudukaumsa npegnosaraeT onnaTty nyna pecypcoB M onuui no dakTy ux noTpebnexHus
3aKasynkoMm B TedyeHue OT4YETHOro nepuopa. Myn pecypcoB M OMNUMIA, KOTOPble MpPenocTaBnaArTCA
3aKas34yunKy B NopsaaKe AMHaMUYeckon TapMdumKaumnm, yKasblBaeTca B COOTBETCTBYOWEM OnaHKe 3aKasa.

OuHamunyeckasa Tapudukauma ocyuecTsnaeTca:

B noyacoBoMm nopagke (M3 pacyeta ctommocTM 1 (ogHOro) 4aca), HauumHaa C MNepBOM MUHYTHI
Mcnonb3oBaHua. CTOPOHbI YCTAaHOBUAM, YTO ONA yoobCTBa pacyéToB HEeMnosiHble Yachl MCMOMb30BaHUA
Ycnyr, Ha4yMHaa c NepBON MUHYTbLI, OKPYFAAOTCA A0 NMOMHOMO Yaca nofb3oBaHua Yciyramu;

B noMuHyTHOM nopsagke (13 pacyéta ctouMoctv 1 (OQHOM) MMUHYTbI), HayMHAs C MepBON CEKYHAbI
MCnonb3oBaHua. CTOPOHbI YCTAaHOBUM, YTO ONS yao6CcTBa PacyYETOB HEMOJHbIE MUHYTbI UCMOMNb30BaHNA
Ycnyr, Ha4YMHag C NepBoON CeKYHAbl, OKPYIrNSOTCS A0 NOMHOM MUHYTHI NONb30BaHNUSA Ycayramu.

B cnyyae oTcyTCTBMS YNOMUHaHMA B ONucaHum Kakux-nnbo sBapuaHToB TapudoBs, Ycayru, onmcaHHble B
TakoM OnucaHuM, NO YMONYaHMIO npepocTaBngawTca no Tapudy «CTaTuyeckaa Tapudukauua» wu
onnaymBaeTcs nocTdakTyM nMocne OoKoH4YaHua OTYETHOro nepuopa B nNopsgke, onpeneneHHoM
[Jorosopom.

3. MNOAKNKOYEHUE [ USMEHEHUE / OTKNHOYEHUE YCIYT

OnuncaHnsa MOryT npeaycMaTpuBaTth ceaylolme Buabl NOAKAOUYEHNSA [ U3BMEHEHUS [ OTKoYeHUsa Ynyr:
MocpencrtsoM nognucaHmsa 3akasa;
MocpencTBoM coBeplleHus AencTBmin B JINYHOM KabuHeTe [ JInyHoM KabuHete CDN.

Ona uenen n. 3.1.1. 3aka3 MoxeT 6bITb cornacoBaH CTOpoHaMu NMyTEM HanpaBneHUs 3anoJIHEHHOMN
dGopMbl 3aKasa No 3N1eKTPOHHOW NoYTe YNONHOMOYEHHbIMU NTNLLAMU:

OTBEeTCTBEHHbIMM 3a UcnonHeHne orosopa (pa3gen 10 Jorosopa);

KOHTaKTHbIMW NMua 3aka3ymka, ykaszaHHoro B n. 3. MNpunoxeHun N2 4. k [loroBopy B KayecTse nuvua,
HafeNeHHOro npaBoM MOAK/AYaTb / M3MEeHATb / OTKAK4YaTb YCAyrm OT MMeHW 3akasuuka, u nuua,
OTBETCTBEHHOro 3a ucnonHeHue [OoroBopa co CTOPOHbl WcnonHutena (paspen 10 [dorosopa) /
KoHTakTHOro LleHTpa (cM. n. 3 MpunoxeHua N2 4. k loroBopy).

B oTHoweHuK n. 3.2. MpUNoXeHns AenCcTBYIOT clieayloline npasuna:

3aka3 MoXeT 6bITb HanpasseH Ntbon CToOpPoHOM;

MonyumBwas CTopoHa obsi3aHa cornacoBaTb 3aka3 WMAW OTKa3aTbCs OT Hero B TeyeHwe 1 (ogHoro)
paboyero gHs;

Mpw OTCYTCTBUKM OTBETA 3aKa3 CYMTAETCSA HECOr1aCoBaHHbIM;

CornacoBaHHbIM 3aKa3 MMeeT MOMHYI0 IPUANYECKYIO CUNY, ABNAETCA OCHOBAHMEM AN NOAKAYeHUs /
M3MeHeHUda |/ oTkAYeHnsa Ycnyr, He TpebyeT (GU3MYeCKOro noAnucaHusa Ha ByMaKHOM HocuTene,
JanbHenllen nepegadym opurnHana U MoxXeT B6biTb UCNONb30BaH B Ka4yecTBe AOKa3aTenbCTBa B cyne 6e3
Kakoro-nn6o cneuunanbHOro NopsnKa 3aBepeHus.

Ycnyru cumTaroTcs NOAKIYEHHBIMU, U3MEHEHHDBIMU MW OTK/TIOYEHHDBIMU B MOPSAAKE, NPeAYCMOTPEHHOM
n. 3.1.1. MpunoxeHusa, c Oatbl GakTUYECKOro Hayasa okKasaHua Ycnyr, onpepenseMon C MOMEHTa
nepenaym 3akasymKky YYETHOM 3anmMcK U CCbINKM OAA [OCTyna K NaHenu ynpasBneHua Ycayramu unm c
MOMeHTa M3MeHeHUa 06bEMa NpefocTaBAseMblX YCyr.

Ycnyrn cYMTaroTCa NOAKOYEHHBIMM B NOPSAAKe, NpeaycMoTpeHHOM n. 3.1.2. HacTtoauwero MpunoxeHus,
C MOMeHTa ocylwecTBieHns B JIMUHOM KabuHeTe AeNCTBUI, NPMPaBHMBAEMbIX K 3akasy. OTKOYEHNE U
n3MeHeHne YCnyr OCyWecTBNSeTca B aHa/llorMYHOM MOPSAKE C MOMEHTa MOATBEPXAEHMS
COOTBETCTBYIOLWMNX AeNCTBMIA B JINUHOM KabuHeTel.

4. TMOPAOOK B3AMMOJENCTBMSA C NINYHBIM KABUHETOM U KY

BO3MOXHOCTb  ynpasrieHus nogknwyeHneMm Ycnyr nocpencrtsom  JIMYHOro KabuHeTa npamMmo
npegycMaTpuBaeTcs B cooTBeTcTBytoweMm OnucaHmu. B cny4vasix, Korga ynoMuHaHue o Takom onuumn
OTCYTCTBYET B COOTBETCTBYIOLWEM [1pUIoXXeHnn, ynpasneHme YcayramMmm oCcywecTB/ISeTCa UCKTIOYUTENbHO

! O6HoBneHne cTtatyca Ycnyr B JIMUHOM KabuHeTe He OCYLEeCTBNAETCA B PEXWMEe peasibHoro BpeMeHW. M3aMeHeHUs B 3akas BCTYMaloT B CUNY B
TeyeHue 24 4acoB C MOMEHTA OCYLLEeCTB/IEHUA AeNCTBUI B JIMUHOM KabuHeTe.
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4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.2.

4.3.

4.4,

4.5.

4.6.

nocpencTtsoM nognucaHmsa CTopoHaMm 3akasoB. MNMoTpebneHune Ycenyr ENT, ADV 1 MLS ocyuwectenaeTca

nocpencTBOM COOTBETCTBYOLWMX KoHConen ynpasneHms.

Mpouecc pernctpaunmn/maMeHeHns/ynaneHms y4éTHOM 3anmMcn agMMHUCTpaTopa B JINUHOM KabuHeTe:

e MOPSAAOK perucTpaunmm HOBOro nosb3oBaTens: WcnonHutenb co3gaeT  YYETHYKO  3anucb
Monb3oBaTensa JInyHoro KabumHeTa. JInuHbin KabuHET HanpasaseT NMcbMo Ha e-mail Monb3oBaTens
CO CCbINIKOM ANnsa co3gaHua napons. MNonb3oBaTenb NosyyaeT NMCbMO, NPOXOAUT NO CCblIKe, Cco3haeT
naponb 1 aBTopusyetcsa B JINYHOM KabuHeTe;

e NOPAAOK M3MeHeHua napona B JIMYHOM KabuHeTe: [onb3oBaTeNnb aBTopmayeTca B JIMYHOM
KabuHeTe, 3axoauT B pa3aen «YUY€THasa 3anmcby» U MeHseT naposb;

e MOPAROK yhOaneHus Yy4eéTHom 3anucm [lonb3oBatens B JIMyHOM kabuHeTe: npenycMOTpPeHa
npouenypa 610KMPOBKM YYETHOM 3aNnCK - AODMUHUCTPATOP OpraHnsaumnm (3akasumnk) aBTopumsyeTca
B JINUHOM KabuHeTe, 3axo4uT B pasfen ynpaeneHua Monb3oBaTensMu OpraHu3aumun, BbibupaeT
onumuto «[eakTuBmpoBatb» [lonb3oBaTens. [leakTMBMPOBaHHbLIM [lonb3oBaTeNb MNpW  MNOMbITKE
aBTOpM3aLUMM nony4daet coobuieHne «Account is disabled».

OnuncaHne byHKUWI 1 NpaB, NpefoCcTaBAAEMbIX aAMUHUCTPATOPY 3aka3umka B JINYHOM KabuHeTe:

e pnobaBneHune / 6noknpoBKa Nonb3oBaTtenen opraHM3aLmu;

e co3paHue [ n3MeHeHue rpynn (NPOeKTOB);

e MOOKYeHME/M3MeHEHNE KOHDUrypaunm Ycnyr;

e MNPOCMOTP AaHHbIX O pacxopgax opraHu3auuu;

e NpPOCMOTP M POPMUPOBAHME AeTanm3aunmn notpebneHns Ycnyr opraHmsaumn.

OnuncaHne npouecca nepepayn / co3gaHMa Napons oT YY4ETHOM 3anncK agMMHUCTpaTopa: MNonb3oBaTenb

3a[aeT Napo/ib CaMOCTOATENbHO; TpeboBaHMA K Naposio:

e He MeHee 8 CUMBOJOB;

e HaluyuMe CNneucMmBona;

e He MeHee 1 cMMBO/a B BEPXHEM pPErncTpe.

B cnyyae, ecnu MNonb3oBatesnb yTpaTUA Naposb ona 4octyna K JIMYHoMy KabuHeTy (TokeH, Ky SSH) nnn

CKOMMPOMETUPOBaAn ero, ynolHOMOYEHHOE NNLO 3aKa3uymMKa obpallaeTca B TEXHMUYECKYHO MOOAEPXKKY

McnonHutena. TexHu4yeckasa nOALep)KKa 3anyckaeT npoueaypy cbpoca paHHbIX YYETHOM 3anucu

Monb3oBaTtens (Naponb, TOKEH, KoY SSH).

Ona coBeplweHna pgencteuin B KoHconax ynpasreHua Monb3oBaTenb OCyWecTBAAeT BXOA B JIMYHbLIN
KabuHeT nocpencTBOM BBOAA JIorMHa M napona. O6bLEM npaB Monb3oBatens yctaHaBnvMBaeTca Ponblo.
3aKasuynK NoaTBepXXOAaeT, yUTo Nobble A4eNcTBUA, coBeplUeHHble Monb3oBaTtenem B JINYHOM KabuHeTe [
KoHconax ynpaB/eHWa NpMpaBHUBAKOTCA K AENCTBMAM 3aKasumka no [Joroeopy.

Monb3oBaTtensamMm MoryT 6biTb NULWb Te NIMLUA, KOTOpPble YKasaHbl B M. 3. MpunoxeHusa N2 4. k Jorosopy.
Ponn Tlonb3oBatenen (nonHoMoumsa) 3akasyukK pacnpepensetr caMocToAaTenbHo (NocpepcTtBoM
pacnpepeneHnsa Ponen Monb3oBaTeneM-agMuMHUCTpaTopoM). Mo ymonyaHuio Monb3oBatenn obnapatot
npaeamu [lonb3oBaTens-agMUHUCTPaATOpa, T.e. BMNpaBe OCYWEeCTBASATb BeCb 0O6bLEM MNOMHOMOYUM,
npefocTaB/eHHbIN QYHKLMOHANOM JInyHoro kabuHerta / KY.

McknioyeHne m3 BblleyKa3aHHOro cocTaBnsawT ycnyrn ML Space: nocpenctsoM JIMYyHoro kabuHeTta
Monb3oBaTenb-aAMUHUCTPATOP BNpaBe CO34aBaTb YYETHble 3anNMCKM HEMOCPEeACTBEHHO B MPOCTPAHCTBE
KoHconu ynpasneHna ML Space v npucBanBatb lNMonb3oBaTenaM 3aka3zunmka coOOTBeTCTBYyOWMe Ponu.

B cnyuae ytpathl goctyna K JinuHoMy kabuHety / KY gocTyn MoxeT 6biTb BOCCTAHOB/IEH MOCPeacTBOM
obpalleHns B KOHTaKTHbin LleHTp B nopsagke, ycTaHoBfeHHOM B O6llEeM cornaweHun o6 ypoBHe
npegocTaBneHuns Ycnyr.

BanaHc 3akasuuka oToBpa)kaeTcs B COOTBETCTBYWLEN rpade B JIMUHOM KabuHeTte?. MNMonb3oBaTesb-
aOMUHUCTPATOP BMpaBe OrpaHW4YMTb BO3MOXHOCTb WMHbIX [lonb3oBaTenel BUMAOETb AaHHble banaHca.
O6beM OeHeXXHbIX CPeACcTB, yYMTbiBaeMblx MicnonHuTeneMm Ha banaHce, MoxeT 6biTb oTo6paXkeH B Buae
oTpuuaTenbHOM CyMMbl 3a Yciyru, npeanosnaratouume nocronnaTty. B 3aBUCMMOCTU OT OKasbiBaeMbiX
Ycnyr, TNonb3oBaTeslb MOXeT 3anpoCcuTb NocpenctsoM JIMYHOro kKabuHeTa OTYET O NoTpebnsaembix
Ycnyrax 3a COOTBETCTBYWOLWMUN nepuod. CTOPOHbI YCTAaHOBW/M, YTO YKa3aHHbIA OTUYET He dABndeTca
OTYETHbIM OOKYMEHTOM, NMH60 AOKYMEHTOM, Ha OCHOBaHMW KOTOPoro CTOPOHbI BMNpaBe OCYLWecTBAATb
Kakue-nmbo B3anMMOpPaACcY€Tbl, UCNOMb30BaTb TakMe OTYETbl AN 0O6OCHOBaHMA TpeboBaHUM, a TakKxe
OCYLLECTBIEHUA MHbIX IOPUANYECKMU 3HAYUMbIX OeNcTBUn. MHpopMaunsa B OTYETE HOCUT CNpPaBOYHbIN
XapakTep. B cBA3M C pas3nMyHbIM MNOPAAKOM OMPOCa NPOrpaMmMHOro obecneyeHus, OCYLLECTBAAOLIErO
c6op MHpopMaunu ana GopMmnpoBaHna oTYETA, MHPOPMALINUSA B TAKOM OTUETE MOXKET BbITb HETOUYHON.

Mpun HeobxoaAMMOCTM 3aKasumk BMpaBe HanpaBuTb MCNonHUTen 3anpoc Ha npenocTaB/ieHne emy
XXYpPHanos cob6bITUIN cBOEro TeHaHTa, B TOM 4ucne nor—daaﬁnos Mo UCMONb30BaHMK JIMyHOro KabuHeTa
Monb3oBaTenaMu 3akKasumka.

2 O6HOBNEHMe paHHbIX BanaHca No HEKOTOPbIM Yc/lyraM MOXeT NPOUCXOAUTb OT 2 (ABYX) A0 4 (4eTbipex) YacoB C MOMeHTa noTpebeHus. B TecToBoM
pexxuMe banaHc ycnyr ML Space oTpaxaeTtca B KoHconn ML Space, npu 3TOM Ha TEKYLWMA MOMEHT NCNonHUTENb He rapaHTUpyeT KOPPEKTHOCTb
oTOoBpaXKeHNS [AHHbBIX. 3aKA34YMK COT/IalaeTcsa C TeM, YTO TakMe AaHHble B KoHconmn ML Space HOCAT MHGOPMaTUBHbBIN XapakTep.
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5.3.
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6.1.2.
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7.1.

5. MOPAOOK B3AMMOLENCTBUSA C IMYHBIM KABUHETOM CDN

B TeuyeHune 4 (4eTbipex) paboumx gHen ¢ MOMeHTa nognucaHua 3akasa Ha ycnyry CDN McnonHutenb
nepenaeTt 3akasuuky Y4YE€THble gaHHble AN aBTOpuU3aumnM 3akasuyuka Ha caunTe: https://cdn.sber.cloud.
Y4éTHble OaHHble nepepatroTcsa 3akas3uyMKy nocpeacTBoM obmeHa COoOoBWEeHUAMU 3/IEKTPOHHOM MOoYTh
Mexpay nmuamMm, oTBETCTBEHHbLIMK 3@ UcnonHeHue Jorosopa (pa3gen 10 Jorosopa).

3aKa3uyMK MOJSIHOCTbIO OTBETCTBEHEH 3@ COXPAaHHOCTb U KOHOUAOEHLUMANbHOCTb MnepefaHHbiX emMy
NcnonHutenem Y4YETHbIX OaHHbIX. McnonHuTenb He HeCET OTBETCTBEHHOCTU W He Bo3MellaeT Y6bITKU
noboro poga, NoOHeceHHble 3aKa3yMKOM M3-3a PasrnalleHnsa UAKW yTpaTbl NOCAeAHUM CBOUX YUYETHbIX
LaHHbIX.

Mo daKTy yTepun, HeCaHKLMOHMPOBAHHOMO A0CTYMNa K YUETHLIM JaHHbIM, MNOAYYeHHbIM OT McnonHuTtens,
WM BO3MOXXHOCTM BO3HUKHOBEHMUA TaKoM CUTyaLuuK, 3aKa3umK BnpaBe HanpaBuTb VICNONHUTENIO 3a9BKY
Ha cMeHY YUYETHbIX AaHHbIX U/unu 6NoKMpoBaHMe foctyna K JIMYHOMY KaBUHETY C UCMONb30BaHMUEM 3TUX
YY&THbIX OaHHbIX. B 3TOM cnyyae WcnonHUTeNb ocyllecTBadeT 6M0KMPOBKY YUYETHbIX [OaHHbIX,
nepenaHHbix 3akasumky. Cpok noaobHon 6N10KMPOBKK cornacoBbiBaeTcs CTOpoHaMM OOMOMHUTENBHO C
YYETOM KaKO0M KOHKPETHOW CUTyauuu.

B cnyyae yTpatbl (6€3 BO3HMKHOBEHMUS BO3MOXHOCTU HECAHKLMOHMPOBAHHOMO AOCTyNa TPeTbUX nuL K
YYETHbIM [aHHbIM) CBOMX VYYETHbIX [AaHHbIX 3aKa3uyMKOM WX BOCCTAaHOBJIEHWE OCYLECTBNSETCA Ha
OCHOBaHMK 3anpoca O BOCCTAaHOBNEHUN YYETHbIX AaHHbIX. [pu 3TOM McnonHuTenb BrnpaBe 3anpocuTb
CKaH-KOMUU NOEHTUDULMPYIOWNX OOKYMEHTOB (A9 GU3MYEeCKOro nmua - oblierpaxngaHckui nacnopr,
LNA KOPUANYECKOro NiMua - KOMUIo CBUMAETENbCTBA O pPerncrpaummn). BoccTaHoBneHne YYETHbIX OaHHbIX
ocyuwecTenaetrca McnonHuteneMm B TeyeHue 2 (OByx) pabouumx OHeM C MOMEHTa MOJydYeHus 3anpoca o
BOCCTAQHOB/IEHMUM AAHHDIX.

6. MOPAOOK PACYETOB MO YCNYIrAM

OnucaHnsa MOryT NpefycMaTpMBaTh crieayloLlme NopsaaKu pacyétos no Ycayram:

MpenBapuTenbHaa onfata - MNOPALOK ONAaTbl, NogpasyMeBalowMi onnaty Ycayr Ao Hayana ux
(akTMyeckoro noTpebeHuns;

MocTonnata - MNOPAKOK OMMaTthl, noApasyMeBalowWwmMin onnaty Ycayr nocne wux (akTMYecKoro
notpebneHus.

Ecnv B ONMcaHMM OTCYTCTBYET YNOMUHAHWE O NMPUMMEHMMOM nopaake pacyéra, CToOpoHbl YCTaHOBUIU, UYTO
onnarta Takux YCNyr ocylecTBAsSeTca B NopaaKe nocTonnaTtol.

Ecnn OnucaHue coOepXUT HEeCKONIbKO BapMaHTOB Mopsagka pacyéTta, npu 3akase Yconyru 3akasuuk
BbIGMpPaeT NPMMEHUMbIN NOPALOK. YKa3aHHbIN NOPSAAOK OTpa)kaeTcs B COOTBETCTBYOWeEM 3akase. Ecin
3aKa3 He COAEePXUT Kakoro-nnbo ynoMmHaHWsa o NoOpsiaKe pacyéTta, TO NpUMeHseTcsa noctonnata Ycnyr.

MpenBapuTenbHas onnaaTa OCYyWeCTBASEeTCA MOCPEACTBOM BHECEHUS 3aKa3YMKOM [EHEXHbIX CPeacTs
WcnonHutento o MoOMeHTa akTudeckoro notpebneHna Ycnyr. BHecEHHble [eHEeXHble CpencTea
oTpa)katotca Ha banaHce 3akasuuka B JIMYHOM KabuHeTe. CTOPOHbI YCTAaHOBWUAM, 4YTO McnonHutenb
BNpaBe OCYLLeCTBNATb yAepXKaHus cpencTs Ha banaHce 3akasunka B CNefyOWmMX Criyvasx:
BO3HUMKHOBEHMA Yy 3aka3uymka MPOCPOYKM MO onjaTe WHbiXx Ycayr no [oroeopy (Hanpumep,
onflaYyMBaeMbIX B NopsaaKe NocTonsiaTbl) Ha CPOK, npesblwatowmin 30 (TpuauaTb) AHENR;

BO3HWMKHOBEHMA Ha CTOPOHE 3aKa3uyMKa WHbIX MNOATBEPXKAEHHbIX LAEHEXHbIX 00A3aTenbCcTB MNepeq
WNcnonHutenem, cBa3aHHbIX ¢ orosopoM (HanpuMep, wTpadbl CO CTOPOHbI TPETbUX NUL, BO3HUKLWINE B
CBSI3M C HencnonHeHnem o0653aTeNbCTB 3aKa3uynkom).

NcnonHuteno 06s3yeTcs BepHYTb AEHEeXHble CpefcTBa, NOCTYNMBLIME eMy B NopsnKe npegonnatol, B
nonHoMm obbéMe B Crlydyae COOTBETCTBYylOWeEro obpaleHns 3akasumka B TedyeHne 10 (mecatn) paboumx
OHen, npu cobNoAeHNN CNeayoLWmnX YCIoBUN:

3aKa3yuk obpaTusica C NMUCbMEHHbIM 3aaBneHneM K McnonHuTento, noanmucaHHbiM YNOSHOMOYEHHbIM
NNLOM;

Co CcTopoHbl 3akasymMka Ha MOMEHT OBpalleHna OTCYTCTBYET 3a40/HKEHHOCTb Mo [LoroBopy B CBS3U C
OKa3aHWeM MHbIX YCNyr, a TakXe MCMNoSHeHMEM MHbIX 06583aTenbcTB no JoroBopy. B cnyyae Hanuuua
HenoraweHHbix 06583aTenbCcTB No [OroBopy AEHE)KHble CpeacTBa BO3BPALLAOTCA 3aKasyMKy C YYETOM
yaep)xaHua nonararowmxca NCnoaHUTENo CyMM.

Ha neHe)kHble cpeacTsa, NpeaocTaBneHHble B NopsAaKe NpeaBapuTe/ibHOM OnnaThl, He PacnpoCcTPaHATCA
YCNOBMA O KOMMeEpYeckoM KpeauTe, npemycMmoTpeHHble MK P®. 3aka3umk He Bnpase TpebosaTb OT
NcnonHutena ynnaTbl Kakux-NnM6O MPOLIEHTOB 3a BHECEHHble B MNOPSAAKE MpefonnaTthl AeHEeXHble
cpepncTaa.

7. CNOCOBblI OMNATbI / MOPAAOK MOMO/TIHEHUA BAJTAHCA

Onnata Ycnyr MIcnonHuTens ocywecTBnsaeTca nyTéM 6e3HafnyHOro nepeymncsieHms 0eHexHbIX CpeacTs C
pacyeTHOro cyeta 3aKa3uyMKa Ha pacyeTHbl cyeT McrnonHuTensa cnocobamu, ykasaHHbIMU B JIMYHOM

CtpaHunuya 8 s 9


https://cdn.sber.cloud/

7.2.

7.3.

7.4.

8.1.

8.1.1.

8.1.2.

8.2.

8.3.

KabuHeTe Ha paTy onnatel Ycayr. C MOMeHTa peanusauuu MCNONHUTENEM COOTBETCTBYIOLWErO
¢dbyHKUMOHana B J/IMYHOM KabuHeTe, nosiyyeHHble VcnonHuTeNeM AeHeXHble CPeacTBa OTPaXalTca Ha
banaHce B JlnuHOM KabuHeTe M cnucbiBatoTca ¢ banaHca B onnaTy BbiGpaHHOM 3aKa3ymMKoM YCAyru Ha
OCHOBaHMK BbibpaHHOro Tapuda 1 nepmnoga okasaHma Ycnyr, oTpa)aeMbix B JINUHOM KabuHeTe.

[eHeXHble CpeacTBa CYMTAOTCA MOMYYEHHbIMU McnonHuTeneMm:

e Mpu onnate nNyTéMm nepeBofa [OEHEXHbIX cpencTB 6e3 WCMob30BaHUA 3/MEKTPOHHbIX CPencTs
nnatexa B JIMYHOM KabuHeTe - B MOMEHT 3a4YMC/IeHUsA OEHEeXHbIX CPeACTB Ha pacyeTHbI cyeT
McnonHuTens, ykasaHHbIM B HacToawem [lorosope, Npu cob0aeHnn YCNOoBUIA ONnathl, yKasaHHbIX
B BbiCTaB/IeHHOM McnonHuTtenem cyete;

e MpuW onnate C UCNOMb30BaHWEM 3/IEKTPOHHbIX CPeAcTB nnartexa B JIMYHOM KabuHeTe — B MOMEHT
nonyyeHua WcnonHuTeneM oT npoBakgepa Ycayr no npenocTaBNeHUi0 3/IEKTPOHHbIX CPeacTs
nnatexa MOATBEPXAEHUA O MPUHATUU K UCMONHEHUIO 0693aTenbCTB MO MepeBody AEHEXHbIX
CpencTs B agpec McnonHutens.

Onnata ycnyr no [doroBopy MOXeT 6biTb BO3/I0)KEHa 3aKa3yMKOM Ha TpeTbe NUuo Npu YCIoBUK
cobniofeHna 3aKa3uynMKoM Nopsaaka M ycnoBui onnaTbl YcAyr NyTéM nepeBoda AEHEXHbIX CPeacTB co
cyeTa TpeTbero Nnua, pasMelleHHbIx McnonHutenem B JINuHoM KabuHeTe.

Mpun onnate Ycayr C MWCNoONb30BaHWEM 3JIEKTPOHHbIX CPEACTB niaTte)a, MAOCTYNn K KOTOpbIM
npepocTaBnseTca ynolHOMOYEHHOMY NpeacTaBuTento 3akasuunka (Monb3oBaTtento) Npu CoBeplleHnn UM
BXofda B JIMYHbIA KabWHeT, 3aaBneHne o6 MCNoNHeHMM 0083aHHOCTM 3akasuymka Nno onnate ycnyr
McnonHutensa NULOM, UCMOMb3YIOWMM Takoe 3NeKTPOHHOe CPeACcTBO NniateXa, CYMTAeTCa NoyYeHHbIM
McnonHutenem. MNonHoMouuna nnua, MCnonb3yoLLero 31eKTPOHHOE CPeACTBO NaaTexa ansa onnatel Ycayr
NcnonHutensa, npenocTaBnaeMblXx 3akasuuKy, nNoATBEpP)KAatoTCA WCMONb30BaHMEM TaKUM  JIMLIOM
npenocTaBieHHoro MicnonHutenemM 3akasumKy NOrMHa M Naponsa oasa oocrtyna B JIMUYHbIN KaBuHer.

8. OPrAHM3ALMA MHOOPMALIMOHHOW BE3OMACHOCTU B OTHOLUEHWUM YCNYT

OnucaHmMs MoOryT npegycMaTpmBaTbh Mepbl U CNOCO6bI:

KoTopble npumeHseT WcnonHutenb, Oaa 3awmtbl MHbopMauum, O6naka Cloud wu cpepcts ero
ynpasneHus;

HanpaBfieHHble Ha BbIIBIEHME HeOOCTAaTKOB opraHusaumm cuctembl Wb O6naka Cloud (aygur,
TecTupoBaHue, 1 T.4.).

B oTHoweHWM npoueccoB / cepBucoB Mb OnucaHWsa MOryT copepaTb MHPOPMaLMio, KacaloLllyrocs
pacnpeneneHusa ponen, o6aA3aHHOCTENM M OTBETCTBEHHOCTM B obnactm UMB Mexay 3akasuukoM W
McnonHutenem.

B pamMKax okasaHua Ycnyr VICnonHuUTeNb HE NpeaocTaBiseT onumMnm MHPOPMUPOBAHUSA O BO3MOXHOCTAX
MapKMPOBKKU U (MNK) Knaccupmukaumm nHpopmMaumm / akTMBOB 3aKa3umKa NYTEM HaMMEHOBaHUA U (Mnun)
n3MeHeHusa eé (Mx) cBOWMCTB. EciM 3TO NPMMEHMMO K KOHKPETHbIM VYcnyraMm, 3aka3uynmk MOXeT
BOCMO/1Ib30BaTbCSl BCTPOEHHbIMU BO3MOXXHOCTAMM MO, B cnyyae npepocTaBneHusa t1akoro MO 3akasumky
B paMKax okKasaHua Ycnyr, U1 03HaKOMUTbCA C MPeAoCTaBNEHHbIMU UHCTPYKLUMAMU OT NPOU3BOAUTENEN
paHHoro MO.

CtpaHunuya 9 n3 9



