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MPUNOXXEHUE N2 12
K Jorosopy

OMNMMCAHME N YCNOBWNA NMPEOOCTAB/EHNA YCIYT
«AHaNM3 3aLLMLLLEHHOCT»

1. ObLWAA MHDOOPMALNA N ONMNCAHUE YCNYT

B paMKax oKasaHus YCnyru npoBoanTCS aHanns 3alWmnILeHHOCTM MHbPaCcTPYKTYpbl 3aKa3umnKka, cocToallemn
M3 CNefylowmx KOMMNOHEHTOB:

e CEepBUCHI, NPUHAANEXaLWNe 3aKa3unKy, [OCTYMHbIe U3 ceTu VIHTepHeT;

e BEO-NPUIOXKEHMUSA, BKIIOYEHHDIE B FPaHMLbl OKasaHua YCnyr.

B pamkax okasaHusa YCNyr BbiMOMHAETCA BHYTPEHHEEe M BHellHee TeCTUPOBaHWEe Ha MNPOHWKHOBEHWE
MHDOPMALMOHHbIX OGBEKTOB U X KOMNOHEHTOB (ganee — Cuctema unmn CucteMbl), KOTopble yKa3blBaOTCA
B cneundukaummn (MpunoxeHune N2 12.A. Kk lorosopy, ganee — Cneundukaums).

Ycnyra npepoctasnsetca McnonHuteneMm B coTpygHuyectBe ¢ OO0 «be3onacHaa MHboOpMauUMOHHas
cpena» (000 «bWM3oH», panee — MNapTHepP). 3aKa3umnK ABNSAETCA KOHEYHbIM NOTpebuTenemM oKasbiBaeMo
ycnyrun.

2. YCNOBUA N NOPAOOK OKA3AHUA YCNYT

Ycnyru okasblBaloTca No MeToauke [lapTHepa B COOTBETCTBMM CO CRenylwuMn MeXnyHapogHbIMU
CTaHOapTaMM U NpPaKTUKaMU:

e Penetration Testing Execution Standard (PTES);

e NIST Special Publications 800-115 Technical Guide to Information Security Testing and Assessment;
e Open Source Security Testing Methodology Manual (OSSTMM);

e Information Systems Security Assessment Framework (ISSAF);

e Web Application Security Consortium (WASC) Threat Classification;

e Open Web Application Security Project (OWASP) Testing Guide;

e Payment Card Industry Data Security Standard (PCI DSS);

e CraHpaptbl Center for Internet Security (CIS);

e Common Vulnerability Scoring System (CVSS).

CneuunanucTobl MNMapTHepa oKasbiBaloT YCNyr B COOTBETCTBMU CO CEAYIOWMMM 3TanaMu:

Monck HOoBbIX CEPBUCOB Ha BHELWHEM NepuMeTpe:

e [aunana3oHbl IP-agpecos;

e [OMEHHble UMEeHa BTOPOro 1 TPETbEro YPOBHS;

e ceTeBble NyBANYHbIE CEPBUCHI U CUCTEMDI;

e MOYTOBbIE CEPBEPDI;

e DNS-cepsepbl;

e cbop cBegeHMn O COTPYOHMKAx 3akasuymka W  APYyron [LOMNOJNHUTENbHOW  WMHbOpMauuu,
npencTaBnAoOLLEN MHTEPEC ANA NOTEHLMANbHOIO 3M10YMbILUTEHHUKA.

ABTOMaTM3MpOBaHHOE CKaHMpPOBaHWE BHELIHEro NnepuMeTpa 3akasuunka:

e onpepeneHne TUNOB UCMOMb3yEMbIX YCTPOWCTB;

e oOnpepeneHne UCnonb3yeMbiXx ONePaLMOHHbIX CUCTEM;

e CKaHWpPOBaHWE NOPTOB M 0BHApYXeHMe CBA3AHHbIX CEPBUCOB;

e  NoeHTUbUKALNA YA3BUMOCTEN CETEBDIX CYXO U MPUNOXKEHUN;

e aHaNM3 NOJIyYEeHHbIX Pe3ybTaTOB CKAHNMPOBAHUS;

e BbIIBJIEHWE JIOXHbIX CpabaTbiBaHWII aBTOMATU3NPOBAHHbIX CUCTEM CKAaHUPOBAHUSA;

e TeCcTMpoBaHMe OBHapPYXXEHHbIX YA3BMMOCTEN Ha BO3MOXHOCTb MX 3KCMayaTauun B MHOPACTPYKType
3aKka3uyuka.

MOHWUTOPUHI U 3KCNepTHas OLEHKA YS3BMMOCTE B UCMNO/b3yeMblX 3aKa3uMKOM CepBuUCax, B KOTOPbIX

NPOM30LWIN U3MEHEHUS:

e NaoeHTUdMKaLMSA ya3BUMOCTEN B NyOAMYHBIX CEpBMCAX U CUCTEMAX;

e 3KCMAyaTauuna obHapyXXeHHbIX YA3BUMOCTEN AN1S OnpefesieHns KPUTUYHOCTHU;

e 3KCMepTHas OLEeHKa BO3MOXHOW 3KCAAyaTaulMm U KPUTUYHOCTU YS3BUMOCTEN.

ABTOMaTU3NPOBAHHOE CKaHMpPOBaHUe Be6-NpPUIoKEHNI:

e MpPMMEHEHWEe MHCTPYMEHTOB aBTOMaTU3MPOBAHHOIO aHanu13a;

e 0OHapyxeHue oWNBOK NCMONHEHUS;

e aHaNM3 3alMLLEHHOCTN KaHana nepenayvm OaHHbIX;

e TeCcTMpOBaHMe MexaHW3Ma ayTeHTUbMKaLmu;

e TeCTMpOBaHMe MexaHW3Ma pasrpaHuyeHusa goctyna (aBTopusaummn);

e TeCcTMpOBaHMe Bannpauum Nofb30BaATENIbCKUX AaHHbIX;

e MOUCK BO3MOXHbIX BEKTOPOB aTak Ha K/IMEHTOB NPUIOXKEHUSA.

CtpaHunuya 1 n3 5


mailto:info@sbercloud.ru

2.3.

2.3.1.

MnaH okasaHus Ycnyr.

Ycnyru oKasbiBatoTC B COOTBETCTBMM CO CNefyowmmm niaHamm:

Tab6n. 1. MNnaH okaszaHusa YCayr no BHEWHEMY TECTUPOBAHMIO HA NMPOHUKHOBEHWE

Ne Bupg ycnyr

MepeyeHb ycnyr

HeobxopnMble pecypchbl Ha
CTopoHe 3aKa3uyuka

CbHbop 1 aHanus3 Tekyluen
1 | pOKyMeHTaumm 06
006beKTe TeCTMpPOBaHMSA

AHanu3 apxuTekTypbl CUCTEMbI, YTOYHEHME TMUNA
3/10yMbIWNEHHMKA, OMMWCaHWe TOo4YeK BXoAa B
Cucrtemy, n3yyeHune ocobeHHoCTEN
KOHbUrypaumnmn, paspaboTka BEKTOPOB aTakMu.
Cbop noppobBHbIX CBEAEHMIA O CTPYKType
KoMnaHun MapTHepa W WHMOPMALMOHHbIX
cepsucax MapTHepa 13 OTKPbITbIX NCTOYHMKOB.

OoKyMeHTauusa u pgeTanbHoe
onucaHue KOMMOHEHTOB
cucrembl, nepBuYHbIE
CBEOeHMsa O LesieBo CUcTeme:
IP-agpec, ooOMeH u gp.

MposeacHUe BHEWHEro MoMCK BEKTOPOB KOMMPOMEeTauuMu CepPBUCOB M | chucok IP-anpecos ans
2 | recrnposanns ua cncrem; noneITKuK MOAYYUTb | ghewHero TecTUpoBaHus.
S o HECaHKLMOHMPOBAHHBI [OCTYM K KPUTUYECKOW | focryn BO BHYTPEHHMIA
p MHbOPMaLMK ANS BHELIHEro TeCTUPOBaHUA. cermMeHT cet
MoOAroToBKa M COrflacoBaHWe UTOrOBOro oTyeTa
no pesynbTatam OKasaHHbIX  ycnyr B | Y4actue YMOTHOMOYEHHbIX
3 Moprotoska otyeTa COOTBETCTBUM C HOPMOI1, ONUCAHHOM B MeToamKe | COrnacylowmnx  lapTHepa K
WcnonHutens. Mcnonnutens
FapaHTUiiHas CneyuanucTol McnonHutens npomnsBoaaT Orsr HanTHeDs o6
nomAepxKa: nposepka | MPOBEPKY MCMpaBnexns pawee 06HapPYXXEHHbIX pTHEP !
4 | daxTa yCTpaHeHus | YA3BUMOCTEA. Mo pe3ynbTaTaM OKa3saHHbIx Ycnyr | YCTPaHEHUN ysassumocren,
06Hapy MHbOPMaLMs O CTaTyce KaXaoi n3 yazsuMocTeil | OOHAPYXeHHbIX
YHEHHBIX NcnonHutenem
ysI3BUMOCTEN dUKCUpyeTCca B UTOrOBOM OTYETE. .
Tabn. 2. MnaH okasaHua YCyr no BHYTPEHHEMY TECTMPOBAHMIO HAa MPOHUKHOBEHUE
Heo6xoanmMble pecypchl Ha
Ne Bup ycnyr MepeyveHb ycnyr . pecyp

CTOpOHEe 3aKasunka

CHop 1 aHanu3 TekyLen
1 | mokymeHTauum 06
06beKTe TeCTUPOBaHUSA

AKTUBHbBIN W NACCMBHbIN COBOP [HOaHHbIX O
BHYTpeHHel WHdpacTpyKType (MCNonb3yemble
TEXHONIOTUWN, apxuUTekTypa U obopynoBaHue
ceTn), a TaKXKe nepBuMYHAs waeHTUdMKauuna

DocTyn BO BHYTPEHHUI

CerMeHT ceTun

MpoBepeHue
BHYTPEHHEero
TeCTUPOBaHUA Ha
NPOHUKHOBEHNE

ysaA3BUMOCTEN B ceTeBbIX cnyxbax 7
NPUIOXEHUAX.
MoncK  BO3MOXHOCTM  nonydyeHus HCO K

KOHOUAEHUMANbHBIM [OaHHbBIM W 3aLMULEHHBIM
cerMeHTam cetTu npu  Hanuyum Tpebyemoro
CeTeBOro fOCTyna, HO B OTCYTCTBME [OCTAaTOYHbIX
npueunernmn B OMepauMoHHOM  cucteme,
cepBucax W NPUNOXKEHUAX. DKCnnayatauus
OBGHapyXXeHHbIX  yA3BMMOCTEM W  MNpPOBeEpKa
Hanbonee BEPOSATHbIX BEKTOPOB aTaku,
Nno3BoNALWMX nonyyunTb HCO K
KOHOUAEHUMANbHbIM  OaHHbIM,  3alMLWEHHbIM
CerMeHTaMm CeTu UK [aXke MNONHbIM KOHTPONb Haf,
IT-MHDPACTPYKTYPOIA.

HeobxoauMmble NpuBMAErnu Bo
BHYyTpeHHeln WHdpacTpyKType
B COOTBETCTBMW C BbiGpPaHHOMN
MOAESblO 310YMbIWEHHNKA

[MoarotoBka M cornacoBaHWe UTOroOBOro OTyeTa

Mo  pesynbTataM  OKasaWHbIX  ycayr B | Yyactue YNOJTHOMOYEHHbBIX
3 | Moarotoska oTyeTa COOTBETCTBMM C HOPMOIL, ONUCAHHOI B MeToamnke | COrnacylowmx  lapTHepa  u
Wcnonuutens. Wcnonxutens
FapaHTUiiHas Cneunanuctbl WNcnonnutens npoussoasT )
nopaepxKa: nposepka | MPOBEPKY MCMpaBneHus paHee o6HapyxeHHbix | OTHET MapTHepa oﬁ
4 | dakra ycTpaHeHus ya3BuMocTel. Mo pe3ynbrataM okasaHHbix Yenyr | YCTPaHEHMN yassumocren,
0BHAPYXEHHbIX MHPOPMaLMA O CTaTyce KaXKAoN U3 yA3BMMOCTEN 06HapyKeHHbIX
ysA3BUMOCTEN duKcMpyeTcs B UITOFOBOM OTYETE. McnonHutenem.

BHyTpeHHee TeCcTMpOBaHME Ha MPOHUKHOBEHME.
TecTMpoBaHWE Ha MPOHUKHOBEHWE MPOBOAMTCSA C LENbl BbIIBIEHUS YSA3BMMOCTEN BHyTpeHHen

I/IHdeaCprKTypr

3aKa34yunka,

a Takxe nosiydeHnsi OBBEKTUBHOW OLEHKM ee TeKYLWero YpoBHA

3alUNLLEHHOCTU. [IOCTMXKEHME ITUX LIeIeN CHUXaeT BEPOATHOCTb HaCTynneHna MHUMOgeHTa, BbiI3BaHHOIO

OEeNCTBMAMM  MNOTEHLUMANBHOIo 3/10yMbllUNEHHUKaA.

BHYTpeHHee TecTMPOBaHMEe Ha MPOHUKHOBEHUE

nMnuTUnpyeT nencremsa 3/10yMbllUNEeHHNKA B COOTBETCTBUK C OLHOW M3 Mopenen, npunBeneHHbIX HWXe.

MpepnonaraeTcs, 4TO

3/10yMbIWNEHHUK

ABNdaeTcqd

o6napatolmM HaBblIkaMM, CONOCTaBUMbIMK C HaBblkamMu MapTHepa.
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B0O3MOXXHble MOAEN 310YMbILUNIEHHMKA (BbIBUPaeTCs OQHO M3 3HAYeHUI)
Llenb: nonyvyeHve (GpUHAHCOBOW WM OPYrol JIMYHOM BbIrogbl, a TakXe HaHeceHue nwboro Bpepa
3aKa34ynKy UM ero KJIneHTaMm.
YpoBeHb KBaM(PUKALMU: BbICOKOKBANUPULUPOBAHHbLIA  cneunanuct, obnagatowmn  HaBbiKaMu,
CPaBHMMbIMW C HaBblkaMu MapTHepa.
Mpusuneruu:
e MpUBUIETUN BO BHYTPEHHEN CETU OTCYTCTBYIOT;
e OSb30BaTeNbCKas y4eTHas 3anucb B JOMEHE;
e yyeTHasda 3anucb TMNoBoro APM.
Joctyn K uHPpacTpykType:
e [OCTYN B FOCTEBOWN CErMEHT CeTH;
e [OCTYN B MONb30BATE/IbCKUI CEIrMEHT CETH;
e [OCTYN B BblAENEHHbIA CErMEHT CETU.
B xopme okasaHua ycnyr [lapTHep MMUTUMPYET npouecc aHanus3a BHyTpeHHen WHOpPacTpyKTypbl
NOTEHLMaNbHbIM 3/10YMbIWNEHHMKOM B COOTBETCTBMU C BblLIEONMCAHHON Mofgenbto. Mpu 3ToM AencTems,
Begylwmne K BO3MOXHOCTM HaHeCeHUs Bpeda 3aKa3ymKy WMAW ero kKaueHTaM, [MapTHep BbINOMHSAET
WMCKOYMTEbHO MO COrNMacoBaHM0 C 3aKa34ymMKOM.
BHewWwHee TecTMpoBaHUe Ha NPOHUKHOBEHMeE.
B paMKax BHeLHero TeCTMPoOBaHMa Ha NPOHUKHOBEHME MapTHEP UMUTUPYET AEeNCTBMSA 3M10YMblWNEHHUKA
B COOTBETCTBMW C OAHOWN N3 MOAenen, npueeaeHHbIx B Tabnuue 3. MNMpennonaraetcs, YTo 3/10YMbIWAEHHUK
ABNIAETCA BbICOKOKBAaNMMOUUMPOBAHHbLIM crneumMannctom, obnagalowmM HaBblkaMW, COMNOCTaBUMbIMU C
HaBblkaMn [lapTHepa. Ha OCHOBaHWMM [aHHbIX, TMOAYYEHHbIX OT 3aKa3ymMKa, TeCcTMpOBaHME Ha
NPOHUKHOBEHME NPOBOANTCA B COOTBETCTBMW C MOLE/bIO 310YMbllW/IEHHUKA A ana YepHoro awmka, B ons
Ceporo awuka n C gna benoro auwmka.

Tabn.3. Mogenb 310yMblLlTEHHUKA

Mopenb MNpuBunernn OnucaHue

3M0YMbIWAEGHHUK HEe WMeeT YYeTHbIX [aHHbix B Cucteme, OEWCTBYS U3
A Het NHTepHeTa, He obnagaeT 6a30BbiMKU 3HaHUAMKM O Cucteme lMapTHepa, nMeeT
OMbIT 1 HaBbIKM B UCMOMb30BaHNUM YA3BUMOCTEN.

YyeTHble gaHHble 3M10YMbIWNEHHUK MMEET MUHUMalbHble npusunerun B Cucrteme, ,D,eVICTByﬂ n3

B

Honb3oBaTeNs WMHTepHeTa, NMEET MUHMUMAasbHbIE 3HaHUs o CucTeMe MapTHepa.

Mpasa 3/710yMbllNeHHUK 06naaaeT npaBaMu aAMUHWCTPaTOpPa BO BHELHUX Chyx6ax
C

afgMUHMCTpaTopa MapTHepa.

O6bvem Ycnyr.

BHellHee TeCTMPOBaHWE Ha NMPOHMKHOBEHWE BK/IOYaeT cleaylowue 3Tanbl:

1. C6op uHdpopmauumu 06 obbvekTe uccnepoBaHus:

e [auana3oHbl IP-agpecos;

e VMeHa JOMEHOB U NOAAOMEHOB;

e ceTeBble NY6GMYHbIE CEPBUCHI U CUCTEMDBI;

e [OYTOBbIE CEPBEPA;

e DNS-cepsepa;

e CpeAcTBa 3alWTbl, UCMOMb3yeMble 3aKa3unKomM;

e VHpOPMALUA O COTPYAHMUKAX U Apyrasa 4ONoNHUTENbHAA MHbOPMaumua, NpeacTaBnaowas nHTepec ang
MOTEHLMANbHOrO 3/10yMbIL/IEHHMKA.

2. TecTUpoBaHUE Ha NPOHUKHOBEHMWE M NOMbITKM KOMNPOMeTaumMm Ny6MUYHbIX CEPBUCOB 3aKa3umKa:

e [OWCK ya3BMMOCTEN B NYBIMYHbIX CEPBMCAX U CUCTEMAX;

e 3KCMJlyaTaumMsa OBHAPY)XEHHbIX YA3BUMMOCTEN U 3aKpensieHne B CKOMMNPOMETUPOBAHHbLIX CEPBUCAX U
cucTeMax;

e pa3BUTME aTaku Ha BHYTPEHHIOK CeTb M NOMbITKaMM AOCTyNa K KoHbuaeHUManbHom nHdopmauuu.

e MpUMeHeHWe MHCTPYMEHTOB aBTOMaTMU3MPOBAHHOIO aHa AM3a 3alWnLLEHHOCTH

. MoproToBka MTOroBOro oT4yera:

e 06wana nHbopmauus;

e 3KCMEepTHaa OLeHKa TeKYLIero ypoBHS 3alMLIEHHOCTH;

e repeyeHb 0BHAPYXKEHHbIX YA3BMMOCTEN;

e 06WMe pekoMeHOaUMn No NoBbILEHNIO YPOBHSA 3aLMULLEHHOCTH;

e CLleHapuii KoMNpoMeTauuu;

e rnoppobHaa MHPoOpMaUMA O HAMOEHHbIX YA3BMMOCTAX, BK/O4YasdA noApobHoe onucaHue, YpoBEHb
OMacHOCTM, MeCcTo 0BHAPYXXeHUA, NpUMep 3KCNIyaTauum 1 peKoMeHdaumm No yCTpaHeHuo.

BHYTpeHHee TeCTMpOBaHMeE Ha NPOHMKHOBEHME BK/IOYAET Clefytowme 3Tanbl:

1. C6o0p naHHbIX 06 06bekTe nccnenoBaHma:

e [OuvanasoHbl IP-agpecos;

e VMeHa JOMEHOB U NOALOMEHOB;

e ceTeBble NMPOTOKOJIbl, UCMOMb3yEMble B JIOKANIbHOW CETH;

e ceTeBoe o60opyaoBaHue;
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e [OYTOBbIE CEPBEPA;

e DNS-cepBepa;

e KOMMOHEHTbI CEeTH;

e CpeacTBa 3aWMmThl;

e BHELIHME CUCTEMbI, OTPAXKEHHbIE BO BHYTPEHHEN CETU;

e Tunbl n Bepcmn OC;

e TuUNbl N Bepcuu MO;

e TUMbl M BUAblI YCTPOWNCTB.

TecTMpoBaHue Ha NPOHUKHOBEHMUE:

e TMpOBEpPKa BO3MOXXHOCTM NPEOAONEHNSA CETEBOrO NEPUMETPA;

e nouck cnocobos nonyvyeHusa HCI K onepauyMoHHbIM cUCTEMAM, NPUNOXEHUAM U cnyxbam (CYB[, Be6-
NPUNOXEHUA 1 Op.).

3. DKcnyaTauus obHapy)XeHHbIX YA3BUMOCTEN:

e aHanu3 ya3BMMOCTEN Paboymx CTaHLUMI NONb30BaTeNen, KOMNOHEHTOB BHYTpeHHEen MHDPACTPYKTYpbI,
ceTeBoro o60pynoBaHMS 1 CETEBbIX CPEACTB 3aLluThl;

e MOOENMpoBaHMe aTaK Ha YPOBHEe MPUIOXEHUN, ceTeBblx cepBucoB M OC C MCNONb30BaHMEM
Cneunanmn3npoBaHHbIX CPEACTB, a TaK)Ke CBeAEHMUI 06 yA3BMMOCTAX U OWNBKAxX KOHbUIypaunu;

e 3CKanaumsa NpuUBUIErNi NOMIb30BaTENA — NPOBEPKA BO3MOXHOCTM NOMYYEHUSA NPaB agMUHUCTPATOPa;

e TpOBEepKa BO3MOXXHOCTU HECAHKLMOHMPOBAHHOIO MOBLIWEHUA MpuBunernn B IT-cepBucax
ABTOPM30BAHHbIMW MOJIb30BATENSAMM U MOJIYYEHUSA [OCTYNA K 3aKPbITON MHDOPMaLMu;

e [pOBEpKa BO3MOXHOCTU KOMMpoMeTauum nybnumyHbIX CEPBUCOB C LEbK MOJlydeHMsa [ocTtyna K
KOHpMaeHUManbHoM nHGopMaummn nnnm MHGopmMaLmMmnm orpaHMYEHHOro Nonb30BaHUs;

e poOBepKa BO3MOXHOCTM MOSIyYEeHMA LOCTYNa K KOHTPONepy AOMEHa.

. MoprotoBka oTueTa:

e 06wana nHbopmauus;

e DJKCMepTHasa OLEHKa TeKYLWEero ypoBHS 3alWMLWLEHHOCTH;

e CLIEHapui KoMNpoMeTaumu;

e nepeyvyeHb 0BHapPYXXEHHbIX YA3BUMOCTEN;

e 06Wme pekoMeHpaunm No NoBbILLEHWIO YPOBHSA 3aLLULLEHHOCTH;

e noppobHas MHPoOpMaUMA O HAMOEHHbIX YA3BMMOCTAX, BKAOYaa noapobHoe onucaHue, YpPOBEHb
OMacHOCTMU, MeCTO 0OBHapY)XeHUs, NpUMep 3KCNayaTaunm n peKkoMeHaauum no ycTpaHeHuto.

OrpaHuyeHne OTBETCTBEHHOCTU NPU OKasaHuu YCnyr.

MapTHep 6epeT Ha cebs ob6a3aTeNnbCTBa NPeanpUHUMaThL BCE Pa3yMHble Mepbl NPefoCTOPOXKHOCTU, YTOGbI
npu oKasaHuM YCayr He HapyLwaTb HOPMasbHY paboTy KOMMOHEHTOB CeTM 3aka3uuka.

MapTHep rapaHTUpyeT cobnofeHNe YCTOBUA KOHOUOEHLMANbHOCTN UCXOLHbIX AAHHbIX U/UNN CBEAEHUN,
OTHOCALMXCA K [OEeATeNbHOCTM 3aKasuyuka, CTaBWMUX M3BECTHbIMM creuuanuctaMm [lapTHepa B xope
OoKasaHua Ycnyr.

Mpwn obHapyXeHun yA3BUMOCTEN, KoTopble MoryT noBNUATbL Ha
LeN0CTHOCTb/AOCTYNHOCTb/KOHDMAEHUNANBHOCTb cucTeMm 3aKa3suuka MapTHep npoBoauT
npenBapuTeNbHOE COrlacoBaHue nepea ux aKcnayaTauuen Ha LeneBomn cucteme.

B c/iyyae BO3HMKHOBEHMS BHELITATHbIX CUTYaLMi, @ Tak)Ke Npu ciydyae BO3LENCTBMSA Ha OOCTYNHOCTb UK
NPOM3BOANTENIbHOCTb LiefIeBbIX CUCTEM, CNeunanncTol MNapTHepa onoBewatoT 06 3ToM 3akasuumka.
Cornawasicb C okKasaHuMeM Ycnyr, 3akasyuMk MpuHMMaeT Ha cebs pPUCK BO3MOXHOIO HacCTyneHus
HeraTUBHbIX MOCNenCTBUN MPOBEPKU. YUUTbIBAg, YTO 4YacTb MPOBEPOK MOMHOCTbIO UMUTUPYET aTaku
3/10YMbILW/IEHHMKOB, 3aka3umk BepeT Ha cebsa yperynupoBaHue npobnem, CBA3aHHbLIX C NPETEeH3UAMMU
onepaTopoB CBSA3M MW NOObIX MHbIX OpraHM3aumin  Gusmyeckux nuy, kK MaptHepy.

3aKa34yMK NOHMMaEeT, YTO B XOAe NPOBEAEHNSA MPOBEPKM MOXET ObITb CHMXKEHA AOCTYNHOCTb CEPBUCOB U
NPUNOXXeHU, N BGepeT Ha cebsa yperynMpoBaHMe CBA3aHHbIX C 3TMM BO3MOXHbIX NpobneM, a Takxe
06a3yeTca He NpenbsaBAATb NPeTeH3UN K MNapTHepy No AaHHOMY daKTy. 3aKa3uymMK He BO3parkaeT NpPoTuB
npueneyeHunsa MapTHeEPOM CAELNannCToB, KBanndumKaLmsa KOTOPbIX NO3BONAET UM OKa3blBaTb YKa3aHHble
BMAObl Ycnyr.

3. NOPAOOK PACHETOB 1 TAPUDUKALLNA

CTouMMoCTb OKa3biBaeMblx Ycnyr cornacosbisaetca CTopoHamu B 3akasax Ycnayr u Cneundukaumm Ha
OCHoBaHuKM TapudoB, pa3Mep KOTOpbiX ycTaHoBneH B lMpunoxeHun N2 7.A. k Jorosopy. CToMMOCTb
Ycnyru ykasbiBaetcst 3a OTYETHbBIN Nepuoa.

OnnaTa Ycnyr ocyuecTenseTcsa 3aka3uynKoM B NopsanKe, ycTaHOBNeHHOM Pasgenom 4 [loroeopa.
4. WHbIE YChoBud, NPUMEHNMBIE K YCNTYTAM

3aKa34MK NPONHGOPMMPOBAH M COrNaceH C TeM, YTO B OTHOLUEHUM OMUCAHHbIX B MPUNoXeHUn YCiyr He
npuMeHsaTCa ycnoeus SLA Ycnyr, KoTopble ONUCbIBAOT YPOBHUM NpepocTasneHms Ycnyr no Loroeopy,
KOMMeHcaumn 3a HecobnogeHne LocTynHocTn Ycnyr, nopsanok o6paboTky obpaleHnit 3akasyuka, a
TaK)Xe MHble CBA3aHHble C OKasaHMeM YCyr BOnpochl.

CtpaHunua 4 n3 5



4.2.

4.3.

4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.6.4.

4.6.5.

4.7.

4.8.

4.9.

Mepen HayanoM oOKasaHua VYcnyr 3akasuuk obasyeTca nepepaTtb McnonHutento opuruHan (-bl)
noanmMcaHHoro (-Hbix) ABTOPM3aUMOHHOrO (-HbIX) nucbMa (nuMcem). ABTOPM3aUMOHHbIE MMCbMa
cocTtaBnatTca no dopme MpunoxeHuna N2 12.B. Kk [lorosopy.

3aKa3uuk obdAsyeTca MOAyuYnTb BCe HeobxoauMmble cornacua Ha o6paboTKy MepcoHanbHbIX AaHHbIX
du3nyeckux nuu, nossongdoline MicnonHuTento okasbiBath YCAyru, a Takyke o6ecneynTb Hagaexxallyo v
6e3onacHyo ux o6paboTKy Npu nepepade McnonHuTento.

3aKas3uyuK Kak onepaTop MepcoHalibHbIX AaHHbIX 06583yeTca nocne noayyeHmMs cornacuin Ha obpaboTky
nepcoHanbHbiX HaHHbIX [0 WX nepepaynm [lapTHepy HanpaBuUTb €My MopydyeHMe Ha o06paboTky
nepcoHasnbHbIX OaHHbIX, COCTaBleHHoe no dopMe cornacHo MpunoxkeHuto N2 12.C. k Jorosopy, Ha
3NeKTPOHHY0 noyty info@bi.zone.

B cnyyae BbISIBeHMSI HEAOYETOB B UTOFOBOM OTYEeTe 3aKa3unK AOMKEH YAANUTb U3 OTYEeTa NepcoHalbHble
LaHHble M HanpaBuUTb MICNONHUTENIO NMUCbMO MO 3M1IEKTPOHHOM NOYTE C 3aMeYaHnsAMM ONa UX yCTpaHeHus
MapTHepoM.

B cnyyae oTkasa 3aka3uuka OT okaslaHua Yciyru no nognucaHHoMy 3akasy n Cneundukaumm 3akasumk
06a3yeTca onnatuTb VMCNOMHUTENIO CTOMMOCTb TakmUX YCAyr B ClieAyIOLEeM pa3Mepe 1 nopsanke:

Ecnn 3asiBKa Ha pacTopXeHue cooTBeTcTBylowen Cneundukaumm HanpasieHa 3aKa3uyMkoM B appec
McnonHutena He no3xe 3 (Tpex) KaneHAapHbiX MeCAUeB C MOMEHTa MOAMNMCAaHUA COOTBETCTBYHOLLEN
Cneundukaumm, TO 3aKasuymk onnaymeaet WcnonHuTento cTtoMmocTtb YCiyru, YykKasaHHoM B
cooTBeTcTBYyloWen Cneumdukaumnm, B pasmepe 1/4 (ogHOM 4YeTBEpPTOM) OT rogoBON CTOMMOCTM YCnyru,
yKasaHHOW B gaHHol Cneundukaumn.

Ecnu 3asBKa Ha pacTtop)eHue cooTtBeTcTBylowen Cneundukaumm HanpasfieHa 3aKa34dyuMKoM B appec
NcnonHutensa no3xe 3 (Tpex) KaneHpapHbiX MecsueB C MOMEHTa MNOAMWCAHUA COOTBETCTBYIOLLEN
CneunduKkaumm, HO He npeBbllaeT 6 (WecTn) KaneHZapHbIX MecaueB C MOMEHTa MOAMUCaHMS TaKown
Cneundukaumm, TO 3aKasumk onnadmeaet WCnonHuUTento CcTtoMmocTb YCiyru, YykKasaHHoW B
cooTBeTcTBYylOWen Cneundukaummn, B pasMepe 1/2 (ogHOM BTOPOM) OT FOAOBOM CTOMMOCTM YCNyru,
yKasaHHOW B gaHHol Cneundukaumn.

Ecnn 3asBKa Ha pacTtopxeHue cooTtBeTcTBylowen Cneundukaumm HanpasfieHa 3aKa34yuMKoM B appec
NcnonHutens no3xe 6 (WeCTu) KaneHOapHbiX MeCcsUeB C MOMEHTa MOAMMCAaHWSA COOTBETCTBYHOLLEN
Cneumdukaumm, TO 3aKasuymk onnaymeaeT WCNONHUTENIO MNOJIHYKD TOAOBYH CTOMMOCTb YCayru,
yKa3aHHyto B AaHHON Cneundunkaumn.

Ecnn 3asBka Ha pacTopxeHwe cooTBeTcTByowWwen CneunmdmKaumm Ha pas3oBble YCiyrM HanpasfieHa
3aKa3uynkoMm B agpec McrnonHutens He no3xe 1 (OgHOM) KaneHAapHOW Hedenu ¢ MOMEHTa NoAnMcaHus
cooTBeTcTBylowen Cneundukaumm, TO 3aKa3uyuk onnadymBaeT McnonHuUTeNtd CTOMMOCTb  yCAayr
NPoONOpLMOHaNbHO 00WEMY KOMMYECTBY OHEN CPOKa OKasaHusa YCAyr, yKa3aHHOM B COOTBETCTBYIOLLEN
CneuunduKaumm Ha pa3oBble yCayru.

Ecnn 3asBka Ha pacTopeHue cooTBeTcTBylowWwen CreundmKaumm Ha pas3oBble YCayrM HanpasfieHa
3aka3unkoM B agpec McnonHutena no3xe 1 (OgHoOM) KaneHOoapHOW Hedenn C MOMeHTa noanucaHusa
cooTBeTCcTBYlOWeN Cneundunkaumm, To 3aKkasymk onsaymaeT MICMONHUTENO NOIHYO CTOMMOCTb Pa3oBOM
Ycnyru, ykasaHHyo B gaHHon Cneundukaumn.

BHe 3aBMCMMOCTM OT OCHOBaHMSA pacTtopxeHumsa Cneumdbukaumm CTOpPOHbl 0653ytoTCcs B TeyeHue 15
(MaTtHapguaTn) pabouymx pOHEN C paTbl ee pPaAcCTOPXXEHMSA MPOU3BECTM MOJHbIM B3auMMopacyeT no
o653aTenbCcTBaM C NOAMNMCAHMEM aKTa CBEPKMU.

Mpu pacTop)XeHun Crneumdukaumm no cornaweHnio CTopoH CTOpPoHbl 06a3yI0TCA yperynnposaTh BCe
B3avMHble TpeBGoBaHUSA, B T. Y. UMYLLECTBEHHbIE, MPU 3aK/IOYEHUN COOTBETCTBYIOLWEro CorfalleHus.

B cnyyae pactopxeHus Cneumdukaunmm wuam OOHOCTOPOHHEro OTKa3a 3aka3yuMka OT MCMONHEeHUs
Horosopa MapTHep Bo3BpalwaeT 3aka3umKy BCE MOJIyYEHHbIe OKYMEHTbI U (UNK) MaTepuanbl B TeYeHUe
5 (Matn) paboumx gHeEN C MOMEHTA PacTOPXeHMs cooTBeTcTByOWwen Cneumndumkauum [ orosopa.
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