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K Jorosopy

COIMALLEHVE OB YPOBHE MPEOOCTABNEHWA YCIYT
3ALLVTA OT DDOS-ATAK (STORMWALL)», «3ALLUTA BEB-MNPUTOMEHMN
(STORMWALL)»

1. MPEOMET COIMALLIEHNA

Hactosuwee CornaweHne o6 ypoBHe npegocTasneHus ycayr (ganee - CornawieHue) aBngeTcs
LOKYMEHTOM, DUKCUMpPYOWUM JOCTYMHOCTb YCNYrn, a TakKe LieneBble KOTMYECTBEHHbIE N KayeCTBEHHbIE
XapaKTePUCTUKK NpeaocTaBneHns Ycnyr.

Ycnyrmn npenoctaBnsoTcs 3akasdumky McnonHutenem cosMecTtHo ¢ naptHepoMm 000 «CTOPM CUCTEMC»
(bpeHp StormWall, panee - [MMapTHep). 3aka3uymK YBEAOMNIEH M COrflaceH C TeM, YTO B paMKax
npepocTtasneHns Ycnyr Tpadumk 6ygeT NpoxoanTb B TOM Yncie 1 Yyepes ceTb MapTHepa.

VicnonHutenb rapaHTupyer pa60Ty cetm B paMKax CBOEN 30Hbl OTBETCTBEHHOCTM W He HeceT
OTBETCTBEHHOCTb 32 BO3MOXXHble HEMOMaAKN B CeTAX 3a NpefesiaMmn 30Hbl OTBETCTBEHHOCTU cnonHutens.

2. TEXHWYECKAS MOAOEPXKA YCNYTU U MPOLEAYPA B3AMMOOENCTBUA CTOPOH

MpU BO3HUKHOBEHMM Y 3aKasumkKa TEXHUYECKON WIM MHOW npobnembl npu noTpebneHun Ycnyru,
nposeneHun McnonHutenem PernamMeHTHbIX UM ABapuinHO-BOCCTaHOBUTENbHbLIX paboT, NpeacTasuTeNb
3akasuymka v McnonHuTenb B3aMMOLOEWNCTBYIOT B COOTBETCTBUM C ycnoBuaMu O6Liero cornaweHua ob
ypOBHe NpepnocTaBieHmsa Ycnyr.

Mpu oBHapyXeHUn ataku McnonHutens obecneymBaet 61OKMPOBaAHME aTakuM U yBeaoOMAsAeT 3aka3yunka
06 0BGHapy)XeHUN aTaku, NOCPEeACTBOM 3/IEKTPOHHOMN MOYTbl M YBEOOM/IEHUA B JIMYHOM KabuHeTe.

Mpn OKOHYaHMK aTakn MICNONHUTENb BKAKOYaeT WITATHbLIN pexnm paGOTbI CUCTEMbI 3allNTbl U yBEeOAOMNAET
3aKasuynka ob OKOHYaHUK aTaku nocpencTsoM 3J'IeKTpOHHOl‘/‘I no4yTbl 1 yBeaoOMMIeHNd B TMYHOM KabuHeTe.

Mpu n3MeHeHUU pexkmma paboTbl CUCTEMbl 3aWmMTbl (HanpuMmep, Npu OBHapYXeHMU NoOo3PUTENbHON
aKTUBHOCTM) McnonHUTENb yBeAOMASAET 3aKa3umnka NocpeacTBOM 3/IEKTPOHHON NMOYThI.

Mpy HeobxoaAMMOCTU NpoBeaeHUsa nNpodunakTMyecknx paboTt McnonHuTenb yBeaoMnsaeT 3aKasumka He
MEHee YeM 33 CYTKU OO BPeMeHU pPaboT. B MOMEHT BbiMOSIHEHWUS PABOT He [AOMKHbI BblTb HapyLWeHbI
TpeboBaHMA K KayecTBY NpenoCcTaBneHns Ycnyr.

Mpu 06HAPYXXEHUN BNNAHNA YCIYTU Ha BOCTYNMHOCTb CEPBUCOB 3aKa3uymka obecneymBaeTcs BO3MOXHOCTb
BGbICTPOro OTK/IIOYEHUS 3aWWTbl AN pasbopa cuTyauuu, a TakXe ObICTPOro BKOYEHMA 3alMThl
3aKa34YMKOM CaMOCTOATENIbHO NOCPEACTBOM MaHeNn ynpaBneHnsa B IMYHOM KabuHeTe Ycnyru.

PeXXMM TexHWYEeCKOM MOQAEPXKKWU, YCTaHOBMEHHbIM Tabnuuen 2 O6uwero cornaweHus o6 ypoBHe
npenocTaBneHns Ycnyr, coctaBnsaeT 24x7 B OTHOWeEHUW ntoboro tnuna NHumaeHTa no Ycnyre.

3. LLENEBbBIE 3HAYEHMSA MOKA3ATENEN TEXHUYECKOW NOALEPXKM

CornacHo n. 5.1. O6uwero cornaweHns o6 ypoBHe MnpepocTaBfieHUa Yciyr yctaHaBnMBaloTca ocobble
LeneBble 3HaYeHMNA NokasaTenen TexHuyeckon nogaep>kkn gna Yenyr (Tabnuua 1):

Tabn. 1. LleneBble 3HaYeHMs NoKa3saTesiel TEXHUYECKON NOoAAePXKM

HaumMeHoBaHWe TapupHOro njaHa

- 3awmTa canTa oT

MapaMeTpbl ycTaHaBANBaEMbiX
LeNIEBbIX 3HAaUEHUN

3awmuTa IP ot DDoOS
(TCP/UDP) - Tapud

- 3awmuTa canta ot DDoS
- Tapudbl Business ONE,
Business UNL;

DDoS - Tapudbl
Enterprise ONE,
Enterprise UNL;

MapTHepoM, He 6onee

Standard - 3awmTa cetn ot DDoS - 3awmTa cetn oT
(BGP 1 TCP/UDP) -Tapud | DDoS (BGP n TCP/UDP)
Business - Tapud Enterprise

Bpems peakumun 1-n NUHUKN

NnoaaepPIKKM, npepocTaBnsaeMomn 15 MUH 15 MUH 15 MUH
McnonHutenem, He 6onee

Bpemsa peakuuun 2-t, 3-1 NUHUK

Noanep»XXKu, npepocTaBnseMomn 60 MUH 30 MUH 15 MuH

C yyetoMm nonoxeHun n. 1.2. MpunoxeHua 1.CRS.3. ueneBble 3HAYEHUA MOKasaTenem TexHUYecKomn

nognoepXkKmn B  OTHOWeEHUU
YCTaHaB/1MBaOTCA.

Ycnyru

«3awunTa

BeO-NpUIoXEHUN

(StormWall)»

oTAeNlbHO He

4. MPOBEOEHWE PEMTAMEHTbIX U ABAPUMHO-BOCCTAHOBUTESIbHBIX PABOT
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YcnoBua nposeneHunss PernameHTHbIX M ABapUMHO-BOCCTAaHOBUTENbHbIX PaboT B OTHOWeEHUM Ycnyr

npveeneHbl B Tabnuue 2:
Tabn. 2. YcnoBua npoBeaeHns PernaMeHTHbIX U ABapuUIMHO-BOCCTaHOBUTENbHbIX paboT

HaumeHoBaHue MpoaoMKUTENBHOCTD U MHTEPBAJIbl MeXay
YBegoMneHue 3akasdmka
pabor nepepbiBaMu
PernamMeHTHble Bpems nposeneHus PernaMeHTHbIX [ | He meHee ueM 3a 2 (mBa) pabouux AHS [0
paboTbl ABapVIVlHO-BOCCTaHOBVITEJ'IbeIX pa6OT He | Hayana nepepbiBa

yXyAllaeT yCTaHOB/EeHHble And TapudHoro

ABapVIl;'IHO- nnaHa nNoKa3aTenen rapaHTMpoBaHHOU

BOCCTaHOBUTENbHble | AOCTYMHOCTM  33lUMLIAEMOro  pecypca | He meHee 4yeMm 3a 2 (gBa) yaca A0 Hadana

pa6oThI 3aKasuuka, npuBeneHHble B Tabnuue 3 nepepbiBa

5. MAPAMETPbI IOCTYNHOCTW, PEAJIUSYEMBIE YC/TYTOM

Lienesble (rapaHTMPOBaHHbIE) 3HaYeHMa JJOCTYMHOCTU 3alMILaeMoro cepsmuca 3akasumKka, NpuBeaeHbl B

Tabnuue 3:
Tabn. 3. Nokasatenn OJOCTYNHOCTM 3aWMILAEMOro pecypca 3aKka3umnka

HanmMeHoBaHMe TapudHOro nnaHa

3awmTa canta ot DDoS

3awuTta canta ot DDoS — tapudbl Enterprise

MokasaTenb JocTynHoCTH 3awwTa IP oT DDoS = Tapmdnb! Business ONE, Enterprise UNL
3aluaeMoro cepeuca 3aKkasuyumka (TCP/UDP) - Tapud ONE, Business UNL
Standard 3awuTa cetu ot DDoS

3awmTa cetn ot DDoS
(BGP 1 TCP/UDP) -
Tapud Business

(BGP 1 TCP/UDP) -
Tapud Enterprise

FapaHTMpOBaHHas LOCTYNMHOCTb
3aWmaemMoro cepBuca 3akasuumka
npu YyCcnoBMM OTCYTCTBMA MNPUYUH
HeOOCTYNHOCTU  Ycayru  24x7x365 He MeHee 99% He MeHee 99,2% He MeHee 99.5%
(24 yaca B CyTKM, 7 OHEW B Hepento,
365 gHew B rogy)

C yuyetoM nonoxeHun n. 1.2. MpunoxeHuna N2 1.CRS.3., uenesble (rapaHTUPOBaAHHbIE) 3HayeHus
[OCTYynHOCTM 3alMWaeMoro cepeuca 3akKasyMka B OTHOWEHMU Ycnyrn «3awmta Beb-NpuiIoXKeHUn
(StormWall)» oTaenbHO He ycTaHaBIMBAOTCA.

[OoCTyNnHOCTb 3alWMWaeMoro cepBuca 3akasyuka, peanusyemble YCIyrom, onpepensetca crefylolmm
06pasoM: BbluMTas M3 obLWeEero BPpeMeHW B OTYETHOM nepuope (KaneHOgapHOM Mecsaue) COBOKYMHOCTU
BPeMeHM HefoCTYyMmHOCTM 3aluM,aeMoro cepBuca 3akKasumka, gefleHHoe Ha obliee BpeMsa B TeKyleM
KaneHZapHOM MecaLe.

BpeMs HepoCTYNHOCTU 3aLLMLLAEMOro cepBMCa 3aKasuymKa HauMHaeT TeYb C MOMEHTa NoAayn 3aKasuymkom
O6palleHns Ha yCTPaHEHNE HEUCNPABHOCTU. 3aKa3uynK AOHKEH COOBWUTL O NpeKpaLLeHnn JOCTYNHOCTH
3alMLLAaeMOro cepBuca 4epes JNMYHbIM  KabuHeT noptana https://stormwall.pro/my/. Bpemsa
HepocTynHOCTM 3alMLWaeMOoro cepBmca 3aka3uymka UCTEKAET B MOMEHT YCTPaHeHMA HEUCNPABHOCTH.

Mocne ycTpaHeHMs HeMcnpaBHOCTM NofgaHHoe O6palleHre MOXeT BPEMEHHO OCTaBaTbCA OTKPbITbIM AN
[aNbHENLWero BbIACHEHUA C/TYYUBLUErOCS, M 3aKPbiTa 3aKa34yMKOM MOC/E BbINMOJIHEHMSI BCEX OTHOCALLMXCA
K TOMY aAMUHUCTPATUBHbIX paboT.

Obuiee BpeMa HepoCTynHOCTM 3aliMLIAEMOro cepBuca 3akasuuMka no MNpuunHe paga nepuoamnyveckut
BO3HMKAOWMUX CO0EB C OAMHAKOBLIMU MPUYUHHO-C/IEACTBEHHbIMU CBA3AMMU B OTHOLWEHWUW OHOrO U TOro
e 3aWMlIaeMoro cepemca 3akasuuka, ABAETCA COBOKYMHOCTbIO BpeMeHu HemocTynHocTu Ycnyru B
COOTBETCTBUM C 3afBKOW Ha yCTPaHeHWe HeUCnpPaBHOCTU U He BK/o4yaeT B cebs Bpemsa JOCTYNHOCTU
YCayru mexay nepuoamyecku BO3HUKaWmmMmn cboamm.

6. KOMMEHCALNA 3A HAPYLUEHUE COIMMALWEHUA

Ecnu JocTynHOCTb 3alMaeMoro cepBmca 3aka3ymKka 3a OAWH KaneHOapHbI Mecsal, He COOTBETCTBYET .
5.1. CornaweHunsa, cnonHuTenb ocyLwecTBAsSeT KOMMNeHcauuio B cneayowem nopsagke:

Tabn. 4. KoMneHcauuu 3a HapyleHue LeneBbix nokasartenein JocTynHocTu Ycnyru

FapaHTMpoBaHHast
HanMeHoBaHwWe TapudgHoro M £l D TR ST PaaMep KOMMEeHcaLmu,
3alMLIaEMOrO 3allMLLLaEMOro CEepBMCa o
nnaHa B %
cepBuca 3aKasumka B 3akasumka
MecaLy
3awwrta IP ot DDoS (TCP/UDP) o Bonee 7 yacos 18 0,05% MecsuHoM
- Tapu¢ Standard He meree 99,0% MUHYT cToumocTu Yenyru
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3awmTa canTa ot DDoS -
Tapudbl Business ONE,
Business UNL

bonee 5 vacos 50

(Tapuda) 3a Kaxgyto
MUHYTY NPOCTOS CBEPX
yKa3aHHOro BPEMEHU, HO

He MeHee 99,2% He 6onblle CTOMMOCTH

Ycnyru 3a oguH
pacyeTHbIN nepuop,
(mecsau)

MUHYT
3awmTa cetn oT DDoS (BGP 1

TCP/UDP) - Tapud Business

3awmTa canta ot DDoS -
Tapudbl Enterprise ONE,

Enterprise UNL

He MeHee 99,5% bonee 3 yaca 39 MUHYT

3awmTa cetn ot DDoS (BGP 1
TCP/UDP) - Tapud Enterprise

B nopcuyete BpeMeHU HEQOCTYNMHOCTU HE YYUTbIBAOTCA MHTEPBAsbl HEAOCTYMHOCTM, CBA3AHHbIE C:

e cH0AMU Yy VIHTEPHET-NPOBANAEPOB B Lenoyke Mexay KOHeYHbIM KNMEHTOM U CeTblo MicnonHutens, a
TakXXe ceTblo MIcnonHuTensa u ceTblo 3aKa34vnka;

e aBTOMATUYECKMM OBOHapYXXEeHWeM HeMcnpaBHOCTK Mo npoTokony BGP (BGP dead timer);

e MepecTpoeHMeM MapLLpPyTOB Mo NpoTokony BGP B 06xon c60MHOro coegmMHeHNs;

e npoueccom pearnpoBaHmna DDoS-ceHcopa Ha BO3HMKLWYO DDoS-aTtaky;

e pUCKaMM, CBA3@HHbIMU C MPUHYAUTENbHBIM OTK/IIOYEHWEM 3aLWUTbl 3aKa34YMKOM UM NO COrNacoBaHMIo
C 3aKa3uymMKoM.

KoMneHcauma BbipaXkaeTcs B MPenoCTaBleHUM 3aKa3uymKy COOTBETCTBYIOWEro KOMMYecTBa [OHer
6ecnnatHoOro okasaHua Ycnyru, Bnaotb Ao 1 (0OQHOro) KaneHmapHoro mecaua. Pasmep kKommneHcauuu
onpenenaeTca MCXoaa U3 CyMMbl nnatexa 3a Yenyry 3a 1 (oouH) KaneHgapHbid Mecsl, U yCTaHOBIEHHOIO
npoueHTa KoMneHcauuu. MonyyeHHaa cyMma nepeBoguTtca MICNofHUTENEM M3 MPOLLEHTOB B KOJTMYECTBO
[OHel 6ecnnaTtHoOro okasaHusa Ycnyru.

KomneHcaumsa 3a HegoCTynHOCTb 3alimMulaeMoro cepemca 3aka3umka no sBuHe NCcnonHnTensa BblpaxaeTcs
WCKMIOYUTENbHO B MNpepocTaBneHuMn 6ecnnaTHbIX [HEW OKasaHusa ycayru. MakCcuManbHbiM pa3mep
KoMneHcaunn — 1 (oaomH) KaneHZapHbIM Mecsy 6ecnnaTHOro okasaHua Ycayru. KomneHcaums He MoXeT
Bblpa)aTbCH B BblMnsiaTe AEHEXHbIX CPeACTB UM 3a4UCNATbCA Ha cYeT 3aKa3ymka.

[na nonyvyeHns KoMneHcaumm 3akasumnk nocsie OKOHYaHua MecaLua, B KOTopoM Ycnyra 6bina HegocTynHa,
Hanpaensetr McnonHuUTeno 3aaBfieHue Ha NpenocTaBieHve KoMMeHcauuu. 3asBiieHue 3anosHsaeTcs
3aKa3uyMKoM Ha oduumanbHoM 6naHKke 3aKa3uuMka M MOAMUCLIBAETCH YMOTHOMOYEHHbIM  JINLIOM
3aKa3uuka, c oba3aTenbHbIM yKazaHMeM HoMepa O6palleHus, B KOTopoM coobuanocbk o HegocTtynHocTH
Ycnyru, BpeMeHu HegoCTyNHOCTN YCAYrv U AaTbl HEAOCTYMHOCTU YCYru.

Ha ocHOBaHWWM 3asBfieHUs 3akasumka O NpPenocTaBNeHUM KoMMeHcauuun, McnonHutens B TeyeHue 30
(TPWaLaTH) KaneHpapHbIX AHeNn JenaeTt pacyeT KOMMNEeHcaumMm, a UMEeHHO PacCYuTbiBaeT KOMNYECTBO AHel
6ecnnaTtHoro okasaHua Ycayru, uam npuHuMaeT pelieHne o6 oTkase B NPeaocTaBieHny KOMMNeHcaumm,
ecniv HepaboTocnocoBbHOCTb YCyru HacTynuna no nNpudnHe, He 3aBUCALLER OT McnonHuTens, uam 6oina
3annaHMpoBaHa MicnonHuTtenem, o yem 3akasuuk 6ol yBeaoMeH.

Mocne NPUHATUA peLueHna 0 NPeaoCTaBeHMN KOMMNeHcaumn nnm ob otkase, MicnonHuteno yBepomnser
06 3TOM 3aka3uyuka B COOTBETCTBMM C ycnoBusmMu O6Liero cornaweHus ob ypoBHe NMpefocTaB/ieHMs
Ycnyr.

7. OTYETHOCTb

Mopkntoyasa Ycnyrun, 3akasuynk nonydyaeT 4OCTyn B IMYHbINM KabuHeT nopTtana https://stormwall.pro/my/,
B KOTOPOM €My AOCTYMHbl NOAPO6HAaA CTaTUCTMKA MO TPadUKy M exxeMecsayHble OTYETbl 06 MHUMAEHTaxX B
dopmarte PDF.
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