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MPNNOXEHWE N2 1.CRS.2.1.
K Jorosopy

OMWVCAHUE 1 YCITOBUSA MPEOOCTABNEHUS YCIIYT
BALLNTA OT DDOS-ATAK (QRATOR)», «3ALLITA BEB-TNPUTOXKEHWIN (QRATOR)»

1. ObWAA UHOOPMALIMA U OMUCAHUE YCITYT

1.1. Ycnyra «3awmTta ot DDoS-aTak (Qrator)» - ycnyra no 3awmrte oT aTak oTKasa B 06cny>xnusaHumn nnm DDoS-
aTak cepBucoB! 3akasuymka, [LOCTYMHbIX Mo npotokonam HTTP, HTTPS uAM WMHbIM NpPUKIagHbIM
npoToKonam, nogeep>xeHHblM DDoS-aTakam.

1.2. Ycnyra «3awmTta Be6-npunoxenuit (Qrator)» - ycnyra no punbtpaummn Be6-tpadmka onsg 3alWnThl OT aTak,
HanpaB/IEHHbIX Ha 3KCNyaTaumio yassmumocten WEB-npunoxxeHuin (dyHkumna Web Application Firewall,
WAF). Ycnyra «3awmTa Be6-npunoxeHuni (Qrator)» npenoctaBnseTca 3aka3ymMkaM TOJIbKO COBMECTHO C
ycnyron «3awuTa oT DDoS-aTtak (Qrator)».

1.3. Ycnyrn npenoctaBnaTca B cotpygHuyectee ¢ OO0 «3nu-anb-anb» (Qrator Labs, nanee - MapTHep).

1.4. Ycnyru npepoctaBnsatoTcs Ha 6ase obnavHoro peweHus MapTHepa no 3awuTte oT DDoS-atak u artak,
HanpaB/IEHHbIX Ha 3KcnayaTauuio yssumocTen WEB-NpUNoXXeHUN, peanrMs3oBaHHONO C MOMOLLbIO
OTOENbHON MHGPACTPYKTYpPbl obnavyHon nnatdopmbl MapTHepa, BKAOYalowen 6onee OecaTU LEHTPOB
06paboTku aaHHbIX (LLOO) no BceMy Mupy, B TOM yucne Tpu LUOM B Poccun (onanee — O6nako MNapTHepa).
Cetb O6naka [lapTHepa CNpoeKTUpoBaHa M MNOCTPOEHA B pacyeTe Ha paboTy nog MNOCTOAHHbLIM
Bo3gencteneM 6Gonbworo ymcna DDoS-atak. Y3nbl dunbTpaumm O6naka [lMapTHepa NOAKAOYEHbl K
KaHanaM KpynHenwux MarnctpanbHbix MHTepHeT-npoBanaepos CLIA, Poccun, 3anagHol n BocTtoyHom
EBponbl, KOro-Bocto4YHom Asnn. Takum ob6pa3om, B OT/IMYME OT CETEN ONepaTopoB XOCTMHra (0cobeHHO,
BUPTyanbHOro), cetb O6naka MapTHepa CNpOeKTMPOBaHa B pacyeTe Ha 3KCTPEeMasibHble Harpysku, u
aTaka? Ha OAMH M3 pecypcoB, 3awmuaemMbix O6nakoMm MapTHepa, HMKaK He BIMSET Ha paboToCnoCcoBbHOCTb
Apyrnx 3awmuiaembix pecypcoB (canmtoB, WEB-npunoxenun). B pamkax Ycnyrm «3awmta BeO-
npunoxeHunin» O6nako MNapTHepa obecneymBaeT Kak npotmeoaencTeme DDoS-aTakaMm, Tak M 3aWwmTy OT
XaKepPCKMX aTak, HanpaB/IeHHbIX Ha 3KCNyaTaunto yS3BMMOCTEN CEPBMCOB 3akasumka.

1.5. Ycnyru no ¢unbTpaumnm Tpaduka 3akaoyaTca B 00bABNEHUM CEPBEPOM WUN BUPTYasbHOM MalUMHOMN
3aka3uyunka punbTpytowero Obnaka MapTHepa NyTeM BHECEHMS COOTBETCTBYHOLWMX 3anMcen B OnNMcaHue
DNS-30HbI, K KOTOPOW NPUHAANEXUT CEPBEP MM BUPTyaNbHaa MaluMHa 3aka3dymka. Ha dunbTpyowem
Ob6nake lMapTHepa NPOUCXOAWUT MOC/efoBaTeNlbHOE BbINOIHEHWE CAEAYIOWNUX onepauui C JaHHbIMU,
nepegasaemMbiMu Ha cepeep ¢ FQDN cepsepa 3akasyumka:

. npuem nepepnaBaeMbix Ha FQDN cepBepa (MM BUPTYanbHOM MallMHbI) 3aKa34ymMKka, Ha KOTOPOM
OYHKLMOHMPYIOT ero 3alMIaemMblii CEPBUC, 3aNPoCoB (NprMeM BxopsaLwero Tpaduka);

o aHanM3  CTPYKTypbl 3anpocoB (aHanu3  Bxogdwero Tpadwka) Ha nNpegMeT  Haauyus
nocnefoBaTeNibHOCTEN  [aHHbIX, CMOCOBHbIX MNOBMEeYb HEKOPPEKTHOE (YHKUMOHMPOBaHME
3alMLLaEMOro cepBuca 3aKa3umka;

o oTCeyeHWe 3anpocoB, coAepxalwux nocnefoBaTeNlbHOCTU [aHHbIX, Hapylwawwme KOPpPeKTHoe
QYHKUMOHMPOBaHME 3allMLLIaEMOro cepBuca 3akasymka (04YuMcTKa BXxopswero Tpaduka ot
BPEOOHOCHOW COCTaBNAlLWeEN);

. nepeHanpasfieHMe BXOopAWero Tpaduka, OYMWEHHOro OT BPEOOHOCHOM COCTaBNSIOLWLEN,
(nermTuMHoro Tpaduka) Ha peanbHbi IP-agpec cepBepa UK BUPTYanbHOM MalKWHbl 3aKa3ymKa, Ha
KOTOPOM (PYHKLMOHMPYET €ro 3alinLiaeMbli CepBuc.

1.6. Mocne nopgkntoyeHua Ycnyru «3awmnTta Bedb-npunoxeHun (Qrator)» Tpaduk 3akasumka NOCTOAHHO, BHe
3aBMCUMOCTM OT HaNMuMa aTaku, nocTynaeT B ceTb ob6naka MapTHepa U aHannsmpyeTcs UM. JIerMTUMHbIN
(«ouYMLWEHHbINY) TpaduKk nepeHanpaBNseTcs Ha 3allMLAeMbli CepBMC 3akasymKka, pasMellaemblii B
NHbpacTpykType. Takaa cxeMa paboTbl Mno3BondeT y3nam ¢unbTpaumm [llapTHepa chopMupoBaTb
npodunb Tpadurka, KOTOPbIA ABNAETCA HOPMOW ANA KaXXAOro cepsuca 3akasuyuMka B OTAENbHOCTU, U B
cnyyae nobbiX OTKNIOHEHUIN pearMpoBaTb Ha 3TO.

1.7. Mepenaya neruTUMHOro (o4yMweHHoro) Tpaduka oT O6naka MapTHepa [o WHOpPacTpyKTypsbl
OCYLLECTB/IAETCA C WCMNOJIb30BaHMEM BblAENIEHHOrO OMNTUYECKOro KaHana CBA3M, OPraHM3yemMoro u
nopgep)XmMeaeMoro cunamum McnonHutensa v MapTHepa. YKasaHHbIM KaHal M30/IMPOBaH OT ceTu VHTepHeT
M NMOCTPOEH Ha 6ase pe3epBMPOBAHHbLIX ONTUYECKUX JIMHWUN CBA3MU.

13pecb U fanee no TEKCTY AOKYMEHTA MOA «CepBMCcaMmM 3akasumMKa» NoapasyMeBatoTcsa ntobble CepBUCHl, [OCTYNHble Mo npoTokony HTTP, HTTPS
VAN UHBIM NPUKIAAHBIM NPOTOKOMAM, NoaBep)XeHHbiM DDoS-atakaM, B TOM yuc/ie, HO He orpaHuymBasacb WEB-caliTamMu, LOMEHHBIMU UMEHAMMU,
VHTepHeT-Mara3nHamu n npoynmmn WEB-cepBncammn 3akasuumka.

2 3pecb U panee Mo TeKCTYy [OKYMEHTa Nop «aTakaMu» noppasymesaeTcs ntobas U3 atak, ykasaHHbix B n.1.1. u/ vnn n. 1.2. NMpunoxeHus N2
1.CRS.2.1., eClM KOHTEKCT HE COAEPXUT MHOIO NPSAMO YKa3aHHOIo 3HaYeHUs.
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1.8. [nsa obecrneyeHns BO3MOXHOCTM paboTbl WAF B cocTaBe ycnyrun «3awmTta Beb-npunoxxeHnn (Qrator)»
HeobxoauMa nepepavya M 3arpyska B O6nako lMapTHepa 3akpbiTbix Kawo4ven wudposaHmsa SSL/TLS,
MCNoNb3yeMblX 3akas3yuMkoOM [ns opraHmM3auumm 3alWMWeHHOro [ocTyna K CcepBuMcaM 3akasumka C
Mcnonb3oBaHnem npotokona HTTPS.

1.9. O6uwasa apxnuTeKTypa peleHuns YCnyru npMBeneHa Huxe Ha Puc.1:

Mepepnaya xypHanos gocryna

AsTomaTuueckoe (hOPMMPOBaHUE CNNCKOB
KO8 (HOpUI “ Ha y3nbi 04MCTKH AntiDDOS

AOCTyNa Ha OCHOBE NOBEAEHYECKOr0 aHanu3a

OunuieHHbIR Tpaduk
|

Bupryanuuwi LIOfl Knwewra

Anti-DDoS+——f————

HTTPS CEPBEP KIMEHTA

iili: SberCloud

BolaeneHHbIn ONTUHECKUA
KaHan cBssu

I SberCloud

Puc.1. ObLyasa apxuTeKTypa peLueHus Yciayri

1.10. B cocTtaBe Ycnyru «3awmTta ot DDoS-aTak (Qrator)» ocyuwecTtensaercas:

NOAK/OYEHNE K yCNyre;

dunbTpauna Tpadmka ot DDoS-atak Ha BCeX YPOBHSAX;

dunbTpauna HTTPS-Tpaduka or DDoS-aTtak Ha NpuKNagHOM YPOBHE NMpu yCNOBUM NpenocTaBneHuns
(packpblTMA) 3aKa3uyMKOM 3aKpbITbiX KAlouen wudpoBaHma SSL/TLS pna ux 3arpy3ku B O6nako
MapTHepa;

nepesBof cepBuca 3akasymKa Ha MCNosib30BaHMe npoTokona HTTPS? ¢ ncnonb3oBaHnem 6ecnnaTHbIX
3aKpbITbIX KNtoUeln wugpoBaHma SSL/TLS oT Let’s Encrypt, 3arpy»aembix B O6nako MapTHepa;
nepefaya ouymweHHoro Tpadmka ot Obnaka MNapTHepa A0 pa3MeLwaemMoro y McnonHuTens cepsuca
3aKas4ymnka C UCrnoNb3OBaHMEM BblAENEHHOIrO ONTUYECKOrO KaHana cBs3u;

banaHcMpoBKa TpadwmKa cepBMca 3akasuymMka Mexay y3namu O6naka [lapTHepa, a panee -
pacnpegeneHune Tpapuka Mexapy cepBnucaMmn 3akasumka, PyHKLMOHUPYIOWUMKN B MHPpacTpyKType, No
onpegeneHHoMy anropuTMy;

MOHUTOPUHI MNPOU3BOAUTENIbHOCTM 3allMLLIAEMOro cepBMca 3akasymMka C OMOBELLEeHMEM no
3M1EKTPOHHOM MoYTe 0 BO3HMKaLWMX Npobnemax B ero paborte;

npefocTaBNeHMe [0oCTyna K CUCTEME MOHUTOPUHra Tpaduka B pPeXMMe peasibHOro BPEMEHMU
nocpepncTtBoM JInYHoro KabumHeTa;

c6op 1 oTobBpaxkeHne NoapobHOM CTAaTUCTUKKN NO TpaduKy cepBuca 3akasumka B JIMYHOM KabuHeTe;
NpefoCTaB/IEHME eXXEMECAYHbIX NOAPOOHbIX 0TYeTOB 06 MHLUMAEHTax B popmaTte PDF.

1.10.1. [Ona nogkntodeHua Ycnyru «3awmta oT DDoS-atak (Qrator)» 3aka3uymK gomkeH BbibpaTb TapuUdHbIM NnaH
Ha OCHOBaHWM MNpeanosaraeMon MNONOChbl BPEAOHOCHOro TpaduKka, rapaHTUMPOBAHHOM [OOCTYMHOCTU
3alMLLaEeMbIX CEPBUCOB M HEOOXOOAMMOWN AOMNONHUTENBbHON PYHKLUNOHANBbHOCTHU:

Tabn.l. TapudHble nnaHbl Yenyrn «3awmTa ot DDoS-atak (Qrator)»

HanmeHoBaHue Professional Business Corporate

TapudHOro nnaHa (Pro) (Bsns) (Corp)
BktoyeHa nosoca puabTpaunmn BpeaoHOCHOro 10 r6uT/cex 50 F6uT/cex 500 F6uT/cek
(HexxenaTenbHoro) Tpaduka, go:
BknoueHo TpadumKa B TapudHbIN NnaH 10 M6uT/c
FapaHTMpOBaHHas [OOCTYNHOCTb CEPBUCOB B 97% 99% 99.5%
Mecsl, He MeHee
Tapuduunpyembin Tpadmk NErnTUMHBbIN

OnnaTta nonocbl Tpadurka CBEPX BKIOYEHHOrO
B TapudHbIN NNaH, 3a Kaxabii Mout/c

TapuduunpyeTca AONONHUTENbHO

3 BxopuT BO BCe TapudHble NaaHbl Ycnyru (6e3 camMmocTtoaTenbHon Tapudukaumm).

3B cnyyae ecnv paHee Ais [OCTyna K 3aliMiaeMoMy cepBuCy 3akasumKa Mcnonb3oBanca npotokon HTTP.
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®dunbtpauna HTTPS ¢ MCNONb30OBaHMEM

. BK/1IOYEHO
NPUBATHbLIX KNtoYyen KnneHTa
MpepocTaBneHne ceptudukatos Let's Encrypt BK/1IOYEHO
AKTMBHasA nNpoBepKa [OOCTYMHOCTM MAOWAA0K BK/TIO4EHO

P P pocty tan He npepycMoTpeHo
KNMeHTa
®dunbtpauma HTTPS 6e3 ucCNoNib30BaHMA BK/TIOYEHO

. He npepycMoTpeHo

NPUBATHbIX KOYeN
JocTyn K API He npemycMoTpeHo BK/IIOYEHO
MpsaMoe NogKntyYeHne B CYLLECTBYOWMUI CTbIK
Cc MHpacTpykTypon NcnonHutens QDC (Qrator He npenycMoTpeHo BKJTIOYEHO
Direct Connection)

LononHnTenbHble ycnyru Professional (Pro) Business (Bsns) Corporate (Corp)
MpenocTasnenne IP-appecos (ceepx 1 IP- Tapudurumpyetca Tapuduumpyetcs Tapuduumpyetcs
ampeca, BK/IOYEHHOTrO B TapubHbIA nnaH), 0OMONTHUTENbHO LOMONTHUTENbHO OOMONHUTENBbHO
eXXeMecs4yHo
baszoBas 6anaHCMpOBKA OYMLLEHHOTO Tpaduka
mexpy |IP-appecamn (He 6Gonee  paByx BK/1I0YEHO
ancTpMmoB no anropmutmy Round-robin)
banaHcMpoBKa OYMLWEHHOro Tpaduka Mmexay
IP-appecaMm 3aKasumka He npepycMoTpeHo TapudurumpyeTca LONONHUTENbHO
QLB (Qrator Load Balancing), exemecsa4Ho
Vcnyra 3awmtbl Websockets (npokcupoBaHue | TapuduumpyeTcs BKIIOYEHO
TCP coefnHeHunn), exeMecayHo LOMONMHUTENBbHO
MoakntoyeHne K MHPPacTpyKType
McnonHutena nocpeacTtBOM aHOHCA CEeTeBblX TapubuumnpyeTcs

He npepycMoTpeHo
npedukcoB 3akasuyuka Mo npoTokony BGP, LOMONMHUTENBbHO
e)XeMecs4yHo
MpepocTaBneHve BbIAENEHHOrO MopTa Ha
obopynoBaHuK McnonHutens ons Tapuduumpyetcs
. He npepycMoTpeHo
opraHusaumm BOJIC QDP (Qrator Dedicated peny P OOMONTHUTENbHO
Port), exxeMeca4Ho
dunbTpauns Tpaduka no reo3oHam, Tapuouumnpyetcs
He npepycMoTpeHo
eXXeMecsyHo peny P LOMONTHUTENBHO

OTka3zoycTonumebii DNS10, exxeMecsayHo

TapuduUMpyeTca OONONHUTENbHO

OTKasoycTonumebii DNS10+, exxeMeca4yHo

TapuduunpyeTca OONONHUTENbHO

OTkaszoycTonumebii DNS100, exxeMecayHo

TapuduunpyeTca OONONHUTENbHO

OTka3zoycTonymebii DNS100+

TapuduUMpyeTca OONONHUTENbHO

3awmTta OT BOTOB, E€XeMeCsiYHO, 3a KaXAbli
M6uT/cek (pyb.)

TapuduunpyeTca 4ONONHUTENbHO

KawwnposaHue KoHTeHTa CDN 100, cToMMoCTb
3a 1T6anT (po 100 T6anT BKIOYNTENIBHO)

TapuduumnpyeTca 4ONONHUTENbHO

KawwnposaHue kKoHTeHTa CDN 100+, cTOMMOCTb
3a 1T6anT (cBbiwe 100 T6aunT)

TapuobuumMpyeTcs AONONHUTENbHO

10 M6uT/c npeponnayeHHas nosoca Tpaduka
CBEPX BK/IKOYEHHOrO B TapUHbIN NiaH

TapuobuumnpyeTcs 4ONONHUTENbHO
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1.11.

1.12.

1.13.

50 M6uT/c npeponnaYyeHHaa nonoca Tpadpuka
CBepxX BK/KOYEHHOro B TapudHbIA NnaH

TapuduunpyeTcs OONONTHUTENBHO

100 M6uT/c npegonnayeHHas nonoca Tpadurka
CBEPX BK/IKOYEHHOrO B TapUHbIN NiaH

TapuduunpyeTcs OONONTHUTENBHO

200 M6uT/c npeponnadyeHHas nonoca Tpaduka
CBEpPX BK/TIOYEHHOrO B TapUHbIN NaH

Tapmd)m unpyetca gonosIHUTENbHO

300 M6uT/c npeponnadyeHHas nonoca Tpaduka
CBEpPX BK/TIOYEHHOrO B TapUHbIN NaH

TapuduunpyeTcs OONONTHUTENBHO

400 M6uT/c NnpegonnaYeHHan nonoca Tpaduka
CBEPX BK/IKOYEHHOrO B TapUHbIN NiaH

Tapmd)m unpyetca gonosIHUTENbHO

500 M6uT/c npegonnaYyeHHaa nonoca Tpadpuka
CBEpPX BK/TIOYEHHOr0 B TapUdHbIN NaH

Tapmd)m unpyetca gonosIHUTENbHO

B

coctaBe Ycnyrn «3awmta Beb-npunoxeHuin (Qrator)» ocyuwectsnsetrca 6e3 caMOCTOATENIbHON

Tapudunkaymm:

aKTMBHOE CKaHMpPOBaAHME cepBMCa 3aKasuMKa Ha Hanuyme Yya3BUMMOCTEN YPOBHSA MPUNOXKEHUN,
KOTOpble MOryT NPUBECTU K €ro B3/10MY;

npepocTaBneHne oT4eToB 06 0OHapPYXXEHHbIX YA3BMMOCTAX YPOBHSA MPUNOXKEHUI cepBMca 3aka3syumka
C peKoOMeHaauussMm nNo nx yCTpaHeHUIo;

npepocTtaBneHune ycnyrm «Virtual Patching» B oTHoOWweHWM cepBuca 3aka3ymka C aBTOMATUYECKUM
OTC/IEXXUBAHMEM COCTOSAHMA YSA3BMMOCTM LO MOMEHTa €e YCTPaHeHMs U KOHTPOJSIEM KayecTsa
YCTPaHEHUS yA3BUMOCTEN;

3alWmMTa cepBuMca 3akasuymMKa oT aTak-nepebopa (6pyTdopc naponen un T.4.) - BKAKOYAETCA MO 3anpocy
3aKasumnka);

OCyLLecTBNeHNE aKTUBHOM NPOBEPKM Yyrpo3 n3 Tpadpurka Ha CepBUCbl 3aKa3umKa;

hopMmnpoBaHNE NEPUOANYECKMX OTYETOB.

Ona nogkntodeHmnsa Yenyru «3awmTa Beb6-npunoxeHnit (Qrator)» 3akasumk go/kKeH BbibpaTb TapUdHbIN
nnaH Ha OCHOBaHMKN HeobxoaMmMon eMy YHKLNOHAIbHOCTHU:

Tabn. 2. TapudHble naaHbl Ycnyru «3awmta Be6-npunoxennn (Qrator)»

OBHAPY)XXEHUE U 3ALLUTA OT XAKEPCKNX ATAK. WEB APPLICATION FIREWALL (WAF)
TEXHOJTIOI'A SOLIDWALL

HaunmeHoBaHue TapudHOro nnaHa Elementary Partner WAF Advisory Partner WAF

BkntoueHo Tpadumka B All 3 MbuT/c

OnnaTa nosnocobl (Tpaduka) cBepx

BKJTIOYEHHOrO B TapudHbIN nnaH TapuuumnpyeTtca otTaenbHo
(3a 1 Mbut/c)

BKNOYEHHOE  KOMMYecTBO  3alMUaeMblX 1wt

CcepBuCoB

[ononHnTensHbie yeayru

0BGHApY)XeHWUI0 M BNOKMPOBAHUIO CeTeBbIX

3awuta 1 [AOMOMHWTENIBHOTO  CEPBUCA, | 155, duuMpyeTcs OTAeNbHO TapupULMPYETCS OTAENbHO
eXeMeCsaUYHO

TapubULMPYeTCs OTAENbHO
JononHuTtenbHoe NPOCTPaHCTBO ans puduunpy A
XpaHeHus, 3a 1 Tb exxeMecsqa4yHo
CTOMMOCTb  BOMOMHUTENbHBIX  YCAYF MO TapubULMpYeTCs OTAENbHO

NOAK/TIOYEHUM HOBbIX CEPBMCOB 3akasuuka
(Professional Services WAF)

aTak (Professional Services WAF),

eXeMecaYHo (24u)

Yenyru pacwunpeHHom TeXHUYECKOM TapuduumnpyeTcs oTAeNbHO
nonaepXKu, OKa3blBaeMble npu

TexHn4Yyeckme xapaktepnuctmkmn Obnaka MapTHepa:

e 6Gonee 1000 FBUT/C NAacCMBHOM MONOCHI NPOMYCKaHMA - OeTepMUHUPOBAHHAA obpaboTka IP-nakeToB

6e3 yctaHoBneHna TCP-coeanHeHus;

CtpaHunua 4 ns 8




1.14.

1.15.

1.16.

2.1.

6onee 500 [I6MT/C aKTMBHOM MOJIOCbI MNpPOMyCKaHUA - Kaaoe Bxopgduiee TCP-coeguHeHue
obpabaTbiBaeTCa U aHaNN3NpyeTCs;

<5% no)XHbIX cpabaTbiBaHUI B npouecce oTpaxeHusa DDoS-ataku;

BpeMs oby4yeHna ceTn OT MOMEHTA NOAK/IKYEHNA HOBOrO 3aKa34ymMKa - MeHee 2 4YacosB:

B 33% cny4aeB - 0O 4 MUHYT;

B 60% cny4yaeB - OT 5 MMHYT go 1 vaca;

BpeMsa cTapTa GunbTpauum atakm Ha «obyyeHHOM» Tpaduke — B 80% cnydyaeB A0 2 MUHYT OT Hayana
aTaku;

pobaBneHHoe BpeMsa 3a4epXKWM MNpu MNPOKCMpoBaHMWM Tpaduka - oT O po 100 mc. B cayvae
npokcupoBaHua HTTP-Tpaduka B cuy ucnonb3oBaHusa persistent HTTP-coegMHEHUI C 3alMLLAEMbIM
CepBUCOM BO3MOXEH MPUPOCT CKOPOCTN paboTbl 3aLLMLLAEMOrO CEPBUCA;

onunoHanbHaa 6anaHCMPOBKa OYMLLEHHOro TpaduMKa Mexay aK3eMnnapaMm cepBmuca 3akasuymka Ha
OCHOBe anropuTtMoB: primary-backup, round-robin, iphash, a Tak)xe B pUKCMPOBAHHbIX MPONOPLUAX;
KOMYEeCTBO 3allMliaeMblX CEPBMCOB 3aKa3ymKa - HEOrpaHUYEHHO.

Ong nogknoyeHusa K Ycnyre 3akasumky HEeob6X0AMMO CaMOCTOSATENbHO:

M3MEHUTb A-3anncb, COOTBETCTBYIOWYIO AOMEHHOMY MMEHW 3allMWAEeMOro cepsuca, B ceoe DNS-
30He, 4TOObl OHa yKa3blBasa Ha BblgeNeHHbI 3ToMy cepBucy IP-agpec B Obnake MapTHepa (Qrator-
IP), ona oTKAoYeHUsa HeobxoonMo BbIMONHUTL 06paTHOe AencTBue;

HacTpouTb MexceTeBol akpaH (firewall) ansa 3anpeta xoxaeHuna Tpaduka Ha IP-agpec 3aWwmLaemMoro
pecypca c ntobbix BHELWHMX afpecoB, KpoMe y3/oB MapTHepa;

HaCTPOUTb CEPTUPUKATLI ANA OYMCTKU WNDPOBAHHOIO TpadumkKa.

Ycnyrn OocTynHbl Kak Ana cepBMcOB 3akasuunka, pyHKumoHupyowmx B O6nake Cloud, Tak U B CTOPOHHEN
MHppaCTpyKType.
Monb3yacb Ycnyramum, 3aka3ymK NOATBEPXKAAET, YTO OOMEHHbIE MMEHa, ANSA KOTOPbIX NMOoAK4YatoTcs

Ycnyru, npuHagnexart eMy Ha 3aKOHHOM OCHOBaHWKM, NMB0 OH AENCTBYeT OT MMEHU M MO MOoPYyYeHUIo
3aKOHHbIX B/lafesbLeB 3TUX AOMEHHbIX UMEH.

2. BA3BOASl ®YHKUMOHANBHOCTb N METPUKWU YCNYTU

DOYHKLUNOHANBHOCTb U MeTPUKK YCnyr npepctaBneHbl B Tabnuuax 3 un 4.

Tabn. 3. MNapameTpbl NpegocTaBnsembix Ycnyr

HanMeHoBaHue Tapuduumpyemble
yenyrm VKM XapaKTepUCTUKU U METPUKMU JlonycTuMble 3HaYEHUS
ABoHeHTCKasa nnaTa no Tapuo Professional, Business,
Tapud puoy Corporate
3awMiaeMblit cepsmc OononHuTenbHbIM Qrator-IP ot 1 u 6onee

JlernTuMHbIN - TpaduK  CBepx

ot 1 Mbut/c
BKJTIOYEHHOTrO B Tapud
MpeponnavyeHHas rnosoca 10, 50, 100, 200, 300, 400, 500
. cBepx Tapuda MénT/c
NlernTumMHbIN Tpaduk
3awmTa oT 60TOB oT 1 M6éuTt/c
MpeponnayeHHas rnosoca 10, 50, 100, 200, 300, 400, 500
3aWmnTbl oT 60TOB M6wuT/c

PunbTPAUMS HTTPS Ges Tonbko Ha Tapudax Business,

MCNONb30BaHMUSA NPUBATHbIX
. Corporate
3awuTa ot DDoOS- Koden
arak (Qrator) 3awmTa WebSocket
(NnpokcupoBaHue TCP Ha Bcex Tapudax
coefnHeHun)
MopknyeHre nNo NPOTOKONy
Onuunn BGP
NOAKIYEeHNS
Mpsamoe NOAKNOYEHME B
CYLWECTBYOLWMI CTbIK C
MHDPaACTPYKTypoOW Tonbko Ha Tapude Corporate

McnonHutena QDC  (Qrator
Direct Connection)

BblaeneHHbIn nopt Ha
obopynoBaHMK
®dunbTpauna  Tpabuka Mo
HononuutensHbie FEOBOHpaMLL pad Tonbko Ha Tapude Corporate

onumun
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Tonbko Ha Tapudax Business,
Corporate

AKTUBHas npoBepka
LOCTYNMHOCTU nnoLwanok
3aka3uumka

LocTtyn K API

He 6onee AByx ancTpuUMoOB Mo

Ha Bcex Tapudax

Banancnposka anroputMy Round-robin
OYMLLEHHOrO

Tpaduka mexay IP- .
pad e Qrator Load Balancing
agpecamu

Tonbko Ha Tapudax Business,
Corporate

OTKa30yCTONYUNBDLIN
DNS

OTkazoycTtonumsbii DNS

DNS10,
DNS100+

DNS10+, DNS100,

Tapud

ABOHeHTCKasa nnaTa no Tapudy

Elementary, Advisory

3alWmwaembli cepBuc

LOonoNHUTENbHbIN CEPBUC

oT 1 n 6onee

3awuTa Beb-
npunoxexHun (Qrator)

NlerutumMHbIn Tpaduk

JlernTuMHbIN - TpadumK  CBepx ot 1 M6uT/c
BKJ/1IOYEHHOrO B Tapud
MpeponnayeHHas rnosoca 10, 50, 100, 200, 300, 400, 500

cBepx Tapuda

M6uT/c

Tabn. 4. NapameTpbl ycnyrn «3awmnTa Beb6-npunoxenunn (Qrator)»

HauMeHoBaHue ycnyr

Elementary Partner WAF

Advisory Partner WAF

OnucaHue ycnyr no o6HapyXeHuio 1 6IOKUPOBaHMIO CETEBLIX aTak,

BKJ/IIOYEHHbIX B TapUHbIA NnaH

bnokupoBaHue aTak

BnokupyoTca oTAenbHble BPeAOHOCHbIE 3anpocChl U OTBETbI

Bo3MOXHble  cnocobbl
0o6Hapy)XeHua aTak

ATaku BbISIBNSAKOTCA CNegyrLwmMm
cnocobamu:

BbisBneHne atak Ha YypoOBHe
napaMeTtpos HTTP npoTtokona
BHYTPM 3aNpoCOB 1 OTBETOB
BbisBneHne  npuM3HakoB  aTak
BHYTpM BJIOXKEHHbIX OAHHbIX
nepenasaeMbixX B 3anpocax
BbigsBneHne nepebopHbIX aTak
(BKNOYaeTcs no 3anpocy, eguHble
HaCTPOWKMU ans BCEro
NMPUNOXeHns)

ATaKK BbIIBNAOTCA cnepylowmmm cnocobamu:

BbisBneHue aTak Ha ypoBHe napameTtpoB HTTP
npoTokona

BoiaBneHue NpPU3HaKoB aTak BHYTPU
B/IOXKEHHbIX [aHHbIX, MNepeaaBaeMblX Kak B
3anpocax, Tak U B oTBeTax

BbiaBNeHMe nNpu3HaKoB aTak Ha YpOBHe
OTOENbHbIX NOrnyecKmx LencTBun B
NPUNOXEHUN C BO3MOXHOCTbIO (BK/ItOYaeTcsa no
3anpocy, HacTpaunBaeTcs B paMKax
LOMONTHUTENbHbIX YCAYrn No OBHapyXXeHuw u
610KMPOBAHMIO CETEBbIX aTak).

BbisBNeHMe aTak Ha YPOBHE OTAENbHbIX Ceccui
nonb3oBaTteniell U KOHTPONb aBTopu3auuu gna
pecypcos 4 HU3KOMN n cpepHen
Harpy>KeHHOCTblo (BK/KOYaeTca no 3anpocy,
HacTpamBaeTca B paMKax [OMNOSHUTENbHbIX
ycnyrm no oB6Hapy)KeHU W BNOKUMPOBaHUIO
CceTeBbIX aTak).

BoiaBneHne nepebopHbIX aTtak Ha YpOBHe
OTAENbHbIX TOrMYECKUX OeNCTBUIA (BKIKOYaeTca
no 3anpocy, HacTpavMBaeTcs B  paMKax
LOMONTHUTENbHbIX YCAYrn No OBHapyXeHUuto u
6/10KMPOBAHUIO CETEBbIX aTak).

BbiaBneHne 6GOT-aKTMBHOCTM (BK/OYaeTcs no
3anpocy, HacTpauBaeTcs B paMKax
LOMONTHUTENbHbIX YCAYrn No OBHapyXXeHuw u
610KMPOBAHMIO CETEBbLIX aTak)

XpaHeHue faHHbIX

CoxpaHsatoTtca cobblTnaA
6e3onacHocTy, a Takxe
BPELOHOCHbIE 3anpocChl U OTBEThI

CoxpaHatoTCcs cnepylolme aaHHble:

cobbiTMa 6e3onacHocTy,

BPEeAOHOCHbIE 3anpocChl U OTBEThI

NernTUMHble 3anpocbl M OTBETbl B paMKax
npuobpeTeHHOro o6bemMa xpaHunumuia

BaXKHble JlOrMyeckue [AencTeus (OrpaHUYeHo
NPUoOBpPETEHHBIM o6bemMoM XpaHunuuwa,
BK/lOYaeTCs Mo 3anpocy, HacTpauBaeTcs B
pamkax LOMONHUTENbHbIX ycnyru no
06Hapy>XeHNI0 1 BNOKMPOBAHUIO CETEBbIX aTak)

[ocTtyn K uHTepdeiicy
ynpasneHus SolidWall
WAF

HocTyn K AMYHOMY KabuHeTy C

6a30BbIM QYHKLMOHANOM.
MoppepxuneatroTca cnepyowme
QyHKLUK:

Hawbopabl MOHUTOPUWHra

LocTyn K NMYHOMY KabuHETYy C pacliMpeHHbIM
GYHKLMOHANOM. MNoppepxunsBaroTca
cnepyrowme byHKUNK:

HOawbopabl MOHUTOPUHIA
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OTo6paxeHune cobbITui
6e30MacHOCTM C  MOALEPXKKOM
rpynnnpoBKoOM

OTobpaxeHue XypHana

3a6/10KMPOBaHHbIX TPaH3aKLUuMM

OTob6paxeHne cobbiTuii  6es3onacHoCcTM C
NOAAEPKKOW rPynnMpoOBKON

OTobGpakeHne >KypHana 3ab/IOKMPOBAHHbIX
TpaH3aKuumn

BO3MOXHOCTb BK/IOYEHUA/  BbIK/OYEHUSA

3alWNTbl M NOAaBAEHNA JTOXHbIX Cpa6aTbIBaHVIl7I.

MpepocTaBneHue He npenycMoTpeHo B Tapude MpepocTaBnsaeTcs BO3MOXHOCTb MHTErpauum c
BO3MOXHOCTHU MCNOJ/ib30BaHMEM MexaHu3amoB SYSLOG wnu
mHTerpauum SolidWall REST API (Bknto4aeTcsa no 3anpocy)
WAF ¢ BHEWHUMU
cucTeMamm
MpepocTaBneHue MpepocTaBnsoTCA cnegyrowme MpepocTaBNSOTCA Cheayowmne Buabl OTYETOB:
aBTOMATM3MPOBAHHbIX BWUIbl OTYETOB: PerynapHble aBTOMaTU3MpPOBaHHble  OTYeTH
0OTYeToB PerynapHble (HacTpamBarTCa No 3anpocy)
aBTOMATM3MPOBAHHbIE oTYeThl OnOHOKpaTHble aBTOMATM3MPOBAHHbIE OTYETHI
(HacTpamBatoTCsa nNo 3anpocy) (npepocTaBnaTCa Mo 3anpocy)
OpHOKpaTHble
aBTOMATM3MPOBAHHbIE oT4eThl
(NpenocTaBnaTCA Mo 3anpocy)
KoHcynbTupoBaHue KoHcynbTupoBaHMe KAneHToB Mo KoHcynbTupoBaHue KNMeHTOB Mo cnepylowmm
KnueHTtoB no crnepylowmMM Bonpocam: BOMPOCAM:
BOMpocaMm MUCMNONb30BaHNe 6a3oBoro MUCMNONb30BaHNe 6a3oBoro dyHKUMOHaNa
ncnonb3oBaHusa  Ycnyr dyHKUMOHaNa NMYHOro KabuHeta NNYHoro KabuHeTa
WAF pa3bscHeHUN no pa3bacHeHMA No 3a6N10KMPOBaHHbBIM 3aNpocamM.

3a610KMPOBaHHBIM 3aMpocaM.

MHTErpaumMsa C BHEWHMMM CUCTEMAMU C
MCNoNb30BaHMEM MexaHuamoB SYSLOG wunum
REST API

Yenyru 6a3oBom Mpwn NOAK/TOYEHNN Mpwn noaKItoYeHUm OCyLecTBNAOTCA
TEXHMUYECKOM OCyLEeCTBASOTCSA cnegpyowme cnepylolmMe  HaCcTPOMKM  (BbIMONMHSAKOTCA €
nonnepxXKu, HacTpOMKK  (BbIMONMHAKTCS € NpYMeHeHMeM MalWnHHOro obyyeHunsa):
OKasblBaeMble npu NpUMeHeHnem MaWWHHOro HacTpoiika napaMeTpoB NpoToKona
NoAK/OYEHUM  HOBbIX obyueHus): MopasneHue NoxHbix cpabaTbiBaHUI
KnueHTtoB HacTpoika napameTpos dunbTpauma cTaTUYeCcKnx pecypcos
npoTokona FnobanbHas HacTpowka mopyns
MopasneHune NTOXHbIX NpPOTUBOAENCTBMA MNepebopHbIM aTakam (no
cpabaTbiBaHUM 3anpocy)
dunbTpauus CTaTUYEeCKMUX ABTOMaTU3MPOBAHHAsA pa3MeTKa JIorMyecKux
pecypcoB gencteun (B Uenax MOAaBNeHUS  JTIOXKHbIX
FnobanbHaa HacTpolka ™Mopyns cpabaTbiBaHMUI)
npoTMBOAENCTBMA  nepebopHbIM FnobanbHas HacTpoMka MOAyNa KOHTpons
aTakam (no 3anpocy) Ceccui 1 3alWwmTbl OT aTak Ha aBTopmu3aumto (no
3anpocy M ecnu He MpeBblleHa [onycTumas
Harpyska)
Yenyru 6a3oBol Mopnep»xaHue paboTocnocobHOCTM U yCTpaHeHue ownbok B paboTe SolidWall WAF B
TEXHMYECKOM MHPaACTPYKTYpe 3aKa3umKa;
noanepXKu, O6HoBneHne Bepcui SolidWall WAF B uH@pacTpykType 3aKa3unka;
OKa3blBaeMble B npepocTaBfeHne 3akasumky ocTyna K uHtepdency ynpasneHus SolidWall WAF ons
npouecce OCYWECTBNEHNS MM  CaMOCTOATENIbHOM  HACTPOMKM, a TaKXKe  KOHTponsd
aKcnayaTaumm paboTtocnocobHocTu SolidWall WAF;

SolidWall WAF

npenocraBneHne 3akasymKy BO3MOXXHOCTU MHTerpaumm SolidWall WAF ¢ BHewWwHUMH
MHOOPMAUMOHHBIMM  CUCTEMAMW  ONS  OCYWECTBNEHUS WM  CaMOCTOATENbHOM
HaCTPOMKMN, a TakKKe KOHTponsa paboTtocnocobHocTn SolidWall WAF;

KoHcynbTUpoBaHue 3aka3ymnka no BONpocaM u agMnHuUcTpmpoBaHusa «SolidWall WAF»

JononHuTenbHbie ycnyru no 06Hapy)KEHVIlO n GHOKMpOBaHMlO CeTeBblX aTak

(Professional Services WAF)

Ycnyru  paclimMpeHHom

TeXHMYecKom
NOAAEPIKKU,
OKasblBaeMble npwu
NOOK/OYEHUM  HOBbIX

CepBMCOB 3aKa3yuka

TOHKas py4yHaa HaCTPOMKa MEexXaHM3MOB 3alMTbl MOA OCOBEHHOCTU MPUIOXKEHUN
KnueHTa, B TOM Yyncie, KOPPEKTUPOBKA Pe3ynbTaToB MALIMHHOMO 06yyYeHus.
MpoaKTMBHOE  pearnpoBaHWe Ha  KPUTUYHble  COObITMUS  MHGDOPMALUOHHON
6e30nacHOCTM Ha OCHOBE COrMIaCOBaHHbIX C 3aKa34YMKOM CLieHapueB.

Mepuogmnyecknin aHanus (ayanT) cobbiTnii MHDOPMaLMOHHON 6e30MacHOCTU C Lenblo
cbopa CTaTUCTUKM U aHanM3a MeHee KPUTUYHbIX COBLITUN.

TexHMYyeckoe paccnefoBaHne MHUMOEHTOB MHDOPMALMOHHOM 6e30nacHOCTH.
Pa3paboTka aHaNIUTUYECKNX OTYETOB.

M3meHeHne ¢yHKuMoHanbHocTn SolidWall WAF (dopMbl OTYETHOCTU, U3MEHEHUEe
cueHapueB pPaboTbl C NOb30BaTENbCKMM UHTEPDENCOM).

MHTerpaumsa co CTOPOHHMMM cpeactBamMm 3akasuumka (SIEM, «TUKeTHble» CUCTEMBI,
CMC-uHdpopMMpoBaHMe 1 T.M).

AHanu3 3aWMWEHHOCTU CEPBUCOB 3aka3uymka (TeCTMpOBaHWE Ha MPOHWMKHOBEHWE,
aHanuM3 UCXOQHOro Koaa).

KoHcynbTUpoBaHMe 3aka3ymnka no o6LmMM BONPOCaM 3almTbl BEO-MPUIOXKEHWIN, B TOM
yncne - No npakTMkam 6e30MacHoOro KoguMpoBaHus
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3.1.

4.1.

5.1.

5.1.1.

5.2.

5.2.1.

5.3.

5.3.1.

3. TAPUDOUKALINA YCIVTU

Crtatnyeckaa Tapudukaumnsa (Allocation).

4. OrPAHMYEHUA

TexHu4Yeckme acnekTbl paboTbl CUCTEMbI GUNbTPaLMK TPadunkKa, 3a HecobaeHNe KOTopbiX McnonHuTenb
He oTBevyaeT, U MpPU HecobNOAEeHUN KOTOPbIX MCNoNHUTEeNb He MOXeT rapaHTupoBaTbh obecnedvyeHue
3aABNEHHOr0 YPOBHSA KayecTBa yc/yr no duabTpaunm Tpadpumka:

ansa uenen dunbTpaummn Tpadmka npepnonaraeTca, YTo AaHHble U3 ceTn VIHTepHET nepepatoTcs He
HenocpeacTBeHHO Ha IP-agpec cepBepa WMAM BUPTYyaslibHOM MallMHbl 3aka3yuka, a Ha agpec,
nmetowmnin FQDN cepeepa UK BUPTYaNbHOM MallMHbl 3aKa34vynka;

B C/yyae, eCc/in CepBep WNM BUPTyanbHasa MalwuHa 3aka3uyuka, Ansa obecnedyeHus cTabunbHoOCTU U
6ecnepeboMHOCTM pPaboTbl KOTOPOro MOAKAOYEHbl ycayru no ¢unbTpaumn Tpaduka, 6ypet
cnocobeH NpuUHMMaTb BXoaaWwmMn Tpaduk oT Nobbix cepBepoB B ceTn NHTepHeT, MicnonHuTenb He
MOXXeT rapaHTMpoBaTb OKaslaHue yciyrn no ¢uabTpaunm Tpaduka B 3anpalinmBaemMoMm obbeMe Ao
MOMEHTa noJiHoro obHoBneHna DNS-3anucen 06 agpecax cepBepoB 3allMiLaeMblX OMEHOB BO BCel
cetn NHTepHeT;

AN UCKITIOYEHMS cUTyaummn o6paboTku cepBepoM 3akaszumka BpegoHOCHOIro BXoAaLWero Tpadurka Ha
cepBepe UM B TEHaHTe 3aKa3uymKa OOJHKEH OblTb BK/OYEH WAM Pa3BEPHYT MEXCEeTeBOW 3KpaH
(firewall), 6nokupyowmn nobo Bxogawmnn Tpapuk, KpoMe BXOAALLEro TpadumkKa C KOHKPETHOro
cepsepa McnonHutens;*

0N CHWXEHUS KOMM4YecTBa BPEAOHOCHOro Tpaduka, ONOKMPYEMOro MEeXCETeBbIM 3KPaHOM
(firewall) 3aka3umMKa, a COOTBETCTBEHHO, O]9 CHUXXEHWUSA HarpysKu Ha CepBep WUAN BUPTYaANbHYIO
MallMHY 3aKasumKka, 3aka3uuMk o006a3aH NpeanpuHATb Mepbl MO COKPbLITUKD (HepasrnaweHuio)
dhakTnyeckmx IP-agpecoB cepBepoOB W BUPTyaNbHbIX MaWWH, 008 KOTOPbIX OCYLECTBAAETCS
dunbTpaumsa Tpaduka.

5. MHBIE YCNOBWA, MPUMEHUMBIE K YCITYTAM

BO3MOXHble BMObl MOAKAIOYEHNS [ UBMEHEHUSA [ OTKAOYEHNS YCAyr:
MocpencTeoM nognmcaHmsa 3akasa.

BO3MOXHbIN NOPAAOK pacyéTos no Ycnayram:
MocTtonnara.

Bo3MoXHble crnocobbl onnaTtbl / NOPSAAoK NononHeHua banaHca:
OnnaTta B 6€3HaNMYHOM NOPALKE HA OCHOBAHMWM BbICTaBNEHHOro MicnonHUTeneM cyéta.

4 B cnydyae 3alWuMThl BMPTYyasbHOM MalUMHbl, pa3MellaeMon B TeHaHTe 3aKasuyuka Ha 6a3e MHPacTpyKTypbl, B KayecTBe COOTBETCTBYIOLLErO
MexceTeBoro akpaHa (firewall) MoxeT 6bITb MCNOMb30BaH M COOTBETCTBYIOWMM 06pa3oM HacTpoeH Edge Gateway.
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