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MPUNOXEHWE N2 1.CRS.3
K Jorosopy

OMUCAHVE W1 YCNOBUS MPEOOCTAB/IEHUS YCIVT
3ALLVTA OT DDOS-ATAK (STORMWALL)», «3ALLUTA BEB-MNPUOMEHWMN
(STORMWALL)»

1. OBLWAA NHOOPMALMA N ONMNCAHWE YCNYT

Ycnyra «3awnTa ot DDoS-artak (StormWall)» - ycnyra no 3awmte oT atak oTKasa B 06C/yXXMBaHUU UMN
DDoS-aTak cepBMcoB! 3aKasuuka, AOCTYMHbIX Mo npoTtokonam HTTP, HTTPS uau MHbIM NPUKNaAHbIM
npoToKonaM, nogeep>xeHHbiM DDoS-aTakam.

Ycnyra «3awmTta Beb-npunoxeHnn (StormWall)» - ycnyra no ¢punbTpaunm Beb6-Tpadumka ona 3aWwmuTbl oT
aTak, HanpaB/ieHHbIX Ha 3KcnayaTauuto ysassumocter WEB-npunoxeHun (pyHkuma Web Application
Firewall, WAF). Ycnyra «3awmTa Be6-npunoxxeHnn (StormWall)» npegoctaBnaercs 3aka3ymMkam TONbKO
COBMECTHO C ycnyron «3awmuTa oT DDoS-atak (StormWall)».

Ycnyru npenocTaBnaoTca B coTpynHuvectee ¢ OO0 «CTOPM CUCTEMC» (6peHp StormWall, panee -
MapTHep) U Ha 6Ga3e ero ob6nayHoro peuweHus? no 3awmuTte ot DDoS-aTak M aTak, HanpaBAEHHbIX Ha
aKcnnyaTaumio yassumocten WEB-npunoxeHun.

2. OMWUCAHUE YCNVYTU «3ALLUNTA OT DDOS-ATAK (STORMWALL)»

O6wune xapakTepucTukn Ycnyru:

NpefocTaBnaeTca MNocpencTBoM MaMeHeHuss DNS-3anmncein MHTEPHET-CepPBMCOB 3akasuyMka C LENbio

HanpaB/ieHMs BCeX 3anpocoB Ha obopynoBaHue McnonHutens.

npu cpabaTblBaHMM 3aWMTbl peann3oBaHa oTnpaBka E-Mail-ysegomneHnini o HavaBwenca wu

npexkpaTMBLUENCA aTakKe.

Ycnyra obecneymnBaer:

— CKBO3HYIO nepepavy Ha obopynoBaHue 3aKkasumka IP-agpecoB MCTOYHMKOB 3aMpocCosB;

— BO3MOXHOCTb NPOXOXaeHuns npoTokona WebSocket ¢ HAacTpPoOMKoM COOTBETCTBYIOWMX NOPTOB;

— becnpenATCTBEHHYO PaboTy NeranbHbIX NOUCKOBbLIX BOTOB M HE OKAa3blBAae€T BAUAHMA Ha MOKa3aHus
AHpeKkc- n Google-MeTpMK B YacTU MCTOYHMKOB Mepexoda OaXKe B pexxume GunbTpaummn ataku. Mpu
3TOM MOMHOCTbIO MCKJIIOYEHO BNMSIHME 3aWMTbl Ha TakKMe MNOKasaTenu, Kak UYMCNO BHYTPEHHUX
NepexofoB, YNC0 OTKA30B M MPOAO/IKUTENIbHOCTb CECCUU;

— He MeHee 5 Touek ouncTkm Tpaduka no mupy B CLUA, EBpone, Poccunckon depepaunm, LleHTpanbHOM
A3nun n B Kutae.

BkntoyeHne pexunma BNOKMPOBKM aTakM U OYUCTKM Tpaduka ocCywecTBNSEeTCA aBTOMaTUMYECKM npu

OBGHapyXXeHUM CUCTEMOM MOHUTOPMHra WcnonHuTens aTaku, HanpaB/eHHOW Ha WHTepHeT-pecypchl

3aKasyurka, a Takxe Npu NocTynuBLIEN 3aaBKe OT 3aKasuumka.

noggepXMBaeT aBTOMATUYECKYlD YCTaHOBKY 6GecnnatHbix Let’s Encrypt SSL  cepTtudukaros,

npepocTaBnsaeMbix VIcnonHUTeNnemM.

TexHnYecKne XxapakKTepucTmkn Ycnyru:

3awmnTa oT CNefyrowmx TUMNoB aTak:

— TCP-¢nya (Bkntovasa SYN ACK reflecton flood, TCP ACK flood, TCP fragmented attack);

— SYN-dnyp (Bkntouasa Spoofed SYN flood);

— UDP-¢nyn (Bkntoyaa DNS/NTP/SSDP amplification, UDP fragment flood);

— HTTP/S-dnyn (POST/GET bot attack, SlowLoris);

— ICMP-obnyg (Bknovaa Smurf attack, Ping of Death);

— ®nyn opyrumMn npotokonamu (GRE flood etc.);

— 3anonHeHue nonocsl nponyckaHusa (volumetric flood).

Ycnyra obecneymnBaer:

— ¢unbTpaunto kak HTTP, Tak n HTTPS Tpaduka c packpblTUEM NPUBATHbLIX Koyen SSL;

— nopgepXKy npotokona HTTP/2 6e3 nepek/ioyeHnss KIMEHTOB C NOAAEPXKOW npoTtokona HTTP/2 Ha

B6onee cTapble BepCMM NPOTOKONA;

6anaHCMpPOBKY Harpy3Kn Mexay nya0M OCHOBHbIX U pe3epBHbIX O3KEHO0B;

—  K3WWpoBaHMe ana HeobxoaMMbIX pacliMpeHuin pannos;

3awwmnTa Ha ypoBHe obopyaoBaHmsa McnonHutens:

— obecneymBaeTca 3aWuMTa OT aTak, MMEET TeXHUYECKYI BO3MOXXHOCTb noaasneHnsa (rpybomr o4YncTku)
aTaKM eMKOCTblo He MeHee 2,5 TouT/cek;

13pecb U fanee no TEKCTY AOKYMEHTA MOA «CepBMCaMmM 3akasumMKa» NoapasyMeBatoTcsa ntobble CepBUCHI, JOCTYMHble Mo npoTokony HTTP, HTTPS
VAN UHBIM NPUKNaAHbIM NPOTOKONAaM, NoaBepxeHHbiM DDoS-aTtakaM, B TOM yucie, HO He orpaHuymsasacb WEB-caliTamMu, LOMEHHbBIMU UMEHAMMU,
VHTepHeT-Mara3nHamu u npoynmun WEB-cepBrcammn 3akasyumka.

2T.e. 6e3 HeobxoANMOCTH YCTaHOBKUW NpPOrpaMMHoOro obecneyeHns Ha cepsepbl 3aKas4yuka.

CtpaHunuya 1 n3 8


mailto:info@sbercloud.ru

3.1.

3.2.
3.2.1.

3.2.2.

3.2.3.

3.2.4.

obecneynBaeTca TOHKAaA NakeTHas GUNbTPaUNA TpaduKa CO CKOPOCTbIO He MeHee 1200 Méut/c.

3. MOPAOOK AOCTYNA K VYCINVYTE «3ALWLUNTA OT DDOS-ATAK (STORMWALL)»

3aKa3uyMKy MpenocTaBnaeTcs NUYHbIA KabuHeT M APl Ona ynpaBneHMa YCcayroin C BO3MOXHOCTbIO
M3MeHeHUa 3almnTbl (B TOM YMC/e ee OTKIOYEHUSA), MOPOroB ee cpabaTbiBaHUA, 63KeHO0B, MapaMeTpoB
NPOBEPKM AOCTYNHOCTU BG3KEHA0B, CEPTUDMUKATOB U MPUBATHBLIX KOUYel, YepHbiX U 6enbiX CrUCKOB,
UCKOYeHMa No Tunam dainoB, UCKNOYEeHUS Mo NoKaunam.

JINYHbIN KabuHeT Ycnyru npefoctaBnseT 3akasumky cnepyloume GyHKUMOHATbHbIE BO3MOXHOCTHU:
ynpaBfeHne noporamMmun (MMMmnTammn) ana obHapyXXeHua aTak:

Mo KoNM4YecTBy 3aNpOCOB B CEKYHAY;

Mo % COOTHOLLEHUIO 3aNPOCOB, 3aBePLUEHHbIX C OWMBKaMM Ha NoA3alWMTHOM CepBuUce;

Mo cKOPOCTU yBeNMUYEHUS BXOAaLLero Tpaduka;

BO3MOXHOCTb HacTPOWKWU UHAUBUAYANbHbIX NOPOroB A18 610KMPOBKK IP-agpecoB nNo KOMUYecTByY
3a6/10KMPOBaAHHbIX 3aNPOCOB M 3aNpPOCOB B onpeaeneHHble o6nacTn web-npunoxeHus (Location);
BO3MOXHOCTb HACTPOMKM MaKCMManbHOW MPOOO/IKUTENbHOCTU aTaku, a Take YynpasneHue
ycnoBuaMK 3aBeplueHua (obpaTHOro nepexoja M3 pexuma akKTUBHOW GUAbTPaLUU B PEXUM
obHapyxeHuns).

B nuyHOM KabuHeTe Ycnyru NpuCcyTCTBYIOT CIeayiolne BO3MOXHOCTU:

Bbi6op onpeneneHHoro LoOMeHa/NoanoOMeHa U NepCcoHanbHas HAaCTPOMKa ANA KaXXAoro canTa

BO3MOXXHOCTb MOCTPOEHUSA Pa3INYHbIX FrPaPuUKOB:

o  3anpocoB K CalTy C BO3MOXHOCTbIO Bbl6opa T1na oTobpa)kaeMblix 3aMpocoB: obLiee KONNMYeCcTBo
3anNpocoB, paspelleHHble 3anpocbl, M3 K3wa, B 6enomM cnucke, Bcero 3abJ0KMPOBAHHbLIX
3anpocoB, owmnbKu;

o obbeMa Tpaduka c BO3MOXHOCTbIO MPOCMOTPa MHPOPMaLMM 3a AManasoH B 5 MUHYT;

o Mpadukm BpemMeHM OTBETa M KOQOB OTBETA C BO3MOXHOCTbIO MpocMoTpa uHbopMauuu 3a
OmanasoH B 5 MuHyYT ¢ warom 0-50 ms, 51-100 ms, 201-600 ms, 601-1000 ms, 1001-4000 ms;

o Mpadurk KOOOB OTBETA C BO3MOXHOCTbIO MPOCMOTPa MHMOPMaLMK 3a fManasoH B 5 MUHYT;

Bo3MOXHOCTb MacwTabupoBaHua rpadmkKos 3a nepnog 5 MmunHyT, 15 MuHyT, 1 yac, 3 Yaca, 6 4acos,

24 vaca, 3 oH4, Hegensa, Mecsu,;
Tennosas KapTa 3anpocos;

NHpopMaumnsa o ropogax u cTtpaHax, oTkyaa 6biam 3anpockl. OTob6paxkeHne B BUAE CNUCKa U B BUAE

KpYroBoW (CEKTOPHOW) Anarpammsl;

Cnucok 1 Kpyroeas (CeKTOpHasd) AMarpamMMa OCHOBHOWM /lOKauMWeln 3anpocoB C OToOpakeHuem
npoueHTa;

BO3MOXHOCTb CKayaTb /10T 3aNpoCoB;

Bo3MOXXHOCTb ynpaBneHusa pyHkumamm black n whitelist opna onpegeneHHoro gomMeHa/nogaoMeHa,

a MMEeHHO NpocMoTp M fobasneHusa/yganeHns IP agpecos;

BO3MOXHOCTb MpPOCMOTPa WCTOPMKU aTak ANa onpeneneHHOro AOMeHa/nogaoMeHa C BblOoOpoM

KOHKPEeTHbIX Oat n dopmupoBaHnem PDF-oTyeTa B peanbHOM BpeMeHU. [0 KaXaonm aTtake OOJ/KHa

6bITb BO3MOXXHOCTb MNPOCMOTPETb NOAPOBHY MHPOPMaLMIO NO LEeNN aTakuM, NO YPOBHIO aTaku, no

BPEMEHM Hayana M KOHLA aTaku, MOLWHOCTb aTaku, MPOTOKON M 3HAaYEHME Ha MOMEHT aTaku B rps /

bps / cps c noapobHbIM rpadukom. B getanax Tpaduka gonkHa 6biTb MHDOPMaLMa No 3anpocaM Ha

caunt, obbeMy Tpaduka, BpeMeHn OTBeTa, Kofa OTBETa U Ten/jioBas KapTa C yKasaHWeM Ton SIoKauni;

B0O3MOXXHOCTb NpocMoTpa 3abnoknpoBaHHbIX I[P agpecoB n nctopum 610KMPOBOK 3a ONpPefeneHHbIN

nepuvopg, C ykazaHneM BPeEMEHU U NPUYNHbI BTOKNUPOBKU;

Bo3Mo)kHOCTb cMeHbl IP backend agpeca cepBepa/XxoCcTuHra;

Bo3MOXXHOCTb fo6aBneHnss cybakKyHTOB C HAacTPOWMKaMuM MpaB YNpaBfeHMs MOA KaXAbl akKayHT

OTOE/NbHO;

BO3MOXXHOCTb CMEHbl UMEHM JOMeHa/nogaoMeHa 6e3 AONOMHUTENbHbIX NNaT UAM obpaleHnin;

BO3MOXXHOCTb Py4YHON HaCTPOMKN PEANPEKTOB C OQHOIO AOMEHA Ha JpYyroMn.

Bo3MoxHocTb gobasneHmns Websocket

Bo3MoxHOCTb fobaBneHne e-mail agpecoB ona nony4yeHnsa paccbliok 06 atakax

BO3MOXXHOCTb aKTMBaLMW MPOAKTUBHOM 3aliMTbl 4N MPOBEPKM HOBbIX KAMEHTOB MO MEeToAam

location, keepalive coeamHeHuna, ncnonb3osaHuio User Agent u numutam RPS

B nuyHoM kabuHeTe obecneymBaeTcss BO3MOXHOCTb O3HAKOMJIEHMS CO CAMCKOM aTaK 3a YKa3aHHbLIN
BPEMEHHON WHTepBan. Mo Ka)XgoM artake CyWwecTBYeT BO3MOXHOCTb MPOCMOTPETb MoApobHYo
MHbOPMaLMIO NO LLeNn aTaku, No YPOBHIO aTaku, MO BPEMEHM Hayana M KOHLA aTaku, MOLWHOCTb aTaku,
NPOTOKON M 3HaYeHWEe Ha MOMEHT aTaku B rps / bps / cps c nogpobHbIM rpadukom. B getansax Tpadpuka
npefocTaBnseTca nHopmaumsa no 3anpocaM Ha cant, o6beMy Tpaduka, BpeMeHM oTBeETa, KOAa OTBETA U
TensioBas KapTa C YKa3zaHWeM TON NOKauMi.

Micnonb3yeMble pexxmMbl YCyru:

MONHOCTbIO BbLIKAKOYEHA B 3TOM pPeXMMe 3almuTa MOMIHOCTbIO BbIKAOYEHA. HM npu  Kakux
o6cTOATEeNbCTBAX 3alWMTa He ByaeT nepeknovyeHa HY KakuM 13 aBTOMaToB

BbikNloYeHa/aBTO Ona 3anpocoB C 06blYHbIX IP 3awuTa BbIKAOYeHa. Ho ecnau IP HaxoguTtca B
rpennucre, To ypoBeHb 3alluTbl aBTOMAaTUUYECKM MOBLICUTCA OO0 peaupekTa. Ecnu IP HaxoguTca B
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OapKnucTe, To 3aWuTa 6yoeT nosbilleHa A0 MakcuMasnbHol(kanya). Ecnu IP HaxoouTca B 61akaucTe,
TO coegunHeHue 3aKkpoeTca ¢ 418 cTaTycoM.

- PeOupekT/aBTO AN 3anpocoB C 06bIYHbIX IP NpuMmeHaeTca peampekT. Ho ecnu IP HaxoouTca B
rpenmnncTe, To YpoBEHb 3alMTbl aBTOMATM4YeCKM NoBbicuTcsa fo JS Banupaumun. Ecnm IP HaxoguTcs B
JapKnucTe, To 3aWmnTa ByaeT noBbiWeHa A0 MakcMManbHon(kanya). Ecnm IP Haxoautcs B 61aknucTe,
TO coegmnHeHue 3akpoeTca ¢ 418 cTaTycoM.

- JS/aBTO Ana 3anpocoB € ob6blYHbIX IP npuMeHseTca JS Banupauma. Ons IP rpennucta/papkancra
npumeHaeTca JSA. Ecnu IP HaxoguTca B 6G13KIKCTE, TO COeQMHEHME 3aKpoeTca ¢ 418 ctaTycom.

- JSA/aBTO Onsa 3anpocoB € 06bl4HbIX IP npuMeHseTca JSA Banupaumsa. Ona IP rpennucta/gapknmcra
npuMeHsaeTcs kanya. Ecnum IP HaxopuTca B 613aKNNCTe, TO COeAMHEHME 3aKpoeTcs ¢ 418 cTaTycoM.

- Kanua/aBTO Oond BCex 3anpoCcoB NpMMeHsAeTca Kanya

- PepupekT (Redirect) onsa Bcex 3anpocoB NPUMEHAETCA PeaupeKT.

- ]S ona Bcex 3anpocos npumeHsieTcsa JS Banuaaums.

- JSA onsa Bcex 3anpocos npuMmeHsaeTtca JS Banmpaumns.

3aKa3uynky npepocrtaBasdeTca QOCTYN KO BCEM 3amnpocaM, npoxoaduwum 4yepes cuctemy Anti-DDoS, B
peXxume peanbHOro BpeMeHU Yepes NINYHbIN KabuHeT 1 yepes API, c BO3MOXHOCTbIO MOUCKa 1 BbIBOpKHK
3anpocoB, NOCTPOEHUA rpadUKOB Mo 3aJaHHON BbIBOPKE, C UHTEPBANIOM XPaHEHUS 3aMNpPoCcoB He MeHblle
1 Hepenw.

4. OMWCAHWE YCNYTU «3ALLUTA BEB-NPUNOXXEHUIA (STORMWALL)»

O6wMme xapaKTepuUCTUKKM YCnyru:

NOALEPXMBAET PeXXUMbl BIOKMPOBKK («B pa3pbiB») 0bpaTHbIM NpOKCU-cepBep (reverse proxy);
npenocTaBnsaeT pexxnum 610KMPOBKM («B pa3pbiB») AOMYCKAeT BO3MOXXHOCTb YaCTMUYHOrO UMM MOJTHOTO
OTK/0YEeHMA 6NOKMPOBKM HA BPEMSA HACTPONKM YCAYrY UNN PerfiaMeHTHbIX paborT;

MMeeT BO3MOXXHOCTb TEPMUHUPOBaHMNA 3aWwmweHHoro SSL/TLS - Tpaduka (SSL/TLS-offload), B ToM uncne
C pa3MelleHMeM HeCKONbKNX noanep>xunsatowmnx HTTPS WEB npunoxkeHuin (cantos) Ha ogHoM IP agpece,
a 3aTeM ynakoBKM obpaTHO B SSL/TLS coegnHeHune;

MoXKeT aBTOMaTMUYECKN ONpenenaTb CTaTUYECKMN KOHTEHT B TpaduKe MPUNTOXKEHUN, a TaK)Ke OTAENbHbIN
pexum ero o6paboTkm pna obecneyeHMs ONTUManNbHOW MPOU3BOAUTENBHOCTM U MOBbIWEHUSA
3 PEeKTUBHOCTM aHaM3a OaHHbIX B MOACUCTEME YNPABNEHUS U MOHUTOPUHTa;

MoxxeT o06pabaTbiBaTb MacCOBble OAHOTUMHble ONOKMPYeMble 3anpocbl B CNeunanbHOM peXxume
HenocpeacTBEHHO B NoAcMcTeMe 3axBaTa Tpaduka, 6e3 nepegaym B nogcucteMy aHanusa Tpaduka, ans
obecneyeHnsa oNTMManbHOM NPOU3BOAUTENBHOCTU NPK 3awmnTe oT 60T-akTMBHOCTM M DDOS aTak;
obecrneymnBaeT BO3MOXHOCTb KOHTPONSA WCMOJIb30BAaHMA 3alLMULLAEMOro MPUIOXEHUA NErMTUMHBbIMU
nonb3oBaTeNnaMu;

NnoaaepXMBaeT cxeMbl pPaboTbl «pa3pelleHo BCe, YTO He 3aMnpelleHo SBHO», «3aMnpelleHo BCe, YTO He
pa3speleHo ABHO», a TakK)Xe KoMOuHauum obeunx cxem, B 3aBMCUMMOCTM OT paccMaTpMBaeMoON MOAEenmu
Yrpo3 U KPUTUUYHOCTM 3aLUNLLAEMDBIX MPUSTOXKEHWNIA;

obecrneuymMBaeT CBoeBpeMeHHoe oObHapyxeHue GakTopoB KOMMpoMeTauMnm U BO3MOXHOCTb
nocnenyowero paccnefoBaHna MHUNMAEHTOB;

BO3MOXHOCTb pa3geneHus 3anpocoB K CTAaTUYECKOMY W OUMHAMUYECKOMY KOHTEHTY A9 3KOHOMUMU
CMUCTEMHBIX PECcYpcoB, a TAaK)Ke pPecypcoB, TpebyeMblX aHanuUTUKy ans pasbopa cobbiTuin (3anpochbl K
CTaTMYECKMM pecypcam He LOMKHbl 0TOBpa)kaTbCs B KOHCOIM MOHUTOPUHIA);

npenocTaB/seT BO3MOXHOCTb YNpaB/fieHUA NpaBuIaMU MPUHATUA peleHuin (cospaHue, ypaneHue,
neperpynnmMpoBKa) C MOMOLLbIO FrpadmnUecKkoro KoHpuUrypatopa 4Yepes nHTepdenc ynpasneHus.

[lnsa Bcex 3anNpocoB NpuMeHaeTca Kanya.

nopaepXmMBaetT rmbKnMe MexaHM3aMbl aBTOMATUYECKOrOo OBy4YeHUs ONA CHMXKEHUSA 3aTpaT BPEMEHU U
pecypcoB Ha HACTPOMKY NPU BHEAPEHUN U 0BCNYXXMBAHMM B YCNOBUAX YACTbIX U3MEHEHUN dbyHKLWOoHana
3alWMLLaeMbIX MPUTOXEHUN, a TaKXe B YCNOBUAX aKTUBHOTO LUMKNA pa3paboTku (CM. noapobHee HUKe).

TexHnYecKne xapakTepucTukmn Ycnyru:

Moonep)kka cnepyowmx KItoUYeBbiX BO3MOXHOCTEN:

— nopaepxuneaeT npotokon WebSocket, npunoxxeHunsa, ncnonbsywowme NTLM-ayTeHTUPMKALMIO;

— PaboTa c Mcnonb3oBaHMEM CUTHATYPHbIX METOA0B OBHapy)XKeHnsa aHoManums;

3awwmTa oT CneayrLwmnx BMAOB aTak:

— OCHOBHbIX BMAOB aTak Ha Be6-npunoxeHnsa u3 nepedyHs OWASP Top 10;

— Ha npoTtokon HTTP, BKAOYasa aTaku Ha nepenoniHeHne 6ydepa;
CUHTAKCMYECKUX B T.Y4. PasfIMYHbIX aTaK Kfacca injection (BHeopeHMe KOMaHA B nepegaBaemble
naHHble SQL Injection, Code Injection, OS Command Injection, LDAP Injection, Path Traversal n op.);

— «MeTogoM rpybom cuibl», B T.4. NepebopHbIX aTak 1 aTak Knacca «yMHbii DoSy;

— JIOTMYECKUX Ha MPUJIOXKEHMS, B TOM YUC/e OT aTak Ha MexXaHM3Mbl ayTeHTUdMKaAUUM U KOHTpoONs
Ceccun 1 atak Ha BusHec-N0ruKy;

3 B TOM uyucne Hanuume 6a3oBoro Habopa BCTPOEHHbIX CUFHATYpP B KOMMJEKTe MOCTAaBKM ANA 3awuTbl oT yrpos OWASP top 10; nopmpepskka
pacnpoCcTpaHeHHOro OTKPbITOro popMata Beb-curHatyp ModSecurity;
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4.2.4.

4.2.5.
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«BHYTpPM» nepefaBaeMbiX OaHHbIX C MPOW3BOMIbHLIM YPOBHEM B/IOXXEHHOCTU (aTaku Ha 63KeHa,
MeXaHM3Mbl cepuanmsaunmn/oecepnanmnsaumnm n T.m.);

Ha KNMeHTbl BeO-npunoxenun (CSRF, XSS);

0-day u 1-day aTak;

He)xenaTeNbHOM aKTUBHOCTM C NPUMEHEHNEM CPeACcTB aBToMaTu3aunm (3awmnTa ot 60TOB).

BO3MOXHOCTb TMOKOM HACTPOMKM Pa3IMYHbIX TUMNOB Moaenen [Oaa KaXnoro W3 3aluliaeMblixX
NMPUIOXXEHUN, B TOM Yyncne:

onpeneneHna n dunbTpaunum CTaTUYEeCKOro KOHTEHTa;

Banuaoaumu npoTtokona HTTP, BKtoYas KOHTPOJIb 3aro/ioBKoB, cookie n ap.;

PEKYPCUBHOM MOLENM CMHTAaKCMYECKOro aHanu3a 3anpoCOB M OTBETOB C MOALAEPXKOW Pas/INYHbIX
BMOOB C)KaTuAa, KOOMPOBAHMA M CNOCOB0B NepenayYyn OaHHbIX C MPOMU3BOSIbHbLIM YPOBHEM B/TOXXEHHOCTU
JaHHbIX (B YacTHocTM, XML, JSON, BASEG4, GZIP, SOAP);

WCTOYHUKOB — onpepeneHne xapakTepmcTUK UCTOYHMKA HAa OCHOBE NMapaMeTpoB 3anpoca;
onpeneneHnsa Nornyecknx fenctenim (bUsHec-a4encTBnin) B NPUNOXEHUN, NapPaMeTPOB NIOFMYECKMX
LENCTBUM MU X 3HAYEHUN, NOC/IeA0BaTEe/IbHOCTEN AENCTBUI, MPOBEPKN YCNELWHOCTU OENCTBUN;
NOEHTUDUKALMN, ayTEHTUDUKALMN U KOHTPONSA CECCUIM B MPUNOXKEHWUN;

3aWmMTbl OT NepebopHbIX aTak M aTak TMNa «yMHbI DOS» Ha YPOBHE OTAENbHbIX NOrMYecKnx AencTBui
N MPOM3BOJIbHbIX MAapaMeTPOB AENCTBUS;

Hanwnuune rotoBbix Mogenen sanmaaumm npotokona HTTP 1 CMHTAaKCMYECKOro aHanm3a 3anpocoB Ans
TMMNOBOrO BEO-NPUIOXKEHUA B KOMNNEKTE NOCTAaBKMW;

BO3MOXHOCTb PYYHOM TOHKOM HAaCTPOMKM Modenemn oTaeNbHO AN KaX[oro U3 IorMyeckmnx AencTeum
M NapamMeTpoB, B YaCTHOCTM HAaCTPOMKa CUrHATYPHOr o aHanmsa, Mogefiel napaMeTpoB, KOHPUrypaumm
MOAYNA 3aWmnTbl OT NnepebopHbIX aTak;

BO3MOXHOCTb 06Hapy>+<eva cnepylowmx BUAOB aHOMaNuUn:

aHOManum UNM 3HaAYMMbIX [LOaHHbIX Kak B HTTP-3anpocax, Tak u B HTTP-oTBeTax; B pabote
NPUNOXXEHUA Ha OCHOBE HAaCTPOEHHbIX MO3UTUBHbLIX MOAENEN MPUIOXeHMs (COBNaAeHMEe C MOAESbIO
NN HaobopoT — OTK/IOHEHME OT Hee);

paboTbl NPUIOXEHUSA HAa OCHOBE COMOCTaBMEHMA 3HaYeHUI napamMeTpoB HTTP 3anpocoB/oTBETOB C
CUrHaTypaMu aTak;

aHOManu 1 3Ha4YMMbIX NapPaMeTPOB HEMOCPEACTBEHHO BHYTPU B/IOXKEHHbIX AAaHHbIX, NepefaBaeMblxX
no npotokony HTTP 6e3 orpaHM4YeHUn Ha KOMYECTBO YPOBHEWN BIOXXEHHOCTU; B npouecce paboTol
MeXaHW3MOB WAeHTUDMKaALMKN, ayTeHTUdMKauMKn, aBTopuM3auMM MoNb3oBaTeNen U KOHTPoNd
NMoJIb30BaTE/IbCKUX CECCUN;

aHOManuin, CBMAETENbCTBYOWMX O BO3MOXHbIX MOMbITKaxX atak, OCYLECTBASEMbIX «METOA0oM rpybon
cunoly (bruteforce);

HapyweHne OW3HEC-NTIOFMKM MPUNOXEHUS WAN  KOHTPONA BbIMOMHEHUA OU3HEC-NOTMKU  MNYTEM
MCMNONb30BaHUA COOTBETCTBYIOWEN MO3UTUBHON MoAeNnN PaboTbl MPUNOXKEHMUS;

MexaHU3Mbl MOAAB/IEHAN NOXHbIX CpabaTbiBaHWIA, LOCTYMNHbIE 3aKa3unKy:
npenBaputenbHoro ("paHHero") nopaBneHus, 4YToBbl MCKIHOUYMTb BO3MOXHOCTb MX BIUAHUA Ha

chopMmnpoOBaHHbIe MpaBu/ia MPUHATUA PELleHWUI, a TakXe 4Tobbl NpegoTBPaTUTbL MX MoMNajaHue B
NHTEepdENC MOHUTOPUHTA;

ynpouieHHoro ("6bicTporo") nopasneHua WcnonHUTeneM HENoOCPeAcTBEHHO MNpPW  MNpocMoTpe
OMWUCaHWUA BbIABIEHHOM aHOManuu;

BO3MOXHOCTb TOHKOM HacCTPOMKMK Pa3INYHbIX MEXAHWM3MOB OMNpeneNieHnss aHoManui B NPUBS3KE K
OTOEeNbHbIM MapaMeTpaM 3anpoca/oTBeTa UK IOTMYECKUM AENCTBUAM B MPUIOXEHUN.

Bo3aMoxHOCTK paboTbl ¢ HTTP-TpaH3akumnamm:

Hanuuyve HacTpaMBaeMoro MOAyNAs MNPUHATUS PELUEHWMN, NO3BONAIOWErO BbIAENATb 3HA4YMMble
cobblTMa MHbOPMaLMOHHOM 6e30MacHOCTM M MPUHMMATb pPeleHUs OTHOCUTENbHO [afibHEeMWKnX
OEeNCTBMN B OTHOWeHUM HTTP-TpaH3akumi (3anpoc/oTBeT);

YnpaBneHne npaBuaamMum MPUHATUA pPELEeHMN Ha OCHOBE [aHHbiXx 006 ucTouyHuKe (ip-agpec,
nosnb3oBaTenb, id ceccumn) 1 uenn HTTP-TpaH3aKumn (MpUIoXeHune, nornyeckoe (busHec)-gencrene),
a TakXXe 0BHapYy)KEHHbIX B HEM aHOManuax UAM 3HaYMMbIX AaHHbIX;

MoppepikKa creayrolmx BO3MOXHbIX peweHunin: 61okupoBate HTTP-TpaH3akumMoo, nponyctute HTTP-
TpaH3aKuuio, nomMeTutb HTTP-TpaH3aKkuuio, MOanbMUMPOBaThL OTBET;

Ycnyra obnapaet cnegyoowmMn BO3MOXHOCTAMUM aBTOMAaTUYeCKOro O6y‘-IE‘HI/IFII

onpenesieHne U OMNMCaHUe CTaTMYECKOro KOHTEHTa Ha OCHOBE aHalM3a CTaTUCTUKM 3amnpocoB K
3alMLLAEMbBIM MPUTTOXKEHUAM;

NOCTPOEHNE PEKYPCMBHOM MOOENM CUHTAKCMYECKOro aHajliM3a [OaHHbIX 3anpocoB M OTBETOB C
NOALEPXKOM Pas3fIMYHbIX BUAOB CXKaTWUSA, KOAMPOBaHMA U CNocobOB nepenaym [aHHbIX C
NPON3BOJIbHbIM YPOBHEM B/IOXXEHHOCTM (B YacTHOCTU, XML, JSON, BASE64, GZIP, SOAP);

BbIIBIEHNE CUIHATYPHbIX MPaBW/I C BbICOKMM YPOBHEM JIOXHbIX CpabaTbiBaHM (aBTOMaTM4yeckoe
nofaBneHne NOXHbIX cpabaTbiBaHWUIA);

NOCTPOEHMEe MOLENM MAPLIPYTM3aLMM 3aNpPoCoB AN BEO-NPUNOKEHUS;

NoCTpoeHne Moaenen NorM4Yeckmnx AencTBMn B NPUIOXKEHUN N MOAENeN NapaMeTPoOB 3TUX OENCTBUN,
a Tak)Xe nocsegoBaTesibHOCTEN (LenoYek) NorM4yecknx oencTeum;

CtpaHunua 4 ns 8



4.2.8.

4.2.9.

5.1.

5.2.

5.3.

5.3.1.

5.3.2.

5.3.3.

— OueHKa OTKJ/IOHEeHUS MapaMeTpPOB JIOFMYECKUX OeNCTBMN B BeO-MPUIOXEHUM OT CTAaTUCTUUYECKOMN
HOPMBbI;

BO3MOXHOCTW MO BbIMOJIHEHNIO aBTOMAaTMUUYECKOro 0byyeHuns:

— HenpepbiBHOe 0byyeHMe B npouecce GyHKUNOHUPOBAHMSA;

— nepuogmyecKunit 3anyck 3agaHuim no oby4yeHuto No yCTaHOBNEHHOMY PacrnumCcaHuio;

— PYYHOM OOHOKPATHbIN 3anycK 3afaHuin Mo obyyeHuto;

— WHKpPeMeHTHoe (TOMbKO AN U3MEHEHMWN, MPOM3OLWEAWMX C MOMEHTa Npeabliaywero obyyeHus), a
TaKXe 4acTMyHaa pydyHasa KOPPEKTMPOBKA pe3ynbTaToB 0O0ydyeHMs [na OTAENbHbIX CTaTUYECKUX
pPecypCcoB, NOXHbIX cpabaTbiBaHWUM, NOrMYEeCcKUX OencTBUi U T.n. 6e3 HeobxoaMMoCTM NPOBOAMUTb
obyuyeHne 3aHOBO.

Pe3ynbTaTbl aBTOMAaTMYecKoro O6y4YeHMs MOMHOCTbD  UHTEPNPETUPYEMbl U KOPPEKTUPYEMbI

VicnonHutenem.

5. COCTAB, YC/10B/A N NOPAOOK OKA3SAHUA YCNYTU

Ycnyrn pocTynHbl AN 3aKasa Kak Oasa cepBMCcOB 3akasuyuka, GyHKUMOHMpYyowmx Kak B Obnake Cloud,
TaK U B CTOPOHHEN MHDPACTPYKTYpe 3aKasunka.

Monb3yacbk Ycnyramu, 3akasymkK MNOATBEP)KAAET, YTO AOMEHHbIE MMeHa, ANA KOTOopbiX MoAK4YalTcs
Ycnyru, npuHapnexart eMy Ha 3aKOHHOM OCHOBaHWW, NGO OH OENCTBYET OT MMEHU M MO NOopPYyYeHUIo
3aKOHHbIX BNafenbLueB 3TUX LOMEHHbIX UMEH.

Ona nopkntoveHusa Ycnyr «3awmta ot DDoS-atak (StormWall)» n «3awmta Beb-npunoxxeHuin
(StormWall)»:

3aKas4yunk BblOMpaeT TapuU@HbIMA NaH Ha OCHOBaHWM NpennosaraeMon NosoChl NeruTMMHoro Tpaduka,
rapaHTMpPoOBaHHOM  [OCTYMHOCTM  3alMLWAEMbIX CEPBMCOB U HeobXoaMMOW  LOMONHUTENbHOMN
PYHKUMOHanbHoCTN 13 Tabnuubl N2 1;

Mcxoos wu3 BbiBpaHHbIX napameTtpoB Ycnyr (cM. n. 5.1.1.), 3anonHaeT ¢opmy 3akasa Ycayru,
npeacTaB/ieHHyto B npunoxeHun N2 1.CRS.3.A. n HanpaBnaeT e€ MIcnonHUTENo Ha afpec 3/IEKTPOHHOMN
NOYTbl YyNONHOMOYEHHOIO NNLA;

B TeueHne 3 (Tpex) paboumx pHel WcnonHuTenb o6s3yeTcs cornacoBaTbh nNpepoctaBneHue Ycnyr
3aKasyunky nnbo npenocTaBnUTb MOTUBUPOBAHHbIN OTKa3, Npu 3ToM CTOPOHbLI NPM3HAlOT, YTO T.K. Ycayra
ABNAETCA NAapTHEPCKOWN, OTKa3 B €€ NpefoCcTaBieHn MOXeT BbiTb CBA3aH C AeMCTBUSMM NapTHEPA;

B cnyyae cornacosaHus npepocTtasneHusa Ycnyru, McnonHutenb nepepaeT ynNnoJHOMOYEHHOMY Nnuuy
3aKas4ymnKa NorMHa 1 Naponb OT IMYHOro KabmHeTa Ycnyru, pasaMeLlleHHon Ha canTe napTHepa.

Tabn.1. TapudHblie nnaHbl Yenyrm «3awmta oT DDoS-aTak (StormWall)»

[lmana3oH Ha Bbi6op,
BKJIIOYEHHOIO B Tapug

HaumeHoBaHue .
R nerutuMHoro Tpadwuka (nocne Habop onuui, Bxoaawmx B aBoHEHTCKyIO niaTty no Tapudy
oumncTKM, 6e3 yyeta Tpaduka
aTak)
50 M6uT/c
100 MbuTt/c + 3alWumTa OT aTak Ha ypoBHsax L3-L7 mogenu OSl;
- BanaHCMpPOBKa Harpysku Mexay 63KeHaamu;
200 Mé6wuT/c + 3awmieHHbn DNS ansa 3awmwaemMbix 06beKToB;

3awwura canrta ort
DDoS - tapud 300 MbuT/c
Business ONE

» HyperCache CDN (k3wunpoBaHWe CTaTU4ECKMX OObEKTOB B
onepaTMBHON NaMATN GUNBTPOB) U ONTUMU3ALUA 3arpy3Ku

400 M6uT/C caiTta (NyTeM npuMeHeHua npotokona HTTP/2);
» 3awmTa 1 gomeHa 2-ro yposHa 1 go 100 ero
500 Mbut/c NoanoOMeHOB.

1000 MbuT/c

50 M6uT/c + 3alWumTa OT aTak Ha ypoBHsax L3-L7 mogenu OSl;
- banaHcMpoBKa Harpysku Mexxpy 63akeHpamu;
100 M6uT/c » 3awmueHHbin DNS ons 3awmuaeMbix 06bEKTOB;
» HyperCache CDN (KawwunpoBaHue CTaTU4eCcKnx o6beKToB B
200 M6uT/c onepaTUBHOM NaMsTU GUAbTPOB) U ONTUMMU3ALLMS 3arpy3Ku
canTa (nyteM npuMeHeHus npoTtokona HTTP/2);
3awwura cairta ot 300 M6ur/c * 3awmTa 1 gomeHa 2-ro yposHa 1 go 100 ero
DDoS - Ttapud 400 M6uT/C nopaoMeEHOB;
Enterprise ONE - 1 BblgeneHHbIn IP-appec;
500 M6uT/c - DKcnepTHaa nogaepkka AntiDDoS (4aT B NpuUAOXeHUU

Slack nnn Telegram);

+ BO3MOXHOCTb NoaKAoYeHUs 3awwmTbl L7 6e3 packpbiTva
1000 M6uT/C NPUBaTHbLIX KNtoyen SSL/TLS;

+ BO3MOXHOCTb peanu3aumnm HecTaHAAPTHbIX METOAOB
nogknoyeHns (Yepes dmManYecKnin CTolk Unu L2-kaHan).

50 M6ut/c » 3aWwmnTa OT aTak Ha ypoBHax L3-L7 mogenu OSI;
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3awuTa caiTa oT
DDoS - tapuod
Business UNL

100 M6uT/c

200 M6uT/c

300 M6uT/c

400 M6uT/c

500 M6uT/c

1000 M6uT/c

+ BanaHcmMpoBKa Harpysku mMexay 6akeHgamu;

+ 3aWwmuieHHbIn DNS ons 3awmilaeMbix 06bEKTOB;

» HyperCache CDN (k3wnpoBaHMe CTaTU4YeCKMX O6bEKTOB B
onepaTMBHON NaMATN GUNLTPOB) U ONTUMU3ALNSA 3arpy3Ku
canTa (nyteM npuMeHeHusa npoTtokona HTTP/2);

» 3awmTa 100 poMeHOB 2-ro ypoBHSA 1 0o 100 nogaoMeHoB
Ha KaXkabli LOMEH.

3awuTa canrta ot
DDoS - tapud
Enterprise UNL

50 M6uT/c

100 Mb6wuT/c

200 MbuT/c

300 MbuT/c

400 MbuT/c

500 M6uT/c

1000 M6wuT/c

» 3awWwmTa OT aTak Ha ypoBHax L3-L7 mogenu OSI;

- banaHcuMpoBKa Harpy3ku Mexxgy 63akeHpamu;

* 3awmuieHHbIn DNS ond 3awmiiaeMblx 06beKTOB;

» HyperCache CDN (kawunpoBaHue CTaTU4eCKUX 06beKTOB B
onepaTMBHOM NaMATM GUIbTPOB) U ONTMMU3ALMS 3arpy3Ku
canTa (nyteM npuMeHeHusa npoTtokona HTTP/2);

» 3awmTa 100 poMeHoB 2-ro ypoBHSA 1 go 100 nogaoMeHoB
Ha KaXabl OMEH;

-+ 1 BblgeneHHbIn IP-appec;

+ DKCnepTHas nogaep)xka AntiDDoS (4aT B NpuioXeHun
Slack nnwn Telegram);

+ BO3MOXXHOCTb NOAKMOYEHMS 3alWnTbl L7 6e3 packpbiTua
NpuBaTHbIX Knto4ven SSL/TLS;

» BO3MOXXHOCTb peanu3aumm HeCcTaHAApPTHbIX METOL0B
nogkntoyeHns (Yyepes brM3nYecKnin CTolk Unu L2-kaHan).

gaDu;:T(aTICPP;JJDP) 50 Mbwur/c + 1 apeHpoBaHHbIN IP-agpec;
_ rapwd Standard 100 M6uT/c » 3alWnTa OT aTak Ha ypoBHax L3-L5 mopgenu OSI.
50 M6uT/c
100 Mb6wuT/c
200 M6uT/c - 1 apeHpoBaHHbIN IP-agpec;
BD?DU;ET(BB?JZOT » 3aWwmTa OT aTak Ha ypoBHax L3-L5 mogenu OSI;
TCP/UDP) -tapud 300 M6uT/c » Moppep)xka BGP, BO3MOXHOCTb aHOHCA CBOMX afpecoB
. P (6e3 orpaHuyeHunn).
Business 400 M6uT/c
500 M6uT/c

1000 Mb6uT/c

3awumTa cetTm ot
DDoS (BGP u
TCP/UDP) -
Tapud Enterprise

50 Mbut/c

100 MbuTt/c

200 MbuT/c

300 MbuT/c

400 M6uT/c

500 M6uT/c

1000 M6uT/c

+ 1 apeHpoBaHHbIN IP-agpec;

+ 3aWumTa OT aTtak Ha ypoBHsax L3-L5 mogenu OSl;

» Mopoepxxka BGP, BO3MOXXHOCTb aHOHCa CBOMWX agpecos
(6e3 orpaHuyeHunin);

+ JKcnepTHas noppep)xka AntiDDoS (4aT B NMpUNOXXeHuun
Slack unu Telegram).

100 RPS
300 RPS
500 RPS
3awwura canrta ort 700 RPS
» 3awmTa 1 Be6-npunoxeHus;
XaKepckux arak » CUrHaTYpHbI aHanuM3 1 aHanms3 NpPoToKOoNa;
nomolubio WAF - 1000 RPS p : ’
Tapud T1 » ba3oBbI aHann3 noBeneHus;
1500 RPS » 2bdeKTMBHOE NogaBNEHME NOXHbIX cpabaTbiBaHWUIA;
(mLoCTynHa ToNbKo
TTo7] SERERE » ba3oBble BO3MOXXHOCTM NMYHOro KabunHeta WAF;
P 2000 RPS » ba3oBble BO3MOXHOCTM XpaHEHUS OaHHbIX WAF;
VeI ECIEARD E7F - ba3oBas TexHM4eckasa nogaoepxka WAF
DDoS-aTaK) 3000 RPS RAep :
5000 RPS
7000 RPS
10000 RPS
100 RPS
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6.1.

300 RPS

500 RPS
700 RPS
3awmra cauta ot
®yHKUMoHan cornacHo Tapudy WAF T1 1 gononHUTENbHO
1000 RPS
XaKepcKux aTak C K HEMy:
nomolubio WAF -
1500 RPS + AHanu3 noseaeHns Ha ocHoBe BU3HeC-NornKK;
Tapud T2
(LOCTYNHA TONBKO * lONONIHUTENbHblE BO3MOXHOCTU MO aHan3y KJIMEHTCKOro
AOCTYy! 2000 RPS OKPYXXEHUS;
npu 3aKase
Y —— » JononHUTENbHbIE BO3MOXHOCTU IMYHOIO KabuHeTa;
DDgS-aTallg 3000 RPS * DKCNOPT AaHHbIX B SIEM-cucrtembl.
5000 RPS
7000 RPS
10000 RPS
100 RPS
300 RPS
500 RPS ®yHKUMOoHan cornacHo Tapudy WAF T2 1 fononHUTeNbHO
3awura canrta ot 700 RPS K HEMy:
XaKePCKUX aTaK ¢ + BolpeneHHble KOHGUrypaumm gns MakcMManbHO rmbKoro
nomolLbio WAF — 1000 RPS yNpaBnexns;
e » ocTyn K TIMYHOMY KabBMHETY C BO3SMOXHOCTbHO
( gc NHa TONBKO 1500 RPS M3MEHEeHMNSA HaCTPOeK N A0CTYN K ynpasieHuto yepes API;
n,u. " ?;Kaae + GopMUpOBaHME KaCTOMU3NPOBAHHbIX aBTOMATUYECKUX
P 2000 RPS OTYeTOB;
LT ) i * TMBKMe BO3MOXXHOCTM MHTErpaLnmn C BHEWHUMWU CUCTEMDI;
DIZR 2 3000 RPS » lONONHUTENbHbIE BO3MOXXHOCTU XPaHEHUS AaHHbIX.
5000 RPS
7000 RPS
10000 RPS

3awuTta ot DDoS
LOMOMHUTENBbHOTO
LOMeHa Ha
Tapude Business
ONE

3awuTta ot DDoS

LOMNOJIHUTENBHOrO
LOMeHa Ha
Tapude

Enterprise ONE

3awuTta ot DDoS
LOMONMHUTENBbHOIO
IP-agpeca

3awmTa camta oT
XaKepCKMX atak c
nomolLlbto WAF
LOMOSTHUTENbHOTO
Be6 npunoxeHus
Ha Tapude T1

3awmTa camta oT
XaKepcKux aTak c
nomolLlbto WAF
LOMOSTHUTENbHOTO
Be6 npunoxeHus
Ha Tapude T2

3awuTa canTta ot
XaKepCcKux aTak c
WAF
LOMOJTHUTENIbHOTO
Be6 npunoxeHus
Ha Tapude T3

6. TAPUDUKALINA YCIYTU

PacyeTHbIM NeprogoM aBnaeTcs KaneH,u.apruZ Mecqau.
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6.2. OnnaTa 3a YcnyruM coctouT M3 GUKCUMPOBaHHONM onnaTbl Mo Tapudy M nepeMeHHoMn (3a MpeBbllleHue
NErnTMMHOM NPOMNYCKHOM CMNOCOBHOCTM) YacTen.

6.3. PazMep GUKCMpOBaHHONM NnaTbl, ONpenensaeTcsa Ha OCHOBaHUM BbiIbpaHHOro Tapuda.
6.4. CyMMa exeMeca4HoM onnaTbl COCTOUT U3 GUKCMPOBAHHOWM onnaTthl No Tapudy 1M onnata 3a NpeBbllleHne
npenonayeHHon NernTMMHOM NPONYCKHOM cnocobHocTn. MopMyna pacyeTa CTOMMOCTU:
Ecnn Y> R

P=(T+F*(YR)), roe:

P ExxemecsiuHbI nnaTex 3a Ycayry.

T LleHa 3a 1 mecsiy, nofib30oBaHUsa no Tapuady.

F LleHa 3a 1 M6uT/c npeBbllWeHMa yka3aHHas B Cneundukaummn B MpunoxxeHnn 1 k orosopy.

R JlerntMMHaa nponyckHaa cnocobHOCTb, BKIOYEHHAsA B MOAMMUCKY.

Y DaKTUYEeCKM UCMNOSIb30BaHHAsA NErnTMMHas NPOMYCKHAs CnocobHOCTb no 95 nepueHTUNO 3a
pacyeTHbI nepuofd. JlerMTuMHaa nosioca NPOMNYCKaHWUA, BKIOYEHHAa B YCIyry, MoXeT OblTb
npeBbileHa Ha 36 4acoB 3a Kaxabl OTyeTHbIM nepuofg (5% BpeMeHu B Mecsau). Mcnonblyemas
nosioca NpPonyckaHua naMepsieTca AeeHNeM KONMYecTBa NepefaHHbiX AaHHbIX HAa 5-MMUHYTHbIN
nHTepsarn. Mo okoH4YaHuUM OTYETHOro Nepuofa 5% oT MaKCUMMalbHbIX 3HAYEHUN YOANAOTCA. 3aTeM
M3 ocTaBwmxca 95% BbibMpaeTca MaKCMManbHOE 4YMC/IO, KOTOPOE WMCMOoMb3yeTca Oaa pacyeTa.
MN3MepeHune nponcxogmt no gaHHbiM ACP napTHepa 1 B COOTBETCTBMM C AaHHbIMU MOHUTOPWUHIA Ha
CTOpoHe McnonHutensa.

7. WHbIE YCNOBUA, MPUMEHNMBIE K YCITYTAM

7.1. BO3MOXHble BMUObl MOAKIOYEHNS [ UBMEHEHUS [ OTKAOYEHNSA YCnyr:

7.1.1. MocpencTBoM nognucaHmna 3akasa“.

7.2. BO3MOXHbIN NOPAAOK pacyéTos no Ycnayram:

7.2.1. MocTonnara.

7.3. Bo3MoOXHble crnocobbl onnaTtbl / NOPAAOK NononHeHua banaHca:

7.3.1. OnnaTa B 6@3Ha/IMYHOM NOPAAKE HAa OCHOBAHWM BbICTaBNEHHOTO McnonHuTenem cYéTa.

4 C y4éToM 0CcOBEHHOCTEN, U3MTOKEHHBIX B pa3aenie 6 HacToawero MNpuioxeHus.
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