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MPUNOXEHUE N2 1.MLS.1.
K Jorosopy

OrNnMCAHME N YCI1O0BUA NMPEOOCTABJIEHNA
YCITYT U «ML SPACE»

1. ObBLWAA UHOOPMALUA U ONMUCAHUE YCITYTU

Ycnyra npegoctaBnseTr goctyn K ML Space, KoTopas obecneyvBaeT NOMHbIM UUKA ML-pa3paboTku u
coBMecTHylo paboTy komaHpg Data Scientist. Ycnyra npepocTaBnseTca Ha 6ase  3aWMWeHHOM
NHdpacTpykTypbl ML Space, Mepbl 3alWuUTbl KOTOPOM NpUBEAEHbl B ONMCaHMK YCnyru.

Ycnyra cocTouT U3 cnefylolmnx KOMNOHEHTOB - COMYTCTBYOLWMX YCAYr:

. ML Space Deployments?;

. ML Space Environments? (Bk/ito4as nogycnyry npegoctaBfieHms goctyna K ML Space Spark);
. ML Space Data Catalog;

. ML Space AutoML.

[na okaszaHua Ycnyru 3akasdynky Heo6xoaMMbIM YCIOBUEM ABNSETCA HaAUYmMe y Hero (Ha ero niaouwaake)
NnoaKIto4YeHMa K ceTu NHTepHeT, 4oCTaTOYHOro Ansa apheKTUBHONM 3arpy3ku AaHHbIX Ha CEPBEp, a TaKXe
Hannume cob6CTBEHHbIX AaHHbIX.

[na nogknoyeHua K Ycayre 3akasumMkK MOXeT BbiB6paTb OANH UTM HECKOMbKO TUMOB MNOAKIOYEHNS:

Tabn.1. Tunbl noaknyeHnsa kK Yenyre

Tun nogkalouYeHUs OnucaHue

MpeanonaraeT fornMyeckoe noakYeHve K obuwemy AOna Bcex
3aKka3unkoB YCNyru KaHany nepegayun gaHHbix. CKOpOCTb CeTeBoro
coeanHeHus ans Kaporo  3akasyuka He  saBndeTcH
rapaHTUPOBAaHHOM U 3aBUCUT OT 3arpy)XeHHocTu obuero KaHana
nepepayu gaHHbIx (Ycnyra npenocTaBasercs no yMo/yaHuio).
NHTepHerT (shared) Mpu nopknloyeHUn yvepes obwmin KaHan WHTepHeT 3axasumky
npepoctasnsetca 6a3o0Bas  3awmTa MHDOPMALMOHHbBIX CUCTEM,
pasMelaeMbix B NMHdpacTpykType Obnaka Cloud, ot DDoS-aTak Ha
KaHa/lbHOM YPOBHeE.

MoaknyeHne yepes obLWmMn KaHan

Mo3Bondet ob6ecneynTb B3aMMoOOeNCTBME ceTell 3aKasumKka C CeTbio
B 0o6nake C MOMOLLbIO BblAENIEHHbIX KaHaNoB CBA3M CTOPOHHEro
nposaraepa. ONUMOHANbHO, C MOMOLWbBI [AHHOIO CUeHapusa, K
Ycnyre 3aka3umKka MOXKeT BbiTb MOAKIOUYEH a/lbTePHATMBHbIN KaHan
B ceTb WHTepHeT. [ON8 [aHHOTrO MOAKMAOYEHUA MOryT 6biTb
MCNONb30BaHbl BblAeNeHHble KaHanbl 3aKa34ynKa, OpraHM30BaHHbIE C
MCNONb30BaHWEM  «TeMHOM onTuku» (Ycayra onfaymBaetca
OTAENbHO).

MopkntoyeHne Yyepes HpﬂMOV‘I KaHan ceBAa3n

2. OINWUCAHUE DEPLOYMENTS

Ycnyra Deployments npeactaBnaeTr cobon Beb-ycnyry aona apdektuBHon cbopkn Docker-obpas3oB Ha
6ase mopenei MawwuHHoro u Fnybokoro obyyeHmnsa (MAK C gPYruM dyHKULMOHANOM), a TakKxe ONsa ux
JanbHenwero pasBopadnBaHusa B O6nake Cloud B Buae MMUKPOCEPBUCOB CO CreHepuMpoBaHHbIM API.
3aKa3uyMK MOXeT pa3BepTbiBaTb MOAENM WCKYCCTBEHHOrO WHTeNnnekta Ha 6ase WHdbpacTpyKTypsl
NcnonHutens u ycnyru Deployments ana ganbHenwero BHeapeHua ux B dyHKUUM, BU3HEC-npouecchl
NN MUKPOCEPBUCHI.

[na npenocrasieHus ycayru 3akasumky HeobxoamMMbiM YCI0BMEM ABNAETCA HaNMuMe Ha ero njouaaxe
NOOK/IOYEHUS K ceTu MIHTepHeT, [oCTaToOYHOro AN 3bdOEeKTUBHOW 3arpy3ku OaHHbIX, MOJenen unu mux
NPOM3BOAHbIX (HanpMMep, YEKNOUHTOB MOAEeN U CepUanmM3oBaHHbIX Mofenein) Ha cepeep.

3aKas3unKy [Onsa YCnewHoW peanusauum BbiBOAA MOLENIeEN WCKYCCTBEHHOrNO WHTENNeKTa B Buae
MWKPOCEPBMCOB MNPEenoCTaBNAeTCA BO3MOXHOCTb COopku o06pa3a c nobbim nporpaMMHbLIM
obecrnevyeHunem, pythOﬂ-6VI6J'IVIOTEKaMVI M cnocoboM B3aMMOAENCTBMA C MOAENAMMU MCKYCCTBEHHOIO
MHTEeNNeKTa.

B pamKax Ycnyru 3aka3unk MOXeT CaMOCTOATENIbHO OTCNEXUBATb U YNPaBNATb COCTOAHMEM pa3BePHYTbIX
Mopaenen.

CospaHue, KOHOUTrypaumnsa 1M pasBopayMBaHne MopeNiel MCKYCCTBEHHOMO MHTENIeKTa OCyLLecTBseTcs
HaNpPAaMYyo 3aKa3unKomM.

1 paHee HauMeHoBaHMe ycnyru ML Space Deployments - «Model Inference».
2 PaHee HavMeHOBaHMe ycnyru ML Space Environments - «Model Training».
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2.6.

2.7.

2.8.

2.9.

2.10.

3.1.

XpaHeHVe, WCMNOoNb30BaHUE U TapuUbMKALUSA XPaHEHWUS [OaHHbIX OCylecTBnsaetTca B OObeKTHOM
xpaHunuuwe S3 Data Catalog B pamkax ycnyrmn Data Catalog.

Ha PucyHke 1 npuBepgeHa oblaa ynpolleHHaa cxeMa B3ammopenctemsa ¢ ycnyron Deployments c
yOaneHHoM nnowaakmn 3akas4dmnka (C ykasaHMeM 30H OTBETCTBEHHOCTM):

v
XpaHunuwe
obpasos

C6hopuymk
obpasos

X VPN unu uHtepHet

Al mogenb

3aKasumk
SKzemnnap SKk3emnnap
o Mukpocepsuca [«—>» Murpocepsuca
& API c Al mogenbio c Al mogenbto
(VPN uau uHtepHert)
AC 3aKasuunKa
I'Inou.l,ap,xa 3aKas4yuKa cLouD

PucyHok 1: Cxema B3auMo[esicTBusa 3aKasqynuka C YCayramu pa3BopadynBaHua mMogesievi MatmHHoro v
r71y60Koro oby4eHusa Ha MoLHOCTAX Kiacrepa Deployments.

B 30He oTBeTcTBEHHOCTM McnonHutens Haxogutcs GYHKUWMOHMPOBAHME CEPBEPOB C Pa3BEPHYTbIMMU
MOAENAMU UCKYCCTBEHHOTO MHTENNEKTa, GYHKLMOHUPOBAHWE BbIYMCANTENBHOrO Knactepa, O6bekTHOro
XpaHunuuwa S3, a Takxe npoyen MHbpacTpyKTypbl.

TexHu4yeckoe onucaHue peweHua Deployments:

Tabn.2. TexHnyeckoe onucaHme peweHunsa ycnyru Deployments

Ycnyra peanusyetca cpepctBaMu Beb-mHTepderica, BHYTPEHHEro
docker registry, cbopwmnkom obpasoB n komnnekcom KFServing /
Knative / ISTIO/ Kubernetes. C Mx NOMOLbIO, @ TaKXe NPOrpaMMHbIX
6ubnunotek, nonb3oBaTenb WMeeT BO3MOXHOCTb cobupaTtb M
pasBopayMBaTbh MOAENM WCKYCCTBEHHOrO WHTeNNeKTa B Buae
MUKPOCEPBUCOB.

MporpamMmMHas nnatdhopma

BbluncneHusa n obcyeT 3aaay OCyLWecTBNAETCA Ha NpefoCcTaBnsaeMon
3aKa3yuKy B paMKax pecypcoB knactepa Christofari, a Takxxe ppyrux

AnnapaTtHaa nnatdopma
pecypcos Obnaka Cloud.

CKOPOCTb 3arpy3Ku AaHHbIX Ha nnowaaky icnonHutens orpaHnyeHa
NPOMNYCKHOM CNOCOBHOCTbO KaHana poctyna B WHTepHeT u3
MHbpacTpyKTypbl 3akaszumka o O6naka Cloud, a TakKe CKOPOCTbIO
YTeHus gaHHbIX ¢ CX[O McnonHutens.

TexHMYyeckne 0Cco6eHHOCTU U orpaHun4yeHunda

[na napameTpoB Deployments ycTaHaBnuBatoTCa crepylolime obune sHayeHus:

Tabn.3. O6bwume 3HayeHMa napameTpoB ycnyrmu Deployments

Onucanue MuH. 3HaYeHue Makc. 3HayeHne

KonunyecTtBo yTununsnpyembix B paMKax
BbluncneHna 3apayn GPU-cekyHpg Ha
knactepe Christofari

(GPU-kapT V100 1 A100)

1 GPU-cekyHpa NVIDIA Tesla V100
nnn A100 B KoH@Urypaumm DGX-2
nnn DGX-A100

B cOOTBETCTBMU C KOIMYECTBOM
cBobogHbix GPU Ha knacTepe
Christofari

KonnuyecTBo yTunusmpyembix B pamkax
BblyncneHusa 3agaym GPU-cekyHf

1 GPU-cekyHpaa

B cOOTBETCTBUM C KOMNYECTBOM
cBoboHbIX GPU

Konun4yecTtBo yTMnmMsmpyeMbix B paMKax
BblymncneHusa 3agaym CPU-ceKkyHf,

1 CPU-cekyHpa

B COOTBETCTBMU C KONMYECTBOM
cBobopHbIXx CPU

3. OINUCAHUE ENVIRONMENTS

Environments npepoctaBnser 3aka3uuky cpeny paspabotkum u paboume OKpyxKeHua (BKo4as

OKpy)XXeHua Ha b6ase docker-o6pas3oB 3akasumka), B ToM yucne c Jupyter Notebook (Bkntouas ycnyry
npepocTaBneHus goctyna kK ML Space Spark nocpenctsoMm ycnyrn Environments, Habop MHCTPYMEHTOB
019 XpaHeHUsa AaHHbIX B O6beKTHOM xpaHunuue S3 n boicTpom xpaHunuuie NFS, Habop MHCTPYMEHTOB
ona npenobpaboTKM faHHbIX, @ Tak)Ke Habop WMHCTPYMEHTOB M OMGNMOTeK ANS 3anycka 3agad no
WCNONMHEHUIO Kopa obyyeHna Mopgener MawuHHOro w  rnybokoro o6yyeHMss Ha pecypcax
cynepkomnbtotepa Christofari (a Takke Ha npouux pecypcoB O6naka Cloud - no ycMmoTpeHuto
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3.2.

3.3.

3.4.
3.5.

3.6.

3.7.

3.8.

3.9.

3aKa34ymnka) ¥ MOHUTOPUHTra npouecca obyyeHnsa. C noMoLbio Ycnyrm 3aka3umk MOXeT BeCTH pa3paboTky
Mopfenen n NPon3BOANTb YCKOPEHHYH MOArOTOBKY AaHHbLIX (B TOM YMcie npu nomMowm npenobpaboTku
[OaHHbIX Ha knacTtepe Spark) n obyyeHne mogenen Ha 6onbwnx o6beMax faHHbIX, 61arogaps MOLWHOCTAM
CynepKoOMMblOTEPA N BbICOKOMNPOU3BOAMUTENbHLIM rpadnYeckmuM YyCKOPUTENSAM.

3aKa3unKky ANsa ycnewHoW peanusaumm 3apgadm obydyeHusa Mopenen Ha 6onblwmx obbeMax [aHHbIX
npenocTaBaeTca BO3MOXHOCTb 3arpy3ku M XpaHeHuUs AaHHbix B O6bekTHOe XxpaHunuwe S3, a Takxke
BO3MOXHOCTb MOAK/OYEHUSA K STOMY XpaHUNulLy Kak u3 Jupyter Notebook’a, Tak M 13 knactepa, Ha
KOTOpOM ByaeT BblYNCIATLCA 3afa4a 06yYeHMsa Moaenu.

Ona okasaHua Ycnyru 3akasuyuky HeobxoauMMbiM YCNOBMEM HABNAETCA Hanuuue Ha ero njaowaake
noaKto4YeHmsa K ceTu NHTepHeT, AoCcTaToYHOro Ansa apheKTUBHONM 3arpy3Ku AaHHbIX Ha CEPBEp, a TaKXe
HaNnymnsa coBCTBEHHbIX AAaHHbIX ANA 06yYeHnsa Momdenu.

B paMKax Ycnyru 3akasumk MOXeT CaMOCTOATENIbHO OTC/IEXNBATb COCTOAHME 3aAaHMn 06ydyeHnsa Moaenu.

XpaHeHue, wucnonb3oBaHne, Tapudukauusa xpaHeHus B OObeKTHOM xpaHunuwe S3 u bboicTpoMm
xpaHunuuwe NFS ocywecTBngaetcs B paMkax ycnyru Data Catalog. 3akasuuky onsa notpebnenus ycnyrm
Environments npepoctaBnaeTtca goctyn K O6beKTHOMY XpaHunuuwy S3 B HeOrpaHMYeHHOM pa3Mmepe,
BoicTpoe xpaHunuuwe NFS npepocTtaBnsgeTcs CO CTaHOApPTHOM KBOTOM B KaXXOOM W3 PErvoHos,
npefoctaBnsseMon Ha workspace C BO3MOXHOCTbIO YBENIWYEHUS 4depe3 obpauweHune B TexXHUYecKyko
noanepXKy.

Co3pgaHue, KOHGUrypaums u 3anyck 3amay Ha obydyeHue, cpen ob6yyeHusa, knactepos Spark
ocylecTBnaeTca 3aKka3unmkoM Yepes rnosib30BaTeNbCKUin HTepdeinc ycayru Environments.

Ha PucyHKe 2 npuBegeHa obliaa ynpouieHHas cxemMa B3auMoAencTBua cC ycayramu Environments c
yoaneHHoOM NAowaaku 3akas4ymka (C yKasaHMeM 30H OTBETCTBEHHOCTM):
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PucyHok 2: Cxema B3auMOLENCTBUA 3aKa34ynKa C ycayramm obyq4eHnsa mogesievi MawmHHoro v rriiy6oKkoro
o0byqyeHusa ML Space Environments.

B 30He oTBeTcTBEHHOCTM WMcnonHutenss Haxogutca QyHKUMOHMpoBaHMe CepBepoB C pPa3BEPHYTbIM
Jupyter Server, knactepa Spark, QYHKUMOHMPOBaAHWE BbIYUCAUTENBHOIO KacTepa, OBGBEKTHOro
XpaHunuuwa S3 u bbicTporo xpaHunuwa NFS Data Catalog.

TexHnYeckoe onucaHue peleHns Environments:

Tabn.4. TexHM4yecKoe onvcaHne peweHusa ycnyru Environments

Ycnyra peanusyetca cpegctsamu  Jupyter Server wun  Jupyter
Notebook. [MocpencTBOM Hero W nporpaMmMHbIXx  6ubnunoTtek
nonb3oBaTeslb  MMEEeT BO3MOXHOCTb 3afyckaTb 3agjayM  Ha
BblYMCNIEHMNE Ha KnacTepax.

MporpamMMHan nnatdopma

BbluncneHuns n obcyeT 3a4ay OCyLWecTBSeTCa Ha NPefocTaBnseMon
3aKasuuky B paMkax pecypcoB knactepa Christofari n Christofari
Neo (a TakXe Ha npoumx pecypcax Obnaka B Cloud - no ycMoTpeHuto
3aKasuuka).

AnnapaTHas nnatdopma

CKOPOCTb 3arpy3Ku AaHHbIX Ha niowanky NcnonHuTens orpaHnyeHa
NMPOMNYCKHOM CNOCOBHOCTbIO KaHana pocTyna B WHTepHeT u3
MHPPaCTPYKTYypbl 3aKka3umka fo Obnaka Cloud, a Take CKOPOCTbIO
YTeHus gaHHbix ¢ CXO NcnonHutens.

TexHMYyeckne oCco6eHHOCTU U orpaHun4yeHunda
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3.10.

[ns napameTtpos ycnyru Environments ycTaHaBnuBaoTCa ciegylolme obumne saHauyeHus:

Tabn.5. O6wme 3HauYeHMsa NapameTpoB ycnyru Environments

OnucaHue

MWH. 3HayeHne

Makc. 3Ha4yeHue

Konunyectso YTUNN3UPYEMBbIX B paMkax
BbluncneHms 3agayun GPU (no Tapudy B pamkax
ycnyru lNpepgoctaBneHne gocrtyna kK ML Space
Environments

(o1 1 po 8 GPU))

1GPU

8 GPU

KonunyecTtso YTUNN3UPYEMBbIX B paMKax
BbluMcneHns 3agaun GPU (no Tapudy B pamkax
ycnyru lNpepgoctaBneHne pgoctyna K ML Space
Environments

(o1 9 GPU))

9 GPU

B COOTBETCTBUMU C
KO/IMYEeCTBOM LOCTYMHbIX
GPU Ha MoOMeHT 3anycka
3apgaym Ha
cynepkoMmnbroTepe
(BbIYMCANTENBHbIX
knacrepax Christofari)

Konnyectso YTUNN3NPYEMBbIX B
BblYncneHua 3agaun CPU

paMKax

1CPU

B COOTBETCTBUMU C
KONMNYecTBOM OOCTYMHbIX
CPU Ha MOMEeHT 3anycka

3ajayun

4.1.

Ycnyra Data Catalog npepocTtaBnseT 3aKasuymky BO3MOXHOCTb COBMECTHOM paboTbl,

4. OIUMNCAHUE DATA CATALOG

XpaHeHus,

BEPCUOHNPOBaHNA apTedaKToB A9 MallMHHOro obyyeHns (gatacetos, Mmogenen, nokep-obpasos, kKoaa
nap.).

4.2.

4.3.

Ycnyra Data Catalog BkntovaeT B cebs:

®annoBbln MeHepXep Ha ocHoBe OOGBEKTHOro xpaHunuwa S3 ¢ ynpaBieHMeM npaBaMu [OCTyna
nosnb3oBaTenemn, TermposaHnemM dalnos, BEPCMOHUPOBAHUEM N apxuBaumen Gannos;

bbicTpoe xpaHunuuie NFS 1 TpaHcdhep mexay O6beKTHbIM XpaHUAMLWEM S3 1 BbICTPbIM XpPaHUIULWLEM
NFS;

Data transfer service - KOHHekTOpbl K dannosbiM cuctemam (HDFS, S3 (Amazon, Google Cloud
Storage) u 6a3am gaHHbix (PostgreSQL, MySQL, MS SQL, Oracle DB, ClickHouse), a Tak)e npasuna
N UCTOPUS NEPEHOCOB;

Docker registry - 3arpy3ka, XxpaHeHuWe, 1 MHble CNOCOObl COBMECTHOIO YNPaBIeHMNS KOHTENHEPaMU;
Model u Dataset registry - 3arpyska, XpaHeHWe W WHble Cnocobbl COBMECTHOrO ynpaBfieHUs
MoLensaMu 1 gatacetamu;

OCHOBHbIM XPaHUIULLEM 019 XPaHEHUS OaHHbIX U 06y4eHHbIX Moaenen apnaetca OObeKTHOE XpaHuuLe
S3 Data

Catalog.

Onga ucnonb3oBaHua aaHHbix Data Catalog ong o6yyeHus mogenen yepes cosnaHue OkpyxeHuin (Jupyter

S

4.4.

erver) n 3apgay B Environment Heob6xoauMble faHHble NepeknafbiBatoTca Ha boicTpoe xpaHunuue NFS.

PaboTa C ycnyramMu OCyLLecTBNAeTca 3aKa3uyMKOoM 4yepes Mosib30oBaTeNbCKUi MHTepdenc ycnyrm Data

Catalog n rnaBHoe MeHI0 nnaTtdopMbl.

4.5.

TexHun4yeckoe onucaHme peweHus Data Catalog:

Tabn. 6. TexHnyeckoe onuncaHme peweHunsa ycnyrm Data catalog

Ycnyra peanusyetcs nocpenctBoM  uHTepdenca u APl dannosoro
MeHemyKepa S3, nepeknagyunka gaHHbix ¢ S3 Ha NFS, Data transfer service,
registry n Al marketplace. MocpeacTsoM gaHHbIX Moaynen peanusyertcs
BO3MOXHOCTb COBMECTHOMW paboTbl, XpaHeHWsA, BEpPCUOHMPOBaAHUA
apTedakToB M MHCTPYMEHTOB A8 pelleHns 3agady MawuHHoro obyyeHus
(maTacetoB, mopenen, ookep-obpas3o., Koga u ap.).

MporpamMMHas nnathopma

DaHHble n3 Data Catalog xpaHaTtca B O6bekToM xpaHunuue S3 n boictpom
xpaHunuwe NFS, ncnonb3ytotca B ycnyrax Environments, Deployments u
AutoML. Bbluncnenunsa " obcyeT  3apad ocylecTensgeTcs Ha
npepocTtaBnsemMor 3akasumky B paMkax Ycnyru obnactu  knacTtepa
Christofari n Christofari Neo (a Takxe Ha npouynx pecypcax O6naka Cloud
- MO YCMOTPEHUIO 3aKasumka).

AnnapaTtHada nnatdopma

CKOpOCTb 3arpy3kuM [aHHbIX Ha naowanky WcnonHutensa orpaHuyeHa
NPONYCKHOM  CMOCOBHOCTbID  KaHana pgoctyna B WHTepHeT u3
MHbpacTpyKTypbl 3aka3zumnka o Obnaka Cloud, a Take CKOPOCTbIO YTEHMS
naHHbIX ¢ CXO NcnonHuTtens.

TexHun4yeckue ocobeHHOCTH n

orpaHn4dyeHuna

4.6.

Ona napameTpoBs ycnyru Data Catalog ycraHasnvealoTca cnegyoume obmne 3HayeHus:

Tabn. 7. Obwme 3HauYeHMa napameTpoBs ycnyru Data Catalog

OnucaHue | MuH. 3HaueHne | Makc. 3HadveHue
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5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

6.1.

6.2.

6.3.
6.4.

B COOTBETCTBUMU C
KonuyecTtso ytunmsmpyemoix GB S3 1GB KONMYecTBOM OOCTYNHbIX GB

Ha S3

B COOTBETCTBUU C
Konuyectso ytunmsnpyemblx GB NFS 1GB KONMYeCcTBOM JOCTYnNHbIX GB

Ha NFS

5. ONMUCAHUE AUTOML

AutoML npepoctaBnseT BO3MOXXHOCTb NPOBEAEHNA aBTOMaTMYecKoro obyyeHnsa mogenenn MalMHHOIo
obyyeHnsa nocpeacTBOM B3aMMOOEMNCTBUA C rpaduyeckmm uHTEpdencoM nonb3oBaTens AN 3apaHus
Habopa MCXOOHbIX OAHHbIX, ONpeAeneHMsa 3agadun obydyeHus, 3adaHMa OOMNOMHUTESNbHbIX MapaMeTpoB
obyyeHna U 3anycka 3apgadun obydyeHua. OOyyeHMe npom3BOAMTCA Ha pecypcax WcnonHuTtens.
MonyyeHHble Moaenu MalwmnHHoro obyyeHmnsa MoryT GbiTb pa3BEpPHYTbI Ha pecypcax Ob6naka Cloud, nubo
BbIFPYXXEHbl 3aKa34ynMKOM A9 UCNONb30BaHUA B COBCTBEHHbIX MPUNOXKEHUAX.

C nomouwbto ycnyrn AutoML 3akasumMK MOXeT BeCcTu pa3paboTky Mopenen 6e3 Hanuumsa crneumanbHbiX
3HaHWM B 06/1aCcTM MalWMHHOro oby4yeHnsa, NoaydYaTb METPUKU U OTHETDI, XapPaKTEPU3YIOLWLME MONYYEHHYIO
MOfJeNb, OTCNEXWBATb NOrM oBy4YeHMsa, NOAYyYUTb UTOrOBYIO CEPUANN30BaHHYO MOAefNb, FOTOBYK ONA
pa3BépTbiBaHUA Ha pecypcax McnonHuTena nnbo ona MCnonb3oBaHUA B COGCTBEHHbIX MPUNOXKEHUSAX.

3aKas3unKy Ona ycrnewHowm peanus3aummu 3agadm obydeHus Momenen npepocTaBnseTcd BO3MOXXHOCTb
3arpysku W XxpaHeHus AaHHbix B O6bekTHoe xpaHununuie S3 Data Catalog, a TakXe BO3MOXHOCTb
NOAK/IOYEHUSA K 3TOMY XpaHUNuLYy 13 rpaduyeckoro nHtepdenca nonb3osaTtens.

XpaHeHue, MCNoNb3oBaHME W TapudMKaLMsa XPaHEHMA WM WCMOMb30BaHUA [aHHbIX B OOGbEKTHOM
XpaHunuwe S3 ocywecTenaeTcs B pamMkax ycnyru Data Catalog.

MoTpebneHne W ynpaBfeHME YCAYroM OCyWwecTBAAeTca 3aKa3yMKoM 4Yepes3 MoJib30BaTebCKUM
MHTepdenc ycnyrn AutoML.

TexHmnyeckoe onmcaHue peweHnsa AutoML:

Tabn.8. TexHMYyeckoe onucaHue pewenunsa ycnyrn AutoML

Ycnyra peanusyetca cpeactsaMun Beb mHTepdenca u cpeacts nnatGopmbl
ML Space. MocpeacTBoM HUX M MPOrpamMMHbIX BUBNMOTEK Nonb3oBaTesb
MporpaMmHas nnatdhopMa MMeeT BO3MOXHOCTb 3afaTb MnapaMeTpbl 3apgaym obydyeHusa, yKasaTb
pacnonoxeHve obydalowero pgaTaceta W 3anycTUTb aBTOMaTU4YecKoe
obyyeHune Mmogenu.

O6cueT 3apay aBTOMaATUYECKOro MalMHHOro 0by4yeHns ocyLwecTBNAeTCs Ha
npepoctaBnsemMon 3akasumky B pamKax pecypcoB knactepa Christofari n
AnnapaTHaa nnatdopma Christofari Neo (a Tak)ke Ha NMpoYuMx pecypcax, AOCTYMNHbIX y VicnonHuTens
- MO YCMOTPEHUIO 3aKasunka).

CKOpOCTb 3arpy3kM [aHHbIX Ha nnowagaky WcnonHutensa orpaHuvdeHa
TexHuueckue 0COBEeHHOCTM " NPOMYCKHOM  CNoCOBHOCTbD  KaHana fgoctyna B VIHTepHeT U3
orpaHuyeHuns MHPPaCTPYKTYpbl 3aKa3umka ao obnaka Cloud, a Tak)Ke CKOPOCTbIO YTEHUSA
naHHbIX ¢ CXO NcnonHuTtens.

[na napameTpoB AutoML ycTaHaBnMBaloTCa criegyowme obuime 3Ha4YeHums:

Tab6n.9. O6wme 3HaveHMa napameTpos ycnyru AutoML

OnucaHue MUH. 3HayeHune Makc. 3Ha4yeHue
KonuyecTtBo YTUNN3UPYEMbBIX B paMKax 1 GPU 16 GPU
BblYncneHusa 3agaym GPU
KonnMuecTso  yTMAM3MpPyeMbix B paMKax 1 CPU HocTynHblii Ha MOMEHT BpemeHu
BbluMCneHna 3agaun CPU obbem CPU (He Gonee 48)

6. OIMUCAHMUE PIPELINES

Pipelines npencraBnseTt coboli opkecTpaTop nanniaHoB, C MOMOLLbIO KOTOPbIX aBTOMaTU3MPYeTCa XOf
06paboTKM JaHHbIX U1 ML-MopennpoBaHuna, nyteM ncnosb3oBaHna Moaynen nnatdopmol (Data transfer
service, Environments, Deployments).

Pipelines no3sonsaioT:

o OopraHMsoBaTb NocnenoBaTeNbHOe 1 NapannenbHoe obpalleHne K ycayraMm u Moaynam nnaThopmsl
ML Space (Data transfer service, Environments, Deployments);

. YyNPOCTUTb M YCKOPUTb NpoLecc co3pgaHus Al-cepBUCOB, T.K. NMepexod OT NPOoToTMNa K pelleHuto
CcTaHeT BbiCcTpee, a TeCTMPOBaHMe Nepexona npotle.

Pa6oTa c Pipelines ocyuiecTBnsgeTca 3aka3umMKoM Yepes nosb3oBaTeNbCkuil HTepdeinc u no API.

TexHu4yeckoe onucaHue peweHus Pipelines:
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7.1.

7.2.

7.3.
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7.5.

7.6.

8.1.

Tabn. 10. TexHnyeckoe onucaHue peweHunsa ycnyrum Pipelines
Ycnyra peanusyeTca NOCPeactBoM uHTepdenca m APL. lMocpepnctsom
MporpammHas nnatdopma LaHHOro Mopynsi peanu3yeTcsi BO3MOXHOCTb COBMecCTHOM paboTbl Hap,
aBTOMaTu3aumen atanos ML-pa3paboTku.

Pipelines nHTerpmuposaH c ycnyramm n mogynamm ML Space (Data transfer
service, Environments, Deployments). PaboTa c gaHHbIM OcyliecTBnAeTCa
yepe3 O6bekTHOoe xpaHunuwe S3 u boictpoe xpaHunuue NFS. BoluncneHune
1 obcyeT 3a4a4 OCyLECTBNSETCS HAa NPefoCcTaBnaeMon 3aka3unky B paMKax
pecypcoB knactepoB Christofari u Christofari Neo (a Takke Ha npouymx
pecypcax, LOCTYNHbIX y CNONHMUTENS — NO YCMOTPEHUIO 3aKka3yunka).

AnnapaTtHada nnatdopma

CKOpPOCTb MepeHoca fAaHHbIX OrpaHuyeHa MPOMNYCKHOM CNoCOBHOCTbIO
KaHana gocTyna B MHTepHeT 13 MHdpacTpykTypbl 3akasumka go Ob6naka
Cloud.

TexHu4yeckune ocobeHHOCTH n
orpaHun4dyeHuna

[na napameTpoB ycnyru Pipelines o6WMMmM 3HaYEHUAMU ABNAETCA COBOKYMHOCTb 06LWMX 3HAaYEeHUN ycnyr
Data Catalog, Environments, Deployments, AutoML.

7. OMWCAHME Al MARKETPLACE

Al Marketplace - mapkeTnnenc aptedakToB MallMHHOTO 06yyeHns (OaTtaceToB, MoaeNnel, KOHTEMHEPOB,
cKpunToB, nNamnnanHoB n ap.) DataHub, a Takxe MapKeTnnenc KOHTenHepoB B GopMaTe rotoBbix Al-
cepsucoB Al Services.

DataHub - xab npepoby4yeHHbIX MOaeNen, 4aTaceToB N KOHTENHEPOB.
JocTynHble MoOenn W paTaceTbl MOXHO MNepeHecTu no KHonke Jo6aButb K cebe Ha S3 unu NFS
xpaHunuuwe Data Catalog, KoHTeMHepbl — ckadaTb kKoMaHpon pull.

Al Services 0OCTYMHbI TPEX BUAOB:

. B Buae docker-obpasa, U3 KOTOPOro MOXXHO Pa3BEPHYTb AeNJION C HEOBXOANUMbIMU NapaMeTpamMm n
AN [panbHEenWero WCnonb3oBaHMSA 4Yepe3 3anpocbl no API. Takon o6pa3 HemocTyneH pAans
CKaymBaHus;

. B BUOE AEMO MHCTaHca ¢ Ul nHtepdencom nnm swagger;

. C OTOenbHOW aBTopu3aumer u goctynoM no APl K yxe 3agennoeHoMy cepsucy (npumep -
SaluteSpeech).

Pa6oTa c Al Marketplace ocyuiecTBnseTcs 3aka3uyMKOM Yepes Nosib30BaTeNbCKUN MHTepdenc u no API.
TexHu4yeckoe onucaHue peweHus Al Marketplace:

Tabn. 11. TexHnyeckoe onucaHue peweHuns ycnyru Al Marketplace
Ycnyra peanusyeTca NOCpeactBoM UMHTepdenca m APl lMocpepctsom
LaHHbIX MoAynen peanusyetca BO3MOXHOCTb COBMeCTHOW paboTbl ¢
MHCTPYMEHTaMM O1s peleHus 3agady MawuHHoro obyyeHus (paTaceTos,
Mofenemn, pokep-obpa3os, Koda, CEPBMCOB U Ap.).

MporpamMMHas nnathopma

Mopenu u patacetol n3 DataHub xpaHaTca B TexHuyeckoM O6bekTOoM
XpaHunuwe S3, OOoCTYnHbl Ana nepeHoca B O6beKTHoe xpaHunuwe S3 u
bbicTpoe xpaHunuwe NFS 3akasuymka pna oanbHenWero UCnonb3oBaHns B
ycnyrax Environments, Deployments n AutoML. BbluncneHus u obcuet
33434y OCYLLEeCTBASAETCS Ha NpPeaocTaBiseMoln 3aKasuuKy B pamkax Yciyru
AnnapaTHas nnatdopMa obnactn knactepa Christofari n Christofari Neo (a TakXe Ha npouux
pecypcax O6naka Cloud — no ycMoTpeHuio 3aKa3umnka).

Docker-o6pasa KOHTeHEpPOB M Al-CEPBMCOB pa3MelleHbl B TEXHUYECKOM
Docker registry, ©3 KOTOPOro OHM MOTYT BbiTb CKayaHbl, 3aMylieHbl Kak
Mofb30BaTeNbCKMIn  pennoi, AocTynHbl  4epe3  Ul/swagger/API B
3aBMCUMOCTU OT BUAA.

CKOpOCTb MNepeHoca [aHHbIX OrpaHMyeHa MPOMNYCKHOW CNOCOBHOCTbIO
KaHana poctyna B WHTepHeT M3 NHbpacTpykTypbl 3akasumka go O6naka
Cloud.

TexHun4yeckue 0cobeHHOoCTH n
orpaHn4dyeHuna

[na napameTpoBs ycnyru Al Marketplace o6WnMM 3HaYEHMSAMU ABNSETCA COBOKYMHOCTb OBLWMX 3HaYEH UM
ycnyr Data Catalog, Environments, Deployments, AutoML.

PACMNPELENEHUE PONEN, OBA3AHHOCTEN W OTBETCTBEHHOCTU UCMONHUTENA U 3AKA3UMKA B
OBNACTW Vb B OTHOLLEHWNW YCNTYTU ML SPACE. 3ALLIUTA MLS

PacnpepeneHue ponen, 0693aHHOCTEN U OTBETCTBEHHOCTU B 06nacTt Mb B OTHOWEHUU YCNYrv onucaHo
B Tabnuue 12.
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Tabn. 12. PacnpepneneHune ponen, oba3aHHOCTEN U OTBETCTBEHHOCTU B obnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HauMmeHoBaHue [pUMEHUMbBIE K YPOBHIO npenocTasneHue/ 0OCTYN K cpeacTeam
TEXHOJIOrMYeCcKoro npowecchl/ ycnyru/cepBuchbl OnucaHue npouecca/cepeuca/ycnyru AAMUHUCTPMPOBaHUE npepocTaBneHus
(apXMTEKTYpPHOro) YPOBHS nb ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccoB
npouecca
XypHanupoBaHue XypHanvpoBaHue cobbiTUI, CBA3AHHbLIX C AeTanaMu xopa obyyeHus
yp P o yp vp P A A y 3aKasuuk 3aKasuuk
cobbiTUI mopenen Al cpegcTtBaMm caMon MOLENN.
. Pe3epBupoBaHMe C WCMNOJIb30BAaHMEM COOTBETCTBYHOLWMX 0B6IaYHbIX
MpuknagHoOM ypoBeEHDb U
CepBMcoB UAM Ha pecypcax WMHPpacTpykTypbl 3akasumka C
ypOBeHb 0by4YaeMblx YnpaBneHue
o MCMONb30BaHMEM CPEACTB PEe3epBHOr0 KOMMPOBaHUSA 3aka3unka ero
mopenen Al pe3epBMpOBaHNEM o 3aKasuuk 3aKasuuk
UHbOPMaLMM LaHHbIX, MCMNONb3yeMblXx Ans obydyeHus Mopenem, a TakXKe CaMux
Mopenen, nepen WX 3arpy3kom Ha OObeKkTHOoe XpaHunuwe S3 wu3
cocTaBa MHdpacTpykTypbl O6naka Cloud.
XXypHanuposaHue XypHanupoBaHue W MOHUTOPUHI (C ucnonb3oBaHnem KY MLS)
o . . Mcnonnutenos 3aKasumk
cobbiTUM OCHOBHbIX COBbITUI, CBA3AHHbIX C XO[0M 00y4yeHns mogenen Al Ha MLS.
. McnonHutenb
AoMuHUCTpUpoBaHue «OpraHu3saumen» 3akasymka C UCNONb30BaHMEM
(0oTBETCTBEHHOCTb 33
JInyHoro kabuHeTa NcnonHutens.
AOMUHUCTPUPOBaAHNE npenocTaB/eHne cepsmca)
. 3aka3 ycnyru, co3paHue/ypaneHue Jupyter Notebook-oB B pamkax
«OpraHusaumen» n 3aKasuumk
«OpraHusaunm».
yrnpasneHme goCcTynom 3aKasumk
MpepocTaBneHne coTpygHukamM 3akasumka [OCTyna TONbKO K Jupyter
(oTBETCTBEHHOCTD 3a
Notebook-am ero «OpraHusaumn».
aAMUHUCTPUPOBaHMeE)
McnonHutenob
YpoBeHb «OpraHusaumnmn» (oTBeTCTBEHHOCTD 33
3akasuuka, ero Jupyter Co3paHue/yoaneHme C  ucrnonb3oBaHMeM  JInyHoro  kabuHeTa npepocTaBfeHne cepaumca)
Notebook-0B 1 YnpasneHue WcnonHutens y4é€THbIX 3anucen nonb3oBatenen «OpraHusaumm»
KOHTelHepoB. AYTEHTUDUKALNOHHON (TEeHaHTa) M NpPUCBOEHWE UM MpPUBUNErnin pgoctyna (B TOM yucne no 3aKasuumk 3aKasuuk
nHopMaumnen [ocTyny K ycnyre ¢ wucnonb3oBaHmeM KY ML Space wn Jupyter (oTBETCTBEHHOCTDb 3@
Notebook-am, cozpaHHbIMK B paMkax «OpraHusauumy»). ynpasneHue
AYTEHTUDUKALMOHHOM
MHpOopMauuen)
O6paboTka p[aHHbIX 3aka3yuMka TOMbKO B paMkax ero Jupyter
Notebook-0B 1 KOHTElNHEpPOB.
3awmTa faHHbIX . McnonHutenb McnonHutenb
YpaneHue paHHbIX 3akasuymka, obpabaTbiBaBLIMXCA B KOHTEMHepax B
xope obyvyeHnsa ero Mogenen.
MoHuTopuHr O6naka Cloud, obecneyeHne €€ [OCTYNHOCTH,
NpPoOu3BOAMUTENIbHOCTH, Hanuums HeobxoaMMoro KonmM4yecTaa
VHbPaCcTpyKTypHbli MOHUTOPUHI 1 Nopgaepka | obopynoBaHua, obecneyeHne Heobxogumon pna  eé  paboTbl Wcnonuutenb WcnonHuutenb
P o?eH:p NPONYCKHOM CMOCOBHOCTM CETWU, BbLIYUCIUTENbHBIX MOLWHOCTEN U
yp eMKOCTU CUCTEM XpaHeHUa gaHHbIX (CX[) NHppacTpyKTypbl.
XXypHanupoBaHue XypHanupoBaHue cobbITUI B KOMMOHEHTax W CpeacTBax 3aluThbl
yp P ° yp P pea u McnonHuteno McnonHuteno
cobbITUM nHdopmaummn Obnaka Cloud.
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Tabn. 12. PacnpepneneHune ponen, oba3aHHOCTEN U OTBETCTBEHHOCTU B obnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HauMmeHoBaHue [pUMEHUMbBIE K YPOBHIO npenocTasneHue/ 0OCTYN K cpeacTeam
TEXHOJIOrMYeCcKoro npowecchl/ ycnyru/cepBuchbl OnucaHue npouecca/cepeuca/ycnyru AAMUHUCTPMPOBaHUE npepocTaBneHus
(apXMTEKTYpPHOro) YPOBHS nb ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccoB
npouecca
YnpaBneHne [OCTYNOM K CErMeHT npasneHus MHobpacTpyKTypom
YnpasneHne gocTyrnom P pocty y ynp bpacTpykTyp MicnonHutenb MicnonHutenb
MicnonHuTens, 1 KOMNOHEHTaM.
VnpasneHme YnpaBneHve  y4éTHbIMM  3anucamm  AD  NpuMBMIErMpoBaHHbIX
P . nonb3oBaTtenen (agMMHNUCTPaATOPOB) VICMONHUTENS, UMEIOLWMX AOCTYN K
ayTEHTUDUKALMOHHOM o WcnonHuutenb WcnonHutenb
uHbOpMaLmeit CerMeHTy ynpasneHusa MHbpacTpyKTypoKr, n Ux BTOpbIMU hakTopamu
ayTeHTUdMKaumn (ayTeHTUdmnKaTopamm).
VnpaBneHme KOHTPOMb 1 aHaNn3 3aWULEHHOCTN CNY)KeBHbIX BM MGMT-cermeHTa,
P knactepa Kubernetes w© xoctoBbix MawwuH WHOpaCcTpyKTypbl Wcnonuutenob WcnonHuutenob
YA3BMMOCTSIMU
VicnonHutens.
C6op c ucnonb3oBaHuMeM cpenctB SIEM c¢ KOMMNOHEHTOB o06navyHoOM
nnatpopmbl, knactepa Kubernetes v cpencts 3awmtbl MHPOPMaLUK
YnpaeneHue nHuuageHTamn | O6naka Cloud cobbiTuin 6e3onacHoCTU.
. MicnonHutenb MicnonHutenb
nb AHanu3 cobpaHHbIX cobbITMn 6e30NacHOCTU, a TaKXKe MOHUTOPWUHT U
pearMpoBaHue Ha WHUMAEHTbl 0e30MacHOCTM C  NpuUBNEeYEeHUEeM
BHewHero SOC.
YnpasneHune KoHTponb ¥ ynpaBneHue npoueccamu WU3MeHeHWUss KoHdburypaumm
P . P ynp pou burypau MicnonHutenb MicnonHutenb
KOHuUrypaumen MHbpacTpykTypbl McnonHuTens.
3awuta nepumeTtpoB LOO WHbpactpyktypbl WcnonHutens c
MCMONIb30BaHMEM KNAacTEPOB BblCOKOMPOU3BOAUTEIbHbIX MEXKCETEBbIX
Ynpaeneue 3KpaHoB HoBOro nokoneHua (NGFW), obecneymBaowmx MexxcetTeBoe
3KPaHWPOBaHME M 3aWMTY OT KOMMbIOTEPHbIX aTak MHDPaACTPYKTYpPbI.
6e30nacHoOCTbIO AN 9
BUPTYaNbHBIX 1 3awuTa ceTeBOM MHPPACTPYKTypbl McnonHutensa (Bxoda B obnako) ot Wcnonuutenob WcnonHuutenb
. DDoS-aTak, HanpaBfeHHbIX Ha NepenosiHeHWe KaHanbHOW eMKOCTH.
dusmueckmx cetemn
BHyTpeHHee cermMeHTMpoBaHue ceTeBbix WHdpacTpykTtyp Cloud c
ncnono3oBaHnem NGFW wu BbigeneHnem B pamkax LLO[ Ha ceTeBOoM
ypoBHe DMZ, PROD- 1 MGMT-cerMmeHToB MHOPACTPYKTYpPbI.
. Ob6ecneyeHune nogknoyeHna KnneHToB K KY ML Space n O6bekTHOMY
YnpaBneHuve 3awmTomn
XpaHunuuwy S3 u3 coctaBa ML Space no 3aWwMeHHOMY MPOTOKONY McnonHuteno McnonHutenob
nepepaBaeMbIX OaHHbIX
HTTPS Ha 6a3e npotokona TLS He Huxe v1.2.
YcTaHOBKa, HAcTpoWKa M agMUHUCTPUPOBAHWE CPeacTB 3aliuThbl
MHPopMauum B coctaBe MHDpacTpyKTypbl MicnonHuTens, B TOM yucne:
1. CpepcTB aHTMBUMPYCHOW 3alWmThl;
2. CpencTB KOHTPONSA OeWCTBUN NPUBUAErMPOBAHHbLIX Nofib3oBaTenen
YCcTaHOBKa 1
(apMuHucTpaTopos McnonHutens) knacca PIM&PAM;
agMUHUCTPUPOBaHNE 3.SIEM: Wcnonuutenob WcnonHutenb
CpPencTB 3alunThI ’ ’
4. Cpe[cTB KOHTPO/A M aHann3a 3alneHHOCTH;
5. WEB Application Firewall (WAF), ucnonb3yemoro pns 3awuTbl
nybnukyemon KY ML Space;
6. NGFW.
YnpaBneHue Pe3epBHOE KOMUPOBaHWEe U BOCCTAHOBMEHWE U3 06PA30B CNY)KEOHbIX
pe3epBnpoBaHNEM BUPTYanbHbIX MaluH MHbpacTpyKTypbl NcnonHutens C MicnonHuteno McnonHuteno
MHbOopMaLmn mncnonb3oBaHmem CPK Backup&Replication.
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Tabn. 12. PacnpepneneHune ponen, oba3aHHOCTEN U OTBETCTBEHHOCTU B obnactu Nb

KoMy npepoctaeneH
OTBETCTBEHHOCTb 3a Y Npe

HauMmeHoBaHue [pUMEHUMbBIE K YPOBHIO npenocTasneHue/ 0OCTYN K cpeacTeam
TexHonorn4yeckoro npoLecchl/ yciayru/cepBuchbl OnucaHue npouecca/cepeuca/ycnyru AAMUHUCTPHPOBaHNE npepnocTaBneHus
(apXMTEKTYpPHOro) YPOBHS nb ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccoB
npowuecca
CooTBeTCcTBME MHbpacTpyKTypbl Ncnonuutens TpeboBaHMAM
6e3onacHoCcTM MHbOPMaLMK, NPeabsBASEeMbIM K MHOOPMAUMOHHbLIM
3awmTa NOH bopmaumm, npen bopwmau McnonHutenb McnonHutenb

cnucrteMaM nepcoHasibHbIX OaHHbIX Npu obecneyeHnmn BTOPOro ypoBHA
3aWMNULEHHOCTN NepCOHa/lbHbIX OAaHHbIX.

KoHTponb poctyna B LOO wn noMeweHusa WHDpacTpyKTypbl
KoHTponb goctyna McnonHutena (oxpaHaemas Tepputopusa LOL, NponycKHOW pexum, MicnonHutenb MicnonHutenb
CUCTEMbl KOHTPOJIA U YNpaBieHMsa AOCTYNOM, 3annpaHne CTOeK).

Hannune BHewHen (no nepumetpy LOL) 1 BHyTpeHHEN (B MalMHHbIX

. BupeoHabnogeHne McnonHuteno McnonHuteno
dunsnyecknn yposeHb 3anax LLOM) cuctem BugeoHabniopeHns
MpepocTaBneHne 3nNeKTPonnuTaHna, 4OCTyna K cetTu VIHTepHeT, MecTa B
PasmelweHne cTomkax U0 nop o6o oBaHue (compute, network n storage), a
t LOA noa PYA ( pute, ge), McnonHutens McnonHntenos
obopypoBaHusa TaKXXe MOHTaX W KoMMyTaumsa obopygoBaHusa WHbpacTpyKTypbl

McnonHutena B cTorkax LLOL.
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8.2. B uensax obecneyeHuna kmbepbeszonacHocT NMHGpacTpykTypbl ML Space peanv3oBbiBaloTCa clenyowme
Mepbl U MeXaHM3Mbl 3aLLUTbI:

Tabn.13. ObecneyeHune 3awnTbl MIHdpacTpyKTypbl ML Space
YPOBHM 3aLUMUTbI MeponpuaTtusa

3awwmTa uHdpacTpykTypbl O6naka Cloud v cpeacTs ee ynpaeneHus

ObecneumnBaeTcs:

- pasMelweHne Bcero obopypoBaHua WHdpacTpykTypbl B LIOL, COOTBETCTBYHOLWMX
dusmyeckumn TpeboBaHNAM HAOEXHOCTU Mo KaTeropuu Tier 3;

- KOHTPO/b M ynpaBfeHne JoCTynoM K 060pynoBaHuio;

- Hanuume cucTeMbl BUAeoHabnogeHnsa Ha o6bekTax nHdopmatmsauum LLOA.

Ob6ecneunBaeTca 3awmTta nepumeTtpos LIOL M UX CerMeHTMpoBaHWe C MCNOofb30BaHWEM
CeTeBoM MEXCETEBbIX 3KPaHOB HOBOro nokoseHusa (NGFW), ocywecTsaswowmnx B TOM yucne
BbIIB/IEHNE M NPefoTBPaLLEHNE KOMMbIOTEPHbIX aTak.

ObecneynBaeTca:

- aHTMBUPYCHaa 3awmta NHPpPacTpyKTypbl C MCNOMNb30BaHUEM AaHTUBUPYCHbIX CPencTs
onsa obnayvHbIX cpea;

- ynpaBneHue OocTynom K NMHPpacTpyKType C UCNONb30BaHNEM CPeACTB ABYX(haKTOPHOM
ayTeHTUDMKAUNM NOAKIOYAWNXCA K Hell aAMUHUCTPATOPOB;

- KOHTPONMb [OEWCTBUM MPUBMNETrMPOBAHHbLIX MOMib30BaTeNein C  MCMNONb30BaHUEM
crneuMann3npoBaHHbIX CPeacTs;

- perynspHblii KOHTPO/b M aHaNM3 3alWmMLeHHOCTM NHDPaCTPYyKTYpPbl C MCNONIb30BaHNEM
crneuMann3npoBaHHbIX CPeACTB - NO BbIABMEHWIO YA3BUMOCTEN B Mcnonbdyemom MO u
ero HeKOppPeKTHON KOoHbUrypauuu, BAMAKOWEN Ha YypOBeHb 3awmuiieHHocTtu MO, ¢
YCTPaHEHNEM BbISIBMIEHHbIX YA3BUMOCTEN U/UNW HEQOCTaTKOB;

- c6bop 1 aHanu3 cobbiTu MHbOopPMaLMOHHON Be3onacHOCTH.

NHbPaCcTPyKTYypHbIN

OcCylecTBNAIOTCA  MNepuodUYeckne TeCcTMPOBaHMA Ha  MPOHWKHOBEHME U ayauT
nHdopMaLnoHHON BesonacHocTn MHbpacTpyKkTypbl ML Space ¢ npuBAeYeHNeM CTOPOHHUX
opraHusaumit. BbigBreHHble B XOAe COOTBETCTBYIOWEro TeCTMPOBaHWSA W/MAM ayauTa
HE#O0CTaTKM YyCTPaHATCA Mo GaKTy UX BbiBIEHUS.

LOoNONHUTENbHbIN

3awmTta KY ML Space

3awmuTta C MUCNONb30BaHMEM CneumanmM3nMpoBaHHOIO MEXCEeTEeBOro 3KpaHa YpPOBHA

Mpunoxenus npunoxeHun (Web Application Firewall)

OcCylecTBNSAIOTCSA perynsipHble CKaHMPOBAHUS KOHCOMM Ha Hanuume aKTyaslbHbIX
yﬂ3BVIMOCTel7I M ero nepmnogmnyeckme TeCtTmpoBaHmna Ha NPOHUKHOBEHME C NpuBnevYeHnem
CTOPOHHUX OpFaHMBaLLMl‘;I. BbisiBNeHHble yA3BMMOCTU U/MNU He[oCTaTKU YCTPaHATCS Mo
dJaKTy nX BblAAB1IEHUSA.

LonoNHUTENbHbIN

OuncTKa NoJsib30BaTeNbCKUX AAHHbIX

Mepen BbloeneHnem KM npepoctaBneHneM poctyna K ML Space v MectaM namaTtu gns
BPEMEHHOr0 XpaHeHMss U o6paboTKM AaHHbIX MoA o4YepefHyl 3apady (npousBeneHus
BbluMCNEeHU, obydyeHus Mopenn M T.M.)  OCYLLEeCTBAAETCA  MNOoNnHas  O4YMCTKa
NoNb30BaTENbCKUX AAHHbIX, PAaHEe XPaHWMMbIX B YyKa3aHHbIX 06nacTax namMaTtM B Xope
MLS BbIMO/IHEHUA NpeablayLWmx 3aaay.

Monb3oBatenaM ML Space npepocTtaBngeTcd [OCTYN TOMbKO K BblAeNEHHbIM ON9 HUX
obnactaM naMaTM KOHTeWHepa M 0ObeKTHOro xpaHunuuwa (S3). Mpu 3TOM Ha BpeMms
nonb3oBaHMs YCNyrol [ocTyn K YKa3aHHbIM 06nactaM naMaTn Opyrux CyObekTos
3anpeLleH.

9. TAPUDUKALINA YCNYTU

9.1. Bo3MoykHble BuAbl Tapudbunkaumnm Deployments:
9.1.1. OuHaMuyeckasa Tapudukauma (Pay as you go).
9.1.2. CtouMocTb Ycnyru dopmMupyetcsa B 3aBUCMMOCTU OT KonmdyectBa GPU/CPU, Ha KOTOpbIX NPOUCXO4MI0

BbluMC/IEHMEe 3anpocoB K APl MUKPOCEPBMCOB C MOAENAMMU, a TakKKe CaMOro BPEMEHU, B TeyeHue
KOTOPOro BbIYMCIAAUCH 3anpochl K APl MMKPOCEPBUCOB C MOAENSAMU WCKYCCTBEHHOrO WHTENNeKTa U
o6beMa 3ape3epBUPOBAHHOrO 3aKa3unkoM O6bEeKTHOro XxpaHunuwa S3.

9.1.3. MoOMeHT Hayana CNMCaHWa [OEeHEeXHblX CpeacTB — C MOMeEeHTa Hayvana BbluumcneHmsa 3anpoca K API
MUKPOYCNyru (B8 KaXKAO0ro 3anpoca) UM e Co cTapTa BbIYMCAMTENbHOMO Noaa.
9.1.4. MOMEHT OKOHYaHUA CMNCAHUSA OEHEeXHbIX CPeACTB — C MOMEHTA OKOHYaHWA BblYMCNEHUs 3anpoca (ans

Ka)k[,0ro 3anpoca) Uan e C MOMEeHTa 3aBepLleHmns paboTbl BbIYMCUTENBHOMO NoAa.

9.2. Bo3MoyHble BUAbl Tapudukaumm Environments:
9.2.1. OuHaMuyeckasa Tapudukauma (Pay as you go).
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9.2.2.

9.2.3.

9.3.
9.3.1.
9.3.2.

9.3.3.

9.4.
9.4.1.
9.4.2.

9.4.3.
9.5.

10.1.

10.1.1.
10.1.2.

10.2.

10.2.1.

10.2.2.

10.3.

10.3.1.
10.3.2.

10.4.

11.1.

11.2.

11.3.

11.4.
11.5.

11.5.1.
11.5.2.
11.5.3.
11.5.4.

11.6.

CtouMocTb Ycnyru dopMmnpyeTcs B 3aBUCMMOCTU OT KONMYecTBa U KoHburypaunim GPU/CPU, Ha KOTOpbIX
NPOUCXOAMNO BblYMCNIEHME 3afa4M, BPEMEHN, B TEYEHNE KOTOPOro BblYMCAIACh 3afaya.

MOMEHT Hayana CNMcaHMsa OEHEeXHbIX CPeacTB — C MOMEHTa 3anycka obydyeHuss Momenun/c MOMeHTa
annokauuun GPU/CPU nop BbibpaHHOE OKpYyXXeHWe (onpeaensetcs 3aka3yMKoM Yepes Nosib30BaTeTbCKUN
MHTepdenc Environments).

Bo3MoHble Buabl Tapudukaummn Data Catalog:

OunHamuueckaa Tapudukauma (Pay as you go).

CtoumMocTb Ycnyrn dopmumpyeTtcs B 3aBMCMMOCTM OT o6beMa ncnonbayeMoro 3aka3ymkom O6beKTHOro
XpaHunuuwa S3 u boicTporo xpaHunuwa NFS (konuyectBa GB/mec).

MOMEHT Ha4yana CnucaHusa OeHEeXHbIX CPeacTB — C Ucnonb3oBaHua 6onee yem 1 GB (onpepensetca
3aKa34yMKOM Yyepes nosib3oBaTenbckuii nHTepdenc Data Catalog).

Bo3Mo)Hble BUAbl Tapudukaumm AutoML:

OunHamuyeckaa Tapudukauma (Pay as you go).

CrtoumMocTtb Ycnyrn dopmMupyeTcs B 3aBMCMMOCTM OT Konu4yecTBa M KoHburypaumm GPU mnm CPU Ha
KOTOpPbIX Npoucxogusio obyyeHne Mogenum, BpeEMeHU, B Te4eHMe KOToporo obyyanacb Mogernb.

MOMEHT Ha4ana CnMcaHua OeHeXHblX CPpeacTB — C MOMEHTa 3anycka obyyeHus mogenu.

Tapudukaumsa Pipelines n Al Marketplace ocywectenaetca yepe3 Tapudukaumio ycnyr Deployments,
Environments, Data Catalog, AutoML.

10. UHbIE YCNOBUA, MPUMEHUMBIE K YCNYTE

Bo3MOXHble BUOblI NOAKKOYEHUS [ UBMEHEHUS [ OTKIOUYEHUS YCnyr:
MocpencTtsoM nognucaHmsa 3akasa;
MocpencTBOM COBEpPLUEHMS OeNCTBUN B JIUYHOM KabuHeTe.

B0O3MOXXHbI NOPAAOK pacyéToB no Ycnayre:

MpenBapuTenbHasa onnaTa (Npu 3aKkNYeHnM opepTbl Ha OKa3aHWe yCyr, PacrnosoXXeHHon Ha web-canTe
McnonHutens: https://sbercloud.ru/ru/documents#contracts);

Moctonnata (B nopsagke pa3sgena 11 MpunoxeHua N2 1.MLS.1.).

Bo3MOXHble cnocobbl onnathbl / nopsnok nononHeHus banaHca:
OnnaTta B 6€3HanM4YHOM nopsiaKe Ha OCHOBaHMW BbICTAaBIEHHOrO MicnonHUTEeNeM CY€Ta;
Onnata NocpeacTBOM 3/1EeKTPOHHbIX CPeACTB naTexa.

NcnonHuteno obasyeTca He BKIOYaTb B cOCTaB PesynbtaToB paboT nporpamMmHoe obecnedeHue,
MCMOMb3yeMOE Ha OCHOBAHWWM OTKPbLITOM NMLEH3UKM, YCIOBMA KOTOPOM TpebyloT OT Monb3oBaTens
pacKpbITUA MCXOAHOro Koda MoauduumpoaHHoro MO, nAn60 OrpaHMYMBAlOT NPaBO MO/b30BaTeNs
3anpeLaTb TPETbUM IMLAM UCMOMb30BaHMe MoauduumposaHHoro MO.

11. YCN1OBWMA NOCTOMJIATbI MO YCNYTE «ML SPACE»

Onnata Ycnyrmn «ML Space» npon3BoaunTcs 3aKka3umMKoOM Ha YCNOBMSIX MOCTONAAaTbl B POCCUNCKUX pybnsax
eXXeMeCaYHOo B TeyeHue 5 (naTtmn) paboumx OHEn nocne OoKoHYaHus OTYETHOro NMepuoaa Ha OCHOBaHWUMU
cyeToB McnonHutens n nognmcaHHoro CtopoHamu YIL4.

B pamkax okasaHusa Ycnyru CTOpoHbl onpenenunmn 3aKasuyuKy OeHeXHbl numut? (ganee — JIumuT) B
pa3mepe 500 000 (natbcoT Thicady) pybnen, B Tom umcne HOC, onpepenseMblt Kak MakKcMManbHO
JonycTMMan cyMmMa obLen 3a40/MKeHHOCTM 3akasymKa 3a onnaty Ycnyru B OTYETHOM nepuoge.

JlIuMuUT BnepBble ycTaHaBnuBaetcsa McnonHuteneMm nocse noanvcaHua [oroBopa u oTobpakaetcsa ans
3aka34ynka B JIn4yHOM KabuHeTe.

MiaMeHeHuMs JTuMKUTa OCyLLEeCTBAAIOTCA NyTeM nognmcaHma JononaHUTENbHOMO Ccornawenmnsa K Jlorosopy.

3aKa3ynMK MOXeT CneguTb 3a NPorpeccoM ucyepnaHua JlIMMuTa M aHanu3MpoBaTb Pacxof CPencTB
cnepywwmmm cnocobamu:

CeepaTtb 06bEM noTpebneHunsa no nporpecc-6apy B wanke nHTepderca KY MLS n B pasgene «MNpodunby»;
Mony4yaTb yBegoMaeHusa o6 ncuyepnaHumn banaHca (nporpecc no Jiumuty) cebiwe 80%*%;

3aKasbiBaTb AeTanmM3aumio No COOTBETCTBYIOWEN KHOMKe B «Mpodune» ML Space n aHann3npoBaThb ee;
OdopMuUTb OTNPaBKy yBegoMaeHu 06 ncyepnanum banaHca (nporpecc no Jiumuty) cebiwe 80% Ha email
Yyepes 3asBKy Ha support@sbercloud.ru.

Mpu pocTmxkeHUn JInMuTa BCe 3anyuieHHble B ML Space Jupyter Server, 3agaun obydyeHusa, gennou v ap.,
KoTopble TapuduuMpyloTca M NoTpebnsoT nporpecc JIMMUTa, aBTOMaTMYeCKM OCTaHaB/IMBAOTCA.

3 Mop NMMMWUTOM NoapasyMeBaeTca NOPOroBoe 3HayeHne banaHca, ycTaHaBIMBaeMoe Ha OPraH13aLmnio B paMKax poieBoi MO BHYTPU JInuHoro
KabuHeTa. JIMMUT OpraH13auMmn PacnpoCcTpaHAETCA Mo Mepapxmmn (CyMMa NMMUTOB, YCTAHOBMIEHHbIX A8 MPOEKTOB, HE MOXET MpeBbiwaTth JIMMuUt
opraHvsauum u T.4.).

4 YBepoMneHus otobparkatoTca B BEpPXHEW YacTu («wanke») nHTepderica KY ML Space.
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11.7.

11.7.1.

11.7.2.

11.8.

11.9.

11.9.1.
11.9.2.
11.9.3.

[aHHble, 3arpyXeHHble Ha S3 1 NFS XxpaHunuwa, npoaokatoT TapnuduLnMpoBaTbCcsa 40 CAMOCTOATENBHOIO
MX yaaneHusa 3aka3ymkoMm.

Ecnu Temnbl ucyepnanus Jiumuta B OTYETHOM NEpPUOAE CBUAETENbCTBYIOT O €ro CKOPOM AOCTMIXKEHUU, a
TaKXXe MMeeTca HeobXoaMMOCTb yBennyeHua Jiummrta, 3akasumk obasyeTcs NpefocTaBUTb rapaHTUMHOE
nMCbMO:

YcTaHaBnMBatowWwee HOBbIM JIMMUT M NOATBEPXKAAIOLLEE €r0 HaMepeHMe onaTuTb NoTpebneHHble CBepx
nepsoHa4vanbHoro Jiumuta ycnyru;

Onpepenstouee aencTemsa MIcnonHMTeNa No OKOHYaHUIo Tekywero OTY4eTHOrO Nepuopa no AOCTYNHOCTH
Ycnyrun B cnegytowem OT4eTHOM nepuone (0CTaBUTb AOCTYN K Ycnyre / NpMoCTaHOBUTbL OKasaHue Ycnyru
/ OTKNOYNTL Yenyry).

Mpn Hannymu 3a00/MKEHHOCTM NO onnate Ycnyr no forosopy WMcCNonHUTenb MMeeT NpaBo OTKasaTb
3aKa3unKy Kak B pganbHenwem notpebneHun Ycnyr, Tak U B npepocTtaBnieHun lumuta no Jorosopy B
oynoywem OTYeTHOM Nepuose.

B cnyyae HeUCNOMHEHMA WM HapyweHusa 3aKa3uyMkKoM 06a3aTenbCTB, YCTaHOBMEHHbIX [OroBopomM,
VicnonHutenb Bnpase:

MpUoCTaHOBUTb OKa3aHue Ycnyrs;

OTKa3aTb B BO3MOXHOCTM AanbHenwero notpebnenma Yciyrn B nopsake noctonnathl;

MoTpeboBaTb ynnaTbl WTpadHOM HeycToMKM B pa3Mepe 0,5 % (HONb LenblX NATb AECATbIX NPOLEHTA) B
[OEHb OT CYMMbl 3a40/KEHHOCTM 3aKa3uymMKa Ha MOMEHT NPUOCTaHOBNIEHMS aencTema orosopa / Ycnyr.

5 YBeAoM/ieHMe 0 MPUOCTaHoBKe [LoroBopa LOMHKHO 6biTb HarnpasieHo 3a 3 (Tpu) paboumx AHA 4O MOMEHTa OCYLLEeCTB/IEHUS TaKoM NMPUOCTaHOBKMU.
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