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MPUNOXEHUE Ng 2.0.
K Jorosopy

OBLUEE COIMMALLEHWME OB YPOBHE NMPEOOCTABJIEHNA YCITYT

1. NPEOMET COMNALIEHUA

Hactosawee CornaweHune o6 ypoBHe npepoctaBneHunsa ycnyr (panee — CornaweHue) ycTaHaBIMBAET:

. LueneBble 3Ha4YeHMa nokasaTenen Ycnyr;

. obwme ycnoeMs W MNOPAAOK B3aMMOAENCTBMA CNyX6 3aka3uvMka M McnonHutens B paMkKax
TeXHMYeCcKon nogaep)kn Ycnyr no Jorosopy;

. NopsAoK KOMMYHMKaunm CTOPOH Mo pa3HbiM Kateropuam O6paleHnii;

. oTBeTCTBEHHOCTb CTOPOH 3a HecobntoaeHue ycnosui Cornawenms.

Ycnyra c4MTaeTca COOTBETCTBYIOLWEN rapaHTMPOBaHHOMY YPOBHIO KauyecTBa, ecin GakTUYEeCKME 3HAYEHNS
€€ NnapaMeTpOB YKaAblBatoTCSA B AManasoHbl LeNeBbIX 3HAYEHMUN, YCTaHOBEHHble B CornaweHnun u (unm)
ycnosusax SLA Ycnyr.

Ecnn B SLA Ycnyr npeoycMoOTPeHbl WMHble YCNOBUS MO CPaBHEHUKD C yciosmaMu CornaweHus, To
nencreytoT ycnosua SLA Yenyr.

2. TEPMWHbI N ONPEOENEHNA

ABapuniiHo- KoMMekc ™Meponpuatmin (paboT), KoTopble NPOBOASTCA B OMNEpaTUBHOM
BOCCTaHOBUTE/IbHbIE pexume AN ycTpaHeHusa unu npenoTBpaleHns MHumaeHTa.
paborbi
BeHgop NnocTaBLWMK, KOTOPbIM NpoJaeT W NPOABUraeT ToBapbl W YCAyrM noA
cobCcTBEHHBIM BPEHOOM UM TOProBON MapKOW.
Bpems gocrynHoctu COrflacoBaHHbIN Nepuop, B TeyeHWe KOToOporo ¢yHKLMOHANbHOCTL Ycnyr
Yenyr (B4) [OCTYNHa ANa MCNONb30BaHMA 3aKa3ymMKoM. M3mepsaeTcs B Yacax/MMHyTax 3a

Bpemsa HeqocTynHocTu
Yenyr (BH)

OTYETHBIN nepunog C y4eToM YCTaHOBNEHHOro Pexxnma npegoctaBneHums.

COBOKYMHbIMA Mepuod, B TeYeHWe KOToporo (yHKLMOHanbHOCTb Ycnyr 6bina
HeOoCTYMHA ANA UCNONb30BaHMA 3aKa3unKoM. VaMepaeTca B Yacax/MUHyTax 3a
OTYETHbIV Nepuog C y4eTOM YCTaHOBNEHHOrO PeXxunMa npeaocTasneHms.

Bpems nposegeHns COrnacoBaHHbLIM MNepuod, B TeyeHMe KoToporo WcnonHutenb npoBoguT
Per/siameHTHbIX pabor nnaHoBble MeponpuatMa no obecnevyeHuto pabotocnocobHocTn  Yenyr.
(Bl1PP) HepocTynHocTe nubo [erpagaumsa BO BpeMa PernamMeHTHbiXx paboT He
yuMTbIBAlOTCA NpU nopcyete BpemeHu HepocTynHocTM Ycnyr, ecnm cymma
BPEMEHM MPOCTOS He MPEeBbILAET COrNacoBaHHOIO MOPOroBOro 3HAYEHUS.
Bpems peaxumum nepuog, B Te4eHune KoToporo MicnonHutens pernctpupyet B CPO 1 HanpasnseT
3aKa3uyuKy permcTpaumoHHble gaHHble ObpalleHums.
Bpemsa peierus WHTepBan C MOMeHTa peructpaumm O6paweHus Ao MOMeHTa (GaKTUYeckoro
3aBeplueHuns pabor.
Aerpagauymnsa CHWXXEHMe KayecTBa NpefocTaBnenma Ycayr, He NpMBOAsALLEE K HEQOCTYMHOCTH
OCHOBHOM PYHKLMOHANbHOCTA YCnyr.
HocrynHocte Yenyr CnocoBbHOCTb  YCnyr BbIMOMHATb COracoBaHHyl (QYHKUMIO, Korga 3TO
HeobxoguMo. Ycayrm  cuyuTaloTca  AOCTYMHbIMM, €CAUM  UX  OCHOBHble

3anpoc Ha u3MeHeHue

dYHKUMOHaNbHblE BO3MOXHOCTWM COOTBETCTBYIOT COrlacOBaHHbIM NapamMeTpam.

KaTeropusa O6palieHunin, uKcMpytoLwas noTpebHOCTb 3aKasunka B 4O6aBNEHUM,

(3HM) MoAaMdUKaLMN UK yaaneHnn 4yero-nmbo, YTo MOXKET MOBAUATb Ha KayecTBoO
Yenyr.
3anpoc Ha KaTeropus ObpaleHnin, bMKcmpyowan NnoTpebHOCTb 3aKa3unKa B BbINOTHEHUN
obcyuBaHne McnonHutenem onpeneneHHolx paboT B CBOEM 30HE OTBETCTBEHHOCTU, He
(3HO) CBA3aHHbIX ¢ MHUMAaeHTOM unum 3HN.

UHnymarop ObpaieHnsa

UHUn[eHT

HegocrynHocTb Ycayr

3aKa3umMK MAKM YyNoSIHOMOYEHHbIN NpeacTaBuTeNb 3akasuuka, no MHbopMaunm
KOTOporo pernctpupyetcsa O6palyeHue.

He3annaHnpoBaHHOe cobbiTue, KOTOpoOe npuBeno uUnn MOXXeT nNpumBectn K
HeOOCTYNHOCTU UK CHMKEHUIO KayecTBa npepocTaBneHmns Ycnyr.

3adUKCMPOBaHHbBIN  HaKT HEBO3MOXHOCTU 3aKa3ynkom

OCHOBHOM YHKUMOHANBbHOCTU YCAYrU.

Mncnonb3oBaHnAa

ObpaweHne MHPOPMaUmUsaA, HanpaBfieHHAss YCTaHOBJIEHHbIM CMOCOOOM 3aKas3uymkoM UK
YMO/THOMOYEHHbIM NpeacTaBuTeneM 3akasumka u 3aperncTtpmposaHHasa s CPO.
lMpuoputer O6paweHus aTpubyT, onpepenawwWwuni o4YepenHOCTb W LeneBble MNOKasaTenum BPEMEHMU

06paboTkn ObpaleHmns.
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PersiameHTHbIe paboTbi —  KOMMJEeKC  nfaHoBO-npodunakTnyecknx  pabor, KOoTOpble  MpoOBOAMUT
McnonHuTenb B COrNacoBaHHbIA  Mepuon  BpeMeHu [Ana  obecrneyeHus
b6ecnepeboitHOro pyHKLUNOHMPOBaAHUA YChyr.

Pexum TexXHu4ecKou —  COrnacoBaHHbIN pacnopsanok obpaboTkmn ObpaleHui.
nogaepxxku (Pri)

Cucrema Peructpauymm - uHdbOopMauMoHHasa cucteMa NcnonHutens, npegHasHayeHHaa 4ng perncrpaumum
Obpawermi (CPO) 1 06paboTkn O6paleHun.

3. PEXWM MPEOOCTABNEHUA N OOCTYMNHOCTDb YCNVYT

Ycnyru npenoctaBnsaoTcs B pexume 24x7x365(6) - 24 yaca B CyTKu, 7 OHen B Hepento, 365(6) oHen B
rogy.

[JocTynHOCTb Ycnyr n3MepdeTcsa B npoueHTax 7 paccyuTbiBaeTcs no dopmyne:
(BO-(BH-BMPP)/BO) x 100, rpe:

. BL, - cornacoBaHHoe Bpemsa goctynHoctn Ycnyr 3a OTYETHBLIM nepuog;

. BH -Bpems HepgocTynHocTu Ycnyr 3a OTYETHbIM Nepuog;

. BIMPP - coBoKynHoe BpeMs HegoCTYyNnHOCTM YCNyr B CBA3M C PernameHTHbIMK paboTtamu.

B pacuetr [OocTtynHocTu Ycnyru BKAYaeTcs Bpema HepocTynHOCTM no MHuUMpeHTaM npuoputeTa
«KpPUTUYHBIN» N «BbICOKUIAY», KOTOPblEe NMPOM30LWAN No BUHE McnonHntens.

CTOpOHbI cornawakwTca  yuyuTbiBaTb nepuoabl HepoctynHoctn Yenyr u  (unu) [Herpagauum  Kak
npefocTaB/fieHre YCAyr B WTAaTHOM peXWMe U He y4YuTbiBaTb MX MpU pacyéte BpeMeHu HepoCTynHOCTU
Ycnyr, ecnu:

McnonHuTenb 3anpocun y 3akasdyuka OONONHUTENbHYI MHbopMaumto, Heobxoamnmyto ona obpaboTku
O6palweHna — 0o NonyyYyeHmUs ykasaHHoW nHopmaumu;

B xopme o6pabotku ObpaweHns OypeT ycTaHOBNeHO, 4TOo HepocTtynHocTb Ycnyr 6bi1a Bbl3BaHa
HEenoCpeacTBEHHbIMU pencTBuamMu (6espencremem) 3akasuymka WAU TPEeTbUX Nul, BKAKOYaA, HO He
OrpaHMYMBasiCb: WM3MEHEHUSIMU HACTPOEK, MPSMO WUAW KOCBEHHO BAUSIOWMX Ha MpOrpaMMHoe
obecrneyeHne unm obopynoBaHne, HaXoOAALLEECA B 30HE OTBETCTBEHHOCTU MICNONHUTENS, BbINMOMHEHHbIX
6e3 cornacoBaHua ¢ icnonHutenem;

B xopme o6paboTkmu O6palweHusa BbiBAEHbl HapyLWeHUs 3aKa3yMKOM MOMoXeHun [orosBopa B 4acTu
obecrneyeHns ycnoBuin, HeobxoaMMbIX 419 OKasaHua Ycnyr;

HepocTynHOCTb Ycyr BO3HMK/IA B CBA3M C UCNONHEHMEM TpeboBaHMIN 3aKoHopaTeNnbcTBa PoccMinckom
depepaunm;

HepocTynHOCTb YCnyr BO3HMKAA B pe3y/ibTaTe HacTynaeHMa ob6CcToaTenbCTB HENPEOAOANMMOM CUbI;
HepoctynHoCTb Ycnyr BO3HWKMAA B pe3yfbTaTe COBEPLIEHUS TPETbUMU JNULAMU MPOTMBOMNPABHbIX
OEeNncTBMin, B TOM 4uche B ciiydae npoBeaeHuna DoS/DDoS-aTtak Ha BblYUCAUTENIbHbIE CUCTEMbI 3aKa34nKa;
HapyweHne [ocTynHOCTM Ycnyr BO3HWUKAO WM3-3a DoS/DDoS-aTtakyM Ha BbIYUCAUTENbHbIE CUCTEMDI
3aKa3yuKa nNpu OTCYTCTBMM NOAKAOYeHUs 3aka3unkoM Yenyru «3awmTta oT DDoS-atak (QRATOR)».

4. KNACCUDUKALINA OBPALLEHUIA

B xopme peructpaummn O6palleHnsa WcnonHuTenb npucBanmBaeT eMy KaTeropuio W nNpuopuTeT B
cooTBeTcTBUU c Tabnuuen 1.

B 3aBMCMMOCTM OT NPUCBOEHHON KaTeropmun OBpaleHnsa n ero NpuopuTeTa YCTaHaBINBAKOTCA LeNeBble
nokasaTenu o6paboTkn ObpalieHuns.
Tabn. 1. Kateropuun u npuoputeTtol O6paleHnn

KaTeropus MNpuoputet MpuMepsbl

WHUMOEHT BNeyeT 3a COGOM OCTAHOBKY WM  MOMHYD MOTEpto
pabotocnocobHocTn  Ycnyr. MpopomkeHue paboTtbl  3akasumka C
MCMNONb30BAaHMEM OCHOBHOW (YHKUMOHANbHOCTM YCNyr HEBO3MOXHO.
YCnyrn noNHOCTbIO HEAOCTYMNHbI. [JaHHble YCNyr NoTepPsiHbl U HE MOTYT BblTb
BOCCTaHOBJIEHbI.

KpUTUYHbIN

Ycnyru notepanu UM OXUOaeTcsa, YTo NoTepsaoT GYHKUMOHANbHOCTb MK
YyacTb (YHKUMOHANbHOCTW. [aHHble YCayr noTepsHbl, HO MOryT 6biTb
BOCCTaHOBNEHbl. DuKcupyeTca 60Mblioe KOMMYECTBO OWMBOK B AaHHbIX
CUCTEMbl WU MONb30BATENbCKUX AaHHbIX, HO 3TO He MPUBOAMUT K MOMHOW
rnotepe AaHHbIX nu HepoctynHocTv Yeayr.

NHUMpeHT
Bbicokum

HekoTopble GyHKUMM YCAYrK ANs OTAE/bHbIX No/ib30BaTeiell HeQoCTyMHb
unn paboTaloT HeKoppekTHo. C60M B CEpPBMCHOMN cUCTEME, KOTopble He

CpenHum
NPUBOAAT K NOTEPSM AaHHbIX U (Mnn) erpagaunn.

Yenyrn dyHKUMOHUPYOT HOPManbHO, HO 3aKasuyMKy Heobxopumo, 4Tobbl
3HO Bblcokum McnonHutenb  BbINOMHWA  onpenenéHHble paboTbl B CBOEM  30He
OTBETCTBEHHOCTU.

CTpaHuua 2 n3 6



4.3.

4.4.

4.5.

5.1.

5.2.

5.3.

5.4.

6.1.

6.2.

6.2.1.

6.2.2.

KaTteropus Mpuoputer Mpumepsl

CpenHuii KoHcynbTaumm, npefocTaBneHne AaHHbIX.

[NobaBnernne, MoauduKkaums unu yaanedue yero-nubo, UTO MOXeT
3HU HenpuMeHUMO | nognusaTb Ha KayecTBo YCnyr.

3aKa3uuk Brnpase 3anpocuTb OTYET, co,u,ep»(au.l,mﬁl pe3ynbTaThbl CbaKTVIHECKIAX I/I3MepeHVIl7I M paCCYNTaHHbIE
3HayeHMa NapaMeTpPoB NpefocTasieHnsa Ycnyr 3a OTYETHbIN nepunoa.

OTYéTbl HANPaBNAKOTCA B TeYEHME OQHOMN Hedenu nocsie okoH4YaHua OTYETHOro Nepmnona No 3M1eKTPOHHOM
noure.

OTUYéTbl cofep)KaT AaHHbIe O BbIMOMIHEHWM NapaMeTPOB KayecTBa OKasaHua Ycnyru:
. HapyLEeHNS B BbINOJIHEHMM YCTAHOBMEHHbIX MapaMeTpoB KayecTBa YCnyr;
. CTaTUCTMKA No o6paboTaHHbIM OBpaLLeHnaM.

5. LEMEBbIE 3HAYEHMS MOKA3ATENEN TEXHUYECKOW NOAAEPXKM

B Tabnuue 2 ycTaHaBNAMBAOTCA CMeayloline LeneBble 3HaYeHUa noKa3aTenei TeXHUYECKOW NoaaepX Ku:

Tabn. 2. Llenesble 3HaYeHNsA NoKasaTesnien TEXHUYECKON NOAAEPKKM

E e BpeMs pelweHus .
Kateropus Mpuopwutet peakuum PeXXMM TeEXHUYECKOMN NOAAEPIKKN
(4acoB)
(MUHYT)
KpUTnuHbIi 15 4 24x7x365(6) — 24 yaca B CYTKW, 7 LHeil B
NHumnpeHT BbICOKWMIA 15 8 Hepenio, 365(6) AHelt B rody
CpenHum 15 12
BbICOKMIL 15 24 9x5 - ¢ 09:00 pgo 18:00 (Mo MOCKOBCKOMY
3HO BPEMEHM) C NOHeAeNbHMKA NO MNATHMUY 3a
CpenHum 15 48 NCKNIOYEHNEM BbIXOAHbIX M MpPa3gHUYHbIX
3HU He He Mo cornacosanuio | Hepabounx aHei
NPUMEHUMO NPUMEHNMO CTOpOH

YKa3aHHble B Tabnuue 2 uenesble 3HAaYEHUSA MPUMEHSAIOTCA N0 YMONYAHUIO, EC/TU MHOE He YKa3aHo B SLA
Ycnyr.

OTCcYET BpeMeHu pelleHnsa npnoctaHaBnmBaeTca MicnonHuTenem B cny4yasx, Korga:

e lcnonHuTenb 3anNpocun y 3akasuymKa AONOJHUTENbHYI0 MHDOPMaumMto, Heobxoanumyto ans obpaboTku
O6paleHnsa — 0o NoNyyYeHns yKkasaHHoON MHGopMaumu;

e O6paleHune kateropum 3HO nepepaHo B paboTy BeHOopy - 00 NOMyYeHMSA pe3ynbTaToB OT BeHOopa;

e 1o O6paweHunto Kateropmm 3HO 3apernucTpupoBaH CBA3aHHbLIM 3HWN - 00 pelweHua No yKasaHHOMY
3HW.

VIcnonHUTENb MO COrfacoBaHMIO C 3aKa34yMKOM BrpaBe MPMOCTAaHOBUTb OTCYET BpeMeHKn pelweHunsa oo
cornacoBaHHOM AaTbl.

Ecnn MHUMAEHT BO3HWK B pe3ynbTaTeé CUCTEMHOW OWWOKW, A yCTpaHeHUa KOTopon Heobxooumo

BblMOSIHEHUE paboT BeHAOPOM, BHEWHWMM MNOAPAAYMKOM (BbIMYCK MnaTya, HEOOKYMEHTUPOBaHHbIe

HacTPOMKM W T.M.), CPOKM BbINOSIHEHMA paboT onpegenser BeHAop, BHEWHWN NOQPSAAYUK.

Mpu 3TOM NiIcnonHuTenos:

. 06513aH NPoBEeCTM MOUCK BPEMEHHOro (06X0OHOr0) peleHua oag MUHUMU3ALUMWU BINAHUSA Takoro
MHunpgeHTa Ha KayecTso Ycnyr;

. BrpaBe yBennunTb Bpema peweHna ObpalleHnsa B COOTBETCTBMN C MHGOPMaLMen, NOCTYNUBLLEN OT
BeHpoopa, BHELWHEro noapsaavynKka;

. He HeceT OTBETCTBEHHOCTb Nepepn 3aka34ynkoM 3a npesbilleHne BeHaopoM, BHEWHMM NOAPAAYNKOM
CPOKOB BbINOJIHEHMA paboT no Ob6paleHuto.

6. MPOBELEHWE PEFMMAMEHTbBIX Y ABAPUAHO-BOCCTAHOBWTENbHbIX PABOT

PernamMeHTHble M ABapUMNHO-BOCCTAHOBUTE/NbHbIE PaboTbl MPOBOAATCA B COOTBETCTBUM C YCNOBUAMM,
npegycMoTpeHHbiMM CornaweHneM 1 COOTBETCTBYIOWMM pasgenom SLA Ycnyr.

[onyckaeTtca npepbiBaHWe YCyr B CeAyoWmMX Cy4Yasx:

[na npoBeneHnsa PernameHTHbIX paboT, 3anJaHMpPOBaHHbLIX VICNonHUTeNneM, nocne npeaBapuUTeNbHOro
yBeOOM/IEHUA MO 3NEKTPOHHOM NoYTe YNoTHOMOYEHHOro NpeacTaBuTeNna 3akasumnka;

Ona nposeneHna ABapUNHO-BOCCTAHOBUTENbHbIX PaboT B CBA3M C WMHUMOEHTOM C yBedoOMMeHWEM
YyNO/IHOMOYEHHOro NpeacTaBMTeNa 3akasymka no GakTy BbiaBneHns MHumMaeHTa.
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MepepblB B npepoctaBneHun Ycnyru B pe3ynbraTe MpeBblleHns WCnonHuTeneM cornacoBaHHOro
JOMYyCTMMOro BpeMeHu npoctoda Ycayru npu  nNpoBeaeHMM PernameHTHbiXx paboT aBnaeTcs
HepocTtynHoCTbIO YCnyru.

Ycnosua npoBegeHuss PernamMeHTHbIX U ABapI/IVIHO-BOCCTaHOBVITeanbIX pa60T B OTHOWeHUn VYcnyr

npuseneHbl B Tabnuue 3:
Tabn. 3. YcnoBua npoBefeHnsa PernaMeHTHbIX U ABapuUIMHO-BOCCTaHOBUTENbHbIX paboT

Mpoao/mMKUTENBHOCTD YeepnomneHue JononHuTenbHbie
HaumeHoBaHue
HeOoCTYNHOCTH 3aKka3ymnka ycnosus
PernamMeHTHble paboTbl
CymmapHo He 6onee 1 NPOBOASTCS  BO  BPEMs
(ogHoro) yaca B mecsu,. He no3gHee 4yeM 3a 2 | texHOMOrMYecKoro
PernameHTHble paBoTb MHTepBanol Mexay | (ABa) pabounx AHA AO | pepepbisa B yachl
npepbiBaHNAMM — He MeHee | Ha4ana nepunopa HauMeHblen Harpysku (B
14 (yeTbipHaauaT1) | HeJOCTYMHOCTU. mHTepBane c 23:00 go 06:00
KasieHpapHbIX AHeN. Mo MOCKOBCKOMY BPEMEHM).
B cnyyae yrpo3sbl
BO3HWKHOBEHWUSA aBapUMHOMN
cuTyauum, ans
NpefoTBpaLLEHUS  KOTOPOM
TpebytoTca
He3aMep[mTeNbHble
nencTeums, yBefoMmeHne
Bpema nepepoiBa npon3BoamnTCS
ncyncnaeTcqa C MOMEHTa HenocpencTBeHHO nepep
pernctpaumv MHumaeHta go | HenocpencTsBeHHO neped | wauanom pabor. Ecnu
ABapunHO- MOMeHTa (aKThyeckoro | HavasoMm  paboT WM | oBHapysKeHHas
BOCCTaHOBUTENbHbIE BO306OHOBNEHUSA 3apaHee, no ®aKTy | HeucnpasHOCTb He BAMgET
paboTbl npepocTaBieHuns Ycnyrun | obHapyxeHus Ha paboToCnoCobHOCTb
nocne NPYMEHEHUSA | HEMCNPABHOCTU. OCHOBHOrO  (DYHKLMOHana
NMOCTOAHHOTO mnu Yenyr u pabotel no ee
BPEMEHHOrO peleHns. YyCTPaHeHUto  MoryT  6biTb
npoBefeHbl B yacol
HauMeHbLUewn Harpysku,
yBefoMmieHne
Npomu3BOAMTCA HEe no3fHee
yeM 3a 2 (pBa) 4aca gmo
Hayana pabor.

Echm B SLA VYcnyr onpegeneHbol UWHble YCnoBMA npoBedeHna PernamMeHTHbIX W ABapuMHO-
BOCCTAaHOBUTENbHbIX PaboT, TO NpuMeHaTca ycnosua us SLA Ycnyr.

7. KOMMYHUKALNA

KoMMyHUKaUMN Mexay 3aka3uymkoM 1 MicnonHuTenem ocyLecTBAAKTCA:
e [0 3/1IEKTPOHHOM NouTE;
e o TenegoHy;
e B yaTe JInyHoro KabuHeTa.

Ob6palleHne NoaNeXXmnT PacCMOTPEHUIO TOJIbKO B CllyYae ycnewHon uaeHTudbukKaumMm 3akasuymka unu
npepctaBmMTensa 3akasduka:

Mo 3NeKTPOHHOWN MoyTe - MO UCXOAALWEMY agpecy coobueHusa. NMPUHUMAOTCA K UCMOMHEHWUIO TONTbKO
Ob6palleHnsa, HanpaBneHHble C 3aperncTpupoBaHHOro agpeca(-oB) 3akasyMka UM YNOSTHOMOYEHHOro
npepctaBmMTensa 3akasyumka.

Mo tenedoHy - no OO n naoeHTUbMKALMOHHOMY HOMepy 3akasumka (B c/llyyae ero OTCyTCTBMSA — MO
HoMepy OoroBopa).

McnonHuTenb BNpaBe 3akpbiTb 6e3 pganbHenwen obpaboTkn ObpalleHme B cayyaax:

Ecnu MHuumatop O6palieHns He aBNAeTCca YNOSTHOMOYEHHbIM npeacTaBuTeneM 3akasuuka. B aTom
cnydyae McnonHuTeNb ocTaBndeT 3a coBoM MpaBo CBA3aThCA C 3aKa3yMKOM MU YMOJIHOMOYEHHbIM
npencraBuTeneM 3aKasuumka.

Ecnu B CPO yxe 3apeructpupoBaHo OB6pallieHue oT 3Toro 3akasuymka UAM Opyroro YynosHOMOYEHHOro
npencTaBMTeNda 3TOro 3akasuuka.

3aKasuymMk MoXeT 06paTuTtbca B KOHTAKTHbIM LEHTp McnonHuTensa B T.4. Mo BOMpocaM 06paboTku
NepCcoHasbHbIX AaHHbIX (€CIM MPUMEHUMO B PaMKax OKaszaHua YCayr). DNeKTPoHHasa noyta KOHTaKTHOro
LUeHTpa yKasaHa B [lepeyHe KOHTAKTHbIX Nuu K [oroBopy. VYKasaHHble obpalleHua 3akasuuka
nepecbifatoTcs KOHTaKTHBIM LLeHTPOM MCNoNHMUTENS B paMKax ero KOMMneTeHUUN YNoJTHOMOYEHHOMY NULY
McnonHuTensa, oTBETCTBEHHOMY 33 06paboTKy TakMx obpalleHni.

8. OMOBELEHUE 3AKA3YUKA O HAPYLLEHUN NUHOOPMALIMOHHOW BE3OMACHOCTU
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9.3.
9.4.

9.5.

Mpu BbISBNEHUN HaPYLUEHMA MHDOPMALMOHHOM 6e30MacHOCTU, KOTOPOEe MOBAEK/IO WX MOXET NoB/eyb
HapyweHne KOHOUAEHLMANbHOCTU U (MNTM) LENOCTHOCTU JaHHbIX 3aKa3sunka, U (Mnm) BocTynHocTu Ycnyr,
NcnonHutenb yBegomnseT o6 3ToM 3aKa3uuka M YNOJHOMOYEHHbIX MNpefcTaBuTenell 3akasuymMka B
TeyeHue 24 (oBapLATM YeTbipex) YacoB Moc/e BbiABNEHUS.

MpuMepbl HapyweHUn WHPOPMAUMOHHON 6e30nNacHOCTM, O KOTopbiX WcnonHuTens yBenoMmnaer

3aka3suuka:

. obxon nepuMeTpoBbix cpepctB 3awmtl M WEB Application Firewall (WAF) B cocTaBe
MHdpacTpyKTypbl McnonHuTens, nNOBNEKIWWIA BO3MOXHbIA HECAHKLUMOHUPOBAHHbLIA [JOCTYN K
OpraHusaumm (TeHaHTy) 3aKa3umnka;

. obxop cpefactB M (MAKM)  MHCTPYMEHTOB YMNPaBNEHMS  3alKUTbl  MHPOPMaUMM, NOBAEKLWUNA
HEeCaHKLUMOHMPOBAHHbIM AoCTyn K OpraHu3auunm (TeHaHTy) 3aka3umka;

. nocnenoBaTenbHOCTb COBLITUI MHDOPMALMOHHOM 6e30MacHOCTU, BbiABMEHHbIX cpencTBamu SIEM
(Security Information and Event Management), cBuOeTenbCTBYOWAsA O BO3MOXHOM [OCTyne K
OpraHusaumm (TeHaHTy) 3akasumka u3 OpraHusaumm (TeHaHTa) Apyroro 3akasuuMka B obxof
MEeXaHM3MOB 3alnTbl, obecneynBatowmx nsonaumo OpraHmsaunin (TeHaHToB) 3aKa3uyMKOB pyr OT
Aapyra;

. HECaHKLUMOHMPOBAHHbLIA JOCTYN K MNEepCoHanbHbIM [aHHbIM 3aKa34yuka, pPaACMOJIOXEHHbIM B
MHDOPMALMOHHbIX CcUCTEMax MWcnonHutenal, KoTopbld MNPUMBEN WM MOXET MpPUMBECTU K
KOMMNpOoMeTauum nepcoHasnbHbIX AaHHbIX 3aKa34ynKa;

. HEeCaHKLUMOHMPOBAHHbIN dU3MYecKuin goctTyn K obopynoBaHutio MHGpacTpykTypbl MicnonHutens, Ha
KOTOPOM pa3MeLLeHbl MIHPOPMaLMOHHbIE CUCTEMbI 3aKa3ymKa.

YBeLOMNEHME O HapyLeHUN MHPOopPMaLMOHHOM 6e30NacHOCTM AO/MKHO COAEepPXKaTb:

e  [aTy 1 BpeMs BbIIBIEHUS U (MPU BO3MOXXHOCTWN) BO3HUKHOBEHMNA COBbITUS;

. KpaTKoe onncaHune cobbitms;

. PUCKM AN 3akasuunka;

. KpaTKoe onucaHne AencTBU MICNONHUTENEM MO YCTPAHEHMIO HAapYLWeHUS;

. cBegeHna 06 MHPOPMUPOBAHUM HAL30PHbIX OPraHoB (B C/lyyae ecnvM 3aKoHOAAaTeNIbCTBOM
Poccunckon depepaumnm yctaHoBAeHa Takas 06a3aHHOCTb NicnonHuTens).

NcnonHuTtenb He 0653aH yBeAOMNATb O HapyLeHMAX MHPOPMaLMOHHOM 6e30MacHOCTY, NPOM30LWeaLLnX
B pe3ynbTaTe AelCcTBMIN 3akasunka 1 (Mn) B 30He OTBETCTBEHHOCTM 3aKas4ynkKa.

[na aBTOMaTM3auMM NPOLLECCOB BbLISB/IEHUA WM pPearnpoBaHMsa Ha MHUWOEHTbl MHPOPMALMOHHOM
6e30nacHOCTM Ha CTOpoHe WcnonHuTena WCNonb3ylTca cpeactBa cbopa M aHanusa cobbiTui
nHbopMaunoHHon 6esonacHoctn knacca SIEM (Security Information and Event Management) c
npuenedeHnem ycnyru BHewHero SOC (Security Operations Center).

B xoae paccnepoBaHUsA HapylweHUn MHbOPMaUNMOHHOM 6e30nacHoCTU:

McnonHuTenb BnpaBe NpenocTaBUTb YNOMHOMOYEHHbBIM COTPYAHUKAM MICNONHUTENa [OCTYN K XypHany
cobbITnin OpraHusaumm (TeHaHTa) 3akasumka;

NcnonHuTenb rapaHTUpyeT 3akas3uuKy [OCTYn K XypHany cobbituii ero OpraHu3auum (TeHaHTa) Ha
nepuos paccaefoBaHMs C BO3MOXHOCTbIO BbIFPY3KM XXypHana BO BHEWHWI dann;

3aKa3yuKk BMpaBe 3anpocutb y WCNONHUTENS [OaHHble W3 )XKYPHaNoB COObITMIN CPeacTB 3aluTbl
MHbopMaunm NHbpacTpyKTypbl, BKAtoYas SIEM.

9. KOMIIEHCAUWA 3A HAPYWEHWE COIMMALUEHNA

Mpu HapyleHWM NnoKasaTenen ypoBHA JocTynHoCTM Ycnyr no BuHe MicnonHuTena 3akasdunk MMeeT NpaBo
Ha KOMMEHCaUMUIO — CHUXEHME MmfiaTexa 3a Nonb3oBaHWe Ycnyron B nocnepyowem OTYETHOM nNepuoge,
eC/in NHOEe He YCTaHOBNEHO B ycnoBuax SLA Ycnyr.

Mpwn pacyéTe JocTtynHOCTM Ycnyr:

e BH yuutbiBaetcs B o06béMe 100% OT 3aPUKCMPOBAHHOrO BPEMEHW MPOCTOA OCHOBHOM
PyHKUMOHaNbHOCTK YCnyr;

e [erpagaums yumtbiBaetcs B 06b€Me 20% 0T 3adMKCMPOBAHHOMO BPEMEHMW NMPOCTOA BTOPOCTENEHHOM
PyHKUMOHaNbHOCTK YCnyr.

Pa3Mepbl KOMMEHCaUui NpMBeaeHbl B COOTBETCTBYIOWEM pa3gene SLA Ycnyr.

MpepenbHbI pa3Mep KOMAEHCAUNM NO KOHKPETHOM YCyre He MOXeT NpeBbllaTh 3HAYEHUS, YKa3aHHOMo
B ycnosusax SLA Ycnyr.

B npenenax ogHoro OTYETHOro nepmnoaa CToMMOoCTb YCAyr He MoXeT BbiTb CHUXeHa 6onee, YyeM Ha 50%
(MATbOECAT NPOLIEHTOB).

1 3a ucknoyernmneM MAH 3akasumka, obpabaTbiBaeMbiX B €r0 MHPOPMALMOHHBIX CUCTEMaX, Pa3BEPHYTBIX C UCMOb30BaHMEM YCyT.
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9.7.

9.8.

9.9.

9.10.

9.11.

9.12.

B cnyyasx, korga pasmep KoMneHcauni npeeblluaeT 06bEM, YCTaHOBEHHDINM M. 9.4 CornaweHunsa, ocTaTok
nepeHoCcUTCa Ha ciepyowmnin OTYETHBIM Nepuoga.

Ha komneHcaummn no HacToswemy pasgeny CornalieHus He pacnpocTpaHatoTca TpebosaHma cT. 317.1 TK
P® no ynnate NpoLEHTOB.

B TeueHue 60 (ecTnOecaTn) gHen C MOMeHTa BO3HUMKHOBEHUA COBbITUA, KOTOPOE MPMUBENO K HAaPYLWEHMIO
nokasartenen ypoBHA [ocTynHocTM Ycnyr, 3aKas3uuK BrpaBe HanpaBuTb MCMOMHWUTENO NpeTeH3uio,
PYKOBOACTBYACH NpaBuaaMu 1 ycnoBuamMmu nogaum O6palleHnin, ykasaHHbiMK B HacToaweM CornalieHum.
MpeTeH3Ma [oOMKHA 6blTb 0OOCHOBAHHOW, K HeM [OO/MKHbl  OblTb  MPUNOXKEHbI  AOKYMEHTHI,
noaTeepxxgatolme TpeboBaHna 3akasunka.

[na nonyyeHns KoMneHcaumm 3akasumk Hanpasnsaet McnonHutento Ob6palieHmne c 060CHOBaHNEM CBOUX
TpeboBaHui. YKkaszaHHoe ObpalueHue pernctpupyetca Kak 3HO cpegHero npuopuTeTa.

Mpu HapylleHnN 3aKa34yMKOM CPOKa HanpaBneHua npeTeH3unm, npeaycMoTpeHHoro B n. 9.8 CornaweHus,
WNU YyCNoBUIA eé noaauun, MicnonHutenb BNpaBe 0TKa3aTb B NPeaoCTaBNeHNUN KOMMAEHCaLUK.

Pasmep KOMMEHCauuu paccymTbiBaeTcAd OT CTOMMOCTU Ycnayr 3a ToT OTYETHLIM nepuod, B KOTOPOM
npousolen dakT HapylweHnsa ycnosuii CornateHums.

McnonHuTens BNpaBe MO CBOEMY YCMOTPEHUIO MPefocTaBuUTb 3aka3uuKy pasoBYK CKUAOKY 3a
nosib3oBaHme Ycayramu.
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