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MPUNOXEHUE N2 2.CRS.2.2.

K [Jorosopy
COIMALLUEHME OB YPOBHE INMPEOOCTABJTEHNA YCITYT
«THREAT DETECTION AND RESPONSE» («<TDR»)
1. MPEAMET COINMALWEHUA
Hactoawee CornaweHne o6 ypoBHe npepocTaBneHua ycnyr (panee - CornaweHue) sBnsetcs

OOKYMEHTOM, d)MKCl/IperLLI,VIM JocTtynHoCTb Ycnyru, a Takxe ueneBble KONIMYeCTBEHHbIe U Ka4yeCTBEeHHble
XapaKTePUCTUKN NpefocTaBneHnsa Ycnyru.

Ycnyra npepocTtaBnsetca B coTpyaHudectBe ¢ OOO «Be3onacHas uHpopMaumoHHasa cpega» (00O
«BW3oH», panee - «MapTHepy).

B3anmopencteme LeHTpa MoHuTOpuHra MapTtHepa (BI.ZONE SOC) n WcnonHutena Bka4aeT B cebsa
perncTpauunto 3asBoK O HECOOTBETCTBMW MPenoCTaBNAeMbIX yCnyr TpebyeMbiM napamMeTpaM KayecTsa,
OpraHu3aumio npouecca BOCCTaHOBNEHWSA CepBuCa, B3aMMHOEe WHPOPMUPOBAHUE OTBETCTBEHHbIX
pyKoBOAMTENEN KOMMaHWM O XO4e peleHUs BOMpOCOB, CBA3aHHbIX C BOCCTAHOBNEHWEM Tpebyemoro
Ka4yecTBa cepBuca.

2. MPOLIEAYPA B3AMMOJENCTBMS CTOPOH MPU BbISBNEHUU UHLUMAEHTOB UB

Mon pearMpoBaHWEM Ha MHUMOEHT UB nogpa3yMeBaeTca CTPYKTYPUPOBaHHas COBOKYMHOCTb AENCTBUN
CTOpPOH, HanpaBneHHas Ha yCTaHOBMEHME JeTanei UHUMOEHTa, MUHMMM3aLUMIo yiepba OT MHUUOEHTA U
npeaoTBpalleHne NoBTopeHnsa nogobHoro nHumaeHTa Mb B 6yaywem.

Oenctema no BbIABNEHUIO WHUMAEHTOB WMB M pearMpoBaHMIO Ha HUX, a TakKXXe UX 04YepenHoCTb
npepcraBneHsl B Tabnuue 1:

Tabn.1. Mpouenypa pearnpoBaHua Ha NHunpeHT b

Bpems

Ne 3apaun OTBETCTBEHHDIN
peakumm

1 MOHUTOPUHT U aHann3 cobbiTnini Ub

B paMKax MOHWUTOPWHra W aHanusa cobbitmn Wb
Nnpoun3BOANTCA aHanus cpabaTtbiBaHUN npasun
aBTOMATMYECKOrO BbISIBNEHUSA Yyrpo3, BblaeneHne Ha 6ase
HUX MNOTEHUMANbHbIX WHUMAEHTOB WUB “ mnx nepBuYHasa
oueHKa Ha npegMeT JIOXXHOMOJIOXKMTEbHbIX
cpabaTbiBaHKN. NHUMaeHTb MoryT 6biTb | AHanuTWK nuHWi 1-2 BI.ZONE | CornacHo
OXapaKTepmn3oBaHbl KakK: Yole Tabnuue 3
e FP (noxHoe cpabaTbiBaHue);

e TP (noaTBep)XAeHHbIM NHUNAEHT UB).

B xope paboTbl XxapaKTep MWHUMAEHTA MOXeT ObiTb
M3MEeHEeH KaK Ha OCHOBaHWW MHOPMaLUK OT 3aKas3uuka,
TaK M Ha OCHOBaHMM 3KCNEPTHOro MHeHusa MapTHepa.

2 AHanus nHunpeHtos Ub

1.1

AHanu3 noTeHuManbHbIX WMHUMAEHTOB Wb, oueHka ux

2.1 NPUOPUTETOB Y BblpaboTka pekoMeHaaummn no

nepBnUYHOMY pearmpoBaHuio

3 OnoBeleHne 3aka3umka 06 nHunpeHTte b

dukcaumna nHumaeHtTa b B yyeTHom cucteme MapTHepa

nyTeM 3anoJIHEHUSA KapTO4YKM MHUMOEHTA. YBegomneHune

3aKasumka 06 WHUMOEHTe MOXeT ObiTb OCYLIeCTBIEHO

Of4HUM U3 Cnepyrwmx cnocobomM KOMMyHUKaLUN:

MoyToBOE YBEAOMEHME:

1. B TeMe nucbMa cofepxaTtcs cneayrowme 3HauYeHuns:

e lpoeHTudukatop MHPOPMALUOHHOM CUCTEMDbI, B
OTHOLWIEHUM KOTOPON 6biN1 3aPUKCMPOBAH UHLUOEHT.

e HoMep MHUMOEHTa, MPUCBOEHHbIN YYETHON CUCTEMOM

3.1 ncnonHuTena:

e [lpuopwurert.

e HasBaHue MHUMOEHTA.

2. B Tene nucbMa, B KapToyke WHUMAOEHTa MOryT

copepXatbCsa cnepyolmne faHHble:

O6uaa nudopmaumsa 06 nHunaeHte Ub:

e BpeMmsa perucTpaunu B popmaTte UTC;

® [PUOPUTET;

e TeKyLWMWI CTaTyC U1 KOMMEHTAPUMN K HEMY.

CBopHasa nHdbopmauma:

AHanutuk nuHun 1-2 BI.ZONE CornacHo
SOC Tabnuue 3

AHANUTUK NUHUN 1-3 CornacHo
BI.ZONE SOC Tabnuue 3
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® CMWCOK 3aTPOHYTbIX XOCTOB W aKTUBHbIX YYETHbIX
3anMcen B HUX HA MOMEHT MHUMAEHTA (NpUX yCNoBUM
LOCTYMHOCTM 3TOM MHbOPMaLmKn);

®  CMNUCOK 06HapYXXeHHbIX MHANMKATOPOB
KoMMpoMeTaunmn (Hanpumep, xew-cymMmma danna, ums
danna, appec C&C-cepBepa, acCOUMUPOBAHHbIE
LOMEHHbIE UMEHa U ap.);

® peneBaHTHble MHUMOEHTY TEXHUKU U TakTUKM MITRE
ATT&CK;

e cpaboTaBliMe NpaBuia aBTOMAaTUYECKOrO BbIIBEHNS
yrpo3s, Ha 6ase KOTOPbIX OGHAPYXXEH NHLNLOEHT;

® CCbIIKM Ha LOMONTHUTENbHbIE dannsl,
NPUKNaablBaEMbIe K UHLMAEHTY.

MoppobHas nHdopmaumna:

e onucaHWe MHUWLEHTA;

e timeline nHunpeHTa;

e 0630p Tekywero u MNOTEHUWANbHOrO BAUSHUS
WHUMOEHTA Ha MHDPACTPYKTYPY 3aKa3umKa;

e npoyas nHpopmauus.

PekomeHpgauunm:

MepBooyepenHble OEeNCTBUSA, KOTOpble noApa3syMeBatoT

noaTBepXKaeHue NEermTMMHOCTU/HENernTMMHOCTHU

MHUuugeHtos WbB. Takxke pekomMeHpauuu, KOTopble

HeobxooMMO  MpegnpuHATL  ANS  NpefoTBpalleHus

nHumpeHta M6 manm MMHUMM3aUMKM ero NocnepncTsui, u

KOTOpble He MOryT OblTb BbINOMIHEHbI MICcnonHUTENEM

CaMOCTOSITENIbHO B PaMKax aKTUBHOrO pearnpoBaHus.

3anpoc  OOMNONHUTENbHOM MHPopMauum, KoTopas

TpebyeTcs oT 3aKa3uumka Ojsa nposefeHusa VicnonHutenem

panbHenwero aHanu3a wuHumpeHta Wb, n KoTopas He

MOXeT BbITb NonyyeHa NicnonHuTenem caMocTosiTeslbHO B

paMKax akTUBHOIO pearmpoBaHus.

KapToyka nHumgeHta Ha BI.ZONE SOC Portal

KapToyka MWHUMAEHTa A[OCTYNHa B JIMMHOM KabuHeTe

3aKa3yumka.

MNpepocTaBneHre 3aKa3uMkoM o6paTHOM CBA3U No MHUMAEHTY Ub

4.1

Mocne nosyYyeHns nucbMa COTPYAHMK 3aKka3zumka GepeT
OaHHbIN MHUMAEHT B paboTy M, No uToram paBoTbl C
MHUWOEHTOM, NpeaocTasnsaeT o6paTHYIO CBA3b, @ UMEHHO
- noaTBepXaaeT NermTUMHOCTb/HeNerMTUMHOCTb AaHHOIo
WHUMOEHTa, a TakXe  BbIMOJIHAET  COrnacoBaHue
chOpPMUPOBAHHOro McrnonHuTeneM nnaHa axKTUBHOMO
pearvpoBaHusa (ecnu 3To cornacoBaHune Heobxoaumo). B

cnyvyae  HeNnermTMMHOCTM  OMUCbIBAeT  pPe3ynbTaTbl
BbIMOMTHEHMS peKoMeHpauuin © CBOE pelleHne B
OTHOLLEHUN npeannaraemMoro nnaHa aKTUBHOIO

pearMpoBaHusa [lapTHepa B OTBETHOM MUCbMe WU
KoMMeHTapuem B SOC Portal.

CornacHo

Ncnonuuteno Tabnuue 3

Ona kaxporo MHumpoeHTa MB Ha3HavyaeTcsa npuopuTeT corflacHo Tabnuue 2 M KaTteropusa corfacHo
Tabnuue 4. PearvpoBaHue Ha WHumpeHTol Wb ocywecTtBnsetca B COOTBETCTBMU C BPEMEHHbIMU
XapaKTepuctnukamum, onpenenéHHoiMm B Tabnuue 1.

Tabn.2. MNpuoputeTsol HUMAEHTa Nb

Mpuoputet OnucaHue npuoputeTa nHumpeHTta b MNMpumep
WHUWAEHT, NPUBOAALLMI K KOMMpoMeTauuun b6onbworo | TapreTMpoBaHHas aTtaka, B paMkKax
KpMTHYECKMii KONMMYecTBa 3aluMLLaeMblX PecypcoB B peayan:':\Te yero | KoTopon 6blna CKOMNPOMETMPOBAHA
3aKa34ymKy MOXeT OblTb HAHECEH CYLWEeCTBEHHbIN ywepb, | yyeTHas 3anucb agMUHUCTpaTopa
WU Xe UHUMUOEHT HOCUT TapreTUupoBaHHbIN XapaKTep OOMeHa
MHUUAEHT, NPUBOAALLMA K BOSMOXHOCTU UMM CO30aHUI0 | AKTUBHOCTb BPELOHOCHOro
BbICOKMIA YC/IOBMIA 0N KOMMpPOMETaUMM 3alULIaEMbIX PECcypcoB | NPOrpaMMHOro obecneveHuns,
3aKasuymka. 3N0HaMepeHHass aKTUBHOCTb He Oblna | He AeTEKTUPYEMOro  UCMONb3yeMbIMU
3ab1oKkMpoBaHa NpeBeHTUBHbIMK C3U. CpeacTBaMm aHTUBUMPYCHOW 3aLMTbl
UHUUAOEHT, KOTOprl7I B D,aHHbIIZ MOMEHT He NpuBoauUT K YcnewHasd aKCnnyaTauna yda3BuMOCTU
HegoCTYMHOCTM 3aliMllaeMblX pecypcoB 3akasuuka, Ho | 6paysepa C noc/egytollent MnonbiTKON
CpenHuit B 6yaoyweM C BbiICOKOW CTeneHbld BEPOATHOCTM MOXET | 3apakeHus XxocTa BPELOHOCHbIM
Bbl3BaTb WHUMAEHT C Oonee BbICOKMM MPUOPUTETOM. | MPOrpaMMHbIM obecneyeHunem,
3N0HaMepeHHas aKTUMBHOCTb Oblla nokanvM3oBaHa M | 3abnokupoBaHHasn cpencrteamMm
3abnoknpoBaHa NpeBeHTUBHbIMU C3U QHTMBMPYCHOW 3aLMTbl
MHUMAEHT, B paMKax KOTOpOro 3aKa3uuky He 6bio | MaoeHTuduUuMpoBaHHble
HU3KUi HaHeceHOo Kakoro-nun6o yuepba. OcywecTBnanca cbop | noTeHUManbHbie HexenatenbHble
MHbOpPMaALUMN O CUCTEME B paMKax MMellmMxcsa npas | nporpamMmbl — Adware, Riskware, not-
nocTyna a-virus nT. g
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Tabn. 3. LleneBble nokasaTenu ypoBHSA NpefocTaBneHmns ycnyrm « MOHUTOPUHT MHUMAEHTOB UB»

BpeMsa peakuuu
o Bpems BbinonHeHUs
Ne MokasaTtenb Mpuoputer * Tabenb 3aKa3uukKa Ha 3anpochbl
nokasartens
MapTHepa
1 — Kputunyecknn 00 15 MUHYT 24x7 He npumeHnmo
OBHapysxeHue 2 — Bbicokum 0o 15 MuHyT 24x7 He npumeHnmo
1 MHumpoenta Wb,
: peruvcrpaums .
UHUMAEHTa B 3 — CpegHun 0o 15 MuHyT 24x7 He npumeHnmo
4 — Huskun 0o 60 MUHYT 24x7 He npuMeHnmo
Mocne 1 — Kputunyeckun [o 60 MUHYT 24x7 He npMMeHMMO
perncrpaumm
MHUMABHTA b 2 — Bbicokum 0o 60 MUHYT 24x7 He npumeHnmo
MapTHep
npoOBOAUT .
npoBepKy 3 — CpegHun 0o 180 MUHYT 24x7 He npumeHnmo
2. NOXHOTro
cpabaTbiBaHMA U
KaTeropupoBaHu
e VHUMAEHTE, | 4 — Huskuin Jo 280 MUHYT 24x7 He npuMeHnmo
yBegomnser
3aKasuumka 06
nHumgeHTte NB
1 — Kputnueckunmn 3 uaca c MoMeHTa 24x7 0o 60 MUHYT
pervcTpaumu
MpepnocTtasneHue . 8 uvacoB C MOMeHTa
NepPBUYHBIX 2 — Bbicokuu perucTpaLmm 24x7 He npumeHnmo
3. pekomMeHaauumn
no MHLNAGHTY 3 — CpenHun 16 yacos c MomeHTa 24x7 He npuMmeHnmo
MB 3aka3uuky perucTpaunmu
4 — Huskun 30 waca c momeHTa 24x7 He npuMmeHnmo
pervcTpaunu
Bpems Ha 1 — Kputuyeckun He npuMeHUMO 24x7 He npvMeHMMO
paccnepgoBaHue
MHUMAEHTa UB u 2 — BblCOKMM He npumeHumo 24x7 He npuMmeHnmo
aHanusa
4. XYpHanos .
CoBbITHi, 3 — CpegHun He npnmeHnmo 8x5 He npnmeHnMo
npefocTaBNEHHbI
X 3aKa3umMKOM | 4 _ Hyzkuil He npumeHumo 8x5 He npuMeHuMo
MapTHepy
MHUMOEHTHI
5. OTCyTCTBUSA 3 — CpepgHun He npumeHumo 8x5 8x5
cobbITUN**
SLA Ha
6. ucnonHexme 99%
nokasartenemn
(nn. 1-5)***

* CpoK aKTMYeCcKoro BOCCTaHOBNEHMSA U pelleHns MHunaeHTa Nb oTcunTbiBaeTcs € MOMeHTa NonyyeHus 3anpoca
3aKa3uyMKOM yBeNuYMBaeTCA, B Clyvasx, Korga ans BocCTaHoBNeHusa u\unu yctpaHenuns MHunoeHta UB Tpebyetca
bopMUpoBaHME 3anpoca B TEXHMYECKYIO MOALEPXKY MPOM3BOAMTENA MnporpaMMHoro obecrneyeHus, ecnu npu
OKasaHWM YCnyrM MWCNoNb3yeTca nporpaMMHoe obecneyeHne TPeTbUX nuu, (TPeTbS JNIMHMA  TeXHUYECKom
nopaepXkun) m\unmu Tpebyetcs pononHuTenbHas MHPopMaums OT 3akasuyuka. B gaHHOM cnyyae NHumpeHT Wb
nepeBoamnTCa B cTaTyc «OXMAaHMeE» [0 MOMEHTa pPelleHusa 3anpoca TpeTbel NUHUEN TEXHUUYECKOM MOALEPXKKMU
n/mnn icnonHutenem.

**  Peakuua npegnonaraeTca Ana  MCTOYHUKOB COOBITMIA, COFNACOBAHHbIX MO MOYTe C  YNOJIHOMOYEHHbIM
npeacTtaButTeneM 3akasumka.

*** 90% 3aaBOK OyneT BbIMOMIHEHO B COOTBETCTBUM C BPEMEHHbLIMU MOKasaTenssMun, 1% MoxeT GbiTb pewweH c
yBENMYEHHbIM BpEMEHEM peakuuu NapTHepa.

Tabn.4. Kateropus nHumngeHTta b

Unauthorized Access/Compromised

MHUNOEHTbI, CBA3aHHbIE C HEAaBTOPW30BAHHbIM NOMy4YeHWEM GU3UYECKOro/NOrMYeckoro AOCTyn K 3aluiiaeMon
ceTu/cucTeMe/NpUNOXKEHNI0/AaHHbIM).

Scans/Probes/Attempted Access
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2.4.

MHUMAEHTDI, CBA3aHHbIE C aKTUBHOCTbIO, HAaMPaBEHHOM Ha NoMyYeHne CBeAeHUI O JOCTYMHbIX XOCTaxX, OTKPbITbIX
nopTax, yA3BUMMOCTAX, YCTaHOBNEHHOM [MO WM WMHbIX CBEAEHMI O LeNeBoM 06beKkTe, KoTopble MOryT 6biTb
MNCMNOJIb30BaHbl HAPYLWWTENEM ANS faNbHENWEero NN1aHMPOBaHUS U Pa3BUTUS aTaKu.

Brute Force

MHUMOEeHTbl, CBA3aHHbIE C YCNEeLWHbIMU U HeYCneLwWHbIMX NoMNbITKaMu no,u,6opa naponelh B 3allMUlaeMble CUCTEMDI.

Vulnerability

MHUNOEHTbI, CBSAA3aHHbIE C YCMEWHOM 3Kcn/yaTaumMen ya3BMMOCTEN, a TakXe BbiIBNEHMEM (C MCMONb30BaHUEM
CKaHepoB, aHanu3 Koaa, Bug Bounty 1 T.M.) KPUTUYHBIX YA3BUMOCTEN (YA3BMMOCTEN peanusaummn), aKcnayaTauns
KOTOPbIX MOXET MPUBECTU K peanmsaummn yrpo3 MHbopMaLnMoHHON 6e30nacHOCTN (HECAaHKLMOHMPOBAHHbIN AOCTYM,
yTeyka KoHbuaeHuManbHon MHPopMaunm, HeCaHKLMOHNPOBAHHbIE fEHEXHbIE NepeBoabl U T.4.).

Defacement/Data Manipulation

MHUMAEHTbI, CBA3aHHbIE C HENETMTUMHbBIM U3MEHEHNEM COAEPXMMOro 3awmuwaemoro pecypca (WEB-cant, dannsl,
6a3bl JaHHbIX).

Data Leak

MHUMOEHTbI, CBA3aHHbIe C MOTEHUMANbHbIMM yTeYKaMu 3awuiaeMon mHpopmaumm (KonuposaHue ¢anioB Ha
NOAK/OYaeMble HOCUTENN, BbIrPy3Ka BHYTPEHHUX 6a3 gaHHbIX Uiy 6a3 3HaHWM, OTnpaBKa KoHUAeHLUManbHOM
MHPOPMaLUM MO SEKTPOHHOW NOYTE U T. N.).

Malware

MHUMAEHTbI, CBSI3aHHble C aKTUBHOCTbIO BPELOHOCHOrO MpPOrpaMMHoOro ob6ecrnedyeHus (HanmpuMmep, 3anyck
WnbpoBanblinKa, NPONMUCbIBaHWE B aBTO3arpy3Ky TPOAHa M T. M.).

Malware C&C Communication

MHUMAEHTDI, CBA3aHHbIE C BbISIBIEHWEM B3aMMOLENCTBMA XOCTOB 3alUMILAEMON WMHGDPACTPYKTYPbl C M3BECTHLIMU
KOMaHAHbIMU LleHTpaMu 6OTHEeT ceTen.

Malicious Host

MHUMOEHTbI, CBA3aHHble C [OOCTYNOM K pecypcam, BbiMOMHAWMM pacnpocTpaHeHne BpegoHocHoro MO
(MCKNOYaa N3BECTHble KOMaHHbIe LeHTPbl BOTHET ceTel), NM60 CBA3aHHbIe HEMOCPEACTBEHHO C Pa3MeLleHNEM B
cetu VIHTepHeT TaKoBbiX PeCypcoB.

Phishing

MHUMAEHTbI, CBSA3aHHble C VIH(i)OpMaLI,VIeDI, BBOASLLEN NOMb3oBaTeNneln 3almwaeMbix VIHdJOpMaLI,VIOHHbIX cmcTeM B
3a6ny>+<,u,eHme OTHOCUTENbHO NPUHaONEXHOCTU VIHCDOpMaLLVIVI, pacnpOCTpqueMoﬁ nocpencTtsom ceTn
MHTepHeT/BﬂeKTpOHHOI‘/JI noYThbl, BC1ieacTtene CXOACTBa AOMEHHbIX UMeH, Od)OpMﬂeHMﬂ NN cogepxXxaHuna.

Spam

MHUMAEHTbI, CBA3aHHble C  pPacrnpoCTPaHEeHMEeM  He3anpallMBaeMOoi  3/IeKTPOHHOW  MOuYTbl,  HOCALlen
MHGDOPMATUBHbI/PEKNAMHbIV XapaKTep.

Prohibited Content

MHUMOEHTbl, CBfI3aHHble C pa3MeweHneM B ceTn WHTepHeT 3anpeLleHHOro KOHTEeHTa; WCMoNb30BaHNEM
HennueH3noHHoro MO, NnpuMeHeHneM CPeacTB 06xopa NUUEH3MOHHbIX OFpaHMLIEHMIZ.

Social Engineering

MHUNLOEHTDI, CBA3aHHbIe C NOBy)XaeHMeM nosnb3oBaTenen 3awmwaeMon MHGopPMaLMOHHON CUCTEMbI K COBEPLLEHMIO
pencrtemin (NyTéM obMaHa unan 31o0ynoTpebnieHna 4oBepueM), HanpaBleHHbIX HAa OOCTMXKEHME Lenen HapywuTtens
(ocyuwiecTBneHne onepauuii No NepeBoay AEHEXHbIX CPeAcTB, nepexomd Mo BPedoHOCHOWM CCbiiKe, pasrnaweHue
naposibHOM MHdOoPMaLMn U T. M.).

Improper Usage

MHUMAOEHTbI, CBSA3aHHbIE C HApYLWeHUSMKU TpeboBaHUN NONUTUK/PernaMeHToB/MHCTPYKUM NB (Hanpumep, OCTyN B
MHTepHeT B 06xop proxy, ucrnonb3oBaHue TOR, noakntoveHne K nybnuyHoiM Wi-Fi cetam, ucnonbsoBaHue Y3
LOMEHHOro agMMHMUCTPaToOpa Ha 3anpeweHHOM XocTe U T. Nn.).

Traffic Hijacking

MHUNOEHTbI, CBA3aHHblE C aTakaMu, HanpaBfeHHbIMW Ha W3MEHEHWEe MapLlIpyTHO-agpecHon uHdopmauumn (BGP
Hijacking, Route Injection n 1. n.).

Misconfiguration

MHUMAEHTbI, CBA3aHHble C owwnbkamMyu B paboTe M HACTpoMKe CPeAcTB 3awutbl MHOOPMaUUKM, KOMMOHEHTOB
MHODPACTPYKTYPHI.

Suspicious Process Activity

VMIHUMAEHTbI, CBA3aHHbIE C I'IO,D,O3pVITeJ'IbHOVI AKTUBHOCTbIO NEermMTMMHbIX Npoueccos OI'IepaLI,VIOHHOPI CNCTEMDI.

3aKa34ynKy NpenocTaBgeTcs BO3MOXHOCTb OTNPaBAATb 3anpochl COrNacHO NoKa3aTensM, yKka3aHHbIM B
Tabnuue 5. Ona atoro MicnonHUTenb [OMKEH OTNPaBUTb 3aNpoC Ha 3N1EKTPOHHbIN agpec soc@bi.zone ¢
YKa3aHWeM ngeHTudumkatopa B TeMe nmMcbMa B dopmaTe unm 3asectm 3aaBky B BI.ZONE SOC Portal:

Tema nucbMa: MaeHTudukaTop (NpefocTaBuUT cepBUC-MeHekep MapTHepa), KpaTKasa cyTb 3anpoca;
Teno nucbMa: MNoppo6Hoe onucaHue 3anpoca, NPMOPUTET 3anpoca.

Tabn. 5. LleneBble nokasaTtenu nposeneHnda N3MEeHeHUN B MecaL,

Kon-Bo

Ne lNoka3arenb .
obpalLeHui

3aABKM, CBfI3aHHble C W3MEHEeHWEM KoHdurypaumm
1. 3anpoc Ha n3MeHeHune Ycnyrun (pobaBneHune/yoaneHme UCToYHMKa cobbituin Mb, He 6onee 8
apanTaumsa cueHapusa, Bbigada Y3 B SOC Portal)

3a8BKN, CBA3AHHbIE C KOHCY/NbTaLMOHHbIMX BOMPOCaMMU,
no Ycnyru (Bonpocsl no pabote ¢ SOC Portal, Bonpocobl He Bbonee 4
no AOroBopy U T. n.)

MHbOpMaLMOHHbIN
3anpoc
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2.6.

Kon-Bo
Ne lNoka3aTtenb .
obpalLeHuit
3afABKa, CBA3aHHas C MOAO3PEHMEM 3aKa3uymka Ha
MHunpeHt WB. W3HayanbHO p[aHHOMY obpalleHuto
MNopo3peHune Ha npuceanBaeTca CHU3KNIN» npuopuTer. Mpwn
3. posp P p1op P He orpaHun4yeHo
NHunpeHT NB HeobxoaMMOCTN 3aKa3uMK MOXET NMOBLICUTb MPUOPUTET.
Pabota no pgaHHOMY Tuny 3anpoca BepeTca B
cooTBeTCTBUM € Tabnuuen 1.
Tabn.6. Llenesble nokasaTenun ypoBHS npenocTaBneHus Yenyr
N2
" BpemMsa peakuum McnonHutens
[MokasaTenb BpeMs peakuuu MNMapTHepa
n/n Ha 3anpochbl MapTHepa
PearnpoBaHue Ha
1. P He 6onee 10 paboumnx 4yacos He NPUMEHMMO
3anpocC Ha U3MEHeHMne
BbinonHeHWe 3anpocos
2. P He 6onee 90 paboynx yacos He NPUMEHUMO
Ha U3MeHeHne
PearupoBaHue Ha
3. MH(POPMALUOHHbIN He 6onee 10 pabouunx 4yacos He NPUMEHUMO
3anpoc
BbinonHeHune
4. MHDOPMaLMOHHbIX He 6onee 90 pabouunx yacos He NPUMEHNMO
3anpocos

* Yyer BpemeHu BbINO/IHEHUSA 3anpoca MpUoCTaHaB/INBAETCSH, €C/i OOCTOATE/IbCTBAE, B/IMAIOWME HA 3TO BPEMS,
HaxofAaTca BHe 30Hbl OTBETCTBEHHOCTU [lapTHepPa.

Mocne nony4yeHus oTBeTa Ha obpaleHne 3aKka3ymMK NPOBepPAET KAa4YeCTBO UCMOMHEHUA U NOATBEPXKAAET
peweHue. B cnyyae, ecnm 3akasumnk He NOATBEPANN pelleHne B TedeHme 21 (dBaguatn ogHoro) paboyero
[OHA, obpalleHne CYMTaeTCa BbIMOJHEHHBIM M aBTOMaTMYECKMN 3aKPbIBAETCA.

XXU3HEHHbIN UMK MHUMAEHTOB 1 0bpalleHuni.

B npouecce CBOEro XM3HEeHHOro LMKIa MHUMOEHT U obpalieHne OHM MOryT HaXOAUTbCS B ClepyoLnx,
cTaTycax, aKTyanbHOCTb KOTOPbIX MOXHO oTcneamTtb B JIK SOC Portal u/unu yTouyHUTb aHAaNMTUKOB 1-1

NTMHUN.

Tabn.7. CTaTyC MHUMOEHTOB 1 obpalueHui

Cratyc

OnucaHue cratyca

Waiting for support

— MHUMOEHT HaxoauTca B paboTe y MapTHepa.

customer/Pending
(B oxknpgaHun)

(Ha3HayeH)
— peweHne NHUMAEeHTa NPMOCTAHOBNEHO NO OAHOM U3 CNeAyoWMX NPUYNH:
e 1A peweHns Tpebyetca AononHUTEeNbHaA UHPOPMaLKUSA OT 3aKasuunka;
Waiting for e 33aperncTpuMpoBaH  3ampoc B CAyXBy  TexHuyeckoh  MoAaAepIKKM

npoussoanTens o60pyaoBaHNA, YHaCTBYIOWErO B OKa3aHUu YCiyru;
e BO3HMKAM pApyrve o6CTOATEeNbCTBA, KOTOPble HAXOAATCA BHE 30Hbl
OTBETCTBEHHOCTM MapTHepa.
YyeT BpeMeHu peleHns NHumnaeHTa Ha JaHHOM 3Tane npuocTaHaBAMBaeTcs.

Completed
(Pewen)

— M0 3aperncTpMpoBaHHOMY MHLMAEHTY UK 06paLLEeHMIO:
e BbipaboTaHbl HeOH6XOAMMbIE MEPBI MO PELUEHMIO;
e npefocTaBneHbl peKoMeHjauuu MO  HewTpanusauum  yrposbsl  UB,
NOCNYXXMBLIEN NPUYNHON UHLMAEHTA;
® YCTaHOBNEHO, YTO  3KCMANyaTaUMOHHble  XapaKTepucTukn  Ycayru
COOTBETCTBYIOT rapaHTMPOBaHHbIM NapaMeTpaM.
Ecnn 3aka3umk 0TKa3blBaeTCs MOATBEPAUTb PeLleHWe, WHUMAEHT MOXeT ObiTb
OTKPbIT 3aHOBO MyTeM OTNPaBKM COOTBETCTBYIOLWEro yseaomneHuns MaptHepy. Mpwu
OTCYTCTBUM YBEOOMNEeHUs OT 3aka3umka B TeyeHuwe 3 (Tpex) paboumx [Hewn
peweHne cHnTaeTcd noaTBepXXaeHHbIM, UHUMOEHT NOANEXUT 3aKPbITUIO.

Customer completed

— WHUWMOEHT NepeBefeH B CTaTyC «pelweH 3aka3yMKoM», MPOBOAUTCHA NMPOBEpKa
MapTHEpOM.

DFIRMA
(Ha paccnepoBaHumn)

— cTatyc wuvHuupeHToB WB, KoTopble TpebylT npoBeaeHus noapobHoro
pacc/iiefoBaHus, C UCNOMb30BaHWEM METOAO0B KOMMbIOTEPHON KPUMUHANUCTUKM U
aHanu3a BpepoHocHoro MO, npu 3TOM TpebyeMble B paMKax paccnefoBaHus
OEeNCTBUS He OrpaHMYMBalOTCA NpPenoCcTaB/iseMbiMM BO3MOXHOCTAMM areHTa
BI.ZONE Sensors no aKTMBHOMY pearnmpoBaHui. Ha paHHOM cTatyce y4eTt
BPEMEHU YCTPAHEHUS MHUUAEHTA HE y4YNTbIBaETCS.
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3.1.

3.2.

3.3.

3.4.

3.5.

— pelweHne MHUMAEHTA NOATBEPXKAEHO 3aKa3UMKOM B YCTAHOB/EHHbIN CPOK, NM60
Closed WHUMOEHT aBTOMAaTMYeCKM 3akpbliT BBUAOY OTCYTCTBMSA oOpaTHOM cCBA3M OT
(3akpbIT) 3aKasuyuka B TeyeHue 21 (pBaguatv ogHoro) paboyero oHA. B paHHOM cTaTyce
MHUMAEHT He NOANEXUT NepeoTKPbITUIO.

3. MPOBEAEHWE PETMAMEHTbIX U/ CPOYHbIX PABOT TDR

YcnoBua npoBeneHus PernameHTHbIX paboT u/unu CpoyHbix paboT TDR, npuBeneHbl B Tabnuue 8:

Ta6n.8. Ycnosua nposBeneHnsa PernaMeHTHbIX U/unu CpoyHbix paboT

MpooomKuTenbHOCTb U

YBegomneHue
HaunmeHoBaHue pabot UHTEpBa/bl Mexay 33Ka34NKa [ononHuTenbHbie YC/I0BUS
rnepepsiBamMu
McknoyeHnem aBnsalTCA
cnyyam, Korga paboTbl
PernamMeHTHble paboTbl TDR nposoaaTca B BbINOSIHAKOTCA MO 3anpocy
(nnaHoBOe TexHn4yeckoe P 3aKasuuKa, a Takxe B c/lyyasx,
MHTEepBane BpeMeHu OT | MNapTHep LOJIKEH
obcnyxnBaHue, korga [lapTHep He MoOXeT
21.00 no 06.00 | yBegoMuTb o
MOAEepPHM3aLMa nnm cobM0CTU yKasaHHbIA CPOK B
(MockoBckoe BpeMs) | 3akasuuka o
YyCOBEPLUEHCTBOBaHWE CBA3M C TeM, 4YTO MJaHOBble

WNW NO COrNacoBaHHOMY | nMpoBefeHun  paboT

PEMOHTHblIe pPaboTbl Ha ceTu
C 3aKa3uyuMkoM nepwuopy | MMHUMYM 3a 2 (oBa)

noacucTem, Ha base

KOTOpPbIX OKa3blBaeTCA MapTHepa npoBogsaTca  nNo
BPEMEHM  NpepbiBaHMA | OHA o Hauana .
Ycnyra). TpeboBaHuiO Poccumcknx
npefocTaBneHuns paboT.
venyru roCcyAapCTBEHHbIX OPraHoB U
MpoBopsaTca MapTHepoMm ’ KOMMETEHTHbIX opraHoB
oTpacnn  TeneKoOMMYyHUKauui
Poccuu.

CpoyHble paboTbl TDR
(aBapuiHble PEMOHTHbIE
paboTbl noacuctem, Ha 6ase
KOTOpPbIX OKa3blBaeTCA
Ycnyra; nposogAaTcs,

MapTHep LOXKeH
Korga oTrMevyatoTcs

nepmoanyeckmu Bpemsa nepepbiBa YBEAOMUTL
3akasuumka o]
BO3HMKalOLWMe npepbiBaHNA yKa3blBaeTcs B
nposegeHun  pabot -
B OKasaHuu Ycnyru nnum yBeOooOMNeHnn o]
He MeHee 4yeM 3a 4
CYLLEeCTBEHHbIE yXyaLlweHns nposegeHnn pabor

(yeTblpe) u4aca pfo

napaMeTpoB KayecTsa, Hauana pabor

KOTOpble MOryT B
LanbHelweM NpMBeCTU K
COCTOAHUIO aBapumn).

MposopaTcs MapTHepoM

3aKas3yuk npu HeobXxoOMMOCTU HanpaBnsfeT NPeaNoXeHUs Mo KOPPEKTUPOBKE CPOKOB MpPOBeAeHUs

paboT, KOTOpble Y4YUTHIBAOTCA MO TEeXHUMYECKON BO3MOXHOCTM [lapTHepoM. B yBegomneHuu,

Hanpas/ieHHOM [lapTHEpPOM, yKa3biBatOTCA:

e BpeMdA NpoBeAeHUa NIaHOBbIX PEMOHTHbIX PaborT;

e [aTa NPOBeAEeHUs NNaHOBbIX PEMOHTHbIX PaborT;

e MPOOO/HKUTENbHOCTb NPOBEAEeHNSA NTaHOBbIX PEMOHTHbIX PaboT;

e KOHTaKTHble [aHHble NuMua, OTBETCTBEHHOro 3a npefocTaB/ieHMe WHdopMauMm O MPOBOAUMbBIX
paboTax;

e UVHdOpPMaLUMa 0 HEOBXOAMMOCTM y4acTUa COTPYAHUKOB 3aKa3uuKa B MNNAaHOBbIX PEMOHTHbIX paboTax,
HanpuMep, Oaa NpoBeaeHNsa NPoBepoK PaboTocnocobHOCTU NHPOPMALMOHHOM CUCTEMbI 3aKa3umKa.

3aKa3uMK [O/MKEH BbIAENUTb OTBETCTBEHHbIX COTPYOHMKOB Ans ydyactua B pabotax. B cnydae
HEBO3MOXHOCTW MPUBNEYEHNA COTPYOHMKA K paboTaM Ha yKasaHHylo OaTy, 3axkasuuk Hanpasnset
NPeaIoXKeHUs Mo KOPPEKTUPOBKE CPOKOB NPoBeaeHns paboT.

3aKa3uuMK [Oo/KeH yBeaoMutb WcnonHutensa o nposeaeHuyM nobbix MNnaHoBbiX paboT Ha CBOEM
o6opynoBaHUM, KOTOPble MOryT MNPMBECTU K BPEMEHHON HEAOCTYMHOCTVM 3aliMLUIaeMblX PecypcoB
3aKa3uuKa 1, Kak ClefcTBue, K nepepbiBy B 0Ka3aHMW Ycayru, MUHUMYM 3a 2 (0BOE) CYTOK [10 Hayana
paboT. B yBeAOMNEHUN AOMXKHO BbiTb YKa3aHOo: BPeMa, AaTa, Mpoao/HKUTENbHOCTb NPOBEAEHMS NIaHOBbIX
paboT, KOHTaKTHble AaHHble Nula, OTBETCTBEHHOrO 3a npeaocTasfieHne MHGOPMaLUM O NPOBOAMMbIX
paboTax. Mpu U3MEHEeHUM CPOKOB MPOBEAEeHUs NNaHoBbIXx PaboT 3aka3umMk onoseuwaet McnonHutens B
KpaTyalllme CPOKM MOCAe MPUHATUS PelleHnsi, HO He MeHee, yeM 3a 1 (OQHM CYyTKM) [0 Hayana
nposeneHus paboT. Mpu oTMeHe nnaHoBbiXx paboT 3akasumk onosellaeT McnonHuTens B Kpartyanwue
CPOKM Nnocne NPUHATUS peLleHus.

3aKa3yuKa Oo/MKeH yBefoMUTb MapTHepa o0 NpoBeaeHUN o6bIX aBapUiMHbIX PEMOHTHbIX PaboT Ha cBoeM
o6opynoBaHUM, KOTOPble MOryT MPUBECTU K BPEMEHHON HEeAOCTYMHOCTVM 3aliMliIaeMblX PecypcoB
3aKa3uuKa 1, Kak cneacTsme, K nepepbiBy B oKkasaHumM YCayru, MMHMMYM 3a 2 (0Ba) Yyaca Ao Havyana pabor.
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3.6.

4.1.

YBegomieHne AO/MKHO OblTb HaMpaB/eHO Ha 3/IEKTPOHHbIA afpec YnosIHOMOYEHHOro npenctaBuTens

McnonHuTend.

B yBeooMNeHUn OOMKHbI BbiTb YKa3aHbl:

e BpeM#, AaTta M NPOAO/IKUTENIbHOCTb aBaPUNHbBIX PEMOHTHbIX paboT;

e KOHTaKTHble AaHHble N1La OTBETCTBEHHOIO 3a NpeaocTaBneHne nHpopmMaummn o NPOBOANMbIX paboTax;

e UMHbOPMaLUMa 0 HeEO6XOAMMOCTM y4acTMa COTPYAHUKOB 3aKa3uymMKa B aBapUMHbIX PEMOHTHbIX paboTax
(Tonbko Npu NpoBedeHUn paboT MapTHepPOM).

Bce yBegomneHus MapTHepa, 3aka3umka 1 MICNonHUTeNa fOMKHbI HANPaBAATLCA HA 3/IEKTPOHHbIN agpec
YNONHOMOYEHHbIX npeacTtaBmTenen CTOpOH.

4. 30Hbl OTBETCTBEHHOCTW HA NEPUO OKA3AHUA YCNYTU

B pamkax oKa3aHua YCNyru 30Hbl OTBETCTBEHHOCTM pacnpenensioTcs B COOTBETCTBUM € Tabnuuen 9.
MapTHep He HeceT OTBETCTBEHHOCTb 3a KOMMOHeHTbl Ycnyru, pasMelleHHble B UT-MHbpacTpykType
3aKasyumka, B COOTBETCTBUM C Tabnuuen 9:

Tab6n.9. 30HbI OTBETCTBEHHOCTU

MapameTp BI.ZONE SOC Portal KoMnoHeHTbl Yenyru, pasMeLleHHbix B UT-
MHdpacTpyKkType 3aKasumka
MOHUTOPUHT
UHLNOEHTOB VB MapTHep MapTHep
YpoBeHb ObecneyeHune
MapTHep MapTHep
NPUNoXeHns paboTocnocobHOCTH
BoccTaHoBneHue NaotHe NaptHe
paboTocnocobHoCTH pTHED PTHED
MoOHUTOPUHI MapTHep MapTHep
ObecneyeHune NabThe NapTHe
YposeHb OC paboTOCNOoCcOBHOCTH PTHEP PTHEP
BoccTaHoBneHne NabThe NapTHe
paboTocnocobHoCTH pTHED pTHED
MOHUTOPUHT MapTHep 3aKasuuk
Yposetis - Obecneverne MapTHe 3aKa3yumk
BUPTYyanbHOU paboTocnocobHOCTH pTHED
cpenb BoccTaHoBfeHMe
MapTHep 3aKasuuk
paboTocnocobHOCTH
MOHUTOPUHT MapTHep 3aKa3yumk
YpoBeHb ObecneuieHue MapTHep 3aKa3uuk
060pynoBaHms paboTocnocobHoCTH
BoccTaHoBneHune
MapTHep 3aKa3uumk
paboTocnocobHoCTH
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