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MPUNOXEHME N2 1.ENT.1.1.

K [Jorosopy
OINMMCAHNME N YCINOBUNA NMPEOOCTABJIEHNA
YCNYU «BUPTYA/IbHbBIV LLOO»
1. OBLWAA NHOOPMALUUA N ONMUCAHUE YCITYTU
1.1. BupTyanbHbi LLOL, aBnseTca ycnyron no npefocrtaBnerHunto 6as3oBbiXx MHPOPMaLMOHHO-TEXHONOMMYECKUX

pecypcoB Ha OCHOBE COBOKYMHOCTM QYHKLMOHMPYIOLLEro nopg, yrnpasneHueM NcnofnHUTensa cepeBepHoro u
ceTeBOro o060OpyAoOBaHUA, CUCTEM XPaHEHUSA [OaHHbIX W CAeunann3MpoBaHHOINO MNPOrpaMMHOro
obecnevyeHunq.

1.2. Ycnyra nocTpoeHa Ha OCHOBe Mopenu obcnyxueaHusa laaS. B pamkax Ycnyrn WcnonHuTenb
npegocTaBnset 3aka3umky BupTyanbHbin O, nMelwmMn B pacnopsi>X€HUM COrnacoBaHHbIA Mexay
NcnonHutenem m 3akasuymkom Habop BUPTYanM3MPOBAHHbLIX BbIYUCANTENbHbBIX MOLWHOCTEN npoLleccopa
(vCPU), BupTyanbHou namat (VRAM) n gruckoBoro npoctpaHctea (VHDD), a TakXe cpencTBa ynpaBrieHus
BupTyanbHbiM LLOL, AOCTaTOYHbIE A1 CO30aHUA M yNpaBieHns BUPTYyalbHbIMU cepBepamMm B Tpebyemol
3aKa3yuKy KoH@UrypaumMu B Npenenax BblAeNEHHbIX BUPTYaNM3MPOBAHHbIX MOLWHOCTEN. PYyKOBOACTBO
Monb3oBaTtens no Ycayre OoCTYNHO No 3N1eKTPOHHOMY agpecy: https://cloud.ru/ru/docs/vdc/ug/.

1.3. Ynpasnenune BuptyanbHboiM LLOL ocywectBnseTcs 3aka3zunkom npu nomowm KY ENT.

1.4. CocTaB M OCHOBHbIE KOMMOHEHTbI YCNYru:

Tabn.1. CocTaB Y OCHOBHbIE KOMMOHEHTbI

Pecypchbl

HanMeHoBaHMWe rpynnbl CopepxxaHue

- BWPTyanbHble npoueccopHblie agpa (VCPU);

- BWpTyanbHasa onepatuBHas namsaTtb (VRAM);

- BMpTyaJbHOe AMCKOBOe npocTpaHcTBo (VHDD);
- Edge Gateway.

BbluncnurenbHble pecypchbl

- NOAK/IIYEHME K CeTU UHTEpPHET (B 06LeM KaHane);
- 0oAuH nybnunyHbIn IP-appec.

- nnatdopma BUPTyanm3auum;

- KY ENT;

- nnatdopma BupTyanusaumnm cetn (SDN).

CeTeBble CEPBUCHI N KOMMOHEHTbI

OCHOBHble KOMMOHEHTbl ENT

1.4.1. Mnatpopma BupTyanusaumm obecneymBaeT pgMHaMuUuyeckyto 6anaHCMPOBKY Harpysku Ha cepBepbl U
CUCTEMbI XPaHEHUS [AaHHbIX 018 AOCTUXEHMA ONTUManbHOM NPOU3BOAUTENBHOCTU. COCTaBHbIMM YacTSIMMU
nnatdopMbl BUPTYann3aumnm SBnatoTCa:

e  AnnapaTHbI TMNEPBM3OP - MEXaHM3M, pas3gensaoWmMn pecypcbl GU3MYECKOro cepBepa Mexay
HECKONMbKMMU BUPTYanbHbIMW MallMHaMW.

. High Availability (HA) - m™MexaHu3M, nNo3BONAKWMNA BOCCTaHaBIMBaTb PabOTOCNOCOBHOCTbL
BMPTYaNbHbIX MallMH Nocne annapatHoro cbos y3noB BUPTyanm3aumu.

. CepBuc 6anaHcMpoBKM pabounx HarpysoK — MexaHu3M, paBHOMEPHO pacnpepensowmn BM mexay
BCEMW y3M1aMu Knactepa u obecneymnBatownii 3a0aHHY0 NPOU3BOANTENIbHOCTb BUPTYasibHbIX MalUMH
B LUTAaTHOM W HewTaTHOM (B c/iydyae c6oeB) pexxnmax paboThbl.

. CepBWC OHNAMH MUTrpaunnm BM — MexaHM3M «KUBOM» MUrpaumMm BM Mexpy y3namu knactepa ans
CepBMCHOro obcnyxumBaHusa 6e3 npepbiBaHUSA paboTbl NONb30BaTENbCKUX BM.

1.4.2. KY ENT npepocTaBnisieT KOHeYHbIM Mosib30BaTensaM 6e3onacHble, M30NMPOBAHHbIE MY/bl PECypcoB O
ObICTpON MHMUManm3auum BuptyanoHoro LLOO v peanusyeT eqMHY0 KOHCO/b YNpaBieHus.
1.4.3. Mnatdopma BupTyanusaumm cetn (SDN) ucnonb3yeTca AN CO34aHUA MPOrpaMMHO-oMnpenensieMblx

ceTen, MHKancynauum Tpaduka yepes npoTokon Geneve And NOCTPOEHMUSA NOrnyeckux L2-cetet B paMkax
Y)Ke CYLLeCTBYIOLIEN KOMMYTauuu Ha ypoBHe L3. MNo3BondeT 3aka3uMKy CaMOCTOATENbHO CO3[aBaTb
BblAeNIeHHble CEerMeHTbl CETU M onpeaenaTb NpaBuia MapwpyTM3aLmm Mexay CeTAMU CBOUX BUPTYasIbHbIX
LO0, 6e3 nsmMeHeHun B GU3MYECKOM KOMMYyTaLMN.

1.5. B uenax obecneyeHuns 3awmTbol MHGpacTpyKkTypbl ENT peannsoBbiBaloTCa clegytowmne Mepbl U MeXaHM3Mbl
3aWnTHI:

Tabn.2. O6ecneveHune 3awntbl MHdpacTpykTypbl ENT

YPOBHM 3aLNTbI MeponpuaTtusa

3awumTta Obnaka Cloud.ru u cpencTe ero ynpaBneHus

ObecneymnBaeTca:

DUanuecKmit - pasMelleHune Bcero ob6opyaoBaHMA WHOPAcTPyKTypbl B LIOM, COOTBETCTBYHOLWMX
Tpe6oBaHMAM HaAeXHOCTU No KaTeropuu Tier 3;
- KOHTPOJib 1 yNpaBaeHne JOCTYNoM K 060pya0BaHMIo;
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- Hanuyue CUCTEMbl BUAEOHAONOAEHUS Ha 06beKTax MHdJOpMaTVBaLI,MVI uona.

ObecneynBaeTca 3awmTa nepumeTposB LOMO M MX CerMeHTMPOBAHWE C MUCMOJIb30BAHUEM
CeTteBoM MEXCEeTeBblX 3KpaHOB HoBOro nokosneHua (NGFW), ocywecTBaawowmMx B TOM 4ucie
BblSIBIEHWE M NPefoTBpalleHne KOMMNbIOTEPHbIX aTak.

ObecneumnBaeTca:

- aHTMBMPYCHas 3almTa MHOPACTPYKTYPbl C MCMOSIb30BAHWMEM aHTUBUPYCHbLIX CPEeacTB
ansa obnayvHbix cpeq;

- ynpaBfeHue JOoCTyNnoM K MHDPACTPYKTYpe C UCNOMb30BaHMEM CPefCTB ABYX(PAKTOPHOMN
ayTeHTUDMKALUM NOAKIOYAOWNXCA K HEM aAMUHNCTPATOPOB;

WNHbpacTPyKTYpHbIN - KOHTpONb [HOEWCTBUMN NPUBUIETMPOBAHHbLIX MNOMb30OBaTeNell C  MCMNOJIb30BaHUEM
cneumann3npoBaHHbIX CPeACTB;

- perynsipHblii KOHTPO/b U aHanM3 3alMWeHHOCTU MHDPACTPYKTYPbl C UCMOIb30BaHWEM
crneumann3npoBaHHbIX CPeACTB MO BbIABMIEHWIO YA3BMMOCTEN B UcrnofibdyeMoM MO u ero
HEKOPPEKTHOM KOHbMUrypaumm, BAUSAIOWEN Ha YpoBeHb 3awmuweHHoctn MO, ¢
YCTPAHEHWEM BbIAB/IEHHbIX YS3BUMOCTEN N/UNM HEOQOCTaTKOB;

- cbop 1 aHanu3 cobblITnit MHGOPMALMOHHON 6e30NacHOCTU.

OcCylLecTBNAOTCA  MNepuoAMYeckne TeCcTMPOBaHUA Ha MPOHWKHOBEHWE U ayauT

MHpOpMaunoHHon 6e3onacHocTM WMHpacTpykTypbl ENT C npuBreYEeHMEM CTOPOHHMX

opraHusauui. BbiiBNEeHHbIE B XOAE COOTBETCTBYIOWEro TeCTUPOBAHUSA W/MAW ayauTa

HeLOCTaTKM YCTPAHAOTCA Mo GaKTy UX BbiABNEHUS.

3awmTa KY ENT

3awmMTta C UCNO/MIb30BaHMEM CMeuuanmM3npoBaHHOrO MEXCETEBOro 3KpaHa YPOBHA
npunoxenun (Web Application Firewall).
OcCywecTBNAOTCA perynspHble CKAaHMPOBAHMSA KOHCO/MIM  HA HanuMyvMe aKTyaslbHbIX
YA3BMMOCTEN U ero nepuogmnyeckme TeCTMPOBaHMUA Ha MPOHUKHOBEHME C MPUBIEYEHNEM
CTOPOHHMX OpraHu3auuin. BbiBNeHHble yA3BUMOCTU U/MNU HELOCTaTKU YCTPaHAKTCA Mo
haKTy UX BbiABIEHUS.

N3onauma «OpraHmMsaumn» 3akasumka

[ononHUTENbHbIN

MpunoxxeHunsa

LLonoNHUTEeNbHbIN

ENT OcyuiecTBnseTCs BCTPOEHHbIMK cpeacTBamm ENT.

CeTeBon OcywecTBnsietca cpegcrtsamu SDN.

B paMKax nepuoaMyecKMx TeCTUPOBAHWUI Ha NPOHWKHOBEHWE BCel WHOPACTPYKTYpPbI
NPOBOAATCA  TeCTUPOBAHMA Ha  BO3MOXHOCTb  MPOHMKHOBEHWMA  MOTEHLMANbHOMO
HapywwuTens u3 opgHon «OpraHusauuw» B APYryl0 C MPEOAOSIEHNEM MWCMONb3yeMbIX
MEXaHM3MOB 3aLMTbI.

LLonoNHUTEeNbHbIN

1.6. PacnpeneneHue ponen, 0693aHHOCTEN N OTBETCTBEHHOCTU B 06n1acTn B B OTHOWeEHUM YCIyrm onmcaHo
B Tabnuue 3.
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Tabn. 3. PacnpepeneHue ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npegocraBneH

HaumeHoBaHue
[pUMEeHMMbIe K npepgocraeneHue/ OOCTYN K CPencTeam
TEXHOJIOrMYECKoro
(apXMTeKTypHOr0) YPOBHIO npoLecchl/ Onu1caHue npouecca/cepBuca/ycnyru agMUHUCTPUPOBaHUE npepocTaBneHus
YPOBHS ycnyru/cepsucol Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccoB npouecca
XypHanupoBaHue cobblTUn B NMPUKNAAHOM NPOrpaMMHOM obecrnedyeHun (B TOM yncne
XypHanupoBaHue .
COBLITUI CYbLO, cepBepax npunoxeHun, WEB-cepBepax) W oOnepauuoHHbIX CcUcTeMax, 3aKasumk 3aKasuumk
YCTaHOBJIEHHbIX B BUPTYya/bHbiX MawnHax (BM) 3akasumka.
YnpaBneHue JOCTYNOM K MPWKAagHOMY nporpaMMHoMy obecrnevyeHuto (B TOM yucne
VYnpaeneHue goctynom | CYB[, cepBepaM npunoxeHun, WEB-cepBepaM) W OMNepauMoOHHbIM CUCTEMAM, 3aKka3sumk 3aKa3yumk
yCTaHOBNEHHbIM B BM 3aka3uyuka.
YnpasneHune YnpaBneHue ayTeHTUOUKALMOHHOM WHPOPMaLMeEN, UCMONb3yeMON Mpu [OCTyne K
ayTEHTUDUKALMOHHOW | MpUKNagHOMy nporpaMMHoMy obecnedeHuto (MMO) n onepaunoHHbIM cuctemam (OC), 3aKasumk 3aKasumk
MHPOopMaLmnen yCTaHOBAEHHbIM B BM 3aka3uunka.
KoHTponb M aHanm3 3awmweHHoctn OC u MMNO, dyHKuMoHupyowero 8 BM BLIO[
VnpasneHme 3aKasuymka, B TOM yuc/ie yCTaHOBKa KPUTMYECKUX 0BHOBNEHWn 6e3onacHoCTM, NpaBka
yFI3pBl/IMOCTF|MM KoHdurypaumn MMO, a TakXe U3MeHeHWe nerko-nogbupaemMbix naponer U naponen 3aKasuuk 3aKasuuk
[0CTyna no yMo/l4aHuto K cepBrcaM 1 koMnoHeHTam OC u MMO, obHapy>KeHHbIX B Xoae
. KOHTPONSA M aHanu3a 3aWnLLEHHOCTH.
MpuknagHon =
C6op (B TOM uncne c ucnonb3oBaHnem cpencts SIEM) 1 aHanus cobbiTnin 6esonacHocTn
YPOBEHb W YPOBEHb
YnpasnexHue co Bcero MMO, OC u cpeacTts 3awmTtbl MHPopMaunun (Cp3U), GYHKUMOHMPYHOLWNX B
onepaunoHHbIX 3aKasuuk 3aKasuuk
cMcTeM MHUMaeHTamm UMb «OpraHmuszaumm» (BLOL) 3akasuMka, a TaKXXe MOHUTOPUHI M pearMpoBaHuWe Ha
’ MHUMOEHTbl 6e30nacHoCTy.
YCTaHOBNEHHbIX B BM —
BLIOJ 3aKa3unka YcTaHOBKa, HacTpoMKka U agMUHUCTpUpoBaHuMe B BLIOL 3aka3umka CpeacTB 3aluTbl
YnpaBneHue nHdpopmaunm (C3N) B ucnonHerun Virtual Appliance. 3aKa3umK 3aKa3uMK
Kpuntorpaduen HacTtpoika 1 apMMHUCTPUPOBaHWE pa3MelleHHblx B LLOL McnonHuTena nporpaMMHo-
annapaTtHbix C3U 1 MexceTeBbIX 3KpaHOB 3aKa3yuka.
YcTaHoBKa M | YcTaHoBKa, HacTpolka M agMWHUCTpuUpoBaHue B BM BUO[M 3akasumka Cp3U ot
AaAMUHUCTPUPOBaHME HeCaHKLUMOHMpoBaHHoro goctyna (HCH), aHTMBMPYCHbIX CPeACTB M MPOYUX CPeAcTB 3aKa3umk 3aKasumk
CpPeacTB 3alnTbl 3alWmTbl HPOopMaL MK, ycTaHaBnmBaembix B BM BLIO/[, 3aka3umka.
YcTaHOBKa M HacTponka B BM 3akasuymka cpefcTB pesepBHOro konmposaHus (CPK) 6a3
YnpasnexHue OaHHbIX U NpoYen nHbopMaumm 3akasunka, XxpaHuMon BHyTpu BM ero BUO/M, a Takxke
pe3epBMpOBaHNEM agMUHUCTPUPOBaHNE YyKa3aHHbIX cpencTs. 3aKasuumk 3aKasuuk
MHPOopMaunm Co3paHue pesepBHbIX Konui MHbopMauuMu 3akasumka UM eé BOCCTAHOBMEHME U3
pe3epBHbIX KOMUN.
ObecnevyeHune 3awmTbl | 3awmTa cornacHo 152-M3 nepcoHanbHbIX AaHHbIX (MOH) KNneHToB, o6pabaTbiBaeMbIX B
nepcoHanbHbIX BM BLO[L 3aka3uMka, B TOM 4MCNe, HO He OrpaHuMuyMBasacb 3awmTton [10H, 3aKa3uuk 3aKa3uuk
OAHHbIX KNTMEHTOB obpabaTbiBaeMbiX cpencTBaMmn ycTaHoBNeHHbIXx B BM BLLO/[, 3akasumka CVB[.
XypHanupoBaHue cob6bITUIN, CBA3aHHbIX C (GYHKUMOHUpPOBaHMEM ob6bekToB BLO.A
3aKkasuuka (Hanpumep, ero BM) u penctenamun nonv3osatenen B KY ENT 1 KoHconu
ynpasfieHua pe3epBHbIM KonnposaHneM BM, Takux Kak:
VpoBeHb 1. BXOA/BbIXOA, NONb30BaTeNEN B/U3 KOHCOMEN;
XypHanupoBaHue 2. co3faHue/ypaneHue HOBbIX YYETHbIX 3anucein nosib3oBaTener U NPUCBOEHWE UM
«OpraHusaymm» " . . McnonHutenob 3aKa3suumk
cobbITUI NpPUBUIErMA JOCTYNa K KOHCOMAM;

BLLO/ 3aka3uunka

. co3paHue/ypaneHne BM;

. 3anyck/octaHos BM;

. co3gaHue KnoHos BM;

. UIBMEHEHMEe XapaKTepPUCTUK BM;

o U bW
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Tabn. 3. PacnpepeneHue ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npegocraBneH

HaumeHoBaHue
[pUMEeHMMbIe K npepgocraeneHue/ OOCTYN K CPencTeam
TEXHOJI0rM4ecKoro
(apXUTEKTYpHOTO) YPOBHIO npoLecchbl/ Onu1caHue npouecca/cepBuca/ycnyru agMUHUCTPUpOBaHUE npepnocTaBneHus
YPOBHS ycnyru/cepsucol Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoLeccoB npouecca
7. HacTponka NAT/DHCP/L2VPN/L3VPN, MapuwpyTnsaumm, 6anaHCMpOBLLMKA HArpy3Ku
/M NpaBu/l MEXCEeTEeBOr0 3KpaHuMpoBaHuMs Ha Edge Gateway B «OpraHusauum»
3aka3umka c ucnonb3oBaHmeM KY ENT;
8. co3pgaHue/v3aMeHeHWe 33afaHusl pPe3epBHOro KOMMPOBAHUA C MCMNOJIb30BaHUEM
KOHCONM ynpaBneHnUs pe3epBHbIM KoNMpoBaHneM BM;
9. BocCTaHoBNeHMe BM 13 pe3epBHON KOMUKU C UCMNONb30BaHWUEM KOHCOMM ynpaBieHuns
pe3epBHbIM KONMpPoBaHMeM BM;
10. BoccTaHoB/ieHWEe @anfoB M3 pPe3epBHOM KOMUW C MCMOJIb30BaHMEM KOHCOMU
yrpaBfieHnsa pe3epBHbIM KONMpPoBaHneM BM;
11. N3MEHeHMe ONCKOBOW NMOJIUTUKM MO YMONYaHUIO oasa BUpPTyanbHbix LLOM;
12. BK/IOYEHME/OTK/OYEHME [OMONHUTENbHbIX ycnyr (normpoBaHue, DFW, VPN wu
npoyee).
McnonHutenb
(oTBETCTBEHHOCTb 33
npepocraBreHue
AOMUHUCTPUPOBaHNe . cepsuca ENT
«g raHmssuEeﬁ» " AOMUHUCTPpUpoBaHue «OpraHmsaumnen» 3akasymka ¢ ucnonblosaHmem KY ENT. P )
P AOMUHUCTPUPOBaHME JOCTYNOM K «OpraHmsaumm» 3akasumka C Mcnofib3oBaHnem KY 3aKasyumk
ynpaeneHne focTynom | oo 3aKasumk
K Hewn ’ (oTBETCTBEHHOCTb 33
aAMUHUCTPUPOBaHME
«OpraHu3aumen» un
LOCTYNOM K HeW)
McnonHutenb
(OTBETCTBEHHOCTD 3a
npepocraBneHue
cepBuca)
YnpasnexHue . .
. Co3paHue/ypaneHne HOBbIX YYETHbIX 3anucen B «OpraHMsaumMn» U NPUCBOEHUE UM
ayTEHTUDUKALMOHHOMN M 3aKasumk
o npueunernin poctyna K «OpraHnsaunmy» 3akasudmnka. 3aKa3umk
MHPOopMaLumnen
(oTBETCTBEHHOCTD 3a
ynpasneHue
AYTEHTUDMKALUNOHHON
MHpOopMauuen)
Co3paHue, yoaneHne n agMUMHUCTPUPOBaHUE C ucnonb3oBaHueM KY ENT HeobxoamMblx VichonkuTens
BUPTYasibHbIX CETEN B NpoLecce agMUHUCTPUpoBaHua BLOL 3aka3umka.
(OTBETCTBEHHOCTD 3a
YnpasnexHue Me)ceTeBoe 3KpaHMpoBaHuA nepmumeTtpa BLIOL 3aka3umka C Mcnosib3oBaHuem Edge
npepocraBneHue
6e30nacHOCTbIO n | Gateway.
cepBuca)
npoYnmu Ob6ecnevyeHne BHYTPEHHEro CerMeHTMpoBaHusa (c ucnonb3oBaHnem KY ENT) u 3aKa3uumk
HacTporKamu ONS | BHYTPEHHEro MeXCeTeBOro aKpaHMpoBaHMs (C ncnonb3oBaHmem Edge Gateway) BUOA 3aKa3unK
BUPTYaNbHbIX CETEN 3akKasyuka. (OTBETCTBEHHOCTL 33
Hactporika NAT/DHCP/L2VPN/L3VPN, MaplpyTusauum u 6anaHCMpOBLLMKA HarpysKku
agMUHUCTPUPOBaHNE)
Ha Edge Gateway B «OpraHu3aumm» 3aKasdmnka c ncnonb3oBaHmem KY ENT.
YnpasneHune YnpaBneHue pe3epBUpoBaHMeEM MHbOPMaLUKM 3aKa3uymKa C UCNOMb30BaHUEM KOHCON VICronHuTenb
pe3epBupoOBaHMEM ynpaBneHns pe3epBHbIM KONMPOBaHMeEM BM, Bktoyatowee B cebs: (OTBETCTBEHHOCTL 33 3aKa3suuk
MHPOopMaunm co3faHne/M3aMeHeHne 3aaHnii Pe3epPBHOro KONMPOBaHUA MHPOPMaLMM 3aKa3umKa;
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Tabn. 3. PacnpepeneHue ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npegocraBneH

HaumeHoBaHue
[pUMEeHMMbIe K npepgocraeneHue/ OOCTYN K CPencTeam
TEXHOJIOrMYECKoro
(apXMTeKTypHOr0) YPOBHIO npoLecchl/ Onu1caHue npouecca/cepBuca/ycnyru agMUHUCTPUPOBaHUE npepocTaBneHus
YPOBHS ycnyru/cepsucol Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccoB npouecca
(npepocTaBnaeTcs B | BocCTaHoBneHue BM 3akasumnka 13 pe3epBHON KONuu; npepocTaBieHne
paMkax OTAEeNbHON | BOCCTaHOBNEHMe (annoB 3aka3unka nU3 pe3epBHOM KOMUK. cepBuca)
Ycnyrn)
3aKa3umk
(OTBETCTBEHHOCTD 3a
ynpasneHune
pe3epBMpoOBaHNEM
cBOelr nHpopmMaunm)
YcTaHOBKa, aAMUHUCTPUPOBaHME, CBOeBpeMeHHoe OBHOBMEeHWe M Ge3oTnaratesnbHas
YCTAaHOBKA KpUTMYECKMX oOHOBNeHUi 6e30nacHOCTM Ha uchnonb3yemblx B BLIOL
3aKa3uyMka BWPTyalbHbIX CPeAcTBax 3awuTbl uHdopMaumm B ucnonHeHmsax Virtual
YcTaHoBKa 1 | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OOHAPYXEHUA W/MAN NPefoTBpPaLLEHUN
PP ( P ’ Py / pepoTBpaw 3aKasuumk 3aKasuuk
mncnonb3oBaHne C3U KOMMbIOTEPHbIX aTaK M npoyee).
Hactpoika ¥ aAMWHUCTPUPOBaHME MNPOrpaMMHO-annapaTHbiX CPeacTB  3almThl
MHbopMaumMmn 3akasumka, B TOM 4uc/ie CPeacT8 Kpuntorpadmyeckon 3awuTbl
nHbopMaummn, pasMewaembix B LLOL MicnonHutens.
ObecneyeHne 3aWuThl
Ob6ecneyeHune cooTBeTcTBMA BLLOM B cocTaBe MHPOPMALMOHHbBIX CUCTEM NEepPCOHabHbIX
NepcoHanbHbIX 3aKasumk 3aKasumk
naHHbIX (MCMNOH) 3aka3umka TpeboBaHmam 152-d3.
OaHHbIX KTMEHTOB
MOHUTOPUHI MHdpacTpyKTypbI ENT, obecneyeHune eé OOCTYNHOCTH,
MOHUTODUHT u | MPOM3BOAMTENBHOCTY,  HanWuMA HeobxoguMoro  konuyectea  obopyaoBaHus,
no,qp,ep»F()Ka obecneyeHne HeobxoauMonm pna e€ paboTbl NPOMYCKHOM CMNOCOBHOCTM CeTw, WcnonHutenob McnonHutenos
BbIYMCNIUTENbHbIX MOLLHOCTEM WM EMKOCTM CUCTEM XpaHeHus pgdaHHbix (CX[)
MHbpacTpyKTypbl.
XypHanupoBaHue XypHanupoBaHue cOBbLITUIA B KOMMOHEHTaX W CpeacTBax 3alWmMTbl WHbOpMauuu
yp . P yp P pen t bopmay McnonHutenob McnonHuteno
cobbiTui MHdpacTpykTypbl ENT.
YnpaBneHue 4OCTYNOM K CerMeHTy ynpasneHus MHppacTpykTypon ENT, eé VLAN-am n
YnpasneHne gocTyrnom P focty yynp bpacTpykTyp ’ McnonHutenob McnonHuteno
KOMMOHEHTaM.
YnpasneHue YnpaBneHue y4éTHbIMK 3anncsasMn AD NpuBUNErnpoBaHHbIX NOMb30BaTeENEN, UMEOLWMX
AYTEHTUDUKALMOHHOM | AOCTYN K CerMeHTy ynpasneHus WHdpacTpykTypor ENT, u ux BTOpbIM (AaKTOpPOM Mcnonnuteno Mcnonuutens
MHppaCcTpyKTYpPHbIN nHdopmaumen ayTeHTUdMKaumm (ayTeHTudrKaTopamm).
YPOBEHb YnpasnexHue KOHTpONb 1 aHanmn3 3alWnLLEHHOCTUN CNyXebHbix BM MGMT-cermeHTa 1 runepsnsopos
Mcnonnutens Mcnonuutens
YSI3BMMOCTAMM MHdpacTpykTypbl ENT.
C6op c ncnonbsoBaHueM cpenctB SIEM ¢ KOMNOHEHTOB U CPEACTB 3alNTbl MHbOopMaummn
YnpaBneHune MHbpacTpykTypbl ENT cobbiTnin 6e3onacHocTu.
. Mcnonnutens McnonHutenos
MHUMgeHTamm b AHanun3 cobpaHHbIX cObbITUIN 6E30NaCHOCTU, @ TaK)KE MOHUTOPUHT U pearMpoBaHMe Ha
MHUMOEHTbl 6e30MacHOCTM (B TOM Yncne c npueieyeHnem BHewHero SOC).
YnpaBneHue KoHTponb “ ynpaBneHue npoueccamMn U3MeHeHUss KoHdurypaummn WHOpacTpyKTypbl
P . P ynp pou burypau bpactpykTyp McnonHutenob McnonHuteno
KOHpuUrypaumnemn ENT.
YnpaBneHue 3awmTta nepumetpoB LIOO WHdpacTpykTypbl ENT C mcnonb3oBaHWEM KnacTepos
6e30nacHOCTbi0O  AN18 | BbICOKONPOU3BOAUTENIbHbIX MEXCEeTEeBbIX 3KPaHOB HoBoro nokoneHus (NGFW),
Mcnonnuteno McnonHutens
BUPTYabHbIX M | obecneynBatoWmMx MEXCETEBOE 3KPAHMPOBAHME W 3aWMUTYy OT KOMMbIOTEPHbIX aTak

du3nyeckunx cetem

NHdpacTpyKTypbl.
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Tabn. 3. PacnpepeneHue ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0bnactu Nb

OTBETCTBEHHOCTb 3a

KoMy npegocraBneH

HaumeHoBaHue
TeXHONOTMYECKOro [pUMEeHMMbIe K npepgocraeneHue/ OOCTYN K CPencTeam
(apXMTeKTypHOr0) YPOBHIO npoLecchl/ Onu1caHue npouecca/cepBuca/ycnyru agMUHUCTPUPOBaHUE npepocTaBneHus
YPOBHS ycnyru/cepsucol Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccoB npouecca
3awmTa ceteBon MHPpacTpykTypbl ENT (Bxoga B 06nako) ot DDoS-aTtak, HanpaBneHHbIX
Ha NepenosiHeHNe KaHallbHON eMKOCTU.
BHyTpeHHee cermMeHTMpoBaHuMe ceTeBbix MHpacTpykTyp ENT c ucnonososaHmem NGFW
M BblgeneHneM B pamkax LLOL Ha ceTeBoM ypoBHe DMZ, PROD- n MGMT-cerMmeHTOB
MHbpacTpyKTypbl.
YcTaHOBKa, HAacCTPOMKa M agMUHUCTPUPOBaHME CPeaCTB 3alwmnTbl MHPOPMaLNUKN B COCTaBe
MHdpacTpyKTypbl ENT, B TOM yucne:
1. cpencTB aHTUBUMPYCHOW 3aLWunThl;
2. cpeacTs KOHTpOnS LEencTBuin NPUBUIErMPOBAHHbIX nonb3oBaTenen
YcTaHoBKa n | (apMuHucTpaTopos Cloud) knacca PIM&PAM;
AaAMUHUCTPUPOBaHNE 3. SIEM; McnonHutenob McnonHuteno
CpencTB 3aWwuThl 4. CpeacTB KOHTPONS U aHanM3a 3alnLLEHHOCTH;
5. WEB Application Firewall (WAF), ncnonbayemoro gns 3awmtbl nyonmkyemboix KY ENT
M KOHCONW YyNpaBfieHNs pe3epBHbIM KONMMpoBaHuem BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpasneHue Pe3epBHOe KOMMpOBaHWE W BOCCTAaHOBNEHWE M3 0BPa30B CAYKEOHbIX BUPTyasbHbIX
pe3epBMpoBaHNEM MawuH WHpactpykTypbl Mnatdopmbl ENT c ucnonb3oBaHuem CPK Backup & MicnonHuteno NcnonHutenob
MHPOopMaunm Replication.
ObecnevyeHne 3awutbl | 3awmta [MOH COTPYOHUKOB 3akasuuka, uMewwmx pgoctyn KY ENT u KoHconu
NepCoHabHbIX yrnpaBfieHns pe3epBHbIM KonupoBaHWeM BM, obpabaTbiBaeMbix B WHPpacTpykType Wcnonuutenob WcnonHutenb
OaHHbIX KTMEHTOB ENT.
KoHTponb poctyna B LOO u nomeweHus WHPpacTpykTypbl ENT (oxpaHsiemas
KoHTponb goctyna Tepputopua LLOL, NpOnyCKHOW peXuM, CUCTEMbl KOHTPONS U yNpaBneHus LOCTYMNoM, Mcnonnuteno Mcnonuutens
3anupaHue CToek).
BuneoHabioneHe Hanuune BHewHen (no nepumeTpy LIOO) u BHYTpeHHel (B MawWHHbIX 3anax LOO) VICnOnHUTENs VICnonHuTens
CUCTEM BMAEeOHabnoaeHMs.
Ddusnyeckui MpepocTaBneHne aNeKTPONUTaHusa, [OCTyna K cetn MIHTepHeT n cBobonHoro MecTta B
YpPOBEHb cTomkax LLOA.
PasMeLLeHe rlpe,D,OCTaBJ'IeHVMe, MOHTaX M KOMMyTauus obopypoBaHusa (compute, network u
storage) B cTorkax LLO[. McnonHutenob McnonHuteno
obopynoBaHusa

Pa3sMeleHne, nogkatoveHne K nutaHuio, cetn MHTepHet n BL O/ 3aka3uymka cpeacTts
3alWmMTbl MHPOPMaLUMKM 3aKa3uyMKa, B TOM Yyucie CPeacTB KpunTtorpadmnyeckom 3awmThbl
MHpopMaunm.
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1.7. Tunbl pecypcos, TpeboBaHUA, peKoMeHZaLMM U OrpaHnYeHuns:

Tabn.4. Tunbl pecypcoB, TpeboBaHMNA, PEKOMEHAALUNN U OFrPaHNYEeHNS

Tun pecypca: BUpTYyanbHble npoLleccopHbie sapa (VCPU)

TpeboBaHus PekoMeHpauUun n orpaHM4eHus

B pamkax ogHoro BupTtyanbHoro LIOL 3aka3uuk

Mpn dopmumpoBaHmMM 3akasa 3aka3uymky npenocTaBnsieTcs .
pu_dopmup Yy npea MOXeT MCNO0Nb30BaTb TONbKO VCPU Cc ogMHaKoBoOwn

Bbi6Op n3 cnepyroLmnx apep: .
. yacTtoTomn (obcnyxnsaemble npoueccopamu
C YacTtoTon He MeHee 2,6 'Ty; He meHee 3,0 I'Ty; He MeHee
3.5 [Tyt opgHoro Tnna). OrpaHnyeHuns Ha konuyectso vCPU
’ . YKa3aHbl B Tabnuue «MapameTpbl
vCPU obcnyxunsatotca dusmyeckumm npoueccopamu Intel.
npenoCcTaBAsSeMbIX YCAYr» pa3sgena 3 HacToAwero
LOKYMEeHTa.

Tun pecypca: BUpTya/bHaa onepaTtMBHas namsTtb (VRAM)

TpeboBaHus PekoMeHpauUun n orpaHM4eHus

Mpun dopMmMpoBaHnM 3aKasa 3aKa3umnK yKasbiBaeT TpebyeMmbii
o6bem VRAM.

Mpu dopMMpoBaHUM 3aKkasa ycnyrm Tpebyembii 06beM VRAM | OrpaHuyeHua Ha KonmnyectBO VRAM ykasaHbl B
LO/MKEeH  BblTb  [OMONMHMTENbHO  yyTeH B paMKax | Tabnuue «MapamMeTpbl MPeaocTaBAfeMbIX YCayr»
3aKa3blBaeMoro obbeMa BupTyanbHoro AWCKOBOro | pasgena 3 HacToAWEro [OKYMEHTA.

NPOCTPaHCTBA (vHDD) BbibBpaHHOro npodpuna  ona
pa3MelleHna swap-hainoB BUPTYaNbHbIX CEPBEPOB.

Tun pecypca: BUpTyanbHOEe AUCKOBOE nNpocTpaHcTBo (VHDD)

Tpe6oBaHus PekoMeHpauumn U orpaHuyeHuns

B pamMKax ycnyru npenoctaBnseTca gBa AMCKOBbIX npoduns,
OT/IMYAKOLLNXCA MO CKOPOCTM obMeHa JaHHbIMU (KOTMYeCTBY
onepauni Beoga-BbiBoaa (IOPS)) n BpeMeHu oTkNnKa: SATA n
SSD. Kaxabli ABUCKOBbIM NPOdUIb COOTBETCTBYET CBOEMY TUNY
AMCKOB Ha CcMCTEME XPaHEeHUS AaHHbIX.

B pamkax ogHoro BupTyanbHoro O MOXHO MCNONb30BaTb
ONCKOBble NpOoduMAM Pa3NMYHOro TMna.

BaXkHo: npu 3akase BupTyanbHOro AMCKOBOro NpoCTpaHCTBa
OTAENbHO [OMKeH ObiTb yyTeH Tpebyemblin 06beM VRAM ans
pa3sMeLleHuns swap-dannoB  BUPTyalbHbIX  CEPBEPOB.
BbigeneHHas eMKOCTb AMCKOBOrO MPOCTPAHCTBA 3aHUMMaeTcs
BCEMM BUPTYaSbHbIMW MawMWHaMM 3aKa3uyMKa (BKIKOUYEHHbIMU
M BbIKMIOYEHHbIMM), CO34aHHbIMM 3akas3uymkoM Snapshot, a
Takxe swap-dannamm VRAM Bcex BMPTyaNbHbIX MalUWH

MWHMManbHOe  3HayeHMe ANsa  3K3eMnagapa
BupTtyanbHoro O - 100 I'6. CyMmMapHbI o6bemM
BMPTYaNbHOrO AMCKOBOrO NPOCTPAHCTBA Ka)XAoro
OMCKOBOro npodunsa gosmkeH 6biTb kKpateH 100 6.

3aKa3yuka.
1.8. Ona nogknoyeHna K Ycnyre 3aka3uymk MOXKeT BblbpaTb OAUH UM HECKOJTIbKO TUMNOB NOAK/IIOYEHMUA:
Tabn.5. Tunbl noaknw4yeHna K CeT n ceTeBble CeEPBUCHI
Tun nogkNIoYeHUs OnucaHue
MNMoakno4yeHne yepes BbIJJ.EJ'IEHHbII;I 3aK33LIMKy npenoctaBndeTca oTaesibHad NoJsioCa Anga [octyna K
rapaHTUPOBaHHbIN? KaHan VIHTepHeT Ycnyre, KOTopas He pa3gensierca C ApyrmMuy 3aka3ymkamu.

[aHHbIN cnocob nogkn4vYeHnsa no3BonseT obecneuntb
B3aMMOLeNcTBMe ceTell 3aka3umMka C CeTblo B 06M1ake C MOMOLLbIO
BblAeNeHHbIX KaHanos CBA3U CTOPOHHEro nposaﬁl.uepa.
OnuuoHanbHO, C MOMOLLbIO AAHHOrO cueHapus, K Ycnyre 3aka3umka
MOXEeT BbITb MOAK/IHOYEH aNbTEPHATMBHbIN KaHan B ceTb VMIHTepHeT.
Ona naHHOro Noakat4YeHna Moryt ObITb UCMNONb30BaHbI BblAENEHHbIE
KaHanbl 3aka3yuka, opraHM3oBaHHble C UCMONb30BaHNEM «TEeMHOM
ONTUKU».

MopknioveHre yepes3 BbIOENEHHbIM KaHan
cBA3n

MpepnonaraeT noruyeckoe MOAKAOYeHMe K oblwemy pns Bcex
3aKka3ymkoB YCnyru kaHany nepegayv AaHHbIX (CKOPOCTb CETeBOro
coeguHeHus ans Kaxgporo 3aKasuurka He aBnsetcs
MopknioyeHne  4yepe3  OOWMIA  KaHan | rapaHTMPOBAHHOM W 3aBUCUT OT 3arpy)XeHHOCTM obLlero KaHana
NHTepHeT nepefayv LaHHbIX). 3aKa3uyMKy npepocTaBnseTca 6asoBas 3awuTta
MHGOPMALMOHHbBIX CUCTEM, pa3MellaeMblix B MHPpacTpykType ENT,
oT DDoS-aTak, HanpaBneHHbIX Ha UCYeprnaHMe KaHalbHOM EMKOCTHU
ceteBon MHdpacTpykTypbl ENT.

1 TexHMYecKu LONycTMMO BbloenaTtb 0o 24/48/56 vCPU (ons vCPU yacTtoToi 3,5/3,0/2,6 'TL, COOTBETCTBEHHO) Ha OAWH BUPTYanbHbI cepBep. OgHaKo
ANA Nyylen Npon3BOAUTENBHOCTU PEKOMEHAYETCS NPUAEPXNBATLCSA 3HAUYEHUI, ONUCAHHbIX B pa3aene «3. bazoBas dyHKLMOHANbHOCTb U METPUKHU
yenyrm».

2 3apaHHas CKOPOCTb rapaHTUPYeTCs BHYTPU ceTu MCnonHWTens HadMHasa oT nopta norpaHMYHoro MapwpyTtusaTtopa yana ceasm Cloud.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.9.3.

1.9.4.

1.9.5.

1.10.

1.11.

MoopobHaa MHbOpMaUua Mo OOCTYMNHbIM MOOKMOYEHUAM npuBedeHa B lMpunoxeHun N2 1.ENT.6. K
[Jorosopy.

B ocTanbHbIX CAy4yaax, a TakXe MO 3anpocy, MOXeT ObiTb npefocTaBfeHa paclMpeHHas 3awuTa
MHPOPMALMOHHbIX CMCTEM 3aka3uyumka, pa3Mewaembix B MIHOpacTpykType ENT, ot DDoS-aTak Ha Bcex
YPOBHSAX A0 L7 BKOYMTENBHO B BUAE OTAE/bHON TapudULUMPYyeEMOn yCiyri.

[nsa obMeHa faHHbIMK MeXay BMPTYyanbHbIMW MawKWHaMu B npegenax BLOMO ncnonb3yeTca BHYTPEHHee
CceTeBOe B3aUMOAENCTBME, peann3oBaHHOe Ha 6a3e ceTeBOro o6opynoBaHuns cnonHUTens u cpepcTeamu
runepsn3opa.

CeTeBble cepBucbl SDN.

Mnatpopma BMPTyanuMsaumm CeTU peannsyeT nporpamMmMHo-onpenensemMyto obnayHyo cetb, a Takxe
NpPOrpaMMHbI NOAXOA K CO34aHMI0 U 3KCMNAyaTalMn CeTeBbIX CEPBUCOB.

Mnatpopma BUPTYyanmMsaUnmM CeTH BKAOYAET B ceba cnepyowme KOMMOHEHTbI:

. BUPTYaNbHble CETM ANS OpraHM3aLMn CETEBOMN CBA3HOCTU BUPTYaNbHbIX MaLUWH;

. KNMeHTCcKKne wn3bl Edge Gateway?.

KnueHtcknin wnto3 Edge Gateway npenocTtaBnaeT cleaylolmne cepBuch:

. MapuwpyTmsaumsa (Routing);

. norpaHn4yHoe MexceTeBoe akpaHuposaHue (Firewall);

. npeobpasoBaHune ceteBbix agpecos (NAT);

. BUPTYyasnbHble YyacTHble ceTu (VPN) Ha 6a3e IPSec;

. ANHaMuyeckoe pacnpegeneHune cetesbix agpecos (DHCP).

KnueHTtckune wnto3bl Edge Gateway pa3BopaymnBatoTCa B peXXMMe BbICOKOM 4OCTYMHOCTU. AKTUBHbIN W03
obpabaTbiBaeT ceTeBOMN Tpaduk, B Caydae BbIXOAA €ro U3 cTpos TpadmK aBToMaTUYECKM nepeksoyaeTcs
Ha pe3epBHbIN W3, HAXOAALWMNIACA B PEXUME OXMAAHUSA.

MpX NOCTPOEHUWU CNIOXHOW CETEBOW apXWUTEKTYpbl, HanpuMep, OpraHusaumm AUHaMUYEeCcKown
MapuwpyTnsaummn BGP ¢ nokanbHoOM ceTeBOM MHPPACTPYKTYpPOoM 3akasumka, HeobxoauMo MCMOoSb30BaTb
norpaHuyHble wWno3bl Edge Gateway TO. B 3aBUCMMOCTU OT TpeboBaHMN K MPOMNYyCcKHOM cnocobHocTm
poctyna B U u3 VIHTepHeTa, a Takxe crneumdryeckom HaCTPOWMKWU CETEBbIX CEPBMCOB MOryT 6biTb
pa3BepHyTbl BupTyanbHbil Edge Gateway TO wunu BbigeneHHbin cepsep Edge Gateway TO ponsa
MOBbILEHHON MPOU3BOANTENBHOCTH.

WabnoHsl BM u o06pasbl OC. B pamkax Ycayrm 3aKasuyuMK MOXET CaMOCTOATESIbHO BbIMOMHUTD
MMMNOPT/3KCNOPT cobcTBeHHOro obpasa BM B BLIOL. Bo3MOXHbIM BapuaHT paboTbl ¢ obpa3amu BM:
3aKa34ynK CaMOCTOATENbHO OCYLLECTBISET MMNOPT/3KCNOPT 06pa3oB BUPTYasibHbIX MawWH, ncnonblysa KY
ENT. 3a OOnNONHUTENbHYIO NNaTy 3aka3uyuMKy NpeaocTaBiseTcsa OOCTYyN K KaTanory c wabnoHamu BM c
npefyCcTaHOBNEHHbIMU Haubonee MNonNynsApHbIMKU BEPCUAMWU OMNEPALMOHHbIX cucTeM. lMMpu uMnopTte wm
MCNONb30BaHMM 3aKa34yMKOM COBCTBEHHbIX 00pa30B BUPTyasibHbIX MalWH, KOTOpble He UMEerT
opuMuUManbHON COBMECTMMOCTM CO CTOPOHbI MOCTaBLMKaA NnaThopMbl BUpTyanmsauum, icnonHutenb He
rapaHTupyet paboTocnocobHOCTb AaHHbIX BUPTYasbHbIX MalWH, U PeLeHne BO3MOXHbIX NpobsieM He
perynupyetcs gencreytowmm CornaweHnem o6 ypoBHe NpenocTaBieHum Ycnyru.

MporpamMMHas nnatdopMa. B kayecTtBe MWHCTpyMeHTa peanusauum ENT wucnonb3yetcs KY ENT.
YCTOMYMBOCTb K OTKa3aM BblYMCINTENbHbIX Y3/10B peann3oBaHa cpeacTsaMm nnaTtdopMbl BUPTyanm3aunm
Ha 6a3e TexHonoruu High Availability (HA).

CxeMa peanusaunu nnatpopmbl ona ycnyrn «BuptyanbHbii LOO» n3obpa)keHa Ha PUCYHKE HUXKe:

BupTyanedee OO KnveHToR BupTyanedele LU0 KnvedToe
BUOO 1 BUOA 2 BUOA 3 ... BUOO N BUOAO 1 BUOAO 2 BUOA 3 ... BUOAO N
KOoHCONE YNPaBneHus KOoHCONE YNDaEneHus

CepBepbl Cepeepel
CHCTEMBI XpaHEHWA JaHHEBIX CHCTEMBI XpaHEHWA JaHHEIX
SSD, NL-SAS SSD, NL-SAS
uod 1 uog 2

3 OTREenbHO He TapudnuUMpyloTCsa, NX CTOMMOCTb BKJTIOYEHA B CTOMMOCTb MPeA0CTaBNEHHbIX PECYPCOB U onuun Yenyru.
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1.12.

1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

1.13.5.

1.14.

1.15.

1.16.

AnnapaTHasa nnatdopmMa:

Tabn.6. KOMNOHEHTbI M XapaKTePUCTUKM annapaTHoOn nnaTthopmMsl

KOMMNOHEHTbI XapaKTepucTuku

B KayecTBe BblYMCAUTENBHOM NAAaTPOPMbl UCMONb3YIOTCA CEPBEPHbIE
CepeepHags niatdopma pelleHns KOpNopaTMBHOIO YPOBHSA, Basnpytolmecsa Ha npoueccopax
ApXUTEKTYpbl X86/64.

Ona opraHusaumm cepeuca NpefocTaBNeHUs BUPTyalbHbIX AUCKOB

NPUMEHAIOTCS CUCTEMbl XPaHEHUs [aHHbIX ypoBHA midrange ¢

pe3epBMPOBAHMEM OCHOBHbIX KOMMOHEHT, TakKuUX Kak 6s0Ku

NUTaAHWSA, KOHTPOIIEPHbIE MOZY/N.

ba3sunpyeTcs Ha ob6opynoBaHUKM BeAYLMX MUPOBbIX MPOU3BOAUTENEN,

KoTopoe obecne4ynBaerT:

- BbICOKMW YpOBEHb KOHTpoOnA UM 6GesonacHocTn 6Gnarogaps
NOTOKOBOM TenemMeTpum W  ynpexpawolweMy aHanuM3y Ha
JIMHEMNHOW CKOPOCTM Nepeaayn;

- BbICOKYIO  MPOW3BOAUTENBHOCTb  MPUIOXKEHU  Bnaropaps
VMHTENNeKTyalbHbIM Bydepam 1 OTCYTCTBUIO MOTEPU NAKETOB;

- BbICOKYIO NPOn3BOANTENBHOCTb " MacwTabupyemMocTb

CeTb 6narogaps My/lbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas nogcuctemMa peannsoBaHa C NpuMeHeHueM Tononorun Leaf

- Spine, koTOpasa obecneynBaeT cnepyoWwme NpenmMyLecTsa:

- MPeAcKasyeMoCTb 3aepxKeK;

- BbICOKMW YpOBEHb MacwTabupyemoctu 6e3 npepbiBaHMs paboTbl
cetu;

- 3aWMTy OT NOSIBNEHUS neTenb;

- BbICOKMW YPOBEHb aBTOMaTU3aLMM YyNPaBAeHUa U NOALEPXKKN.

(@41}

MpepocTaBneHne [ocTyna K NporpaMMHOMy obecneyeHuto.

WNcnonHutenb npepgnaraeT 3aka3yuky [OCTyn K nporpamMMHoMy obecnevyeHuio, nepeyeHb KOTOPOro
3aKa3yMK MOXKeT 3anpoCcuUTb y OTBETCTBEHHOro nuua WMcnonHutens (pasgen 10 Jorosopa), CTOMMOCTb
onpepgenseTcs B COOTBETCTBYWOLWEM 6naHke 3aka3a Ha OCHOBaHMM TapudoB, YCTAHOBIEHHbLIX B
MpunoxxeHun N2 7.A.

B pamkax npepoctaBfeHus [OCTyna K MporpaMmMHoMy obecnedeHuto McnonHutenb npepocTaBnsier
JOCTYN K ANCTpMOYTMBaAM MPOAYKTOB M MPenoCcTaBfsaeT NMUEH3UIO ANS aKTUBAUWM AaHHbIX NPOAYKTOB.
TexHuYyecKkaa nogaepyKa no NpoayKTam He BKOYEHA B CTOMMOCTb YCAYrK U npuobpeTaeTcs 3aKa3unkom
CaMOCTOATENbHO.

bason onsa npumeHeHus Tapuda M pacyeTa eXeMecsayHOro nniarTexa 3a mcnonb3oBaHwe CepBepHOMU
onepauMoHHOMW cucTtemMon aBnsetcs Haubonbliee 4YMCIO OJHOBPEMEHHO paboTaBWMX BUPTYasbHbIX
MalWH C [AaHHOW ONepaLMoHHOM CUCTEMOMN 3a PacYeTHbIM Nepuoa,.

B cnyyae nHaeKcaumu LeH Ha NMLEH3UM CO CTOPOHbI NpoussoauTtensa MO, NcnonHuTenb MMeeT NpasBo Ha
nHoekcaumio Tapuda B OOHOCTOPOHHEM MOPsSiAKE Ha COOTBETCTBYIOLLYIO BEIMYMHY C YBEAOMIEHUEM
3aKa3yunka B CPOK He MeHee 4yeM 3a 30 (TpuauaTb) AHEW OO0 paTbl u3meHeHuns Tapuda. K yBegoMneHumio
3aka3ynka WMcnonHuTenb NpuUKAafablBaeT CKaH-KOMWIO COOTBETCTBYIOLWErO MMWCbMa-yBegoMAeHUs oOT
npoussoautensa NO. B cnyyae HeobxoanmmocT CTOPOHbI NOANMCHIBAOT JONONHUTENbHOE COrflalleHne o
BHECEHUM U3MeHeHnN B MpunoxxeHue N2 7.A.

MoppobHasa nHdopMaLms No yCAOBUAM M OrPaHUYEHMAM MCNONb30BaHMS MPOrpaMMHOro obecneyeHums
npueeneHa B MNMpunoxxeHnn N2 8. kK [lorosopy.

MpepocTaBneHne BOCTYNa K KaTajiory roToBbiX NPUIOXEHWIA Ana 6M3Heca. McnonHuTens npegocrasnsaer
3aKa3uyMKy [OCTYNn K KaTajnory MNpuIoXeHui. B [aHHOM KaTtasore pasMellarTcs npenBapuTesNibHO
HACTPOEHHbIe WaboHbl MPUNIOXKEHUI OTKPBITOro NporpaMMHoro obecrnedyeHus. C nepeyHeM LOCTYMHbIX
wabnoHoB 3aKasuumk MOXeT 03HAKOMMUTbCA B LOKYMeHTauumn no CCblNIKe
https://cloud.ru/ru/docs/applications/ug/ B pa3gene «OrpaHuyeHna u ocobeHHocTuU». B paMkax
NnpefocTaBIAeMoro CepBMca rapaHTUpyeTca ycnelwHoe pa3BepTbiBaHUE MPUIOXKeHUa u3 wabnoHa, npu
3TOM ero fafibHenllas HacTponKa W Noaaep)KKa NPoOn3BOAUTCA 3aKaszunMKoM.

MpepocTaBneHne pocTyna K onuuu PacnpepeneHHblit MeXceTeBOM 3KpaH. McnonHuTenb npepoctaBnseT
3aKa3yuyuMKy [OCTYN K CETEBOMY CEPBUCY BUPTYasSIbHOMO LWO3a — pacnpenenieHHOMY MeXCeTeBOMY IKpaHy
(Distributed firewall) ona BupTyanbHbIX CEPBEPOB U MPUIOXKEHUN, 3anycKaemMblX Ha ¢GU3NYECKOM
obopypoBaHum NcnonHuTens. LocTyn K cepBUCY NPefoCTaBAseTCca Ha OCHOBaHUM NOANMCAHHOro 6naHKa
3aKasa M onfaynmBaeTca 3aKa3yMKoM OTAENbHO.

CootsetrctBme 152-P3. B pamkax ycnyrn «CootBetrctBMe 152-®3» 3akasumk MOXET MOoNy4YnTb
3KCMEepTHYD MoMoWwb no npuBegeHuto cobcTBeHHon WCMOH B cooTBeTcTBME C TpeboBaHMSMMU
3aKoHOpaTeNnbCcTBa B 06M1acTM 3alWMTbl MEPCOHANIbHbIX AAHHbIX, MNPenyCMOTPeHHbIMU DepepanbHbIM
3aKOHOM OT 27.07.2006 N2 152-d3 «O nepcoHanbHbIX AaHHbIX». B pe3ynbTaTe 3aka3umK MOXeT CHATb
PUCKM CaHKLUMIA CO CTOPOHbI FOCYAApPCTBEHHbIX PErynaTOPOB, a TaKXe CHU3UTb PUCKU YTEUKU U BPYrKX
WHUMOEHTOB MHMOPMaUMOHHOM 6e3onacHocTy B MCMNAOH.
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1.17.

1.18.

1.19.

1.20.

Threat Detection and Response (TDR). B pamkax Ycnyrm TDR 3aka3umk MOXET pelwuTb 3afadyu no
obecrneyeHUo  KPYrIOCYTOYHOrO  MOHUTOPUHra  MHPOPMaUMOHHOM  6Ge3onacHocTM  obnayHom
MHOPACTPYKTYPbl, OMEpaTUBHOM peakumu Ha wuHuuaeHTol Wb, npoBegeHWo paccnenoBaHuin npwu
OOHapy)XeHUM NPOABUHYTbIX aTakK W  MOBbILEHUS  3alMWEHHOCTU  UHOPACTPYKTYpbl. Ycnyra
npepocTtasnaetca MicnonHmuteneM B naptHepctBe ¢ OO0 «be3onacHaa MHpopMaumoHHaa cpega» (000
«BbW30oH»). [ocTyn K ycnyre npefocTaBAseTca Ha OCHOBAaHWMM noanuMcaHHoro 6naHka 3akasa wu
onnaymBaeTcs 3aKa3yMKOM OTAENbHO.

MMeHoBaHMe «OpraHuMsaumi» 3aKasuuMka. [0S KOppekTHOM o06paboTku obpaleHuin 3akasuuka
nMeHoBaHMe «OpraHM3auMn» BbINONHAETCA onepaTopamu UcnonHuTens M nmeet YHUPULUPOBAHHbLIN
dopmat Buaa <HasBaHue «OpraHusauum» 3akasuuka> - <MopsagkoBbin HoMep «OpraHusauumu
3aKas4uukar»>. Mo cornacoBaHuio ¢ NcnomHUTENEM BO3MOXHO W3MeHeHWe HasBaHua «OpraHusauum»
3aKa3uymnKa Yepes COOTBETCTBYHOLWMI 3anpoc B cNyX6y nogaep)xku NcnonHutens.

LLudposaHue BUPTYasbHbIX MaLlunH. Ycnyra obecneunBaet BO3MO)XXHOCTb wnppoBaHusa
KOHUrypaLuMoHHbIX $halifioB AaHHbIX U AMCKOB BM, npegocTtaBneHnu 0octyna K wabnoHam rocteBbix OC
C BO3MOXXHOCTbO XpaHeHUsa Kno4den wunudposaHmna B VTPM. C NOMOLLbIO KOHCOMWN yrNpaBneHnsa 3aka3unk
MOXeT CaMOCTOATENbHO CO3aBaTb HOBbIe WKdpoBaHHbie BM, nn60 3awmndpoBbiBaTb CYLLECTBYOLWMNE BM.
CtoumMocTb Yenyrn dopMmupyeTca B 3aBMCMMOCTM OT MaKCMManbHOro o6béMa AMCKOBOrO NPOCTPAHCTBa,
BblAeNeHHbIX ana BM c aktuBupoBaHHOM onuuen «lundposaHne BM» B TeyeHne OTYETHOro nepuopa
(KkaneHpapHoro mecaua). Ycnyra nogKnto4aeTca NnocpeacTBoOM nognucaHma 3akasa.

FOCT-VPN Ha 6a3e VipNet asnaetca ycnyrom no npepnocTaBleHUI0 3aKasuyMKy 3alWMLWEHHOro KaHana
CBSAA3M C WCMNONb30BaHWEM CPEACTB KpUNTOrpapuyeckon 3awuTbl MHbDOPMaUMM LN MNOLKMAHYEHMUA
MHDOPMALMOHHBIX CUCTEM, pa3MewaemMblx B MWHOPACTPYKType 3akasumka, K WHDOPMaUMOHHBbIM
cucteMaM, pasmelleHHbiM B Obnake Cloud.ru.
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2.1. Ycnyra BuptyanbHbiit WO onucaHa B Tabnuue 7:

2.

BA30OBAS ®YHKLIMOHA/IbHOCTb N METPUKW YCNYTU

Tabn.7. MapameTpbl NpegocTaBnsemoix Ycnyr

CepBuc

Tapubuumpyembie eauHULLbI

XapaKTepuctuku u METPUKU

[JonycTuMble 3Ha4YeHUst

BbluncnexHuns

ba3osas 4acTtoTta npoueccopa vCPU

He meHee 3,5 Ty,

Host CPU Ready time MeHee 5%
BUPTyanbHbIi npoLeccop 3,5 MM, (1) (PLS:.(;MeHuyemoe Kon-Bo VCPU Ha BupTyanbHblli cepBep 1-12 wr.

Honyctumbin 06beM VRAM Ha BUpPTyasbHbI cepBep 1-384T6

RAM Swapped 0%

ba3oBas 4yacTtoTta npoueccopa vCPU He meHee 3,0 I'Ty,

Host CPU Ready time MeHee 5%
BupTyansHbiit npoueccop 3,0 MTu, (W) Fj:-(.c))MEH,D,yEMOE Kon-Bo VCPU Ha BupTyanbHbili cepBep 1- 24w

Honyctumbii o6beM VRAM Ha BUPTyanbHbI cepBep 1-768T6

RAM Swapped 0%

BupTyanbHbIn npoueccop 2,6 Mu, (wT.)

basosas 4acToTta npoueccopa vCPU

He meHee 2,6 Ty,

Host CPU Ready time MeHee 5%
PekomeHgyemMoe kon-so VCPU Ha BupTyanbHbin cepsep 1-28 .
(wT.)

Honyctmbin 06beM VRAM Ha BUpPTyanbHbI cCepBep 1-768T6
RAM Swapped 0%

XpaHunuiwe aaHHbIX

BupTyanbHbIN XecTkuin guck SSD, (I'6)

HDD IOPS. 3TanoHHble 3HayeHua*

5000 IOPS/1 TB®

CpenHee BpeMa goctyna kK SSD Storage Ha BUpTyanbHOM

5 0 Mc - 5 Mc
MalunHe
Honyctumbin 06beM OQHOro BUPTYaNbHOTO XXECTKOro
o 1-409 b
aucka SSD Ha BUpTyanbHblN CepBep
llar yBenuueHua pasMepa BMPTyanbHOro pfucka B 116

oonyctuMoM ghana3oHe

BupTyanbHbIn xecTknin guck SATA, (I'6)

HDD IOPS. 3TanoHHble 3HayeHua*

100 10PS/1 TB®

CpenHee BpeMs gocTyna K SATA Storage Ha BUpTyanbHON

5 0 mc - 30 mc
MalwunHe
LonycTuMbll 06bEM OQHOrO BWMPTYaNbHOrO >KECTKOro
. 1 - 4096 Tb
nucka SATA Ha BUpPTYyanbHbIM cepBep
llar yBenuyeHuss pasmMepa BMPTyalbHOroO p[pucka B 116

noonyctTuMoM gMana3oHe

4 MapameTpbl rapaHTUpyloTCa Npu pasMepe 610ka go 8 Kb, npon3BofibHOE YTeHue/3anuch ¢ npodunem 70/30.

°17Tb = 1000 b
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Tabn.7. MapameTpbl NpefocTaBnsemoix Ycnyr

CepBuc

Tapubuumpyemble eauHULLbI

XapaKTepucTtuku U METPUKU

[JonycTuMble 3Ha4YeHuUs1

CeTeBble cepBUChHI

Hoctyn B IHTepHeT B 0bLeM KaHane

Monoca nponyckaHus

He Tapuduunpyetca:
He 6onee 100 M6/c Ha BupTtyanbHbii LLOL,

CpepHsia ceTeBas 3ajep)ka B npegenax cetu nepegayu

. 0 MC - 5MC
MponyckHaa cnocobHOCTb Ha BUpPTyanbHbI | gaHHbix Cloud
cepsep MpoLEHT NOTEePAHHbIX MAaKeTOB B Npeaeniax cetm nepegayn o o
0% -0,2%
paHHbix Cloud
CpenHasa ceTeBas 3agep)kka B npepenax ceTm nepegaudn
pen nep. pen pen 0 Mc - 5 Mc

BupTyanbHbIN w03 (wT.)

naHHbIX Cloud

MponyckHasa cnocobHOCTb

He 6onee 5 6/c

FocteBasg OC

Hoctyn k wabnoHy CepBepHasa onepauMoHHas
cucrtema:
. BM pa3smMepoM 4 N MeHee
vCPU:
BM (wT.)/ KaneHgapHbii mecs.
. BM pa3smepom 6onee 4 vCPU:
vCPU (WT.)/ KaneHOapHbIn
mec®

LLlabnoHbl CepBepHO ONepaunoHHON CUCTEMDI

CepBepHas onepaunoHHasa cuctema 2016
CepBepHas onepaunoHHasa cuctema 2019
CepBepHasa onepaunoHHasa cuctema 2022

HocTyn K wabnoHy MO CepsepHaa CYB[:

CepBepHasa CYb[ 2017 Enterprise

no - .
. BM pasmepom 1-12 UvCPU7. LWabnoHbl MO CepeepHas CYBA CepBepHas CYB[] 2019 Enterprise
BM (wT.)/ KaneHpgapHbI Mec.
Hoctyn k ak3emnnapam MO (CepepHaa CYbA
Enterprise Core, CepsepHas CYB[ Standard
Core, CepsepHas CYBA Web  Edition, Jk3emnnapsbl MO (SQL ServerCepsepHasa CYB[ Enterprise | Mopnepxusaemble Bepcun MO (CepBepHaa CVYBI
CepBepHas onepaunoHHas cucTema: .
Datacenter CepBepHas onepaLuoHHas Core, CepsepHasa CYbO SQL Server Standard Core, | Enterprise Core, CepBepHas CYb[ Standard Core,
rno ’ CepBepHasa CYbM SQL Server Web Edition, CepBepHaa | CepBepHas cyba Web Edition, CepBepHas
cucTtema: Standard):
. Iea onepaumoHHaa cuctema: Datacenter, CepBepHas | onepauuoHHas cucteMa: Datacenter, CepBepHas

BUPTYaNbHbIX/PU3NYECKMX
appa (WwT.)/ KaneHAapHbIn
mecau?3.

onepaunoHHasa cuctema: Standard).

onepaunoHHasa cucteMa: Standard).

S MUHUManbHbIN Nepuop TapuduKaumm — KaneHgapHbli Mecsal. Havyano cnonb3oBaHUs, HauMHasA C MePBON MUHYTLI, UM MPOAO/IKEHME UCMOIb30BaHUA Ycnyrn B OTYETHOM Nepuoae Npeanosiaraet cnMcaHme CTOMMoCTH
33 NOMHbIN KaneHZapHbIn Mecsau. HeMoMHbIN KaneHAapHbIi Mecal, MCNoNb30BaHMA YCIYrn, HaunHas C NepBoOi MUHYTLI, OKPYrIAeTcs A0 NOMHOrO KaneHAapHoro Mecaua nofib3oBaHusa Ycnyron.

” Mpwu ucnonb3osBaHum Gonblero Konmyectsa VCPU B cocTase ak3eMnispa BM, nponopuyoHanbHO yBeIMUMBaETCA KOIMYECTBO AOCTYMHbIX IMLEH3UI Ans onnaTtbl (C warom B 12 vCPU).
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3.1.

3.2.

3.2.1.

3.2.2.

3.3.

3.3.1.

3.3.2.

3.3.3.

3.3.4.

4.1.

4.1.1.
4.1.2.

4.2.

4.2.1.

4.3.

4.3.1.

4.4,

3. TAPUDOUKALINA YCNYTU

Ycnyra npefocTaBnasieT Ha Bbibop ABa Tuna Tapudukaunm: AnHaMuyeckasa Tapudumkauma (Pay as you go,
panee — PAYG) n Ctatnyeckas tapudunkaumsa (Allocation).

OuHamuuyeckaa Tapudukauma (Pay as you go).

IOuHamunueckas Tapudukaums npepgnonaraeT onnaTy Myfa PecypcoB, YKasaHHbIX HWXe, No daKTy ux
notpebneHuns 3aka3ymMkoM B TeyeHne OTYETHOro nepuopa:

. BupTyanbHbi npoueccop 2,6 My, PAYGS;

. BupTyanbHbIn npoueccop 3,0 My, PAYGS;

. BupTyanbHas namsatb, PAYGS?;

. BupTyanbHbin )ecTkni guck SATA, PAYG;

. BupTyanbHbIn xecTkni gnuck SSD, PAYG.

IOuHamunuyeckas TapumdumKauua OCyLLecTBASETCa B MOYaCOBOM pexume (M3 pacyeta CTOMMOCTU OLHOro
yaca), HayMHas C NepBOW MWHYTbl MOMb30BaHUA Ycayron. Bpems yyuTbiBaeTcs C AMCKPETHOCTbIO A0
Lenoro 4aca, TO €CTb HEenosHblh 4Yac paboTbl BUPTYyaNbHOM MalMHbI CYMTAETCA KaK LEebIn.
TapuduumpyeTca CcyMMa COOTBETCTBYHOLWMX PecypcoB Ansa Bcex BM. BupTyanbHbin npoueccop wu
BUPTyasbHaa NaMaTb TapudmLMpyoTCa C MOMeEHTa cTapTa BM 1 ,o MOMeHTa ee OCTaHOBKU. BupTyanbHbIN
YECTKUIM ANCK TapudunumpyeTca C MOMeHTa co3gaHua BM mn oo eé ygpaneHusa. CHuMkuM (Snapshots), swap-
dannbl, WwabnoHsl BM 1 ISO-06pa3bl TapndmumnpyoTcs Kak BUpTyanbHbIM XeCcTKUIM Anuck. Ong Kaxxgon BM
YYUTLIBAOTCS MaKCMMabHble 3HaYeHMUSI PECYPCOB 3a KaXkAabli Yac.

Crtatnyeckasa Tapudukaumnsa (Allocation).

BennuynHa eXxeMeca4yHoro nnatexka 3a nosb3oBaHMe YCnyronm onpepensaerca B COOTBETCTBUMU C
3aKa3aHHbIM OOGBEMOM NEPEUYMCNEHHDbIX HMXE PECYPCOB U OMUMUN:

. BupTyanbHbi npoueccop 2,6 Iu;

. BupTtyanbHbin npoueccop 3,0 My,

. BupTtyanbHbin npoueccop 3,5 My,

. BupTyanbHasa namMaTtb?;

. BuMpTyanbHbIM XXeCTKNIM Anck SATA;

. BupTyanbHbIM »XecTKni guck SSD;

. MpepocTaBneHne nybnmnyHoro IP agpeca;

. BupTtyanbHbit EDGE Gateway TO;

. BbigeneHHbIn cepep EDGE Gateway TO;

. Onuuna PacnpefeneHHbl MeXCeTeBOM 3KPaH;

. LocTyn K wabnoHy CepBepHas onepaunoHHasa cuctema’;

. OocTtyn kK wabnoHy MO CepeBepHasa CYbA 3;

. OocTyn K npoyum sk3emnnapam MO (nepedeHb poctynHoro MO npueeneH B MpunoxkeHnn N2 7.A.);
. BupTyanbHbIN »XecTknin anck SATA ons wmndpoBaHHbIX BM;

. BupTyanbHbI )ecTknit anck SSD gna wudpoBaHHbIX BM.

MeToOuMka pacyéTtoB noTpebnsaeMbiX NMPOLECCOPHbIX PECYPCOB M onepaTMBHOM MaMATU npepgnonaraeT
Tapndukaumo CyMMbl 3HaYEHUIN NPenoCTaB/ieHHbIX pecypcoB 3a OTYETHbLIM NMepuop B COOTBETCTBUU C
TapudoMm. CyeT BbICTAaBNAETCA HAa OCHOBE CYMMbl 3HaYEHUN.

MeToguka pacyéta notpebnaeMoro [AWUCKOBOro MPOCTPAHCTBa MpepnonaraeT onnaty 3a Becb
npefocTaB/IEHHbIN 3aKa3umMKy 06bEM pecypCcoB AMCKOBOIro NPOCTPaHCTBA KaXAoro Tmna.

MeToauMka pacyéta no onuuum «PacnpepneneHHbin MeXCeTeBOW 3KpaH» npepnonaraet Tapudukauumio
CYMMbl 3HAYEHUN ONepaTUBHOM NaMATU, NPEAOCTaB/eHHOM 3aKa3uymMKy B paMKax ero BupTyanbHoro LLOL
B OTYETHbIM Nepuop.

4. WHbIE YCNOBUA, NPUMEHUMBIE K YCJTYTE

Bo3MOXHble BUOblI NOAK/TIOYEHUS [ UBMEHEHUS [ OTKNOYEHUS YCyr:
MocpencTBoM nognucaHma 3akasa (c y4éTtoM n. 4.6. HacToawero MpunoxeHus);
MocpencTBOM COBEpPLUEHMS AENCTBUI B JINUHOM KabuHeTe.

BO3MOXHbI NOPSAAOK pacyéTos no Ycayre:
MocTonnaTa.

Bo3MOX)Hble cnocobbl onnaTtbl / NOpsAoK nononHeHua banaHca:
OnnaTa B 6€3Ha/IMYHOM NOPAAKE HA OCHOBAHWM BbICTAaBNEHHOIO McnonHUTeNeM cYéTa.

3aKa34ynK CaMOCTOATENIbHO HECET OTBETCTBEHHOCTb 3a paboTocnocobHOCTb NporpaMMHoro obecneyeHums,
yCTaHaBNMBaeMoro Ha BM.

8 Pecypcbl TapudULMPYIOTCA B NEPUOA PaboTbl BUPTYasIbHON MalUMHBbI.

® O6beM BupTtyanbHoi namsaTu (VRAM) fonkeH 6biTb [LOMOMHUTENIBHO YYTEH MpW 3akase BMpTyalbHOro AUCKOBOrO MPOCTPAHCTBA ANS XpPaHeHus
swap-dannoB BUPTyanbHbiX CEPBEPOB B COOTBETCTBUU C MapaMeTpaMu, yKasaHHbIMU B pasgene «TUn pecypca: BUPTYyanbHas onepaTMBHas namatb
(VRAM)» Tabnuupl 4.
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4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

Bo n3bexkaHue pgerpagaumm nponsBoguTeNbHOCTU, NepeyTUIn3aumnm pecypcoB XpaHeHs U NnoBblleHns
puCKa HapyleHUsa LeNoCTHOCTU AMUCKa NMpU KoHconupauuu, McnonHutenb octaBnaet 3a cobol npaso
npoBoauTb PernameHTHble paboTbl MO yAaneHUto co3fgaHHbIX 3akaszuymkoM SnapShot crapwe 7 (Cemun)
nHen. Mepepn ypaneHueM SnapShot McnonHutenb o0b6sa3yeTcs yBegoOMUTb 3aKas3uylKa MO 3/1€KTPOHHOM
nouyTe, ykasaHHom B [loroBope, 3a 5 (MaTb) AgHen go yganeHuna u 3a 1 (OanH) geHb A0 yganeHus.

CTOpPOHbI YCTAHOBUAK Cnenyowmnin nopaaok 3akasa Ycayru no HactosaweMmy MNpunoXkeHuto:

3aKas Ha nopgkn4veHue Ycnyrm pomkeH ObiTb HanpasieH McnonHuTtento He no3gHee, 4eM 3a 3 (Tpwu)
pabounx oHSA fo AaTbl Ha4yana okasaHus YCnyru;

B TeyeHune 1 (OgHoro) paboyero gHA MIcmonHUTENb UK €ro YNoJIHOMOYEHHbI NpeacTaBuTenb 0b6a3yeTca
paccMoTpeTb 3akas Ha YCAyry u HanpasuTb NULY, HanpaBMBLWeEMY 3aKas, oTBeT (MOAMMCAHHbIN CO CBOEN
CTOPOHBI 3aKa3 nanM oTKa3 B npepocTasieHnn Yeayrm ¢ o60CHOBaHMEM NPUYMHDI);

B cnyyae cornacoBaHmna CtopoHaMu 3akasa Yciyra npenocrtaBnsercs B gaTy Hayasla okasaHusa Ycnayru,
3adUKCMpOBaHHYO B 3aKa3se, ¢ 10:00 Nno MOCKOBCKOMY BPEMEHU.

3aKa3unmkK CaMOCTOATE/IbHO HeceT OTBeTCTBEHHOCTb 3@ COXPAHHOCTb [AaHHbIX WM NPUHUMaET
CaMOCTOSTENbHO MEepbl MO UX COXPAHEHUIO NpK OTKase oT Ycnyru. MNpu oTkase ot Ycnyrn McnonHuteno
BNpaBe yaanuTb AaHHble 3aKa3uymka no ncrevyeHum 5 (Matmn) paboumx gHen nocne otkasa ot Ycnyru.
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