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MPUNOXEHWME N2 1.ENT.5.
K [lorosopy

OMMNCAHUE 1 YCNOBWA MPEOOCTABNEHNA YCIYITUA
«BVPTYAJTbHbIE PABOYNE MECTA (VDI)»

1. OBLIAA UHOOPMALNA N OMNCAHUE YCITYTU

Ycnyra npepocTaBngaetcs Ha 6ase nnaTdopmbl BUpTyanusaumm paboumx MecT, cocTodwen u3
COBOKYMHOCTU 6a30BblX WMHHOOPMALMOHHO-TEXHONOMMYECKNX PEeCcypcoB M (YHKUMOHMpPYOLLEN nof,
ynpasneHnem WCNonHUTENa CepBepHOro M ceteBoro o60pynoBaHMA, CUCTEM XPaHEHWS [AaHHbIX M
crneunann3npoBaHHOro NporpamMmMmHoro obecneyeHus.

B pamkax VYcayru WcnonHuTenb npenoctaBnfeT 3aKasuuky BUpTyasbHble pabouyne Mecta C
onpeneneHHbIMM XapakTepucTukamm npoueccopa (vCPU), BupTtyanbHou namatu (VRAM), amckoBoro
npoctpaHcTBa (VSSD) 1 BupTyanbHoro rpaduyeckoro npoueccopa (VGPU), a TakKe cpencTBa ynpasneHus
BUPTYa/bHbIMW pabounMMmn MecTamMm, 0OCTAaTOYHbIE AN CO3AaHUA U yNpaBneHnsa KoHpurypaumamm.

YnpaB/ieHue BUPTyanbHbiMM pPabouymMMu MecTamMu OCylecTBaseTca 3aKas3yMKoM Mpu MOMOLLU KOHCOMU
ynpasieHnsa BUPTyanbHbiMK pabounmm mectamm 1 KY ENT.

CocTaB M OCHOBHble KOMMOHEHTbI Ycnyru:

Tab6n.1. CocTaB Y OCHOBHbIE KOMMOHEHTbI

Pecypchbl
HanMeHoBaHuWe rpynnbi CopepxxaHue

- BWpTyanbHble npoueccopHble aapa (VCPU);

- BWpTyanbHas onepaTuMBHas namsaTtb (VRAM);
BupTyanbHble paboune mecrta - BWPTyanbHOE JMCKOBOE NPOCTPaHCTBO (VSSD);

- BUpPTyalbHble rpaduyeckme npoueccopHblie aapa (VGPU)

- nogknyeHne K cetm WHTepHeT Ha FapaHTVIpOBaHHOVI
CKOPOCTH;

CeTeBble CEPBUCHI .
- opuH nybnuuHbii IP-agpec

- KOHCOMb ynpaBneHus BUPTYyanbHbIMU paboynMmn mectamu;
- nnatdopma BMpTyanusaumm (Ha 6ase ycnyru BuptyanbHbl
Mnatdopma BUpTyanusaumm paboumnx Mect Lon);

- KY ENT;

- nnatdpopma BupTyanmsaummn cetn (SDN)

OnucaHne nnathopmbl BUpTyanusaumu (Ha 6ase ycnyru BupTyanbHbin LLOLO) copepxutca B n. 1.4.1.

MpunoxeHusa N2 1.ENT.1.1. k Jorosopy.

Mnatdopma BUpPTyanusaumm pabouymx MecT npeacTtaBnsaeT coboW BblaeNieHHbl HAabop KOMMOHEHTOB

ynpaBneHnsa MHPaCTPYKTYpPON BUPTYalibHbIX paboynx MecT:

. KoHconb ynpaBneHus BUPTyanbHbIMKM paboynMMm MecTamum U 6Gpokep MNoAKYEHUI Mo3BoNseT
aBTOMaTU3MPOBATb PAa3BEPTbIBAHME U YNPaBAEHME N30MPOBAHHbBIMK NyNaMn BUPTYasnbHbIX pabodmx
MecT.

. MorpaHunyHbIM wnto3 goctyna (Unified Access Gateway) no3sonseT obecnedunTb 6e30nacHbI 4OCTYN
K pabounm mectam B O6nake Cloud.ru.

KY ENT npepoctaBnseT KOHEYHbIM MOSb30BaTeNsAM BO3MOXHOCTb 6e3onacHo paboTath ¢

M30/TMPOBAHHBIMWU MyNaMn PecypcoB AN ynpasneHns obpaszaMm BUPTYanbHbIX MallMH U BUPTYanbHbIMUK

MapLIpyTU3aTopamu.

OnuncaHue nnatdopMbl BUpTyanusaunm cetn (SDN) conepxxutca B n. 1.4.3. MpunoxeHna N2 1.ENT.1.1. K

Jorosopy.

OnucaHne Mep M MexaHu3aMoB 3awuTtbl MHbpacTpykTypbl ENT onucaHo B n. 1.5. MpunoxeHusa N
1.ENT.1.1. k Jlorosopy.

L[OonNoNHNTENbHO K yKa3aHHoMY B N. 1.5 MpunoxeHmnsa N2 1.ENT.1.1. K [loroBopy, B OTHOLWEHUWN Fpynmbl
«MnatdopMa BUpTyanmsaumm paboumnmx MecT» UCMOJb3YHTCA C/IeAyoL e YPOBHM 3aLMUTbI:

Tabn.2. ObecnevyeHune 3aWwnTbl MHbpacTpyKTypbl ENT

YPOBHM 3aLWmnThI MeponpusaTtus
U3onsauus «OpraHM3auminy 3akasumka
Mnatpopma
BUPTYanM3aLNM OcyLecTBNSETCA C MOMOLLbIO N30/1AUMN NPefoCTaBNeHHOr0 Habopa KOMMOHEHTOB KaXaoro

3akasuyumka
paboumnx mect

PacnpeneneHune ponei, o6a3aHHOCTEN U OTBETCTBEHHOCTM B 061actn NB B OTHOWEHUM YCAyru onncaHo
B Tabnuue N2 3.

CtpaHuua 1 n3 10


mailto:info@sbercloud.ru

Tabn. 3. PacnpenenexHune ponemn, o693aHHOCTEN U OTBETCTBEHHOCTU B obnactn b

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HaumeHoBaHue
TeXHONOrMYECKOro MpuMeHnMbIe K npepocTtasneHue/ OOCTYN K CpeaAcTsaM
(apXMTeKTypHOr0) YPOBHIO npoLecchl/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUPOBaHUE npepocTaBneHUs
YPOBHS ycnyru/cepsucol b ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
XypHanupoBaHue CcoOBbITUIA B NPUKIAQHOM MpPOrpaMMHOM obecneyeHun u
XypHanupoBaHue
COBBITI OMepauMOoHHbIX CUCTEMAx, YCTAaHOBMEHHbIX B BUPTyaslbHbIX MawuHax (BM) 3aKa3symk 3aKasumk
3aKa3yuka
YnpasneHue qocTynom YnpaBneHve [OCTYNOM K MNPUKIagHOMY MpPOrpaMMHOMY obecnevyeHuio U 3aKa3umK 3aKa3umMK
onepauMoHHbIM CUCTEMAM, YCTaHOBNEHHbIM B BM 3aka3uuka
YnpaBneHue YnpaBneHue ayTeHTUOUKALMOHHOM MHPOPMaLMEN, UCNONb3yeMON NpU JoCTyne K
ayTEHTUDOUKALMOHHOW | MpUKNagHOMY nporpaMMHoMy obecneueHuio (MMO) 1 onepauuMoOHHbIM CUCTEMAM 3aKasuumk 3aKa3uuk
MHpopMaumnen (OC), ycTaHoBNeHHbIM B BM 3akasunka
KoHTponb M aHanm3 3awnuweHHoctn OC wu MMNO, dyHKunmoHupyowero B BM
VnpasneHue 3akasuyuka, B TOM 4MCne yCTaHOBKA KPUTUYECKMX 06HOBNEHUI 6e30|‘|aCHOC1’VI,
) YA3BUMOCTMU npaBka "KOHdJMpraLI,MM MMNO, a Takxe U3MeHeHMe nerko-noabrpaembix Nnaponen un 3aKasumk 3aKa3yuk
MpuknagHon naponen poctyna no YMOJYaHUID K cepBuMcaM M KomnoHeHTam OC u [MMO,
YPOBEHb W YPOBEHb 0OHapY)XEHHbIX B X04e KOHTPONSA M aHan3a 3alMLEeHHOCTU
onepaunoHHbIX Cbop (B TOM uucne C ucCnofb3oBaHMEM cpeactB SIEM) u aHanus cobbiTui
YnpasnexHue
cucTem, 6e3onacHocTn co Bcero MMO, OC u cpencTs 3awmntbl MHGopmaumm (Cp3M) Ha BM 3aKa3umk 3aKa3yuk
YCTaHOB/IEHHbIX B BM vHunpeHTamn B 3aKasumKa, a Tak)Ke MOHUTOPWHI U pearMpoBaHMe Ha MHUMAEHTHI 6e3onacHocTm
3akasumka
YcTaHoBKa M | YcTaHoOBKa, HacTpoMka W agMUHUCTpUpoBaHMe B BM 3akasumka Cp3U ot
afMUHUCTPUPOBaHME HecaHKLUMOHMpoBaHHoro goctyna (HCO), aHTUBUPYCHbIX CPEACTB M NPOYMX CPeacTB 3aKasuuk 3aKkasuumk
CpencTB 3alUnThI 3aWwmTbl HGopMaLmn, yctaHaBnmeBaeMblx B BM 3aka3uunka
YcTaHOBKa M HAacTpolka B BM 3akasumnka cpencTB pe3epBHOro konuposaHus (CPK)
YnpasneHue 6a3 gaHHbIX U Npoyer MHbopMauum 3akasumka, XxpaHuMon BHyTpu BM ero BLIO[, a
pesepBupoOBaHMEM TaKxe aAMUHUCTPUPOBaHUEe YKa3aHHbIX cpencTs. 3aKa3umk 3aKa3yuk
MHPopMaunm Co3paHue pesepBHbIX KOMUA MHPOPMauMM 3akasuymka M e€ BOCCTAHOBNEHUE M3
pe3epBHbIX KONUI
Ob6ecneyeHne 3awmTbl | 3awmTa cornacHo  152-Md3  nepcoHanbHbiX  AaHHbiXx  (MOH)  KAWEHTOB,
NepCoHabHbIX obpabaTtbiBaeMbix B BM 3aka3umka, B TOM yuclie, HO He OrpaHUYMBasiCb 3almnTOMn 3aKasuuk 3akasuumk
OAHHbIX KTMEHTOB MOH, o6pabaTbiBaeMbIX CPeACTBaMU YCTAaHOBNEHHbIX B BM 3aka3yunka
XypHanupoBaHne COObITUA, CBA3AHHbIX C QYHKUMOHUPOBAHMEM OObLEKTOB
3aKa3uuMka (HanpuMmep, ero BupTyanbHoe paboyee MeCTo U [EUCTBUAMMU
nonb3oBatenen Ha KY ENT v nnatdbopme BUpTyanusaumm pabouymx MecT Takmx Kak:
1. BXOA/BbIXOA, MONb30BaTeNEN B/U3 KOHCONEN;
2. co3paHuve/ynaneHne HOBbIX YYETHbIX 3aNnCel NOb3oBaTeNen U NPUCBOEHNE UM
NPUBUAErMIA [OCTYNa K KOHCONAM;
YpoOBeHb . NMopkntoYeHmne/oTKNOYEHNE K BUPTYanbHbIM pabouynmM MecTam;
XypHanupoBaHue
«OpraHusaummn» M| CoBumuin . CO3paHue/ynaneHune BUpTyanbHoro paboyero Mecra; Wcnonuutenob 3aka3uuk

BLIO/ 3aka3uunka

. 3aMyCcK/OCTaHOB BUPTyanbHOro paboyero mecTa;

. CO3aHne KJIOHOB BUPTYyanbHoro paboyero MecTa;

. UI3MEHEeHMe XxapaKTepUCTUK BUPTyanbHoro paboyero MecTa;

8. HacTpoiika NAT/DHCP/L2VPN/L3VPN, wMaplwpyTusauum, 6anaHCMpoBLLMKaA
HarpysKku u/unu npasua MexXceTeBoro 3kpaHmposaHna Ha SDN B «OpraHusaumm»
3aKas4ymKa c ucnonb3loBaHuem KY ENT;

9. U3MEHEHMEe AMCKOBOM NONUTUKM MO yMonyaHuto ans VDC;

NOoO U bhw
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Tabn. 3. PacnpenenexHune ponemn, o693aHHOCTEN U OTBETCTBEHHOCTU B obnactn b

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HaumeHoBaHue
[pMMeHnMble K npepocraBneHue/ OOCTYN K cpeacTsam
TexHonorn4yeckoro
(apXuTEKTYpHOTO) YPOBHIO npoLecchbl/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpOBaHUE npepocTaBneHus
YPOBHS ycnyru/cepsucol b ycnyru/ cepsuca/ ycnyru/cepsuca/
npoLeccoB npowuecca
10. BK/IOYEHUE/OTKIOYEHNE [OMONHUTENbHbIX ycayr (noruposaHue, DFW, VPN un
npovee)
Mcnonnutens
(OTBETCTBEHHOCTD 3a
npegocraBnieHue
cepsuca vCD koHconu
AOMUHUCTPUpPOBaHMe «OpraHusaumen» 3akasumka c ucrnonb3oBaHnem KY ENT u ynpasneHusa
AOMUHUCTPUPOBaHKE
«OpraHusaLmne " KOHCONN ynpaBneHns BUPTyasbHbIMU PaboynMmn mectamu. BUPTYalbHbIMU
P AOMUHUCTPUPOBaHME JOCTYyNoM K «OpraHu3aumMmn» 3akasumka C UCMOMb30BaHMEM pabounmMmn mectammu) 3aKa3uuk
yrnpasfieHue 4OCTYynoMm
K Heil KY ENT 1 KOHCONu ynpasneHus BupTyanbHbiMK paboynmm Mectamm
3aKasuuk
(oTBETCTBEHHOCTD 3a
aAMUHUCTPUPOBaHME
«OpraHu3aumen» un
LOCTYNOM K HeW)
McnonHutenb
(oTBETCTBEHHOCTD 3a
npepocraBneHue
cepBuca)
YnpasnexHue . .
. Co3paHue/yganeHne HOBbIX YYETHbIX 3anuncen B «OpraHmMs3aummn» n NpUCBOEHUE UM
ayTEHTUDUKALMOHHOMN M 3aKa3yuk
. npueunernin goctyna K «OpraHnsaummy» 3akasdmnka 3aKasumk
MHPOopMaunen
(oTBETCTBEHHOCTb 33
ynpasneHue
AYTEHTUDMKALNOHHON
MHbopMauuen)
McnonHutenb
Co3paHuve, ypaneHve W aAMUHUCTPUPOBaAHME C ucnonb3oBaHuem KY ENT,
(oTBETCTBEHHOCTb 3a
YnpasneHue HeobxoouMmbix VXLAN B npouecce agMUHUCTPUPOBaAHNA 3aKasumnka. npenocTasneHne
6e30nacHOCTbIO 1 | MexceTeBoe 3KpaHMPOBaHNA NepuMeTpa 3akasumka c ucnonb3osaHmem SDN. cepsuca)
npoYnmu Ob6ecnevyeHne BHYTPEHHEro CerMeHTMpoBaHua (C ucnonb3oBaHMeM KY ENT) wu P 3aKasumk
HacTpoMKamu ONS | BHYTPEHHEro MeXCeTeBOro aKpaHupoBaHus (c ucnono3osaHmeM SDN) 3akasuumka.
o . 3aKa3sumk
BUPTYanbHbIX ceTeun Hactpornka NAT/DHCP/L2VPN/L3VPN, MapwpyTusauMm U1 6HanaHCMpoOBLLMKA
(oTBETCTBEHHOCTb 33
Harpy3ku Ha SDN B «OpraHun3aunm» 3akasumka c ucnonb3osaHnem KY ENT.
afMUHUCTPUPOBaAHNE)
Co3paHue, ynaneHue 3onoTtoro obpasa c ucnonb3oBaHmeM KY ENT.
YnpasneHne nynamu | Co3gaHue, ypaneHuve nynoB paboynx CTONOB C  MCMAONb30BAaHUMEM KOHCOMM
3aKasumk 3aKa3uuk
BUPTYanbHbIX paboynx | ynpaBneHusa BUpPTYyanbHbIMU paboynMm MecTaMu.
MecT MpepnoctaBneHne [ocTyna K  BUPTyalbHbIM  paboyMM  MecTaM  KOHEYHbIM
no/Jib30BaTesnsim
YcTaHoBKa, agMUHUCTPUPOBaHue, CBOEBpPEMEHHOEe obHoBNEHUE "
VCTaHOBKa " 6e3oTnaratenibHas YCTaHOBKA KPUTUYECKMX OBHOBMEHWA 6e30MacHOCTM Ha
ncnonb3yeMbix B BLLOL, 3aka3umka BUPTYabHbIX CPeAcTBax 3aWmTbl MHGOpPMaLMn B 3aKa3sumk 3aKa3umk

ucnonb3osaHne C3U

ncnonHenuax Virtual appliance (Me)xceTeBble 3KpaHbl, CUCTEMbI OOHapyXXeHWuM
N/MNN NpefoTBPaLLEHMN KOMMbBIOTEPHbLIX aTaK 1 NpoYyee)
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Tabn. 3. PacnpenenexHune ponemn, o693aHHOCTEN U OTBETCTBEHHOCTU B obnactn b

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HaumeHoBaHue
MpuMeHnMbIe K npepocTtasneHue/ OOCTYN K CpeaAcTsaM
TEXHOJIOrMYeCcKoro
(apXMTeKTypHOr0) YPOBHIO npoLecchl/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUPOBaHUE npepocTaBneHUs
YPOBHS ycnyru/cepsucol b ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
HacTpoika ¥ agMUHUCTPUPOBaHME MNPOrpaMMHO-annapaTHbIX CPeacTB 3aluThbl
MHpopMaumm 3akasumka, B TOM uYMC/le CPeAcTB Kpuntorpapuyeckon 3awmThbl
nHpopmMaunm, pasmeltaemolx B LOL NcnonHuTtens
Ob6ecneyeHne 3alnThbI
u Ob6ecnevyeHne cootBeTcTBMa BLIOL B coctaBe MHGDOPMALMOHHBIX CUCTEM
NepCcoHabHbIX 3aKasuumk 3aKa3uuk
nepcoHanbHbiX AaHHbIX (MCMOH) 3aka3sumka TpeboBaHmam 152-D3
OaHHbIX KTMEHTOB
MoOHUTOPUHT MHbpacTpyKTypbl ENT, obecneveHune eé [OCTYMHOCTH,
MOHUTODUHT " NPOM3BOAUTENbHOCTU, HanuuMa HeobxoaMMoro KonuyectBa obopypoBaHus,
noane )5Ka obecneyeHne Heobxogumon pOna eé€ paboTbl MPOMYCKHOW CnocobHOCTM ceTw, WcnonHutenob McnonHutenob
P BbIYMC/IUTENIbHBIX MOLLHOCTEM U EMKOCTU CUCTEM XpaHeHus paHHbix (CXO)
NHPPaCTPYKTYPbI
XXypHanupoBaHue XypHanupoBaHne cOBbITUI B KOMMOHEHTAX M CPEeACTBax 3awuTtbl MHPoOpPMauuUm
yp . P yp P Pen t bopmay McnonHuteno McnonHuteno
cobbITui MHbpacTpyKTypbl ENT
YnpaBneHue [OCTyNnoMm K cerMeHTy ynpasneHunsa NHdpacTpykTypon ENT, e€ VLAN-
YnpasneHne gocTynom P pocty yynp bpactpykTyp ’ MicnonHutenb McnonHutenb
aM 1 KOMMOHEHTaM
YnpasneHue YnpasneHne y4€THbIMM 3anucamu AD nNpuBUIErMPOBaHHbLIX NoNb3oBaTenen,
AYTEHTUDUKALMOHHOMN | MMELWMX AOCTYN K CerMeHTy ynpasneHus MHppactpyktypon Cloud, 1 Ux BTOpbIM Mcnonnutenos Mcnonuuteno
MHPOopMaLmnen $haKTOpOM ayTeHTUdUKauum (ayteHTudukaTopamm).
YnpasneHue KOHTpONb 1 aHanun3 3aWnLLEeHHOCTH Cy>XebHbix BM MGMT-cermeHTa n cepBepos ¢
Mcnonnutens McnonHutens
YSI3BMMOCTAMM runepsusopamm gna MHdpactpykTypbl ENT
Cbop c wcnonbsoBaHueM cpeacte SIEM C KOMMNOHEHTOB W CPeAcTB 3aluThl
YnpaeneHune MHbopMaumn nHbpacTpykTypbl ENT cobbiTnin 6e3onacHocTy.
P bopmau bpactpy yvp McnonHutens MicnonHutenb
MHUmMgeHTamm b AHanuns cobpaHHbIX COObITUIN 6E30NAaCHOCTU, a TaKXXe MOHUTOPUHT U pearnpoBaHune
MHppaCcTpyKTYpPHbIN Ha MHUMOEHTbl 6e30nacHoCTM (B TOM Yncne ¢ npuenedyeHnem BHewHero SOC)
YPOBEHb YnpasneHune KOHTpOb 1 ynpaBneHune npoueccamm UaMeHeHus KoHburypaumm MHopacTpyKTypbl
P . P ynp pou burypau bpactpykTyp McnonHutenb McnonHutenb
KOHpuUrypaumnemn ENT
3awuTta nepumeTpoB LIOO MHdpacTpykTypbl ENT € Mcnonb3oBaHMEM KnacTepoB
BbICOKOMPOM3BOAMTENbHBIX MEXCETEBbIX 3KPaHOB HOBOro nokoneHua (NGFW),
obecneynBaloOLLNX MEXCETEBOE 3KPAHMPOBaAHME M 3aWMTY OT KOMMbKOTEPHbIX aTak
YnpasneHune
MHbpacTpyKTypbl.
6e3onacHocTbio AN o
BUDTVaNbHbIX " 3awmuta ceTteBon WHppacTpykTypbl ENT (Bxoma B o06nako) ot DDoS-aTak, Mcnonnutens McnonHutens
PTY . HanpaBfeHHbIX Ha NepenosiHeHMe KaHalbHON eMKOCTU.
dusmueckmx cetemn
BHyTpeHHee cermMeHTMpoBaHune ceTeBbiXx MHdpacTpykTyp ENT C Mcnonb3oBaHMeEM
NGFW un BbigeneHvem B pamkax LO[ Ha ceteBoM ypoBHe DMZ, PROD- n MGMT-
cermeHToB MIHDPaCTpyKTypbI
YCTaHOBKA, HAcTpoMKa M agMUHUCTPUPOBAHWE CPeAcTB 3almTbl MHbOpMaLMKM B
cocTaBe MHdpacTpyKTypbl ENT, B TOM yncne:
YcTaHoBKa n | 1. cpeacTs aHTUBUPYCHON 3aLUUTDI;
AaAMUHUCTPUPOBaHME 2. CpeactB  KOHTpPONS  OEeNCTBUM  MPUBUAErMPOBAHHbIX  MOMb30BaTeNen Mcnonnuteno McnonHuteno
CcpencTB 3aWuThl (agMUHUCTPaTOpPOB Cloud) Knacca PIM&PAM;

3. SIEM;
4, CpencTB KOHTPONA U aHan3a 3alNWEHHOCTH,
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Tabn. 3. PacnpenenexHune ponemn, o693aHHOCTEN U OTBETCTBEHHOCTU B obnactn b

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HaumeHoBaHue
[pMMeHnMble K npepocraBneHue/ OOCTYN K cpeacTsam
TexHonorn4yeckoro
YPOBHIO npoLecchbl/ OnucaHue npouecca/cepeuca/ycnyru agMUHUCTPUpOBaHUE npepocTaBneHus
(apxuTeKTypHOro)
POBHS ycnyru/cepsucol b ycnyru/ cepsuca/ ycnyru/cepsuca/
y npoLeccoB npowuecca
5. WEB Application Firewall (WAF), ncnonb3syemoro ansa sawmutbl ny6ankyembix KY
ENT;
6. NGFW;
7. ldentity and access management (IAM)
O6ecneyeHne 3almnTbI
€ w 3awmTta MNOH COTPyOHWKOB 3akasuuka, wumerowmx goctyn K KY ENT,
NepcoHabHbIX
obpabaTbiBaeMbix B MIHppacTpykType ENT McnonHutenb MicnonHutenb
OaHHbIX KTMEHTOB
KoHTponb poctyna B LOO u nomeweHusa WHdpacTpykTypbl ENT (oxpaHaemas
KoHTponb goctyna Tepputopua LIOL, NPONyCKHOM pPeXuM, CUCTEMbl KOHTPONA W ynpaBieHus Mcnonnutens McnonHutens
[OCTYNOM, 3annpaHue CTOeK)
Hanunyne BHewHen (No nepumet O[) v BHYTpeHHen (B MawUHHbIX 3anax Lo,
BupeoHabniopeHve ( P Py LOM) yTP ( uom McnonHutenb MicnonHutenb
cucTeM BUAEeoHabnopeHms
Ddusnyeckni MpepnocTaBneHne aNeKTPonUTaHusa, 4octyna K cetu NHTepHeT 1 cBobogHoro mecTa
YPOBEHb B cTonkax LOM.
MpepocTaBneHne, MOHTaX M KOMMyTaums obopypoBaHus (compute, network u
Pa3melueHune .
storage) B cTorkax LLOJ. MicnonHutenb McnonHutenb
obopypoBaHuA

Pa3smMelweHne, noaknoyeHne K nuUTaHuto, ceth WHTepHeT m BLOL 3akasumka
CpeacTts  3awuTbl nHdopMaumn 3aka3suuka, B TOM yncne  CpepcTs
Kpuntorpabnyeckomn 3awmnTbl MHGopMaunm
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1.7.

1.7.1.

1.8.
1.9.

1.10.

0na nogknoveHns K Ycnyre 3aka3uynk MoOXeT Bbl6paTb OOVH NN HECKOJIbKO TUNOB NOAKMKOYEHNA:

Tabn.4. Tunbl NOAKTOYEHUS K CETU U CETEBbIE CEPBUCHI
Tun NogKIYeHUs OnucaHue

Yepe3 ceTb MHTEpHET C rapaHTMPOBaHHOW CKOPOCTbiO CBA3M. [nA
KayeCcTBEHHOIO M306paXkeHWs M CKOPOCTM 3arpy3ku AaHHbIX Mosoca
NponyckaHWa B pacyeTe Ha OOHO BWPTyanbHoe paboyee MecTo
3aKkasumMka [OMKHa COoCTaBnATb He MeHee 2 M6wuT/c. [Monoca
NpoMycKaHWa PaccYMTbiBaeTCa 3aKa3ynMKOM CaMOCTOATENbHO UCXOASA M3
KOJIMYeCTBa BUPYTaAbHbIX pabounx MecT

MopkntoyeHne vyepes cetb MIHTepHeT

Cnocob noakAt4YeHUs, MO3BONSAKWNIN rapaHTMpoBaTb MNapaMeTpbl
KaHana CBs3W. BbloeneHHbI KaHan CBA3M COCTOUT U3 ABYX YacTew:
1. KaHan cBA3M OT MHDPACTPYKTYpPbl 3akasumka K y3/y CBA3M
Cloud, pacnonoxeHHoMy Ha MMTC-9, MMTC-10
2. OT MMTC-9, MMTC-10 o NHdpacTpyKTypbl

MoppobHaa nHbopMaLMsa NOo AOCTYNHbIM MOAKNOYEHUAM npuBepeHa B MpunoxeHun N2 1.ENT.6. K
Jorosopy.

[na obMeHa JaHHbIMW MeXAy BMPTYyalbHbIMWM paboynMMmM MecTaMu MUCMONb3yeTCcs BHYTPEHHEe ceTeBoe
B3aMMOpOencTBMe, peanu3oBaHHoe Ha 6a3e ceTteBoro obopynoBaHusa McnonHUTena U cpepcTtsaMu
runepsusopa.

MopkntoyeHne Yyepes BblAeNeHHbIN
KaHan cBa3n

OnucaHune ceteBblx cepsmncoB SDN copgepxkutca B n. 1.9. MpunoxeHnsa N2 1.ENT.1.1. k lorosopy.
LWabnoHbl BUPTYanbHbIX pabouymx mecTt n obpasbl OC.

B pamkax Ycnyrmn 3akasuymK MOXKeT CaMOCTOATE/IbHO BbINMOJIHUTb MMMOPT/3KCNOPT CoO6CTBEHHOro obpasa
BUPTYyanbHOro paboyero Mmecta. BoaMoXHbIM BapnaHT paboTbl c 06pa3amMu BUPTyanbHOro paboyero Mecra:
3aKa3yMK CaMOCTOSITENIbHO OCYLECTBASeT MMNOPT/3KcnopT o6pa3oB BUPTyanbHbiX paboymx MecT,
mcnonb3syas KY ENT. 3a pononHuTenbHylo nnaTty 3akasuduKy npefoctaBnsercs AOCTYyn K KaTanory cC
wabnoHaMn BMPTyanbHOro paboyero MecTta C NpeayCcTaHOBAEHHbIMW OMEPaLMOHHbIMK cucTeMaMu. Mpwm
MMMOPTE M UCNOSIb30BaHUKN 3aKa34MKOM COBCTBEHHbIX 06Pa30B BMPTYasibHbIX MalWH, KOTOPbIE HE UMELOT
oduumManbHOM COBMECTMMOCTM UM OT/IMYAKOTCA COMNMacoBaHHbIX KOHbUrypauun, WcnonHuteno He
rapaHTMpyeT paboToCnoCOBHOCTb OaHHbIX BUPTYanbHbIX Pabounx MecT, U pelleHne BO3MOXHbIX Npobiem
He perynupyeTtcs gencteytowmm CornaweHnemM o6 ypoBHe NpefocTaBneHmm YCnyru.

AyTeHTUdUKauMsa n NONUTUKN [OCTyna.

OkasaHue ycnyrm BO3MOXHO TOMbKO MPU MNpepocTaBneHnn 3aka3yuMkoM [JocTyna K kaTtanory Active
Directory u cepsepam DNS. Active Directory ucnonb3ayetca ona ynpaBfieHMsa 3aKa3yMKOM OOCTYNOM
nonb3oBaTenen K pPas3BEPHYTbIM BUPTyanbHbIM pabouymMm MecTtaMm, nonutukamu (Group Policy) wu
pervcTpaumMm BUPTyalbHbIX paboymx MecT. Mpu oTcyTcTBUM y 3akasumka Active Directory wnu
HEBO3MOXXHOCTW OpraHmM3aunm KaHana cBsa3un, nHppacTpykTypa Active Directory MoxkeT BbITb pasmelleHa
Ha pecypcax ycnyru «BuptyanbHbii LLOO», npenocTaB/ieHHbIX 3aka3uuKy. 3aka3uuk B KaTanore Active
Directory co3naéT TeEXHUYECKYIO YYETHYIO 3aNUCb C MUHUMaNbHbIM HaBOPOM NpMBMUAErUiA, HEOBXOAMMbBIM
AN NpefocTaBneHua ycnyru. YKasaHHble NPUBUIErMM MOXHO Ha3HayaTb Ha CheuManbHO CO3A4aHHbIN
Organization Unit 1 He pacnpocTpaHATb Ha Becb KaTanor. B Organization Unit aBToMaTuyeckn 6yayt
co3paBaTtbcs 06bekTbl TMNa «KomnbloTep» ANA perncrpauum Co3faHHbIX BMPTYanbHbIX pabouymx mecT.
MUHMUManNbHO HeobxoguMblh Habop yka3aH B Tabnuue 5. Ha cepBepe DNS 3akasuuK BbIMNONHAET
HacTponky «YcnoBHaa nepecbinika DNS» (Conditional Forwarder) pna nepeHanpasneHua DNS 3anpocos
K AoMeHy McnonHutena Ha onpenenéHHble DNS cepBepbl.

Tabn.5. Mpusunermun Active Directory onsa TexHMYeCKoM y4eTHOM 3anncu
MpuBUNernn TexHmyeckon y4étHoi aanncu B Active Directory sanucb

HassaHune OTBETCTBEHHOCTb 3a NPEAOCTaBIEHUE KoMy npepocTaBieH goctyn

List Content 3aKa3sumk McnonHuteno
Read ALl Properties 3aKa3umk McnonHutens
Write ALl Properties

3aKa3sumk McnonHuteno
Read Permissions

3aKa3sumk McnonHuteno
Reset Password

3aKa3sumk McnonHutenob
Create Computer Objects

3aKasumk McnonHuteno
Delete Computer Objects

3aKasumk McnonHuteno
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1.11.

1.12.

1.13.

1.14.

CeTeBas CBA3aHHOCTb.

CeteBol pocTyn K KaTanory Active Directory m DNS obecneumBaeTca 3aka3uMKOM U MOXET ObiTb
opraHm3osaH ¢ nomoubto L2VPN/L3VPN nnun BblaeNeHHOro KaHana cesa3un.

MporpamMHas nnatdopMa. Ycayra peanusoBaHa Ha 6ase nnatdopmbl BupTyanusauumu. B kauvecTse
WHCTPYMEHTa peanunsaunm obnavyHon nHdpacTpyKTypbl 1 GopMmMpoBaHUsA 30/10TbiXx 06pa3oB UCNOb3yeTcs
KY ENT. Ona co3paHua v ynpaBneHus BUPTyasibHbIMM pabouynmMm CTONaMuM WCMOSb3YeTCca KOHCOMb

ynpaBneHns BUPTyanbHbIMU paboymMMyu MecTaMu.

OTKa30yCTOVILI MBOCTb BbIYNCANUTENIbHbIX Y3/10B

peanusoBaHa cpeacTBaMu nnatGopMbl BUPTYyanusaumm Ha 6ase TexHonorum High Availability (HA).

AnnapaTHada nnatdopma:

Tab6n.6. KOMNOHEHTbI 1 XapaKTePUCTUKM annapaTHoM naaTdopMbl

KOMMNOHEHTbI

XapaKTepucTuku

CepBepHada nnatdopma

B KkauyecTBe BbIYMCAUTENBbHOM NAAaTGOPMbl MCMOMb3YIOTCA CEpPBEpPHble
peweHns KOPMOpaTMBHOrO YpPOBHA, 6asupylowmnecs Ha npoueccopax
apXUTEKTYpbl X86/64.

[na opraHMsauum cepBuca NpenoCTaBNeHUS BUPTYaNbHbIX [AWCKOB
NPUMEHAOTCA CUCTEMbI XPaHEHMA [aHHbIX ypoBHA middle-range c

cxa pe3epBMPOBAHMEM OCHOBHbIX KOMMOHEHT, TaKMX Kak 6GM0KM NuTaHus,
KOHTPONNEPHbIE MOLYN.
basvpyetca Ha 060pPynOBaHMM BepylwMxX MNpPOU3BOAUTENEN, KoTopoe
obecneuynBaerT:
- BbICOKMW YpOBeHb KOHTposs 1 6esonacHocTM Gnarogaps MOTOKOBOM
TeneMeTpMm W yhnpepalweMy aHanmdy Ha JIMHEMHOM CKOpOoCTH
nepenavu;
- BbICOKYIO NpPON3BOANTENBHOCTD NPUNOXEHU 6naropaps
MHTeNNeKTyanbHbiM BydepamM 1 OTCYTCTBUIO NOTEPU MAKETOB;
CeTb - BbICOKYIO NPOU3BOAMTENBHOCTb M MaclwTabupyemocTb 6Gnarogaps

MYNbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.
CeTeBas nogcucteMa peanus3oBaHa C npuMeHeHuem Ttononorum Leaf -
Spine, koTopas obecneynBaeT cnepyroLime NpenmMyLLecTBa:
- NpepcKasyeMocTb 3a4epXKeK;
- BbICOKMIW ypOBeHb MacliTabupyemocTn 6e3 npepbiBaHUA paboTbl ceTu;
- 3aWMTy OT NOABNEHUS NeTenb;
- BbICOKMWI YPOBEHb aBTOMATU3aLMN YNPABNEHNSA U NOALEPXKKN.

MpepocTaBieHne [OCTyna K NporpaMMHOMy obecrneyeHmo OCyLLEeCcTBASETCA B COOTBETCTBUN C YCIOBUSIMU
M NOpsAaKOM, NpenycMoTpeHHbIMK B NyHKTe 1.13. MpunoxeHna N2 1.ENT.1.1. k Jlorosopy.
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2. BA30BASA ®YHKLMOHAIBHOCTb N METPUKW YCNYTU

2.1. Ycnyra BuptyanbHoe paboyee MecTo onucaHa B Tabnuue 7:
Tabn.7. NapameTpbl NnpegocTaBaseMbix Yenyr
HdonycTuMmbie
CepBuc Tapuduumpyemble eaUHULbI XapaKkTepuctuku u MeTpUKu sHaueHS

ba3osas 4acTtoTta npoueccopa vCPU

He meHee 2, 6 Ty,

BupTyanbHbIN W03 (WT.)

Host CPU Ready time MeHee 5%
BN ETEE BUPTYanbHbIA NpoLeccop (WT.) PekomeHaoyemoe Kon-Bo VCPU Ha BupTyanbHbiii cepsep (WT.) 1-24 wr.
LonycTumblit 06bemM VRAM Ha BUPTyanbHbIN cepBep 1-768T6
RAM Swapped 0%
SSD IOPS. 3TanoHHble 3Ha4YeHUs 5000 I0OPS/1 Tb
XpaHunuwe . . CpepHee Bpems gocTtyna K SSD Storage Ha BUpTyasbHON MalUnHe 0 Mc - 5MC
T BupTyanbHbii ecTkui anck SSD (I6) JonycTUMbIN 06beM 0AHOr0 BUPTYanbHOrO XECTKOro Anucka SSD Ha BUPTYanbHbIN 1 - 4096 B
cepsep
LLlar ysennyeHus pasMepa BUPTyaJbHOro AMcKa B 4ONYCTMMOM AuanasoHe 1Tb
L-I:;;; ceTb MIHTEpHET C rapaHTUPOBaHHOW CKOPOCTbIO Monoca nponyckanus 10-1000 M6uT/c
CMm. n. 1.3.2.
2
BblaeneHHbI KaHan cBA3un OnucaHue nogknoyeHunsa cm. B n.1.3.2. MpunoxeHus N2 1.ENT.6. kK [lorosopy. np;mEo,\);fregMi N
CeTeBble Horosopy.
CpepHss ceTeBas 3agep)XKa B npefenax cetu nepepgaym gaHHoix Cloud 0 mMc - 5 mMC
CEpPBUCHI
MponycKHas cnoco6HOCTL Ha BUPTYanbHbI cepBep [MpoueHT NOTEPSAHHbIX NAKETOB B Npeaenax cetu nepepayun gaHHoix Cloud 0% - 0,2 %
CpepHss ceTeBas 3agep)kKa B npefenax cetu nepepgaym gaHHoix Cloud 0 mMc - 5 mMC

MponyckHas cnocobHOCTb

He 6onee 10 I6/c

Hoctyn Kk wabnoHy CepBepHas onepaLmoHHan
cuctema:

vCPU;
vCPU (wT.)/ KaneHpapHbii Mecau3.

CepBepHas
BupTyanbHoe paboyee MecTo pa3MepoM 4 1 MeHee onepaunoHHas
vCPU; BupTtyanbHoe paboyee . . cuctema 2019
Focresas OC Ty pabor LLlabnoHbl CepBepHOM onepaLMoHHON CUCTEMBI
mMecTo (LT.)/ KaneHaapHbI Mecau3; CepBepHas
BupTyanbHoe paboyee MecTo pa3mepom bonee 4 ornepauvoHHad

cuctema 2022

3 MuHUManbHbI nepuop TapudurKaumMm — KaneHaapHblil Mecal,. Hauano ncnonb3oBaHMa, HauMHas C NepBoi MUHYTbI, UV NPOAOC/IKEHME UCMONb30BaHMUA YCIyru B OTYETHOM Nepuoae npeanonaraer cnvcaHue
CTOMMOCTU 3a MOJIHbIN KafleHAaPHbIN Mecsl,. HemnosHbi KaneHaapHbli MecaLl UCNoib30BaHUsA YCIyru, HauMHas C NepBoil MUHYTbI, OKPYFIAETCA A0 MOJIHOrO KaJieHAapHOro Mecsaua nosfib30BaHus YCIyro.
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3. TAPUDOUKALINA YCNIVTU

3.1. Tapudukaumsa Ycnyrm ctatndeckas (Allocation).

3.2. BennunHa eXeMeca4yHoro nnarteXka 3a nosb3oBaHMe Ycnyron onpepensaerca B COOTBETCTBUMU C
3aKa3aHHbIM OOBEMOM MEPEYUYMC/IEHHbBIX HUXE pPecypcoB M onuui. [OOCTYynHble pecypcbl U Onuuu
nepeyucnexol B Tabnuue 8.

Tabn.8. KoHbuUrypauum BupTyanbHbix paboymx Mect

HauMmeHoBaHue pecypca EAMHULb M3MepeHnst KpaTHOCTb 3aKasa
BupTyanbHbit npoueccop (vCPU) T 2
BuptyanbHaa namaTtb (VRAM) ré 2
BupTyanbHbIN XXecTkun guck (vSSD) re 10
TapudHbIN NnaH Linux T 1
TapudHbIn nnaH CtaHpapT T 1
TapudHbIN NiaH PaclMpPeHHbIN T 1
TapudHbI nnaH MNpopBUHYTHIN T 1
MpepocTaBneHve [OCTyNa K K WabnoHy W 1
CepBepHas onepaunoHHasa cuctema

3.3. PaboTbl MO HAacCTpOMKe U aAMUHUCTPUPOBAHMUIO YCNYrM He BXoOAT B TapuUdHbIM NaaH M onnavymsBatoTca
OTOEeNbHO B cOCTaBe ycnyrn Managed Services?.

3.4. Ona Kakgon KoHhurypaumm BUPTYaslbHOro paboyero MecTa AOCTYMHbl 4YeTblpe BapuaHTa TapudHoro
nnaHa: Linux, CtaHpapT, PacwupeHHbin, MpoaBuHyThin. OnncaHue TapudHbIX N1aHOB NPEeACTaBNeHO B
Tabnuue 9.

Tabn.9. KoHpurypaumnm BupTyanbHbix pabouymnx Mect
TapudHbI nnaH
KOMMOHEHTbI . . n BUHYTbI
Linux CraHpapt PaclunpeHHbIn po.qﬁ T
MapannenbHbiii nonb3osaTesnb (CCU) Oa Da Da Da
VIMEHOBaHHbIW NoNb30BaTeNb Hert Hert [a Oa
Pabouunii cton n npunoxeHus
BupTyanbHble paboyne cTonbl C
PTY E’ . Hert Da Oa Oa
OnepaynoHHOM CUCTEMOM
BupTyanbHble
. a Het Het a
paboume ctonbl OC Linux A A
MpunoXxeHnsa, pasMeLleHHble Ha Linux Hert HeTt Het Da
YpanéHHboln dusndeckunin
. . HeTt a a a
poctyn K MK ¢ OnepaunoHHON CUCTEMON A A .
MpunoxxeHus M HHble Ha BMPT HbIX
punoxe » Pa3MELLEHHbIE Ha BUPTYa/bHb! Her Her Her Ia
MalmHax ¢ OnepaunMoHHON CUCTEMON
YnpasneHue
Rest API Hert Het Het La
MrHOBEHHbIE KTOHbI ANS
HEeMOCTOSHHbIX
a a a a
pabouunx cTonos A A A A
(mocTynHbl ang 8.x)
MonHbie KNoHbI ANng
MOCTOSAHHbIX Oa Oa Oa Da
pabouunx cTonos
Mpoduab Nnonb3oBaTensa 1 nepcoHanmnsaums La Ha Ha Het
CraHpaprT,
Mpodunb nonb3oBaTensa, nepcoHanmsauns Het Het Het Oa
W VHTENIeKTyallbHble MONUTUKMN
Fno6anbHblU
YPOBEHb Npas C Oa Oa Oa Oa
apxuTtekTypou Cloud Pod
MIHCTPYMEHT CNpaBOYHOU CNY>KObI Hert Het Hert Oa
[ocTyn nonb3oBaTesniei U MPOTOKO/IbI
MpoTtokonbl Blast Extreme, PColP, RDP Oa Oa Oa Oa
WNHCTPYMEHTbI A1 COBMECTHOM paboTbl

1 CM. noppo6Hee MpunoxeHne N2 11 k [lorosopy.
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3.5.

4.1.

4.1.1.

4.2.

4.2.1.

4.3.

4.3.1.

4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

OpraHu3aums COBMECTHbIX CECCUI B paMKax
P 4 P Hert Het Het Da
OfHOro BMpPTyanbHOro paboyero mecTa
OnNTMMN3NpPoBaHHOE BMAOEO
P ) A HeTt Het Oa Oa
n aygumo pgna Microsoft Teams

MeToaMka pacyéToB noTpebnsemMblx pecypcoB npepgnofnaraeT TapudbuKauuilo CyMMbl  3HAYeHUN
npenocTaB/eHHbIX BUPTYanbHbIX paboynx mecT 3a OTYeTHbI Nepuop B cOoTBeTCTBMU C Tapudom. CueT
BbICTAaBNAETCA HA OCHOBE CYMMbl 3HaUYEHUI.

4. WHbIE YCnhoBuU4, NPUMEHUMBIE K YCIYTE

BO3MOXXHble BMObl MOAKIOYEHNSA [ UBMEHEHUSA [ OTKAOYEHNA YCnyr:
MocpencTBoM nognucaHmMa 3akasa (C y4€ToM M. 4.6. HacToawero MNpunoxeHus).

B0O3MOXHbIN NOpAAoK pacyéTtos no Ycnyre:
MocTonnara.

Bo3Mo)kHble cnocobbl onnaTthl / NOPAAoK NononHeHus banaHca:
Onnata B 6e3HaNMYHOM NopPAAKE Ha OCHOBaHMM BbiCTaBNEeHHOro McnonHuTenem cyéta.

3aka3uunk obasyeTca cobnopath corfacoBaHHoe € MICMONHUTENEM KOMMYECTBO BMPTYaslbHbIX paboumx
MECT U UX KOHPUrypaumio ykasaHHoe B bnaHke 3akasa. B cnydyae, ecnu 3akas3umk M3MEHWUN paHee
COrnacoBaHHOE KONMMYeCTBO paboymx MecT Unu KoHburypaunto, ICnonHUTEeNb He HEeCeT OTBETCTBEHHOCTU
33 ux paboTtocnocobHOCTb M BMpaBe OTKAOYUTL BUPTyanbHble pabouyve MecTa, NpPefocTaB/eHHbIe
3aKasymnky.

3aKa34ynK CaMOCTOATENIbHO HECET OTBETCTBEHHOCTb 3a paboTocnocobHOCTb NporpaMMHoOro obecneyeHus,
yCTaHaB/IMBAEMOrO Ha BUpPTyanbHble paboune mMecTa.

CTOpPOHbI YCTAHOBMAM Cnepyowmnin nopsaaok 3akasa Ycayru:

3aKas3 Ha nogknto4yeHue Ycnyrn gomkeH 6biTb HanpaeneH McnonHuTento He nosgHee, Yem 3a 3 (WecCTb)
pabouynx gHen Ao faThbl Hayana okasaHus Ycayru;

B TeueHune 1 (Tpex) paboumx gHel NcnonHUTENb UKW ero YNonHOMOYEHHbIM npeacTaBuTens obsasyertcs
paccMoTpeTb 3akas Ha YCAyry n HanpasuTb 1LY, HanpaBMBLEeMY 3aKa3, OTBET (MOAMMCAHHbIN CO CBOEN
CTOPOHbI 3aKa3 MM OTKa3 B NpefoctaBneHnn Ycayrn ¢ o60CHOBaHMEM MPUYUHDI);

B cnyuyae cornacosaHua CTopoHaMu 3akasa Ycayra no takoMy 3akasy npefoctaBngeTcsa B AaTty Havana
oKasaHua Ycnyru, 3adukcrupoBaHHyto B 3aka3e, ¢ 10:00 no MOCKOBCKOMY BPEMEHMN.

3aKa3uMK HeceT OTBETCTBEHHOCTb 33 COXPAHHOCTb AaHHbIX U MPUHUMAET CaMOCTOATE/IbHO Mepbl MO KX
COXpaHeHuto npu oTkase oT Ycayru. Mpu oTkase oT Ycnyru VCcnonHuTenb BNpaBe yAasuTb OaHHble
3aKa3uyuKa no ucreyeHmmn 5 (natu) pabouunx gHern nocse oTkasa ot YCayru.
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