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OrNnMCAHME N YCI1OBUA NMPEOOCTABJIEHNA
YCITYT U «ML SPACE»

1. ObBLWAA UHOOPMALUA U ONMUCAHUE YCITYTU

Ycnyra npegoctaBnseT goctyn K ML Space, KoTopas obecneyvBaeT NOMHbIM UUMKA ML-pa3paboTku u
coBMecTHyl0O paboTy komaHpg Data Scientist. Ycnyra npepocTaBnseTca Ha 6ase  3aWMWeHHOM
NHdpacTpykTypbl ML Space, Mepbl 3alWuUTbl KOTOPOM NpUBEAEHbl B ONMCaHMK YCNyru.

Ycnyra cocTouT U3 cnenylolmnx KOMNOHEHTOB - COMYTCTBYOLWMX YCAYr:

. ML Space Deployments?;

. ML Space Environments? (Bk/ito4as nogycnyry npenoctaBieHms goctyna K ML Space Spark);
. ML Space Data Catalog;

. ML Space AutoML.

[na okasaHua Ycnyru 3akasdynky HeobxoaMMbIM YCIOBUEM ABNAETCA HalUYmMe y Hero (Ha ero niaowaake)
NoaKIto4YeHMa K ceTu NHTepHeT, 4oCTaTOYHOro Ansa apheKTUBHONM 3arpy3ku AaHHbIX Ha CEPBEp, a TaKXe
Hannume cob6CTBEHHbIX AaHHbIX.

[nga nogknoyeHua K Ycayre 3akasumMkK MOXeT BbiB6paTb OANH UIM HECKOMbKO TUMOB MNOAK/IOYEHNS:

Tabn.1. Tunbl noaknyeHnsa kK Yenyre

Tun nogkalouYeHUs OnucaHue

MpeanonaraeT fornMyeckoe noakYeHre K obwemy Aana Bcex
3aKka3umnkoB YCNyru KaHany nepegayun gaHHbix. CKOpOCTb CeTeBoro
coeanHeHus ans KaXaoro 3aKa3umka He aBnseTcs
. rapaHTUPOBAaHHOM M 3aBUCUT OT 3arpy)XeHHocTu obuero KaHana
MoaknioyeHue Yepes 06Nt KaHan nepepayv gaHHbIx (Ycnyra npenocTaBasercs no yMo/yaHuio).

NHTepHerT (shared) Mpu nopknloyeHUn yvepes obwmin KaHan WHTepHeT 3axasuumky
npepoctasnsetca 6a3o0Bas  3awWwMTa MHDOPMALMOHHbBIX CUCTEM,
pasMelaeMbix B MIHGpacTpykType Obnaka Cloud.ru, or DDoS-artak
Ha KaHaNbHOM YpOBHeE.

Mo3sondet ob6ecneynTb B3aMMOOENCTBME CeTel 3aKasumKa C CeTbio
B o6nake C MOMOLLbIO BblAE/IEHHbIX KaHaNoB CBA3M CTOPOHHEro
nposanaepa. ONUMOHANbHO, C MOMOLWbI [AHHOrO CUeHapusa, K
Ycnyre 3aka3umka MOXKeT B6biTb MOAKIOUYEH a/lbTePHATMBHbIN KaHan
B ceTb WHTepHeT. [ON8 [aHHOTrO MOAKMAOYEHUA MOryT 6biTb
MCNONb30BaHbl BblAeNeHHble KaHanbl 3aka3ynKa, OpraHM30BaHHbIE C
MCNONb30BaHWEM  «TeMHOM onTuku» (Ycayra onnavymBaeTca
OTAENbHO).

MopkntoyeHne Yyepes HpﬂMOV‘I KaHan ceB4a3n

2. OIMWUCAHUE DEPLOYMENTS

Ycnyra Deployments npeactaBnaeTr cobon Beb-ycnyry ona apdektuBHon cbopkn Docker-obpas3os Ha
6ase mopenein MawwuHHoro u Fnybokoro obyvyeHmnsa (MAK C gPYruM dyHKULMOHANOM), a Takxe ONsa ux
JanbHenwero passopaymBaHma B O6nake Cloud.ru B BMAE MUKPOCEPBUCOB CO CrEHEPUPOBAHHBLIM API.
3aKa3uyMK MOXeT pa3BepTbiBaTb MOAENM WCKYCCTBEHHOrO WHTeNnnekta Ha 6ase WHdbpacTpyKTypsl
NcnonHutensa u ycnyru Deployments gna ganbHenwero BHeApeHua ux B dyHKUUM, BU3HEeC-npouecchl
NN MUKPOCEPBUCHI.

[na npenocrtasfieHus ycayru 3akasumky HeobxoamMMbiM YCI0BMEM ABNAETCA HaNMuMe Ha ero niouanxe
NOOK/IOYEHUS K CeTU MIHTepHeT, [OCTaTOYHOro Aas 3hdEeKTUBHOM 3arpy3ku OaHHbIX, Modenen unu mux
NPOV3BOAHbIX (HanpMMep, YEKNOUHTOB MOAEEeN U CepUanmM3oBaHHbIX Mofenein) Ha cepeep.

3aKas3uynKky [Onsa YCnewHoW peanusauum BblBOAA MOAENEN WCKYCCTBEHHOrO WHTENNeKTa B Buae
MWKPOCEPBMCOB NPEenoCTaBNAeTCA BO3MOXHOCTb COopku o06pas3a c nobbiM nporpaMMHbLIM
obecrnevyeHunem, pythOﬂ-6VI6J'IVIOTEKaMVI M cnocoboM B3aMMOAENCTBMA C MOAENAMMU MCKYCCTBEHHOIO
MHTEeNnNeKTa.

B pamkax Ycnyru 3aka3unKk MOXeT CaMOCTOATENIbHO OTCNEXUBATb U YNPaBNATb COCTOAHMEM Pa3BePHYTbIX
Mopaenen.

CospaHue, KOHOUTrypaunsa 1M pasBopadyMBaHne MoAenen MCKYCCTBEHHOrO MHTENNeKTa OCyLlecTBseTcs
HaNpPaMyo 3aKa3unmKomM.

1 PaHee HanMeHOBaHMe ycnyru ML Space Deployments - «Model Inference».
2 PaHee HavMeHOBaHMe ycnyru ML Space Environments - «Model Training».
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XpaHeHVe, UCMOoNb30BaHUE U TapUbMKALUSA XPaAHEHWMS [OaHHbIX OCylecTBnsaetTca B OOGbeKTHOM
xpaHunuuwe S3 Data Catalog B pamkax ycnyrmn Data Catalog.

Ha PucyHke 1 npuBepgeHa oblaa ynpolleHHaa cxeMa B3aummopenctemsa c ycnyron Deployments c
yOaneHHoW nnowaakmn 3akas4dmnka (c ykasaHnmeM 30H OTBETCTBEHHOCTU):

ChopumK
obpaszos

VPN unu uHtepHet

XpaHunuuwe
obpasos

Al mogenb

3aKasuuK
SkzemnnAp SKk3emnnAp
o Mwukpocepsuca [«— Mukpocepsuca
E API c Al mogensto c Al mogenbto
(VPN unu uHtepHer)
AC 3aKasuuka
I'Inou.l.ap,xa 3aKa34uKa CLOUD

PucyHok 1: Cxema B3auMo[esicTBusa 3aKasynuka C Ycayramu pa3BopadynBaHua mMogesievi MawmHHoro v
r71y60Koro oby4eHusa Ha MoLHOCTAX Kiactepa Deployments.

B 30He oTBeTcTBEHHOCTM MWcnonHutens HaxoguTcs GYHKUWMOHMPOBAHME CEPBEPOB C Pa3BEPHYTbIMMU
MOAENAMU UCKYCCTBEHHOTO MHTENNEKTa, GYHKLMOHUPOBAHWE BbIYMCAINTENBHOrO Knactepa, O6bekTHOro
XpaHunuuwa S3, a Takxe npoyen NHbpacTpyKTypbl.

TexHu4yeckoe onucaHue peweHua Deployments:

Tabn.2. TexHnyeckoe onucaHme peweHunsa ycnyru Deployments

Ycnyra peanusyeTtca cpepctBaMu Beb-umHTepderica, BHYTPEHHEro
docker registry, cbopwmnkom obpasoB n komnnekcom KFServing /
Knative / ISTIO/ Kubernetes. C Mx NOMOLbIO, @ TaKXe NPOrpaMmMHbIX

MporpamMHas nnatdopma 6ubnuoTtek, nonb3oBaTe/lb MMeeT BO3MOXHOCTb cob6upatb W
pa3BopayMBaTb MOAENN WCKYCCTBEHHOrO WHTEN/IeKTa B Buae
MUKPOCEPBUCOB.

BbluncneHusa n obcyeT 3aaay OCyLWecTBNAeTCA Ha NpefoCcTaBnsaeMon
3aKa3yuKy B paMKax pecypcoB knactepa Christofari, a Takxxe ppyrux

AnnapaTHaa nnatdopma
pecypcoB O6naka Cloud.ru

CKOPOCTb 3arpy3Ku faHHbIX Ha NAoWwaaky NcnonHuUTensa orpaHmMyeHa
NPOMNYCKHOM CNOCOBHOCTbO KaHana poctyna B WHTepHeT u3
MHbpacTpyKTypbl 3akasumka po O6naka Cloud.ru, a Takxe
CKOPOCTbIO YTEeHMA faHHbix ¢ CXI NcnonHutens.

TexHMYyeckmne oCco6eHHOCTU U orpaHun4yeHunda

[na napameTpoB Deployments ycTaHaBnuBatoTCa crepylolime obune sHayeHus:

Tabn.3. O6bwme 3HayeHMa napameTpoBs ycnyrmu Deployments

Onucanue MuH. 3Ha4YeHue Makc. 3HayeHne

KonunyecTtBo yTunmnsnpyembix B paMKax
BbluncneHna 3apayn GPU-cekyHpg Ha
knactepe Christofari

(GPU-kapT V100 1 A100)

1 GPU-cekyHpa NVIDIA Tesla V100
nnn A100 B KoH@Urypaumm DGX-2
nnn DGX-A100

B CcOOTBETCTBMU C KOIMYECTBOM
cBobogHbix GPU Ha knacTepe
Christofari

KonnuyecTtBo yTunusmpyembix B pamkax
BblyncneHusa 3agaym GPU-cekyHf

1 GPU-cekyHpaa

B cOOTBETCTBUM C KOMNYECTBOM
cBoboHbIX GPU

Konn4yecTtBo yTnMnmMsmpyeMbix B paMKax
BblymncneHusa 3agaym CPU-ceKkyHf,

1 CPU-cekyHpa

B COOTBETCTBMU C KONMYECTBOM
cBoboaHbIX CPU

3. OINUCAHUE ENVIRONMENTS

Environments npepoctaBnser 3aka3uuky cpeny paspabotkm un paboume OKpyXKeHus

(BkNtOYan

OKpy)XeHua Ha base docker-o6pas3oB 3aka3umka), B ToM yucne c Jupyter Notebook (Bkntovas ycnyry
npepocTaBneHus goctyna kK ML Space Spark nocpenctsoM ycnyrn Environments, Habop MHCTPYMEHTOB
019 XpaHeHUsa AaHHbIX B O6beKTHOM xpaHunuue S3 n boicTpom xpaHunuue NFS, Habop MHCTPYMEHTOB
ona npenobpaboTKM faHHbIX, @ Tak)Ke Habop WMHCTPYMEHTOB M OMBNMOTEK ANS 3anycka 3agad no
WCNONMHEHUIO Kopa obyyeHua Mopgener MawuHHOro w rnybokoro o6yyeHMs Ha pecypcax
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cynepkomnbtotepa Christofari (a Takxke Ha npoumx pecypco O6naka Cloud.ru - no ycMOTpeHUto
3aKas34ynka) ¥ MOHUTOPMHTra npouecca obyyeHns. C noMoLbio Ycnyrm 3aka3umk MoXeT BeCTu pa3paboTky
Mofenen n NPoOn3BOANTb YCKOPEHHYH NOArOTOBKY AaHHbLIX (B TOM YMcie nNpu noMowm npenobpaboTku
[OaHHbIX Ha knacTtepe Spark) n obyyeHne mogenen Ha 6onblwnx o6beMax AaHHbIX, 61arogaps MOLWHOCTAM
CYyNnepKoOMMblOTEPA U BbICOKONPOU3BOAMUTENbHLIM FpadUYecKUM YCKOPUTENAM.

3aKa3unKky ANsa ycnewHoW peanusaumm 3apgadnm obydyeHus Mopenen Ha 6onblwimx obbemMax [aHHbIX
npenocTaBaeTca BO3MOXHOCTb 3arpy3ku M XpaHeHus OaHHbix B O6bekTHOe xpaHunuie S3, a Takxe
BO3MOXHOCTb MOAK/IIOYEHNA K STOMY XpaHUnully Kak 13 Jupyter Notebook’a, Tak u M3 Knactepa, Ha
KOTOpOM ByaeT BblYMCIATLCA 3afa4a 06yYeHMs MOAEenu.

Ona okasaHua Ycnyru 3akasuyuky HeobxoauMMbiM YCNOBMEM HABNAETCA Hanuuue Ha ero njowanke
NMoaKItoUYeHMa K ceT NHTepHeT, 4oCTaTOYHOro Ansa apheKTUBHONM 3arpy3ku AaHHbIX Ha CEPBEp, a TaKXe
HannYmnsa coBCTBEHHbIX AAHHbIX ANA 06yyeHMa Moadenu.

B paMKax Ycnyru 3akasumk MOXeT CaMOCTOATENIbHO OTC/IEXNBATb COCTOAHME 3aAaHnn 06ydyeHnsa Moaenu.

XpaHeHue, wucnonb3oBaHne, Tapudukauusa xpaHeHus B OOBEKTHOM XxpaHunuuwe S3 u bbicTpoM
xpaHunuuwe NFS ocywecTBnaeTtcs B paMkax ycnyrn Data Catalog. 3akasuuky ons notpebnenus ycnyrm
Environments npepoctaBnaeTtca goctyn K OB6beKTHOMY XpaHunuuwy S3 B HeOrpaHMYeHHOM pa3Mmepe,
BoicTpoe xpaHunuwe NFS npepocTtaBnsgeTcs CO CTaHOAPTHOM KBOTOM B KaXOOM W3 PErvoHos,
npegoctaBnseMon Ha workspace C BO3MOXHOCTblO YBENIMYEHUSA 4depe3 obpaweHne B TexHUYecKyr
noanepXKy.

Co3paHue, KoHbuUrypauus w 3anyck 3agady Ha obydeHue, cpen obydyeHus, knacteposB Spark
ocylecTBnaeTca 3aKka3unmKkoM Yepes nosib30BaTebCKuii HTepdenc ycnyru Environments.

Ha PucyHKe 2 npuBegeHa obliaa ynpouieHHas cxemMa B3auMMoOencTBmsa C ycayramu Environments c
yoaneHHoW NAowaaku 3akasymka (C yKkasaHMeM 30H OTBETCTBEHHOCTH):

7 % WHTepHeT uam

BblAE/IeHHbI

ONTUYECKUIA
KaHan

000

MNMonbsoBatenb Be6-6paysep

-

PucyHok 2: Cxema B3anmMofeicTBua 3aka3qynka c ycayramm oby4deHnsa mogeaes MaimHHoro v rriiy6oxKoro
o0byqyeHusa ML Space Environments.

B 30He oTBeTcTBEHHOCTM WMcnonHutenss Haxogutca QyHKUMOHMpoBaHMe CepBepoB C pPa3BEPHYTbIM
Jupyter Server, knactepa Spark, QYHKUMOHMPOBaAHWE BbIYUCAUTENBHOIO KacTepa, OBGBEKTHOro
XpaHunuuwa S3 u bbicTporo xpaHunuwa NFS Data Catalog.

TexHWnYeckoe onucaHue peleHns Environments:

Tabn.4. TexHMyeckoe onuncaHne peweHusa ycnyru Environments

Ycnyra peanusyetca cpepctesamu  Jupyter Server wun  Jupyter
Notebook. [ocpencTBOM Hero W nNporpaMmMHbix  6ubnuoTek
nonb3oBaTeslb  MMEeT BO3MOXHOCTb 3afyckaTb 3agjayMm  Ha
BblYMCNIEHMNE Ha KNnacTepax.

MporpamMMHan nnatdopma

BblumcneHuma n obcyeT 3a4ad OCyLLeCTBNAETCA Ha NpefocTaBaseMon
3aKasuyuKy B paMkax pecypcoB knactepa Christofari n Christofari
Neo (a Takxe Ha npoumx pecypcax O6naka B Cloud.ru - no
YCMOTPEHMIO 3aKa3umka).

AnnapaTHas nnatdopmMa

TexHuYeckmne 0CoBEHHOCTH U orpaHuueHus | CKOPOCTb 3arpy3ku AaHHbIX Ha NoWaaKy McnonHuTens orpaHuyeHa
NponyckHoW crnocobHOCTbID KaHana poctyna B VIHTepHeT w3
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MHDPACTPYKTYPbI
CKOPOCTbIO YTEHMA faHHbIX ¢ CXI NcnonHutens.

3aka3uyunka

no O6naka Cloud.ru, a Takxe

3.10. [na napameTpoB ycnyrn Environments ycTaHaBnMBaloTCa cnegyolmne obumne 3HavyeHus:
Tabn.5. O6wme 3HaYeHMa napameTpoB yciyru Environments
OnucaHue MUH. 3HayeHune Makc. 3HayeHune
Konunyectso YTUAN3UPYEMbIX B paMKax
BbluncneHms 3agayun GPU (no tapudy B pamkax
8 GPU
ycnyrn lNpepoctaBneHne pgocrtyna K ML Space 1 GPU
Environments
(o1 1 o 8 GPU))
B cooTBeTCcTBUU C
KonuyecTteo  yTUAM3MPYeMbIX B paMKax KO/IMHECTBOM  AOCTYMHbIX
BbluMcnenHus 3agaun GPU (no Tapudy B paMkax GPU Ha MOMeHT 3anycka
ycnyru lNpepoctaBneHne goctyna Kk ML Space 9 GPU 3anayu Ha
Environments cynepkomnbloTepe
(OT 9 GPU)) (BbILIMCJ'IMTerIbeIX
knactepax Christofari)
B COOTBETCTBUU C
KonuyecTso  yTUAM3MpyeMblx B paMKax 1cpU KO/M4YECTBOM  AOCTYMHbIX
BbluMCNeHUs 3agaun CPU CPU Ha MOMEHT 3amycka
3agayun
4, ONMUCAHUE DATA CATALOG
4.1. Ycnyra Data Catalog npepoctaBnseT 3aka3uyMKy BO3MOXHOCTb COBMECTHOW paboTbl, XpaHeHus,
BEPCUOHNPOBaHNA apTedaKToB A9 MallMHHOro obyyeHns (gatacetos, Mmogenen, nokep-obpasos, kKoaa
nap.).
4.2. Ycnyra Data Catalog BkntovaeT B cebs:
. dannoBbin MeHep)Xep Ha ocHoBe OO6bEKTHOro xpaHunuwa S3 c ynpaBieHWeM npaBamMu JocTyna
nofib3oBaTenen, TerMpoBaHMem GanioB, BEPCUOHMPOBAHMEM U apXxmnBaumnen hannos;
. BbicTpoe xpaHunuwe NFS n TpaHchep Mexay O6beKTHbIM XpaHUNULWeEM S3 1 BbICTpbIM XpaHUNLWEM
NFS;
. Data transfer service - KOHHeKToOpbl K ¢annosbiM cuctemam (HDFS, S3 (Amazon, Google Cloud
Storage) n 6a3am pgaHHbIx (PostgreSQL, MySQL, MS SQL, Oracle DB, ClickHouse), a Tak)xe npaBuna
N UCTOPUSA NEPEHOCOB;
. Docker registry - 3arpyska, XxpaHeHue, U nHble cnocobbl COBMECTHOrO YNpaB/lieHUs KOHTelHepamu;
. Model n Dataset registry - 3arpyska, XpaHeHWe W MHble cnocobbl COBMECTHOro ynpaBneHus
MoaenamMu 1 gataceTamu;
4.3. OCHOBHbIM XpPaHUIULLEM A9 XPaHEHUA OaHHbIX U 06yYeHHbIX Moaenen apnaetca O6beKTHOe XpaHuauLLe
S3 Data Catalog.
Ina ncnonb3oBaHma gaHHbix Data Catalog ans obyyeHns Mmopenen yepes co3dpaHne OKpyxeHun (Jupyter
server) n 3agay B Environment HeobxoguMmble AaHHble NepekiaabliBaoTca Ha bbicTpoe xpaHunuuie NFS.
4.4, PaboTta c ycnyramm ocyuwecTBnaeTca 3aka3uMKoM 4yepe3 Mnosib30BaTeNbCKUM MHTepdenc ycnyrm Data
Catalog v rnaBHoe MeHI0 NnaTdopPMbl.
4.5, TexHn4yeckoe onucaHue peweHms Data Catalog:

Tabn. 6. TexHn4yeckoe onuncaHme peweHunsa ycnyrm Data catalog
Ycnyra peanusyetca nocpenctsoM uHTepdenca wu APl dannosoro
MeHemyKepa S3, nepeknagyunka gaHHbix ¢ S3 Ha NFS, Data transfer service,
registry n Al marketplace. MocpeacTBoM fgaHHbIX Moaynen peanusyetcs
BO3MOXHOCTb  COBMECTHOM paboTbl, XpaHeHWs, BEPCMOHMPOBAHMUS
apTedakToB M MHCTPYMEHTOB A8 pelleHns 3apady MawurHHoro obyyeHus
(maTaceTtoB, Mmopenen, nokep-obpas3os, Koga u ap.).

MporpamMMHas nnathopma

OaHHble n3 Data Catalog xpaHaTca B O6bekToM XpaHunuue S3 1 boicTpom
xpaHunuwe NFS, ncnonb3ytotca B ycnyrax Environments, Deployments u
AutoML. BblumcneHnss 1 obcyeT  3aday OCYLWeCTBAAEeTCa  Ha
npepocTtaBnsemMor 3akasumky B paMkax Ycnyru obnactu  knacTtepa
Christofari n Christofari Neo (a Takxe Ha npoumx pecypcax O6naka
Cloud.ru - no ycMOTpeHUto 3aKa3unka).

AnnapaTHas nnatdopma

CKOpPOCTb 3arpy3ku QOaHHbIX Ha nnaowanky WcnonHuTensa orpaHuyeHa
ocobeHHoCTH M | NPONYCKHOM  CNOCOOHOCTbKD  KaHana goctyna B WHTepHeT wu3
MHppacTpykTypbl 3akasumka po O6naka Cloud.ru, a TakXe CKOPOCTbHO
yTeHus gaHHbix ¢ CXO NcnonHutens.

TexHu4yeckume
orpaHuyeHus
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6.1.
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Ina napameTpos ycnyrmn Data Catalog yctaHaBnmnBatoTca cnenyowme obuwme 3HaYeHms:

Tabn. 7. O6buwme 3HauYeHMa napameTpoBs ycnyru Data Catalog

OnucaHue MWUH. 3HayeHne Makc. 3HayeHune
B COOTBETCTBUMU C
KonunyecTtBo ytunumsnpyembix GB S3 1GB KOMNYeCcTBOM JOCTYrMHbIX GB
Ha S3
B COOTBETCTBUMU C
Konuyectso ytunmsnpyemblx GB NFS 1GB KONMYeCcTBOM JOCTYNHbIX GB
Ha NFS

5. ONMUCAHUE AUTOML

AutoML npepoctaBnseT BO3MOXXHOCTb NPOBEAEHNA aBTOMaTMYecKoro obyyeHmnsa mogenen MalMHHOIo
obyyeHMsas nocpeacTBOM B3aMMOOEMNCTBMA C rpaduyeckmum UHTEpdencoM nonb3oBaTens [na 3ahaHus
Habopa MCXOOHbIX OAHHbIX, ONpeAeneHMsa 3agadn obydeHus, 3adaHMa OOMNOMHUTESNbHbIX MapaMeTpoB
obyyeHna U 3anycka 3apgadun obydyeHua. OOyyeHMe npom3BOOMTCA Ha pecypcax WcnonHuTtens.
MonyyeHHble Moaenn MalmMHHOro oby4yeHua MoryT 6biTb pa3BEpHYTbl Ha pecypcax O6naka Cloud.ru,
NGB0 BbIrPYXXEHbl 3aKa34yMKOM AN MCNOJIb30BaHUA B COOCTBEHHbIX NPUIOXEHUAX.

C nomouwbto ycnyrn AutoML 3akasumMK MOXeT BecTu pa3paboTKy Mopenen 6e3 Hanuumsa crneumanbHbiX
3HaHWM B 06/1aCcTM MalWmMHHOro oby4yeHns, NonydYaTb METPUKKN M OTYETDI, XapaKTEPU3YIOLWME NOYYEHHYIO
MOfeNb, OTC/EXWBATb NIOrM 0B6y4YeHMsa, NOSYyYUTb UTOrOBYKD CepuMarn3oBaHHYO MOAeNb, roTOBYl Od
pa3BEpTbiBaHUA Ha pecypcax McnonHutena nnbo ona MCnonb3oBaHUA B COGCTBEHHbIX MPUNOXKEHUAX.

3aKa3uyuKy ONS ycnewHom peanusauum 3agadnm obyyeHusa Mopenen npenoctaBnaeTcs BO3MOXHOCTb
3arpysku M xpaHeHusa AaHHbix B O6bekTHoe xpaHunuuwe S3 Data Catalog, a TakXe BO3MOXHOCTb
NMOOKMOYEHMA K 3TOMY XPaHUAULWY 13 rpaduyeckoro nHtepdenca nonb3osartens.

XpaHeHMe, UCMNOoNb30BaHME U TapuduKaumsa XpPaHeHUs M UCMNOoMb30BaHUA AaHHbIX B O6beKTHOM
XpaHunuuwe S3 ocyuwecTenaeTca B pamkax ycnyru Data Catalog.

MoTpebneHne U1 ynpaBfieHWe YCAYrol OCYLECTBASETCS 3aKa3ymkoM uYepe3 MoJib30BaTeNbCKUM
MHTepdenc ycnyrn AutoML.

TexHmnyeckoe onmcaHue peweHnsa AutoML:

Tabn.8. TexHMYyeckoe onucaHue pewenunsa ycnyrn AutoML

Ycnyra peanusyetcs cpeactsamu Beb uHTepdeica v cpeacts naatdhopMmbl
ML Space. MocpeacTBOM HUX M MPOrpaMMHbIX 6MBAMOTEK MoMb30BaTeslb
MporpamMMHas nnathopMa MMeeT BO3MOXHOCTb 33daTb MapaMeTpbl 3ajayn obydveHus, yKasaTb
pacnonoxeHve obyyalolwero pgataceTa M 3anycTUTb aBTOMaTUyeckoe
obyuyeHue Mopenu.

O6cyeT 3apa4 aBTOMAaTUYECKOrO MalUMHHOIo 06y4yeHna OCyLLEeCTBNAETCA Ha
npepoctaBnsemMon 3akasumky B pamKax pecypcoB knactepa Christofari n
AnnapaTHasa nnatdopma Christofari Neo (a Tak)ke Ha NMpoYuMx pecypcax, AOCTYMNHbIX y VicnonHuTensa
- M0 YCMOTPEHMIO 3aKa3unka).

CKOpOCTb 3arpysku [aHHbiX Ha nnowaaky lMcnonHutens orpaHuyeHa
TexHMueckue  ocoBEHHOCTU u | MponyckHoit  cnocoBHoCTbiO  KaHana  poctyna B WHTepHer  u3
orpaHuueHus nHbpacTpykTypbl 3akaszunka fo O6naka Cloud.ru, a TakXe CKOPOCTbiO
yTeHua aaHHbIX ¢ CXO UcnonHutens.

Ona napameTtpoB AutoML ycTaHaBnMBaloTCa cnenyowme obuime 3HayeHus:

Tab6n.9. O6wme 3HaveHMa napameTpos ycnyru AutoML

OnucaHue MUH. 3HayeHune Makc. 3Ha4yeHue

Konnyectso YTUNN3NPYEMBIX B paMKax 16 GPU
1 GPU
BblYncneHusa zagayn GPU

KonMyectBo  yTWAMBMPYEMbIX B paMKax
BblUMCNEHUsa 3agaum CPU 1cPU obveM CPU (He 6onee 48)

6. OIUCAHMUE PIPELINES

Pipelines npencrasnset cobol opkecTpaTop nannaanHoOB, C MOMOLLbI KOTOPbIX aBTOMaTU3MPYeTCs XOA
06paboTkM paHHbIX U ML-MopenvpoBaHus, NyTeM UCNONb3oBaHUA Mopyneln nnatpopmeol (Data transfer
service, Environments, Deployments).

Pipelines no3sonsatoT:
o OopraHM3oBaTb NocnenoBaTeNbHOe U NapannenbHoe obpalleHne K ycayraMm U Mogynam nnathopmsl
ML Space (Data transfer service, Environments, Deployments);
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https://docs.sbercloud.ru/aicloud/mlspace/concepts/data-catalog__data-processing__data-migration.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/environments.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/deployments.html

6.3.
6.4.

6.5.

7.1.

7.2.

7.3.

7.4.
7.5.

L] YNPOCTUTb M YCKOPUTb Mpouecc co3paHusa Al-cepBucoB, T.K. Nepexon OT NpOoTOoTUMNa K peLlleHuo
CTaHeT 6bICTpee, a TeCTUpoBaHMe nepexona npotiie.

Pa6oTa c Pipelines ocyliecTBnseTcsa 3aka3ymMKoM Yepes Nnosib30BaTeNbCKU MHTepdenc 1 no API.
TexHun4yeckoe onucaHme peweHus Pipelines:

Tabn. 10. TexHu4yeckoe onucaHme peweHunsa ycnyru Pipelines
Ycnyra peanusyeTcs nocpeactsoM uHTepdenca m APl lMocpepctsom
MporpamMmmMHas nnatdopma LaHHOro Mopynsi peanu3yeTcss BO3MOXHOCTb COBMeCTHOM paboTbl Hap,
aBTOMaTu3aumen atanos ML-pa3paboTku.

Pipelines nHTerpmuposaH c ycnyramm n mogynamm ML Space (Data transfer
service, Environments, Deployments). PaboTa c gaHHbIM OcyliecTBnAeTca
yepe3 O6bekTHOoe xpaHunuwe S3 u boictpoe xpaHunuue NFS. BoluncneHne
1 obcyeT 3aa4 OCyLECTBNSETCS HAa NPefoCcTaBnaeMon 3aka3unky B paMKax
pecypcoB knactepoB Christofari u Christofari Neo (a Takke Ha npouymx
pecypcax, AOCTYNHbIX y CNONHMTENS — NO YCMOTPEHUIO 3aKka3ymnka).

AnnapaTtHada nnatdopma

CKOpPOCTb MepeHoca fAaHHbIX OrpaHuYyeHa MPOMNYCKHOM CNoCOBHOCTbIO
KaHana gocTyna B MHTepHeT 13 MHdpacTpykTypbl 3akasdymka go Ob6naka
Cloud.ru

TexHu4yeckune ocobeHHOCTH n
orpaHn4dyeHuna

[na napameTpoBs ycnyru Pipelines o6WmMMmM 3HaYEHUAMU ABNAETCA COBOKYMHOCTb 06LWMX 3HAaYEeHUIN yCcnyr
Data Catalog, Environments, Deployments, AutoML.

7. OIMUCAHNE Al MARKETPLACE

Al Marketplace - mapkeTnnenc aptedakToB MallMHHOTO 0byyeHns (OaTaceToB, Moaenel, KOHTENHEPOB,
cKpunToB, nNamnnanHoB n ap.) DataHub, a Takxe MapKeTnenc KOHTeMHepoB B GopMaTe rotoBbix Al-
cepsucoB Al Services.

DataHub - xab npepoby4yeHHbIX MOaeNen, 0aTaceToB N KOHTENHEPOB.
[ocTynHble Moaenu u paTaceTbl MOXHO NepeHecTn no KHonke [o6aButb K cebe Ha S3 uam NFS
xpaHunuuwe Data Catalog, KoHTeMHepbl — ckadaTb KoMaHpon pull.

Al Services 0OCTYMHbI TPEX BUAOB:

. B Buae docker-obpasa, U3 KOTOPOro MOXXHO Pa3BEPHYTb AenJION C HEOBXOANUMbIMU NapaMeTpamMm n
LNS  JanbHEenwWero MCnonb3oBaHMSA 4epe3 3anpocbl no API. Takol o6pa3 HepocTyneH pns
CKayuMBaHus;

. B BUOE AEMO MHCTaHca ¢ Ul nHtepdencom nnm swagger;

. C OTOenbHOM aBTopu3aumer u goctynoM no APl K yxe 3agennoeHoMy cepsucy (npumep -
SaluteSpeech).

3aKa34ynK MOXET MoNyyuTb MHOOPMaLMI0O O BO3MOXHOCTU AopaboTku unm paspaboTku Al-cepsuca y

OTBETCTBEHHOrO nmua cnonHutens.

B cnyyae, ecnm 3aka3uymMKOM 3akasaHa popaboTka unm paspaboTka Al-cepsuca, To McnonHutento

npuHapaeXxaT UCK/TI0YUTENbHbIE MPaBa Ha BCe pPe3y/nbTaTbl MHTENNEeKTYabHOM AEeATENIbHOCTM, CO3AaHHbIE

MM B npouecce fopaboTkM mnu pa3paboTku, unm npuBnevyeHHbIM UM COMUCNONIHUTENEM, ABNAOWMeECS

pe3ynbTaToM OKasaHusa YCNyr u/unm BXxogawmMm B COCTaB pesynbTaTta okaszaHua Ycnyr, Bkaoyasa noboie

KOMMOHEHTbI, a TaKXe TEexXHMWYEeCKYlD W TPOEKTHYK [OOKYMEHTauuo, WHYK COMPOBOAUTENbHYIO

LOKYMEHTALUMIo, eC/iM OHM B COOTBETCTBUM C 3aKOHOAaTeNnbCcTBOM Poccuiickon defepaumm oTHOCATCA K

OXpaHAeMbIM pe3ynbTaTaM UHTENNEeKTyabHOMN [eATeNIbHOCTM U CpeacTBaM MHANBUAYANU3aLNN.

BbinonHeHne paboT no popaboTke unm paspabotke Al-cepBuca ocyuwiecTBnseTrca McnonHuTenem Ha

OCHOBAHWM COrNaAcoBaHHOro M nognucaHHoro T3 no dopMe, U3NOXeHHOW B MpunoxeHunm N2 9.A. K

LJorosopy.

PaboTta c Al Marketplace ocyuwecTBnsaeTca 3aka3uyMKoM Yepes Nosb3oBaTeNbCKUM HTepdenc n no API.
TexHu4yeckoe onucaHue peweHus Al Marketplace:

Tabn. 11. TexHMYyeckoe onucaHme pewenuna ycnyru Al Marketplace

Ycnyra peanusyeTca NocpeactBoM uMHTepdenca m APl Mocpepnctsom
LaHHbIX MoAynen peannsyetca BO3MOXHOCTb COBMeCTHOM paboTbl ¢
WHCTPYMEHTaMK ONs peleHua 3ajady MawwuHHoro obyyeHusa (maTaceTtos,
mopenen, nokep-obpa3os, Koaa, CEPBUCOB U Ap.).

MporpamMMHas nnathopma

Mopenun u patacetbl n3 DataHub xpaHaTtcs B TexHuyeckoM O6bekTOM
XpaHunuuwe S3, [oCTynHbl Ana nepeHoca B O6beKTHOe xpaHunuwe S3 u
BoicTpoe xpaHunuuwe NFS 3akasumka ona ganbHenWero UCnonb3oBaHus B
AnnapaTHaa nnatdopma ycnyrax Environments, Deployments u AutoML. BbiumcneHus u obcuer
33434y OCYLLEeCTBAAETCS Ha NPeaoCcTaBNsieMoN 3aKasuuKy B pamkax Ycnayru
obnactn knactepa Christofari u Christofari Neo (a TakXe Ha npouux
pecypcax O6naka Cloud.ru — no ycMOTpeHuto 3akasumnka).
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Docker-obpasa KOHTENHEPOB U Al-CepBMCOB pPa3MeLleHbl B TEXHWUYECKOM
Docker registry, n3 KOTOpPOro OHM MOryT 6biTb CKayaHbl, 3anyleHbl Kak
nonb3oBaTeNbCKUIA  gennon, A[ocTynHbl 4Jepe3s  Ul/swagger/APlI B
3aBUMCMMOCTU OT BUAaA.

CKOpOCTb MepeHoCa [aHHbIX OrpaHMyeHa MPOMYCKHOW CNOCOBHOCTbIO
KaHana poctyna B WHTepHeT M3 NHbpacTpykTypbl 3akasumka go O6naka
Cloud.ru.

TexHnyeckune 0CcobeHHOCTH n
orpaHuyeHus

7.6. Ona napameTpoBs ycnyru Al Marketplace o6WMMKU 3HaYEHUAMN ABNAETCA COBOKYMNHOCTb OBLMX 3HAaYEHUN
ycnyr Data Catalog, Environments, Deployments, AutoML.

8. PACMPEOE/IEHME POJEN, OBA3AHHOCTEW M OTBETCTBEHHOCTU UCMONTHUTENS N 3AKA3UYMKA B
OBNACTW Vb B OTHOLLEHWUW YCNTYTU ML SPACE. 3ALLIUTA MLS

8.1. PacnpeneneHune ponen, o693aHHOCTEN U OTBETCTBEHHOCTM B 061actn Vb B OTHOLWEHUM YCyru onncaHo
B Tabnuue 12.
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Tabn. 12. PacnpepneneHune ponen, oba3aHHOCTEN U OTBETCTBEHHOCTU B obnactn b

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HauMmeHoBaHue [pUMEHUMbBIE K YPOBHIO npenocTasneHue/ 0OCTYN K cpeacTeam
TEXHOJIOrMYeCcKoro npowecchl/ ycnyru/cepBuchbl OnucaHue npouecca/cepeuca/ycnyru AAMUHUCTPMPOBaHUE npepocTaBneHus
(apXMTEKTYpPHOro) YPOBHS nb ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccoB
npouecca
XypHanupoBaHue XypHanvpoBaHue cobbiTUI, CBA3AHHbLIX C AeTanaMu xopa obyyeHus
yp P o yp vp P A A y 3aKasuuk 3aKasuuk
cobbiTUI mopenen Al cpegcTtBaMm caMon MOLENN.
. Pe3epBupoBaHMe C WCMNOJIb30BAaHMEM COOTBETCTBYHOLWMX 0B6IaYHbIX
MpuknagHoM ypoBeHb U
CepBMcoB UAM Ha pecypcax WMHPpacTpykTypbl 3akasumka C
ypOBeHb 0by4YaeMblx YnpaBneHue
o MCMONb30BaHMEM CPEACTB PEe3epBHOr0 KOMMPOBaHUSA 3aka3unka ero
mopenen Al pe3epBMpOBaHNEM o 3aKasuuk 3aKasuuk
UHbOPMaLMM LaHHbIX, MCMNONb3yeMblXx Ans obydyeHus Mopenem, a TakXKe CaMux
Mopenen, nepen WX 3arpy3kon Ha oObekTHoe xpaHunuue S3 wu3
cocTaBa MHdpacTpykTypbl O6naka Cloud.ru
XXypHanuposaHue XypHanupoBaHue W MOHUTOPUHI (C ucnonb3oBaHnem KY MLS)
o . . Mcnonnutenos 3aKasumk
cobbiTUM OCHOBHbIX COBbITUI, CBA3AHHbIX C XO[0M 00y4yeHns mogenen Al Ha MLS.
. McnonHutenb
AoMuHUCTpUpoBaHue «OpraHu3saumen» 3akasymka C UCNONb30BaHMEM
(0oTBETCTBEHHOCTb 33
JInyHoro kabuHeTa NcnonHutens.
AOMUHUCTPUPOBaAHNE npenocTaB/eHne cepsmca)
. 3aka3 ycnyru, co3paHue/ypaneHue Jupyter Notebook-oB B pamkax
«OpraHusaumen» n 3aKasuumk
«OpraHusaunm».
yrnpasneHme goCcTynom 3aKasuumk
MpepocTaBneHne coTpygHukamM 3akasumka [OCTyna TONbKO K Jupyter
(oTBETCTBEHHOCTD 3a
Notebook-am ero «OpraHusaumn».
aAMUHUCTPUPOBaHMeE)
McnonHutenob
YpoBeHb «OpraHusaumnmn» (oTBeTCTBEHHOCTD 33
3akasuuka, ero Jupyter Co3paHue/yoaneHme C  ucrnonb3oBaHMeM  JInyHoro  kabuHeTa npepocTaBfeHne cepaumca)
Notebook-0B 1 YnpasneHue WcnonHutens y4é€THbIX 3anucen nonb3oBatenen «OpraHusaumm»
KOHTelHepoB. AYTEHTUDUKALNOHHON (TEeHaHTa) M NpPUCBOEHWE UM MpPUBUNErnin pgoctyna (B TOM yucne no 3aKasuumk 3aKasuuk
nHopMaumnen [ocTyny K ycnyre ¢ wucnonb3oBaHmeM KY ML Space wn Jupyter (oTBETCTBEHHOCTDb 3@
Notebook-am, cozpaHHbIMK B paMkax «OpraHusauumy»). ynpasneHue
AYTEHTUDUKALMOHHOM
MHpOopMauuen)
O6paboTka p[aHHbIX 3aka3yuMka TOMbKO B paMkax ero Jupyter
Notebook-0B 1 KOHTElNHEpPOB.
3awmTa faHHbIX . McnonHutenb McnonHutenb
YpaneHue paHHbIX 3akasuymka, obpabaTbiBaBLIMXCA B KOHTEMHepax B
xope obyvyeHnsa ero Mogenen.
MoHuTopuHr 0O6naka Cloud.ru obecneyeHne €€ [OCTYNHOCTH,
NpPoOu3BOAMUTENIbHOCTH, Hanuums HeobxoaMMoro KonmM4yecTaa
VHbPaCcTpyKTypHbli MOHUTOPUHI 1 nopaep)Kka | obopynoBaHusa, obecneyeHne Heobxogumon pns  eé paboTbl Wcnonuutenb WcnonHuutenb
P OpBYEH:p NPONYCKHOM CMOCOBHOCTM CETWU, BbLIYUCIUTENbHBIX MOLWHOCTEN U
yp eMKOCTU CUCTEM XpaHeHUa gaHHbIX (CX[) NHppacTpyKTypbl.
XXypHanupoBaHue XypHanupoBaHue cobbITUI B KOMMOHEHTax W CpeacTBax 3aluThbl
yp P o yp P pea u McnonHuteno McnonHuteno
cobbITUM nHdopmaumm Obnaka Cloud.ru
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Tabn. 12. PacnpepneneHune ponen, oba3aHHOCTEN U OTBETCTBEHHOCTU B obnactn b

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HauMmeHoBaHue [pUMEHUMbBIE K YPOBHIO npenocTasneHue/ 0OCTYN K cpeacTeam
TEXHOJIOrMYeCcKoro npowecchl/ ycnyru/cepBuchbl OnucaHue npouecca/cepeuca/ycnyru AAMUHUCTPMPOBaHUE npepocTaBneHus
(apXMTEKTYpPHOro) YPOBHS nb ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccoB
npouecca
YnpaBneHne [OCTYNOM K CErMeHT npasneHus MHobpacTpyKTypom
YnpasneHne gocTyrnom P pocty y ynp bpacTpykTyp MicnonHutenb MicnonHutenb
MicnonHuTens, 1 KOMNOHEHTaM.
VnpasneHme YnpaBneHve  y4éTHbIMM  3anucamm  AD  NpuMBMIErMpoBaHHbIX
P . nonb3oBaTtenen (agMMHNUCTPaATOPOB) VICMONHUTENS, UMEIOLWMX AOCTYN K
ayTEHTUDUKALMOHHOM o WcnonHuutenb WcnonHutenb
uHbOpMaLmeit CerMeHTy ynpasneHusa MHbpacTpyKTypoKr, n Ux BTOpbIMU hakTopamu
ayTeHTUdMKaumn (ayTeHTudmMKaTopamm).
VnpaBneHme KOHTPOMb 1 aHaNn3 3aWULEHHOCTN CNY)KeBHbIX BM MGMT-cermeHTa,
P knactepa Kubernetes w© xoctoBbix MawwuH WHOpaCcTpyKTypbl Wcnonuutenob WcnonHuutenob
YA3BMMOCTSIMU
VicnonHutens.
C6op c ucnonb3oBaHuMeM cpenctB SIEM c¢ KOMMNOHEHTOB o06navyHoOM
nnatpopmbl, knactepa Kubernetes v cpencts 3awmtbl MHPOPMaLUK
YnpaeneHue nHumaeHtammn | O6naka Cloud.ru cobbiTnini 6esonacHocTu.
o Mcnonnutens McnonHutens
nb AHanu3 cobpaHHbIX cobbITMn 6e30NacHOCTU, a TaKXKe MOHUTOPWUHT U
pearMpoBaHMe Ha WHUMAEHTbl 0e30MacHOCTM C  NPUBAEYEHUEM
BHelwHero SOC.
YnpasneHue KoHTponb ¥ ynpaBneHue npoueccamu WU3MeHeHWUss KoHdburypaumm
P . P ynp pou burypau MicnonHutenb MicnonHutenb
KOHuUrypaumen MHbpacTpykTypbl McnonHuTens.
3awuta nepumeTtpoB LOO WHbpactpyktypbl WcnonHutens c
MCMONIb30BaHMEM KNAacTEPOB BblCOKOMPOU3BOAUTENbHbIX MEXCETEBbIX
3KpaHoB HoBOro nokoneHua (NGFW), obecneymBaowmx MexxcetTeBoe
YnpasneHue 3KPaHWPOBaHME M 3aWMTY OT KOMMbIOTEPHbIX aTak MHDPaACTPYKTYpPbI.
6e30nacHoOCTbiO Ang 3awmnTa ceteBor UHGPACTPYKTYpbl McnonHutena (Bxoma B O6nako
A t bpactpykTyp (Bxon o McnonHuteno McnonHutenob
BUPTYaNbHbIX 1 Cloud.ru) ot DDoS-aTak, HanpaBNeHHbIX Ha NepPenoHeHMe KaHanbHOWN
dusnyeckunx cetemn eMKOCTH.
BHyTpeHHee CerMeHTMpoBaHue ceTeBbIX WNHbpacTpykTyp C
ncnono3oBaHnem NGFW wu BbigeneHnem B pamkax LLO[ Ha ceTeBoM
ypoBHe DMZ, PROD- 1 MGMT-cerMeHToB MHMPACTPYKTYPbI.
. Ob6ecneyeHure nogknyeHusa KnneHToB K KY ML Space n O6beKTHOMY
YnpaBneHuve 3awmTomn
XpaHunuuwy S3 u3 coctaBa ML Space no 3awMeHHOMY MPOTOKONYy McnonHuteno McnonHutenob
nepepaBaeMbIX OaHHbIX
HTTPS Ha 6a3e npotokona TLS He Huxe v1.2.
YCTaHOBKa, HACcTpoMKa M afMUHUCTPUPOBAHME CPEACTB 3aliuThl
MHPopMauum B coctaBe MHDpacTpyKTypbl MicnonHuTens, B TOM yucne:
1. CpepncTB aHTMBMPYCHOW 3alWmThl;
2. CpefcTB KOHTPONA OEeWCTBUN NPUBUAErMPOBAHHbLIX Nofib3oBaTenen
YcTaHOBKa U
(apMuHucTpaTopoB McnonHutens) knacca PIM&PAM;
afgMUHUCTPUpPOBaHUe Mcnonnutens McnonHutens

CpencTs 3aWwuThbl

3.SIEM;

4. CpefcTB KOHTPOSA M aHann3a 3alMWeHHOCTH;

5. WEB Application Firewall (WAF), ucnonb3yemMoro pna 3awuThbl
nybnukyemon KY ML Space;

6. NGFW.
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Tabn. 12. PacnpepneneHune ponen, oba3aHHOCTEN U OTBETCTBEHHOCTU B obnactn b

OTBETCTBEHHOCTb 3a

KoMy npepoctaeneH

HauMmeHoBaHue [pUMEHUMbBIE K YPOBHIO npenocTasneHue/ 0OCTYN K cpeacTeam
TEXHOJIOrMYeCcKoro npowecchl/ ycnyru/cepBuchbl OnucaHue npouecca/cepeuca/ycnyru AAMUHUCTPMPOBaHUE npepocTaBneHus
(apXMTEKTYpPHOro) YPOBHS nb ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccoB
npouecca
YnpasneHue Pe3epBHOE KOMUpPOBaHWE M BOCCTAaHOBMEHWE U3 06PA30B CNY)KEOHbIX
pe3epBMpOBaHMEM BUPTYanbHbIX MalnH MHbpacTpyKTypbl McnonHutens C MicnonHutenb MicnonHutenb
MHPOopMaunm ncnonb3oBaHnem CPK Backup&Replication.
CooTBeTcTBME MHbpacTpyKTypbl WcnonHutens TpeboBaHMAM
6e3onacHOCTM UHDOPMaLMKN, NPEabABAAEMbIM K MHHOPMALMOHHBIM
3awmTa NOH bopmaunn, npen bopmau MicnonHutenb MicnonHutenb
cucTeMaM MepcoHanbHbIX AaHHbIX Npu obecnevyeHnn BTOPOro YPOBHSA
3aLWMLLEHHOCTN NEPCOHAsbHbIX AaHHbIX.
KoHTponb poctyna B UOO w nomeweHna WHbpacTpyKTypbl
KoHTponb gocTyna McnonHutena (oxpaHsemas Tepputopusa LOL, NponycKHOW pexum, Mcnonnutenos Mcnonuutenns
CUCTEMbI KOHTPOJIS U yNpaBaeHnsa OOCTYNOM, 3annpaHmne CToek).
Hanwnune BHewHen (No nepumet O[) n BHYTPeHHeN (B MaLIUHHbIX
. BupeoHabniopgeHne ( P Py UOA) yTp ( MicnonHutenb MicnonHutenb
Dunsnyecknin ypoBeHb 3anax LLOM) cuctem BupeoHabnogeHns
MpepocTaBneHve aneKTpoONUTaHmsa, [ocTyna K cetn IHTepHeT, MmecTa B
Pa3smeleHune ctonkax LOMO nopn obopypoBaHue (compute, network u storage), a
t LOA noa PYA ( pute, ge), McnonHutenb McnonHutenb
obopynoBaHus TaKXXe MOHTaX W KoMMyTaums obopygoBaHus WHGpacTpyKTypbl

McnonHutensa B ctonkax LLOM,.
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8.2. B uensax obecneyeHuna kmbepbeszonacHocT NMHGpacTpykTypbl ML Space peanv3oBbiBaloTCa clenyowme
Mepbl U MeXaHM3Mbl 3aLLUTbI:

Tabn.13. ObecneyeHune 3awnTbl MIHdpacTpyKTypbl ML Space
YPOBHM 3aLUMUTbI MeponpuaTtusa
3awmTa uHbpacTpykTypbl O6naka Cloud.ru 1 cpeacTs ee ynpaBneHus

ObecneumnBaeTcs:

- pasMelweHne Bcero obopypoBaHua WHdpacTpykTypbl B LIOL, COOTBETCTBYHOLWMX
dusmyeckumn TpeboBaHNAM HAOEXHOCTU Mo KaTeropuu Tier 3;

- KOHTPO/b M ynpaBfeHne JoCTynoM K 060pynoBaHuio;

- Hanuume cucTeMbl BUAeoHabnogeHnsa Ha o6bekTax nHdopmatmsauum LLOA.

O6ecneunBaeTca 3awmuTta nepumeTtpos LIOL M UX cerMeHTUMpOBaHME C UCMOSIb30BaHMEM
CeTeBoM MEXCETEBbIX 3KPaHOB HOBOro nokoseHusa (NGFW), ocywecTsaswowmnx B TOM yucne
BbIIB/IEHNE M NPefoTBPaLLEHNE KOMMbIOTEPHbIX aTak.

ObecneynBaeTca:

- aHTMBMPYCHaa 3awmta NHOpPacTpyKTypbl C MCNOMNb30BaHUEM aHTUBUPYCHbIX CPencTs
onsa obnayvHbIX cpea;

- ynpaBneHue OocTynom K NMHPpacTpyKType C UCNONb30BaHNEM CPeACTB ABYX(haKTOPHOM
ayTeHTUDMKAUNM NOAKIOYAWNXCA K Hell aAMUHUCTPATOPOB;

- KOHTPONMb [OEWCTBUM MPUBMNETrMPOBAHHbLIX MOMib30BaTeNein C  MCMNONb30BaHUEM
crneuMann3npoBaHHbIX CPeacTs;

- perynspHblii KOHTPO/b M aHaNM3 3alWmMLeHHOCTM NHDPaCTPYyKTYpPbl C MCNONIb30BaHNEM
crneuMann3npoBaHHbIX CPeACTB - NO BbIABMEHWIO YA3BUMOCTEN B Mcnonbdyemom MO u
ero HeKOppPeKTHON KOoHbUrypauuu, BAMAKOWEN Ha ypOBeHb 3alwmuiuieHHocTtu MO, c
YCTPaHEHNEM BbISIBMIEHHbIX YA3BUMOCTEN U/UNM HEOQOCTaTKOB;

- c6bop 1 aHanu3 cobbiTu MHbOopPMaLMOHHON Be3onacHOCTH.

NHbPaCcTPyKTYypHbIN

OcCylecTBNAIOTCA  MNepuodUYeckne TeCcTMPOBaHMA Ha  MPOHWKHOBEHME U ayauT
nHdopMaLMoHHON BesonacHocTn MHbpacTpyKTypbl ML Space ¢ npuBRAeYeHNEeM CTOPOHHUX
opraHusaumit. BbigBleHHble B XOAE COOTBETCTBYIOWEro TeCTMPOBaHWA W/MAW ayauTa
HE#O0CTaTKM YyCTPaHATCA Mo GaKTy UX BbiBIEHUS.

LOoNONHUTENbHbIN

3awmTta KY ML Space

3awmuTta C WUCNONb30BaHMEM CneumanmM3nmpoBaHHOIO MEXCEeTeBOro 3KpaHa YPOBHA

Mpunoxenus npunoxeHun (Web Application Firewall)

OcCylecTBNSAIOTCSA perynsipHble CKaHMPOBAHUS KOHCOMM Ha Hanuume aKTyaslbHbIX
yﬂ3BVIMOCTel7I M ero nepmnogmnyeckme TeCtTmpoBaHmna Ha NPOHUKHOBEHME C NpuBnevYeHnem
CTOPOHHUX OpFaHMBaLLMl‘;I. BbisiBNeHHble ya3BUMOCTU U/MNU He[oCTaTKU YCTPaHATCS Mo
dJaKTy nX BblAAB1IEHUSA.

LonoNHUTENbHbIN

OuncTKa NoJsib30BaTENbCKUX AAHHbIX

Mepen BbloeneHnem KM npepoctaBneHneM poctyna K ML Space v MectaM namaTtu gns
BPEMEHHOr0 XpaHeHMss U o6paboTKM AaHHbIX MoA o4YepefHyl 3apady (npousBeneHus
BbluMCNEeHU, obydyeHus Mopenn M T.M.)  OCYLLEeCTBAAETCA  MNOoNnHas  O4YMCTKa
NoNb30BaTENbCKUX AAHHbIX, PAaHEe XPaHWMMbIX B YyKa3aHHbIX 06nacTax namMaTtM B Xope
MLS BbIMO/IHEHUA NpeablayLWmx 3aaay.

Monb3oBatenaM ML Space npepocTtaBngeTcd [OCTYN TOMbKO K BblAeNEHHbIM ON9 HUX
obnactaM naMaTM KOHTeWHepa M 0ObeKTHOro xpaHunuuwa (S3). Mpu 3TOM Ha BpeMms
nonb3oBaHMs YCNyrol [ocTyn K YKa3aHHbIM 06nactaM naMaTn Opyrux CyObekTos
3anpeLleH.

9. TAPUDUKALINA YCNYTU

9.1. Bo3MoykHble BuAbl Tapudbunkaumnm Deployments:
9.1.1. OuHaMuyeckasa Tapudukauma (Pay as you go).
9.1.2. CtouMocTb Ycnyru dopmMupyetcsa B 3aBUCMMOCTU OT KonmdyectBa GPU/CPU, Ha KOTOpbIX NPOUCXO4MI0

BbluMC/IEHMEe 3anpocoB K APl MUKPOCEPBMCOB C MOAENAMMU, a TakKKe CaMOro BPEMEHU, B TeyeHue
KOTOPOro BbIYMCIAAUCH 3anpochl K APl MMKPOCEPBUCOB C MOAENSAMU WCKYCCTBEHHOrO WHTENNeKTa U
o6beMa 3ape3epBUPOBAHHOrO 3aKa3unkoM O6bEeKTHOro XxpaHunuwa S3.

9.1.3. MoOMeHT Hayana CNMCaHWa [OEeHEeXHblX CpeacTB — C MOMeEeHTa Hayvana BbluumcneHmsa 3anpoca K API
MUKPOYCNyru (B8 KaXKAO0ro 3anpoca) UM e Co cTapTa BbIYMCAMTENbHOMO Noaa.
9.1.4. MOMEHT OKOHYaHUA CMNCAHUSA OEHEeXHbIX CPeACTB — C MOMEHTA OKOHYaHWA BblYMCNEHUs 3anpoca (ans

Ka)k[,0ro 3anpoca) Uan e C MOMEeHTa 3aBepLleHmns paboTbl BbIYMCUTENBHOMO NoAa.

9.2. Bo3MoyHble BUAbl Tapudukaumm Environments:
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9.2.1.
9.2.2.

9.2.3.

9.3.
9.3.1.
9.3.2.

9.3.3.

9.4.
9.4.1.
9.4.2.

9.4.3.
9.5.

10.1.

10.1.1.
10.1.2.

10.2.

10.2.1.

10.2.2.

10.3.

10.3.1.
10.3.2.

10.4.

11.1.

11.2.

11.3.

11.4.
11.5.

11.5.1.
11.5.2.
11.5.3.
11.5.4.

IOunHamuyeckasa Tapudukauma (Pay as you go).

CtouMocTb Ycnyru dopMmnpyeTcss B 3aBUCMMOCTU OT KONMYecTBa U KoHburypaumim GPU/CPU, Ha KOTOpbIX
NPOUCXOANNO0 BblYMCNIEHME 3afa4YM, BPEMEHN, B TEYEHNE KOTOPOro BblYMCAIACh 3afa4a.

MOMEHT Hayana CNMcaHMsa OEHEeXHbIX CPpeacTB — C MOMEHTa 3anycka obydyeHuss Mogenun/c MOMeHTa
annokaunun GPU/CPU nop BbibpaHHOE OKpYXXeHUe (onpeaensetcsa 3aka3yMKoM Yepes nofib30BaTeIbCKUMN
MHTepdenc Environments).

Bo3MoxHble Buabl Tapudukaummn Data Catalog:

OunHamuuyeckaa Tapudukauma (Pay as you go).

CtoumMocTb Ycnyrn dopmumpyeTtcs B 3aBMCMMOCTM OT o6beMa Mcnonb3yeMoro 3aka3ymkom O6beKTHOro
XpaHunuuwa S3 u boicTporo xpaHunuwa NFS (konmnyectBa GB/mec).

MOMEHT Ha4yana CnucaHusa OeHEeXHbIX CPeacTB — C ucrnonb3oBaHua 6onee yem 1 GB (onpepensetca
3aKa34yMKOM Yyepes nosib3oBaTenbckuii nHTepdenc Data Catalog).

Bo3Mo)Hble BUAbl Tapudunkaumm AutoML:

OunHamuyeckaa Tapudukauma (Pay as you go).

CrtoumMocTtb Ycnyrn dopmupyeTcs B 3aBMCMMOCTM OT KOnu4yecTBa M KoHburypaumnm GPU mnm CPU Ha
KOTOpPbIX Nponcxoguio obyyeHne Mogenu, BpeEMeHU, B Te4eHMe KOTOporo obyyanacb Moaernb.

MOMEHT Ha4yana CnMcaHua OeHeXHblX CpeacTB — C MOMEHTa 3anycka obyyeHus mogenu.

Tapudukaumsa Pipelines n Al Marketplace ocywectenaetca yepe3 Tapudukaumio ycnyr Deployments,
Environments, Data Catalog, AutoML.

10. MHbIE YCNOBUSA, MPUMEHNMBIE K YCNYTE

Bo3MOXHble BUOblI NOAKKOYEHUS [ UBMEHEHUS [ OTKIOUYEHUS YCnyr:
MocpencTtsoM nognmucaHmsa 3akasa;
MocpencTBOM COBEpPLUEHMS OeNCTBUN B JIUYHOM KabuHeTe.

B0O3MOXXHbI NOPAAOK pacyéToB no Ycnayre:

MpenBapuTenbHasa onnaTa (Npu 3akNYeHnK opepTbl Ha OKa3aHWe YCyr, PacrnosoXXeHHon Ha web-canTe
McnonHutens: https://cloud.ru/ru/documents#contracts);

Moctonnata (B nopsagke pa3sgena 11 MpunoxeHua N2 1.MLS.1.).

Bo3MOXHble cnocobbl onnathbl / nopsnok nononHeHus banaHca:
OnnaTta B 6€3HanM4YHOM nopsiaKe Ha OCHOBaHMW BbICTAaBIEHHOrO MIcnoNHUTENEM CYETa;
Onnata NocpeacTBOM 3/1EeKTPOHHbIX CPeACTB naTexa.

NcnonHuteno o6asyeTca He BKIOYaTb B cOCTaB PesynbtaToB paboT nporpammHoe obecnedeHue,
MCMOMb3yeMOE Ha OCHOBAHWWM OTKPbLITOM NMLEH3UKM, YCIOBMA KOTOPOM TpebyloT OT Monb3oBaTens
pacKpbITUA MCXOAHOro Kofda MoauduumposaHHoro MO, nAn60 OrpaHMYMBAalOT NPaBO MO/b30BaTeNs
3anpeLaTb TPETbUM IMLAM UCMOMb30BaHMe MoanduumposarHHoro MO.

11. YCN1OBWMA NOCTOMJIATbI MO YCNYTE «ML SPACE»

Onnata Ycnyrmn «ML Space» npon3BoamTcs 3aKa3uymMKoM Ha YCNOBMSAX MOCTONAATbl B POCCUNCKNX pybnsax
eXXeMeCaYHOo B TeyeHue 5 (naTtmn) paboumx OHen nocne OKoHYaHus OTYETHOro Mepuoaa Ha OCHOBaHWUMU
cyeToB McnonHutens n nognmcaHHoro CtopoHamu YIM4.

B pamkax okasaHus Ycnyru CTOpPOHbl onpenenunn 3akasuyuky OeHeXHbld numut? (ganee — JIumuT) B
pa3smepe 500 000 (natbcoT Thicady) pybnen, B Tom umcne HOC, onpepenseMbln Kak MakKcMManbHO
JonycTuMas cymMma oblien 3a00/KeHHOCTU 3aka3sydmka 3a onnaty Yenyru B OTYETHOM nepuose.

JlIuMuUT BnepBble ycTaHaBnuBaeTcsa McnonHuTeneMm nocne noanvcaHua [oroBopa u oTobparkaetcs ans
3aka34ynka B JIn4yHOM KabuHeTe.

MiaMeHeHuns JluMKUTa OCyLLEeCTBAAOTCA NyTeM nognmcaHma JononHUTENbHOMO Cornawenmnsa K Jlorosopy.

3aKa3ynMK MOXeT CneguTb 3a NPorpeccoM ucyepnaHua JlIMMuta M aHanu3MpoBaTb PacxXxop CPencTs
cnepytowmMMn cnocobamu:

CeepaTtb 06bEM noTpebneHnsa no nporpecc-bapy B wanke nHTepderca KY MLS n B pasgene «MNpodunby»;
Mony4yaTb yBegoMaeHusa ob ncuyepnaHnmn banaHca (nporpecc no Jiumuty) cebiwe 80%*%;

3aKa3blBaTb AeTanM3aumio No COOTBETCTBYOWEN KHoMKe B «[podune» ML Space 1 aHanu3mposaTb ee;
OdopMuUTb OTNPaBKy yBegoMaeHu 06 ncyepnanum banaHca (nporpecc no Jiumuty) cebiwe 80% Ha email
yepes 3asaBKy Ha support@cloud.ru.

3 MNog NuMnTOM Mopgpa3yMeBaeTcs NOporoBoe 3HaveHune banaHca, ycTaHaBIMBAEMOE Ha OPraHM3aumio B paMKax posieBoi Mogeu BHYTpU JIYHOro
kabuHeTa. JIMMUT OpraH13auUMmn pacnpocTpaHAETCA Mo Mepapxmu (CyMMma SIMMUTOB, YCTAHOBMIEHHbIX OIS MPOEKTOB, HE MOXET npesbiwaTb JIUMuT
opraHuMsauumn u T.4.).

4YBenoMeHns oTobpa)katoTca B BEPXHEN 4acTu («wanke») nHtepdenca KY ML Space.
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11.6.

11.7.

11.7.1.

11.7.2.

11.8.

11.9.

11.9.1.
11.9.2.
11.9.3.

Mpwn pocTuxeHnn JinMnta BCe 3anyLlleHHble B ML Space Jupyter Server, 3agaym obydyeHusa, gennioun v ap.,
KoTopble TapudbuumpyoTca u noTpebnawT nporpecc Jlumuta, aBTOMaTMYECKM OCTaAHaBMMBAlOTCS.
[aHHble, 3arpyXeHHble Ha S3 1 NFS xpaHunuwa, npoaokakT TapnuduULMpoBaTbCsa 4O CAMOCTOATEIbHOTO
MX yaaneHusa 3aka3ymkoMm.

Ecnu Temnbl ucyepnanus Jlumuta B OTYETHOM NEepUoae CBUAETENbCTBYIOT O €ro CKOPOM AOCTMIKEHUM, a
TaKXXe MMeeTca HeobXoaMMOCTb yBennyeHua Jiummrta, 3akasumk obasyeTcs NpefocTaBUTb rapaHTUIMHOE
nMCbMO:

YcTaHaBnMBatowWwee HOBbIM JIMMUT 1 NOATBEP)KAAIOLLEE €r0 HAaMepeHue onnaTUTb NoTpebeHHble CBEPX
nepsoHa4vanbHoro Jiumuta Ycnyru;

Onpepenstouee aencTemsa MIcnonHUTeNa No OKOHYaHUIO Tekywero OTY4eTHOrO Nepuopa no AOCTYNHOCTH
Ycnyru B cnegytowem OT4eTHOM nepuofne (0CTaBUTb AOCTYN K Ycnyre / NpMoCTaHOBUTbL OKasaHue Ycnyru
/ OTKNOYNTL Yenyry).

Mpn Hannymu 3aQ0/MKEHHOCTM No onnate Ycnyr no Adorosopy UWcnonHuTenb MMeeT NpaBO OTKasaTb
3aKa3unKy Kak B pganbHenwem notpebneHun Ycnyr, Tak U B npepocTtaBnieHun iumuta no Jorosopy B
oynoywem OTY4eTHOM Nepuose.

B cnyyae HEWCNOMHEHUA WM HapyweHMsa 3aKa3uMKOM 06a3aTenbCcTB, YCTaHOBAEHHbIX [OroBopomM,
VicnonHutenb Bnpase:

MprUoCTaHOBUTb OKa3aHue Ycnyrs;

OTKa3aTb B BO3MOXHOCTM AanbHenwero notpebnenma Ycnyrn B nopsagke nocTonnathl;

MoTpeboBaTb ynnaTbl WTpadHON HeycTonKkKn B pasmepe 0,5 % (HOMb LenbiX NATb LECATbIX NPOLEHTa) B
[OEeHb OT CYMMbl 3af4,0/HKEHHOCTN 3aKa3uMKa Ha MOMEHT NPUOCTaHOBNEHUS aencteusa Oorosopa / Ycnyr.

5 YBefloM/IeHMe 0 NpuocTaHoBKe [orosopa AO/MKHO BbiTb HanpasneHo 3a 3 (Tpu) paboumx AHA 4O MOMEHTa OCYLeCTBNEHUSA TaKoW NMPUOCTAHOBKM .
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