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MPUNOXEHUE N2 1.0.

K [orosopy
OBLLEE OINMNCAHWME N YCITOBUA MPEOOCTABJTIEHNA YCITYT
1. TEPMWHbI N COKPALUEHUA
1.1. Al Cloud — rpynna VYcayr, HanpaBieHHOCTb KOTOPbIX - MpepocTaBneHue

KOMMJIeKca MNPOOYKTOB A8  peleHuMa 3agady B obnactu
WCKYCCTBEHHOrO WHTENNIEKTa, HauyMHasa OT COo3fdaHuMa Momenu u
3aKaHuYMBasa eé MCMoNb30BaHMEM, a TaKXe A/1a pelleHua 3apad
BbICOKOMPOU3BOAMUTENbHBIX  BbIYMC/IEHWUN (6es3 NpPUMeEHeHMA
MNCKYCCTBEHHOrO MHTENNEKTA).

1.2. Application Programming —  Habop roToBbiX KNaccos, npouenyp, GyHKUUNA, CTPYKTYP U KOHCTaHT,
Interface (API) NnpenocTaBNsSeMbIX MPUIOXeHNeM (BUBNMOTEKON, CEPBUCOM) WU
OonepaumoHHON CUCTEMOM AN WCNOMb30BaHWS BO  BHELWHMUX

nporpaMMHbIX NPoayKTax.

1.3. BIl.ZONE S0OC Portal - MO, npegHa3HayeHHoe [Oas  aBTOMATM3MpPOBaHHOro cbopa
(50C Portal) MHPOPMaLMM O BbIAB/IAEMbIX B paMKax OKasaHua ycnyru Threat and
Detection Response (TDR) MHUMAEHTaxX M NpeaoCcTaBleHnsa focTyna
K Hel yepes3 NN4YHbIN KabuHeT B WEB-uHTepdence MO, fOCTYNHbIN
no agpecy: https://soc.bi.zone/

1.4. Box-carting —  TexHonorus, no3BONAKWAA BbINOMHATL BONbWOE KOAUYeCTBO
Nnonb30BaTeNbCKUX  TPaH3aKUMMN  OQHOBPEMEHHO C  OYeHb
HEe3HAUYNTENIbHOW 3af4EePXKKON.

1.5. CDN —  CeTb [OCTaBKM KOHTeEHTa, reorpad@uyeckn pacnpenenéHHas ceteBas
(Content Delivery Network, MHBPaCTPYKTypa, MO3BOMAKOWAS ONTUMU3NMPOBATb [OCTaBKY U
Content Distribution Network) ONCTPUOYLMIO KOHTEHTA KOHEYHbIM MoNb30BaTeNaM B CeTu
NHTepHeT.
1.6. Chunk —  (dparMeHT gaHHbIX.
1.7. Cloud Managed Kubernetes —  CepBUC aBTOMATMYeCKOro pas3BEpTbiBaHWUA, MacwTabupoBaHua u

ynpaBneHna npunoXXeHnamMm Ha ocHoBe Kubernetes.

1.8. Data Catalog — ycnyra Ha 6ase ML Space. Bknw4yaeTr Habop cepBuCOB AN
TpaHcdepa, XpaHeHusa, aHanuMsa, ynpaBneHWa [OCTYMOM U
YKM3HEHHbIM LUMKIOM AaHHbIX M apTedakToB MaWWHHOrO 06yyeHus
(natacetoB, mopenen, Docker-koHTelnHepoB 1 ap.).

1.9. DNS —  KOMMbloTepHas  pacnpejenéHHaa cucTteMa [paa  nNoaydeHus
nHpopmMauum o pomeHax. Mcnonb3lyetca gna nonyveHus |IP-agpeca
no WMeHW XxocTa (KOMMblOTepa WAW YCTPOMCTBA), MONYYEHMUS
MHbopMaumMmn 0 MapuwpyTusaumm noutbl U (Mnm) obCcayXUBaKOLWMX
y3nax oas npoTokonos B foMeHe (SRV-3anucb).

1.10. Docker-obpa3s —  Habop ¢ainos, B COCTaB KOTOPOro BXOAUT BCe Heobxogumoe And
3anycka u paboTbl npunoxeHua B O6nake Cloud.ru: OC, cpepa
BbIMOJIHEHMA U NPUTOXKEHUE, TOTOBOE K Pa3BepTbiBaHUIO.

1.11. DoS / DDoS-araka —  XaKepckas aTaka Ha Bbl4MCAUTENbHble cMCTeMbl McnonHuTens unu
3aKa3yuMKa C Lenblo fOBeCTU MX 40 0TKasa, TO eCTb CO34aHMe TaKnx
YCNOBUI, NPU KOTOPbIX LOBPOCOBECTHbIE NOSIb30BaTENIN CUCTEMBI HE
CMOryT NOMyYUTb JOCTYyNn K NpPenocTaBisieMbiM  CUCTEMHbIM
pecypcam, NTMb0o 3TOT foCTyn ByAeT 3aTPYAHEH.

1.12. Dynamic Host Configuration —  CeTeBOM NPOTOKON, NO3BONSAIOWMIA y3/1aM aBTOMATMYECKM NonyyaTb
Protocol (DHCP) IP-agpec 1 gpyrue napaMeTpbl, HeobxoguMble gnsa paboTobl B CETU.
1.13. Edge Gateway —  CeTeBOM KOMMOHEeHT Enterprise, ABNseTCA OCHOBOW ceTel obnaka.

OH no3BonseT co3naBaTb BHYTPEHHME CETU, M MOAKIYATLCA K
BHELWHMM, MUCMNONb3ys NybnuyHbin IP-agpec. Takyke OH no3sonset
HacTpamBaTtb Firewall, NAT u IPSec VPN, Load Balancing u 1. o.
M3HayanbHO B KaxaoM BwupTtyanbHom LIOML co3paetca  oauH
OCHoBHoOM Edge Gateway, koTopoMy npuceamBaeTcsa NyonnYHblin IP-
appec.

1.14. Erasure Coding —  MOMEXOYCTOMYMBbLINA KO, CMOCOB6HbIN BOCCTAHOBUTH Lieble MaKeTbl
OaHHbIX B C/lyyae MX noTtepu. Takol Kop no3sonseT 60poTbca C
yTeuKaMmn OaHHbIX NpuW nepeaade no KaHanam ces3u unum paboTe c
namMaTblo

1.15. Firewall —  MEeXCeTeBOW D3KpaH, NoOOEepXWBAeT HACTPOMKY npaBun  C
onpegeneHneM: exogawero u mucxogawero IP unmn gmnanasoHa IP
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GPU

Hash-based Message
Authentication Code (HMAC)

HTTPS

Infrastructure-as-a-Service (laas)

Internet Protocol (IP)
IPSec VPN

IP-agpec

Jupyter Notebook

Load Balancing n High Availability
(HA)

ML Space AutoML uam AutoML

ML Space Deployments uan
Deployments

ML Space Environments uan
Environments

ML Space Spark

Network Address Translation
(NAT)

NGFW (mexxcereBbie IKpaHs!
HOBOIO 10KO/IeHMS)

Remote Desktop Protocol (RDP)

agpecos, Bxogdauwero n ncxogduero nopta M NpoOTOKO/1a nepefadvu
OaHHbIX.

rpadpuyeckumn npoueccop, oT/IMYaloLWMnCa BbICOKOM
NPOM3BOAUTENBHOCTBI0O B PaMKax PeleHUss MaTPUUYHO-BEKTOPHbIX
onepaunin 1 3agau.

OOMH U3 MexaHWM3MOB TMNpPOBEPKM LENOCTHOCTM WHbopMauuu,
No3BONAKWMIA FapaHTUPOBaTb TO, YTO AaHHble, NepedaBaeMble WU
XpaHAaWwmMecas B HeHagéxHoW cpede, He ObliM  U3MEHeHbI
NMOCTOPOHHUMM NMLAMMU.

pacwupeHne npoTokona HTTP pna nogdepXku wndpoBaHus B
uenax noebiweHna 6GesonacHocTu. [aHHble B npoTokone HTTPS
nepepatTca MNoOBepx Kpuntorpapuyeckux npoTokonos TLS wnu
ycTapesuwero B 2015 rogy - SSL.

ogHa u3 Mopenen obcnyXuBaHUA B 06MaYHbIX BbIYUCIEHUAX, MO
KOTOpOM 3aKasuyMkKaM MpefocTaBnaTCca Mo nopnucke 6asoBble
MHGOPMaLMOHHO-TEXHOIOFMYEecKme pecypchbl (BMpTyanbHble
cepBepbl U [OCTYN K BblAENEHHOW BHYTPEHHEN BMPTYyaslbHOW CeTU),
npefHasHayeHHble Ana  pasMeweHnss MHPOPMAUMOHHbBIX CUCTEM
3aKa34yuMKoB.

MapLpPyTU3NPYEMbIA MPOTOKO/ CETEBOrO YPOBHS.

BMpPTya/ZibHAasA 4acCTHas CeTb, MOCTPOEHHas C WCNO/b30BaHUEM
3alMLLLEHHOro NnpoTokona IP B cooTBeTCTBMM CO CTaHZapToM IPSec.

YHUKaNbHbIM CEeTeBOW afpec y3la B KOMMbHOTEPHOW CeTu,
NOCTPOEHHOM Mo npoTokony IP.

NPOrpaMMHbI MakeT C OTKPbITbIM UCXOAHbIM KOAOM, MO3BONAOWNIA
co3paBaTb 1 06y4YaTb aNrOPUTMbl MAWMHHOIO 06ydyeHusa 1 rny6okux
HEMPOHHbIX CeTeM, a TaKXe WMHTePnpeTMpoBaTb U UCMNOMHATb KOA
a3blka Python.

GanaHCMpOBWMK  Harpy3kum Edge  Gateway, nNo3BONAKOLWMINA
OpraHu3oBaTb CEPBUC BbICOKOM [OOCTYMHOCTM U obecneynTb
pacnpefefieHne Harpysky BXOAAWEro ceteBoro Tpaduka Mexay
HeCKONbKMMU cepBepamu.

Mogynb ML Space. ABTOMAaTM4yeckoe MOCTPOeHWE UM o0bydyeHune
Mopenen Ha Mnonb30BaTeNbCKMX OaHHbIX Ha 6a3e 6uGnnoTeku
LightAutoML.

ycnyra ML Space. Bknw4yaeT TecTupoBaHWe, pas3BepTbiBaHue
(mennor) 1 MOHUTOPUHI MOAFOTOBMIEHHbIX MOAeNel MalWWHHOro U
rnybokoro 0byyeHus Ha BbICOKOMPOU3BOAUTENBbHOMN
VMHbpacTpykType  4ONsS  NOCNedylolero  BHeAPeHMa ux B
MUKPOCEPBUCHI, PYHKLUN U BU3HEC-NPUNTOXKEHMUS.

PaHee npuMeHAnocb HanMeHoBaHuMe ycnyrn ML Space Deployments
- «Model Inference».

ycnyra ML Space. Bknro4yaeT npenpouecCUHr AaHHbIX C MOMOLbIO
knactepa Spark, a Takxxe obyyeHne Mogenen B pamMKax MPUBbIYHbIX
Jupyter Notebook unu JupyterLab. Bce Heob6xoanmble yTUAUTbI Ns
MOHUTOPMWHIa 3arpy3ku pecypcoB, MOAENem W 3SKCNepUMEHT-
MeHeO)XMeHTa NpeayCTaHOB/EHbl M HACTPOEHbI.

PaHee npumeHanocb HaMMmeHoBaHue ycnyrn ML Space Environments
- «Model Training».

nogycnyra ycnyrm ML Space Environments, koTopas nossonser
opraHu3oBbiBaTb NpenobpaboTky AaHHbIX MPY MOMOLWM KNacTepos
Spark, pocTyn K KoTopbiM obecneymBaeTca MocpeacTsoM Jupyter
Notebook.

MexaHu3M npeobpasoBaHna agpecos B IP ceTax.

YyCTPOMCTBa, B KOTOPbIX MpoBoauMTCca rnybokas npoBepka NakeToB
(BbIXOOAWAA 3@ PaMKU  MOPT/MPOTOKOM), C BO3MOXHOCTbIO
MHCNEeKTMPOBaTb M 6GNIOKMPOBATb TPadUK YPOBHA MPUIOXKEHUS,
BK/lovalowme B cebd BCTPOEHHble CUCTEMbl MpenoTBpalleHus
BTOPXXEHUIM U UHTENNeKkTyanbHyto 06paboTKy TpadmKa Ha OCHOBe
MHTEerpaunm ¢ BHEWWHNMN CcUCTeMaMn.

nponpueTapHblin  MPOTOKON  ypanéHHoro  paboyero  cTona
NPUKNAQHOro YpoBHA, paspaboTaHHbI KoMnaHuel Microsoft.
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Representational State Transfer
(REST (RESTful) API)

SAS

SATA

Secure Shell (SSH)

Site-to-Site VPN

55D

Tenant (TeHaHT)

Tier

TLS

UpLink

vApp

Virtual Network Computing
(VNC)

Virtual Private Network (VPN)

Web Application Firewall
(WAF)

AKKayHT

baker

bera-rectupoBaHue

BuprtyasbHaa IH@pacTpykTypa

BuprtyansHasa namate (VRAM)

APXUTEKTYPHbIN CTWUNb B3aMMOAencTena KOMMOHEHTOB
pacnpenenéHHoro npunoxxeHus B cetu. REST npencraenser cobomn
COrNacoBaHHbIMN  HAboOp  OrpaHMYeHun,  y4UTbiBAaEMbIX  MNpuU
NPOEKTUPOBAHUN pacnpenenéHHoln rmnepmenna-cmucTeMsl.

npodunb BUPTYyaNbHOrO ancka C XapaKTepucTuKamu,
COOTBETCTBYHOWMMN  XKECTKMM  guckam  cepunm  SAS 10000
(WnuHpoenbHble >KecTkMe [UCKU, UMMelowme paboyylo CKOpoCTb
BpaleHMa amcka He MeHee 10000 060pOTOB B MUHYTY).

npodunb BUPTYyanbHOro ancka C XapaKTepuCTUKamu,
COOTBETCTBYOWMMN  XECTKMM  aumckam  cepum  SATA 7200
(WnuHpoenbHble >KecTkMe [UCKU, UMMelowme pabouylo CKOpocCTb
BpalleHuMsa aMcka He MeHee 7200 060pOTOB B MUHYTY).

CeTeBOM  MPOTOKON  MPUKIAQHOINO  YPOBHS,  MO3BONAOWMMN
NpPou3BOAUTbL YAANEHHOEe ynpaBleHne OMnepaumoHHON CUCTEMON U
TyHHenupoBaHne TCP-coedunHeHu (Hanpumep, oOAs8 nepegayu
dannos).

nopgaep)ka cospaHusa IPSec VPN TyHHenen Mexay yAaneHHbIMU
niaowaaxkamu.

npodunb BMPTyanbHOro Aucka, C XapaKTepuctTukamu,
COOTBETCTBYOWNMN aMckam cepum SSD (TBepaoTenbHble AUCKK).

yacTtb BUO/, npepocrtaBnsgeMas 3aka3uynky Ha BpeMS Nnofib30BaHUSA
Ycnyramu.

rokasaTtesib HageXHocTn TexHonornyeckomn nAoWaaKu,
pa3paboTaHHbIi  CcepTUdMKALMOHHOM  opraHmMsaumen  Uptime
Institute

Kpuntorpadmyeckmn npoTokona, obecneynmBaloWwMi 3aWULLEHHYIO
nepegavy AaHHbIX MeXxnay y3namu B cetn NHTepHeT.

B KOMMNbKOTEPHDbIX ceTdx, BOCXOAALLEN CBA3bKO ABNdeTcsa
nogknw4yeHne oGopy,u,osaHMq nepegaym faHHbIX K aapy cetu. OHO
TaKXe M3BeCTHO, KaK BXOOgHOe coenHeHne.

nornyeckoe obveanHeHue BUPTYyanbHbIX MalWlKWH, no3Bondwowune
rpynnnpoBaTtb MX NO Ha3HAYeHUIO U ynpaBnaTb MMU KaK eauHbIM
LenbiM.

cucTeMa ypanéHHoro pgocTtyna kK paboyemy cTonly KoMmnbtoTepa,
ncnonb3yowasa npotokon RFB.

00606WWEHHOE Ha3BaHWE TEexXHOMOorum, nosponawwmux obecneynTb
OQHO WNW  HECKONbKO  3alMWEHHbIX CEeTEBbIX COEAUHEHUN
(3aWMLIEHHYIO IOTMYECKYH CeTb) MOBEPX Apyron cetu (manee -
BMPTYyasibHasa 4yacTHas CeTb).

COBOKYMHOCTb MOHWUTOPOB W GUABLTPOB, NpPeAHa3HaYeHHbIX ANS
obHapyXeHuns n 6N1oKMpoBaHMS CeTeBbIX aTak Ha Be6-NpunoxeHue.

XpaHuUMaa B cuUcTeMe MCMOMHUTENS COBOKYMHOCTb AAHHbIX U
HacTpoek Ana obecnedyeHnsa 3aKasyvka BO3MOXHOCTbIO YNpPaBnaTb
KONMMYEeCTBOM ¥ QYHKUMOHANOM noTpebnaembix YCayr. AKKayHT
nossonset o6ecneynTb KOPPEKTHOE B3aMMOAENCTBME 3aKa3umKa Co
cny>x6amu TexHUYecKon Noaaep K NcnonHutens.

NlorMyeckas CyWHOCTb, MNpeAHasHayeHHas [Oas  opraHMsauuu
XpaHeHMa o06beKToB. MMeeT cBOW Habop MeTafdaHHbIX U MOMUTUKK
XPaHeHUsa 0ObEKTOB.

CTagMsa TecTMpOBaHMA, Npeanonaralowas MCnonb3oBaHue YCayr u
cepBuca MU MX OTAENbHbIX (GYHKUMOHAMbHbIX BO3MOXHOCTEN C
Le/blo 03HAKOMJIEHWSA UNN B TECTOBOM OKPYXXEHUU.

BMPTyanbHblA  aHanor  TPagMLMOHHOWM NT-nHdpacTpyKTypbi
opraHusauunun, peannsoBaHHbii B O6nake Cloud.ru

COBOKYMHOCTb 3HEPro3aBMCMMOM 4acTU CUCTEMbl KOMMbHOTEPHOM
namMaTM, B KOTOPON BPEMEHHO XPAaHATCA [AaHHble M KOMaHAbl,
Heo6xoOoMMble MNPOLLECCOPY ANA  BbIMOJHEHUA UM  onepauuu,
MMeloLas BO3MOXHOCTb paboTaTb B M30MPOBAHHOW APYr OT apyra
cpege.
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BupTtyasnbHoe AUCKoBOEe
npoctpaHcreo (VvHDD)

BuprtyanbHeivi npoyeccop (vCPU)

BupTtyalsbHbIv cepBep
(BuprtyanpHaa MawmnHa, BM)

BuprtyansHeii L{eHTp Obpabotku
LHaHHbix (BuptyanbHei LJO4,
BLof)

BblgesieHHbIVI cepBep
(Bare metal)

BbineneHHbivi cepBep rotoBov
KOH@urypaumm

BbipeneHHbivi cepsep
POU3BOSIBHOM KOHPUIYpaymmu

3osn0104 06pa3

UHGopMaunoHHaa 6e301acHoCTs
(1b)

Knacrep

KonunvecrtBo onepaymvi BBoga /
BbIBOAA B CEKYHAY

(Input / Output Operations Per
Second, /0OPS)

KOHTEHT

KoH@urypaumsa API-wiw3a

JInyHbivi kabuHer CON

MawwmHHoe u riybokoe oby4yerHne

Moagynu, pacumpsanowme
@YHKUYNMOHAEIbHOCTL rpasusi API-
wW/1r03a (raaruHbl)

Hoga (y3en cetu, node)

ObbeKkt

O6beKTHOE XpaHuanLe

YKECTKUI AUCK BUPTYanbHON MallMHbl, 6/TOYHOE YCTPOMCTBO.

YacTb NPOLLECCOPHOMN MOWHOCTM NHbPaCTPYKTYpbI, BblaenseMon ans
BMPTYanbHOMN MaLLMHbI.

BUPTyanbHbIA  aHanor ¢uU3MYecKoro cepsepa, ABAAKOWMIACA
COBOKYMHOCTbIO BUPTYaNn3npPOBAHHbIX BbIYNCIIUTENBHbIX
MOLWHOCTEN npoueccopa, ONepaTtMBHOM NaMAaTW, OUCKOBOro
NpocTpaHCcTBa W CeTU, O6beauHEHHbIMU B  JIOTUYECKYD U
ABTOHOMHYIO AYENKY.

COBOKYMHOCTb pecypcoB (mpoueccopa, OMepaTUMBHOM MaMaTw,
AVCKOBOrO NMPOCTPAHCTBA, CeTel), MPefoCTaB/eHHbIX B MO/ib30BaHue
3aKasunky n npegHa3HaYeHHbIX ans cosfgaHua n
GOYHKUMOHNPOBAHMA OQHOMO UM FPYMMbl BUPTYaNbHbIX CEPBEPOB.

bur3nMyecknin cepeep, MNpuHaanexawmnin McnonHUTeno, pecypco
KOTOPOro NpefoCcTaBATCA B PaCnopsKeHne 3aKasumKy.

BblE/IEHHbIN CepBep, 3apaHee MOArOTOB/IEHHbIN M [OCTYMHbIN K
3aKasy.

BblOENEHHbIN cepBep C BOBMOXHOCTbIO BbI60pa KOMMONEeKTYyrWwnx.

BMPTyanbHaa MallMHa, KOTOPYKO MOXHO MUCMNONb30BaTb B KadecTBe
3TaNoHHOro WwabfioHa ans co3paHusa BUPTYanbHbIX MallnH.

KoOMnaekc Mep no  obecneyeHno  KOHGUAEHUMANbHOCTU,
LeNoCTHOCTU 1 AOCTYMHOCTU MHbOopMaunu.

rpynna MT-o6opynoBaHua, 06beAMHEHHOrO BbICOKOCKOPOCTHbIMU
KaHanamu cBA3W, NPeAcTaBnaloWas c TOYKM 3peHUsa Nob3oBaTens
efdVHbI annapaTHbIA pecypc.

KONMYECTBO onepaLmii YTEHUSA M 3anuCcK, KOTOPOE BbINOMHAETCA 3a
OLHY CEeKyHAy.

nob6aa uHbopMauma, gaHHble, MaTepuassbl, BblpaXKEHHbIE B KaKOW-
6o 06beKTUBHOM dopMe.

3/IeMeHT HacTpoukm ycnyru APl Gateway, npepocTaBnsolwmim
BO3MOXHOCTb CO3faHus wnt3a APl gns panbHenwen oTnpaBKu
3anpocos Ha URL wnto3a 1 06paboTku Takux 3anpocos lMpasunamu
API-wnto3a.

cneunanusmpoBaHHaa web-nnowanka B ceTu VIHTepHeT, AOCTynHas
no agpecy: https://cdn.cloud.ru/, He sBnaLWanca YacTblo JIMYHOro
kabuHeTa ¥ copepkawasa Habop WMHTEPAKTUBHbLIX CEPBUCOB A8
OCyLLecTBNeHNs B3aMMopQencTena Mexay 3aKa34yMKoMm n
McnonHutenem, B TOM uucne pna noTpebnenus ycnyrm CDN
3aKa3uyMKoM, OTpaXKeHuUs CTaTUCTUYeCKUX pAaHHbix ycnyru CDN,
banaHca, a Tak)Xe MHOW MHbOopPMaLUM, CBA3AHHON C NoTpebeHneM
ycnyru CDN. Ooctyn B JInyHbii kabuHeT CDN ocyuwecTtBnserca
NOCPeACcTBOM BBOAA YUYETHbIX AaHHbIX.

Habop MaTeMaTU4YeCKUX U MPOrpPaMMHbIX ajrOPMTMOB U CTPYKTYP
LaHHbIX, XapaKTepHON 4YepTol KOTOPbIX HABNAETCA He npaMoe
peleHne 3apaun, a obydyeHne B nMpoLecce NPUMEHEHUS peLleHUn
MHO)EeCTBa CXOAHbIX 3a4au.

3/1IeMEHT HacTponku ycnyru APl Gateway, 0ONONHAOWMIA HaCTPOMKMN
Mpasuna API-wnto3a ana peannsaumnm CoXHbIX OU3Hec-cLeHapueB.

YCTPONCTBO, COEAMHEHHOe C APYrMMM YCTPOMCTBAMM KakK 4acTb
KOMMbIOTEPHOM CeTu.

efuHuLUa xpaHeHus. B kavecTse 06beKTa MoXeT BbICTYMNaTb nobon
Ha60p OaHHbIX: CbaVI}'IbI, MacCCuBbl OaHHbIX, pe3epBHble KOMUN N TakK
panee.

CncteMa XpaHeHus AaHHbIX, KOTOpasd ynpaBndeT AaHHbIMU B BuAe
06bekTOB. Bce 0ObEKTbI XPaHATCA BHYTPM OLHOMO MW HECKOMbKUX
6akeToB. BMecTe ¢ [aHHbIMU XPaHATCA MeTafjaHHble, KOTopble MOryT
ONMUCbIBATb Pa3fIMYHblEe XapaKTEPUCTUKM 06beKTa, HO 06s3aTeNbHbIM
ABNSAETCA TONbKO MMA 0ObeKkTa, KOTOpoe 3a4aéTcsa Npu Co3gaHum
obbekTa. TOMMMO CTaHOAPTHbIX oOnepauui Hag obbekTamu,
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O6beKTHOE XpaHuanue S3

OpraHu3ayms

ocC

lTAK
10

lonurtnka

[Tosb30oBaresib

[Torok

lpasusio API-wwo3a

[TpocTpaHcTBO MMeH
(Namespace)

Ty6nyHbv IP agpec
(Public IP)

Pernosutopusi

Posin Nosib3oBaresia uav Posb

Cucrema XpaHeHunsa farHHeix (CX4)

TemMHas orntmnka

Tpaguk

VyérHble gaHHbIE

3BM

npuMeHaeMbiM K 06bl4HbIM dalinaM (cosgaHue, YyaaneHue,
KOMMpPOBaHUe), 06bEKTHOE XPaHUMLLE NO3BOJIAET TaKXKe BbIMONHATD
W Opyrne onepaumun: XpaHUTb HECKONbKO BEPCUN OOBEKTOB C
OOMHAKOBbIM WMEHEM, ONpPenenaTb BPeMA >XWU3HM, onpenensatb
YPOBEHb [,OCTYMA U MHOTOe APYroe.

06beKTHOE XpaHunuWe C noanep)XKo npotokona AWS S3. Ycnyra
peann3oBaHa Ha 6a3e annapaTHO-NMPOrpaMMHON nnaThopMbl
Mcnonuutens.

M301MPOBaHHOE NPOCTPaHCTBO 6a30BbIX MHMOPMaLUOHHO-
TEXHONOrM4YeCcKnx pecypcos, BKJIIOYatoLWMX BUPTYyasibHble
npoueccopbl, nNamsaATb W CeTb, BbIAENEHHbIX B MNONb30BaHMeE
KOHKpeTHOMY 3aka3uuky. B npepenax ogHon «OpraHusaumm»
3aKa3uyuMK MMeeT BO3MOXHOCTb CO34aHNa Heckonbkmnx BLLOA.

ornepaunoHHas cucTema.
NnporpaMMHO-annapaTHbI KoMMIeKc.

nporpamMMHoe obecneveHne, nporpamma ang 3BM, MporpaMMHbIn
MPOAYKT.

npasuno unm Habop npaBu/, KOTOPble MO3BOMAT NPEeLOCTaBAATb
pa3HbiM rpynnam [lofb3oBaTenein eauHblit Habop npas npu
B3aMMOAENCTBUN C  JIMYHbIM  KAaBWMHETOM, WHbIMW  CIOBaMMU,
pacnpegenaTtb eauHoobpasHbie Ponn cpeau rpynn MNosb3oBaTtenei.

NNLO, OCYLLEeCTBNAKOWEE HeNnocpeacTBEHHOE B3aMMOLENCTBME B
JTInYHOM KabuHete/[TnyHOM KabuHeTe CDN OT UMEHM M B MHTEpecax
3aKa3ymKa B COOTBETCTBUM C PONbIO NN MONHOMOYMAMU, KOTOPbIMKN
Monb3oBaTena Hagenun 3akasyuuk AN aaMUHUCTPUPOBAHUS YCIYTU.

MynbTUMegMnHas uHdopMaums 3akasuymka, nepepasaemMas B
npouecce notpebneHus ycnyru CDN B pexruMe peasibHOro BpeMeHu
yepe3s WMHOOPMALMOHHYIO ceTb WcCnonHUTeNns 3a onpenenéHHbin
nepuoa BpeMeHMu.

3/IeMeHT HacTporkm ycnyru APl Gateway, npepocTaBnstowmm
OCHOBHble (YHKLMOHabHble BO3MOXHOCTU BHYTpW API-wnto3a, u
ncnonb3yowmmnca pgna obpaboTKM 3anpocoB, NOCTYMNUBLWIMX Ha
yKasaHHble URI API-wnto3a.

3TO M30MMpOBaHHaa o06nacTb AAHHbIX, HasHayaemaa CUCTeMOM
Ka)kQoMYy 3aKa3umKy, BHYTPU KOTOPON MMEHa KOHTEMHEPOB He MOTyT
MOBTOPATbLCA, HO MOFYyT cofepxaTb /tobble UMeHa B paMKax
YCTAQHOB/IEHHbIX MPaBWI HaMMeHOBaHUA (HWKe B MHbopMaumm ob
Ycnyre). PasbueHue rnobanbHOro MNpPOCTPAaHCTBA UMEH  Ha
BblaefieHHble 061acT BUAMMOCTY NO3BONAET M36eXKaTb KONMU3UN B
HaMMeHoBaHU KOHTelHepoB HECKOMbKMX nonb3osaTene
06bEKTHOIO XpPaHWUMNLLA.

agpec, HeobxoouMbI 3aKasuuMky [ONS OpraHuMsauMm CepBUCOB,
OOCTYMHbIX M3 NYyBGAUYHbIX CeTen WHTepHeT, ONa HACTPOMKU U
obecnevyeHusn paboTtocnocobHoCTU VPN-coeanHeHus, onsa
obecneyeHns pocTyna 3aKasuyMka K pagy cneunanbHbiX CEPBUCOB B
cetn NHTepHer.

CX[ oNns XpaHeHMsa pe3epBHbIX KOMUNA.

KOHEeYHbI Habop NONHOMOYUI, KOTopble nofyvyaeT MMonb3oBaTenb
npu pabote B JInuHoM kKabuHeTe/[TM4HOM KabuHeTe CDN.

KOMMJ/IEKCHOE MporpaMMHO-annapaTtHoe pelleHne no opraHunsaumm
HapéxHoro XpaHeHus MHDOPMaLMOHHbIX pecypcos "
npeaocTaBieHNs rapaHTMPOBAHHOMO AOCTYMNa K HUM.

Heucnonb3ayemble ANA Mepefayn [OaHHbIX BOMOKHA OMNTUYECKOro
kabens, NpoknaapiBaeMble B Ka4ecTBe pe3epBa Ha C/lyyal Bbixoaa 13
CTPOS OCHOBHbIX BOIOKOH.

06bEM MHbOPMaLMK, NepenaBaemMol Yepes KOMMbIOTEPHYIO CeTb 3a
onpenenéHHbi nepuon BpeMeHn. Konmuectso Tpadurka nsmepsaerca
Kak B MakeTax, Tak u B buTtax, 6antax n Ux Nnpom3BOAHbIX: KUI10banT
(KB), merabant (MB) u T. a.

YHWKanbHble MMA (IOFUH) 1 Naponb ANSA OCYLLECTBNEHNA yaaNeHHoro
poctyna K JIMYHOMYy KabuHeTy B Lenax agMUHUCTPUPOBAHUA U
ynpaBneHna ycnyrom.

SNEKTPOHHAad BblYNCINUTENDbHAA MallMHa.

CtpaHunuya 513 9



2.1.

2.1.1.
2.1.2.

2.2.

2.2.1.

2.2.2.

2.3.

2.4.

2.4.1.

2.4.2.

2.5.

3.1.

3.1.1.
3.1.2.

3.2.

3.2.1.
3.2.2.

3.3.

3.3.1.
3.3.2.

3.3.3.
3.3.4.

3.4.

3.5.

2. TAPUDUKALINA YCNYT

OnucaHMs MOryT npegycMaTpmBaTh Crieaytowme BUabl Tapudurkaumm:
Cratnyeckasa Tapudunkaumns (Allocation);
OunHaMuyeckasa Tapudukaumsa (Pay as you go).

CtaTMyeckas Tapubukaumsa npepnonaraeT onnaTy nyna pPecypcoB M  OMNUWMM, YKasaHHbIX MNpu
dbopMnpoBaHMM 3aKas3a WUIW BHECEHUM B HEro U3MeHEeHWUl, BHe 3aBMCMMOCTM OT UX (aKTU4YecKoro
notpe6neHna 3aKasumKomM.

MeToamnKa pacyéToB noTpebnaeMbiXx NPOLECCOPHbIX PeCcypcoB W ornepaTMBHOM NaMAaTU npepnonaraet
onnaty BblGpPaHHbIX PecypcoB B COOTBETCTBUKN C Tapudom.

MeToamMKa pacyéta noTpebnseMoro AMCKOBOro MPOCTPaHCTBa npegnosiaraeT onaaTty 3a BblGpaHHbI
3aKa34yMkoM 06bEM pecypcoB AUCKOBOrO NPOCTPAHCTBA.

OnHaMnyeckaa Tapudukauma npegnonaraeT onnaTty nyna pecypcos M onumin no GakTy ux notpebneHus
3aKkasymMkoM B TeyeHuMe OT4YETHOro nepuoga. lNyn pecypcoB M OMNuUMi, KOTOpble MNpemnoCcTaBasaoTCA
3aKasuyuMKy B Nnopsiake AMHaAMUYeCcKoi TapuduKaumm, yKasbliBaeTcs B COOTBETCTBYOWEM 61aHKe 3aKasa.

IOnHammuyeckas Tapudukauma ocywecTenseTca:

B noyacoBoM nopsagke (M3 pacyeta ctommocTm 1 (0AHOro) 4yaca), HauymHaa C NepBOM MUHYTHI
Mcnonb3oBaHua. CTOPOHbI YCTAHOBUAM, YTO AN yooO6CTBa PacyéToB HEMOSIHble Yacbl MCMOMNb30BaHMSA
Ycnyr, Ha4YMHaa C NepBON MUHYTLI, OKPYFAAOTCA 4O NMOMHOMO Yaca Nofb3oBaHMs Ycnyramu;

B noMuHyTHOM nopsagke (M3 pacyéta ctouMoctv 1 (OQHOM) MMUHYTbI), HayMHAs C MepBON CEKYHAb
ncnonb3oBaHMA. CTOPOHbI YCTaHOBUIM, YTO ANnA yaobcTBa pacyETOB HEMOJMIHbIE MUHYTbI MCMNOJIb30BaHMA
Ycnyr, HauyMHasa C NepBOWN CEKYHAbl, OKPYIA0TCA A0 NOMHON MUHYTblI NOMb30BaHMUA YcnyraMu.

B cnyyae oTcyTCTBMA YNOMUHaHMA B ONUCcaHnM Kaknx-nnbo BapraHToB Tapudos, YCayru, onmMcaHHble B
TakoM OnucaHuM, NO YMONYaHMKO npepocTasnsaTcs no Tapudy «CraTuyeckaa Tapudukaumsa» wu
onnaymBaetcsa noctdakTyMm nocne okoH4YaHus OTYETHOrO nepumopa B nopsgke, oOnNpeneneHHoM
[Jorosopom.

3. NOAKMOYEHUE [ UIBMEHEHWE / OTKITIOYEHUE YCIYT

OnucaHmMs MOTyT npegycMaTpmBaTh CeayoLWme BUAbl NOSKIOYEHUSA [ U3BMEHEHUS [ OTKIOYEHNS YCayr:
MocpencTeoM nognmcaHmsa 3akasa;
MocpencTBoM CcoBepLIEHMS AENCTBMIA B JINYHOM KabuHeTe [ JInyHoM KabuHete CDN.

Ona uenen n. 3.1.1. 3aka3 MOXeT ObITb cornacoBaH CTopoHamMu NyTEM HanpaB/ieHUA 3amnoJIHEHHOMN
dbopMbl 3aKkasa Mo 3/1IEKTPOHHOW NOYTE YNONHOMOYEHHbIMU NMLAMU:

OTBeTCTBEHHbIMM 33 UCNoNHeHWe [orosopa (pa3gen 10 Jorosopa);

KOHTaKTHbIMUM NnLa 3akas4duka, ykaszaHHoro B n. 3. MNpunoxeHun N2 4. K [JoroBopy B KayecTtse nuua,
HageneHHOro npaBoM MOAKYaTb / U3MEHATb [ OTKAKYaTh YCnyrm OT MMeHu 3akasuvka, M numua,
OTBETCTBEHHOrO 3a WcnofHeHWe [loroBopa cO CTOpPoHbl WcnonHutensa (pa3gen 10 [Oorosopa) /
KoHTakTHOro LleHTpa (cM. n. 3 MpunoxeHuna N2 4. k [lorosopy).

B oTHoweHuM n. 3.2. NPUNoXKeHMa OEeNCTBYIOT cnenyoline npasuna:

3aKa3 MoxeT 6bITb HanpasneH ntbon CTopoHOM;

MonyumBwas CTopoHa obsA3aHa cornacoBaTb 3akKa3 WMAW OTKas3aTbCA OT Hero B TeyeHwe 1 (ogHOro)
paboyero gHs;

Mpwn OTCYTCTBMM OTBETa 3aKa3 CYUTAETCA HECOrNacOBaHHbLIM;

CornacoBaHHbIM 3aka3 MMeeT MOJIHYIO I0PUANYECKYIO CUNY, ABNSETCA OCHOBAHMEM ANS NOAKIYeHUs [
M3MeHeHna [ oTknyeHunsa Ycnyr, He TpebyeT duamMyeckoro nopgnmcaHmMsa Ha OGyMaxKHOM HocuTene,
JanbHeNnwWen nepegavym opurnHana u MoxeT BbiTb MCNONb30BaH B Ka4ecTBe [OKa3aTeNbCTBa B cyde 6e3
Kakoro-nnbo cneunanbHOro Nopsiaka 3aBepeHus.

YCAyru cHUTaTCA NOAKIOYEHHBIMU, U3MEHEHHBIMU WU OTKTIOUYEHHDBIMU B NOPSAAKE, MPEefyCMOTPEHHOM
n. 3.1.1. MpunoxeHusa, c OaThl GaKTMUYECKOro Hayana oKa3zaHwua YCayr, onpefenseMoil ¢ MOMEHTa
nepegayvn 3akasuymKky YYETHOM 3ammMCU U CCbIKKM A9 JOCTyna K naHenu ynpasneHus Ycayramm unum c
MOMEHTa M3MeHeHns o6bEMa npenocTaBasaemMblx YCIyr.

YCAyru c4nTaoTca NoaKIOUYEHHbIMU B NOPAAKe, NpeaycMoTpeHHoM n. 3.1.2. HacToswero MNpunoXxeHus,
C MOMEHTa ocylecTBneHnsa B JIMUHOM KabuHeTe AeNCTBUI, NPMPaBHMBAEMbIX K 3aKka3sy. OTKOUYEHUE U
M3MeHeHne VYCNyr OCYLWecTBNAeTca B aHalormMyHoM nopagke C  MOMEHTa MNoATBEepXKAeHUSA
COOTBETCTBYIOLWMNX AENCTBUN B JINYHOM KabuHeTe!l.

4. TMOPSO0K B3AMMOOENCTBUSA C NNYHBIM KABUHETOM U KY

! O6HoBneHne cTtatyca Ycnyr B JIMUHOM KabuHeTe He OCYLEeCTBNAETCA B PEXWMEe peasibHoro BpeMeHW. M3aMeHeHUs B 3akas BCTYMaloT B CUNY B
TeyeHue 24 4acoB C MOMEHTA OCYLLEeCTB/IEHUA AeNCTBUI B JIMUHOM KabuHeTe.
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4.1.

4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.2.

4.3.

4.4,

4.5.

BO3MOXHOCTb ynpaBneHWsa noakawdyeHneM Ycnyr nocpeactsoM JIMYHOro KabuHeTa npaAMo

npegycMaTpuBaeTca B coOTBeTCTBYKOWEM OnucaHmu. B cnyyasx, Korga ynoMMHaHMe O TakoW onuumu

OTCYTCTBYET B COOTBETCTBYOLWEM MPUNOXKEHUM, yNpaBneHne YCayramm OCyLWeCcTBASETCA UCKTIOYUTENBHO

nocpeacTtsoM nognucaHmsa CTopoHaMm 3akasoB. MNMoTpebneHune Ycenyr ENT, ADV 1 MLS ocyuwectenaeTca

nocpencTBOM COOTBETCTBYHOLWMX KoHConen ynpasneHms.

Mpouecc pernctpaunmn/maMeHeHnsa/ynaneHmsa y4éTHOM 3anmMcn agMMHUCTpaTopa B JINUHOM KabuHeTe:

e MOPAAOK perucTpaunmm HOBOro nosnb3oBaTens: WcnonHutenb co3gaeT  YYETHYKHO  3anucb
Monb3oBaTensa JInyHoro KabuHeTa. JInuHbin KabuHeT HanpasaaeT NMcbMo Ha e-mail Monb3oBaTens
CO CCbINIKOWM ANnsa co3gaHua napons. MNonb3oBaTenb NosyyaeT NMCbMO, NPOXOAUT NO CCblIKe, CcO3haeT
naponb 1 aBTopusyetcsa B JINYUHOM KabuHeTe;

e MOPAAOK M3MeHeHua naponsa B JIMYHOM KabuHeTe: [Monb3oBaTefb aBTopulyetca B JIMYHOM
KabuHeTe, 3axoauT B pa3aen «YY€THasa 3anmcby» U MeHsAeT naponb;

e MOPAROK yhaneHus Y4e€THoW 3anucm [lonb3oBatens B JIMyHOM kabuHeTe: npenycMOTpPeHa
npouenypa 610KMPOBKM YYETHOM 3aNnCK - AODMUHUCTPATOP opraHnsaumnm (3akasumnk) aBTopumsyeTca
B J/In4HOM KabuHeTe, 3axoOuT B paspgen ynpasneHua MNofb3oBaTensaMu opraHusauum, BblbupaeT
onunio  «JeaktnsmposaTtb» [lonb3oBatend. [eakTUBMPOBaHHbIM [lonb3oBaTenb MNpPU  MOMbITKE
aBTOpM3aLMM nony4daet coobueHme «Account is disabled».

OnuncaHne byHKUWI 1 NpaB, NpPefoCcTaBAAEeMbIX aAMMHUCTPATOPY 3aka3umka B JINYHOM KabuHeTe:

e pobaBneHue [ 6okMpoBKa Monb3oBaTenen opraHmnsaunm;

e co3paHue [ n3aMeHeHue rpynn (NPOeKTOB);

e MOOKYeHMe/M3MeHeHne KoHpurypaumm Ycnyr;

e MNPOCMOTP AaHHbIX O pacxofdax opraHn3auuu;

e MpOCMOTP U popMMpPOBaHME AeTanmsaummn notpebneHuna Ycnyr opraHmsauunm.

OnuncaHne npouecca nepegaym / Co3gaHmMsa Napons oT Y4ETHOW 3anmMcK agMUHKUCTPaTopa:

e [lonb3oBaTesnb 3agaeT Naposib CAaMOCTOSATENbHO;

e TpeboOBaHMA K HACTPOMKE MapoOsIbHOM MOMUTUKN WU3NOXKeHbl B pa3gene 3 CornaweHua o
KnbepbesonacHOCTH.

B cnyyae, ecnu MNonb3oBatesnb yTpaTUA Naposb Ana 4octyna K JIMYHoMy KabuHeTy (TokeH, Ky SSH) nnn

CKOMMPOMETUPOBan ero, ynolHOMOYEHHOE NNLO 3aKa3uymMKa obpallaeTca B TEXHUMUYECKYHD MOAAEPXXKY

McnonHutena. TexHuyeckas NOALEPXXKa 3anyckaeT npouenypy cbpoca paHHbIX YYETHOM 3anucu

Monb3oBatena (naposb, TOKEH, KoY SSH).

Monb3oBatenb 0693aH CBOEBPEMEHHO OCYLLECTBAATb CMEHY Maposisi B COOTBETCTBMU C TpeboBaHMaMM,

M3noXeHHbIMK B CornaweHnem o knbepbesonacHoCTu.

3aKa3unK CaMOCTOATENIbHO HEeCeT NOJIHYID OTBETCTBEHHOCTb 3a BCE HEeraTMBHble NOCNEACTBUS, KOTOopble

BO3HUKAM (MOTYT BO3HWKHYTb) B pe3yfbTaTe HapyweHusa [onb3oBaTeneM TpeboBaHMM K HacTpolke

Napo/IbHOM NONUTUKM NN HECBOEBPEMEHHOM CMEHbI Napons.

Ona cosepleHns pencteuil B KoHconax ynpaeneHus Monb3oBaTenb OCYLWECTBASAET BXOA B JIMYHbINA
kabuHeT nmocpeacTBOM BBOAA NiorMHa v napona. O6béM npas Monb3oBaTensd ycTraHaBnuBaeTca Ponbio.
3aKasumK NoATBepXaaeT, uTo nobble AeNCTBUA, coBeplueHHble Monb3oBaTeneM B JIMYHOM KabuHeTe /
KoHconax ynpasneHus npMpaBHMUBaOTCA K AeMCTBMAM 3aKasumuka no [Lorosopy.

Monb3oBaTtenamMu MoryT 6biTb NULWb Te N1La, KOTopble yKa3aHbl B n. 3. MpunoxxeHuna N2 4. k [loroBopy.
Ponu Tlonb3oBatenen (NonHomMoumsa) 3aka3umK pacrnpepenser caMocToAaTenbHo (nocpencTtBoM
pacnpenenenunsa Ponen MNonb3oBaTenemM-agMMHUCTPaTopoM). Mo ymonyaHuto Monb3oBaTtenu obnagatoT
npasamu [lonb3oBaTena-agMMHUCTPaTopa, T.€. BMNpPaBe OCYLWECTBIATb BeCb O0ObLEM MNOSHOMOYUUN,
npefocTaB/eHHbIN QYHKLMOHANOM JInyHoro kabuHerta / KY.

McknoyeHMe M3 BbllleyKa3aHHOro cocTaBnsaoT ycnyru ML Space: nocpenctsoM JlnyHoro kabuHeTa
Monb3oBaTenb-aAMUHUCTPATOP BMpaBe CO34aBaTb YYETHbIE 3aMUCU HEMOCPEACTBEHHO B MPOCTPAHCTBE
KoHconu ynpasneHusa ML Space n npucBausaTb lNonb3oBatensaM 3aka3uymka COOTBETCTBYOWMe Ponu.

B cnyuyae ytpatbl goctyna K JInyHoMmy KabuHety / KY gocTyn MoxeT 6blTb BOCCTaHOBNEH MOCPEACTBOM
obpaweHna B KOHTakTHbIM LleHTp B nopsgke, ycTaHoBneHHOM B O6weM cornaweHun o6 ypoBHe
npepocTasneHuns Ycayr.

banaHc 3akasuuka oTobOpa)kaeTcs B COOTBETCTBYwLWeEN rpade B JIMuHOM KabuHeTe?. lMonb3oBaTesib-
aAMWUHUCTPATOP BMpaBe OrpaHM4YUTb BO3MOXHOCTb MHbIX [onb3oBaTeneil BuaeTb OaHHble banaHca.
O6beM AeHEeXHbIX CPeAcTB, yYMUTbiBaeMblxX McnonHuTenemM Ha banaHce, MoXeT 6biTb OTOBpPaXeH B BUAe
oTpuuaTeNbHOM CyMMbl 3a Ycnyru, npegnosaratmolimMe nocronnaty. B 3aBMCMMOCTM OT OKasblBaeMbIX
Ycnyr, Monb3oBaTtenb MOXEeT 3anpoCUTb NOCPeacTBoM JIMYHOro KabuHeTa OTYET O noTpebnaembix
Ycnyrax 3a CooTBeTCTByloWMI nepuof. CTOPOHbI YCTaHOBU/IM, UTO YKasaHHbIA OTYET He dABnseTcs
OTYETHBIM JOKYMEHTOM, B0 AOKYMEHTOM, Ha OCHOBaHWM KoToporo CTOPOHbI BMpaBe OCYLLECTBNATb
Kakue-nmbo B3aMMOpPacCYéTbl, MCMONMb30BaTb TakMe OTYETbl AN 0BOCHOBaHUSA TpeboBaHUM, a Takxke
OCYLLECTB/IEHUA WHbIX HPUANYECKU 3HAYUMbIX AEeUCTBUIA. MHbOopMauma B OTYETE HOCUT CMPaBOYHbIN

2 O6HOBNEHMe paHHbIX BanaHca No HEKOTOPbIM Yc/lyraM MOXeT NPOUCXOAUTb OT 2 (ABYX) A0 4 (4eTbipex) YacoB C MOMeHTa noTpebeHus. B TecToBoM
pexxuMe banaHc ycnyr ML Space oTpaxaeTtca B KoHconn ML Space, npu 3TOM Ha TEKYLWMA MOMEHT NCNonHUTENb He rapaHTUpyeT KOPPEKTHOCTb
oTOoBpaXKeHNS [AHHbBIX. 3aKA34YMK COT/IalaeTcsa C TeM, YTO TakMe AaHHble B KoHconmn ML Space HOCAT MHGOPMaTUBHbBIN XapakTep.

CtpaHunua 7 ns 9



4.6.

5.1.

5.2.

5.3.

5.4.
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XapakTep. B cBA3KM C pa3nMyHbIM NOpPAOKOM Onpoca nporpaMmMHoro obecneyvyeHns, OCyLLECTBNSAIOLLErO
cbop nHpopmMaumu ona bopMMpoBaHMa oTY€Ta, MHDOPMALIMSA B TAKOM OTYETE MOXKET OblTb HETOYHOM.

Mpn HeobxoAMMOCTM 3aKas3uymK BMNpaBe HanpaBUTb MICMOMHWUTENO 3anpoC Ha NpPefoCTaB/IEHME eMy
YKYPHanoB cobbITUI CBOEro TEHAHTa, B TOM yucnie nor-gannoB No MCNosib30BaHUO JINYHOro KabuHeTa
Monb3oBaTenaMun 3akasumka.

5. NOPAOOK B3AUMOLENCTBUSA C IMYHBIM KABUHETOM CDN

B TeuyeHue 4 (4eTbipex) pabouymx gHen C MOMeHTa nognucaHua 3akasa Ha ycnyry CDN McnonHutenb
nepepaeTt 3akasumKky YYETHble OaHHble ON8 aBTOpM3auMM 3akas3uuka Ha canTe: https://cdn.cloud.ru/a.
Y4UéTHble OaHHble MnepeparnTcsa 3akas3uyuky nocpeacTBOM obMeHa COOoOWEeHUSAMU 3MEKTPOHHOM MOoYThbl
MeXXay nMuaMn, oTBETCTBEHHbIMU 3a UCNofIHeHWe [oroBopa (pa3gen 10 Jorosopa).

3aKa3uyMK MOJIHOCTbIO OTBETCTBEHEH 3a COXPAHHOCTb WM KOHOMAOEHUMANbHOCTb MepefaHHbiXx eMy
NcnonHutenem YYETHbIX OaHHbIX. CNoNHUTENb He HeCc&T OTBETCTBEHHOCTU W He Bo3MellaeT YObITKU
noboro popa, NOHeCEHHble 3aKa3yMKOM M3-3a pasrialleHnsa UAW yTpaTbl MNOCNedHUM CBOUX YUYETHbIX
LaHHbIX.

Mo dakTy yTepmn, HECaHKLMOHMPOBAHHOMO AOCTYNa K YYETHbIM Aa@HHbIM, MNOMy4YeHHbIM OT MicnonHuTens,
WM BO3MOXHOCTM BO3HUKHOBEHMWA TaKOM CUTyauuu, 3aKa3ymkK Bnpase HanpaBuTb ICNONHUTENIO 3asBKY
Ha CMeHY YUYE€THbIX AaHHbIX U/unn 6noknpoBaHme poctyna K JIMYHOMY KabMHETY C MCNOIb30BaHMEM 3TUX
YUETHbIX AaHHbIX. B 3TOM cnydyae McnonHuTenb ocywectBnaetr O6M0KMPOBKY YUYETHbIX [LOaHHbIX,
nepenaHHbix 3akaszumky. Cpok nogobHon 6N10KMPOBKK cornacoBbiBaeTcs CTOPOHaMM [OMOAHUTENBHO C
YYETOM KaXK[A0N KOHKPETHOM CUTyauuu.

B cnyuyae ytpatbl (6€3 BO3HUKHOBEHUS BO3MOXHOCTU HECAHKLMOHMPOBAHHOMO AOCTyNa TPETbMX NuL, K
YUYETHbIM AaHHbIM) CBOMX YYETHbIX [daHHbIX 3aKa3uMKOM MX BOCCTAHOB/IEHME OCYLECTBNAETCH Ha
OCHOBaHMM 3anpoca O BOCCTAHOBNEHUN YUETHbIX OaHHbIX. Mpy 3TOM UcnonHuTenb BnpasBe 3anpocuTb
CKaH-KOMUN UOEHTUGULMPYIOWNX OOKYMEHTOB (0158 GU3MYECKOro Nnua - obLlerpaXaaHCcKuin nacnopr,
ONS IOPUAMYECKOTO LA - KOMWUIO CBMOETENbCTBA O perucrpaumnn). BocctaHoBneHne YUYETHbIX OaHHbIX
ocyllecTenaeTca McrnonHutenem B TeveHue 2 (oByx) pabouynx gHen C MOMeHTa NoSlyd4eHus 3anpoca o
BOCCTaHOBNEHUW OaHHbIX.

6. NOPAOOK PACYETOB MO YC/IYFAM

OnucaHus MOryT npegycMaTpuBaTh C/iefyioLlmne nopsaKku pacyéTos no Ycayram:

MpepnBapuTenbHaa onnata - MNOPSAOK OMfaTthl, MNogpasymeBalowun onnaty Ycnyr OO Havana ux
dhakTnyeckoro notpebneHus;

MocTonnata - nNOPSAOK oOnnaTthl, noapasyMmeBalowuni onnaty Ycayr nocne ux (QakTM4yeckoro
notpebneHus.

Ecnn B OnucaHum OTCYTCTBYET YNOMUHAHME O MPUMEHMMOM nopsake pacqéTa, CTOpOHbI YCTAaHOBUN, YTO
onnarta Takmx Ycnyr ocywecTtBageTca B nopsake nocronsathl.

Ecnn OnuvcaHWe COOEepPXXMT HEeCKONbKO BapuaHTOB Mopsaka pacyérta, npu 3akase Ycayru 3akasuuk
BbiGMpaeT NPUMEHUMbIN NopanoK. YKasaHHbIM NOPSAAOK OTPaXkaeTcs B COOTBETCTBYOLWEM 3akase. Ecnu
3aKa3 He CcooepXKMT Kakoro-1Mbo ynoMmHaHua o nopaake pacyéTa, To NpUMeHaeTcs noctonnarta Ycnyr.

MpenBapuTenbHaa onnaaTa OCyLWecTBAAETCA NOCPeACTBOM BHECEHMUS 3aKa3uMKOM [EeHeXHbIX CpeacTs
NcnonHutento po MoMeHTa dakTuyeckoro notpebneHus Ycnyr. BHeCEHHble [eHEeXHble CpeacTsa
oTpa)katotca Ha banaHce 3akasuuka B JIMYHOM KabuHeTe. CTOPOHbI YCTaHOBWUAM, 4YTO McnonHutenb
BNpaBe OCYLLeCTBNATb yAepXaHns cpencTs Ha banaHce 3akasunka B CNefyoWmX Cryvasx:
BO3HMKHOBEHMA Yy 3aka3uymka MPOCPOYKM MO onnaTte WHbiXx Ycnyr no [Lorosopy (HanpuMmep,
onfla4yMBaeMbIX B NopsaaKe NocTonsiaTbl) Ha CPOK, npesblwatowmin 30 (TpuauaTb) AHENR;

BO3HWMKHOBEHMA Ha CTOPOHE 3aKa3uMKa WHbIX MNOATBEPXKAEHHbIX [AEHEeXHbIX 00a3aTenbcTB nepes
NcnonHutenem, cBa3aHHbIX ¢ [loroBopoM (HanpuMep, WTpadbl CO CTOPOHbI TPETbUX NUL, BO3HUKLINE B
CBSA3M C HeEUCNoNHeHneM 0653aTeNbCTB 3aKa3uynKom).

NcnonHutenb o0693yeTcs BepHYTb AeHeXHble CpeacTBa, NMOCTYMNUBILUME eMYy B nMopagke npenonnatbl, B
nonHoMm o6béMe B Cllyvyae COOTBETCTBYlOWEro obpalieHnsa 3aka3umka B TedeHue 10 (mecatu) pabouumx
OHeln, Npu cobnogeHnn cnegyrolmx ycnoBum:

3aKa3uyuk obpaTtuica C MUCbMEHHbIM 3adBNieHUEM K MCNOMHUTENo, NOAMUCAHHbIM YNOTHOMOYEHHbIM
NNLOM;

Co CTOpOHbl 3aKa3uyMka Ha MOMEHT 06palleHUa OTCYTCTBYET 3aA0/HKEeHHOCTb Mo JloroBopy B CBA3U C
OKa3aHMeM MHbIX YCNyr, a TaKXe MCNoNHeHUeM MHbIX 0693aTenbcTB no [Joroeopy. B cnyyae Hannuma
HenorauweHHbIXx 0693aTenbcTB No [JOroBopy AEHE)XHble CpeacTBa BO3BPALLAOTCA 3aKasuMKy C YYETOM
yaepXXaHua nonarawlmxca NCnonHUTeNo cymMm.

Ha neHexXxHble CpeacTBa, NPenoCTaB/eHHble B MopsaKe NpeaBapuTesibHON ONaThl, He PacnpocTPaHATCA
YC/IOBMA O KOMMEPYEeCKOM KpeauTe, NpeaycMoTpeHHble MK P®. 3akasumMk He BrpaBe TpeboBaTb OT
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NcnonHutena ynnaTbl Kakux-NnbGo MPOLEHTOB 3a BHECEHHble B NOPSAAKE Mpefonnatbl AeHeXHble
cpepncTsaa.

7. CNOCOBbbI OMNNATbI / MOPAAOK NMOMO/HEHNA BAITAHCA

OnnaTta Ycnyr NcnonHuTtens ocywecTBnseTcsa nyTéM 6e3HaIMYHOro NepeymncrieHmsa OeHEXXHbIX CPeacTB C
pacyeTHOro cyeta 3aKa3ymKka Ha pacyeTHblM cyeT McnonHuTtens cnocobamu, ykasaHHbIMU B JIMYHOM
KabuHeTe Ha paTy onnatel Ycayr. C MOMeHTa peanusauuu MCNonHUTENEeM COOTBETCTBYIOLWErO
¢GyHKUMOHaNa B JIMYyHOM KabuHeTe, noslyyeHHble VCMonHUTENEM [eHeXHble CPpeacTBa OTpaXkatTca Ha
BbanaHce B JlnuHOM KabuHeTe M cnucbiBatoTca ¢ banaHca B onnaTy BbiIGpaHHOM 3aKa34ymMKoM YCAyru Ha
OCHOBaHUK BbibpaHHOro Tapuda 1 nepmvopa okasaHma Ycnyr, oTpa)kaeMbix B JINUHOM KabuHeTe.

[eHeXHble CpeacTBa CYMTAOTCA MOJYYEHHBbIMU McnonHuTeneMm:

e npu onnate nNyTéMm nepeBoda [OEHEeXHbIX cpeacTB 6e3 WCMNoAb30BaHUA 3/EKTPOHHbLIX CPeacTs
nnatexa B JIMYHOM KabuHeTe - B MOMEHT 3a4MC/IEHUsA OEHEeXHbIX CPeACTB Ha pacyeTHbI cyeT
McnonHuTens, ykasaHHbIM B HacToAawem [lorosope, npu cobnogeHn ycnoBuin onnathl, yKasaHHbIX
B BbiCTaB/IeHHOM McnonHuTtenem cyete;

e MpuW onnate C UCNOMb30BaHWEM 3/IEKTPOHHbIX CPeAcTB naatexa B J/IMYHOM KabuHeTe — B MOMEHT
nonyyeHua WcnonHuTeneMm oT NpoBalgepa Ycayr no npenocTaBNeHUI0 3/IEKTPOHHbIX CPeacTs
nnatexa MOATBEPXAEHMA O MNPUHATUMU K WUCMONHEHUIO 06A3aTeNnbCTB MO MepeBoAy OeHEeXHbIX
CpencTs B agpec McnonHutens.

OnnaTa ycnyr no [OroBopy MOXeT ObiTb BO3/10XKEHa 3aKa3YMKOM Ha TPeTbe MU0 MNpu YCI0BUK
cobnopgeHnsa 3akasuymKoM nopsanKa U ycioBuiA onnatbl YCnyr nNyTéM rnepeBopa OEHEeXHbIX CPeacTB co
CcyeTa TPEeTbero Nnua, pasMeleHHbIX MicnonHutenem B JInuHoM KabuHeTte.

Mpu onnate VYcayr C WCNONb30BaHMEM 3JIEKTPOHHbLIX CPEACTB njaTexa, [HOCTyNn K KOTOPbIM
npefocTaBngaeTca ynoJIHOMOYEHHOMY NpeacTaBuTento 3akasumka (Monb3oBaTeso) Npu COBEPLIEHUN UM
BXxofda B JIMYHbIN KabuHeT, 3aaBneHne o6 MCNONHEeHMM 00A3aHHOCTM 3akas3uyukKa Nno onnate ycnyr
NcnonHuTens nuMuoM, MCMOb3YOWMM Takoe 3MeKTPOHHOe CPeAcTBO MJjaTexa, CYMTAeTCA MOJlyYeHHbIM
NcnonHuteneMm. NonHOMOYMA nMua, MCNOJb3YIOLWEro 3/IeKTPOHHOE CPeACcTBO NiaTexa ans onnatel Yenyr
NcnonHutens, npepnocTaBnseMblX 3akasuyuKy, MOATBEPXKOATCA WCMNONb30BaHMEM TaKUM  JINLOM
npefocTaBneHHoro icnonHuteneM 3akasumnky J0TMHa M Napons ans Aoctyna B JIMYHbIN KabuHer.

O6HoBNEeHNe gaHHbIX banaHca No HEKOTOPbLIM YCyraM MOXEeT NPOUCXOANTb C 3aAePXKKOM A0 4 (YeTbipex)
4YacoB C MOMeHTa noTpebneHusa. B aToM cnyyae banaHc MoOXeT NPUHUMMaTb OTpUUaTeNbHOEe 3HaYeHwue.
3a00MKEHHOCTb MO haKTUYeCcKM NOTPe6NEHHbBIM YCyraM NoanexuT onnaTe.

8. OPrAHU3ALMA MHOOPMALIMOHHOW BE3OMACHOCTU B OTHOLUEHWUU YCNYT

OnucaHMa MoryT npegycMatpmMBaTbh Mepbl M CNoco6bl:

KoTopble npuMeHsaeT McnonHutenb, ANA 3awWnTbl MHPopMaummn, Obnaka Cloud.ru m cpencts ero
ynpaBneHus;

HanpaBfieHHble Ha BbIABIEHWE HEeLOCTAaTKOB opraHusauuu cuctembl Mb O6naka Cloud.ru (ayguT,
TecTMpoBaHue, U T.4.).

B oTHoweHWM npoueccoB / cepBucoB Mb OnucaHWsa MOryT copepaTb MHPOPMaLMio, Kacalollykcs
pacnpeneneHusa ponen, o6aA3aHHOCTEN M OTBETCTBEHHOCTM B obnactm MB Mexay 3akasuduMkoMm U
McnonHutenem.

B pamkax okasaHus Ycnyr icnonHuTenb He npepocTaBnseT onunum MHPOPMMPOBAHMS O BO3MOXHOCTAX
MapKMPOBKK U (MNK) Knaccudukaumm nHhopMaunm / akTMBOB 3aKa3umKa NyTEM HaMMeHOBaHUS U (Unn)
n3MeHeHna eé (ux) cBoMCTB. Ecnm 3TO NPUMEHMMO K KOHKPETHbIM YcayraMm, 3aKasuuk MOXeT
BOCMO/b30BaTbCsl BCTPOEHHbIMU BO3MOXHOCTAMMK 0, B ciiyvyae npegocTtaBneHmsa takoro MO 3akasuunky
B pPaMKax OKasaHusa Ycayr, 1 03HaKOMUTbCA C NPeAoCTaBleHHbIMU UHCTPYKUMAMU OT NPOU3BOAUTENEN
AaHHoro Mo.
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