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OINNCAHME N YCJ1OBUA NMPEOOCTABJIEHNA YCIYTU
«NOOKJTIOHEHWME K CEPBNCAM CLOUD»

1. ObLIAA UH®OPMALIUA N ONNCAHUE YCNYTU

Ycnyra noctpoeHa Ha 6a3e ceTeBoro v cepsepHoro ob6opynosaHusa McnonHurtens.

Ona nonydeHusa poctyna kK Ycnyram Cloud 3akasuuk, B 3aBUMCUMMOCTM OT TeKylKUX TpeboBaHuUn U
MMEIOLLNXCA BO3MOXHOCTEN, MOXET Bbl6paTh OANH UM HECKOJIbKO TUMOB CETEBOrO NOAKIOYEHUS:
MHTepHeT:

Tabn. 1. BapuaHTbl NogkntoYeHnin yepes MIHTepHeT

BapuvaHTbl NOAKIIOUYEHW ConepxaHue

BblAeNneHHbIi  rapaHTMPOBAHHbLIM  KaHan | JlorMyeckoe NofKatoyeHne K BbiAeNeHHOMY Ans 3aKasumka KaHany
NHTepHeT? rnepefayv AaHHbIX C rapaHTUPOBAHHOW MOMOCOM MPONYyCKaHUA

NorMyeckoe NopKIoUYeHue K obLleMy Afis BCeX 3aKasuuMKos YCayr
KaHany nepepauv AaHHbIX (CKOPOCTb CETEBOrO COEAMHEHUSs Ofs
O6wuin kaHan MHTepHeT (shared) KaXKporo 3akasumka He ABNAETCS rapaHTUPOBAHHON M 3aBUCUT OT
3arpy»eHHOCTM 06LIEero KaHana nepeaayn AaHHbIX)

Mpn noakntoyeHnn K cepeucam Cloud yepes MIHTepHET 3aka34ynk, No yMos4aHUIo, Noay4yaeT oamH 6enbin
IPv4-agpec, Bblgensembln B Buae MNoAceTM C Mackor nopgcetu /32. [ononHuTtenbHble |P-agpeca
BbIAENATCA NO aHa/IONMYHOMY NMPUHLKMY, HO 0ODOPMIAKTCA OTAENbHO 3@ AOMNOSIHUTENbHYIO naTy. Mpu
NoaKAtoYeHUN Yepe3 KaHan MHTepHeT 3aKa34yumKy npegoctaBnsaetca 6asoBas 3awmnTta MHOOPMALMOHHbIX
cucteM, pasmewaemblx B Obnake Cloud.ru, ot DDoS-atak, HanpaB/ieHHbIX Ha MCYeprnaHWe KaHanbHOoM
eMKoCTK ceTeBol MHdpacTpyKTypbl. TakyKe, MO 3anpocy, MOXeT 6biTb NpepocTaBneHa pacliMpeHHas
3alnTa NHPOPMALMOHHbBIX CMCTEM 3aKa3umnka, pasMewaembix B O6nake Cloud.ru, ot DDoS-aTtak Ha Bcex
YPOBHAX A0 L7 BKOUYMTENBHO B BUAE OTAE/bHON Tapuduumpyemon Ycnyru.

BblgeneHHbI KaHan cBA3u.

MookntoyeHne Yepes BbIOENEHHbIM KaHan CBA3M no3BoNsAeT obecneynTb B3aMMOOENCTBUE CeTen
3akasumka c cetbto B O6nake Cloud.ru c nomouwbio BblgeNEHHbIX KaHa/oB CBA3M CTOPOHHEro
npoBangepa. ONUMOHANbHO C MOMOLLbIO AaHHOIO CLeHapmsa K Ycayre 3aka3umMkKa MOXeT ObiTb NOAK0YEH
anbTePHATUBHbLIN KaHan B ceTb WMHTepHeT. ONS8 OAHHOMO MNOAK/OYEHMS MOryT ObiTb 3a4eMCcTBOBAHbI
BblAe/IEHHble KaHasbl 3aKa34ynKa, OpraHN3oBaHHbIE C UCMOMb30BAHMEM «TEMHOM ONTUKUY», NMBO KaHan.l,
npepocTasnaembie IcnonHUTeneMm.

Tabn. 2. BapnaHTbl NOAKIOYEHMI Yepe3 BblgeneHHbIN KaHan cBa3n

BapuraHTbl NOAK/IOUYEHNN CopepxaHune

noaknYeHne f[BYyX KaHanoB B pABa @U3MYecKMx nopTa Ha

Pesepsupyemoe
OTAENbHbIX CeTeBbIX MapLlwpyTulaTopax

NOAKOYEHME TONIbKO OJHOI0 KaHana B OANH GU3NYeCcKMn NopTa Ha

He pesepsupyemoe
O[IHOM W3 CeTeBbiX MapLIPyTN3aToOpoB

MoakntoYeHne BO3MOXHO C UCMOb30BaHMEM PU3NYECKMX MOPTOB C NPOMNYCKHOM cnocobHocTbio 1 F6/c 1 10 M6/c

CocTtas Ycnyrm n oCHOBHble KOMMOHEHTbI.
MHTepHeT:

Tabn. 3. UIHTepHeT

MopkntoyeHne K cepBucy B obnake Yepes cetb MHTepHeT — NAT

Copep)xaHue OrpaHuyeHus

. oAoMH Genbit IP apgpec Ha NpuUIoXeHwe - pgna nybnuvkaumm
HECKONbKUX NMPUIOXEHWUI C OAMHAKOBbIMUK nopTamu TCP (80, 443 1 T. 4.)
TpebyeTcs BblgeneHne AononHnTenbHbIx 6enbix IP agpecos;

Monb3oBaTtenu noAkovatoTca K
BUpTyanbHon MawuHe B O6nake
Cloud.ru, onybnukoBaHHON yepe3s

Genbiit IP appec, MaplwpyTU3MpyeMmbiii . ONS NPUNOXKEHUI C AMHAaMUYecKu BblaensiemMbiMu noptamu (FTP,
B ceTun V]HTepHe,T [aHHbIl CLeHapuii SIP, H.323 n T. 4.) MOryT BO3HMKHYTb NpPO6/eMbl C HEeOOCTYMHOCTbHO
’ cepBuca - HeobxogMmo GUKCMpoBaTb AMaNasoH  AWMHAMUYECKMU

pekomMeHayeTca Mcnonb3oBaTb Onga .
BblaengeMblX NOPTOB B HACTPOMKaxX MNPUNOXKEHUA U NponucbiBaTb UX B

npenocTaBieHuns pocTyna K DNAT. A o 6 1P
NyBAMUHOMY CepBUCY uepes  CceTb npaeunax - ANbTEPHATMBHbIV BAPUAHT - BbIAGNATb OAMH Genbiit
UHTepHeT ajpec Ha cepBuC M HacTpameaTb Nnpasuno Static DNAT.

! 3aaHHasA CKOPOCTb rapaHTUPYeTCa BHYTPU CeTU MICNONHUTENSA HauMHasA OT MopTa MOrpaHMYHOro MaplpyTMsaTopa ysna ceasu Cloud.
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1.3.2.

MopknioyeHne K cepeBucy B obnake yepes Site to Site VPN - L3 VPN (IPsec VPN)

Ha ceTeBOoM 060pynoBaHMM 3aKasunka
(poyTep wunM  MexceTeBOM 3KpaH)
HacTpamBaeTcsa cTaTuyeckun IP sec-
ToOHHenb B O6nako Cloud.ru, c
MOMOLLbD  KOTOPOro MoJfib30BaTenu
nopk/toYatoTca K BUPTYanbHbIM

obnayHon cetn 3akasuuka. [aHHbIN | pokymeHTaLmu

mMawwnHam B obnake Ha cepbie P | o TpebyeTcs HanuuuMe y 3akasyuka ceTeBOro o6opyaoBaHus C
appeca, MapuwpytnsmMpyemble B paMKax | nopgep)kkon IPsec VPN.

Mpoune orpaHu4yeHna npusBedeHbol B
no CCblnke:

cueHapun pekomeHayeTca | https://cloud.ru/ru/docs/vdc/ug/topics/networks.html

ncnonb3oBaTb A4 CBA3U on-premise
ceTen 3akasuuka c cetamm B Obnake
Cloud kKak OCHOBHOE nopgKtYeHne
WU KaK pe3epBHOe NMOoAK/UYeHne npu
HaNMUYUM NOOKIOUYEHMA Yepe3 NpamMon

KaHan CBA3un.

BblaeneHHbI KaHan CBA3N.

Tabn.4. BolgeneHHbI KaHan cBa3un

L2 nogknioyeHue

CopepyxaHue

OrpaHuyeHus

OaHHbIA cueHapuit no3BoNseT CBA3aTb CeTb knveHTa B Obnake
Cloud.ru c on-premise ceTaMu KiMeHTa BHe obnaka no L2. Mpu Takom
NOAKIOYEHUN cylecTBylowme BUPTYya/ibHble MaLllMHbI B
MHpPaCTPyKType 3akasumka OyoyT HaxoguTbCcs B Of4HOM L2 ceTum c
MawmnHamm B O6nake Cloud.ru, 4YTOo [aeT BO3MOXHOCTb AnA
peanu3aumMM Takoro cepBuMca Kak Murpaums MawuH 6e3 cMmeHbl IP

agpeca.
[aHHbIN BMA NOAKNIOYEHUA NpeanonaraeT cneaylowmne onuuu:
. ApeHaa ¢uM3MYecKoro nopTta - npenocTaBlieHne B apeHay

$pusnyeckoro nopta 1 nnm 10r6/c Ha obopyposaHum Cloud B ogHOM 13
TOYEeK MNPUCYTCTBMA, B  paMKax KOTOPOro  OCywecTBnseTcs
nookatoyeHMe K pecypcam 3akasumka, pasMmeleHHblx B Obnake
Cloud.ru;

. ApeHpa SFP mopyna - npepoctaBneHue B apeHay SFP
mMoayns, Heobxoanmoro onsa NOOKNKYEHUA pursnyeckomn
COeOQMHUTENBbHON NMHMKM K MNOpTy Ha obopypnosBaHum Cloud
(obsizaTenbHas onuMs Npu 3aKa3e YCnyrm apeHpa ¢Gu3anmyeckoro
nopra);

. ApeHa KpOCCMPOBKM (OMUMOHANbHO) - MpepocTaBlieHue
ONTMYECKOW COeaUHUTENbHOW NMHUK OT o6opyaoBaHusa Cloud B ogHoM
M3 TOYEK NpUCYTCTBUS [0 06opyaoBaHMA 3aka3umKka B TON e Touke
npuUCyTCTBUS;

. BbloeneHHoe ceTeBoe CoOeAuHeHWe - npepfocTaBieHne
BblI€/IEHHOr 0 KaHasa CBA3M Mexay Toukon 1, GU3n4ecknuM nopToMm Ha
obopynoBaHun Cloud B OfHOM M3 TOYEK MPUCYTCTBUSA, U TOYKOMN 2,
nopToM 060pyAoOBaHMA 3akasuMka Ha obbekTe 3akasuuka. Onsa
npefocTaBieHna AaHHOro CepBMca MOryT MCMNOMb30BaTbCA CEPBUCHI
CTOPOHHEro nposanaepa.

. ApeHia TEMHOro BOJIOKHa - MpeaoCTaBleHWe B apeHay
BblA€NIEHHbIX OMTUYECKMUX BOMOKOH MeXay Touykon 1, du3myeckum
noptoMm Ha obopypoBaHmMn Cloud B OQHOM M3 TOYEK MPUCYTCTBUSA, U
TOYKOM 2, NOpPTOM Ha ob6opynoBaHWMW 3akaszuMka Ha ob6bekTe
3aKka3sumka. [Ons npepoctaBNeHWss  [OAHHOMO  CepBMCA  MOryT
MCNONb30BaTbCS CEPBUCHI CTOPOHHEro NpoBanaepa.

YcnoBus npegocTaBneHuns:

Ona npenoctaBneHMs [aHHOro Tuha MNOOKIHYEHUA  3aKasuyuKy
HanpasnseTca AKT Hayana okasaHus Ycnyr. [pu COOTBETCTBUMU
XapaKTePUCTUK 3aKa3uMK NoANUCbIBaeT ABa 3K3eMnnapa AKTa Hayana
okasaHua ycnyr (no ¢opme MpunoxeHna 1.ENT.6.A. k [Lorosopy)
nnbo otnpasnaeT McnonHUTento yBegoMieHue O HecooTBETCTBUU B
TeueHue 5 (naTu) paboumx gHen.

B cnyyae, ecnm No UCTEYEHMN BbllleYKa3aHHOro CPOKa OT 3aKa3uunka
He MOCTYNWAWM 3aMeyYyaHusa Mo COOTBETCTBUIO XapaKTEPUCTUK AaHHOro
TMNa nofkno4yeHns, To CTOPOHbI CYMUTAIOT, YTO XapPaKTEPUCTUKMU
COOTBETCTBYIOT, YKasaHHbIM B 6naHke 3akas3a, a AKT cyuTaloT
MOAMNMCAHHbBIM CO CTOPOHbI 3aKa34ymKa 6e3 3aMedaHuit.

MoanucaHHble 3Kk3eMnasapbl AKTa 3aka3unk obs3yeTcs nepepatb
YNOSIHOMOYEHHOMY  npepcTaBuTento  WMcnonHutena (pasgen 10
[oroBopa). B TeyeHue 5 (nATu) paboymx gHENn ¢ MOMEHTA NonyyYeHUs
aK3eMnnapoB AkTa, MicnonHuTenb 06a3yeTca NoanMcaTb UX CO CBOEW

. MaKcuMarnbHas BO3MOXXHas
Nnpon3BOANTENBbHOCTb NoaknveHns - 10
[6/c. [Ona MaKCMManbHOW yTUAM3auun
nogkatoveHus 3HayeHne MTU Ha BceM NyTu
cnepoBaHua  Tpaduka  [QOMKHO  6bITb
yCTaHOBNEHO He MeHee 9000 6awnT.
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CTOPOHbI, @ TaKXXe HanpaBWUTb OAMH 3K3EeMNAAP NOAMUCAHHOro AKTa
3aKa3uymKy.

B3anMopeicTBMe c pecypcamMmn o6aka c MCnonb3oBaHUeM AS U IP-agpecoB 3akas3uuKa

CogepxaHue OrpaHu4yeHus

. 018 MCMNO/Ib30BaHMS  CUeHapus
TpebyeTcs, 4ToObl KNMEHT mmen Provider
Independent IP appeca, COGCTBEHHYIO
aBTOHOMHYIO CUCTEMY.

. KNMeHT wucnonb3yeTt cetb Cloud
KaK TPaH3UTHYO A9 aHOHCMPOBAHMUSA CBOUX

npeduKcos.
Cepsuc 3aka3uuk aHoHcupyetcs u3 O6naka Cloud.ru ¢ nomoubio |, LOOMONHUTENbHO OO/MKHA  BbiTb

MapLpyTU3MpyeMmbix B MHTEPHeTe agpecos 3aka3uuka (Pl 610k). npopaboTaHa cxema 3awuTbl Anti-DDOS
onsa npedmKcoB KINEHTa.

B 3aBMCMMOCTH oT ocobeHHoCTEN
peannsaumm CxeMbl MOAKIIIOYEHNS MOXeT
notpeboBaTbCA [OMOMHUTENbHAA 3aKynka
ceTeBoro ob6opynoBaHMa NO COrnacoBaHU
C 3aKa34yunKoM.

2. BA30OBAA ®YHKLMOHATIbHOCTb N METPUKW YCNYTU

ba3oBasa dyHKUMOHaNbHOCTb U MeTpuku Ycnyrmn «lMogkntovyeHmne K cepeucam Cloud» npeacrtasneHol B
Tabnuue 5.

Tabn.5. MNapameTpbl NpepocTaBaseMbix Yenyr

XapaKTepucTuku U MeTpuku LonycTuMble 3HauyeHua*

Ot 10 M6/c po 10 I6/c B 3aBUCMMOCTUN OT BbiGpaHHOMN

CKOpOCTb nepegayvn faHHbIX .
P Pen A nNpPonNycKHoM cnocobHocTn

CpenHana ceTeBas 3agepykka B npegenax Cna Cloud He 6onee 5 mMc

MpoueHT NoTepsAHHbIX NakeToB B npepenax CrMAa Cloud He 6onee 0,2 %

OrpaHuyeHua BXOASLWEro cyMMapHoro Tpaduka 3a | He orpaHuyeHo, eciv MHOe He YKa3aHo B OMMCaHuu
OTYeTHbIV Nepuog, Yenyru

OrpaHuyeHua ucxopsawero cymMmapHoro Tpaduka 3a | He orpaHuyeHo, eciv MHOE He YKa3aHOo B OMMCaHuMu
OTYeTHbIN Nepuos ycnyru

* - VcoBue: 3arpy3Ka rnosaochl MporyckaHua He 6osee 80% (pacnpocTpaHAETCA TObKO HA Bblae/1eHHbIV KaHasl CBA3M).

basoBble METPUKM MOTYT BbITb CKOPPEKTUPOBAHbI MPK 3aKase YCayru.
3. TAPUDUKALNA YCNVTU

[na paHHon Ycnyru ncnonbsyetca Ctatudyeckasa tapudunkaums.

BennunHa exeMeca4yHOro nnaTte)ka 3a nosb3oBaHWe Yciyrol onpepensetca B COOTBETCTBUM C
3aKa3aHHbIM 0OBEMOM NEPEUUCNIEHHbIX HMXE PECYpPCOB U OMNUUI:

e LWIMPWHA KaHana MHTepHeT;

e KoNunyectBo 6enbix IPv4-agpecos;

e MPONYCKHaa CNOCOBHOCTb M KOMNMYECTBO PM3NYECKUX MOPTOB;

e TMN U Konuyecteo SFP mopynen;

e KOJINYECTBO KPOCCMPOBOK;

e MpPOMYyCKHaa cnocobHOCTb M KOMMYECTBO BblAENEHHbIX CETEBbIX COEAUHEHU;

e KOJIMYECTBO ONTMYECKUX BOMOKOH M ASIMHA ONTUYECKOWM TPaccChl.

EoVHOBPEMEHHbIV NaTexXx 3a nogkaoveHne Ycayru (ecnv 3To NpUMeHUMo no Tapuady).
4, MHbIE YC/TOBNA, NMPUMEHUMbBIE K YCNTYTE

Bo3MOXHble BUOblI NOAK/IIOYEHUS [ UBMEHEHUS [ OTKNOYEHUS YCnyr:
MocpencTsoM nognmucaHmsa 3akasa.

BO3MOXHbI NOPSAAOK pacyeTos rno Ycayre:
MocTonnaTa.

Bo3MOX)Hble cnocobbl onnaTtbl M NOPSAOK NONonHeHMs banaHca:
OnnaTa B 6€3Ha/IMYHOM NOPAAKE HA OCHOBAHWM BbICTaBNeHHOro McnonHuTeneM cyeta.

CTOPOHbI YCTAHOBUW CreayioWmnii MopaaoK 3akasa Ycayru no Hactoawemy MNpunoXxeHuio:
3aKa3 Ha nogk/yeHue Ycayru no Hactoauemy MNpunosxkeHuio gomkeH 6biTb HanpasneH WcnonHutenio
He no3fHee, YeM 3a 6 (WwecTb) paboynx oHen 00 AaTbl Havana okasaHus Ycnyru;
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B TeuyeHune 3 (Tpex) paboumx gHen NcnonHUTeNb UAM ero ynosHOMOYEHHbIN npeactaBuTeb obasyerca
paccMoTpeTb 3akas Ha YCAyry u HanpasuTb 1ULY, HanpaBMBweMY 3aKas, oTBeT (MOAMMCAHHbIN CO CBOEN
CTOPOHBI 3aKa3 nanM oTKa3 B npepocTaBneHnn Yenyrm ¢ 060CHOBaHMEM NPUYMHDI);

B cnyyae cornacosaHmna CtopoHaMu 3akasa Ycayra no Takomy 3akasy npepocTaBnisieTcs B faty Havana
OKasaHua Ycnyru, 3apmMKcMpoBaHHyto B 3akase, ¢ 10:00 No MOCKOBCKOMY BPEMEHMU.

3aKa3uynmK CaMOCTOATENIbHO HEeCeT OTBeTCTBEHHOCTb 3@ COXPAHHOCTb [AaHHbIX WM NPUHUMaeT
CaMOCTOSITENNIbHO Mepbl MO UX COXPaHEHUIO NMpu oTKase oT Ycnayru. MNpu oTkase ot Ycnyru McnonHurteno
BNpaBe yaanuTb AaHHble 3aKa3uymKa no ncrevyeHumn 5 (natun) paboumx gHen nocne oTkasa oT YCiyru.
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