000 «O6nayHble TexHonorum» / Cloud.ru LLC B
cloud.ru _ /
info@cloud.ru / +7 (495) 260-10-82 / https://cloud.ru Bepcus 230621

MPNNOXEHWE N2 1.CRS.3
K Jorosopy

OMUCAHVIE W1 YCNOBUS MPEOOCTAB/IEHUS YCIVT
3ALLVTA OT DDOS-ATAK (STORMWALL)», «3ALLUTA BEB-MNPUOMEHMN
(STORMWALL)»

1. OBLWAA NHOOPMALNMA N ONMNCAHWE YCNYT

1.1. Ycnyra «3awmTta ot DDoS-atak (StormWall)» - ycnyra no 3awmTte oT aTtak 0TKa3a B 06CIY)XUBaHUN UK
DDoS-atak cepBMcoB! 3aKasuuka, AOCTYMHbIX Mo npoTtokonam HTTP, HTTPS unau MHbIM NPUKNaAHbIM
npoToKonam, nogeep>xeHHbiM DDoS-atakam.

1.2. Ycnyra «3awmTta Beb-npunoxeHnn (StormWall)» - ycnyra no ¢punbTpaunm Be6-Tpadumka ona 3aWuTbl oT
aTak, HanpaB/ieHHbIX Ha 3KcnayaTauuto ysassumocter WEB-npunoxeHun (pyHkuma Web Application
Firewall, WAF). Ycnyra «3awmTa Be6-npunoxeHnn (StormWall)» npegoctaBnaercs 3aka3ymMkam TONbKO
COBMECTHO C ycnyron «3awmuTa oT DDoS-atak (StormWall)».

1.3. Ycnyru npenocTaBnaoTcd B coTpynHuvyectBe ¢ OO0 «CTOPM CUCTEMC» (6peHp StormWall, panee -
MapTHep) M Ha 6Ga3e ero ob6nayHoro peuweHus? no 3awmuTte ot DDoS-aTak M aTak, HanpaBiEHHbIX Ha
aKcnnyataumio yassumocten WEB-npunoxeHun.

2. OMWUCAHUE YCNVYTU «3ALLUNTA OT DDOS-ATAK (STORMWALL)»

2.1. O6wune xapakTepucTukn Ycnyru:

2.1.1. npepocTaBnaeTca nocpenctsoM uameHeHna DNS-3anuceit MHTEpPHET-CEePBUCOB 3akKa3uuka C Uenbio
HanpaB/ieHMA BCEX 3aNpPOCOB Ha obopynoBaHue MicnonHutens.

2.1.2. npu cpabaTblBaHMM 3aWMTbl peann3oBaHa oTnpaBka E-Mail-ysegomneHnini o HavaBwenca wu
npexkpaTMBLUENCA aTaKe.

2.1.3. Ycnyra obecneymnBaer:

— CKBO3HYl nepepady Ha obopypnoBaHue 3aka3ymka IP-agpecoB MCTOYHMKOB 3aMpOoCoB;

— BO3MOXHOCTb NPOX0XAeHUsA npoTokona WebSocket ¢ HacTpoIMKON COOTBETCTBYHOLLMX NOPTOB;

— becnpenATCTBEHHYO PaboTy NeranbHbIX NOUCKOBbLIX BOTOB U HE OKa3blBAae€T BAMAHMA Ha MOKa3aHus
dHpekc- n Google-MeTpuK B YacTM UCTOYHMKOB Mepexoda AaXke B pexxnume dunbTpaummn ataku. Mpu
3TOM MOJIHOCTbIO WCKAKYEHO BMUAHME 3alMTbl Ha TakKMe noKaslaTenNu, KaK YUCNO BHYTPEHHMX
nepexonos, YNC0 OTKA30B U NPOOO/KUTENBHOCTb CECCUU;

— He MeHee 5 ToYyeK o4YncTKU Tpaduka no mmpy B CLUA, EBpone, Poccuickon Mepgepaunn, LleHTpanbHoM
A3un u B Kntae.

2.1.4. BkntoyeHne pexxnmMa 6NOKMPOBKM aTakM M OYUCTKM TpaduKa OCYLLeCTBNSAETCA aBTOMATUUYECKU Mnpu
OBHapyXeHUn CUCTEMOM MOHUTOPUHra McnonHuUTena aTaku, HanpaB/leHHOW Ha WHTepHeT-pecypchbl
3aKa34ynka, a TakXKe Npu NoCTynmBLLEN 3asBKe OT 3aKa3uumka.

2.1.5. nooaepXmMBaeT aBTOMaTM4YECKYlD YCTaHOBKY OecnnatHbix Let’s Encrypt SSL  cepTudukaTtos,
npepocTtasnaembix MicnonHutenem.

2.2. TexHnyeckme xapakTepuctmkm Ycnyrum:
2.2.1. 3awmTa oT cnegyowmx TUNOB aTak:
— TCP-¢nya (Bkntodvasa SYN ACK reflecton flood, TCP ACK flood, TCP fragmented attack);
— SYN-dnyp (Bkntouasa Spoofed SYN flood);
— UDP-¢nyn (Bkntoyaa DNS/NTP/SSDP amplification, UDP fragment flood);
— HTTP/S-dnyn (POST/GET bot attack, SlowLoris);
— ICMP-obnyg (Bknovaa Smurf attack, Ping of Death);
— ®nyn opyrumMn npotokonamu (GRE flood etc.);
— 3anonHeHue nonocsl nponyckaHusa (volumetric flood).
2.2.2. Ycnyra obecneymnBaer:
— ¢unbTpaunto kak HTTP, Tak n HTTPS Tpaduka c packpblTUEM NPUBATHbLIX Koyen SSL;
— nopmepXKy npotokona HTTP/2 6e3 nepek/ioyeHNs KIMEHTOB C NOAAEPXKOW npoTtokona HTTP/2 Ha
6onee cTapble BEpCUM NPOTOKONA;
6anaHCUMPOBKY HAarpy3KM Mexay MysoM OCHOBHbIX U pe3epBHbIX 63KEeHO0B;
—  K3WWpoBaHMe ana HeobxoaMMbIX pacliMpeHuin ¢panos;
2.2.3. 3alWmTa Ha YpoBHe obopynoBaHua McnonHutensa:
— obecneynBaeTca 3aWuMTa OT aTak, MMEET TeXHUYECKYI BO3MOXXHOCTb noaasneHnsa (rpybon o4YncTku)
aTaKM eMKOCTblo He MeHee 2,5 TouTt/cek;

13pecb U fanee no TEKCTY AOKYMEHTA MOA «CepBMCcaMmM 3akasumMKa» NoapasyMeBatoTcsa ntobble CepBUCHl, JOCTYMHble Mo npoTokony HTTP, HTTPS
VAN UHBIM NPUKNAAHbIM NPOTOKONAaM, NoaBepXeHHbiM DDoS-aTtakaM, B TOM yuche, HO He orpaHuymeascb WEB-caliTamMu, LOMEHHbBIMU UMEHAMMU,
VHTepHeT-Mara3nHamu u npoynmun WEB-cepBrcamMmn 3akasyumka.

2T.e. 6e3 HeobxoAnMocCTH YCTaHOBKW NpPOrpaMMHoOro obecneyeHuns Ha cepsepbl 3aKasyumka.
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3.1.

3.2.
3.2.1.

3.2.2.

3.2.3.

3.2.4.

obecneynBaeTca TOHKAaA NakeTHas GUNbTPaUNA TpaduKa CO CKOPOCTbIO He MeHee 1200 Méut/c.

3. MOPAOOK AOCTYNA K VYCINVYTE «3ALWLUNTA OT DDOS-ATAK (STORMWALL)»

3aKa3uyMKy MpenocTaBnaeTcs NUYHbIA KabuHeT M APl Ona ynpaBneHMa YCcayroin C BO3MOXHOCTbIO
M3MeHeHUa 3almnTbl (B TOM YMC/e ee OTKIOYEHUSA), MOPOroB ee cpabaTbiBaHUA, 63KeHO0B, MapaMeTpoB
NPOBEPKM AOCTYNHOCTU BG3KEHA0B, CEPTUDMUKATOB U MPUBATHBLIX KOUYel, YepHbiX U 6enbiX CrUCKOB,
UCKOYeHMa No Tunam dainoB, UCKNOYEeHUS Mo NoKaunam.

JINYHbIN KabuHeT Ycnyru npefoctaBnseT 3akasumky cnepyloume GyHKUMOHATbHbIE BO3MOXHOCTHU:
ynpaBfeHne noporamMmun (MMMmnTammn) ana obHapyXXeHua aTak:

Mo KoNM4YecTBy 3aNpOCOB B CEKYHAY;

Mo % COOTHOLLEHUIO 3aNPOCOB, 3aBePLUEHHbIX C OWMBKaMM Ha NoA3alWMTHOM CepBuUce;

Mo cKOPOCTU yBeNMUYEHUS BXOAaLLero Tpaduka;

BO3MOXHOCTb HacTPOWKWU UHAUBUAYANbHbIX NOPOroB A18 610KMPOBKK IP-agpecoB nNo KOMUYecTByY
3a6/10KMPOBaAHHbIX 3aNPOCOB M 3aNpPOCOB B onpeaeneHHble o6nacTn web-npunoxeHus (Location);
BO3MOXHOCTb HACTPOMKM MaKCMManbHOW MPOOO/IKUTENbHOCTU aTaku, a Take YynpasneHue
ycnoBuaMK 3aBeplueHua (obpaTHOro nepexoja M3 pexuma akKTUBHOW GUAbTPaLUU B PEXUM
obHapyxeHuns).

B nuyHOM KabuHeTe Ycnyru NpuCcyTCTBYIOT CIeayiolne BO3MOXHOCTU:

Bbi6op onpeneneHHoro LoOMeHa/NoanoOMeHa U NepCcoHanbHas HAaCTPOMKa ANA KaXXAoro canTa
BO3MOXXHOCTb MOCTPOEHUSA Pa3INYHbIX FrPaPuUKOB:

o 3aMpoCOB K CalTy C BO3MOXHOCTblO Bblbopa Tuna oTobpaaeMblx 3anpocoB: obuiee
KOSIMYECTBO 3anpocoB, paspelleHHble 3anpocbl, W3 K3wa, B 6GenoMm crnucke, BCEro
3ab6/10KMPOBAHHbIX 3aMPOCOB, OWNOKM;

o obbeMa TpadurKa C BO3MOXHOCTbIO NPOCMOTPa MHbOPMaLKUKM 33 AMana3oH B 5 MUHYT;

o [padukn BpeMeHU OTBETA M KOAOB OTBETA C BO3MOXHOCTbIO MPOCMOTPa MHbopMauum 3a
gmanasoH B 5 MMHyT ¢ warom 0-50 ms, 51-100 ms, 201-600 ms, 601-1000 ms, 1001-4000
ms;

o [paduk KogoB OTBETA C BO3MOXHOCTbIO NPOCMOTPa MHbOPMaLMM 33 AMana3oH B 5 MUHYT;
Bo3MOXHOCTb MacwTabupoBaHua rpadmkKos 3a nepnod 5 MunHyT, 15 MuHyT, 1 4yac, 3 Yaca, 6 4acos,
24 vyaca, 3 oH4, Hepgensa, Mecau,;

Tennosas KapTa 3anpocos;

MHbopMauma o ropodax u cTpaHax, oTKyaa 6biaun 3anpocbl. OTob6pa)keHMe B BUOE CnNucka U B BUAE
KpYroBol (CEKTOPHOWN) Anarpammsl;

Cnucok 1 Kpyroeas (CeKTOpHasd) AMarpamMMa OCHOBHOWM /lOKauWeln 3anpocoB C OToOpakeHuem
npoueHTa;

B0O3MOXHOCTb CKayaTb JIOr 3aMNpOoCoB;

Bo3MOXXHOCTb ynpaBneHusa pyHkumamm black n whitelist opna onpegeneHHoro gomMeHa/nogaoMeHa,
a MMeHHO NpocMoTp 1 aobaBneHusa/yganeHns IP agpecos;

BO3MOXHOCTb MNpOCMOTPa MCTOPMKW aTakK Afsa onpeneneHHoro [[oMeHa/noanoMeHa € Bbibopom
KOHKPEeTHbIX Oat n dopmmnpoBaHnem PDF-oTyeTa B peanbHOM BpeMeHU. [0 KaXaon aTtake OoJ/KHa
OblTb BO3MOXXHOCTb MPOCMOTPETb NOAPOOHY MHbOPMaUUIO NO Lenu ataku, N0 YPOBHKO aTtaku, no
BPEMEHM Hayana M KOHLUa aTaku, MOLWHOCTb aTaku, MPOTOKO/ M 3HAYEeHMe Ha MOMEHT aTaku B rps /
bps / cps c nogpobHbIM rpaduKoM. B pgetansax Tpaduka gomkHa 6biTb MHGOpMaLMA Mo 3anpocam Ha
caunt, obbeMy Tpaduka, BpeMeHn OTBeTa, Kofa OTBEeTa W TensioBas KapTa C yKasaHUEM TOM NIoKaunii;
B0O3MOXXHOCTb NpocMoTpa 3abnoknpoBaHHbIX I[P agpecoB n nctopnm 610KMPOBOK 3a ONpPefeneHHbIN
nepuvopg, C ykazaHneM BPeEMEHU U NPUYNHbI BTOKMPOBKU;

Bo3Mo)kHOCTb cMeHbl IP backend agpeca cepBepa/XoCcTuHra;

Bo3MOXHOCTb fo6aBneHns cybakKyHTOB C HAacTPOWMKaMM MpaB YNpaBfeHMs MOA KaXAbl aKKayHT
OTOE/NbHO;

BO3MOXXHOCTb CMEHbl UMEHM JOMeHa/nogaoMeHa 6e3 AONOMHUTENbHbIX NNaT UAM obpaleHnin;
BO3MOXXHOCTb Py4HON HaCTPOMKN PEANPEKTOB C OQHOIO AOMEHA Ha JpYyroMn.

Bo3MoxHocTb gobasneHmns Websocket

Bo3MoXHOCTb fo6aBneHne e-mail agpecoB ona nony4yeHUa paccobliok 06 atakax

BO3MOXXHOCTb aKTMBaLMW MPOAKTUBHOM 3aliMTbl 4N MPOBEPKM HOBbIX KAMEHTOB MO MEeToAam
location, keepalive coeamHeHuna, ncnonblosaHuio User Agent u numutam RPS

B nuyHoM kabuHeTe obecneymBaeTcss BO3MOXHOCTb O3HAKOMJIEHMS CO CMMCKOM aTakK 3a YKa3aHHbIN
BPEMEHHON WHTepBan. Mo KaXApol artake CywecTBYeT BO3MOXHOCTb MNPOCMOTPETb MoApobHYo
MHbOPMaLMIO NO LLeNn aTaku, No YPOBHIO aTaku, MO BPEMEHM Hayana M KOHLA aTaku, MOLWHOCTb aTaku,
NPOTOKON M 3HaYeHWEe Ha MOMEHT aTaku B rps / bps / cps c nogpobHbIM rpadukom. B getansax Tpaduka
npefocTaBnseTca nHopmaumsa no 3anpocaM Ha cant, ob6beMy Tpaduka, BpeMeHM oTBeETa, KOAa OTBETA U
TensioBas KapTa C yKa3aHMeM TON NOKauui.

Micnonb3yeMble pexxmMbl YCyru:

[MONHOCTbIO BbIK/AKOYEHA B 3TOM peXMMe 3awmTa MNOJHOCTbIO BblKAOYEeHa. Hu npu  Kakux
obcToATENbCTBAX 3aWMTA He 6y,EI,E‘T nepekniyeHa HM KakKnM n3 aBToMaToB
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3.3.

4.1.
4.1.1.
4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.1.7.

4.1.8.

4.1.9.

4.1.10.

4.1.11.
4.1.12.

4.2.
4.2.1.

4.2.2.

- Bblk/toyeHa/aBTO ANa 3anpocoB C OOblYHbIX IP 3awmTa BblkAloyeHa. Ho ecnu IP Haxoautcs B
rpennucTe, To ypoBeHb 3alMTbl aBTOMATMYECKM MOBbLICUMTCA LO peaupekTa. Ecnu IP HaxopguTtca B
JapKnucTe, To 3almnTa OyaeT noBbiWeHa A0 MakcMManbHoM(kanya). Ecnm IP Haxoautcs B 61aknucTe,
TO coegmnHeHue 3akpoeTca ¢ 418 cTaTycoM.

- PeoupekT/aBTO ANS 3anpocoB C 06blYHbIX IP npuMmeHseTcs peanpekT. Ho ecnu IP HaxoguTca B
rpemnncTe, To YpoBEHb 3alMTbl aBTOMaTM4YeCKU NoBbicMTcs Ao JS Banupaumun. Ecnm IP HaxoguTcs B
JapKnucTe, To 3almnTa ByaeT noBbiWeHa A0 MakcMManbHoM(kanya). Ecnm IP Haxoautcs B 61aknucTe,
TO coegmnHeHue 3akpoeTca ¢ 418 cTaTycoM.

- JS/aBTO Ana 3anpocoB € ob6blYHbIX IP npuMmeHseTca JS Banupauma. Onsa IP rpennucta/papkancTa
npumeHaeTca JSA. Ecnu IP HaxoguTca B 613KIKCTE, TO COeQMHEHME 3aKpoeTca ¢ 418 ctaTycom.

- JSA/aBTO Ons 3anpocoB € 06blYHbIX IP npuMeHseTca JSA Banupaumsa. Ona IP rpennucta/gapknmcra
npuMeHsaeTcs kanya. Ecnum IP HaxopauTca B 6N3KAUCTE, TO COeaMHeHne 3akpoeTcs ¢ 418 cTaTycoMm.

- Kanua/aBTO Oond BCex 3anpoCcoB NpMMeHsAeTca Kanya

- PepupekT (Redirect) onsa Bcex 3anpocoB NPUMEHAETCA PeaupeKT.

- ]S ona Bcex 3anpocos npumeHsieTcsa JS Banuaaums.

- JSA pnqa Bcex 3anpocoB NpumeHsieTcsa JS Banmpauuns.

3aKa3unKy npepocraBaseTca [OCTYN KO BCEM 3anpocaM, npoxoaswmm 4vepes cuctemy Anti-DDoS, B
peXxume peanbHOro BpeMeHn Yyepes NNYHbIN KabuHeT n yepes API, C BO3MOXHOCTbIO MOMCKa U BbIBOPKU
3anpocoB, NOCTPOEHUA rpadmnKOB NO 3afaHHOM BbIBOPKE, C NHTEPBANIOM XPaHEHMS 3aMpPOCOB HE MeHbLUEe
1 Hepenw.

4, OMWUCAHWE YCNYTU «3ALUUTA BEB-MPUTOXEHUIA (STORMWALL)»

O6wMme xapaKTepuUCTUKKM YCnyru:

NOALEPXMBAET PeXXUMbl BIOKMPOBKK («B pa3pbiB») 0bpaTHbIM NpOKCU-cepBep (reverse proxy);
npenocTaBnseT pexxnum 610KMPOBKM («B pa3pbiB») AOMYCKAeT BO3MOXXHOCTb YaCTMUYHOIO MU MOJIHOTO
OTK/l0YEeHMA 6NOKMPOBKM Ha BPEMSA HACTPOMKM YCAYrY UMW PerfiaMeHTHbIX paborT;

MMeeT BO3MOXXHOCTb TEPMUHUPOBaHMNA 3aWwmweHHoro SSL/TLS - Tpaduka (SSL/TLS-offload), B ToM uncne
C pa3MelleHMeM HeCKONbKMX noanep>xunsatolwmnx HTTPS WEB npuno)keHuin (cantos) Ha ogHoM IP agpece,
a 3aTeM ynakoBKM obpaTHO B SSL/TLS coegnHeHune;

MoXKeT aBTOMaTMUYECKN ONpenenaTb CTaTUYECKMN KOHTEHT B TpaduKe MPUNTOXKEHUN, a TaK)Ke OTAENbHbIN
pexum ero o6paboTknm pna obecneyeHMss ONTUManNbHOW MPOU3BOAUTENBHOCTM UM MOBbIWEHUSA
3 PEeKTUBHOCTM aHaM3a OaHHbIX B NOACUCTEME YNPABNEHUS U MOHUTOPUHIa;

MoxeT o6pabaTbiBaTb MacCOBble OAHOTUMHble ONOKMPYeMble 3anpocbl B CNeunanbHOM peXxume
HenocpeacTBEHHO B NoAcMcTeMe 3axBaTa Tpaduka, 6e3 nepegaym B nogcucteMy aHanusa Tpaduka, ans
obecneyeHnsa oNTMManbHOM NPOU3BOAUTENBHOCTU NPU 3aWwuTe oT 60T-akTMBHOCTM 1 DDOS aTak;
obecrneynBaeT BO3MOXHOCTb KOHTPONSA WCMOJ/Ib30BAaHMA 3alMULLAEMOro MNPUNIOXEHUA NErMTUMHBbIMU
nonb3oBaTenaMu;

nopaepXXmMBaeT cxeMbl paboTbl «pa3peLieHo BCe, YTO He 3anpeleHo ABHO», «3anpeLleHo BCe, YTO He
paspelleHo ABHO», a TakKXe KOMBbUHauMm obenx CXxem, B 3aBMCMMOCTM OT paccMaTpuMBaeMoi Mopenu
Yrpo3 U KPUTUUYHOCTM 3aLUNLLAEMDBIX MPUSTOXKEHWNIA;

obecrneuymMBaeT CBoeBpeMeHHoe oObHapyxeHue GaKToOpoB KoOMMpomeTauMnm U BO3MOXHOCTb
nocnenyowWwero paccnefoBaHna MHUNMAEHTOB;

BO3MOXHOCTb pa3geneHus 3anpocoB K CTAaTUYECKOMY U OMHAMUYECKOMY KOHTEHTY A9 3KOHOMUM
CMUCTEMHBIX PECcYpcoB, a TaK)Ke pecypcoB, TpebyeMblX aHanuUTUKy ans pasbopa cobbiTuit (3anpochbl K
CTaTMYECKMM pecypcam He LOMKHbl 0TOBpa)kaTbCs B KOHCOIM MOHUTOPUHIA);

npepocTaB/seT BO3MOXHOCTb YMNpaB/fieHUa npaBuiaMU MPUHATUA peweHnin (cospaHue, yaaneHue,
neperpynnmMpoBKa) C MOMOLLbIO FrpadmnUecKkoro KoHpuUrypatopa Yepes nHTepdenc ynpasneHus.

[lnsa Bcex 3anNpocoB NpuMeHaeTca Kanya.

nopaepXmMBaetT rmbKnMe MexaHW3aMbl aBTOMATUYECKOrO OBYy4YeHUs ONA CHMXKEHMUSA 3aTpaT BPEMEHU U
pecypcoB Ha HACTPOWKY NPU BHEOAPEHUN U 0BCNYXMBAHMM B YCNOBUAX YACTbIX M3MEHEHUI dyHKLMOHaNa
3alMLLaeMbIX MPUTOXEHUN, a TaKXKeE B YCNOBUAX aKTUBHOTO LUMKNA pa3paboTku (CM. noapobHee HMKe).

TexHnYecKne xapakTepucTukm Ycnyru:

Mooneprkka cnepyowmx KItoUYeBbIX BO3MOXHOCTEN:

— noppepxusaeT npotokon WebSocket, npunoxenusa, ncnonbsywowme NTLM-ayTeHTUPUKALMIO;

— PaboTa c ncnonb3oBaHMEM CUTHATYPHbIX METOA0B OBHapy)XKeHnsa aHoManums;

3awwmTa oT CNneayrLwmnx BMAOB aTak:

— OCHOBHbIX BMAOB aTak Ha Be6-npunoxeHnsa u3 nepedyHs OWASP Top 10;

— Ha npoTokon HTTP, BK/oYaa aTaku Ha nepenosiHeHue bydepa;
CUHTAKCMYECKUX B T.Y4. pPasfIMYHbIX aTaK Kjacca injection (BHeapeHMe KOMaHA B nepepaBaemble
naHHble SQL Injection, Code Injection, OS Command Injection, LDAP Injection, Path Traversal n op.);

—  «MeTogoM rpybom cuibl», B T.4. NepebopHbIX aTak 1 aTak Knacca «yMHbii DoSy;

3 B TOM uyucne Hanuume 6a3oBoro Habopa BCTPOEHHbIX CUFHATYp B KOMMJEKTe MOCTaBKM ANA 3awuTbl oT yrpo3 OWASP top 10; noapepska
pacnpoCcTpaHeHHOro OTKPbITOro popMata Beb-curHatyp ModSecurity;
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4.2.3.

4.2.4.

4.2.5.

4.2.6.

4.2.7.

JIOTUYECKUX Ha MPUNOXKEHUA, B TOM UYMC/Ee OT aTak Ha MexaHW3Mbl ayTeHTUPUKALMU U KOHTPONSA
Ceccum 1 atak Ha BusHec-0ruKy;

«BHYTPM» NepefaBaeMblX [AaHHbIX C MPOU3BOMbHBIM YPOBHEM BJIOXEHHOCTM (aTaku Ha 63KeHa,
MexaHW3Mbl cepuanmnsaumu/oecepnanusaumm n 1.0.);

Ha KNMeHTbl Beb-npunoxenun (CSRF, XSS);

0-day u 1-day aTak;

He)xenaTeNbHOM aKTUBHOCTM C NPUMEHEHNEM CPeACcTB aBToMaTu3aunm (3awmnTa ot 60ToB).

BO3MOXXHOCTb TMOKOM HACTPOMKM Pa3InMYHbIX TUMNOB Moaenen [Oaa KaXnoro W3 3aluliaeMblixX
NMPUNOXXEHUN, B TOM Yyncne:

onpepeneHna u dunbTpaLmMm CTaTUYECKOro KOHTEHTA;

Banuaoaumu npoTtokona HTTP, BKtoYas KOHTPOJIb 3aro/ioBKoB, cookie n ap.;

PEKYPCMBHON MOAENN CUHTAaKCMYECKOro aHanm3a 3anpoCcoB M OTBETOB C MOAAEPXKKOM Pa3UYHbIX
BUOOB CXKaTus, KOOMPOBaHMA 1 cnocoboB nepenavn OaHHbIX C MPOMU3BOJIbHbIM YPOBHEM BJ/TOXXEHHOCTU
OaHHbIX (B yacTHocTun, XML, JSON, BASEG4, GZIP, SOAP);

WCTOYHNKOB — ONpeaeseHmne XxapakTepuCcTMK MCTOYHMKA Ha OCHOBE NapaMeTpoB 3anpoca;
onpeneneHusa Nornyeckux gencteui (busHec-gencTBUin) B NMPUIOXKEHUN, NAPaMeETPOB JTIOFMYeCcKuX
LENCTBUM MU UX 3HAYEHUN, NOC/IeA0BaTEe/IbHOCTEN AENCTBUIM, MPOBEPKN YCNELWHOCTU [ENCTBUN;
MOEHTUDUKALNM, ayTEHTUPUKALUN N KOHTPONA CECCUN B MPUNOXKEHUN;

3alKTbl OT NepebopHbIX aTak U aTak TUMNa «yMHbIM DoS» Ha YypOBHE OTAE/NbHbIX JTOFMYEeCKUX OENCTBUN
N NPOU3BOJIbHbIX MAapaMeTPOB OENCTBUS;

Hanuuune roToBbiXx Mogenen Banuaaumm npotokona HTTP 1 CMHTaKCMYEeCKOro aHanM3a 3anpocoB O
TUMOBOro BEO-NPUNOXKEHNA B KOMMJIEKTE NOCTaBKMU;

B0O3MOXXHOCTb PYYHOM TOHKOM HAaCTPOMKM Mofdenemn oToenbHO AN KaX[4oro U3 Normyeckmnx AencTemm
M NapamMeTpoB, B YaCTHOCTM HAaCTPOMKa CUrHATYPHOr o aHanmsa, MoJeniei napaMeTpoB, KoOHUrypaumm
MOAyNA 3aWunTbl 0T NepebopHbIX aTak;

BO3MOXHOCTb 06Hapy>+<eva cnefylouwmx BUAOB aHOMaNun:

aHOManuMM WNM 3HAYUMMbIX AaHHbIX Kak B HTTP-3anpocax, Tak u B HTTP-oTBeTax; B paboTte
NPUIOXKEHNA HA OCHOBE HAaCTPOEHHbIX MO3UTUBHbLIX MOAENEN NPUNOXKEHUS (COBNageHne C MOAENbIO
WY HAaoBbopOT — OTKIOHEHME OT Hee);

paboTbl NPUIOXEHUSA HAa OCHOBE COMOCTAB/IEHMA 3HA4YeHWUIM napamMeTpoB HTTP 3anpocoB/oTBETOB C
CUrHaTypaMu aTak;

aHOManu 1 3Ha4YMMbIX NapPaMeTPOB HEMOCPEACTBEHHO BHYTPU B/IOXKEHHbIX AAHHbIX, NepefaBaeMblxX
no npotokony HTTP 6e3 orpaHMYeHUn Ha KOMYECTBO YPOBHEWN BIOXXEHHOCTU; B npouecce paboTol
MEXaHW3MOB WAEHTUdMKaALMKN, ayTeHTMdUKaumu, aBTopu3aLMW MNONb30BaTeENlEM W  KOHTPONA
NMoJIb30BaTE/IbCKUX CECCUN;

aHOManuin, CBMAETENbCTBYOWMX O BO3MOXHbIX MOMbITKaxX atak, OCYLEeCTBASeMbIX «MeToaoM rpybon
cunoly (bruteforce);

HapylweHne OU3HEeC-NIOFMKM MPUNOXEHUS WAN  KOHTPONA BbIMOJHEHUA OU3HEC-NOrMKU NyTeM
MCMNONb30BaHUA COOTBETCTBYIOWEN MO3UTUBHON MoAeNN PaboTbl MPUNOXKEHMUS;

MexaHU3Mbl MOAABIEHAN NOXHbIX CpabaTbiBaHWIA, LOCTYMNHbIE 3aKa3unKy:
npenBaputenbHoro ("paHHero") nopaBneHus, 4YToBbl MCKIOUYMTb BO3MOXHOCTb MX BIUAHUA Ha

chopMmnpoBaHHble MpaBu/ia NPUHATUA PELleHWi, a TakXe 4Tobbl NpPepoTBpPaTUTb UX MonagaHue B
NHTEepdENC MOHUTOPUHTA;

ynpouieHHoro ("6bicTporo") nopasneHua WcnonHUTeneM HENoCpPeacTBEHHO MNpU  MNpocMoTpe
OMWUCaHWUA BbIABIEHHOM aHOManuu;

BO3MOXHOCTb TOHKOM HacTPOMKM Pa3NYHbIX MEXAHWM3MOB ONpefeNeHns aHOMalni B MPUBS3KE K
OTOEeNbHbIM MapaMeTpaM 3anpoca/oTBeTa UK IOTMYECKUM [ENCTBUAM B MPUIOXEHUN.

Bo3aMoxHOCTK paboTbl ¢ HTTP-TpaH3akumMamm:

Hanuuyve HacTpaMBaeMoro MOAYyNs MNPUHATUS PELUEHWMN, NO3BONAOWErO BbIAENATb 3HA4YMMble
cobblTua MHMOPMaLMOHHOM 6e30MacHOCTU U MPUHMMATb PeLeHUs OTHOCUTENIbHO [afibHeMLWwmnX
OEeNCcTBMN B OTHOWweHUM HTTP-TpaH3akumi (3anpoc/oTBeT);

YnpaBneHne npaBunamMum MPUHATUA pPELEHMN Ha OCHOBE [aHHbiXx 006 ucTouyHuke (ip-agpec,
nosnb3oBaTenb, id ceccumn) u uenn HTTP-TpaH3aKumn (MpUIoXxeHue, norndyeckoe (busHec)-gencTene),
a TakXXe 0BHapPY)KEHHbIX B HEM aHOManmax UM 3HaYMMbIX OaHHbIX;

MopoaepykKa criegyrolmx BO3MOXHbIX pelweHunn: 61okupoBatb HTTP-TpaH3aKumMoo, nponyctute HTTP-
TpaH3aKuuio, nomMeTutb HTTP-TpaH3aKuuio, MoanbMUMPOBaThL OTBET;

Ycnyra obnapaet cnegyowmMn BO3MOXXHOCTAMM aBTOMaTU4YeCKOro OGy‘-IEHVIFlZ

onpepeneHne M OMNUCaHMe CTaTUMYECKOrO KOHTEHTa Ha OCHOBE aHanu3a CTaTUCTMKM 3amnpocoB K
3alMLLAEMbBIM MPUTTOXKEHUAM;

NOCTPOEHME PEKYPCUBHOM MOAENU CUHTAaKCMUYECKOro aHanu3a [aHHbIX 3anpocoB M OTBETOB C
noogepXKon pasfnYHbiX BUOOB CKaTUs, KOOAMPOBaHUA W cnocoboB nepepayn [daHHbIX C
NPOM3BOJIbHbIM YPOBHEM BJIOXXEHHOCTM (B YacTHOCTM, XML, JSON, BASE64, GZIP, SOAP);

BbIIB/IEHME CUTHATYPHbIX MPaBW/ C BbICOKMM YPOBHEM JIOXHbIX cpabaTbiBaHMM (aBTOMaTMyeckoe
nofaBneHne NOXHbIX cpabaTbiBaHWUI);

NOCTPOEHME MOJENN MapwpyTM3aumMm 3anpocoB Ana Be6-nNpunoxeHus;
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4.2.8.

4.2.9.

5.1.

5.2.

5.3.

5.3.1.

5.3.2.

5.3.3.

— NOCTpOeHMe Mohenen Nornyecknx AencTBMn B NPUIOXKEHUN U MOoOeNel napaMeTpoB 3TUX AEeNCTBUN,
a TakXXe nocsiefoBaTtenibHocTeln (Lenoyek) Normyeckmux oencTBni;

— OueHKa OTK/IOHEHMS MapaMeTpPoB JIOFMYECKUX OEeUCTBMN B BEO-MPUOXEHUN OT CTAaTUCTUYECKOM
HOPMbI;

BO3MOXHOCTM MO BbIMOSIHEHNIO aBTOMaTMUYECKOro obyyeHms:

— HenpepbiBHOe 0byyeHMe B npouecce GyHKLUNOHUPOBAHMSA;

— nepuogmyecKunit 3anyck 3agaHuim no oby4yeHnto No yCTaHOBNEHHOMY PacnumCcaHuio;

— PYYHOM OOHOKPATHbIN 3anycK 3afaHMn Mo obyyeHuto;

— WHKpeMeHTHoe (TONMbKO AN U3MEHEeHUN, NpoM3oWeawWmx C MOMeHTa npeablgywero obydeHus), a
TaKXe 4YacTuMyHaa pydyHasa KOPPEKTMPOBKA pe3ynbTaToB 0O0yyeHMs [na OTAENbHbIX CTaTUYECKUX
pPecypCcoB, NOXHbIX cpabaTbiBaHWUM, NOrMYEeCKUX OencTBUM U T.n. 6e3 HeobxoaMMOCTM NPOBOAMUTb
obyuyeHne 3aHOBO.

Pe3ynbTaTbl aBTOMAaTMYecKoro O6y4YeHMs  MOMHOCTbD  UHTEPNPETUPYEMbl U KOPPEKTUPYEMbI

VicnonHutenem.

5. COCTAB, YC/1OB/A N NOPAOOK OKA3AHUA YCNYTU

Ycnyrn pocTynHbl oA 3aKkasa Kak 4na CepBMCOB 3aka3umka, bdyHKUMOHUpPYoWmMX Kak B Obnake Cloud.ru,
TaK U B CTOPOHHEN MHDPACTPYKTYpe 3aKasunka.

Monb3yacbk Ycnyramu, 3akasymkK MOATBEP)KOAAEeT, YTO AOMEHHbIE MMeHa, ANA KOTOpbiX MOoAK4YalTcs
Ycnyru, npuHapnexaTt eMy Ha 3aKOHHOM OCHOBaHWK, NMBO OH AENCTBYEeT OT MMEHU M MO NOopYyyYeHUto
3aKOHHbIX BNagenbLeB 3TUX LOMEHHbIX UMEH.

Ona nopkntoveHusa Ycnyr «3awmta ot DDoS-atak (StormWall)» u «3awmta Beb-npunoxxeHuin
(StormWall)»:

3aKa3yuk BbibMpaeT TapudHbIN NAaH Ha OCHOBaHMW MpepnofsiaraeMoin Monocbl NermMTUMHOro Tpaduka,
rapaHTMpPoOBaHHOM  AOCTYMHOCTM  3allMLAEMbIX CEPBUCOB U  HeobXoaMMOW  OOMNOSHUTENbHOWN
dYHKUMOHaNbHOCTM M3 Tabnuubl N2 1;

Mcxoos wu3 BbliOpaHHbiXx napameTtpoB Ycnyr (cM. n. 5.1.1.), 3anonHaeTr ¢opmy 3akasa Ycayru,
npeacTaB/ieHHyto B npunoxeHun N2 1.CRS.3.A. n HanpaBnaeT e€ MIcnonHUTENo Ha afpec 3/IEKTPOHHOMN
MoYTbl YNOJIHOMOYEHHO0 NMLa;

B TeyeHne 3 (Tpex) paboumx pHen McnonHutenb ob6A3yeTca cornacoBaTb npefocTaB/ieHue Ycnayr
3aKa3uyunky nmbo NpepocTaBUTb MOTUBMPOBAHHbLIA OTKa3, Npu 3ToM CTOPOHbI MPU3HAOT, YTO T.K. Ycayra
ABNSAETCA NAPTHEPCKOM, OTKa3 B €€ NpefoCcTaB/eHNUN MOXET BbITb CBA3aH C AENCTBUSMU NaApTHEPA;

B cnyyae cornacoBaHua npepoctaBneHuns Ycnyrm, WcnonHutenb nepepaeT YNONHOMOYEHHOMY ULy
3aKa3yuMKa NIornHa 1 Naposb OT TMYHOro KabuHeTa Ycyrun, pasMeLweHHoN Ha canTe napTHepa.

Tabn.1. TapudHblie nnaHbl Ycnyru «3awmta oT DDoS-aTak (StormWall)»

[vana3oH Ha Bbibop,
BKJIIOYEHHOIO B Tapug

HaumeHoBaHue .
Tapnda NerntuMHoro Tpacduka (nocne Ha6op onuui, BXogAwmnx B aBoHEHTCKYIo nnaty no Tapugy
P O4YUCTKU, 6e3 yyeTa Tpaduka
aTak)
50 Mbut/c
100 Mb6uT/c » 3aWwumTa oT atak Ha ypoBHsX L3-L7 mogenu OSl;
- banaHcMpoBKa Harpysku Mexkgy 6akeHgamu;
200 Mé6wuT/c + 3awmieHHbn DNS ansa 3awmwaemMbix 06beKToB;

3awura canrta ot
DDoS - tapud 300 MbuT/c
Business ONE

» HyperCache CDN (k3wunpoBaHWe CTaTU4YEeCKMX OObEKTOB B
onepaTMBHON NaMATU GUNBTPOB) U ONTUMU3ALNA 3arpy3Ku

400 M6uT/c canTa (nyTeM npuMeHeHusa npoTtokona HTTP/2);
» 3awmTa 1 gomeHa 2-ro yposHa 1 go 100 ero
500 Mbut/c NoanoOMeHOB.

1000 M6uT/c

50 M6uT/c » 3alWumTa OT aTtak Ha ypoBHsax L3-L7 mogenu OSl;

- banaHcMpoBKa Harpysku Mexxpy 63akeHpamu;
100 M6uT/c + 3aWwmeHHbn DNS ong 3awmiiaeMbiXx 06beKTOB;

» HyperCache CDN (KawwunpoBaHue CTaTU4YeCcKnx o6beKToB B
200 M6uT/c onepaTMBHOW NaMsTU GUAbTPOB) U ONTUMMU3ALLMS 3arpy3Ku

canTa (nytem npumMmeHeHus npotokona HTTP/2);

3awwura cairta ot 300 M6ur/c * 3awmTa 1 gomeHa 2-ro yposHa 1 go 100 ero
DDoS - tapud 400 M6uT/C NnoaaoOMeHOB;
Enterprise ONE - 1 BblgeneHHbIn IP-appec;
500 M6uT/c + DKcnepTHas noggepxxka AntiDDoS (4aT B NpuioXeHUn

Slack nnn Telegram);

» BO3MOXXHOCTb MOAKIOYEHMS 3alnTbl L7 6e3 packpbiTia
1000 M6uT/C NpuBaTHbIX Kntoyen SSL/TLS;

+ Bo3MOXHOCTb peanu3aumm HecTaHOapTHbIX METOA0B

nogknoyeHns (Yepes drU3nYecKnin CTolk Unu L2-kaHan).
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3awuTa canrta ot
DDoS - tapud
Business UNL

50 M6ut/c

100 M6uT/c

200 M6uT/c

300 M6uT/c

400 M6uT/c

500 M6uT/c

1000 M6uT/c

» 3aWwmTa OT aTak Ha ypoBHax L3-L7 mogenu OSI;

+ banaHcMpoBKa Harpysku Mexay 6akeHgamu;

* 3awmuieHHbIn DNS ond 3awmiiaeMblx 06bEKTOB;

» HyperCache CDN (k3awunpoBaHue cTaTU4ecKmnx o6bekToB B
onepaTMBHOM NaMsATM GUABTPOB) U ONTUMU3ALMS 3arpy3Ku
canTa (nyTeM npuMeHeHusa npoTtokona HTTP/2);

» 3awmTa 100 poMeHOB 2-ro ypoBHSA 1 fo 100 nogaoMeHoB
Ha KaXabl LOMEH.

3awmra cauta ot
DDoS - tapuod
Enterprise UNL

50 M6uT/c

100 Mb6wuT/c

200 MbuT/c

300 MbuT/c

400 MbuT/c

500 M6uT/c

1000 M6uT/c

» 3awWwmTa OT aTak Ha ypoBHax L3-L7 mogenu OSI;

- banaHcMpoBKa Harpysku mMexay 6akeHgamu;

+ 3awmueHHbn DNS ons 3awmilaeMbix 06beKTOB;

» HyperCache CDN (kawunpoBaHuMe CTaTUYECKNX OOBbEKTOB B
onepaTMBHOM NaMATM GUIbTPOB) U ONTMMU3ALMS 3arpy3Ku
canTa (nyteM npuMeHeHusa npoTtokona HTTP/2);

» 3awmTa 100 poMeHoB 2-ro ypoBHSA 1 go 100 nogaoMeHoB
Ha Kakabll JOMEH;

- 1 BblgeneHHbIn IP-appec;

+ DKCnepTHas nogaep)xka AntiDDoS (4aT B NpunoXeHumn
Slack nnn Telegram);

» BO3MOXXHOCTb MNOAKNOYEHMS 3alWnTbl L7 6e3 packpbiTua
npuBaTHbIX Ko4yen SSL/TLS;

+ BO3MOXHOCTb peanu3aumnm HecTaHAAPTHbIX METOLOB
nogkntoyeHns (Yyepes bmMandecknin CTolk Unu L2-kaHan).

gaDu;:T(aTICPP;JJDP) 50 Mbur/c - 1 apeHpoBaHHbIN IP-agpec;
6 » 3aWwumTa oT aTtak Ha ypoBHsax L3-L5 mogenu OSI.

- Tapud Standard 100 MéuT/c

50 M6uT/c

100 Mb6wuT/c
3auyTa cet ot 200 M6uT/c + 1 apeHpoBaHHbIN IP-agpec;
DDOoS (BGP » 3aWwmTa OT aTak Ha ypoBHax L3-L5 mopgenu OSI;
TCP/UDP) —Tapud 300 M6uT/c » Moppepxka BGP, BO3MOYXHOCTb aHOHCA CBOMX afpecoB

. P (6e3 orpaHuyeHumn).

Business 400 M6uT/c

500 MbuT/c

1000 MbuT/c

3awumTa cetTm ot
DDoS (BGP u
TCP/UDP) -
Tapud Enterprise

50 Mbut/c

100 MbuTt/c

200 MbuT/c

300 M6uT/c

400 M6uT/c

500 M6uT/c

1000 M6uT/c

- 1 apeHpoBaHHbIN IP-agpec;

+ 3aWumTa OT aTtak Ha ypoBHsax L3-L5 mogenu OSl;

» Mopoepxka BGP, BO3MOXXHOCTb aHOHCa CBOMX afpecoB
(6e3 orpaHuyeHunin);

+ JKcnepTHasa noagep)xka AntiDDoS (4aT B MpPUIOXKEeHUU
Slack nnn Telegram).

3awwmra canrta ot
XaKepCKUX aTak ¢
nomolubio WAF -
Tapud T1
(mocTynHa TonbkKo
npu 3akase
Ycnyry 3awmTthl OT
DDoS-aTak)

100 RPS

300 RPS

500 RPS

700 RPS

1000 RPS

1500 RPS

2000 RPS

3000 RPS

5000 RPS

7000 RPS

10000 RPS

» 3awmTa 1 Be6-npunoxeHus;

» CUrHaTYpPHbIM aHanu3 1 aHanM3 NpPoToKoNa;

- ba30BbI aHaNM3 NOBEAEHNS;

+ 2bdeKTMBHOE NogaBNEHME NOXHbIX cpabaTbiBaHWUIA;
+ ba3oBble BO3MOXHOCTU NIMYHOro KabuHeta WAF;

» ba3oBble BO3MOXHOCTM XpaHEHUS OaHHbIX WAF;

- ba3oBasa TexHM4eckasa nogaepxka WAF.
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6.1.

100 RPS

300 RPS
500 RPS
SRV =0 G 700 RPS MDyHKUMOHan cornacHo Tapudy WAF T1 1 LONONHUTENBHO
XaKepcKuX aTak ¢ .
nomoLubio WAF — 1000 RPS K HeMy:
e T + AHann3 noBeneHMa Ha ocHoBe BU3HEeC-N0rnKu;
P 1500 RPS = JononHUTenbHble BO3MOXXHOCTM MO aHann3y KJIMEeHTCKOro
(moCTynHa ToNbKo .
npu 3aKase OKPYXEHN;
e — 2000 RPS » JONONHUTENbHbIE BO3MOXHOCTM JIMYHOTO KabuHeTa;
Y u * JKCNOPT AaHHbIX B SIEM-cucrembl.
DDoS-aTaK) 3000 RPS
5000 RPS
7000 RPS
10000 RPS
100 RPS
300 RPS
500 RPS MYHKLMOHaN cornacHo Tapudy WAF T2 1 ONOAHUTENBHO
. K HEMY:
S| 20T G 700 RPS  BoigeneHHble KOHGUrypaumm oas MakcMManbHO rmbKoro
XaKepCKUX aTak ¢ R
nomoLubio WAF - 1000 RPS ynpasnenns;
Tapud T3 » JocTyn K IMYHOMY KabBMHETY C BO3SMOXHOCTbHO
( gc NHa TONBKO 1500 RPS M3MEHEeHMa HacTPoeK 1 JOCTYN K ynpasneHuto yepes API;
pocty + GOpMMpPOBaHME KAaCTOMU3MPOBAHHbIX aBTOMATUYECKUX
npu 33'(:39 2000 RPS OTUETOB:
Ycnyru 3awmThbl oT ’
» TMBKMe BO3IMOXKHOCTU MHTErPaLnmn C BHELWHUMU CUCTEMDI;
DIZR 2 3000 RPS » lONONHUTENbHbIE BO3MOYXHOCTM XPaHEHUS OAHHbIX.
5000 RPS
7000 RPS
10000 RPS

3awuTta ot DDoS
LOMONMHUTENBHOTO
LOMeHa Ha
Tapude Business
ONE

3awuTta ot DDoS

LOMONHUTENBHOIO
LOMeHa Ha
Tapude

Enterprise ONE

3awuTta ot DDoS
LOMONHUTENBbHOTO
IP-agpeca

3awmTa camta oT
XaKepcKux aTak c
nomolLlbto WAF
LOMOSTHUTENbHOTO
Be6 npunoxeHus
Ha Tapude T1

3awmTa camta oT
XaKepcKux aTak c
NOMOLL b0 WAF
LOMOSTHUTENIbHOTO
Be6 npunoxeHus
Ha Tapude T2

3awuTa canTta ot
XaKepCcKux aTak c
WAF
LOMOJTHUTENIbHOTO
Be6 npunoxeHus
Ha Tapude T3

6. TAPUDUKALINA YCIYTU

PacyeTHbIM NeprogoM aBnaeTcs KaneH,u.apruZ Mecqau.
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6.2. OnnaTa 3a YcnyruM coctouT M3 GUKCUMPOBaAHHOM onnaTbl Mo Tapudy M nepeMeHHoln (3a npesbileHue
NErnTMMHOM NPOMNYCKHOM CMNOCOBHOCTM) YacTen.

6.3. Pasmep dUKCMPOBaAHHONM NnaTbl, onpenenseTca Ha OCHOBaHUM BbiGpaHHOro Tapuoda.

6.4. CyMMa exeMeca4HoM onnaTbl COCTOUT U3 GUKCMPOBAHHOWM onnaTthl No Tapudy 1M onnata 3a NpeBbllleHne
npenona4yeHHon NerMTMMHON NPONYCKHOM cnocobHocTn. PopMyna pacyeta CTOMMOCTHU:

Ecnn Y> R

P=(T+F*(YR)), rae:

P ExkemecsuHbIM nnaTex 3a Ycnyry.

T LeHa 3a 1 mecsiy, nofib3oBaHUAa no Tapuady.

F LleHa 3a 1 M6uT/c npeBbllWeHMa yka3aHHas B Cneundukaummn B MpunoxxeHnn 1 k orosopy.
R lerntumHasa nponyckHasa cnocobHOCTb, BKKOYEHHAsA B MOAMUCKY.

Y DaKTUYEeCKM UCMNOSb30BaHHAA NErnTMMHas NPOMYCKHas cnocobHoCTb no 95 nepueHTUNO 3a
pacyeTHbI nepuofd. JlerMTuMHaa nosioca NPOMNYCKaHWA, BKIOYEHHAa B YCIyry, MoXeT OblTb
npeBbileHa Ha 36 4acoB 3a Kaxabl OTyeTHbIM nepuofn (5% BpeMeHu B Mecsau). Mcnonblyemas
nosioca NpPonyckaHua naMepsieTca AeeHNeM KONMMYecTBa NepefaHHbiX AaHHbIX HAa 5-MMUHYTHbIN
nHTepBan. Mo okoH4YaHuM OTYETHOro nepuopa 5% OoT MakCMMalbHbIX 3HAYEHUN yaanaTCs. 3aTem
M3 ocTaBWMxca 95% BbibUpaeTca MakKCMManbHOE 4YMC/IO0, KOTOPOE WCMOMb3yeTca A8 pacyeTa.
M3mepeHne npomncxogmTt no gaHHbIM ACP napTHepa 1 B COOTBETCTBUM C AaHHbIMW MOHUTOPUHIA Ha
CTOPOHE UcnonHuTens.

7. WHbIE YCNOBUA, MPUMEHNMBIE K YCITYTAM

7.1. BO3MOXXHble BMObl MOAKIOYEHNS [ UBMEHEHUS [ OTKAOYEHNSA YCnyr:

7.1.1. MocpencTBoM nognucaHmna 3akasa“.

7.2. BO3MOXHbIN NOPAAOK pacyéToB no Ycnayram:

7.2.1. MocTonnara.

7.3. Bo3MOXHble crnocobbl onnaTtbl / NOPSAAOK NONonHeHWa banaHca:

7.3.1. OnnaTa B 6@3Ha/IMYHOM NOPAAKE HA OCHOBAHWM BbICTaBNEHHOTO McnonHuTenem cYéTa.

4 C y4éToM 0CcOBEHHOCTEN, U3MTOKEHHBIX B pa3aenie 6 HacToawero MNpuioxeHus.
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