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COIMALLEHVE OB YPOBHE MPEOOCTABNEHWA YCIYT
3ALLVTA OT DDOS-ATAK (STORMWALL)», «3ALLUTA BEB-MNPUTOMEHMN
(STORMWALL)»

1. MPEOMET COIMALLIEHNA

Hactosuwee CornaweHne o6 ypoBHe npegocTasneHus ycayr (ganee - CornawieHue) aBngeTcs
LOKYMEHTOM, DUKCUMpPYOWUM JOCTYMHOCTb YCNYrn, a TakKe LieneBble KOTMYECTBEHHbIE N KayeCTBEHHbIE
XapaKTePUCTUKK NpeaocTaBneHns Ycnyr.

Ycnyrmn npenoctaBnsoTcs 3akasdumky McnonHutenem cosMecTtHo ¢ naptHepoMm 000 «CTOPM CUCTEMC»
(bpeHp StormWall, panee - [MMapTHep). 3aka3uymK YBEAOMNIEH M COrflaceH C TeM, YTO B paMKax
npepocTtasneHns Ycnyr Tpadumk 6ygeT NpoxoanTb B TOM Yncie 1 Yyepes ceTb MapTHepa.

VicnonHutenb rapaHTupyer pa60Ty cetm B paMKax CBOEN 30Hbl OTBETCTBEHHOCTM W He HeceT
OTBETCTBEHHOCTb 32 BO3MOXXHble HEMOMaAKN B CeTAX 3a NpefesiaMmn 30Hbl OTBETCTBEHHOCTU cnonHutens.

2. TEXHWYECKAS MOAOEPXKA YCNYTU U MPOLEAYPA B3AMMOOENCTBUA CTOPOH

MpU BO3HUKHOBEHMM Y 3aKasumkKa TEXHUYECKON WIM MHOW npobnembl npu noTpebneHun Ycnyru,
nposeneHun McnonHutenem PernamMeHTHbIX UM ABapuinHO-BOCCTaHOBUTENbHbLIX paboT, NpeacTasuTeNb
3akasuymka v McnonHuTenb B3aMMOLOEWNCTBYIOT B COOTBETCTBUM C ycnoBuaMu O6Liero cornaweHua ob
ypOBHe NpepnocTaBieHmsa Ycnyr.

Mpu oBHapyXeHUn ataku McnonHutens obecneymBaet 61OKMPOBaAHME aTakuM U yBeaoOMAsAeT 3aka3yunka
06 0BGHapy)XeHUN aTaku, NOCPEeACTBOM 3/IEKTPOHHOMN MOYTbl M YBEOOM/IEHUA B JIMYHOM KabuHeTe.

Mpn OKOHYaHMK aTakn MICNONHUTENb BKAKOYaeT WITATHbLIN pexnm paGOTbI CUCTEMbI 3allNTbl U yBEeOAOMNAET
3aKasuynka ob OKOHYaHUK aTaku nocpencTsoM 3J'IeKTpOHHOl‘/‘I no4yTbl 1 yBeaoOMMIeHNd B TMYHOM KabuHeTe.

Mpu n3MeHeHUU pexkmma paboTbl CUCTEMbl 3aWmMTbl (HanpuMmep, Npu OBHapYXeHMU NoOo3PUTENbHON
aKTUBHOCTM) McnonHUTENb yBeAOMASAET 3aKa3umnka NocpeacTBOM 3/IEKTPOHHON NMOYThI.

Mpy HeobxoaAMMOCTU NpoBeaeHUsa nNpodunakTMyecknx paboTt McnonHuTenb yBeaoMnsaeT 3aKasumka He
MEHee YeM 33 CYTKU OO BPeMeHU pPaboT. B MOMEHT BbiMOSIHEHWUS PABOT He [AOMKHbI BblTb HapyLWeHbI
TpeboBaHMA K KayecTBY NpenoCcTaBneHns Ycnyr.

Mpu 06HAPYXXEHUN BNNAHNA YCIYTU Ha BOCTYNMHOCTb CEPBUCOB 3aKa3uymka obecneymBaeTcs BO3MOXHOCTb
BGbICTPOro OTK/IIOYEHUS 3aWWTbl AN pasbopa cuTyauuu, a TakXe ObICTPOro BKOYEHMA 3alMThl
3aKa34YMKOM CaMOCTOATENIbHO NOCPEACTBOM MaHeNn ynpaBneHnsa B IMYHOM KabuHeTe Ycnyru.

PeXXMM TexHWYEeCKOM MOQAEPXKKWU, YCTaHOBMEHHbIM Tabnuuen 2 O6uwero cornaweHus o6 ypoBHe
npenocTaBneHns Ycnyr, coctaBnsaeT 24x7 B OTHOWeEHUW ntoboro tnuna NHumaeHTa no Ycnyre.

3. LLENEBbBIE 3HAYEHMSA MOKA3ATENEN TEXHUYECKOW NOALEPXKM

CornacHo n. 5.1. O6uwero cornaweHns o6 ypoBHe MnpepocTaBfieHUa Yciyr yctaHaBnMBaloTca ocobble
LeneBble 3HaYeHMNA NokasaTenen TexHuyeckon nogaep>kkn gna Yenyr (Tabnuua 1):

Tabn. 1. LleneBble 3HaYeHMs NoKa3saTesiel TEXHUYECKON NOoAAePXKM

HaumMeHoBaHWe TapupHOro njaHa

- 3awmTa canTa oT

MapaMeTpbl ycTaHaBANBaEMbiX
LeNIEBbIX 3HAaUEHUN

3awmuTa IP ot DDoOS
(TCP/UDP) - Tapud

- 3awmuTa canta ot DDoS
- Tapudbl Business ONE,
Business UNL;

DDoS - Tapudbl
Enterprise ONE,
Enterprise UNL;

MapTHepoM, He 6onee

Standard - 3awmTa cetn ot DDoS - 3awmTa cetn oT
(BGP 1 TCP/UDP) -Tapud | DDoS (BGP n TCP/UDP)
Business - Tapud Enterprise

Bpems peakumun 1-n NUHUKN

NnoaaepPIKKM, npepocTaBnsaeMomn 15 MUH 15 MUH 15 MUH
McnonHutenem, He 6onee

Bpemsa peakuuun 2-t, 3-1 NUHUK

Noanep»XXKu, npepocTaBnseMomn 60 MUH 30 MUH 15 MuH

C yyetoMm nonoxeHun n. 1.2. MpunoxeHua 1.CRS.3. ueneBble 3HAYEHUA MOKasaTenem TexHUYecKomn

nognoepXkKmn B  OTHOWeEHUU
YCTaHaB/1MBaOTCA.

Ycnyru

«3awunTa

BeO-NpUIoXEHUN

(StormWall)»

oTAeNlbHO He

4. MPOBEOEHWE PEMTAMEHTbIX U ABAPUMHO-BOCCTAHOBUTESIbHBIX PABOT
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YcnoBua nposeneHunss PernameHTHbIX M ABapUMHO-BOCCTAaHOBUTENbHbIX PaboT B OTHOWeEHUM Ycnyr
npveeneHbl B Tabnuue 2:

Tabn. 2. YcnoBua npoBeaeHns PernaMeHTHbIX U ABapuUIMHO-BOCCTaHOBUTENbHbIX paboT

HaumeHoBaHue MpoaoMKUTENBHOCTD U MHTEPBAJIbl MeXay
YBegoMneHue 3akasdmka
pabor nepepbiBaMu
PernamMeHTHble Bpems nposeneHus PernaMeHTHbIX [ | He meHee ueM 3a 2 (mBa) pabouux AHS [0
paboTbl ABapVIVlHO-BOCCTaHOBVITEJ'IbeIX pa6OT He | Hayana nepepbiBa

yXyAllaeT yCTaHOB/EeHHble And TapudHoro

ABapVIl;'IHO- nnaHa nNoKa3aTenen rapaHTMpoBaHHOU

BOCCTaHOBUTENbHble | AOCTYMHOCTM  33lUMLIAEMOro  pecypca | He meHee 4yeMm 3a 2 (gBa) yaca A0 Hadana

pa6oThI 3aKasuuka, npuBeneHHble B Tabnuue 3 nepepbiBa

5. MAPAMETPbI IOCTYNHOCTW, PEAJIUSYEMBIE YC/TYTOM

Llenesble (rapaHTUpPOBaHHbIe) 3HaYeHMa OOCTYNHOCTU 3aliMLAEeMOro cepBmnca 3akasumka, npmseneHol B
Tabnuue 3:

Ta6n. 3. Mokasatenu JOCTyNHOCTM 3aliMLLLAEMOro pecypca 3akasumka

HanmMeHoBaHMe TapudHOro nnaHa

3awmTa canta ot DDoS

3awuTta canta ot DDoS — tapudbl Enterprise

MokasaTenb JocTynHoCTH 3awwTa IP oT DDoS = Tapmdnb! Business ONE, Enterprise UNL
3aluaeMoro cepeuca 3aKkasuyumka (TCP/UDP) - Tapud ONE, Business UNL
Standard 3awmTa ceTn ot DDoS

3awmTa cetn ot DDoS
(BGP 1 TCP/UDP) -
Tapud Business

(BGP 1 TCP/UDP) -
Tapud Enterprise

FapaHTMpOBaHHas LOCTYNMHOCTb
3aWMaemMoro cepBuca 3akasuumka
npu YyCcnoBMM OTCYTCTBMA MNPUYUH
HeOOCTYNHOCTU  Ycayru  24x7x365 He MeHee 99% He MeHee 99,2% He MeHee 99.5%
(24 yaca B cyTKM, 7 OHEW B Hepento,
365 gHew B rogy)

C yuyetoM nonoxeHun n. 1.2. MpunoxeHuna N2 1.CRS.3., uenesble (rapaHTUPOBaAHHbIE) 3HayeHus
[OCTYyNnHOCTM 3alMWaeMOro cepeuca 3aka3yMka B OTHOWEHMU Ycnyrn «3awmta Beb-NpuiIoXeHUn
(StormWall)» oTaenbHO He ycTaHaBIMBAOTCA.

[OoCTyNnHOCTb 3alMWaeMoro cepBuca 3akasyuka, peanusyemble YCIyrom, onpepensetca crefylolmm
o6pas3oM: BbluMTasa M3 obLWEero BPpeMeHW B OTYETHOM Nepuope (KaneHpapHOM Mecsle) COBOKYMHOCTU
BPeMeHM HefoCTYyMHOCTM 3aluM,aeMoro cepBuca 3akasumka, gefleHHoe Ha obliee BpeMsa B TeKyleM
KaneHZapHOM MecaLe.

BpeMs HepoCTYNMHOCTU 3aLLMLLAEMOro cepBMCca 3akKasymKa HauMHaeT TeYb C MOMEHTa NoAaym 3aKasuymkom
O6palleHns Ha yCTPaHEHNE HEUCNPABHOCTU. 3aKa3uynK AOHKEH COOBWUTL O NpeKpalLeHnn JOCTYNHOCTH
3alMlLaeMOro cepBuca 4epes NMYHbIM  KabuHeT noptana https://stormwall.pro/my/. Bpemsa
HepocTynHOCTM 3alMLWaeMOoro cepBmca 3aka3uymka UCTEKAET B MOMEHT YCTPaHeHMA HEUCNPABHOCTH.

Mocne ycTpaHeHMs HeMcnpaBHOCTM NofgaHHoe O6palleHe MOXeT BPEMEHHO OCTaBaTbCA OTKPbITbIM AN
[aNbHENLWero BbIACHEHUA C/TYYUBLUErOCS, M 3aKpbiTa 3aKa34yMKOM MOC/IE BbINO/IHEHMSI BCEX OTHOCALLMXCA
K TOMY aAMUHUCTPATUBHbIX paboT.

Obuiee BpeMa HepoCTynHOCTM 3aliMLIAEMOro cepBuca 3akasuuMka no MNpuunHe paga nepuoamnyveckut
BO3HMKAOWMUX CO0EB C OAMHAKOBLIMU MPUYUHHO-C/IEACTBEHHbIMU CBA3AMMU B OTHOLWEHWUW OHOrO U TOro
e 3aWMlIaeMoro cepemnca 3aKasuuka, ABAETCA COBOKYMHOCTbIO BpeMeHu HemocTynHoctu Ycnyru B
COOTBETCTBUM C 3aABKOW Ha yCTPaHeHMe HeUCrnpaBHOCTU U He BK/o4aeT B cebs Bpemsa JOCTYMHOCTU
YCayru mexay nepuoamyecku BO3HUKaWmmMmn cboamm.

6. KOMMEHCALNA 3A HAPYLUEHUE COIMMALWEHUA

Ecnu JocTynHOCTb 3alMaeMoro cepBmca 3aka3ymKka 3a OAWH KaneHOapHbI Mecsal, He COOTBETCTBYET .
5.1. CornaweHunsa, cnonHutenb ocyLlwecTBAsSeT KOMMNeHCauuio B cneayowem nopsagke:

Tabn. 4. KoMneHcauuu 3a HapyleHue LeneBbix nokasaTtenein JocTynHocTu Ycnyru

FapaHTMpoOBaHHas
OCTYMHOCTb BpeMs HepOCTYNHOCTU
HanmeHoBaHue TapudHoro Bocry P AocTy Paamep KoMneHcauum,
3alMLLaeMoro 3allMLLAEeMOro cepeuca o
njaHa B %
cepBuca 3aKasumka B 3akasumka
Mecsy,
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3awwmTa IP ot DDOS (TCP/UDP) Bonee 7 yacos 18

- Tapud Standard He MeHee 99,0% MUHYT

3awwmTa canTta ot DDoS - 5

Tapudbl Business ONE, 0,05% mecsiuHoOM

Business UNL . Bonee 5 yacos 50 cTouMocTn Ycnyru

He MeHee 99,2% MMHYT (Tapuda) 3a Kaxayto

3awwmTa cetn ot DDoS (BGP un MWHYTY NPOCTOSA CBEPX

TCP/UDP) - Tapud Business YKa3aHHOro BpemMeHu, Ho
He H6onblue CTOMMOCTHU

3auwuTa canta ot DDoS - VCAyru 3a oouH

Tapudbl Enterprise ONE, pacyeTHbIN nepuop,

Enterprise UNL

P He MeHee 99,5% Bbonee 3 yaca 39 MUHYT (mecaw)

3awwmTa cetu ot DDoS (BGP u
TCP/UDP) - Tapud Enterprise

B nogcyeTe BpeMeHM HeQOCTYNHOCTU HE YUUTbLIBAOTCA MHTEPBAsbl HEAOCTYNHOCTU, CBA3AHHbIE C:

e cboaMU y NIHTEpHET-NPOBaNOEpPOoB B LieNoUYKe Mexay KOHEYHbIM K/IMEHTOM U CceTbio McnonHutens, a
TaKXe ceTblo McnonHUTeNsa 1 ceTblo 3aKas4ynka;

e aBTOMATUYECKMM OBHapyXXeHMeM HeucnpaBHOCTKU no npotokony BGP (BGP dead timer);

e [MepecTpOeHMEM MapLpPyToB No NpoTokony BGP B 06xon c60MHOMO coeauHeHNs;

e npoueccom pearnpoBaHmna DDoS-ceHcopa Ha BO3HMKWYO DDoS-aTtaky;

e pUCKaMWU, CBA3AHHbLIMU C MPUHYAUTENbHBIM OTK/TIOYEHMEM 3aLWMTbl 3aKa3UMKOM UM MO COrNacoBaHMO
C 3aKa34YmKoM.

KomneHcauusa Bbipa)kaeTcs B MNPeoocTaBfeHUMM 3aKasuMKy COOTBETCTBYHOLIErO KOnm4yecTsBa AHeWl
6ecnnaTHoro okasaHua Ycnyru, BnnoTh Ao 1 (ogHOro) KaneHmapHoro Mecaua. Pasamep KommneHcauuu
onpenenaeTcd UCXOAa U3 CyMMbI naaTtexa 3a Ycnyry 3a 1 (0auH) KaneHOapHbli Mecal, U YCTaHOBIEHHOTO
npoLeHTa KoMneHcauuu. MonyyeHHaa cymMa nepesoguTtca VCnonHUTENEM M3 NPOLIEHTOB B KOMYECTBO
OHel 6ecnnaTtHoro okasaHua Ycnyru.

KomneHcaumsa 3a HegoCTynHOCTb 3aliMLLaeMoro cepemca 3akas4qymnka no suHe MCNonHUTeNns BblpaxkaeTcs
WCKIIOYMTENbHO B MNpepocTaBneHuMn 6ecnnaTHbiX OHEW oOKasaHua ycayru. MakcuManbHbid pa3Mmep
KoMneHcaunn — 1 (oaMH) KaneHaapHbi Mecal 6ecnnaTHOro okasaHua Ycayru. KomneHcaumsa He MOXeT
Bblpa)kaTbCA B BbIN/IaTe AEHEXHbIX CPEACTB MM 3a4MCNATbCA HA cYeT 3aKas4umKa.

[na nonyyeHna KOMMNeHcauumn 3akasymnk Nocie OKOHYaHMa Mecaua, B KOTopoM Ycnyra 6bi1a HefocTynHa,
HanpaBngeT McnonHWTeNo 3asBfieHME Ha NpPefoCTaBleHWe KOMMeHCauuu. 3asB/ieHMWE 3anofHsaeTcs
3aKa3yMKoM Ha oduuManbHOM 6naHke 3akKas3uMka W MOAMNUCHIBAETCA YMNOJIHOMOYEHHBIM JINLOM
3aKasumnka, c oba3aTenbHbIM YKaszaHneM HoMepa ObpalleHunsa, B KOTOPOM coobwanocb o HegocTynHOCTH
Ycnyru, BpeMeHn HeJoCTYNMHOCTM YCyr v gaTbl HELOCTYMHOCTU YCNyru.

Ha ocHoBaHWM 3asdBNeHUs 3akKasuyumKa O NpefocTaBleHUMM KomneHcauuu, MicnonHutenb B TedyeHmne 30
(TPMaouaTM) KaneHaapHbIX OHEN genaeT pacyeT KOMMNEHcaunm, a UMEHHO PacCYUTbIBAeT KOTMYECTBO AHEW
6ecnnaTtHoro okasaHusa Ycnyru, unm npMHMMaeT pelleHne o6 oTkase B NpenocTaBNeHUM KOMNEHcauum,
ecnu HepaboTocnocobHoCTb YCAyrn HacTynmna nNo npuymHe, He 3aBucawen ot MicnonHutensa, unu 6oina
3annaHunpoBaHa McnonHuteneM, o 4eM 3akasunk 6ol yBeAOMMNEH.

Mocne NPUHATUA peLueHna 0 NPefoCTaBeHMN KOMMNeHcaumMmn nnm ob otkase, MicnonHuteno yBepomnser
06 3TOM 3aka3uyMka B COOTBETCTBMM C ycnoBusMu O6uiero cornaweHus ob ypoBHe NMpenocTaB/ieHUs
Ycnyr.

7. OTYETHOCTb

Mopkntoyaa Ycnyru, 3akasdumk noaydvyaeTt AOCTyn B IMYHbIMN KabuHeT nopTtana https://stormwall.pro/my/,
B KOTOPOM eMy OO0CTYMNHbl noapobHaa cTaTUCTUKA NO TPaPUKy U exeMecauHble oT4yeTbl 06 UHLUMOEHTaX B
dopmarte PDF.
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