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MPUNOXEHUE Ng 2.0.
K Jorosopy

OBLUEE COIMMALLEHWME OB YPOBHE NMPEOOCTABJIEHNA YCITYT

1. NPEOMET COMNALIEHUA

Hactosawee CornaweHune o6 ypoBHe npepoctaBneHunsa ycnyr (panee — CornaweHue) ycTaHaBIMBAET:

. LueneBble 3Ha4YeHMa nokasaTenen Ycnyr;

. obwme ycnoeMs W MNOPAAOK B3aMMOAENCTBMA CNyX6 3aka3uvMka M McnonHutens B paMkKax
TeXHMYeCcKon nogaep)kn Ycnyr no Jorosopy;

. NopsAoK KOMMYHMKaunm CTOPOH Mo pa3HbiM Kateropuam O6paleHnii;

. oTBeTCTBEHHOCTb CTOPOH 3a HecobntoaeHue ycnosui Cornawenms.

Ycnyra c4MTaeTca COOTBETCTBYIOLWEN rapaHTMPOBaHHOMY YPOBHIO KauyecTBa, ecin GakTUYEeCKME 3HAYEHNS
€€ NnapaMeTpOB YKaAblBatoTCSA B AManasoHbl LeNeBbIX 3HAYEHMUN, YCTaHOBEHHble B CornaweHnun u (unm)
ycnosusax SLA Ycnyr.

Ecnn B SLA Ycnyr npeoycMoOTPeHbl WMHble YCNOBUS MO CPaBHEHUKD C yciosmaMu CornaweHus, To
nencreytoT ycnosua SLA Yenyr.

2. TEPMWHbI N ONPEOENEHNA

2.10.

2.11.

2.12.

2.13.

2.14.

2.15.

ABapuniiHo- KoMMekc ™Meponpuatmin (paboT), KoTopble NPOBOASTCA B OMNEpaTUBHOM
BOCCTaHOBUTE/IbHbIE pexume AN ycTpaHeHusa unu npenoTBpaleHns MHumaeHTa.
paborbi
(ABP)
Berpop NoCTaBWMWK, KOTOPbIM NpogjaeT W MNPOABMraeT TOBapbl W YyCAyrn nog
cobCcTBEHHBIM BPEHOOM MM TOProBON MapKOW.
Bpems gocrynHoctu COrflacoBaHHbIN nepuop, B TeyeHWe KOToporo d¢yHKLMOHANbHOCTL Ycnyr
Yenyr (B4) [OCTYNHa ANA UCNofib30BaHMA 3aKa3unkoM. M3mepseTtca B Yacax/MMHyTax 3a

Bpemsa HeqocTynHocTH
Yenyr (BH)

OTYETHBIN nepunog C y4eToM YCTaHOBNEHHOro Pexxnma npegoctaBneHus.

COBOKYMHbIN Mepuod, B TeyeHne KOToporo ¢yHKLMOHanbHOCTb Ycnyr 6bina
HepgoCTYMHa ANS UCNONb30BaHMA 3aKa3unMKoM. MaMepsaeTca B Yacax/MUHyTax 3a
OTYETHbIV NepuoL C y4eTOM YCTaHOBNEHHOIO PeXxunma npegocTaBneHms.

Bpems nposeneHns COrnacoBaHHbIM Nepuon, B TeyeHMe KOToporo McnonHuTenb MPOBOAUT
PersiameHTHbIx pabor nnaHoBble MeponpuaTus no obecneveHuto pabotocnocobHocTn  Ycnyr.
(Br1PP) HepocTynHocTe nubo [erpagaumsa BO BpeMsa PernamMeHTHbiXx paboT He
yyuuTbIBalOTCA Mpu nopcyete BpemeHu HepocTynHocTu Ycnayr, ecnn cymma
BPEMEHU NPOCTOA He NpPeBbIWaeT COrnacoBaHHOrO NOPOroBOro 3Ha4YeHus.
Bpems peakuymuu nepuog, B Te4eHme Kotoporo MicnonHuteno pernctpupyet B CPO 1 HanpasnseT
3aKa34ymKy perncrTpaumoHHble gaHHble O6paweHns.
Bpemsa pelerus WHTepBan C MOMeHTa peructpaumm O6paweHus Ao MOMeHTa (GaKTUYeckoro
3aBeplueHuns pabor.
Aerpanauyns CHMKEHMEe KayecTBa npegocTaBneHns Ycnyr, He npueogsiiee K HefoCTYyNMHOCTH

LocrynHocTe Ycnyr

3anpoc Ha u3MeHeHue

OCHOBHOM (YHKUMOHANBbHOCTK YCAyr.

cnocobHocTb  Ycnyr BbIMOMHATb COrNacoBaHHYl @YHKLMIO, Korga 370
HeobxoAnmo. Ycnyru  cyutaloTcs  JOCTYMHbIMMU, ecnun MX  OCHOBHblE
YHKUMOHaNbHblE BO3MOXHOCTM COOTBETCTBYIOT COrlacOBaHHbIM NapamMeTpam.

kateropusa Ob6paLieHnit, bukcupytoLwas noTpebHoCcTb 3aka3umka B fobasneHun,

(3HU) MoAaMdUKaLMN UK yaaneHnn 4yero-nmbo, YTo MOXKET MOBAUATb Ha KayecTBO
Yenyr.
3anpoc Ha KaTeropus ObpaleHnin, dbMkcmpyowan NnoTpebHOCTb 3aKa3unKa B BbINOTHEHUN
ob6c1yuBaHne McnonHutenem onpepeneHHbix paboT B CBOEM 30HEe OTBETCTBEHHOCTU, He
(3HO) CBA3AHHbIX C MHUMAEHTOM unn 3HN.

UHnymarop ObpaieHnsa

UHUm[eHT

HegocrynHocTb Ycayr

ObpatyerHne

3aKa3uuMK MAKM YyNoSIHOMOYEHHbIN NpeacTaBuTeNb 3akasumka, no MHbopMaumum
KoToporo peructpupyetca O6palieHue.

He3annaHnpoBaHHOe cobbiTue, KOTOpoOe npuBeno uUnn MOXXeT nNpumBectn K
HeOOCTYNMHOCTU UK CHMKEHUIO KayecTBa NpepocTaBnenHmns Ycnyr.

3adUKCMPOBaHHbBIN  HaKT HEBO3MOXHOCTU 3aKa3ymkom

OCHOBHOM YHKUMOHANBbHOCTU YCAYrU.

Mncnonb3oBaHnAa

VIHd)OpMaLI.MFI, HanpaBneHHaa YCTaHOBNEHHbIM cnocoboM 3aKasyMKoM uMnu
YNOJIHOMOYEHHbIM NpegcTaBuTeneM 3akasumka u 3apernctpuposaHHas B CPO.
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TMpnopurer O6paiyeHuns —  aTpubyT, onpepenawWwui O4YepedHOCTb W LeneBble MNOoKasaTenum BPEMEHMU
06paboTkn ObpaleHma.

PernameHTHele paboTs! —  KOMMNeKC  NnaHoBO-NpodunakTMYeckux  paboT,  KOTopble  MPOBOAMUT
McnonHuTeNnb B COrNacoBaHHbIA Mepuon  BpeMeHu [Ana  obecrnevyeHus
b6ecnepeboitHOro PyHKLUNOHMPOBaAHNA YChyr.

Pexum TexHu4eckou —  COrnacoBaHHbIN pacnopanok o6paboTkm O6palleHni.
nogaepxxku (Pri)

Cucrema Peructpauymm - MHbOPMaUMOHHaa cuctema NcnonHUTensa, npefHasHayeHHas Ans perncrpaunm
Obpawermii (CPO) 1 06paboTkm O6paleHui.

3. PEXWM NPEOOCTABNEHUA N OOCTYMNHOCTDb YCIVT

Ycnyrn npenoctaBnsaoTca B pexume 24x7x365(6) - 24 yaca B CyTKK, 7 OAHen B Hepento, 365(6) aHen B
roay.

JocTynHoCTb Yenyr namepsaeTcs B npoLeHTax 7 paccunTbiBaeTCH no dopmyne:

(BO-(BH-BMPP-ABP)/BA) x 100, roe:

. B - cornacoBaHHoe BpeMmsa pgoctynHocTu Ycnyr 3a OTYETHBIN nepuog;

. BH -Bpema HepoctynHocTM Ycnyr 3a OTYETHbIM MNepuond Ha OCHOBAHMW [AHHbIX OT CUCTEMDI
MOHUTOPUHTA U 3apPerncTpupoBaHHbiX B OTYETHBIM nepuod ObpaweHnin 3aKka3unka;

. BMPP - coBokynHoe BpeMsa HepgocTynHocTu Ycnyr B CBA3M ¢ PernaMeHTHbIMK paboTtaMn B OTYETHOM
nepuoge;

. ABP - coBOKynHOe BpeMsa npoBeneHnsa ABapMnHO-BOCCTaHOBUTENbHbLIX paboT B OTYETHOM nepuoge.

B pacuetr [JocTtynHocTu Ycnyrnm BKAYaeTcs Bpema HepocTynHOCTM no MHUMaeHTaM npuoputeTa
«KpPUTUYHBIN» N «BbICOKUIAY», KOTOPble MPOM30LWAX NO BUHE MicnonHutens.

CTOpOHbI cornawakwTca  yyuTbiBaTb nepuoabl HepoctynHoctn Yenyr u  (unu) [Herpagauum  Kak
npepocTaBneHne YCayr B WTAaTHOM PEXMME U HEe YyYUTbiBaTb MX MPU pacyéTte BpeMeHu HepJoCTynHOCTU
Ycnyr, ecnu:

NcnonHutenb 3anpocun y 3aka3yuka LOMNONHUTENbHY MHbopMauuio, HeobxoguMyto ana obpaboTku
O6paleHna — 0o noayyeHmUsa ykasaHHon nHdopmaumu;

B xopme o6pabotku Ob6paweHua OypeT ycTaHOBMeHO, 4To HepocTtynHocTb Ycnyr 6bila Bbli3BaHa
HEenocpeacTBEHHbIMU pOencTBuamMu (6e3gencTBmeM) 3aKasumka WM TPeTbUX NuL, BKOYad, HO He
OrpaHNYMBasiCb: W3MEHEHMUSAMM HACTPOEK, MNPSAMO WAM KOCBEHHO BAUAKWMX Ha MpPoOrpaMMHoe
obecneyeHne nnm obopynoBaHue, HaXOAALLEECA B 30HE OTBETCTBEHHOCTM MICNONHUTENS, BbINMOMHEHHbIX
6e3 cornacoBaHua ¢ icnonHutenem;

B xopme o06paboTtkmu Ob6palweHusa BbiBAEHbl HapyleHUs 3akKa3uyMKOM MonoXeHun [orosopa B 4acTu
obecrnevyeHnsa ycnoBuin, HeobxoanMbIX 018 OKasaHua Ycnyr;

HepocTynHOCTb Yc/yr BO3HMKA B CBA3M C UcnonHeHneM TpeboBaHMN 3aKoHOpaTenbcTBa Poccminckomn
Mdepepaunm;

HepocTynHOCTb YCnyr BO3HMKAA B pe3y/ibTaTe HacTynaeHMa o6cToaTenbCTB HENPEOA0MMOM CUbI;
HepoctynHoCTb Ycnyr BO3HWKMA B pe3yfbTaTe COBEPLIEHUS TPETbUMU JNULAMU MPOTMBOMNPABHbIX
OEeNncTBMin, B TOM 4uche B ciiydae npoBegeHna DoS/DDoS-aTtak Ha BblYUCAUTENbHbIE CUCTEMbI 3aKa34nKa;
HapyweHne [OocTynHOCTM Ycnyr BO3HUKAO WM3-3a DoS/DDoS-aTtakyM Ha BblYUCAUTENbHbIE CUCTEMDI
3aKa3yuKa nNpu OTCYTCTBMM NOAKOYEHUA 3aKa3unkoM Yenyru «3awmTta oT DDoS-atak (QRATOR)».

4. KNACCUDUKALINA OBPALLEHUIA

B xome peructpaummn O6palweHns MWCnonHuTenb nNpUCBavMBaeT eMy KaTeropui W npuoputeT B
cooTBeTcTBUM C Tabnuuen 1.

B 3aBucuMocCTun oOT ﬂpVICBOEHHOVI KaTeropuu OﬁpaLLl.eHl/IFl M ero npnopnTeTa yCtaHaB/IMBalOTCA LieneBble
nokasatenu obpaboTkn Ob6paweHus.
Tab6n. 1. Kateropuu n npuoputeTsl ObpalieHni

KaTteropus Mpuoputet Mpumepbl

MHUuMOeHT BneyeT 3a coboM OCTAHOBKY WAWM  MNOJIHYKD NOTEplo
paboTtocnocobHocTM  Ycayr. [pogonxeHuve paboTbl  3akasuuMka C
MUCMNOMIb30BAHMEM OCHOBHOM @YHKUMOHANBbHOCTUM YCAYr HEBO3MOXHO.
Ycnyru NoNHOCTbO HEeQOCTYMHbI. [JaHHble YCNyr noTepsaHbl U He MoryT 6biTb
BOCCTaHOB/EHbI.

KpuUTnUHbIN

NHUMpeHT
Ycnyrn notepsann UM oXXuMaaeTcs, YTo noTepsioT GYHKLMOHANbHOCTL UK

YacTb (YHKUMOHANbHOCTM. [aHHble YCAyr noTepsiHbl, HO MOryT ObiTb
BOCCTaHOBMEHbl. Duxkcnpyetca 60Mblloe KOMMYECTBO OLWMBOK B AaHHbIX
cucTeMbl MAW MONb30BaTENbCKUX AaHHbIX, HO 3TO HE MPUBOAUT K MOMHON
noTtepe AaHHbIX AN HegoctynHocTu Ycnyr.

Bblcokum
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KaTteropus Mpuoputer Mpumepsl

HekoTopble dyHKUMKM YCAyrM AAa OTAENbHbIX MOMb30BaTeNielt HegoCTYMHbI
CpenHuii unn paboTatloT HeKoppekTHo. C6oM B CEPBUCHON CUCTEME, KOTOpble He
NPUBOAAT K NOTEPAM AaHHbIX U (MnKn) erpapaumu.

Yenyrn dyHKUMOHUPYIOT HOPMasibHO, HO 3aKasuyMKy Heobxogumo, 4Tobbl

Bbicokuit McnonHWTenb  BbIMOMHMA  onpefdenéHHble paboTbl B CBOEW  30He
3HO OTBETCTBEHHOCTU.
CpenHuii KoHcynbTauumn, npefocTaBNeHne AaHHbIX.

[JobaBnernne, MoomduKkauus unuM yaanedue yero-nubo, UTO MOXeT
3HU HenpuMeHUMO | noenusaTb Ha KayecTBo YCnyr.

3aka3uuk Brnpase 3anpocuTb OTYET, co,u,ep»(au.l,mﬁl pe3ynbTaThbl CbaKTVIHECKIAX I/I3MepeHVIl7I M paCCYNTaHHbIE
3HayeHMa NapaMeTpPoB NpefocTaBieHnsa Ycnyr 3a OTYETHbIN nepunoa.

OTYéTbl HANPaBMAKOTCA B TeYEHME OQHOMN Hedenu nocse okoH4YaHua OTYETHOro Nepmnona No 3MNeKTPOHHOM
noure.

OTUYéTbl cofep)KaT AaHHbIe O BbIMOJIHEHMM NapaMeTPOB KAYeCcTBa oKasaHua Ycnyru:
. HapyLEeHNS B BbINOJIHEHMM YCTAHOB/IEHHbIX MapaMeTpoB KayecTBa YCAyr;
. CTaTUCTMKA No ob6paboTaHHbIM OBpaLLeHnaM.

5. LEMEBbIE 3HAYEHMS MOKA3ATENEN TEXHUYECKOW NOAAEPXKMN

B Tabnuue 2 yctaHaBNMBalOTCA C/ieAyoWMe LeneBble 3Ha4YeHMs NoKasaTenen TeEXHNYECKOM NOALEPXKKN:

Tabn. 2. LleneBble 3Ha4YeHMs NokasaTenen TeXHMYecKomn noanepXXKn

E e BpeMs pelweHus .
Kareropus Mpuoputer peakuum Pe)xxuMm TexHM4eckoun nopnepxkm
(4acoB)
(MuHYT)
KpuTniHbii 15 4 24x7x365(6) - 24 yaca B CyTKWU, 7 OHEN B
NHumngeHT BbICOKMIA 15 8 Hepenio, 365(6) AHer B rody
CpenHum 15 12
BbICOKMIL 15 24 9x5 - ¢ 09:00 pgo 18:00 (Mo MOCKOBCKOMY
3HO BPEMEHM) C NOHeAeNbHMKa NO MNATHMUY 3a
CpenHum 15 48 MUCK/TIOYEHMEM BbIXOAHbIX W MPa3fHUYHbIX
3HU He He Mo cornacoBanuio | Hepabouunx AHeil
NPUMEHNMO NPUMEHNMO CTOpOH

YKa3aHHble B Tabnuue 2 uenesble 3HAaYEHUSA MPUMEHSALIOTCA N0 YMONYAHUIO, EC/TN MHOE He YKa3aHo B SLA
Ycnyr.

OTCYET BpeMeHU peleHnss npuocTaHasnmneaeTcs MicnonHUTeneM B ciyyasx, korga:

e VicnonHuTtenb 3anpocun y 3akasumka OMNoNHUTENbHYIO MHPOPMaumio, Heobxoaumyto ons obpaboTku
O6paleHnsa — 0o NoNyyYeHns yKasaHHoON MHbopMauunm;

e QOO6pauweHne kateropum 3HO nepepaHo B paboTy BeHoopy - A0 NoslydeHUs pesynbTaToB OT BeHaopa;

e 1o O6pauweHunto Kateropmn 3HO 3apernucTpupoBaH CBA3aHHbLIM 3HWN - 0O pelweHua No yKasaHHOMY
3HW.

MIcnonHUTENb MO COrfacoBaHMIO C 3aKa34yMKOM BrpaBe MPMOCTAaHOBUTb OTCYET BpeMeHKn pelweHunsa oo
cornacoBaHHOM AaTbl.

Ecnn MHUMAEHT BO3HWK B pe3ynbTaTeé CUCTEMHOW OWWOKW, ONa yCTpaHeHUA KOTopon Heobxoaumo

BblMOSIHEHNE paboT BeHAOPOM, BHEWHUM nNoApAgYMKOM (BbIMYCK naTtya, HEeOOKYMEHTUPOBaHHbIE

HaCTPOMKM U T.M.), CPOKWU BbINONHEHUA pPaboT onpegensaet BeHOop, BHEWHWN NoaopsAOYMK.

Mpu 3TOM VIcnonHuTenos:

. 06513aH NPoBeCcTM MOUCK BPEMEHHOro (06X0OHOr0) pelleHusa o MUHUMU3ALUMU BIUAHUSA Takoro
MHumnpoeHTa Ha KayecTBo YCNyr;

. BripaBe yBennunTb Bpema peweHnsa ObpalleHnsa B COOTBETCTBMU C MHGOPMaLMeEN, NOCTYNUBLLEN OT
BeHpopa, BHEWHEro NoApPAoUYnNKa;

. He HeceT OTBETCTBEHHOCTb Nnepe 3aka34ynkKoM 3a npesBbilleHne BeHOopOM, BHEWHMM NMOAPSAAYNKOM
CPOKOB BbINOJIHEHMA paboT no O6palleHuto.

6. MPOBELEHWE PEMMAMEHTbIX Y ABAPUAHO-BOCCTAHOBWTENbHbIX PABOT

PernamMeHTHble M ABapUMNHO-BOCCTAHOBUTE/NbHbIE PaboTbl MPOBOAATCA B COOTBETCTBUM C YCNOBUAMM,
npegycMoTpeHHbIMM CornaweHneM 1 COOTBETCTBYIOWMM pasgenomM SLA Ycnyr.

[onyckaeTtca npepbiBaHWe YCyr B CeAyoWwmX CrydYasx:
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0na nposefneHns PernaMeHTHbIX pa60T, 3annaHMpoBaHHbIX VicnonHuTenem, nocne npeaBapuTenbHOro
yBeooMmnieHunsa no 3ﬂeKTpOHHOVI rnoyTe ynosIHOMOYEHHOr 0O NpeacTaBuTens 3akas4umnka;

Onsa nposeneHus ABapVIlZHO-BOCCTaHOBVITEJ'IbeIX pa60T B CBA3XM C VIHUMOEHTOM C yBeOooOM/IEHMEM
yNOMHOMOYEHHOro NpeacTaBuTens 3akasumka no CbaKTy BbiAB/IeHNS VIHUMOeHTa.

MepepblB B npepocTaBieHnn Ycnyru B pes3ynbTaTe npeBblileHns WCnonHUTENeM COriacoBaHHOro
OOMNYyCTUMOro BpeMeHW npoctoa Ycayru npu  npoBeaeHuMm PernamMeHTHbix paboT aBnaeTca
HepocTynHoOCTbIO YCnyru.

YcnoBusa nposeneHuns PernamMeHTHbiX M ABapUIMHO-BOCCTAaHOBUTE/bHbIX PaboT B OTHOWEHUM Ycnyr
npueeneHbl B Tabnuue 3:
Tabn. 3. YcnoBua npoBefeHnsa PernaMeHTHbIX U ABapuUIMHO-BOCCTaHOBUTENbHbIX paboT

Mpoao/mMKUTENBHOCTD YeepnomneHue JononHuTenbHbie
HaumeHoBaHue
HeJOCTYNHOCTH 3aka3yunka ycnoBus
PernameHTHble paboTbl
CymmapHo He Gonee 1 nposopATcs  BO  BpeMms
(ogHOro) yaca B Mecsu. He nospgHee 4yeM 33 2 | TexHOAOrMYECKOrO
PernaMeHTHbie paBoTi WHTepBanbl mexay | (aBa) pabounx AHA AO | mepepbiBa B yachl
npepbiBaHNAMMN — He MeHee Ha4vana nepunopa HauMeHbLLen HarpysKu (B
14 (4eTbipHaAUATH) | HEAOCTYMHOCTK. uHTepsane c 23:00 go 06:00
KaneHaapHbIX AHe. Mo MOCKOBCKOMY BPEMEHM).
B cnyvae yrpo3bl
BO3HUKHOBEHMWS aBapuvnHON
cuUTyaumu, ons
npenoTBpaLleHns KoTopomn
TpebytoTca
He3aMepnunTenbHble
nencrTeus, yBefoMmeHune
Bpema nepepoiBa npon3BoamnTCS
ncyncnaeTcqa C MOMEHTa HenocpeacTBeHHO nepep,
peructpaumm MHumpeHta go | HenocpencTBeHHO neped | wauanom pab6or. Ecnu
ABapuiHo- MOMeHTa (aKThYecKoro | HavasoMm  paboT WU | oBHapysKeHHas
BOCCTAaHOBUTENbHbIE BO306HOBNEHMUSA 3apaHee, no  ®aKTy | peucnpaBHOCTb He BAMSET
pa6OTb| npepocrtasneHnsa ycnyrun 06Hapy)KEHVIH Ha paﬁOTOCI'IOC06HOCTb
nocne npnMeHeHNAa HEeMncnpaBHOCTU. OCHOBHOIO dJyHKLI.VIOHaJ'Ia
MOCTOAHHOrO nnn Ycnyr u pabotel no ee
BPEMEHHOIO peLleHns. yCTpaHeHuto MoryT  6biTb
npoBeaeHbl B yacbl
HavMeHbluemn Harpysku,
yBenoMieHve
NpPOV3BOAUTCS He mno3aHee
yeMm 3a 2 (@Ba) vaca pno
Hayana pabor.

Echm B SLA VYcnyr onpepgeneHbl WHble YCNOBUA MNpoBedeHUa PernaMeHTHbIX U ABapuUMHO-
BOCCTAaHOBUTENbHbIX PaboT, TO NpuMeHaTca ycnosua us SLA Ycnyr.

7. KOMMYHUKALNA

KOMMYHUKaUuM Mexay 3aka3unkoM u MicnonHutenem ocyllecTBnaioTca:
e 0 3NEKTPOHHOW NouyTe;
e o TenegoHy;
e B uyaTe JInyHoro KabuHera.

Ob6palleHne MOoAIeXMT PacCMOTPEHUIO TOMbKO B Clyyae yCnewHon uaeHTudukaumm 3akasuumka unm
npeacTrasuTenda 3aKasumka:

Mo 31eKTPOHHOW MoYTe — Mo MCXoasueMy aapecy coobuieHus. MPUHUMAKOTCA K UCMNOMHEHMWIO TOMIbKO
O6palleHna, HanpasB/ieHHble C 3apPerncTpUMpoBaHHOro agpeca(-oB) 3akasumMka WAM YNOSHOMOYEHHOro
npeacTaBuUTensa 3akasumka.

Mo tenedoHy — no ®NO 1 naeHTUbUKaALMOHHOMY HOMepy 3aka3umka (B c/iydae ero OoTCyTCTBUSA — MO
Homepy Jorosopa).

McnonHuTenb BNpaBe 3akpbiTb 6€3 ganbHenwen obpabotkm Ob6palleHne B cnydyasax:

Ecnn NHuumaTop O6palleHus He ABNSeTCA YNoJHOMOYEHHbIM MNpefcTaBuMTeNneM 3akasuyMka. B aToMm
cnyyae WMcnonHuTenb OCTaBnfAeT 3a CoBOM MpPaBO CBA3aTbCA C 3aKa3YMKOM WKW YMOTHOMOYEHHbLIM
npegctaBMTesneM 3akasuumka.

Ecnn B CPO yxe 3apernctpupoBaHo O6palieHne oT 3TOro 3akasyuka UamM Opyroro ynoJIHOMOYEHHOro
npencTaBmMTeNs 3Toro 3akasuuka.

3aKasumMk MoXeT 06paTuTtbca B KOHTAKTHbIM LEHTP McnonHuTensa B T.4. MO BOMpocaM 06paboTku
NMepCoOHasbHbIX OaHHbIX (€CIM MPUMEHUMO B PaMKax OKasaHua YCnyr). DNeKTPoHHasa noyta KoHTaKTHOro
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9.1.

9.2.

9.3.

LUeHTpa yKasaHa B [lepeyHe KOHTAKTHbIX Nuu K [oroeBopy. VYKasaHHble obpallieHua 3akasuuka
nepecbiNatoTca KOHTaKTHBIM LeHTPOM MCNonHMUTENa B paMKax ero KoMneTeHUUN YyNoJTHOMOYEHHOMY NULY
McnonHuTensa, oTBETCTBEHHOMY 3a 06paboTKy TakMx obpalleHni.

8. OMOBELEHUE 3AKA3YUKA O HAPYLLEHUN NHOOPMALIMOHHOW BE3OMACHOCTU

Mpu BbISBNEHUN HapYLIEHMA MHDOPMaLMOHHOM 6e30MacHOCTU, KOTOPOe MOBAEK/IO UM MOXET NoB/eyb
HapylweHne KOHOUAEHLUMANbHOCTU U (MNTM) LENOCTHOCTU AaHHbIX 3aKa3sunka, 1 (Mnu) oocTynHocTu Ycnyr,
NcnonHutenb yBegomnseT o6 3TOM 3aKa3umka M YNONHOMOYEHHbIX MNpefcTaBuTenell 3akasuymMka B
TeyeHue 24 (oBapLATM YeTbipex) YacoB Moc/ie BbiABNEHUS.

MpuMepbl HapyweHUn WHPOPMAUMOHHON 6e30nNacHOCTM, O KOTopbiX WcnonHuTeno yeegoMmnaer

3aka3uuka:

. obxon nepuMeTpoBbIX Cpeacts 3awmtol M WEB Application Firewall (WAF) B cocTaBe
MHdpacTpyKTypbl McCnonHuTens, nNOBAEKIWWIA BO3MOXHbIA HECAHKLUMOHUPOBAHHbLIA [OCTYN K
OpraHusaumm (TeHaHTy) 3aKa3umnka;

. obxop cpefactB M (MAM)  MHCTPYMEHTOB YMNPaBNEeHMS  3alKUTbl  MHPOPMaUMM, NOBAEKLWUNA
HEeCaHKLUMOHMPOBAHHbIM AoCTyn K OpraHu3auunm (TeHaHTy) 3aka3uuka;

. nocnenoBaTeNbHOCTb COBLITUI MHDOPMALMOHHOM 6e30MacHOCTU, BbiABMEHHbIX cpencTBamu SIEM
(Security Information and Event Management), cBuOeTenbCTBYOWAsa O BO3MOXHOM [OCTyne K
OpraHmMsaumnm (TeHaHTy) 3akasumka u3 OpraHmMsaumm (TeHaHTa) Lpyroro 3aka3uyuMka B obxop
MexaHW3MOoB 3alWnTbl, obecneymBarowmx nsonaunto OpraHmsaunin (TeHaHTOB) 3aKa34yMKoB ApPYr OT
apyra;

. HECaHKLUMOHMPOBAHHbLIA [JOCTYN K MNepCoHanbHbIM [aHHbIM 3aKa3yWKa, PaACMONIOXEHHbIM B
MHOOPMALMOHHBIX CUCTEMax MWcnonHutenal, KoTopblh MNpPUMBEN WKW  MOXET MpMBECTU K
KOMMNpOoMeTauum NepcoHasnbHbiX AaHHbIX 3aKa34ynka;

. HEeCaHKLUMOHMPOBAHHbIN hU3n4eckui goctyn K obopynoBaHuto MHGpacTpykTypbl MicnonHuTtens, Ha
KOTOPOM pa3MeLleHbl MIHPOPMaLMOHHbIE CUCTEMbI 3aKa3ymKa.

YBeLOMNEHME O HapyLeHUn MHPOopMaLMOHHOM 6e30NacHOCTM AO/MKHO COAepPXKaTb:

e  [aTy U BpeMs BbIIBNIEHUS U (MPU BO3MOXXHOCTWN) BO3HUKHOBEHMWA COBbITUS;

. KpaTKoe onncaHune cobbitTms;

. PUCKM AN 3akasuunka;

. KpaTKoe onucaHne AencTBU MICNONHUTENEM MO YCTPAHEHMIO HAapYLWeHUS;

. cBegeHna 06 MHPOPMMPOBAHUM HAL30PHbIX OPraHoB (B C/Ayyae ecnvM 3aKoHOAATeNbCTBOM
Poccunckon depepaumnm yctaHoBAEHa Takas 06a3aHHOCTb MicnonHuTens).

NcnonHuTtenb He 0653aH yBeLOMNATb O HapyLeHMAX MHPOPMaLMOHHOM 6e30MacHOCTM, NPOM30LWeaLLnX
B pe3ynbTaTe AeiCTBMIN 3akasumnka 1 (Mn) B 30He OTBETCTBEHHOCTM 3aKas4ynkKa.

[ns aBTOMaTM3auMW NPOLECCOB BbIABMEHUA W pPearnpoBaHUs Ha WHUMAEHTb WMHGOPMALMOHHOM
6e30nacHOCTM Ha CTopoHe WcnonHuTena WCNoNb3ylTca cpeactBa cbopa M aHanusa cobbiTui
nHbopMaunoHHon 6esonacHocTu knacca SIEM (Security Information and Event Management) c
npuenedeHnem ycnyrm BHewHero SOC (Security Operations Center).

B xoae paccnepoBaHUsA HapylweHUn MHbOPMaUMOHHOM 6e30nNacHoCTU:

McnonHuTenb BnpaBe NpenocTaBUTb YNOMHOMOYEHHbBIM COTPYAHUKAM MICNONHUTENa [OCTYN K XypHany
cobbITnin OpraHusaumm (TeHaHTa) 3akasumka;

NcnonHutenb rapaHTUpyeT 3aka3uuKy [OCTYN K XypHany cobbituii ero OpraHu3auum (TeHaHTa) Ha
nepuog paccnefoBaHMs C BO3MOXHOCTbIO BbIFPY3KM XXypHana BO BHEWHWIA dann;

3aKa3yuk BMpaBe 3anpocutb y WCNONHUTENS [OaHHble W3 XKYPHaNoB COObITMIN CPeacTB 3aluThl
MHbopMaunm NHbpacTpyKTypbl, BKAOYas SIEM.

9. KOMIIEHCAUWA 3A HAPYWEHWE COIMMALUEHNA

Mpn HapyweHUM NoKa3aTenen ypoBHa JocTynHocTu Ycnyr no BuHe MicnonHutensa 3akasdymMk MuMeeT NpaBo
Ha KOMMEHCALMIO — CHMKEHME NaTeXxa 3a Nosb3oBaHMe Ycnyron B nocnegyowem OTYETHOM nepuoge,
eCc/IM MHOe He YCTaHOBNEeHO B ycnosuax SLA Ycnyr.

Mpwn pacyéte OocTynHoCTU Ycnyr:

e BH yuyutbiBaetca B 06béMe 100% OT 3aPUMKCMPOBAHHOrO BPEMEHW MPOCTOS OCHOBHOM
PYHKUMOHanbHOCTK YCnyr;

e [lerpapaumsa yuyntbiBaetcsa B 06béMe 20% OT 3aMKCMPOBAHHOIO BPEMEHW NPOCTOSA BTOPOCTENEHHOMN
(GYHKUMOHaNbHOCTK YCnyr.

Pa3Mepbl KOMMeHCaUuii NpMBeaeHbl B COOTBETCTBYIOWEM pa3gene SLA Ycnyr.

1 3a ucknoyernmneM MAH 3akasumka, obpabaTbiBaeMbiX B €r0 MHPOPMALMOHHBIX CUCTEMaX, Pa3BEPHYTBIX C UCMOb30BaHMEM YCyT.
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9.4.

9.5.

9.6.

9.7.

9.8.

9.9.

9.10.

9.11.

9.12.

MpenenbHbI pasMep KOMMAEHCALNM N0 KOHKPETHOM YCyre He MOXeT NpeBblLlaTh 3HAYEHUS, YKa3aHHOMo
B ycnoBusax SLA Ycnyr.

B npepmenax ogHoro OTYETHOro nepuopa CTOMMOCTb YCNyr He MOXeT BblTb CHUXeHa bonee, 4yeM Ha 50%
(NATLOECAT NPOLLEHTOB).

B cnyuyasax, Korga pasmMep KoMMeHcauni npesbliliaeT 06bEM, yCTaHOBMEHHbIM N. 9.4 CornaweHuns, octaTok
nepeHocnTCa Ha cnepyrowmim OTYETHBIM nepuog,.

Ha koMmneHcaummn no HacToswemy pasneny CornallieHus He pacnpocTpaHaoTca TpebosaHma cT. 317.1 TK
P® no ynnate NpoLEHTOB.

B TeueHue 60 (ecTnOecaTn) gHen C MOMeHTa BO3HWMKHOBEHUA COBbITUA, KOTOPOE MPMBENO K HAaPYLWEHMIO
nokasartenen ypoBHA [ocTynHocTM Ycnyr, 3aKas3uuK BrpaBe HanpaBuTb MCMONHWUTENO NpeTeH3uio,
PYKOBOACTBYACH NpaBuiaMu 1 ycnoBuammn nogaum O6palleHnin, ykasaHHbiMK B HacToaweM CornalieHum.
MpeTeH3Ma [OMKHA OblTb 0OOCHOBAHHOW, K Hel [OO/MKHbI  OblTb  MPUNOXKEHbI  AOKYMEHTHI,
noaTeepxxgatolme TpeboBaHna 3akasunka.

[na nonyyeHns KoMneHcaumm 3akasumk HanpasnsaeT McnonHutento Ob6pauieHmne ¢ 060CHOBAHUEM CBOUX
TpeboBaHui. YKaszaHHoe ObpalueHue pernctpupyetca Kak 3HO cpegHero npuopuTeTa.

Mpu HapyleHUM 3aKa3uyMKoM CpoKa Hanpas/eHMsa NpeTeH3nun, npeaycMoTpeHHoro B n. 9.8 CornaweHus,
WNKn ycnoBui eé nogauym, McnonHuTeNb BNpaBe 0TKa3aTb B NPEAOCTABIEHMM KOMMEHCAUNN.

PasMep KOMMEHCALMM PaACCYMUTLIBAETCA OT CTOMMOCTM Ycnyr 3a ToT OTYETHbIM nepuop, B KOTOPOM
npowusoluen GakT HapyweHus ycnosuii CornaweHuns.

McnonHutenb BNpaBe nNO CBOEMY YCMOTPEHWUIO MPefocTaBUTb 3akKa3yuMKy pa3oByl CKUAOKY 3a
nosib3oBaHmne Ycayramu.

CTpaHuua 6 n3 6



