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OINMMCAHME N YCIOBUA MPEOOCTABJIIEHNA YCIYTU
«OCT-VPN Ha 6aze VipNet»

1. OBLLAA NHDOPMALIUA U ONMUCAHUE YCNYTU

FOCT-VPN Ha 6a3e VipNet aBngeTca ycnyrom no npenoctaBfieHMI0 3aKasuuKy 3alMWEeHHOro KaHana
CBA3M ON9 MOOKIYEHUA MHOOPMALMOHHbBIX CUCTEM, pa3MelaeMblX B MHOPACTPYKType 3akasuyuka, K
MHPOPMALMOHHbIM CUCTEMAM, pa3MeleHHbiM B Ob6nake Cloud.ru.

Ycnyra npepoctaBnsetca Ha 6ase cpeactBa Kpuntorpaduyeckon sawmutbl MHbopMaumm (CK3UM) MAK
ViPNet Coordinator HW, ceptndunumpoaHHoro ®Cb CK3U no knaccy KC3, mexxceTeBoro akpaHa (M3) 4
Knacca 3alMueHHOCTU, unu Ha 6as3e nporpaMMHoro komnnekca ViPNet Coordinator VA,
ceptudunumpoBaHHoro ®Cb CK3W no knaccy KC1 n ceptndmumpoaHHoro @CTIK M3 Tnna A 4eTBepTOro
Kfacca 3aWwmThl.

CocTtaB YCNyru n OCHOBHble KOMMOHEHTbI.

Ycnyra noctpoeHa Ha 6ase ceTeBOro uM cepBepHoro obopypoBaHua McnonHutena M 3akasuumka ¢

ncnonb3oBaHmeM annapatHbix (ViPNet Coordinator HW) unmn BuptyanbHbix wnto3os (ViPNet Coordinator

VA). B cocTtaBe Ycnyrmn 3aka3umky npenoctaBnaerca:

e fogkntyeHue K ycnyre,

e [0OCTYN K 3aWMEeHHOMY C ncnonb3osaHnemMm CK3W kaHany nepegaym gaHHbIX,

e TexHumyeckas nogaepxka 24*7*365.

ViPNet Coordinator BbicTynaet B ponu VPN-cepBepa 1 npeaHa3HayeH Ana Mcnonb3oBaHusa B IP-ceTsax,

3alUMTa KOTOPbIX OPraHM3yeTcsa ¢ NPMMEeHeHNEM KOMMJIeKCa NPOrpaMMHbIX NpoaykToB ViPNet.

CeTb ViPNet npeactaBnseTr cobon BMpTyanbHyO 3awmnweHHyo cetb (VPN). OaHHble, nepenaBaemMble B

VPN-TYHHenNsx, 3alndpoBbIBAOTCSA C MOMOLLbIO CUMMETPUYHbIX K/TI0YEeK; KNoun WdpoBaHMa co3gatoTcs

M pacnpegensioTca LeHTpanmM3oBaHHO. Kaxpasa cetb ViPNet nMeeT cBOM yHUKANbHbI MOEHTUDUKATOP.

K 6a3oBbiM dyHKLMaM ViPNet Coordinator, obecneynsatowmnm paboty cetn ViPNet, oTHocsaTcs:

. CepBep IP-agpecoB. ObecneynBaeT B3auMMoAencTBMe 3awumlleHHbiXx y3noB ViPNet. Cepsep IP-
anpecoB coobuwaeT ceTeBbIM y3/1aM MHbOPMaUnio 06 agpecax 1 napaMeTpax LOCTyna APYrux y3nos.

. MapuwpyTtnsatop VPN-naketoB. ObecneymBaeT MaplwpyTM3auuio TPaH3UTHOrO 3awumueHHoro |IP-
Tpaduka, NPOXOoAALLEro Yepe3 KOOPAMHATOP Ha Opyrve 3alWneHHbIe y3rbl.

. CepBep coegnHeHnn. ObecneynBaeT coegMHeHNe KIIMEHTOB U KOOPAMHATOPOB APYr C APYrOM.

. VPN-wno3. MNo3BonsgeT opraHM3oBaTh 3alLMLEHHbIE COEAMHEHUA MEXOY Yy3NnaMu CeTU U Mexay
CerMeHTamm ceTel C NOMOLLbIO 3alMLLEHHBIX KaHANoB (TyHHenen).

. TpaHcnopTHbIM cepBep. ObecneymBaeT OOCTaBKY Ha CeTeBble Y3/Mbl YNPaBAAlOWMX COOBLIEHUN,
0BHOBMIEHMI CNPaBOYHUKOB, KAOYelr U nporpaMmHoro obecneveHunsa us ViPNet LLYC nnu Prime, a
TakXe obMeH npuKNagHbIMMU TPAHCNOPTHBIMU KOHBEPTaMUM MeXay y3n1aMu.

. 3alNLLIEHHbIN NHTEPHET-W/3. Ob6ecnedynBaeT pasaefbHbii OOCTYN 3aLWMLLEHHDbIX Y3/10B B UHTEPHET
N K pecypcam 3awmuweHHoln cetu ViPNet.

. MexceTeBoM 3KpaH. BbinonHaetr dwunbTpaumio IP-Tpadmka Ha OCHOBE 3afaHHblX MpaBwus;
ocyuwiectBnsaeT TpaHcnauuto agpecos (NAT) ona oTkpbiToro IP-Tpaduka.

2. YCNOBUA NPEOOCTABNEHNA YCITYTU

Ona nopkniodveHua Ycnyru 3akasduk obaszaH obnagatb cobcTBeHHbIM obopypoBaHueM [AK ViPNet
Coordinator HW wunu nporpamMmHbiM koMmnnekcom ViPNet Coordinator VA, RNOAKNIOYEHHBIMU K
MHbPACTPYKTYpe, pacrnofioXeHHoW 3a npepgenamu O6naka Cloud.ru, cBA3b C KOTOpoM HeobxoguMmo
obecneynTb NOCPEACTBOM 3aLUMLLEHHOIO KaHala CBA3MK.

[na HacTPOMKM 3alUILIEHHOrO KaHana CBA3M 3aKa3uyuK Oo/mKeH 6e3onacHbiM cnocobom obMeHATbCA ¢
McnonHuTenem KntovamMmu 6e30nacHoCTU.

B cnyyae HEBO3MOXXHOCTU OKa3aHUa YCyrm no TeEXHUYECKUM NpuYnHam MicnonHuTenb obsa3aH yBeaooOMUTb
3aKas4yunka 06 3ToM 1 coobLmnTb CPOKM BOCCTaHOBNEHUS YCyru.

NcnonHuTenb HeceT OTBETCTBEHHOCTb 3a paboToCnocoBGHOCTL  KaHala CBA3M U CPencTs
KpUnTorpaguyeckon 3awmnTsl MHGOPMaL MK, Pa3MeLLEHHbIX B MHDPACTPYKType McnonHutens.

NcnonHuTenb He HeceT OTBETCTBEHHOCTM 3a obecnedyeHue paboTocnocobHOCTM U KOPPEKTHOCTb
HACTPOMKM CPEeACTB KpUNTorpacbuyeckon 3alWuTbl, pasMelleHHbIX B MHPPACTPyKType 3akKasuuka, U
MHGOPMALMOHHBIX CUCTEM 3aKa3umnKa, K KOTOPbIM OCYLLECTBIAETCA NOAK/oYeHme.

3aKa34ynk 06ﬂ3y8TCF| MCcnonb30BaTb BbligeeHHOe 3alnuieHHOoe noagKnw4vyeHne K VIHdJOpMaLI,VIOHHbIM
cncteMaM UCKNIKYNTEeNTbHO B paMKaX COriaCcoBaHHbIX yCJ'IOBMl‘/II noagkn4yeHuUd (CM. n. 3.2). HapyweHune
OAHHOro MNyHKTa cornaweHuma MOXXeT CNY>XUTb OCHOBaHMEM p[ONiad NMPUOCTAHOBKWM OKa3aHWa ycnyrun no
MHMUKaTnee MicnonHutens.
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Ycnyra cuymtaeTtcs OKasaHHoM nocne HaCTpOVIKVI ceTeBoro O60py,D,OBaHVIF| Ha cTopoHe McnonHutensa u
nepegayn 3akas4ynky Knto4en 6e3onacHoCcTU.

3. BA30OBAS ®YHKLIMOHA/IbHOCTb N METPUKW YCNYTU

basoBas d)yHKLI,l/IOHaJ'IbHOCTb U MeTpUKKN YCyru npencraBneHbl B Tabnuue 1.

Tabn. 1.

MapamMeTpbl NpegocTaBnaemMon Ycnyrum

XapaKTepuCTUKKU U METPUKK

[onycTuMble 3Ha4YeHUs

BblAeNNeHHOro KaHana nogkn4yeHnsa

CKopoCTb nepepgayu OaHHbIX B paMKax ogHoro

OT 100 M6uT/Cc o 1 réut/c

Tpaduka 3a OTYETHbIN Nepuog

OrpaHuyeHnss MCxXogsWwero M BXOAsWero CyMMapHOro

He orpaHndyeHO B pamMKax BblgefleHHOro KaHana

noaKNK4vYeHns

Ba3oBble METPUKM MOTYT BblTb CKOPPEKTUPOBaHbI MPK 3aKase YCayru.

4. TAPUOUKALINA YCIVTH

[na paHHoM Ycnyru ucnonb3yeTtca cTaTuyeckan Tapudunkaums.

BennunHa e)eMeca4yHoro nnatexka 3a nosb3oBaHMe YCNyron onpepenserca B COOTBETCTBUMU C

3aKa3aHHbIM 0OBbEMOM MEPEUNCNIEHHbIX HUXE PeCcypCcoB U OMNuuit:

e LIMPMHA KaHana c warom 100 MoéuT/c (oo 1 réut/c);

e Tun CK3W Ha cTopoHe McnonHuTtena (annapaTHbIM UK BUPTYanbHbI Kpuntownto3 ViPNet), npu aTtom
JOonycKaeTcs MCNOMb30BaHME pa3HbIX TUMOB Ha CTOpPOHe 3aka3uyuka u McnonHutens

e uvcnonb3oBaHue nuueH3aunm Ha MO ViPNet Client (MacOS, Linux, Windows), npegocTtaBnsemoe
McnonHuTenem gasa Mcnonb3oBaHMA Ha CTOPOHE 3aKa3uyuKa

5. MHBLIE YCNTOBUA, MPUMEHUMBIE K YCITYTE

BO3MOXHble BMObl MOAK/IOYEHUSA [ UBMEHEHUS [ OTKNOYEeHNSA YCyru:

Mocpencrtsom noannucaHmsa 3akasa.

B0O3MOXXHbI NOPAAOK pacyéToB no Ycnayre:

MocTonnara.

BO3MOXHble cnocobbl onnathbl / nopsnoK nonosHeHus banaHca:
OnnaTta B 6€3HanM4YHOM nopsiaKe Ha OCHOBaHMW BbICTaBIEHHOrO MicnonHuUTeneM cyéTa.
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