000 «0O6nayHble TexHonorum» [ Cloud.ru LLC B

C|OUC|.I’U info@cloud.ru / +7 (495) 260-10-82 / https://cloud.ru Bepcusa 231207

NMPUMNOXXEHUE N2 1.CRS.3
K [lorosopy

OINMMCAHWME N YCITOBUA NMPEOOCTABITEHNA YCIYT
BALUNTA OT DDOS-ATAK (STORMWALL)», «3ALLTA BEB-MPUTOXXEHNI
(STORMWALL)»

1. OBLIAA UHPOPMALMSA N ONMUCAHMUE YCNYT

1.1. Ycnyra «3awuTa ot DDoS-atak (StormWall)» - yciyra no 3awmTe oT atak oTKasa B 06CnyXUBaHUM UK
DDoS-atak cepBucoB! 3akasumka, AOCTYNHbIX Mo npotokonam HTTP, HTTPS AKX MHbIM NPUKIaaHbIM
npoTOKoOMaM, nogeep)xeHHbiM DDoS-aTakam.

1.2. Ycnyra «3awmTa Beb-npunoxkeHunt (StormWall)» — ycnyra no ¢punbtpaunm Beb-tpadmka ona 3awmTbl oT
aTak, HanpaBfeHHbIX Ha 3KcnayaTauuto yassumocten WEB-npunoxeHun (pyHkuma Web Application
Firewall, WAF). Ycnyra «3awmTa Be6-npunoxxeHmnin (StormWall)» npepoctaBnaetcs 3aka3unmkam TONbKO
COBMECTHO C ycnyron «3auwmTa oT DDoS-atak (StormWall)».

1.3. Ycnyru npenoctaBnsawTca B cotpygHuyectse ¢ OO0 «CTOPM CUCTEMC» (6penp StormWall, nanee -
MapTHep) U Ha 6Gase ero ob6sayHOro pellieHUa? no 3awmTte oT DDoS-aTak M aTak, HanpaBfeHHbIX Ha
aKcnnyataunto yasemumocten WEB-npunoxeHui.

2. OMUCAHME YCNYTU «3ALLUTA OT DDOS-ATAK (STORMWALL)»

2.1. Obuwme xapaKTepuUCTUKKM Ycnyru:

2.1.1. npenocTaBnseTca nocpenctsoM uaMeHeHuss DNS-3anmcelt MHTEPHET-CepBMCOB 3akasuMKa C Lenbio
HanpaB/eHNsA BCeX 3aNpoCcoB Ha obopypoBaHue VicnonHutens.

2.1.2. npu cpabaTbiBaHMX 3aWMTbl peann3oBaHa oTnpaBka E-Mail-yBegoMneHnn o HavaBlwenca wu

npexkpaTMBLUeCca aTake.
2.1.3. Ycnyra obecneynBaer:

— CKBO3HYIO nepepayvy Ha obopyaoBaHue 3aka3umka |IP-agpecoB MCTOYHUMKOB 3aMpOCoB;

— BO3MOXHOCTb NPOX0XAaeHna npoTokona WebSocket ¢ HacTpolMKo COOTBETCTBYOLUX NOPTOB;

— bBecnpenATCTBEHHY PaboTy neranbHbIX NOMCKOBbLIX BOTOB M HE OKa3blBaeT BAMAHMS Ha MOKa3aHus
AdHpekc- n Google-MeTpurK B 4aCTM MCTOYHUKOB MEPexoaa AaXke B pexxume GunabTpaunm ataku. Mpu
3TOM MOJIHOCTbIO MCKJ/IKOYEHO B/IMSHME 3alMTbl Ha TakKMe MNOKa3aTenu, KakK YUCI0 BHYTPEHHUX
nepexonos, YMCNO0 OTKA30B M NPOOO/MKUTENBHOCTb CECCUN;

— He MeHee 5 Touyek ouncTkM Tpadurka no mmpy B CLUA, EBpone, Poccuickon @epepaumm, LleHTpanbHOM
A3un n B Kutae.

2.1.4. BkioueHMe pexxmMa 6IOKMPOBKM aTakM M OYUCTKM TpaduKa OCYLEecTBAAETCA aBTOMaTU4YecKu npu
oOHapyXXeHUn CcUCcTeMON MOHUTOPUHra WcnonHuTensa aTaku, HanpaBieHHOW Ha WHTepHeT-pecypcsl
3aKasumnKa, a TakXe Npu NocTynuBlLEn 3asBKe OT 3aKasumkKa.

2.1.5. noaodepXMBaeT aBTOMAaTMYeCKyld YCTaHOBKY OecnnaTHbix Let’s Encrypt SSL  ceptudumkaTos,
npepocTaBnsemMbix McnonHutenem.

2.2. TexHU4YecKmne XxapakKTepmucTukn Ycnyrum:
2.2.1. 3awmnTa oT cnegyrowWmx TUMNOB aTak:
— TCP-dnypn (Bkntodasa SYN ACK reflecton flood, TCP ACK flood, TCP fragmented attack);
— SYN-onya (Bkntovaa Spoofed SYN flood);
— UDP-¢dnyn (Bknodyaa DNS/NTP/SSDP amplification, UDP fragment flood);
— HTTP/S-dnyn (POST/GET bot attack, SlowLoris);
— ICMP-¢pnyn (Bknodas Smurf attack, Ping of Death);
— ®nyp ppyruMun npotokonamu (GRE flood etc.);
— 3anonHeHue nonockl nponyckaHua (volumetric flood).
2.2.2. Ycnyra obecneynBaert:
— ¢unbTpaumo Kak HTTP, Tak n HTTPS Tpaduka Cc packpblTUEM NPUBATHbLIX Ktoyen SSL;
— noppepXKy npotokona HTTP/2 6e3 nepek/oyeHnss KNMEHTOB C NOAAEPXKOM npoTokona HTTP/2 Ha
6onee cTapble BEPCMM NPOTOKONA;
6anaHCMpPOBKY HAarpy3KM Mexay nyJoM OCHOBHbIX U pe3epBHbIX 63KEHA0B;
— K3WWpoBaHMEe ONna HeobXxoaMMbIX paclunMpeHnin dhanios;
2.2.3. 3almTa Ha ypoBHe obopyagoBaHua McnonHutens:

13pecb 1M panee no TEKCTY AOKYMEHTa NoOA «CepBMCcaMM 3aKasumka» nogpasyMmeBatoTcs nobble cepBUCH, AOCTYMHbIE MO npoTokony HTTP, HTTPS
WAN UHBIM NPUKAagHbIM NPOTOKONaM, nogsepxeHHbiM DDoS-aTtakaM, B TOM yucie, HO He orpaHuymasicb WEB-caliTaMu, LOMEHHbIMU UMEHaMMU,
MHTepHeT-MarasnHamu n npoynmm WEB-cepsucamm 3akasuunka.

2T.e. 6e3 HE06XOAMMOCTM YCTAHOBKM NPOrpaMMHOro obecneyeHnsa Ha cepBepbl 3aKa3umka.
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3.1.

3.2.
3.2.1.

3.2.2.

3.2.3.

— obecneymBaeTca 3allMTa OT aTak, UMEeT TEXHUYECKYD BO3MOXHOCTb noAasneHuns (rpyboit o4ncTkm)
aTaku eMKOCTblO He MeHee 2,5 TouT/cek;
— obecneynBaeTcsa TOHKasA NakeTHasa GunNbTpauma Tpadpurka Co CKOPOCTbio He MeHee 1200 FouT/c.

3. NOPAAOK OOCTVYMNA K YCNVYTE «3ALLUTA OT DDOS-ATAK (STORMWALL)»

3aKa3unKy npenocTaBnAeTca NMYHbIM KabuHeT u APl ona ynpaBfeHusa YC/yroh C BO3MOXHOCTbIO
M3MEeHeHUs 3aWmTbl (B TOM YMCNe ee OTK/IOYEHUA), NOPOroB ee cpabaTtbiBaHUA, 63KeHO0B, NapaMeTpoB
NpoBEPKM OOCTYNMHOCTU B3KeHOO0B, CePTUPUKATOB M MPUBATHLIX KJOUEN, YepHbiX U Benbix CNUCKOB,
WCKOYEHMS Mo TMNaM hannoB, UCKNKOYEHMS MO IOKaLMUsaM.

JInyHbIM KabuHeT Ycnyru npegocTaBnseT 3aka3umky cnenyowme GyHKUMOHaNbHbIE BO3MOXHOCTU:

ynpasieHne noporamm (MMMnTamMmm) onsa obHapyXeHus atak:

- Tlo KoNMYecTBY 3aMpoOCOB B CEKYHAY;

- Tlo % COOTHOLWEHMIO 3aNpPOCOoB, 3aBePLUEHHbIX C OWKNOKaMM Ha NOA3ALMTHOM CEPBUCE;

- Tlo cKopOoCTM yBENMYEHMS BXOAALWErO TpaduKa;

- BO3MOXHOCTb HaCTPOMKWM MHOMBUAYANbHbIX NOPOroB AnsS 6/710KMPOBKKU IP-agpecoB No KOAMYeCTBY
3ab6/10KMPOBaHHbIX 3aMPOCOB W 3aNpPOCoB B onpeneneHHble obnactu web-npunoxkeHusa (Location);

- BO3MOXHOCTb HACTPOMKM MaKCMMaNbHOW MNPOAO/HKUTENbHOCTM aTaku, a TaKXe ynpasfieHue
yCnoBuAAMKM 3aBeplueHnsa (obpaTHOro nepexoja M3 pexkmMma akKTMBHOM (GUAbTpauuu B PEeXum
0b6HapyxeHuna).

B nnyHOM KabuHeTe Ycnyrm NpuUCyTCTBYIOT C/ieayoLMe BO3MOXHOCTU:

- Bbibop onpeneneHHoro ooMeHa/nogaoMeHa U nepcoHasbHaa HacTPolMKa AN Ka)kaoro canTa

- BO3MOXHOCTb NOCTPOEHMUS Pa3INYHbIX FPAadUKOB:

O 3aMpoCcoB K CanTy C BO3MOXHOCTbiO Bbibopa Tuma oTobGpakaeMbix 3amnpocoB: obuiee
KOJIMYECTBO 3amnpoCoB, Pa3pelleHHble 3anpocbl, M3 K3wa, B 6enoM Ccrhucke, BCEro
3a0/10KMPOBAHHbIX 3aMPOCOB, OWNOKK;

o obbeMa TpadurKa C BO3MOXXHOCTbIO NPOCMOTPa MHDOPMaLMK 3@ AMana3oH B 5 MUHYT;

o [padukn BpemMeHM OTBETA M KOLOB OTBETA C BO3MOXHOCTbIO MPOCMOTPaA MHPOpPMaLUM 3a
guanasoH B 5 MMHyT ¢ warom 0-50 ms, 51-100 ms, 201-600 ms, 601-1000 ms, 1001-4000
ms;

o T'paduk KOLOB OTBETA C BO3MOXHOCTbIO NPOCMOTPA MHPOPMaLMK 3a AMANA30H B 5 MUHYT;

- B03MOXHOCTb MaclTabupoBaHua rpaduKoB 3a nepuon 5 MUHYT, 15 MUHYT, 1 4Yac, 3 Yaca, 6 4yacos,
24 yaca, 3 oHA, Hepena, Mecal;

- Tennosas KapTa 3anpocos.;

- WHdopmauua o ropogax u cTpaHax, oTkyaa 6biam 3anpockl. OTo6paxeHne B BUAE CNUCKa U B BUAe
KpYyroBoW (CEKTOPHOW) Anarpammol;

- Cnucok u KkpyroBas (CekTopHas) AuMarpaMmMa OCHOBHOWM fNOKauuWeln 3anpocoB C OTOOpPa)kKeHuem
npoLeHTa;

- BO3MOXHOCTb CKayaTb IOr 3anpocos;

- Bo3MoxHOCTb ynpaBneHusa dyHkumamm black n whitelist gna onpegeneHHoro gomeHa/nogaomMeHa,
a UMEeHHO NpocMoTp 1 gobaBneHusa/ynanenus IP agpecos;

- BO3MOXHOCTb nMpocMOTpa MCTOPUKM aTak ANsS onpeneneHHoro foMeHa/nogaoMeHa c BblbopoM
KOHKPETHbIX AaTt n dopMuposaHneMm PDF-oTyeTa B peanbHOM BpeMeHU. Mo Kaxaom aTtake OO/HKHa
6bITb BO3MOXXHOCTb MPOCMOTPETb NOAPOBHY MHPOPMALMIO MO LEenn aTaku, No YPOBHIO aTaku, Mo
BPEMEHM Hayana M KOHLA aTaku, MOWHOCTb aTaku, NPOTOKON M 3HAYEeHME HAa MOMEHT aTaku B rps /
bps / cps c nogpobHbIM rpadukom. B getanax Tpaduka gonxkHa 6b6iTb MHGOPMALMA NO 3anpocaM Ha
canT, obbeMy Tpaduka, BpeMeHn oTBeTa, Kofa OTBeTa M TennoBasa KapTa C yKaszaHWeM TOon NoKauui;

- B03MOXHOCTb NpoCcMOTpa 3ab/10KMPOBaAHHbIX IP aapecos 1 uctopmumn 610KMPOBOK 33 onpeneneHHbIN
Nnepuog C yKazaHMeM BPEMEHU U NPUUYMHbBI BNOKMPOBKMN;

- Bo3MoxHocCTb cMeHbl |P backend agpeca cepBepa/XxocTuHra;

- B0o3MOXHOCTb A00aBneHuss CyGaKKYHTOB C HaCTPOMKaMW MpaB ynpaB/ieHUa Moh KaXObl akKKayHT
OTLENbHO;

- BO3MOXHOCTb CMEHbl UMEHU foMeHa/noaaoMeHa 6e3 AONONHUTENbHbBIX NAaT UK obpalleHnin;

- BO3MOXHOCTb PYy4YHOM HACTPOMKN PEAUPEKTOB C OAHOIro AOMEHa Ha ApYyroun.

- Bo3MoxHocTb pobasneHna Websocket

- Bo3MOXHOCTb gobaBneHne e-mail agpecoB onsa NoydYeHMUsa pacchliioK 06 aTakax

- BO3MOXHOCTb aKTMBaLUMM MNPOAKTUBHOM 3alMTbl AN MNPOBEPKM HOBbIX KIMEHTOB MO MeToAaM
location, keepalive coeguHeHusa, ncnonb3osaHuo User Agent n numutam RPS

B nnyHoM KabuHeTe obecneymBaeTcsa BO3MOXHOCTb O3HAaKOMJEHWS CO CMMCKOM aTakK 3a YKa3aHHbIM

BPEMEHHOM WHTepBan. Mo KaXOoon aTake CyWecTBYeT BO3MOXHOCTb MPOCMOTPETb MoapobHyio

nHopMaLMio NO LEenu aTaku, NO YPOBHIO aTaku, NO BPEMEHW Hayana M KOHUA aTaku, MOWHOCTb aTaku,

NPOTOKO/ U 3HaYeHMe Ha MOMEHT aTaku B rps / bps / cps c nogpobHbIM rpadukom. B getanax Tpaduka

npenocTtasnseTca nHpopmaumsa no 3anpocam Ha canT, o6beMy Tpaduka, BpeMeHn oTBeTa, Koha OTBEeTa U

TEeNnnoBas KapTa C yKasaHWeM Ton NOKauui.
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3.2.4.

3.3.

4.1.
4.1.1.
4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.

4.1.7.

4.1.8.

4.1.9.

4.1.10.

4.1.11.
4.1.12.

4.2.
4.2.1.

4.2.2.

Vicnonb3yemble pexunMbl YCNyru:

- TONHOCTbIO BbLIK/OYEHA B 3TOM pEXMME 3aluTa MOJIHOCTbK BblKAOYeHA. Hu npu  Kakmx
obcToaTenbCcTBax 3awmTa He BypeT nepektoYeHa HM KakuM M3 aBToMaToB

- BbikntoueHa/aBTO O/19 3anpocoB C 0OblyHbIX IP 3awmTta BbikAoveHa. Ho ecnu IP HaxoouTca B
rpennucte, To YpPOBEHb 3allMTbl aBTOMATM4YeCKM MOBbICUMTCA A0 peaupekTa. Ecam IP HaxoguTca B
OapKnucTe, To 3alWuTa 6yaeT nosblleHa A0 MakcuManbHol(kanda). Ecnm IP HaxoonTca B 61aknucTe,
TO coeguHeHune 3akpoeTca ¢ 418 cTaTycom.

- PenouvpekT/aBTO O/9 3anpocoB C 0OblYHbIX IP npuMeHseTca peampekT. Ho ecnam IP HaxoguTtca B
rpennucTe, To YPOBEHb 3alMTbl aBTOMaTMYeCKN NoBbicMTCA A0 JS Banupgaumun. Ecnm IP HaxoguTcsa B
OapKnucTe, To 3aluTa 6yaeT nosbileHa A0 MakcuManbHol(kanyda). Ecnm IP HaxoonTca B 61aKknucTe,
TO coeguHeHune 3akpoeTca ¢ 418 cTaTycom.

- JS/aBTO ONnsA 3anpocoB € 06blYHbIX IP npuMeHsaeTca JS Banupauma. Ona IP rpennuncta/oapkaucra
npumMeHsaeTtca JSA. Ecnum IP HaxoanTca B BN3KIUCTE, TO COeAnHEHNe 3aKkpoeTca ¢ 418 cTaTycoM.

- JSA/aBTO ong 3anpocoB c 06bluHbIX IP npuMmeHaeTca JSA Banupauma. Ona IP rpennuncta/oapkauncra
npuMeHsaeTcsa Kandya. Ecnu IP HaxoguTcsa B 613KNMUCTe, TO COeAMHEeHMe 3aKpoeTcsa ¢ 418 ctaTycoMm.

- Kanua/aeTo 01§ BCeEX 3anpoCoB NPUMEHSAETCA Kanya

- PenupekT (Redirect) ona Bcex 3anpocoB NPUMEHAETCHA peanpeKT.

- JS onga Bcex 3anpocos npuMeHsieTcs JS Banupauns.

- JSA pnsa Bcex 3anpocoB npumeHseTtcs JS Banmpaums.

3aKa3unKy npepocTtaBnsgeTca OOCTYN KO BCEM 3anpocaM, npoxoadwum 4yepes cuctemy Anti-DDoS, B
peXxnuMe peanbHOro BpeMeHu Yepes NIMYHbI KabnHeT 1 yepes API, ¢ BO3MOXHOCTbIO MOUCKA 1 BbIOOPKM
3anpocoB, NOCTPOEHMS FrPadMKOB NO 3a4aHHOM BblIOOPKE, C MHTEPBA/IOM XPaHEHMS 3aNpOoOCOB HE MEHbLUEe
1 Hepenwu.

4. OMWUCAHME YCNYIU «3ALLUTA BEB-MPUMNOXXEHMINA (STORMWALL)»

Obuwme xapaKTepuUCTUKKM Ycnyru:

NOAdEPXMBAET PEXUMbl BTOKMPOBKU («B pa3pbiB») 06paTHbIM NPOKCU-CcepBep (reverse proxy);
NpefocTaBngeT pexxmM 610KMPOBKK («B Pa3pbiB») AOMYCKAeT BO3MOXXHOCTb YaCTUYHOrO WM MOJTHOIO
OTK/IIOYEHUA BNOKMPOBKM Ha BPEMS HAaCTPOMKKN YCAYrn A pernaMeHTHbIX paborT;

MMeeT BO3MOXXHOCTb TEPMUHUPOBaHNA 3almieHHoro SSL/TLS - Tpaduka (SSL/TLS-offload), B ToM uncne
C pa3MelleHMeM HeCKOIbKMX noanepxxmeatowmx HTTPS WEB npunoxkeHui (cantos) Ha ogHoM IP agpece,
a 3aTeM ynakoBKKn obpaTHo B SSL/TLS coeanHeHue;

MoXkeT aBToMaTUUYECKM onpenenaTb CTaTUYECKUN KOHTEHT B TPadUKe NMPUNOXKEHUN, a TaKXKe OTAENbHbIN
pexum ero o6paboTkm pna obecneyeHMs ONTUMAsbHOWM MNPOU3BOAUTENIBHOCTM M MOBbIWEHUSA
3pEeKTUBHOCTM aHaNM3a OaHHbIX B MOACUCTEME YNPABNEHUS N MOHUTOPUHTA;

MoxeT o6pabaTbiBaTb MacCOBble OAHOTUMHbIE OGMNOKMpPyeMble 3anpocbl B CNELManbHOM pexume
HEenoCcpenCcTBEHHO B NoacMcTeMe 3axBaTa Tpaduka, 6e3 nepenaym B NoACMCTEMY aHanu3a Tpaduka, ons
obecneyeHns oNTMManbHOW NPOM3BOANTENIBHOCTM NPK 3almTe OT 6OT-akTUBHOCTM 1 DDOS aTak;
obecrneymBaeT BO3MOXHOCTb KOHTPONS WCMOAb30BaHMA 3alMLLAEMOro MNPUIOXKEHUS NErNTUMHBIMU
nonb3oBaTeNsaMu;

noanep)KMBaeT cxeMbl paboTbl «pa3pelleHo BCe, YTO He 3aMnpelleHo ABHO», «3anpeLleHo Bce, YTO He
pa3pelleHo ABHO», a TakKXe KoMOuHaumm obeunx cxem, B 3aBMCMMOCTM OT paccMaTpMBaeMon MoOenu
YrpO3 U KPUTUYHOCTM 3aLLULLAEMbBIX MPUOXKEHWNI;

obecneumBaeT CBOeBpeMeHHoe ObOHapyxeHue @GaKToOpoB KOMMPOMETaunMM U BO3MOXHOCTb
nocnenyowero paccnefoBaHnsa MHUNLEHTOB;

BO3MOXHOCTb pa3geneHus 3anpocoB K CTAaTUYECKOMY W OMHAMUYECKOMY KOHTEHTY A9 3KOHOMWUMU
CUCTEMHDIX PECYPCOB, a TaKXe pecypcoB, TpebyeMbiX aHanuUTMKy ANna pas3bopa cobbiTuii (3anpochkl K
CTaTMYECKMM pecypcaMm He O0MXKHbl 0TOBpaXkaTbCs B KOHCOIM MOHUTOPUHIA);

npenocTaBnseT BO3MOXHOCTb YMNpaBfeHWMa MpaBuiaMU MNPUHATUA peleHuin (cospaHue, ypaneHue,
neperpynnupoBKa) C MOMOLLbIK rpadryeckoro KoHpuUrypatopa yepes nHtepdenc ynpasneHums.

[lnsa BCex 3anpocoB NpMMeHAeTCs Kanya.

nopaepXuBaet rmMbkne MexaHM3Mbl aBTOMATUYECKOrOo OOy4YeHMs 0N CHMXKEHWSA 3aTpaT BPEMEHU W
pecypcoB Ha HaCTPOMKY NPu BHEAPEHUUN U OBCNYKUBAHUW B YCNIOBUAX YaCcTblX U3MEHEHUI QYHKLMOHaNa
3alMLLAEMbIX MPUNOXKEHUN, @ TaKXe B YCNIOBMAX aKTUBHOIO LWK/a pa3paboTku (CM. nogpobHee HMXe).

TexHU4YecKmne XxapakKTepmucTukn Ycnyrum:

Mopnep)KKa cnepyowmx KtoYeBbiX BOIMOXHOCTEN:

— noppepxuBaeT npotokon WebSocket, npunoxeHusa, ncnonbsywowme NTLM-ayTeHTUGUKaLUIO;
— PaboTa c ucnonb3oBaHMEM CUTHATYPHbIX METOAOB OOHAPY)XEHUA aHOManun3;

3awmTa oT ClefylolWmMx BUOOB aTak:

— OCHOBHbIX BM0B aTak Ha Beb-npunoxeHnsa us nepedyHa OWASP Top 10;

3 B TOM uncne Hanuume 6as3oBoro Habopa BCTPOEHHbIX CUTHATYpP B KOMMJEKTEe MOCTaBKM ONS 3awuTbl oT yrpo3 OWASP top 10; nopmep)xka
pacnpocTpaHeHHOro oTKpbITOoro popmarta Be6-curHaTyp ModSecurity;
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4.2.3.

4.2.4.

4.2.5.

4.2.6.

4.2.7.

— Ha npoTtokon HTTP, BKAtoYasa aTaku Ha nepenofiHeHne bydepa;

CUMHTaKCMYEeCKMX B T.4Y. PaA3IM4YHbIX aTak Kfacca injection (BHegpeHWe KOMaHA B nepepaBaeMble
OaHHble SQL Injection, Code Injection, OS Command Injection, LDAP Injection, Path Traversal n gp.);

— «MeTogoM rpybomn cunbl», B T.4. NepebopHbIX aTak 1 aTak Knacca «yMHbii DoS»;

— JOFMYECKMX Ha MPUIOXKEHUSA, B TOM 4YMC/IEe OT aTaKk Ha MeXaHW3Mbl ayTeHTUPUKALMU U KOHTPONS
Cceccui 1 atak Ha BusHec-N0ruKy;

— «BHYTPM» nepenaBaeMblX [AaHHbIX C MPOW3BO/SIbHbIM YPOBHEM BJIOXEHHOCTM (aTakm Ha O3KeHn,
MeXaHM3Mbl cepuanmsaunm/oecepnannsauiim n 1.mn.);

— Ha KNueHTbl Beb-npunoxenun (CSRF, XSS);

— 0-day u 1-day aTak;

— HexenaTeNlbHOM aKTUBHOCTM C MPUMEHEHNEM CPeACcTB aBToMaTM3auum (3awmTa ot 60ToB).

BO3MOXHOCTb TMOKOW HACTPOMKM pPasfiIMyHbIX TUMNOB MOAENen [ONa Kaxnoro W3 3aluliaeMblx

NPUNOXEHUI, B TOM Umncne:

— onpegeneHns n GuNbTPaLMM CTaTUYECKOrO KOHTEHTA;

— Banupauumn npoTtokona HTTP, BK/OYasA KOHTPO/b 3arofloBKOB, cookie u ap.;

— PEeKYpPCMBHOW MOAENM CMHTAKCMYECKOro aHanm3a 3anpocoB M OTBETOB C MOAAEPXKKOM Pa3fINYHbIX
BULOB CXXaTUsA, KOQMPOBaHMS M CNOCOBOB Nepefaym faHHbIX C MPOU3BOMbHBIM YPOBHEM BJTOXXEHHOCTU
OaHHbIX (B YacTHocTh, XML, JSON, BASEG4, GZIP, SOAP);

—  WCTOYHWKOB — OMNpefeneHne XxapakTepucTmk MCTOYHMKA HAa OCHOBE NapaMeTpoB 3anpoca;

— onpegeneHnsa NOrMyecknx Oencteun (bMsHec-gencTBuin) B NPUIOXKEHUU, NapaMeTpPoB IOTMYECKUX
OENCTBMIA M UX 3HAYEHUIN, NOC/Ief0BaTeIbHOCTEN AENCTBUIN, NPOBEPKU YCMELWHOCTN AeNCTBUI;

—  naeHTUdUKauun, ayTeEHTUDUKALMUN U KOHTPOJIA CECCUN B MPUNOIKEHWUN;

—  3alWMTbl OT NepebOopPHbIX aTak M atak TUna «yMHbi DOS» Ha ypOBHe OTAENbHbIX TOFrMYECKUX OeNCTBUN
N NPOWN3BOMbHbIX MAapaMeTPOB AENCTBUS;

— Hanwuuue rotoBbix Mogenen BanuoaumMmn npotokona HTTP 1 cMHTAaKCMYeCKOro aHanamM3a 3anpocoBs O
TMMNOBOrO BEO-NPUIOXKEHUA B KOMMNAEKTE NOCTaBKMW;

— BO0O3MOXHOCTb pYy4YHOM TOHKOW HAaCTPOMKM MoAenen oTaebHO A9 KaXXAoro M3 NOrM4yeckux OencTemm
M NapaMeTpoB, B YaCTHOCTM HAaCTPOMKa CUrHATYPHOr o aHanm3a, Moaenen napaMeTpoBs, KoHpUrypaumin
MOAYNS 3aWnTbl OT NepebopHbIX aTak;

BO3MOXXHOCTb OBHapyXXeHusa cneayrLlWmx BUAOB aHOManui:

— aHoManuM uNu 3HauyMMbIX OaHHbIX Kak B HTTP-3anpocax, Tak um B HTTP-oTBeTax; B paboTte
NPUIOXEHUA HAa OCHOBE HAaCTPOEHHbIX MO3UTUBHbLIX MOAENEN NPUNOXKeEHMS (COBNageHne C MOLENbIo
WM HaobopPOT - OTKIOHEHME OT Hee);

— paboTbl NPUIOXKEHUA Ha OCHOBE COMOCTaB/IeHMS 3HauyeHU napameTpoB HTTP 3anpocoB/OTBETOB C
CUrHaTypaMu aTak;

— aHOManun 1 3HauYMMbIX NapaMeTPoB HEMOCPEACTBEHHO BHYTPU BNIOXKEHHbIX AaHHbIX, NepenaBaeMblixX
no npotokony HTTP 6e3 orpaHMYeHUN Ha KOIMYECTBO YPOBHEWN BIOXXEHHOCTU; B npouecce paboThl
MEeXaHM3MOB uaeHTUdMKaLMK, ayTeHTUdMKauMKn, aBTopM3auMM MOMb30BaTeNem U  KOHTPONA
MoJIb30BaTENbCKUX CECCUN;

— aHOManun, CBUAETENbCTBYOWMX O BO3MOXHbIX MOMbITKax aTak, OCYLLEeCTBAAEMbIX «METOLOM rpybon
cunbl» (bruteforce);

— HapyweHue OW3HEeC-NOTNKN MNPUIOXKEHUA WM KOHTPOASA BbINOAHEHMS OU3HEeC-Normku nyTem
NCMO/Ib30BaHNA COOTBETCTBYIOLLEN MO3UTMBHOM Moaenn paboTbl NPUIOXKEHUS;

MexaHM3Mbl NOAABEHAM TOXHbIX CpabaTbiBaHWM, AOCTYMNHbIE 3aKa34ymMKy:

npenBaputenbHoro ("paHHero") nogaBneHusl, 4ToObl WUCKAKYUYUTb BO3MOXHOCTb WX BAUAHUA Ha
chopMUpPOBaHHbIE MpaBuia NPUHATUA PELLeHUi, a TakXe 4Tobbl NpenoTBpPaTMTb MX MonagaHue B
MHTEPGhENC MOHUTOPUHTa;

— ynpouieHHoro ("6bicTporo") nopaeneHnss WcnonHUTENEeM HENOCPeACTBEHHO MpPW  MNpocMoTpe
OonMcaHus BbiISBIEHHON aHOManuu;

— BO3MOXHOCTb TOHKOW HACTPOMKM PasfiMyHbIX MEXaHM3MOB OMpPefesieHUs aHOManui B NpuBA3Ke K
OTLE/IbHbIM NapaMeTpaM 3anpoca/oTBeTa UMY NOFMYECKUM OENCTBUAM B NMPUTOXKEHUN.

Bo3aMoxHocTu paboTtbl ¢ HTTP-TpaH3akumnamu:

— Hanuuue HacTpavMBaemMoro Monyna MPUHATUMA peLleHuin, MNO3BONSAIOWEro BblAENSTb 3Ha4YuMble
cobbITA MHPOPMALMOHHOM 6e30MacHOCTU U MPUHUMATb pPeLleHUs OTHOCUTENIbHO OanbHenwux
OEencTBMn B oTHOoweHnn HTTP-TpaH3akumin (3anpoc/oTBeT);

— YnpaBfneHuve npaBu/iaMuM MNPUHATUA pPeLIeHUA Ha OCHOBE [aHHbiXx 06 uCTouHMKe (ip-agpec,
nonb3oBaTenb, id ceccumn) u uenu HTTP-TpaH3aKuum (NpunoxeHue, norndeckoe (busHec)-gencreme),
a TaKXXe 0BHapPYXXEeHHbIX B HEN aHOMaNMAX AN 3HAaYMMbIX OAHHbIX;

— TMoppep)xKa cneayrwmx BO3MOXHbIX peleHnin: 6oknposate HTTP-TpaH3akuuo, nponyctuts HTTP-
TpaH3akumo, noMmeTntb HTTP-TpaH3akumio, MoaMdpmuMpoBaTbh OTBET;

Ycnyra obnapaeT cnegyowmmMm BO3MOXHOCTAMM aBTOMATMYECKOro obyyeHums:

— onpepeneHne U OMNMCaHME CTaTUYECKOrO KOHTEHTA Ha OCHOBE aHanu3a CTaTUMCTUKKM 3anpocoB K
3aLUMLLAEMDBIM NPUNTOXKEHUSAM;
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4.2.8.

4.2.9.

5.1.

5.2.

5.3.

5.3.1.

5.3.2.

5.3.3.

— TMOCTPOEHME PEKYPCMBHOW MOOENN CUMHTAKCMYECKOrO aHanmM3a [aHHbIX 3anpocoB M OTBETOB C
NOOOEPXKOM pPasfiIMyHbIX BWOOB CKaTUA, KOAMPOBAHMA W CNOCOOOB Mepefayn [AaHHbIX C
NPOU3BOJIbHbIM YPOBHEM B/IOXXEHHOCTM (B YacTHocTu, XML, JSON, BASE64, GZIP, SOAP);

— BbIIBNE€HME CUFHATYPHbIX MPaBW/ C BbICOKMM YPOBHEM JIOXHbIX CpabaTbiBaHUI (aBTOMaTU4eCcKoe
NoaaB/ieHNE NIOXKHbIX cpabaTbiBaHUI);

— MOCTPOEHME MOLENM MapLIPYTM3aLLMM 3aNpOoCoB A1 BeO-NPUNOXeHUS;

— NOCTPOeHMe Modenemn NorM4yecknx AencTesmn B NpuUIoXeHnM n Moaenen napamMeTpoB 3TUX OeNCTBUM,
a TakyXKe nocnegoBaTtesibHocTen (Lenoyvek) IorMyeckux OencTemi;

— OueHKa OTK/IOHEeHUS MapaMeTPOB JIOFMYECKUX OeNCTBUN B BeO-MPUIOXKEHUM OT CTaTUCTUUYECKOMN
HOPMbI;

BO3MOXHOCTM MO BbINOMHEHMIO aBTOMaTUYECKOro 0bydeHuns:

— HenpepbiBHOE 0b6yyeHMe B npouecce GyHKLUNOHUPOBAHMS;

— nepuoaMyYecKuit 3anyck 3afaHuim no oby4YeHuto No yCTAaHOB/IEHHOMY PacnMCaHuIo;

— PY4YHOM OOHOKPATHbLIN 3anycK 3a4aHuin Mo obydeHuto;

—  WHKpeMeHTHoe (TONbKO AN U3MEHEHUN, NPOoM30oLWealWmnx C MOMeHTa npeablayuiero obydeHus), a
TAK)Xe YacTMYHAs pPy4yHash KOPPEKTMPOBKA pe3ynbTaTOB OOy4YeHMs ONS OTAENbHbIX CTAaTUYECKUX
PEeCcypCcoB, JIOXHbIX cpabaTbiBaHWI, NOrMYecKUx OencTBui 1 T1.n. 6e3 HeobXxoaAMMOCTM MPOBOAUTb
obyyeHune 3aHOBO.

Pe3ynbTaTbl aBTOMaTU4yeckKoro oOy4YeHMA MONHOCTbD  WMHTEPNpPEeTUPYEMbl U KOPPEKTUPYEMbI

McnonHuteneM.

5. COCTAB, YC/10BMS U NOPAAOK OKA3AHUA YCNYTU

Ycnyru gocTynHbl ANS 3aKasa Kak An1a cepBUCcoB 3aKa3umka, GyHKUMOHUpPYowmx Kak B Obnake Cloud.ru,
TaK U B CTOPOHHEN MHDPACTPYKTYpPe 3aKasumka.

Monb3yacb Ycnyramu, 3akasumk NOATBEP)KAAET, YTO AOMEHHble MMeHa, ANA KOTOPbIX MOoAKMYaTca
Ycnyru, npuHagneXat eMy Ha 3aKOHHOM OCHOBaHUM, NMMBO OH OeNCTBYET OT MMEHU U MO MOPYyYEHUIo
3aKOHHbIX BNagenbLeB 3TUX LOMEHHbIX UMEH.

Ona nopknodveHusa VYcnyr «3awmuta ot DDoS-atak (StormWall)» u «3awmta Beb-npunoxeHuin
(StormWall)»:

3aKa3uunk BbliOMpaeT TapuUdHbIM NaH Ha OCHOBaHWM NMpennofaraeMon Nosochbl NerMTMMHOro Tpaduka,
rapaHTMPOBaHHOM  OOCTYMHOCTM  3alUMLLIAEMbIX CEPBUCOB U  HeobxoaMMOM  [OOMOJIHUTETbHOMN
dYHKLUMOHaNbHOCTM 13 Tabnuubl N2 1;

Mcxopsa wm3 BbiGpaHHbIX napameTtpoB Ycayr (cMm. n. 5.1.1.), 3anonHaet ¢opMmy 3akasa VYcayru,
npencTaBfieHHYo B npunoxeHun N2 1.CRS.3.A. n HanpaBnaeT eé VIcNoNHUTEeN0 Ha afpec 3/IEKTPOHHOMN
NoYTbl YNOJTHOMOYEHHOIO NNLa;

B TeueHne 3 (Tpex) paboumx pgHen WcnonHutenb o06£A3yeTca cornacoBaTb npegocTaBneHue Ycnayr
3aKa3uyunky nnMbo npenocTaBnTb MOTUBMPOBAHHbBIA OTKa3, Npu 3ToM CTOPOHbI MPU3HAOT, YTO T.K. Ycnyra
ABNSAETCA NAapTHEPCKOM, OTKA3 B €€ NpefoCcTaBleHNM MOXeT ObiTb CBA3aH C [eNCTBUAMM NapTHEPA;

B cnyyae cornacoBaHus npepoctaBneHua Ycnyru, WcnonHutenb nepepaetr ynoAHOMOYEHHOMY NuLy
3aKa34ymnKa NorMHa 1 Naposib OT IMYHOro KabuHeTa Ycnyru, pasMeLlleHHon Ha canTe napTHepa.

Tabn.1. TapudHble nnaHbl Yenyrm «3awmta or DDoS-aTak (StormWall)»

[Ouana3oH Ha BbiGop,
BKJIIOMEHHOro B Tapud

HaumeHoBaHue Ha6op onuuii, BXOoAALWMX B aGOHEHTCKYIO naaTy no
T nernTMMHoro Tpaguka Tapuiby
(nocne o4uncTKMU, 6e3 yyerta
TpadukKa aTak)
50 Mbut/c
100 M6uTt/c » 3awWwmTa OT atak Ha ypoBHax L3-L7 mopenu OSI;
- banaHcMpoBKa Harpysku mexay 6akeHgamu;
200 M6wur/c - 3awmieHHbIn DNS gns 3awmiaemMbix 06beKToB;

3awumTa canTa
ot DDoS - Tapud 300 M6uT/c
Business ONE

- HyperCache CDN (KawKnpoBaHMe cTaTUYECKUX OOBEKTOB B
onepaTtMBHON NaMATU GUNLTPOB) U ONTUMM3ALNA 3arpy3Ku

400 M6uT/c canTa (nyTem npuMeHeHnsa npotokona HTTP/2);
» 3awmTa 1 goMeHa 2-ro yposHsa 1 go 100 ero
500 M6uT/c noagoMeHOB.

1000 Mb6uT/c

50 Mbut/c
3awumTa canTa » 3awWwmTa OT atak Ha ypoBHax L3-L7 mopenu OSI;
ot DDoS - Tapud 100 Mb6uT/c - banaHCcMpOBKa Harpy3ku mexay 6akeHgamu;
Enterprise ONE - 3aWwnweHHbin DNS ons 3awmuaeMbix 06bEKTOB;
200 MbuT/c
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300 M6uT/c

400 MbuT/c

500 M6uT/c

1000 M6uT/c

- HyperCache CDN (KawKnpoBaHMe cTaTUYECKUX OOBEKTOB B
onepaTUBHOM NaMsaTU GUNBTPOB) U ONTUMU3ALMSA 3arpy3Ku
canTa (nyTem npuMeHeHnsa npotokona HTTP/2);

» 3awmTa 1 gomMeHa 2-ro yposHsa 1 go 100 ero
NOAAOMEHOB;

- 1 BblgeneHHbIn IP-agpec;

- DKcnepTHasa noanep)xka AntiDDoS (4aT B NpUAoXeHnu
Slack unn Telegram);

» BO3MOXXHOCTb NOAKIOYEHMS 3alWnTbl L7 6e3 packpbiTua
NpuWBaTHbIX Kntoyen SSL/TLS;

» BO3MOXHOCTb peanunsaunm HecTaHAapPTHbIX METOLOB
nogknyeHnsa (Yepes puUanYecKnin cTolk uamn L2-kaHan).

3awumTa canTa
ot DDoS - Tapud
Business UNL

50 Mbut/c

100 M6uTt/c

200 M6uT/c

300 M6uT/c

400 MbuT/c

500 M6uT/c

1000 Mb6uT/c

» 3awmTa OT aTak Ha ypoBHAX L3-L7 mogenu OSI;

- banaHcuMpoBKa Harpysku mMexay 63keHpamu;

» 3awmueHHbin DNS ong 3awmuiaeMbix 06beKkToB;

- HyperCache CDN (KawKnpoBaHMe cTaTUYECKUX OOBEKTOB B
onepaTUBHOM NaMsaTU GUNBTPOB) U ONTUMU3ALMS 3arpy3Ku
canTa (nyTem npuMeHeHnsa npotokona HTTP/2);

» 3awmTa 100 goMeHoB 2-ro ypoBHSA 1 o 100 nogaomMeHoB
Ha KaXkabl JOMEH.

3awumTa canTa
ot DDoS - Tapud
Enterprise UNL

50 Mbut/c

100 M6uTt/c

200 M6uT/c

300 MbuT/c

400 MbuT/c

500 M6uT/c

1000 M6uT/c

» 3awmTa OT aTak Ha ypoBHAX L3-L7 mogenu OSI;

- banaHcMpoBKa Harpysku mMexay 63akeHpamu;

» 3awmueHHbIn DNS ong 3awmuiaeMbix 06beKkToB;

- HyperCache CDN (KawKnpoBaHMe cTaTUYECKUX OOBEKTOB B
onepaTUBHOM NaMsaTU GUNBTPOB) U ONTUMU3ALMSA 3arpy3Ku
canTa (nyTem npuMeHeHnsa npotokona HTTP/2);

- 3awmTa 100 goMeHoB 2-ro ypoBHSA 1 o 100 nogaomMeHoB
Ha KaXabl LOMEH;

- 1 BblgeneHHbIn IP-agpec;

- DKcnepTHasa noanep)xka AntiDDoS (4aT B NpUAoXeHnu
Slack unmn Telegram);

» BO3MOXHOCTb NOAKIOYEHMS 3alWnTbl L7 6e3 packpbiTua
NpWBaTHbIX Kntoven SSL/TLS;

* BO3MOXXHOCTb peanu3aummn HeCcTaH4apPTHbIX METOO0B
nogknyeHnsa (Yepes puUanYecKnin cTolk uamn L2-kaHan).

3awwumTa IP ot

50 M6wuT/c .
DDoS (TCP/UDP) - 1 apeHOoBaHHbIN IP-agpec;
- Tapud 100 M6uT/c » 3awmTa OT aTak Ha ypoBHAX L3-L5 mogenu OSI.
Standard
50 Mbut/c
100 M6uTt/c
JawuTa ceTh oT 200 M6uT/C + 1 apeHpoBaHHbIN IP-agpec;
DDOS (BGP 1 » 3awmTa OT aTak Ha ypoBHAxX L3-L5 mogenu OSI;
TCP/UDP) -Tapud 300 MbuT/c » Moppepxka BGP, BO3MOXHOCTb aHOHCa CBOMX aapecoB
. P (6e3 orpaHuyeHun).
Business 400 M6uT/C
500 M6ut/c

1000 Mb6uT/c

3awumTa ceTm oT
DDoS (BGP u
TCP/UDP) -
Tapud
Enterprise

50 Mbut/c

100 M6uTt/c

200 MbuT/c

300 MbuT/c

400 MbuT/c

500 M6uT/c

1000 M6uT/c

- 1 apeHOoBaHHbIN IP-agpec;

» 3awmTa OT aTak Ha ypoBHAxX L3-L5 mogenu OSI;

- Noppepxka BGP, BO3MOXHOCTb aHOHCa CBOMX agpecoB
(6e3 orpaHuyeHnn);

- JKcnepTHas nopgep)kka AntiDDoS (4aT B MPUIOXKEHUMU
Slack unmn Telegram).

3awuTa canTta
OT XaKepCcKux
aTak c

100 RPS

300 RPS

- 3awmnTa 1 Beb6-npunoxeHus;
» CUrHaTYpPHbIN aHanM3 1 aHanu3 NpPoTOKoNa;
- ba3oBbI aHaNM3 NOBeAeHMS;
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- DddeKTMBHOE NoaaBfeHMe NOXKHbIX cpabaTbiBaHUI;

nomouwbio WAF 500 RPS
- Tapud T1 - ba3oBble BO3MOXHOCTU IMYHOrO KabuHeTa WAF;
(nocTtynHa 700 RPS - ba3oBble BO3MOXHOCTU XpaHeHns gaHHbiXx WAF;
TONIbKO Npu - ba3oBaga TexHM4Yyeckas nogaepxka WAF.
3akase Ycayru 1000 RPS
3awuTbl OT
DDoS-aTak) 1500 RPS
2000 RPS
3000 RPS
5000 RPS
7000 RPS
10000 RPS
100 RPS
300 RPS
. 500 RPS
3awuTa camTta
::ax::epCKux 700 RPS DyHKUMOHan cornacHo Tapudy WAF T1 1 LononHUTENbHO
nomouwbio WAF 1000 RPS K HeMmy:
- AHann3 NnoBefeHUsa Ha OCHoBe BU3HEeC-NornKu;
- Tapud T2
1500 RPS » JononHUTeNnbHble BO3MOXXHOCTM MO aHaNu3y KJIMEHTCKOro
(nocTtynHa )
TONbKO Npu OKPYMKEHNA;
2000 RPS » JonoNHUTENbHbIE BO3MOXHOCTU IMYHOTO KabuHeTa;
SRR AL * DKCNOPT AaHHbIX B SIEM-cuctembl
3awuTbl OT 3000 RPS :
DDoS-aTak)
5000 RPS
7000 RPS
10000 RPS
100 RPS
300 RPS
500 RPS
Jawura caiita ®yHKUMOHan cornacHo Tapudy WAF T2 1 LonoNHUTENbHO
K HEMY:
OT XaKepCKux 700 RPS
aTaK c -+ BbigeneHHble KoHPUrypaumm ons MakcuManbHo rubkoro
nomouwbio WAF 1000 RPS ynpasnenuns;
- JocTyn K IMYHOMY KabBMHETY C BO3MOXHOCTbIO
- Tapud T3
(aocTynHa 1500 RPS M3MEHEeHMSA HaCTPOeK N AOCTYN K ynpasaeHuto yepes API;
+ PopMUpOBaHME KaCTOMMU3UPOBAHHbIX aBTOMATUYECKUX
TONbKoO npun 2000 RPS .
OTYEeTOB;
3aKase Ycnyru
» TnbKMe BO3MOXXHOCTU MHTErPaLmMKN C BHELUHUMU CUCTEMDI;
R 3000 RPS » lONONHUTENbHbIE BO3MOXHOCTU XPaHEHUS AaHHbIX
DDoS-aTak) P A ’
5000 RPS
7000 RPS
10000 RPS

3awmta ot DDoS
LOMONIHUTENbHOrO
LOMEHa Ha
Tapude Business
ONE

3awmta ot DDoS

LOMOSTHUTENbHOTO
LOMEHa Ha
Tapude

Enterprise ONE

3awmta ot DDoS
LOMNONHUTENBHOIO
IP-agpeca

3awunTta camta oT
XaKepcKmMx aTak c
NnoMoL b WAF

OOMNOJIHUTEJIbHOro

CTtpaHuua 7 n3 8




6.1.
6.2.

6.3.
6.4.

7.1.

7.1.1.

7.2.

7.2.1.

7.3.

7.3.1.

Be6 NpuNoXKeHus
Ha Tapude T1

3awunTta camta oT
XaKepCcKmx aTtak c
nomMoubto WAF
LOMOJIHUTENIbHOTO
Be6 NpuNoXKeHus
Ha Tapude T2

3awunTta camta ot
XaKepCcKnMx aTak c
WAF

LOMOJIHUTENIbHOTO
Be6 NpuNoXKeHus

Ha Tapude T3

6. TAPMOUKALUA YCNVYIU

PacyeTHbIM NepuoaoM ABNAETCA KaNeHAapHbI Mecal,

OnnaTta 3a YcAyru coctouT M3 GUKCUPOBAHHOM onnaTbl Mo Tapudy M NepeMeHHOW (3a npeBbilleHue
NEernTUMMHOM NPONYCKHOM CNOCOBHOCTKN) YacTen.

PazMep dUKCMpPOBaAHHONM NnaThl, onpenenaeTca Ha OCHOBaHUM BbiOpaHHOro Tapuda.

CyMMa e)xeMeca4HoMn onnaTbl COCTOUT U3 GUKCUMPOBAHHOM OnaTthl MO Tapudy M onnaTta 3a NpeBbilleHne
npeponiayeHHon NerMTMMHON NPONYCKHOM cnocobHocTn. PopMyna pacyeTa CTOMMOCTU:

Ecnn Y>R

P=(T+F*(YR)), roe:

P ExxemecsauHbll nnaTex 3a Ycayry.

T LeHa 3a 1 mecau, no/ib30BaHua no Tapudy.

F LleHa 3a 1 MbuT/c npeBbilleHns yka3aHHaa B Cneundukaumnm B MpunoxeHun 1 k lorosopy.
R JlerntuMHaa nponyckHasa cnocobHOCTb, BKAOYEHHAsA B MOAMUCKY.

Y DaKTUYeCKM UCMONb30BaHHASA NErMTMMHAS NPONYCKHas cnocobHoCTb no 95 nepueHTUNO 3a
pacyeTHbIn nepuofn. JlerMTMMHas nofoca NPOMnyCKaHusA, BKAOYeHHas B Yciyry, MoxeT 6blTb
npeBbllleHa Ha 36 4YacoB 3a Kakabln OTYeTHbIM nepuofd (5% BpemMeHM B Mecsu). Mcnonb3ayemas
nonoca NPoMNyCcKaHUA M3MepseTca OeNleHMEM KONMYeCcTBa NepefaHHbiX OAHHbIX HA 5-MMWUHYTHbIN
MHTepsan. Mo okoHYaHMM OTYETHOro Nepmoaa 5% oT MakCMMasbHbIX 3HAYEHUIN yoanaTCca. 3atem
M3 octaBwmxca 95% BbibMpaeTca MaKCMManbHOE 4YMC/10, KOTOPOe MCMOoMb3yeTcs A8 pacyeTa.
M3mMepeHne npomncxogmTt no gaHHbIM ACP napTHepa U B COOTBETCTBUM C AAaHHbIMW MOHUTOPUHIA Ha
CTOPOHE UcnonHutens.

7. WHbIE YCnoBusd, NPUMEHUMDBIE K YCNTYTAM

BO3MOXHbIE BUAbI MOAKOYEHNS [ UBMEHEHUS [ OTKOYEHNS YCIYr:
MocpencTBoM nognucaHmMsa 3akasa*.

BO3MOXHbIN NOpAAOK pacdyétos no Ycnyram:
MocTtonnarta.

Bo3MOXHble cnocobbl onnathbl / NOPAAoK NononHeHua banaHca:
OnnaTta B 6e€3HaNIMYHOM NOPALKE HA OCHOBAHWM BbICTAaBNEHHOro MicnonHUTeneM cyéta.

4 C y4éToM 0COBEeHHOCTEN, U3NOXEHHbIX B pasaesne 6 HacToAwero MpunoxeHus.
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