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OINMMCAHWME N YCNOBWA NMPEOOCTAB/TIEHNA
YCNYTU «MANAGED SERVICES»

1. OBLWAA UHOOPMALLIUA U ONUCAHUE YCNVYT

Managed Services - ycnyra, B paMkax KoTopon WcrnonHutenb obcnyxuBaeT IT-uHdpacTpyKTypy
3aKa3uynka, pasMeLlleHHyo Ha ENT.

Managed Services BKkloYaeT cnepytollee Buabl pabor:

NOAKOUYEeHMe U HacTpolKa cepeuca MHTepHeT — NAT;

NOAKUYEeHME U HAaCcTPOolKa cepBuca B obiake yepes Site to Site VPN - L3 VPN (IPsec VPN);
HacTpownka Firewall;

npoBepKa NpaBUIbHOCTN HacTpoek Firewall, BbiINoNHEHHbIX 3aKa3umMkoM (HanpuMmep, npasun DNAT,
SNAT);

HacTpoika DHCP;

HacTponka Routing;

HacTponka Load Balancer;

co3faHne BUPTYyasibHOM MallMHbl U3 CTaHAAPTHOrO WabnoHa;

co3faHne BUPTYasibHOM MalUMHbI COrNacHO TpeboBaHMAM 3aKa3umka;

N3MEHEHNEe XapaKTepUCTUK BUPTYalbHOW MaluHbl (6e3 kactommsauum rocteson OC);

Cco34aHne KJOHOB BUPTYanbHbIX MaLlWH;

BbIrpy3Ka METPUK COCTOAHMA no TpebosaHuio (CPU, RAM, ceTeBbIXx MHTEPGdENCOB);

co3fdaHue U yganeHue nonb3oBaTens B TEHAHTE;

HaCTpOWNKa NPUBUIErMA NOJIb30BaTeNS;

N3MEeHeHNe OUCKOBOW NOJINTUKM NO YMONYaHUIO Ona BupTyansHoro LIOA;

BKJ/IlOYEHME [ OTKOYEHNE OONONHUTENbHbIX YCYr, LOCTYMHbIX WTaTHbIMU CPEACTBaMU BUPTYaNbHOIO
LonO (norupoeaHue, DFW, VPN n 1. 0.);

oLeHKa HeobxoanMoro obbemMa XpaHUnMLWa AN Pe3epBHOro KONMPOBAHUS;

Cco3faHune 3afaHns Pe3epBHOro KONMPOBAHUSA;

BOCCTaHOB/EHWE BUPTYaNbHOM MaLUMHbI U3 Pe3ePBHOMN KOMWK;

BOCCTaHOBJMIeHMe dali/IoB U3 pe3epPBHbIX KOMUN;

TeCToBOE BOCCTAaHOB/IEHWE BUPTYaSbHOM MaLUMHbI U3 Pe3epPBHON KOMNUK;

OOMOMHMUTENbHAs HACTPOKa CEepBEpPOB, apeHAyeMblX B paMKkax ycnyru «BbIOESEHHbI CEPBEP
(BARE METAL)», no cornacoBaHHbIM TpeboBaHMAM 3aKasuynka.

2. YC/10BUA U NOPAAOK OKA3AHUA YCNYTU

McnonHuTenb okasbiBaeT YCyry Ha OCHOBaHMKM 3anpoca 3aka34dumka 1 nnaHa pabot (nanee - Mnaw). MnaH
cornacyeTcs v yTBepXaaeTcs € 3aKa3umMKoM B MHOMBUAYANbHOM MOPSAKeE.

3anpoc Ha Ycnyry HanpasigaeTca Ha 3NIEKTPOHHbIM afpec OTBETCTBEHHOro nua McnonHuTens.

NcnonHuteno B TeYyeHMe OAHOro paboyero pHA, Chepylowero 3a [HEM MONy4YeHus 3anpoca,
NOATBEPXKAAET MO 3/eKTPOHHOW MoYTe MoNy4YeHue 3anpoca, a TakXe roTOBHOCTb OKa3aTb Yciyry no
COOTBETCTBYIOWEMY 3amnpocy, Nubo HanpaBAseT CBOM 3aMeyaHusA, KOTOopble paccMaTpMBatoTCA
3aka3unmkoM. EcnM 3akKa3ymk He CornaceH C M3MEeHeHuaAMM, npouenypa COornacoBaHUA 3asiBKU
NnoBTOPSETCS.

CTOpOHbI YyTBEPXKAAIOT [NaH NyTeM COriiacoBaHMA Mo 3/1EKTPOHHON noyTe.

B pamkax Managed Services McnonHuTenb BbiNONHAET paboTbl HA OCHOBAHWM COrflacoBaHHOro MnaHa.
[ocTynHbl cnepylowme BapuaHTbl NopsaKa okasaHusa Yonyru:

Mo pacrnucaHuio C YKasaHWEM >KeNaeMblXx CPOKOB A8 KaXX[Oro oThenbHoro Bupa pabor Managed
Services;

Mo 3anpocy Ha agpec 3MIEKTPOHHOM NOYTbl TEXHUYECKON NOALEPXKN C 06A3aTeNbHbIM YKa3aHUEM TEMbI
nucbMa «Managed Services». 3anpoc He NpMBS3aH K KAKOMY-TO OnpeaeneHHoOMY BPEMEHW BbiNOTHEHNUS
Ycnyru.

O6MeH opuUrnHanamMmn LOKYMEHTOB, KOTOpble HeobxoaMMbl ICMOMHUTENO NS OKasaHusa YCyru, a Takxke
nepegava 3akasuymKy MOSYYEHHbIX/CO34aHHbIX B NMpoLecce oKasaHusa YCIyru opuruHanoB LOKYMEHTOB,
OCYLLECTBNIAETCA CUlaMM M 33 c4yeT 3aKasuuka. McrnonHuTenb Hagnexawum ob6pasom nepepaet
OPUIUHabl NOIYYEHHbIX/CO3OaHHbIX VICNONIHUTENEM OOKYMEHTOB YNOHOMOYEHHOMY ML 3aKasuyumKa.
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[ocTaToyHbiM  (aKTOM  MNOATBEPXAEHMA  OKasaHua  YCyru  ABNAeTca  yCMewHbld  3anyck
YCTAQHOBJ/IEHHbIX/HACTPOEHHbIX CEPBUCOB, MNpPorpaMMHoro obecrneyeHMs U MNPOYUX COMYTCTBYHOLWMX
KOMMOHEHTOB COrnlacHo lMnaxy.

3. LENEBDBIE NOKA3ATE/IN NO NPEAOCTABJIEHUIO YCNIYTU

CpOK BbIMOMHEHNA Kaxaoro M3 Buaoa paboTr Managed Services ucuyncnsgeTca He paHee MOMEHTa
cornacosaHua CTopoHaMu [naHa M Npu ycnoBuM NpPepocTaBfieHUs 3akasyMKoM BCel HeobxopuMomn
nHdpopMaummn gna okaszaHms Ycnyru.

B pamMKax ycTaHOBNEHHbIX nokasaTtenen ona ENT 3akasumk MOXKeT 3aKkasaTb Ao 3 (Tpex) Buaoos pabot
OOHOBPEMEHHO: 2 (OBe) CO BpeMeHeM BbiMOMIHEHUA A0 24 (oBaguaTty deTbipex) YacoB U 1 (ogHoM) co
BPEeMeHeM BbINoJIHEHNSA 00 48 (Copoka BOoCbMM) Yacos, unu 3 (Tpu) Buaa paboT co BpeMeHeM BblINOSHEHUS
00 24 (pBaguaTy YeTblpex) 4acoB cornacHo Tabnuue 1. Bpemsa BbiMOSHEHUA Takol o6LLen 3adaBKU
onpenenaeTca No camomy gjnTeslbHOMY BPEMEHMW BbINO/IHEHMA B Habope paborT.

Ecnu cocTtaB u/unmn o6beMbl paboT BbIXOOAT 3a Npefesibl YKasaHHbix B Tabnuue 1 xapakKTepuctuk, Takme
paboTbl, CPOKN N BO3MOXHOCTb MX BbIMOSIHEHMA COrMacoBbIBAlOTCA C 3aKa3yMKOM B WUHAMBMAYAbHOM
nopsake.

Tabn. 1. LeneBble noka3aTtenu no obpaboTke 3anpocoB Ha ycnyry Managed Services gna ENT

HanmeHoBaHue paboT B Bpems AL (ST Pexum
pamkax ycnyru Managed peakuuun P P MeTpuku TeXHU4YecKoun
. (4yacos)
Services (MUHYT) noapepXkKu

MopknoyeHMe N HacTporKa Lo 3 IP-appecos, o 5
15 [o 24
cepsuca MHTepHet — NAT npasun

MoaKItoYeHne U HacTporka
cepsuca B obnake yepes Site

to Site VPN - L3 VPN (Ipsec 13 Ro 48 Ho 8 cantos
VPN)
HacTpouika Firewall 15 0o 24 0o 10 npasun
MpoBepKa NPaBUIbHOCTU
HacTpoek Firewall,
BbIMO/THEHHbIX 3aKa34MKOM 15 0o 24 [o 5 cepsucos
(HanpuMep, npaBun DNAT,
SNAT)
HacTpoiika DHCP 15 0o 24 Lo 10 noaceten
HacTpoiika Routing 15 0o 24 [o 20 mapwpyToB
[0 5 BUpPTyanbHbIX
HacTpoiika Load Balancer 15 0o 24 cepBepoB M oo 5
cepsepoB B backend 24x7 -
KPYr10oCyTOYHO B

Co3paHue BUpTyanbHOM abouune "
A PTY [o 15 BupTyanbHbIX P
MalWMunHbl U3 CTaHQAPTHOro 15 ho 24 MaLH BbIXOAHblE
wabnoHa (Npa3gHuYHbIE)
Co3paHue BUpTyanbHoOM HU
A PTY o 10 BupTyanbHbIX A
MalWHbl COrnacHo 15 ho 24

MallmWH
Tpe6oBaHMAM 3aKa3unka

MN3MeHeHne xapaKTepucTuk
BUPTYaNibHOM MalWnHbl (6e3 15 0o 24
KacToMmnsaunm rocteson 0OC)

[o 15 BupTyanbHbIX
MaLWnH

Co3gaHue KJI0HOB o 10 BupTyanbHbIX

15 [o 24
BUPTYasibHbIX MalIWH MaLnH
Bbirpy3ka MeTpUK COCTOSHUSA [o 15 BupTyanbHbIX
no tTpe6osaHuto (CPU, RAM, 15 0o 24 MalWWH (0o 5 MeTpuk Ha
ceTeBbIX MHTepdecoB) 1 BM)
Cosnakne 1 ypanexue 15 ho 24 [o 15 nonb3oBaTtenen
nonb30BaTens B TEHaHTe
Hacrpovka npusunerui 15 ho 24 [o 15 nonb3oBaTtenen
nonb3oBartens
MN3MeHeHMe guCcKoBOM
MONUTUKKM NO YMONYaAHUIO ANs 15 0o 24 o 15 nonntunk
BupTyanobHoro LO/L
BkntoueHue [ oTKAOYEeHUE 15 o 24 o 10 pononHUTeNbHbIX
4On. ycnyr, BOCTYNHbIX ycnyr
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Tabn. 1. LeneBble noka3aTtenu no obpaboTke 3anpocoB Ha ycnyry Managed Services gna ENT

HanmeHoBaHue paboT B Bpems Pexum
Bpems peweHus .
pamkax ycnyru Managed peakuuu (4acos) MeTpuku TexHu4ecKou
Services (MUHYT) noapepXkKu
WTaTHbIMU CPeAcTBaMu
BupTyanobHoro LO
(nornposaHue, DFW, VPN u
T.0.)
OueHka HeobxoanMMoro 0o 20 obbekTOoB
obbeMa xpaHunuwa gns 15 [o 48 (BUpTYanbHble MalWuHbI
pe3epBHOro KONMpoBaHus nT. A.)
[0 20 06beKToB 9x5 ~ ¢ 03:00 po
Co3gaHue 3apgaHus 18:00 (no
15 [o 48 (BUpTYanbHble MalWMWHbI
pe3epBHOro KONMpoBaHus RS MOCKOBCKOMY
BPEMEHMU) C
noHegenbHMKa
BoccTtaHoBneHue no nATHMULY 3a
BUPTYallbHOM MalINHbI 13 15 Oo 48 0o 1Tb UCKN0YEeHnem
pe3epBHOM KoNuu BbIXOOHbIX "
npasgHUYHbIX
BocctaHosneHue daiinos u3 15 [l 48 16 500 16 Hepabounx pHeit
pe3epBHbIX KONUK
TecToBOE BOCCTaHOBNEHUE
BUPTYallbHOM MalINHbI 13 15 [o 48 0o 1Tb
pe3epBHOM KONuu
HacTpovika BUpPTyanbHOro
MEeXXCeTeBOro aKpaHa - - - -
Usergate

4. noPAA0OK COAAYN-NPUEMKU YCNIVIU

B pamkax Managed Services coavya-npuemMka Ycnyrm npomssogutca no ¢akTy yBeaoMeHua 3aKasvmnka
Mo 3/IEKTPOHHOM MoYTe O 3aBEPLUEHUM BbINONHEHUS YCAyru.

3aKa34yKnK B CPOK He nosgHee 5 (NATn) pabouymx aHen c gaTbl NONYyYeHUa yBeaoMeHuns oT McnonHutens,
o69a3aH:

JIn60 NONHOCTBLIO NPUHATL BbINOAHEHHYIO YCAYrYy M NOATBEPAUTD 3TO MO 3NEKTPOHHOM NOYTE;

JIn6o He npuHMMaTb Ycnyry u coobwmTtb MCNOMHUTENO MPUUYMHBI, MO KOTOPbIM YCiyra He MOXXeT
CYMTATbCA BbINOMHEHHON. WCMONHUTENb KOPPEKTMPYET BbiMOMHEHWE YCAyrn cornacHo TpeboBaHUAM
3aKas34yunka (B paMKax COOTBETCTBYHOLEN 3aaBkM 1 [naHa).

Ecnn 3akasumk He HanpaBngeT WCNOMHUTEN0 MOTUBUPOBAHHLIM OTKa3 oT npuemMa YCIyrm B CPOK,
YCTaHOBJ/IEHHbIN M. 4.2 Hactoawero MNpunoxeHusa, Ycayra cCYMTAaeTCca BbINOMHEHHOM McnonHutenem B
NonHOM obbeme.

5. NOPAAOK PACHETOB U TAPUDPUKALINA

CToMmMoCTb OKa3sbiBaeMblx no [orosopy VYcnyr cornacosbiBaetcd CTopoHamum B 3akasax YCNyr Ha
ocHoBaHuK TapundoBs, pazMep KOTOPbIX ycTaHOBEH B MpunoxeHun N2 7 k lorosopy. CTomMocTb Ycnyru
yKa3biBaeTcs 3a OTYETHLIN Nepuoga.

B cnyyae nokynku MNMakeToB YyacoB Managed Services cornacHo MpunoxeHuio N2 7 kK [loroBopy 3aKasumnk
NPOMHGOPMMPOBAH M corfaceH, 4to MakeTbl YacoB CrOPAOT MO UCTEYEHUIO Mecsua, B TOM Yucie, ecnm
3aKa34ynK HMYEro He 3aKa3biBas B TEYEHME OAHHOro Mecsua.

Onnata Ycnyru ocylwectsnseTcs 3aka3uynMkoMm B nopsgke, yctaHoBneHHOM Pasgenom 4 [lorosopa.
6. OBA3ATE/IbCTBA CTOPOH

3aKasuunk obasyetca:
MpepoctaButb McnonHuTeNnto BO3MOXHOCTb YyAaNeHHOro [[octyna K obbekTaM WHOPacTpyKTypbl
3aKa3yunKa B npegenax, HeobxoanMbIX ANa okasaHua Ycnyru. MNpm HeobxoaMMocTy Bble3ga cneumanmcra
NcnonHutensa Ha TeppmuTopuio 3aKasumka NpefocTaBUTb TakoMy CNeLManncTy OCTyn Ha TEPPUTOPUIO U
K MHDpaACTPYKType 3aKasumka, obecneymtb paboTocnocobHOCTb MHDPACTPYKTYPbI U NOOKIOYEHUE ee K
ceTun NHTepHeT;
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MpepocTtaBuTb VICNONHUTENO OOKYMEHTbl U MHPOPMaLKIO, KOTOpble HEOBXOAMMbI ANA KayeCTBEHHOro
okasaHua Ycnyru, B TpebyemoM Bupe, dopme M KONMYecTBe. 3aKasuyMK rapaHTMpyeT NOAJMHHOCTb U
JOCTOBEPHOCTb NPEAOCTABNSEMbIX JOKYMEHTOB U MHDOpMaumMn. NCcnonHUTENb UCXOAUT U3 NPe3yMniuunm
JOCTOBEPHOCTN MNPEeAOoCTaBNEHHOM WMHGOPMALMM U He NPOBOAUT €€ [OOMNONHUTENbHOM MPOBEPKMU.
3aKa34ynK HeCeT OTBETCTBEHHOCTb 3a [AOCTOBEPHOCTb W CBOEBPEMEHHOCTb nepepayn WMcnonHuTento
JOKYMEHTOB, MaTepmanoB U MHOpMaLMM, HEOBXOANMbBIX ANA BbiNONHeHMa Ycnyru. B cnyyae nepegnaym
3aKa34YMKOM HefoCTOBEPHOM MHBOopMaumm, CnonHMTeNb He HeCeT OTBETCTBEHHOCTM 33 HEHaaexallee
KayecTBO M CPOKM OKasaHus Ycayrn, a Takke [dpyrne MocaeAcTsBuMs MCMOMb30BaHWUA MM TaKou
nHpopMaLmMn B npoLiecce okasaHus Ycnyru.

Mo 3anpocy McnonHuTens BblgaBaTb AOBEPEHHOCTU Ha COTPYAHMKOB McnonHuTens, Heobxogoumble ans
oKa3zaHua Ycnyru.

McnonHutenb obasyetca:

MpepocTaBnaTb MO 3anpocy 3aka3uyMka MnepeyeHb OOKYMEHTOB M WHbOpMaLMM, HEobXoOuMbIX ANns
oKa3zaHua Ycnyr;

Oka3blBaTb 3aKa34MKy MHOOPMALMOHHYIO N KOHCYNbTAaLMOHHYO NOAAEPXKKY No Ycnyre;

Oka3sblBaTb YCNyry KayecTBEHHO M B Hag/exaliMe CPOKM 1M CcoBepluaTb BCe CBOM OEeNCTBUSA B MHTepecax
3aKa34yunka;

HesamepnutenbHO M3BeLWaTb 3aka3ynka o HaCTynaeHnn obcToATeNbCTB, NPensaTCTBYOWMX MicnonHutento
BbINO/THATL CBOM 06A3aTeNbCTBa B paMKax YCnyru;

CoobuwaTb 3aKa3umKy CBeAeHUA O XoAe oKasaHusa YCyru rno ero nMcbMeHHoMy TpeboBaHUIo;

YCTPaHATb OWNBKKU, KOTOPbIE MOFYT BO3HMKHYTb NPW OKasaHum Ycayru.

VicnonHuteno Bnpase:

Oka3sbiBaTb YCIYry IM4HO NGO NOPYYUTb UCNONHEHME TPETbEMY NnLy 6e3 M3MeHeHUsa CTOMMOCTN YCNyru;
TpeboBaTb OT 3akasuymka NpPepoCcTaBfeHUa eMy WHPopMauMnm M [OKYMEHTOB, HeoBXOAMMbIX ANS
CBOEBPEMEHHOI0 OKa3saHus Ycnyru.

3aKa3uyuK NoHMMaeT, YTo McnonHuTenb okasbiBaeT YCyry B COOTBETCTBUMM C LEUCTBYIOWMM HA MOMEHT
OKasaHua YCnyrmn 3akoHoaaTenbcTBoM Poccunckon @Mepepaunm, noaTomy 3akasumk He bynet TpeboBaTb
OKasaHuMsa YcnyrM B HapylweHue 3akoHopaTenbcTtBa Poccuickon depepaumm UAM BHE NpPenenos
DenNcTBUTENbHbIX BO3MOXHOCTeN McnonHuTens.

NcnonHuteno He HeceT OTBETCTBEHHOCTM nepepn 3akasymkoM 3a BCE MOC/AEeACTBMS, Bbl3BaHHble
HenpepcTaBleHMeM/HEeCBOEBPEMEHHbBIM  MPEeAOoCTaBfeHMeM  3aKa3yMKOM  Hapnexawmx [AOoCTynos,
nHbopMaLnm, ceeaeHn (OKYMEHTOB), NpenoCcTaBNeHNEeM HEKOMMIEKTHOM OKYMEHTAUUU UTN eCln 3TU
nocnencTeusa Bbi3BaHbl BUHOBHbIM AencTBMeM (6e3aencTBMeM) caMoro 3akasuduka, nMbo TpeTbux fnL, co
CTOPOHbI 3aKa34ymnka.

McnonHuTenb He HeCeT OTBETCTBEHHOCTM 3a:

YBbITKM, NOHECEHHbIe 3aKa3uMKOM B CBA3M C NoTepen AaHHbIX TMBO BOCCTAaHOBMNEHMEM MPOrpPamMMHOro
obecneyeHus;

YBbITKM, MOHECEHHbIE B CBA3WN C 3aMEHOM 3aKa3uynKoM MPoAYyKTOB UMK YCNYT;

Cny4daiiHble/KOCBEHHbIe YBbITKM, BKIOYAA CTOMMOCTb MPOCTOS UMK YNYLLIEHHYIO Bbirody.

7. KOMMEHCALMSA 3A HAPYLUEHUE LIENEBbIX MOKA3ATENIEN OKA3AHUSA YCYITU

B KayecTBe KOMMEHCALMWM 3a HapylleHWe YCTAHOBJ/IEHHbIX LIENEeBblX MOKasaTenen OKaslaHua ycnyru
Managed Services VcnonHutenb npenocTaBfisgeT 3aKas3uuKy [OOMOMHUTENbHbIM 6ecnnaTHblA 4Yac 3a
Kaabl MPOCPOYEHHbIM YaC B paMKax YCTaHOB/IEHHOINO BPEMEHW BbIMOSIHEHMA M C YYETOM YC/IOBUN,
YCTaHOBJ/IEHHbIX Pa3genoM 4 HacTosawero NpunoxenHums.

8. MHbIE YCNOBUA, NTIPUMEHUMDIE K YC/TYTAM

NcnonHuTenb He ocywecTBnsAeT U 06A3yeTca He OCyWecTBAATb 06paboTKy, O3HAaKoOM/eHue,
pacnpocTpaHeHne, NpefocTaBfeHne, G6M0KMPOBaHME, YHUUTOXEHME, 06e3/InYMBaHNE OAHHbIX, B TOM
ynucne nepcoHanbHbIX [daHHbIX, o06pabaTbiBaeMblx B WHPOPMALMOHHbIX CUCTEMAx 3akasuyuka,
pasMellaeMblx Ha 6ase MHOPACTPYKTYpbl McnonHuTena. MHbiMM cnoBamu, goctyn McnonHutensa K
MHbopMaumn, pasMellaeMor  3aKasuyuMkKoM,  ABNgeTcH NUCKNIOYNUTENIBHO  TEXHOJIOMMYECKUM
(ocywecTBnsaemMbiM 6e3 BO3MOXHOCTU 0O3HAKOMJIEHWUI C €€ COAEPXUMbIM PpaboTHUKaMK McnonHuTensa nnm
paboTHukamm CoucnonHuTenemn), HeobxoanMbIM A UCNONHEHUA YC0BMI [JoroBopa.

3aKa3uynk NpPoMHGOPMMPOBAH M COFNACEH C TEM, YTO B OTHOLIEHWM OMMUCAHHbLIX B AAaHHOM LOKYMEHTE
paboT B paMKax ycnyrn Managed Services He npuMeHsatoTca ycnosua SLA Ycnyr, KoTopble onucbiBatoT
YPOBHM npepocTaBneHns Ycnyr no [OroBopy, KOMMeHcauuMn 3a HecobntoheHue JocTynHocTu Ycnyr,
nopanok 06paboTkM 3anpocoB 3aKa3umnka, a TakXXe UHble CBA3aHHble C OKa3aHMeM YCyr BONPOChI.
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9. PACMPEQENEHUE PONEN, OBA3AHHOCTENA U OTBETCTBEHHOCTU B OB/IACTU UB B PAMKAX
OKA3AHUWSA YCJTYTU MANAGED SERVICES

9.1. PacnpeneneHune ponen, obsaA3aHHOCTEM M OTBETCTBEHHOCTM B obnactu UB Mexpy McnonHutenem u
3aKa34ynKoM npu okasaHum McnonHutenem Ycnyrmu npeacrtaBnieHo B Tabnuue 2:
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Tabn. 2. PacnpeneneHne 30H OTBETCTBEHHOCTU NpuM oKasaHum Ycnyrn Managed Services Ha ENT

Komy
OTBEeTCTBEHHOCTb 3a npepocTtasneH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHuve/ AOCTYN K
TexXHONIorn4yeckKoro
(apxuTeKTypHOro) YPOBHIO npouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTpUpPOBaHue cpeacteam
YPOBHS ycnyru/cepBucbl Ub ycnyru/cepBuca/ npepocTtaB/ieHUs
npoueccos ycnyru/cepBuca/
npouecca
XypHanupoBaHune cobblTUI B NPUKAAAHOM NporpaMMHOM obecneyeHun (B TOM
XypHanupoBaHue <
COBLITUI yucne CYb[, cepBepax npunoxeHuin, WEB-cepBepax, ...) M OnepaunoHHbIX 3aKasuumk 3aKasyumk
CUCTEMAaXx, YCTaHOBIEHHbIX B BUPTYyanbHbIX MawnHax (BM) 3akasunka.
YnpaBneHue OOCTYNOM K MPUKNagHOMYy nMporpaMMHoMy obecneyeHuto (B TOM
YnpasneHue 4oCcTynom yucne CYb[, cepBepam npunoxeHun, WEB-cepBepam, ...) 1 onepaunOHHbIM 3aKasuumk 3aKasuumk
cucTeMam, yctaHoBeHHbIM B BM 3aka3yuka.
YnpasneHue YnpaBneHue ayTeHTUPUKALMOHHON MHPOPMaLMen, NCnob3yeMon npu goctyne
ayTEHTUDUKALMOHHOM K npuknagHoMmy nporpaMMHoMy obecneuyeHuto (MMO) u  onepauMoOHHbIM 3aKasuuk 3aKa3uuk
MHbopMaumen cucrtemam (OC), ycTaHOBNEHHbIM B BM 3aka3uuka.
KoHTponb 1 aHanus3 3awmweHHoctn OC wu MIMO, dyHKUuMOoHMpyowero B8 BM
BLUOL 3aka3uuMka, B TOM 4YMUCNEe YCTaHOBKA KPUTUYECKUX OBOHOBNEHWUM
YnpasneHue 6e3onacHocTU, npaBka KoHdurypaumn MO, a TakXKe WU3MEHeHue nerko-
. . 3aKasuumk 3aKasyumk
YyS13BMMOCTSIMU nopbupaembix naponen M naponer [OCTyna Mo YMOMYaHUI K cepBucaM U
KoMnoHeHTaMm OC un [MO, o6HapyXeHHbIX B XO4e KOHTPONS W aHanu3a
3aWMLWEeHHOCTU.
MpukNagHon ypoBeEHb W Cbop (B TOM uucne c mMcnonb3oBaHMeM cpencts SIEM) m aHanua cobbiTuin
YPOBEHb  OMEpPaLMOHHbIX YnpasneHue 6e3onacHocTn co Bcero MMNO, OC u cpepacts 3awmnTbl nHbopmaunn (Cp3N), 3aKa3umK 3aKa3unK
MHumpgeHtamm Ub dyHKUMOHMPYOWKNX B «OpraHmsaummn» (BLLOL) 3aka3umKa, a TakXXe MOHUTOPUHT
CUCTEM, YCTAaHOBJ/IEHHbIX B
1N pearnpoBaHne Ha MHUNOEHTb 6e3onacHoCcTy.
BM BLLOJ 3akazyuka YcTaHOBKa, HacTpolka W aaMUHWUCTpupoBaHue B BLIOL 3aka3uuka Cpeacts
Ynpasnexue 3awmTbl nHpopMaumn (C3U1) B ncnonHenun Virtual Appliance.
P . W . bopmaumm ( ) PP 3aKasuumk 3aKasyumk
Kpuntorpaduen HacTponka u agMUHUCTPUPOBaHUe pasMeweHHblx B LUOLO WcnonHutens
nporpaMMHo-annapatHbix C3M 1 MexceTeBblX 3KPaHOB 3aKa3ynka.
YcTaHoOBKa “ YcTaHOBKa, HAacTponKa 1 agMUHUCTpUpoBaHne B BM BLLOM 3aka3umka Cp3U oT
AaAMUHUCTPUPOBaHUE HecaHKuMoHupoBaHHoro poctyna (HCL), aHTMBUPYCHbIX CPeacts M NpoYmx 3aKasuuk 3aKa3uuk
CpencTB 3aWuThl CpencTB 3aWmnThl MHGOPMaUnmM, ycTaHaBnmBaeMblx B BM BLLOJ 3akasuuka.
YcTaHOBKa M HacTpolika B BM 3aka3uumka cpefcTB pe3epBHOr0 KOMMPOBaHUSA
YnpasneHue (CPK) 6a3 paHHbIX U Npo4Yyen nHbopMaumnm 3akasumka, XpaHMMom BHyTpu BM ero
pe3epBUpPOBaHMEM BLOMO, a TaKxe aAMUHUCTPUPOBaHMe YKa3aHHbIX CpeacTs. 3aKasuumk 3aKasyumk
nHdopMaumm Co3paHue pesepBHbIX KONUN MHbDOpMaLMm 3aKa3ymka U e€ BOCCTaHOBEHME U3
pe3epBHbIX KOMUN.
3awmTta cornacHo 152-d3 nepcoHanbHbiXx  AaHHbix  (MOH)  KJIWEHTOB,
Ob6ecneyeHue 3alWnThbI
obpabaTtbiBaeMblix B BM BLLO[ 3aka3uuMka, B TOM UYuC/ie, HO HE OrpaHNYMBanAChb
nepcoHanbHbIX OaHHbIX . 3aKasuuk 3aKa3uuk
3awmton MOH, obpabaTbiBaeMblX CpPeAcTBaMM YCTAHOBNEHHbIX B BM BLIOL
KNVEHTOB
3aka3yumka CYb[.
XypHanupoBaHue CcoObbITUI, CBA3aHHbIX C HKLMOHUPOBaHMEM OObEKTOB
YpoBeHb «OpraHnsaumnm» KypHanMpoBaHue yp P , C QyHKU p 5 3aKasumk,
. BLLOM 3aka3uuka (Hanpumep, ero BM) u gencteusmMu nonb3osatenen B KY ENT NcnonHuteno
v BLIO[ 3aka34yunka cobblTni VcnonHutenb

M KOHCONW ynpaBneHns pe3epBHbIM KonnpoBaHueM BM, Takumx Kak:
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Tabn. 2. PacnpeneneHne 30H OTBETCTBEHHOCTU NpuM oKasaHum Ycnyrn Managed Services Ha ENT

Komy
OTBEeTCTBEHHOCTb 3a npepocTtas/ieH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHuve/ AOCTYN K
TexXHONIorn4yeckKoro
(apxuTeKTypHOro) YPOBHIO Npouecchi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTpUpPOBaHue cpeacteam
YPOBHS ycnyru/cepBucbl Ub ycnyru/cepBuca/ npepocTtaB/ieHUs
npoueccos ycnyru/cepBuca/
npouecca
1. Bxopg/Bbixon NoNb30BaTesien B/U3 KOHCONEN; (B pamMkax
2. Co3paHue/ypaneHne HOBbIX YY4ETHbIX 3aNMCEN NONb30BaTeNel U NPUCBOEHME npepocTaBneHus
MM NPUBUNErNI OCTYNa K KOHCONAM; Ycnyru Managed
3. CospaHue/ypaneHue BM; Services)
4. 3anyck/octaHoB BM;
5. Co3paHue KNoHoB BM;
6. WM3MeHeHMe xapaKTepucTuk BM;
7. Hactponka NAT/DHCP/L2VPN/L3VPN, MapwpyTusaumm, 6anaHcMpoBLLMKa
HarpysKku n/unun npaBua MexceTeBoro 3KpaHNMpPoBaHUS;
8. Co3paHue/uaMeHeHue 3a4aHns pe3epBHOro KONMPOBaHUS;
9. BoccTaHoBeHMe BM 13 pe3epBHOM Konuu;
10. BoccTaHoBNeHMe GalioB U3 pe3epBHON KOMnuU;
11. N3MeHeHMe OUCKOBOM NOMUTUKM MO YMONYaHUIO Ona BupTyanbHoro LLOMO;
12. BKoYeHMe/OTKAOYEHME AONONHUTENbHbIX YyCnyr (normpoBaHne, DFW, VPN
1 npouyee).
McnonHutenb
(oTBETCTBEHHOCTD 3a
npegocTaBneHne cepeunca
. ENT)
AoMUHUCTpUpoBaHne «OpraHu3saumen» 3akasymka c ucnonbsosaHmemM KY ENT.
AOMUHUCTPUPOBaHME [oCTynom K «OpraHmsaummn» 3akasuuka c 3aKa3uuk
3aKasuumk
mncrnonb3osaHnem KY ENT.
(oTBETCTBEHHOCTD 3a
agMUHUCTPUpPOBaHUE
«OpraHusaumen» un
ALMUHUCTPUPOBaAHME .
. LOCTYNOM K HeW)
«OpraHusauven» n =
Ycnyru no agMMHUCTpMpoOBaHunio «OpraHusaunen» 3akasuymka, BKAKYawolwme B
ynpasneHue ocTyrnom K
et cebs:
1. CospaHue BM n3 cTtaHOapTHbIX WabnoHoB;
2. Co3paHue BM cornacHo TpeboBaHMAM 3aKa3umka; NcnonHutenob
. McnonHutenb
3. V3MeHeHuMe xapakTepucTuk BM (6e3 kactommsaummn rocteson OC); (B pamKax (B pamMKax
4. Co3paHue KNoHoB BM; P npepocraBneHuns
npegocTtasneHus ycayru
5. Bbirpyska MeTpuK cocToaHua no TpeboBaHuto (CPU, RAM, ceTeBbIX . Ycnyru Managed
. Managed Services) .
nHTEepdencoB); Services)
6. V3MeHeHMe OMCKOBOM NOANTUKM NO yMONYaHMIO ANns BupTyanbHoro LLOO;
7. BKNOYEHUE/OTK/IOYEHME OONONHUTENbHbIX Yycnyr ()KypHanupoBaHue, DFW,
VPNuUT. L.).
Co3paHune/ypaneHne HOBbIX YYETHbIX 3anucen B «OpraHMsaumn» n NnpucBoeHme McnonHutens 3aKazumK

1M npmsmnermﬁ poctyna K «OpraHm3aummn» 3akasyumka.

(OTBeTCTBeH HOCTb 3a
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Tabn. 2. PacnpeneneHne 30H OTBETCTBEHHOCTU NpuM oKasaHum Ycnyrn Managed Services Ha ENT

Komy
OTBEeTCTBEHHOCTb 3a npepocTtasneH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHuve/ AOCTYN K
TexXHONIorn4yeckKoro
(apxuTeKTypHOro) YPOBHIO npouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTpUpPOBaHue cpeacteam
YPOBHS ycnyru/cepBucbl Ub ycnyru/cepBuca/ npepocTtaB/ieHUs
npoueccos ycnyru/cepBuca/
npouecca
npegocraBneHne
cepsuca)
3aKasuumk
(oTBETCTBEHHOCTD 3a
YnpasneHue ynpasneHue
ayTeHTUDUKALMOHHOM ayTEHTUDUKALMOHHOM
MHpOopMaLuunen nHopmaunen)
VcnonHutenb
. . . McnonHutenb
Co3pgaHue 1 yganeHue y4yéTHblX 3anuMcen nonb3oBaTtenen B «OpraHnsaunmy». (6 pamKax (B paMkax
HacTporika npuBunernm Ons  y4éTHbIX  3anMcen  nofb3oBaTenen B p npepocTaBneHus
npepocTtasneHus ycayru
«OpraHusaumm». . Ycnyru Managed
Managed Services) .
Services)
Co3gaHue, ypaneHne u agMUHUCTPUpPOBaHMe C ucnonb3oBaHnem KY ENT
HEeoOXoAUMbIX BHYTPEHHMUX ceTel wunu rpynn 6e3onacHOCTM B npouecce McnonHutens
agMuUHuUcTpuposaHusa BLO 3akasuumka. (oTBETCTBEHHOCTb 3a
HacTporika napaMeTpoB MEXCETeBOro 3KpaHWpoBaHua nepumeTpa BLIOA npegocraBneHne
3akas4yumka c ncnosnb3osaHneM KY ENT . cepsuca) 33Ka3UNK
HacTporika BHYTPEHHEro CerMeHTUPOBaHWS W BHYTPEHHEr0 MEXCeTeBOoro
3KpaHuMpoBaHua (c ncnonbsoBaHmem KY ENT ) BLLOL 3aka3suumka. 3aKasuumk
HacTtporika NAT/DHCP/L2VPN/L3VPN, MapwpyTusaumm unum 6anaHCMPOBKMU (oTBETCTBEHHOCTb 3a
Harpysku Bxoasauero B BLLO[, 3aka3umka ceTeBoro tpadumka ¢ UCNONb30BaHUEM agMUHUCTPUPOBAHME)
YnpasneHue
6e30MacHOCTbIO U KY ENT .
. Moakn4yeHne U HacTpomrka cepBuca VIHTepHeT ¢ HacTpomnkon NAT B BLIOA
NPOYMMM HACTPOMKaMU
NS BUPTYanbHbIX CeTeil 3akas4yumka c ncnonb3osaHneM KY ENT .
MopkntoyeHne 1 HacTpolka Site to Site L3VPN (IPsec VPN) no BLLO[ 3aka3uuka
C UCNONb30BaHUEM BO3MOXHOCTEN, NpegocTaBnsemMbix KY ENT. P VcnonHutenb
HacTpolKa npaBu/ MEXCeTeBOro 3KpPaHMPOBaHMA C Ucnonb3oBaHnem KY ENT B (8 pamKax (B pamMKax
BLIO[ 3aka3uuka. P npepocraBneHuns
npepocTtasneHus ycayru
MpoBepKa NPaBUNbHOCTU CeTEBbLIX HAacTpoek (Hanpumep, npasun DNAT, SNAT) Managed Services) Ycnyru Managed
M NPaBuMa MEXCETeBOro 3KPaHMPOBaAHUA, BbINOJHEHHbIX 3aKa3uyMKOM B CBOEM 9 Services)
BLLOA c ncnonb3sosaHueM KY ENT.
HacTtporika DHCP, MapwpyTt13aumMm n 6anaHCMPOBKM Harpy3ku BXOAALWEro B
BLLOJL 3aka3uymnka ceteBoro tpaduka ¢ ucnonbsoBaHnem KY ENT.
YnpaBneHue pe3epBupoBaHMEM WMHbOpPMauMM 3akasuymka C MCMOJIb30BaHUEM McnonHutens
YnpasneHue KOHCOJ/TX yNpaB/ieHMs pe3epBHbIM KonnpoBaHneM BM (ansa ENT), Bkaovawowee
pe3epBUPOBaHUEM B cebs: 3aKasuuk 3aKa3uuk
nHdopMaumm 1. Co3paHve/MaMeHeHWe 3afaHWN pPe3epBHOr0 KOMUPOBaHUA WHboOpMaunm (oTBETCTBEHHOCTD 3a
3aKa3yunka; ynpasneHue
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Tabn. 2. PacnpeneneHne 30H OTBETCTBEHHOCTU NpuM oKasaHum Ycnyrn Managed Services Ha ENT

Komy
OTBEeTCTBEHHOCTb 3a npepocTtas/ieH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHuve/ AOCTYN K
TexXHONIorn4yeckKoro
(apxuTeKTypHOro) YPOBHIO Npouecchi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTpUpPOBaHue cpeacteam
YPOBHS ycnyru/cepBucbl Ub ycnyru/cepBuca/ npepocTtaB/ieHUs
npoueccos ycnyru/cepBuca/
npouecca
2. BoccTaHoBNeHWe MHPOPMaLMmM 3aKa3ymKa U3 pe3epBHbIX KONUN. pe3epBUPOBaHMEM CBOEN
MHbopMaunm)
1. OueHka HeobxogMMoro o6beMa XxpaHunULLA AN PE3ePBHOr0 KONMPOBAHMS
nHdpopMaLumMmn 3aKasymka. McnonHutens
McnonHutenb
2. Co3paHuve 3ajaHua pe3epBHOro KONMPoOBaHUS. (6 pamKax (B paMkax
3. WN3MeHeHWe 3apaHnsa pe3epBHOro KONMpOoOBaHMS. npepocTaBneHus
. npepocTtasneHus ycayru
4. BocctaHoBneHune BM 13 pesepBHOM KONUK. . Ycnyru Managed
. . Managed Services) .
5. BoccTaHoBneHWe GannoB U3 pe3epBHON KONUK. Services)
6. [lpoBeaeHWe TeCTOBbIX BOCCTAHOBIEHUI BM.
YcTaHOBKa, aAMUHUCTPUPOBaHMeE, CBOEBpPEMEHHOE obHoBNEHNE n
6e3oTnaraTenbHas YCTaHOBKa KPUTMYECKUX OOHOBNEHUN 6e30macHOCTUM Ha
ncnonb3dyemblix B BUOJL 3aka3unmka BUPTyanbHbIX CpeactBax 3awuThbl
YcTaHoBKa U nHpopmaunmn B ucnonHeHusax Virtual appliance (MexxceTeBble 3KpaHbl, CUCTEMDI 3aKa3umK 3aKa3unK
ncnonb3oBaHue C3U 0BHapyXeHU N/unn NpegoTBPALLEHUN KOMMbIOTEPHbIX aTak U Npoyee).
HacTpovka 1 agMUHUCTPUPOBAHME MPOrpaMMHO-anmnapaTHbiIX CPEACTB 3aLLnUThI
MHPopMaummn 3aKasuymka, B TOM 4YuUCie CPeAcTB KPUNTOrpadmyeckon 3aluTbl
MHbopMauumn, pasMewaemoix B OO McnonHutens.
Ob6ecneyeHue 3alWnThbI
" Ob6ecneyeHne cooteeTcTBMA BLIOO B coctaBe MHGDOPMALMOHHbBIX CUCTEM
nepcoHanbHbIX OaHHbIX 3aKasuuk 3aKa3uuk
nepcoHanbHbIxX AaHHbix (MCMNOH) 3aka3yumka TpeboBaHmsam 152-d3.
K/IMEHTOB
MoHUTOpUHr  UNHpacTpykTypel ENT, ob6ecneyeHne €€ [OCTYNHOCTWU,
MGHUTOPUHT 1 NpoM3BOAUTENBHOCTM, Hanuuusa HeobxogMmoro KonuyectBa obopynoBaHuMs,
NOAAePKKa obecneyeHne HeobxopuMon Ona e€ paboTbl NPOMYCKHOM CMNOCOBOHOCTM CETH, McnonHutens McnonHutens
BbIYMCNTUTENbHBIX MOLLHOCTEM WM EMKOCTU CUCTEM XpaHeHusa paHHbix (CXA)
WNHbpacTpyKTypbl.
XXypHanuposaHue XypHanupoBaHue cobbiTM B KOMMOHeHTax ENT u cpepcTtBax 3awmthbl
yp P o yp P Pen t NcnonHuteno NcnonHutenob
cobbITUM MHbopmaumm ENT.
VnpaBfeHne [OCTYNOM K CerMeHTy ynpaBneHua WHdbpacTpykTypon ENT, eé
i YnpaBneHne 0ocTyrnom ’ McnonHutenb McnonHutenb
MHdpacTpyKTypHbIi P pocry VLAN 1 KOMNOHEHTaM.
YyPOBEHb YnpasneHue YnpaBneHue y4yétHbiMM 3anucamu AD npuBMIErMPOBaHHbLIX MOMb30BaTeNEN,
ayTEHTUDUKALMOHHOM MMeLWMX OCTYN K CerMeHTy ynpasnenusa NHppacTpykTypon nnatdpopmbl ENT, McnonHutens McnonHuutens
MHbopMaumen M UX BTOPbIM aKTOPOM ayTeHTUdMKaunm (ayTeHTudmnkaTopammu).
YnpasneHue KOHTpONb M aHanu3 3alWUWEHHOCTU CcNy)XebHbix BM MGMT-cermeHTa u
McnonHutenb VcnonHutenb
YS3BUMOCTSIMU cepBepoB rMnepBmnaopoB NMHppacTpykTypbl ENT.
C6op cobbITUIM 6e30NacHOCTM C UCMOIb30BaHMEM cpeacTB SIEM ¢ KOMNOHEHTOB
Ynpasnexue M CpencTs 3awmnTbl nHbopmaunn NHpacTpykTypbl ENT.
P Pea i bopmau bpacTpykTyp NcnonHuteno NcnonHutenob

MHumpeHtamm Ub

AHanu3 cobpaHHbIX COObITUI 6e30NacHOCTM, a TakKXXe MOHUTOPUHI U
pearvpoBaHune Ha UHLUMAEHTbl 6e30NacHOCTM C NpuBaedYeHneM sHelwHero SOC.
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Tabn. 2. PacnpeneneHne 30H OTBETCTBEHHOCTU NpuM oKasaHum Ycnyrn Managed Services Ha ENT

Komy
OTBEeTCTBEHHOCTb 3a npepocTtasneH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHuve/ AOCTYynN K
TexXHONIorn4yeckKoro
(apxuTeKTypHOro) YPOBHIO npouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTpUpPOBaHue cpeacteam
YPOBHS ycnyru/cepBucbl Ub ycnyru/cepBuca/ npepocTtaB/ieHUs
npoueccos ycnyru/cepBuca/
npouecca
YnpasneHue KoHTponb 1 npaBfneHue  npoueccamu M3MEeHeHUN KoHdUrypaumm
P . P ynp pou burypau NcnonHutenob NcnonHutenob
KOHbUrypaumnemn MHdpacTpykTypbl ENT.
3awwmTa nepumeTtpos LLOL NHbpacTpykTypbl ENT ¢ ncnonb3oBaHWeM KacTepoB
BbICOKOMPOU3BOAMUTENbHbBIX MEXCETEBbIX 3KPAaHOB HOBOro nokoseHua (NGFW),
obecneynBalOLLNX MEXCETEBOE 3KPAHMPOBAHME W 3aLUTY OT KOMMbIOTEPHbIX
YnpasneHue
aTak MHPPaCTPYKTYpbI.
6e3onacHoCTblO Ans .
BUDTVANBHBIX U 3awmnTta ceteBon WHdpacTpykTypbl ENT (Bxoga B o6nako) ot DDoS-aTak, NcnonHuteno NcnonHutenob
pTY . HanpaB/ieHHbIX Ha NepenosIHeHWE KaHalbHOW eMKOCTH.
dunsmyeckmnx ceten
BHyTpeHHee CerMeHTMpoBaHune ceTeBbIX MHbpacTpyKkTyp ENT C
mncnonb3osaHnem NGFW un BbigeneHnem B pamkax LLO[ Ha ceTeBOM ypoBHe DMZ,
PROD- n MGMT-cerMeHTOB MHPPACTPYKTYpPbI.
YcTaHOBKa, HacTpolKa U aAMUHUCTPUPOBAHME CPEeACTB 3alWuTbl MHbDOPMaLMK B
cocTtaBe MIHdpacTpykTypbl ENT, B TOM yuncne:
1. CpenctB aHTUBUPYCHOM 3aWMUThI;
2. CpencTB  KOHTpona  OEWCTBUW  MPUBUNETMPOBAHHbIX  MOSb30BaTenen
YcTaHoOBKa “ (apMuHucTpaTopos McnonHutens) knacca PIM&PAM;
agMUHUCTPUPOBaHMe 3. SIEM; NcnonHuteno NcnonHutenob
CpencTB 3alnTbl 4. CpencTB KOHTPOMA M aHanNM3a 3aWMLULEHHOCTH;
5. WEB Application Firewall (WAF), ncnonbayemoro ans 3awmutbl Ny61nKyeMblx
KY ENT 1 KOHCONU ynpasneHuUs pe3epBHbIM KONnposaHueMm BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpasneHue Pe3epBHOe KOMMPOBaHME W BOCCTaHOB/eHWE n3 06pa3oB CAYXebHbIX
pe3epBUPOBaHUEM BUPTYalbHbIX MaLnH MHbpacTpyKTypbl ENT c Mcnonb3oBaHneM McnonHutens McnonHutens
MHbopMauum MHbpPacTpPyKTYypHbIX CPK.
ObecneyeHune 3alnTbl 3awmTa MNOH coTpyaAHMKOB 3aka3uymka, umewwmnx goctyn K KY ENT n KoHconu
NepcoHanbHbIX JaHHbIX | yrnpaBAeHus pe3epBHbIM KonupoBaHneM BM, obpabaTbiBaeMbix B McnonHutens McnonHutens
KIMEHTOB MHdpacTpykType ENT.
KoHTponb pgoctyna B LUIOL 1 noMeweHna nHbpacTpyKTypbl nnatdopmbl SC.ENT
KoHTponb goctyna (oxpaHsiemas Tepputopua LOL, nponycKHOM pPeXuM, CUCTEMbI KOHTPONS WU McnonHutens McnonHuutens
ynpas/ieHUsa 0OCTYNOM, 3annpaHue cToek).
Hannuuve BHewHen (no nepumetpy LLOMO) M BHYTPeHHeN (B MaWMWHHbIX 3anax
- BupeoHabniogeHue McnonHutenb VcnonHutenb
Dur3NYeCKUN YpOBeHb A A LLOM) cuctem BuoeoHabnwopgeHus
MpepocTtaBneHne 3NeKTPONUTaHUA, HOCTyna K ceTu MHTepHeT m cBobBogHOro
PazmeuweHune MecTa B cTomkax LoM.
McnonHutenb McnonHutenb
obopypnoBaHus MpepocTtaBneHne, MOHTaX M KOMMyTauusa obopypnosaHua (compute, network u

storage) B cTorkax LLO.
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Tabn. 2. PacnpepneneHne 30H OTBETCTBEHHOCTM NPU OKasaHuu Ycnyru Managed Services Ha ENT

PasMelweHne, nogkntoyeHne K nutaHuto, cetn MHTepHet n BLIOL 3aka3uymka
CpefcTB  3awuTthl  MHboOpMauumM  3akasumka, B TOM 4ucCle CpeacTs
Kpuntorpapuyeckomn 3awmnTbl MIHGopMaLnm.
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