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NMPUNOXEHWE N2 1.ENT.1.1.

K [orosopy
OIMNMNCAHUE N YCJTOBUNA NMPEOOCTABJIEHNA
YCIYU «BUPTYAIbHbIV OO
1. OBLWAA NHDPOPMALMA N ONUCAHWUE YCIIVTU
1.1. BupTyanbHbi LLOL, aBnseTca ycnyron no npefocrtaBneHmnto 6a3oBbiX MHPOPMaALMOHHO-TEXHOOMMYECKMX

pecypcoB Ha OCHOBE COBOKYMHOCTM QYHKLMOHMPYIOLLEro nog, ynpasneHmeMm NcnonHUTensa cepBepHoro u
ceTeBOro o060pyAoOBaHUA, CUCTEM XpPaHEHWA [OaHHbIX W Cheunann3MpoBaHHOrO MPOrpaMMHOro
obecnevyeHunq.

1.2. Ycnyra nocTpoeHa Ha OCHOBe Mopenu obcnyxueaHusa laaS. B pamkax Ycnyrm WcnonHuTenb
npepocTaBnaeT 3akasuuky BupTyanbHoin LOL, MMelWwmMin B pPacrnopsXeHUM COrfiacoBaHHbIN Mexay
NcnonHutenem mn 3akasuymkom Habop BUPTYanM3MPOBaAHHbLIX BbIYMCANTENBHbBIX MOLWHOCTEN npoLeccopa
(vCPU), BupTyanbHon namatn (VRAM) 1 guckoBoro npoctpaHcTtea (VHDD), a TakXe cpefcTBa ynpasieHus
BupTyanbHbiM LLOL, fOCTaTOYHbIE A58 CO30AHMA U yNpaBieHUs BUPTYyalibHbIMK cepBepaMn B Tpebyemon
3aKa3umnKy KoHdUrypaumm B npepenax BblAeNeHHbIX BUPTYanM3MpoOBaHHbIX MOLHOCTEN. PYKOBOACTBO
Monb3oBatensa no Ycnyre goCTyNHO MO 3NeKTPOHHOMY agpecy: https://cloud.ru/ru/docs/vdc/ug/.

1.3. YnpasneHune BuptyanbHboiM LLOL ocywectensaeTcsa 3aka3zuynkoMm npm nomouwm KY ENT.

1.4. CocTaB M OCHOBHbIe KOMMOHEHTbI YCyru:

Tabn.1. CocTaB Y OCHOBHbIE KOMMOHEHTbI

Pecypchbl

HaumeHoBaHMe rpynmbi CopepxaHue

- BWpTyanbHble npoueccopHblie aapa (vCPU);

- BUpTyanbHas onepatmBHasa namatb (VRAM);

- BUpTyasbHOE AMCKOBOEe npocTpaHcTeo (VHDD);
- Edge Gateway.

BbluMCnMTeNbHbIE pecypchl

- MOAK/OYEHMNE K CETU UHTEPHET (B 06LLeM KaHane);
- OAWH nybnuyHbIn IP-agpec.

- nnatdopma BUPTYyanm3auum;

- KVY ENT;

- nnatdopma BupTyanusaumnm cetn (SDN).

CeTeBble CEPBUCHI N KOMMOHEHTbI

OCHOBHble KOMMOHEHTbl ENT

1.4.1. Mnatdopma BMpTyanmsaumm obecrneuymBaeT OMHAMMUYECKYD OanaHCMPOBKY Harpysku Ha cepBepbl U
CUCTEMbI XPaHEHMS AaHHbIX 019 4OCTUXEHUA ONTUMANbHOW NPOU3BOANTENBHOCTU. COCTaBHbIMU YacTaMU
nnathopMbl BUPTYanm3aunm aBnsawTCa:

. AnNnapaTHbIA TMNEPBM30OP — MEXaHM3M, pPasfensrwmn pecypcbl GU3MYECKOro CepBepa Mexay
HEeCKONIbKMMW BUPTYasIbHbIMW MalMHaMMU.

. High Availability (HA) - ™MexaHu3M, nNoO3BONAKOWMN BOCCTaHaBAMBaATb PabOTOCNOCOOGHOCTb
BUPTYasibHbIX MaLIMH Nocne annapaTtHoro c6os y3nos BUpPTyanansaunm.

. CepBuc BanaHCMpPoBKKM paboumx Harpy3ok — MexaHM3M, paBHOMEPHO pacnpegensowmnn BM mMexay
BCEMM y3M1aMu KflacTepa U obecneuynBatolmnii 3afaHHY0 NPOM3BOOMTENbHOCTb BUPTYasibHbIX MaLUMH
B LUTAaTHOM W HewTaTHOM (B cny4yae c6oeB) pexxnmax paboTol.

. CepBUC OHNAMH MUrpaumm BM - MexaHU3M «XKMBOW» MUrpaumm BM Mexnay y3namm Knactepa gns
cepBUCHOro obcnyxmBaHua 6e3 npepbiBaHUA PaboTbl NOAb30BaTENBCKMX BM.

1.4.2. KY ENT npepocTtaBnseT KOHeYHbIM Mosb3oBaTensaM 6e3onacHble, M30AMPOBaAHHbIE My/bl PECYPCOB AN
ObICTPON MHMUManm3aummn BuptyanoHoro LLOL n peanusyeT eguHY0 KOHCO/b yNpaBneHus.
1.4.3. Mnatdopma BupTyanusaumm cetn (SDN) umcnonb3yetca [ns Cco3fgaHMsa NPoOrpaMMHO-OMNpenensieMblx

ceTen, MHKancynauum Tpaduka Yyepes NpPoToKoa Geneve A5 MNOCTPOEHUS NOrMYeCcKmx L2-ceTer B paMKax
yXe CYLeCTBYOLWeNn KoOMMyTaumm Ha ypoBHe L3. o3BonseT 3aka3uyMKy CaMOCTOATENIbHO CO30aBaTb
BblAeNeHHble CErMEHTbI CETU M ONpPefensaTb NpaBMaa MapwpyTU3aumnmm Mexay CeTaMmn CBOMX BUPTYasnbHbIX
Lo, 6e3 nsmMeHeHun B GU3NYECKOM KOMMYTALMN.

1.5. B uensax obecneyeHuna 3awmtbl MHbpacTpykTypbl ENT peanv3oBbiBatOTCS Ceayowme Mepbl U MEXAHMU3MbI
3aWmThl:

Tab6n.2. O6ecneveHne 3awuTbl MHDpacTpykTypbl ENT

YPOBHMU 3alUTbI MeponpuaTtnsa

3awwTta O6naka Cloud.ru u cpeacTs ero ynpasneHus
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ObecneunBaeTcs:

. - pa3sMelleHue Bcero obopynoBaHWs WHOpacTpykTypbl B LIOL, COOTBETCTBYOLMX
dusnyecknit TpeboBaHMAM HaAXHOCTM No KaTeropun Tier 3;

- KOHTPO/b M yNpaB/eHne AOCTyNoM K 060pyaoBaHuio;

- Hanuyue CUCTeMbl BUAEOHabntogeHnsa Ha obbekTax nHbopmatmsaummn LIOM.
Ob6ecneymBaeTcs 3awmTa nepumeTpoB LIOO M MX CerMeHTMpoBaHME C WCMOJSIb30BaHUEM
CeTtesoM MEeXXCeTeBblX 3KpaHOB HoBoro nokoseHua (NGFW), ocywecTBaawowmMx B TOM 4ucne
BbISIBIEHWE U NPefOoTBPaLLEHNE KOMMbIOTEPHbIX aTakK.

Ob6ecneunBaeTcs:

- aHTMBMpPYCHaa 3awWwmuTta MHOPACTPYKTYPbl C UCMONb30BaHMEM aHTUBUPYCHbIX CPEACTB
Ans obnayHbix cpeq;

- ynpaBneHue [OoCTYyNoM K MHPPACTPYKTYPE C UCMONb30BaHNEM CPEACTB ABYX(DaKTOPHOM
ayTeHTUhMKALMM NOAKIOUAOLWMXCA K HEW aAMUHUCTPATOPOB;

NHdPaCTPYKTYpHbI -  KOHTPONb [AEWCTBMI MNPUBUIErMPOBAHHbLIX MOMb30BaTeNein C  MCMNOMb30BaHWEM
cneunann3npoBaHHbIX CPeacTB;

- PEerynsipHbii KOHTPOMb U aHaNM3 3aWMUWEHHOCTU UHDPACTPYKTYPbI C UCMOMb30BAHUEM
cneunann3npoBaHHbIX CPEeACTB MO BbIABNEHUIO YI3BUMOCTEW B Mcnonb3yemoM MO v ero
HEKOPPEKTHON KOHdUrypaumu, BAUAIOWEN HA YypoBeHb 3awuueHHocTn MO, c
YyCTPaHEHWEM BbIiB/IEHHbIX YA3BMMOCTEN U/UNN HELOCTATKOB;

- cbop 1 aHanu3 cobbiTUi MHDOPMaLMOHHON 6e30NacHOCTU.

OcCylWecTBNAOTCA  Nepuoanyeckue TeCcTMPOBaHWA Ha  MNPOHMKHOBEHWE M ayauT

MHPOpMaUnoHHON 6e3onacHocTM MHpacTpykTypbl ENT € npuBneYeHUEM CTOPOHHMX

opraHusaumit. BbiABfeHHble B XOAE COOTBETCTBYIOWEro TeCcTMPOBaHWSA W/MAM ayauTa

HEeO0CTaTKM YCTPaHAKTCA MO GaKTy UX BbiSBIEHUS.

3awwmrta KY ENT

3aWwmMTa C MCNONb30BaHMEM CMEeLMann3MpoBaHHOrO MEXCETEBOr0 3KpaHa YPOBHSA
npunoxeHunt (Web Application Firewall).
OCyLLecTBNAOTCA PerynapHble CKAaHWMPOBAHMUA KOHCOMM Ha HanMume aKTyaNbHbIX
YSI3BMMOCTEN U ero nepuopmyeckme TeCTUPOBAHWUS Ha NMPOHUKHOBEHMWE C MPUBIEYEHNEM
CTOPOHHUX OpraHu3auuin. BbiiBNeHHble YA3BMMOCTU W/UNU HEQOCTaTKM YCTPaHSATCA No
}aKTy UX BbIABIEHUS.

M3onauma «OpraHu3auui» 3akasumka

LOonoNHUTENbHbIN

MpunoxxeHuns

LOOonoNHUTENbHbIN

ENT OcylecTBnsSeTcs BCTPOEHHbIMK cpeacTBaMm ENT.

CeTeBoM OcyulectenseTcsa cpeactsamu SDN.

B paMKax nepuoamMyeckuMx TeCcTUPOBAHWUI Ha MNPOHUKHOBEHWe Bcell WHOPACTPYKTYpPbI
NPoOBOAATCA  TECTUPOBAHMSA Ha  BO3MOXHOCTb  MPOHMKHOBEHWMA  MOTEHUMANIbHOMO
HapywwuTens w3 opfHon «OpraHusauuwv» B APYry C MPEOAOSIEHNEM UCMOJb3YeMbIX
MEXaHW3MOB 3aLUMThI.

LOOonoNHUTENbHbIN

1.6. PacnpeneneHune ponei, 0693aHHOCTEN M OTBETCTBEHHOCTM B 06n1acTn Vb B oTHOWEHUM YCNyrn onnucaHo
B Tabnuue 3.
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Tabn. 3. PacnpepenexHune ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTD 3a

KoMy npegpocTtaBnieH

HanmMeHoBaHue
MpuMeHuUMBbIE K npepocrasneHune/ [OCTYN K CpeacTsam
TEXHONIOMMYECKOrO
(apxvTeKTypHOrO) YPOBHIO npouecchl/ OnucaHue npouecca/cepsucalycnyru afMUHUCTPUPOBaHNe npenocraB/eHns
YPOBHS ycnyru/cepsucel Ub ycnyru/ cepsuca/ ycayru/cepsuca/
npoLLeccoB npovecca
XypHanupoBaHue cobblTUil B NPUKAaAHOM NPOrpaMMHOM obecrneyeHun (B TOM yucne
XypHanupoBaHue o
COBBITUI CYbL, cepBepax npunoxeHun, WEB-cepBepax) ” OMNepauMOHHbIX CUCTEMAX, 3aKasuumk 3aKa3umk
YCTaHOBJIEHHbIX B BUPTya/bHbiX MawunHax (BM) 3aka3uunka.
YnpaBneHue AOCTYNOM K NPUKNagHOMYy nporpaMMHoMy obecrneyeHuto (B TOM yucne
YnpaeneHue goctynom | CYB[, cepBepaM npunoxeHun, WEB-cepBepaM) W OMNepauMoOHHbIM CUCTEMAM, 3aKa3yumk 3aKasuumk
yCTaHOB/MEHHbIM B BM 3aka3uuka.
YnpaBneHue YnpaBneHne ayTeHTUOUKALMOHHOM WHpOpMauMen, MCNoNb3yeMon npu poctyne K
ayTeHTUDUKALNOHHOMN npuknagHomy nporpaMmMmHoMy obecneveHuio (MMO) n onepaunoHHbIM cucteMmam (OC), 3aKasumk 3aKasumk
MHpopMaLmnen yCTaHOB/MEHHbIM B BM 3aka3uuka.
KoHTponb M aHanua 3awmweHHoctn OC un MNO, ¢yHKUuMoHMpylowero B BM BLOL
YnpasneHue 3aKasuyuKka, B TOM YMC/Ie YCTAaHOBKA KPUTUYECKUX OOHOBNEHUI 6e30MacHOCTU, NpaBka
JA3BUMOCTAMM KoHodurypaumum MMO, a Tak)Ke U3MEHeHWe Nerko-nondbupaemMbix nNaponen u naponen 3aKasuumk 3aKasumk
OOCTyna no yMo/lYaHuio K cepBrcaM 1 koMnoHeHTam OC u MMNO, o6Hapy»XeHHbIX B Xoae
. KOHTPONSA M aHan13a 3aWMWeHHOCTU.
MpuknagHomn =
Cbop (B TOM uyncne c ucnonb3oBaHnem cpencts SIEM) 1 aHanus cobbiTnin 6esonacHocTn
YPOBEHb W YPOBEHb
YnpaBneHue co Bcero MMO, OC mn cpencts 3awmtbl MHbopmauum (Cp3U), PYHKUMOHUPYOWMUX B
onepaunoHHbIX 3aKa3yumk 3aKasuumk
cnctem MHUMgeHTamu Vb «OpraHuzaumm» (BLOL) 3akasuymka, a TakKXe MOHWUTOPUHI M pearvpoBaHWe Ha
’ MHLUMOEHTbl 6e30MacHoCTy.
YCTaHOBNEHHbIX B BM ~
YCcTaHOBKA, HacTpoMKa M agMUHUCTpUpoBaHMe B BLIOM 3aka3uuka CpeacTB 3aluuThbl
BLO[M 3aka3unka - .
YnpaBneHue nHdopmauum (C3N) B ncnonHernum Virtual Appliance. 3aKa3umK 3aKa3umMK
Kpuntorpaduen HacTpoika 1 agMUHUCTPUPOBaHNE pa3MelleHHbiXx B LLOL NcnonHMUTeNns nporpaMmMHo-
annapaTHbix C31 1 MexxceTeBbiX 3KPaHOB 3aKa3yukKa.
YcTaHOBKa M | YCcTaHOBKa, HacTpoMKa M agMWHUCTPpUpoBaHue B BM BLO[ 3akasumka Cp3UN ot
afMUHUCTPUPOBAHME HecaHKLUMOHUpoBaHHoro goctyna (HCH), aHTMBMPYCHbIX CPeACTB M MPOYUX CPEeAcCTB 3aKasuuk 3aKkasuuk
CpencTB 3alKThbI 3aWmThl MHDOPMaLMK, ycTaHaBnmMBaeMblix B BM BLLO[, 3aka3uuka.
YcTaHOBKa M HacTponka B BM 3akasumka CpefcTs pe3epBHoOro konmposaHua (CPK) 6a3
YnpaBneHue OaHHbIX U Npoyen MHbopMaumm 3akasumnka, XxpaHuMon BHYTpM BM ero BLUOL, a Takxke
pe3epBMpOBaHNEM afMWHUCTPUPOBaHNE YyKa3aHHbIX cpencTs. 3aKasuuk 3aKasuumk
MHpopMauum Co3paHue pe3epBHbIX KoONuM WMHbOPMauMM 3akasymka M eé BOCCTAaHOBNEHWE U3
pe3epBHbIX KONUN.
ObecneyeHune 3awmTbl | 3awmTa cornacHo 152-d3 nepcoHanbHbIX AaHHbIX (MOH) KNneHToB, 06pabaTbiBaeMbIX B
nepcoHanbHbIX BM BLO[L 3aka3uyMka, B TOM 4MC/e, HO He OrpaHuM4yMBasicb 3awmton T[0H, 3aKas4yuk 3aKasyumk
OAHHbIX KIIMEHTOB 0bpabaTbiBaeMbIX CpecTBaMmn yCTaHOBNEHHbIX B BM BLIO[ 3akasunka CYB[,.
XypHanupoBaHWe coObITUN, CBA3AHHbIX C (QYHKUMOHMPOBaHMEM ob6bekToB BLIOMO
3aKa3uuka (Hanpumep, ero BM) u penctenamu nono3osaTenen B KY ENT 1 KoHconu
YpoBeHb ynpaB/ieHuss pe3epBHbIM KONMpoBaHMeM BM, Takux Kak:
XypHanupoBaHue o .
«OpraHusaunm» 7 COBbITI 1. BXoA/BbIxog nofb3oBaTenen B/13 KOHCONeu; McnonHutens 3aKa3uuk

BLLO[ 3aka3uunka

2. co3paHue/ypaneHve HOBbIX YYETHbIX 3anucelr Nnonb3oBaTenelt U NPUCBOEHUE UM
npUBMAErnUin [OCTYNa K KOHCONAM;
3. co3paHune/ypaneHue BM;
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Tabn. 3. PacnpepenexHune ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTD 3a

KoMy npepocTaBneH
HanmMeHoBaHue
MpuMeHuUMBbIE K npepocrasneHune/ [OCTYN K CpeacTsam
TEXHONIOMMYECKOrO
(apxvTeKTypHOrO) YPOBHIO npouecchl/ OnucaHue npouecca/cepsucalycnyru afMUHUCTPUPOBaHNe npenocraB/eHns
YPOBHS ycnyru/cepsucel Ub ycnyru/ cepsuca/ ycayru/cepsuca/
npoLLeccoB npovecca
4. 3anyck/ocTaHoB BM;
5. co3gaHue KNoHoB BM;
6. U3MEHEHME XapaKTePUCTUK BM;
7. Hactporika NAT/DHCP/L2VPN/L3VPN, MapwpyTmM3aunmn, 6anaHcMpoBLLMKA Harpysku
/MU NpaBul MEXCETEBOr0 3KpaHMpoBaHMA Ha Edge Gateway B «OpraHusauum»
3aKas34ymKa c ncnonb3loBaHuem KY ENT;
8. co3paHMe/M3MeHeHMe 3ajaHusl Pe3epBHOr0 KOMMPOBAHMSA C UCMONb30BaHMEM
KOHCOMW ynpaBiieHnsa pe3epBHbIM KONMMpPoBaHWeM BM;
9. BOCCTaHOBNEHMe BM 13 pe3epBHON KOMUKU C UCMONTb30BAHMEM KOHCOMM yNpaBieHuns
pe3epBHbIM KONMpoBaHneMm BM;
10. BoccTaHOBMeHWe GalioB M3 PE3EPBHON KOMWUM C MCNONb30OBAHUEM KOHCOMM
ynpaBieHus pe3epBHbIM KONMpoBaHueM BM;
11. ©3MEeHeHMe ONCKOBOW NONUTUKM MO YMONYaHUIo Ana BUpTyanbHbix LLOMO;
12. BK/IHOYEHME/OTK/IIOYEHME [OMONHUTENbHbIX ycnyr (norvpoBaHue, DFW, VPN u
npouyee).
Mcnonuutens
(oTBETCTBEHHOCTD 3a
npepocTaBieHne
AOMUHUCTPUPOBaHNeE . cepsuca ENT
«gpraHmaapumpeﬁ» " AOMUHUCTPUpoBaHue «OpraHmsaunen» 3akasdmka ¢ ucnonb3osaHmeM KY ENT. P )
AOMUHUCTPUPOBaHWE AOCTYNoM K «OpraHusaumm» 3akasymka C ucnonb3osaHnem Ky 3aKa3yuk
ynpaenenne foCcTynom | oo 3aKasuuk
K Hel : (oTBETCTBEHHOCTb 3a
agMUHUCTPMPOBaHNE
«OpraHusaumen» un
LOCTYNOM K Hewn)
Mcnonuutens
(oTBETCTBEHHOCTD 3a
npepocTaBieHne
cepBuca)
YnpasnexHue .. .
. | Co3paHue/ypaneHue HOBbIX YYETHbIX 3anucen B «OpraHuMsauMm» n NpPUCBOEHUE UM
ayTEeHTUDMKALNOHHOM M 3aKa3suumk
. npusunernn goctyna K «OpraHnsaumm» 3akasdmka. 3aKa3uumk
MHpopMaunen
(oTBETCTBEHHOCTD 3a
ynpasneHue
AYTEHTUDUKALNOHHOM
MHpopMaumnen)
Mcnonuutens
YnpasnexHue
6E30NM3CHOCTBIO " Co3paHue, ynaneHve n agMMHUCTPUPOBaHUe C ncnonb3oBaHuem KY ENT Heobxoanmblx (oTBETCTBEHHOCTb 3@
HOOUNMH BMPTYasbHbIX CETEN B NpoLecce agMMHUCTPMPoBaHusa BLIOL, 3aka3uumka. npepocTaBieHne 3aKa3UMK
P N MexceTeBoe 3KpaHMpoBaHUA nepumeTtpa BLIOL 3aka3umka C ucnofb3oBaHueM Edge cepsuca)
HacTponkamm ans
. Gateway.
BUPTYanbHbIX CETEN
3aKa3yumk
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Tabn. 3. PacnpepenexHune ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTD 3a

KoMy npegpocTtaBnieH

HanmMeHoBaHue
MpuMeHuUMBbIE K npepocrasneHune/ [OCTYN K CpeacTsam
TEXHONIOMMYECKOrO
(apxvTeKTypHOrO) YPOBHIO npouecchl/ OnucaHue npouecca/cepsucalycnyru afMUHUCTPUPOBaHNe npenocraB/eHns
YPOBHS ycnyru/cepsucel Ub ycnyru/ cepsuca/ ycayru/cepsuca/
npoLLeccoB npovecca
Ob6ecneyeHne BHYTPEHHEro cerMeHTMpoBaHMa (c ucnonb3oBaHnem KY ENT) u (oTBETCTBEHHOCTb 3a
BHYTPEHHEro MEeXXCeTeBOro aKpaHMpoBaHusa (c ncnonb3oaHnem Edge Gateway) BLUOL | agMUHUCTPUPOBAHME)
3aka3suuka.
Hactponka NAT/DHCP/L2VPN/L3VPN, MaplpyTusaumum u 6anaHCMpPOBLLMKA HArpy3Ku
Ha Edge Gateway B «OpraHmsaumnm» 3akasuymka c ncnonb3oBaHnem KY ENT.
Mcnonuutens
(oTBETCTBEHHOCTD 3a
YnpaBneHue npepocTaBieHne
YnpaBneHue pe3epBuUpoBaHMEM MHDOPMaLUKM 3aKa3uymKa C UCNOSIb30BaHUEM KOHCOMMN
pe3epBMpOBaHNEM cepBuca)
HdopMaLK ynpaBieHns pe3epBHbIM KONMpoBaHMeM BM, Bkntoyatowee B cebs:
CO3[aHNe/3MEeHEeHMEe 3a4aHNI Pe3ePBHOro KONMPOBaHMA MHbOPMaLMK 3aKa3unka; 3aKasuumk
(npepocTtaBnaeTca B o 3aKasuumk
. | BoccTaHoBneHue BM 3akasunka 13 pe3epBHOM KONuu;
paMKax oTaenbHOM . . (oTBETCTBEHHOCTD 3a
BOCCTaHOB/IeHWe dalnoB 3aKa3ymKa U3 pe3epBHON KOMuK.
Ycnyrn) ynpasnieHue
pe3epBMpOBaHNEM
cBoelr nHdopMaLlmn)
YcTaHOBKa, aAMUHUCTPMpPOBaHMe, CBoeBpeMeHHoe obHoBNeHne n BesoTnaraTenbHas
YCTAaHOBKA KpuUTMYecknx o6HoBNeHun 6e3onacHocTM Ha ucnonb3yemblx B BLIOJ
3aKa3uMka BWPTyalbHbIX CPEACTBax 3awWuTbl MHGoOpMaummn B wucnonHeHusax Virtual
YcTaHoBKa n | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBHAPYXEHWI W/MAM NpefoTBPaLLEHWNN
PP ( P ’ Py / PeaoTEpaLl 3aKasuuk 3aKasuuk
ncrnonb3osaHne C3U KOMMbIOTEPHbIX aTaK U Npoyee).
HacTpoika ¥ aAMWHUCTPUPOBaHME MNPOrpaMMHO-annapaTHbiIX CPeAcTB  3alMThl
MHbOpMaumMmM 3aKasumka, B TOM 4uUCNe CPeacTB Kpuntorpaduyeckon 3almTbl
nHbopMaummn, pasMelwaemoix B LLOO McnonHutens.
O6ecneyeHune 3alnTbI
O6ecneveHune cootBeTcTBUA BLLO[ B cocTaBe MHOOPMaLMOHHbIX CUCTEM NEePCOHaNbHbIX
nepcoHanbHbIX 3aKa3yumk 3aKasuumk
naHHbIX (MCNAOH) 3aka3uyumka TpeboBaHnam 152-d3.
OaHHbIX KTMEHTOB
MOHUTOPUHT MHbpacTpyKTypbl ENT, obecneyeHune eé LOCTYMHOCTH,
MOHUTODUHT u | MPOM3BOAMTENbHOCTY,  HanWuuA HeobxoguMMoro  kKonuyectsa 06oOpyaoBaHMA,
noane »F:Ka obecneyeHne Heobxogumoln pana eé paboTbl MPOMYCKHOM CROCOBHOCTU CeTw, McnonHutenob McnonHutenos
P BbIYMCNIUTENbHbIX MOLLHOCTEM U EMKOCTM CUCTEM XpaHeHus pAaHHbix  (CX[MO)
MHbpacTpyKTypbl.
XypHanuposaHue XypHanupoBaHue co6bITUA B KOMMOHEHTax W CPeAacTBax 3alWuTbl MHbOopMaumm
. yp . P yp P Pen w bopmau Mcnonuutens MicnonHutenb
MHDpaCcTpyKTYpPHbIN cobblTui MHdpacTpykTypbl ENT.
OBEHb YnpaBneHue 4OCTYNOM K CerMeHTy ynpasneHusa MHdpacTpykTypon ENT, e€ VLAN-am n
yp YnpasneHue gocTyrnom P pocty yynp bpacTpykTyp ’ McnonHuteno McnonHutenb
KOMMOHEHTaM.
YnpaBneHue YnpaBneHue y4éTHboiMM 3anmucamum AD nNpuBUIErMpoBaHHbIX NOMb30BaTeNEN, UMEIOLMX
AYTEHTUDUKALMOHHON | BOCTYN K CerMeHTy ynpasneHus WMHdpacTpykTypo ENT, u ux BTOpbIM (DaKTOpOM McnonHutens McnonHutenob
MHpOopMaumnen ayTeHTUdMKaunm (ayteHTudunkaTopamm).
YnpasnexHue KOHTpONb 1 aHanmn3 3alnNLLEHHOCTN CNYyXebHbix BM MGMT-cermeHTa 1 runepBnsopos
McnonHutens McnonHutenns
YS3BMMOCTAMMU MHdpacTpykTypbl ENT.
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Tabn. 3. PacnpepenexHune ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0b6nactu Nb

OTBETCTBEHHOCTD 3a

KoMy npegpocTtaBnieH

HanmMeHoBaHue
MpuMeHuUMBbIE K npepocrasneHune/ [OCTYN K CpeacTsam
TEXHONIOMMYECKOrO
(apxvTeKTypHOrO) YPOBHIO npouecchl/ OnucaHue npouecca/cepsucalycnyru afMUHUCTPUPOBaHNe npenocraB/eHns
YPOBHS ycnyru/cepsucel Ub ycnyru/ cepsuca/ ycayru/cepsuca/
npoLLeccoB npovecca
C6op c ncnonbsoBaHueM cpencTs SIEM ¢ KOMNOHEHTOB U CPEACTB 3alUnUTbl MHbOPMaLMn
YnpasnexHue MHbpacTpyKkTypbl ENT cobbiTuii 6e30nacHoCTU.
. McnonHutens McnonHutens
nHuupgeHtamu Ub AHanun3 cobpaHHbIX CobbITUIN 6E30NaCHOCTU, @ TaKXKXe MOHUTOPUHT U pearMpoBaHue Ha
MHUNOEHTbl 6e30MacHOCTM (B TOM YMC/e C npuBnedYeHnem BHewHero SOC).
YnpasneHne KoHTponb 1 ynpaBneHne npoueccaMm U3MeHeHUs KoHourypaumu NHOpacTpyKTypbl
P . P ynp pou burypay bpacTpykTyp Mcnonuutens Mcnonuntens
KOHpUrypaumemn ENT.
3awmnTta nepumetpoB LIOO WHdpacTpykTypbl ENT ¢ uncnonb3oBaHMEM KacTepoB
BbICOKOMPOU3BOAUTENbHbIX MEXCETEBbIX 3KPaHOB HoBOro nokoneHusa (NGFW),
obecneynBalloLMX MEXCETEBOE 3KPAHMPOBAHME W 3aWMUTYy OT KOMMbIOTEPHbIX aTak
YnpasnexHue
MHbpacTpyKTypbl.
6e3onacHocTbio  Ans .
BADTVANbHBIX " 3awmTa ceteBon MHdpacTpykTypbl ENT (BXxoga B 061ako) ot DDoS-aTak, HanpaBieHHbIX McnonHutens McnonHutenob
PTY . Ha nepenosiHeHWe KaHanbHOW EMKOCTH.
dunsmnyeckux ceten
BHyTpeHHee cerMeHTUpoBaHue ceTeBbix MHbpacTpykTyp ENT c ncnonb3osaHnem NGFW
M BblgeneHmem B pamkax LIOM Ha ceteBoM ypoBHe DMZ, PROD- n MGMT-cerMmeHTOB
MHppacTpyKTypbl.
YcTaHOBKa, HAaCTPOMKa U aMUHUCTPUPOBaHME CPEACTB 3aWwuTbl UHGOPMaLMn B COCTaBe
MHbpacTpyKTypbl ENT, B TOM yucne:
1. cpencTB aHTUBUPYCHOW 3aLLMThI;
2. cpeacTs KOHTpONSA LEeNCcTBUN NPUBUIErMPOBaHHbIX nosfib3oBaTenemn
YcTaHoBKa n | (apMmHucTpaTopos Cloud) knacca PIM&PAM;
aAMUHUCTPUPOBaHNE 3. SIEM; McnonHutens McnonHutenb
CPeacTB 3alumThl 4. CpencTB KOHTPONA M aHanu3a 3alWMLWeHHOCTH;
5. WEB Application Firewall (WAF), ucnonb3yemoro ans 3awmtbl ny6amkyembix KY ENT
M KOHCONN YNpaBfeHUs pe3epBHbIM KONMpoBaHuem BM;
6. NGFW;
7. Identity and access management (IAM).
YnpasneHue Pe3epBHOe KOMMPOBAHWE M BOCCTAaHOBNEHME U3 0OPa3oB CAYXeOHbIX BUPTyasnbHbIX
pe3epBMpPOBaHMEM MawuH WHpactpykTypbl Mnatdopmbl ENT ¢ wucnonb3oBaHuem CPK Backup & McnonHutens McnonHutens
MHbOopMaLmn Replication.
Ob6ecnevyeHne 3awutbl | 3awmta [MOH COTPYOHUKOB 3akas3uuka, uMewowmx poctyn KY ENT © KoHconu
nepcoHanbHbIX yNpaBieHnss pe3epBHbIM KonupoBaHueM BM, obpabatbiBaeMbix B WMHbpacTpyKType McnonHutens McnonHutenb
OaHHbIX KIMEHTOB ENT.
KoHTponb poctyna B LIOO u nomeweHns WHpacTpykTypbl ENT (oxpaHsiemas
KoHTponb gocTyna TeppuTtopusa LLOL, NponycKHON PEXWM, CUCTEMbl KOHTPONS U yNpaBfeHus LOCTYNnoM, McnonHutenb WcnonHutenb
. 3anvMpaHue CToek).
dusnyeckmn ~ =
Hanuune BHewHen (no nepumetpy LOMO) n BHyTpeHHel (B MalMHHbIX 3anax LLOL)
YPOBEHb BupoeoHabnioneHve McnonHutens McnonHutenb
cucTeM BugeoHabnogeHns.
PasmMelweHne MpepocTaBneHne 3NeKTPONUTaHUA, AoCTyna K cetu MHTepHeT u cBoboaHOro mMecTa B
o Mcnonuutens Mcnonuntens
obopypoBaHus ctomkax LOM.
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Tabn. 3. PacnpepenexHune ponemn, o6s3aHHOCTEN N OTBETCTBEHHOCTM B 0b6nactu Nb

HavmeHoBaHue
TEXHO/IOrMYECKOro
(apXMTEKTYpHOro)
YPOBHSA

FNpUMeHnMbIE K
YPOBHIO npouecchl/
ycnyru/cepsucel Ub

OnucaHue npolecca/cepsucalycnyrm

OTBETCTBEHHOCTb 32
npenocraBneHue/
AAMVHNCTPUPOBaHMe
ycnyru/ cepsuca/
npoLeccoB

KoMy npepocraBneH
[OCTYN K CpeAcTBam
npenocraeieHus
ycayru/cepsuca/
npouecca

MpepocTaBneHne, MOHTaX W KOMMyTauua obopymoBaHuMa (compute, network u
storage) B cTorkax LLO[.

Pa3sMelweHne, nogkntodeHne K nutaHunto, cetn MHTepHet n BLOL 3aka3umka cpeacTts
3aWnTbl MHbDOPMaUUM 3akasuymka, B TOM YUCe CPeacTB KpUNTorpapuyeckon 3anTol

nHopMaunn.
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1.7. Tunbl pecypcoBs, TpeboBaHUA, peKoMeHZaUMM U OrpaHUYeHuns:

Tabn.4. Tunbl pecypcos, TpeboBaHMA, pEKOMEHAALUNN U OrpaHUYeHns

Tun pecypca: BUpPTYyasbHble npoueccopHblie aapa (VCPU)

Tpe6oBaHus PekoMeHZauum 1 orpaHuUeHns

B pamkax ogHoro BuptyanbHoro LO[ 3aka3umk

Mpn dopmupoBaHmMM 3akasa 3aka3umky npepocrtasnsgercsa .
pu_dopmmp Yy NPen MOXXeT MCNOoNb30BaTb TONbKO VCPU € ogMHaKoBOWn

BbIGOP n3 cnepyoLwmnx agep: .
. yacToTomn (obcnyxnBaeMble npoueccopamm
C yactoTon He meHee 2,6 ITy; He MeHee 3,0 ITu; He MeHee
3,5 rry! ofgHoro Tuna). OrpaHn4yeHms Ha kKonunyectso vCPU
’ y yKasaHbl B Tabnuue «MapameTpbl
vCPU obcnyxunsatotca dusmyeckumm npoueccopamu Intel.
npenocTaBAsieMbIX YCAYr» pa3gena 3 HacTosawero
OOKYMEHTA.

Tun pecypca: BUpTyanbHas onepaTuBHasa namatb (VRAM)

TpeboBaHus PekoMeHZauum 1 orpaHuUeHns

Mpun dopMmpoBaHUM 3aKa3a 3aKas3umnK yKasbiBaeT Tpebyembii
o6bem VRAM.

Mpun dopmMmnpoBaHum 3akasa ycnyru Tpebyembin 06beM VRAM | OrpaHuyeHua Ha KonmyecTBo VRAM ykasaHbl B
LO/MKEeH  OblTb  JOMOMHUTENIbHO  YYTeH B paMkax | Tabnuue «MapameTpbl NPenocTaBAsSeMbIX YCOyr»
3aKa3blBaeMoro obbeMa BupTyanbHoro OUCKOBOro | pa3gena 3 HacTOSIWEro AOKYMEHTa.

NPOCTPaHCTBA (vHDD) BblOpaHHOro npoduna  onsa
pa3sMeLlleHnsa swap-$annos BUPTYyasbHbIX CEPBEPOB.

Tun pecypca: BUpTyanbHOe AUCKOBOE NpocTpaHcTBo (VHDD)

TpeboBaHus PekoMeHZauum 1 orpaHuyeHns

B pamkax ycnyru npepnoctaBnsieTcss ABa AMCKOBbIX npoduns,
OT/INYAIOLLMXCS MO CKOPOCTU OBMeHa AaHHbIMU (KONMYecTBy
onepauuii BBoga-BbiBoaa (IOPS)) n BpeMeHu oTknmKa: SATA u
SSD. Kaxkabli AUCKOBbI NPOdUIb COOTBETCTBYET CBOEMY TUMY
LWCKOB Ha CUCTEME XPaHEHUS OaHHbIX.

B pamkax ogHoro BupTtyanbHoro LOJ[ MOXHO MCNOMb30BaTb
LVCKOBble NPodKMAM pa3nnMyHoro TMna.

BaxHO: npu 3aka3e BupTyanbHOro AMCKOBOro NMPOCTPaHCTBa
OTAENbHO OO/KeH BbiTh yuTeH TpebyemMbln 06beM VRAM aons
pa3MeLleHus swap-dannoB  BUPTyaNbHbIX  CEPBEPOB.
BblaeneHHas eMKOCTb AMCKOBOrO MPOCTPaAHCTBa 3aHMMaeTcs
BCEMW BUPTYaNbHbIMU MalWMHaMM 3aKa3uymKa (BKIOYEHHbIMU
M BbIK/IIOYEHHbIMUM), CO34aHHbIMW 3akasuymkoMm Snapshot, a
Takxe swap-dainamm VRAM Bcex BMPTyasibHbIX MalUWH

MuHuManbHoe  3HavyeHMe  Ansa  3K3emnnsapa
BupTyansHoro LLOO - 100 6. CyMMapHbIi 06beM
BUPTYaSIbHOrO AUCKOBOIro MPOCTPAHCTBA KaXXAoro
ONCKOBOro Nnpoduna gonxeH 6biTb KpateH 100 6.

3aKa3suumka.
1.8. Ona nogkno4veHusa K Ycnyre 3aka3umK MOXeT BblibpaTb OOMH UM HECKO/IbKO TUMOB NOAK/II0YEeHUS:
Tabn.5. Tunbl NOAKNOYEHNS K CETU U CEeTEBbIE CEPBUCDHI
Twvn NoaKNYeHNs OnucaHue
MoakntoveHne yepes BblAENEHHbIM | 3aKa3uuMKy NpeaocTaBNsieTCs OTAeNbHaaA nofioca Ana Joctyna K
rapaHTMPOBaHHbIN? KaHan VIHTepHeT Ycnyre, KoTopas He pa3fenaeTcs C ApyrMMun 3aKkasymkKamu.

OaHHbIN cnocob NOAK/0YEHMUSA nossonser obecneunTb
B3aMMOAENCTBME ceTel 3aka3uymMKa C CeTblo B 0bnake C MoMoLbio
BblAeIeHHbIX KaHanos CBA3UN CTOPOHHEro nposanaepa.
OnunoHanbHO, C NOMOLWbIO OAHHOrO cueHapus, K Ycnyre 3akasuumka
MOXeT 6biTb NOAK/YEH aNbTePHATUBHbIN KaHan B ceTb MIHTepHeT.
Ona naHHOro NOAKAYeHMUs MOryT 6biTb UCMO/b30BaHbl BblAeNeHHbIe
KaHasbl 3aKa34yMKa, OPraHWU30BaHHbIe C UCMO/b30BAHMEM «KTEMHOMN
OMNTUKU».

MopgknioyeHne uepes BbIAENEHHbIA KaHan
CBA3Nn

MpepnonaraeT NornMYyeckoe MOAK/OYEHME K 0OlWeMy pns Bcex
3aKas3umKoB YCnyrm KaHany nepegayu gaHHbIX (CKOPOCTb CEeTEBOro
MopkntoyeHne  4yepe3  0O6WMIA  KaHan | coegMHeHus ons Kaxkporo 3aka3uuka He aBnseTcs
WNHTepHeT rapaHTMPOBAHHOM K 3aBUCUT OT 3arpyXeHHocTu obuwero KaHana
nepepayv daHHbIX). 3aKasuyuKy npepoctaBnsetca 6a3oBas 3awmTta
MHMOPMaALMOHHbBIX CUCTEM, pa3MelwaeMbix B MHbpacTpykType ENT,

! TexHMYecKmM LONyCTMMO BblAensaTb Ao 24/48/56 vCPU (pnsa vCPU vactoTow 3,5/3,0/2,6 T, COOTBETCTBEHHO) HA OAMH BUPTYaNbHbI cepBep. OaHaKko
LN NyYllen Npou3BOAUTENIbHOCTU PEKOMEHAYETCA NPULEPXKMBATLCA 3HAYEHUN, ONUCAHHbIX B pasgene «3. ba3oBas PyHKLUMOHANBHOCTb U METPUKHM
yenyrm».

2 3aflaHHaA CKOPOCTb rapaHTUMPyeTcsa BHYTPU ceTu McnonHWTeNa HaunHaa oT nopTa NorpaHMYHoOro MapwpytmsaTopa ysna ceasu Cloud.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.9.3.

1.9.4.

1.9.5.

1.10.

1.11.

oT DDoS-aTtak, HanpaBAeHHbIX Ha ucyepnaHne KaHaNbHOM EMKOCTM

ceteBon MHdpacTpykTypbl ENT.

MoopobHaa MHdbOpMauMa No AOCTYNHbIM MOAKMOYEHUAM npuBedeHa B lMpunoxeHmnm N2 1.ENT.6. Kk
Jorosopy.

B ocTanbHbIX Cry4asx, a TakKXe Mo 3anpocy, MOXeT ObiTb NMpefocCTaBfieHa paclWMpeHHaa 3awuTa
MHDOPMALMOHHBIX CMCTEM 3aka3ymka, pa3MelwaeMblx B MHbpacTpykType ENT, ot DDoS-aTak Ha Bcex
YPOBHSX A0 L7 BKNHOUYMTENBHO B BUAE OTAENbHON TapUdULMPYEMON YCIYTK.

[Ona obmMeHa gaHHbIMU MeXXAoy BUPTyaslbHbIMU MaluMHaMK B npepenax BLIOO ncnonb3yetcs BHYTPEHHee
CeTeBOe B3aMMOJENCTBME, peain3oBaHHoe Ha 6a3e ceTeBoro ob6opynoBaHmna McnonHUTeNsa n cpenctsamm
rmnepeu3opa.

CeTeBble cepsucbl SDN.

MnatdopMa BUPTyanmMsaumMu CeTU peanusyeT NporpamMHo-onpenenseMyo 06/1ayHyl0 CeTb, a TaKXe
NPOrpamMMHbIN MNOAXOA K CO3AaHUI0 U 3KCMyaTauMn CeTEeBbIX CEPBUCOB.

MnatdopmMa BUPTYann3aumMm ceTn BKAOYaeT B ceba cnenyoline KOMMNOHEHTbI:

. BUPTYyalibHble CETU O/19 OpraHn3aumMmn CeTeBoM CBA3HOCTM BUPTYaslbHbIX MallWH;

. KNneHTCcKne wnto3bl Edge Gateway?.

KnueHtckui wnto3 Edge Gateway npepoctaBnaeT ciefyolme CepBUCHI:

MapuwpyTmnsaumsa (Routing);

norpaHnyHoe MexceteBoe akpaHuposaHue (Firewall);

npeobpasoBaHue ceteBbix agpecos (NAT);

BUPTYyasnbHble YyacTHble ceTn (VPN) Ha 6a3e IPSec;

OVMHaMMyecKoe pacnpepeneHue ceteBbix agpecos (DHCP).

KnuneHTtckune wnto3bl Edge Gateway pa3BopaymBatoTCa B PeXXMMe BbICOKOM AOCTYNHOCTU. AKTUBHbIN LWUHO3
obpabaTbiBaeT ceTeBOM TPaduK, B CyYyae BbiIXO4a ero U3 cTpos TpadmK aBTOMATUYECKM NepeK/toYaeTcs
Ha pPe3epBHbIN W03, HAXOAALWNNCA B PEXNUME OXKUAAHUA.

MpM NOCTPOEHMWU CHIOXKHOWM CETEBOM apPXWUTEKTYpbl, HanpuMep, OpraHusaumu AOUHAMUYECKOoMn
MapwpyTnsaummn BGP ¢ NokanbHOM ceTeBOM MHPPACTPYKTYpPolr 3aKasumka, HeoBXogMMO MCMONb30BaTb
norpaHuyHble wnto3bl Edge Gateway TO. B 3aBUCMMOCTM OT TpebOBaHMN K MPOMNYCKHOM CNocobHOCTU
[OCTyna B M M3 VHTepHeTa, a TakXe cneunduyeckom HACTPOMKM CeTeBbIX CEPBUCOB MOTyT 6biTb
pa3BepHyTbl BuptyanbHbit Edge Gateway TO unm BbigeneHHbit cepeep Edge Gateway TO pnsa
NOBbILEHHOM NPOU3BOANTENBHOCTH.

LWWabnoHbl BM un obpasbl OC. B pamMkax Ycnyrn 3akasuymK MOXET CaMOCTOATENbHO BbIMOMAHUTb
MMMOPT/3KCNOPT cobcTBeHHOro obpasa BM B BLUOM. Bo3MOXHbIM BapuaHT paboTbl ¢ obpasamu BM:
3aKa34ynK CaMOCTOATENbHO OCYLLECTBISIET MMNOPT/3KCNOPT 06pa30B BMPTYasibHbIX MalWKWH, ncnonbsysa KY
ENT. 3a pononHUTeNnbHylo nnaty 3aka3ymKy NpepnocTaBnsieTcs AOCTYN K KaTanory c wabnoHamm BM c
npenyCcTaHOBNEHHbIMU Haubonee MNonynspHbIMKM BEPCUAMKU OMNepauMoHHbIX cucTeM. Mpu muMmnopte U
MCMNONb30BaHUM 3aKa34yMKOM COOCTBEHHbIX 06pa3oB BUPTyasibHbIX MalMWH, KOTOpPble He WMEelT
opuMUMaNbHON COBMECTMMOCTM CO CTOPOHbI MOCTaBLWMKa nNnaTthopMbl BUPTyanmsauum, icnonHutenb He
rapaHTupyeT paboTocnocobHOCTb AaHHbIX BUPTYasbHbIX MaluWH, U pelleHne BO3MOXHbIX nNpobiemM He
perynupyetca gencreyrowmm CornaweHnem ob ypoBHe NpefocTaBieHun Ycnyru.

MporpaMMHaa nnatpopma. B KayecTBe WHCTpPyMeHTa peanusaunm ENT wucnonb3yetca KY ENT.
YCTOMYMBOCTb K OTKa3aM BblYMCINTENbHbBIX Y3/10B peann3oBaHa cpeacTBaMmn nnatdopMbl BUpTyanmsaumnm
Ha 6a3e TexHonorun High Availability (HA).

CxeMa peanusaunum nnatpopmbl gna ycnyrn «BupTtyanbHbii LOO» M306pa)keHa Ha PUCYHKE HUXKe:

3 OToeNbHO He TapudULMPYIOTCA, X CTOMMOCTb BKTHOYEHA B CTOMMOCTb NPELOCTaBNEHHbIX PECYPCOB M ONUMiA YCayru.
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1.12.

1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

BupTyaneHble UOJ KnueHToB BupTyaneHble U0 KnueHTos
BUOA 1 BUOA 2 BuoaA3 ... BUOA N BUOA 1 BUOA 2 BUoaA3 ... BUOA N
KoHconb ynpasnexus KoHconb ynpaenexus

w
O

AnnapaTtHasa nnatdpopma:

Ta6n.6. KOMNOHEHTbI 1 XapaKTePUCTUKK annapaTHoM naaTdopMbl

KOMMOHEHTbI XapaKTepuctukum

B KayecTBe BblYMCIUTENbHOW NNAaTGOPMbl MCMONb3YIOTCA CEPBEPHbIE
CepeepHag nnatdopma peLeHns KOpnopaTMBHOIO YPOBHS, Ga3MpyroLlmnecs Ha npoueccopax
apXUTEKTYPbl X86/64.

[ns opraHuWsaumm cepsuca NpefocTaBleHUs BUMPTYasbHbIX OUCKOB

NPUMEHAIOTCA CUCTEMbl XPaHEHUs [aHHbIX YpoBHA midrange ¢

pe3epBMPOBAHMEM OCHOBHbLIX KOMMOHEHT, TakKuMX Kak 6/0Ku

NUTaHWUSA, KOHTPONIEPHbIE MOAY/IN.

ba3npyeTca Ha obopynoBaHUM BEAYLWNX MUPOBbIX MPOU3BOAUTENEN,

KOoTopoe obecne4yunBaeT:

- BbICOKMA YpOBEHb KOHTpoNA UM 6GesonacHocTn 6Gnarogaps
NOTOKOBOM TeNeMeTpum W  ynpexpawolweMy aHanuM3y Ha
NIMHENHON CKOPOCTU Nnepepnayn;

- BbICOKYD  MPOM3BOAUTENbHOCTL  MPUIIOXEHUI  Gnarogaps
WHTenneKTyanbHbiM Bydepam 1 OTCYTCTBMIO NOTEPU NAKETOB;

- BbICOKYIO NPOM3BOANTENbHOCTb n MacwTabupyemMocTb

CeTb 6narogaps MynbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas nofcMcTeMa peann3oBaHa C NpMMeHeHueM Tononorun Leaf

- Spine, koTopasa obecneynBaeT cregyolme NpenMyLLecTea:

- MpPeAckasyeMoCTb 3afepeK;

- BbICOKMW YPOBEHb MaclwTabmpyemoctu 6e3 npepbiBaHMa paboTbl
ceTu;

- 3alMTy OT NOABIEHNS NeTeNb;

- BbICOKMWI YPOBEHb aBTOMATM3aLUN YNPaBneHns U NoaLePXKKMU.

(@41}

MpepocTaBneHne [oCTyna K NporpaMMHOMY obecrneyeHuto.

McnonHuteno npepnaraeT 3akasuyuky [OCTYN K nporpaMMHoMy obecnedyeHuto, nepeyeHb KOTOPOro
3aKa3uynK MOXET 3anpocuTb Y OTBETCTBEHHOro nuua McnonHutensa (pasgen 10 Joroeopa), CTOMMOCTb
onpepenseTcs B COOTBETCTBylWEM 6naHKe 3aka3a Ha OCHoBaHWM TapudoB, YCTAHOBMEHHbIX B
MpunoxeHum N2 7.A.

B pamKax npepocTaBneHua [OOCTyna K NporpaMMHOMYy obecnedyeHutio McnonHutenb npepocTaBnser
JOCTYN K ANCTPMBYTMBAM MPOAYKTOB U NMPenoCTaBAsaeT NIMUEH3UIO N9 aKTMBALMM OAaHHbIX NMPOAYKTOB.
TexHuyecKkaa nopaepyKa no NpoayKTam He BKOYEHa B CTOMMOCTb YCNyru u npruobpetaeTca 3aKa3zuynmkoMm
CaMOCTOATENbHO.

Bason ona npuMeHeHWsa Tapuda M pacyeTa exeMecAaYyHOro nnaTexa 3a ucnonb3oBaHue CepBepHON
onepauuvoHHOM cucTemMol asnaetca Haubonbliee 4YMCAO OAHOBPEeMEeHHO paboTaBLIMX BUPTYaANbHbIX
MallWH C JaHHOWM onepaunoHHOM CUCTEMON 3a pacYeTHbIM nepuon,.

B cnyyae MHOEKCcaUMn LeH Ha NULLEH3UU CO CTOPOHbI MpoussoauTena MO, McnonHuTenb MUMeeT NpaBo Ha
uHoekcauuio Tapuda B OAHOCTOPOHHEM MOPAOKE Ha COOTBETCTBYIOLLYIO BENNYUHY C YBEOOM/IEHUEM
3aKa3uulKa B CPOK He MeHee yeM 3a 30 (TpuauaTb) AHeN O0 oaThl uaMeHeHna Tapuda. K yBegoMaeHmio
3aKka3uuka WcnonHutenb MpuUKNagbiBaeT CKaH-KOMUIO COOTBETCTBYHOLLIErO MUCbMa-yBeAoOM/IEHUA OT
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1.13.5.

1.14.

1.15.

1.16.

1.17.

npoussoantena No. B cnyyae Heobxoammoct CTOPOHbI NOANMUCHIBAOT LONONHUTEIbHOE COornaleHne o
BHECEHUM U3MeHeHuN B MNMpunoxxeHne N2 7.A,
MoppobHasa nHdopMaLms Mo YyCNOBUAM M OrPaHMYEHMAM UCMONb30BaHMS NPorpamMMHoro obecneyeHms
npueeneHa B MNMpunoxeHun N2 8. kK [lorosopy.

MpepocTaBneHMe JOCTyMNa K KaTanory rotoBbiX NPUNOXeHU ana 6usHeca. VicnonHuTenb npegocraBnset
3aKa3umKy [OCTyn K KaTanory MpuUIoXXeHWn. B paHHOM KaTanore pasMeLaroTca npenBapuTenbHoO
HaCTPOEHHble WabNOHbI NPUNOXEHUI OTKPLITOro NPorpaMMHoro obecneyeHunsa. C nepeyHeM LOCTYMHbIX
wabnoHoB 3aKa3uuk MOoXKeT 03HaKOMUTbLCSH B LOKYMEHTauuu no ccbinke
https://cloud.ru/ru/docs/applications/ug/ B pa3gene «OrpaHuyeHnss u ocobeHHocTuU». B pamkax

npenoctaBngAeMoro cepemca rapaHTMpyeTca ycnewHoe pa3BepTbiBaHMeE NPUIOXKeHNUA U3 ma6n0Ha, npu
3TOM €ero fgaljbHenlas HaCTpOVIKa M NogaepXKa NPon3BoaMTCS 3aKa3ymMKoM.

MpepocTaBneHne [ocTyna K onuuu PacnpepeneHHbll MexceTeBoM 3KpaH. VicnonHutenb npegocTtasnseT
3aKa3umnKy [OCTYN K CETEBOMY CEPBMCY BUPTYaAsIbHOMO LWO3a — pacnpenesieHHOMY MeXCeTeBOMY IKpaHy
(Distributed firewall) ona BUpTyanbHbIX CEPBEPOB M MPUMIOXEHWUIN, 3anyCKaeMblX Ha (GU3NYECKOM
obopynoBaHuu NcnonHuTens. LocTyn K cepBUCY NPefOoCTaBAseTCa Ha OCHOBAaHWM NOANMCAHHOro 6naHKa
3aKasa M onfaynmBaeTca 3aKa3uMKoM OTAENbHO.

MMeHoBaHMe «OpraHu3aumin» 3aKasuuMka. [Ona KoppekTHon o06paboTkn obpalleHuin 3akas4duka
MMeHoBaHMe «OpraHuM3auMn» BbINONHAETCA onepaTopaMm McnonHuTena n uMmeeT YHUPUULMPOBAHHbIN
dopmat BuAa <Has3BaHue «OpraHmM3auum» 3aKasuymka> - <[lopsaAgkoBbin HoMep «OpraHusauumn
3aKas4dunka»>. Mo cornacoBaHuto ¢ McnonHUTENEM BO3MOXXHO M3MeHeHWe Has3BaHua «OpraHusaunm»
3aKas34ynKa Yyepes COOTBETCTBYHOLWMI 3anpoc B cNyXby nogaepxku NcnonHutens.

WndposaHue BUPTYasbHbIX MaluH. Ycnyra obecneunBaeT BO3MOXHOCTb WwndpoBaHua
KOH@OUIypaumMoHHbIX halfioB gaHHbIX U AMCKOB BM, npepocTtaBneHnn goctyna K wabnoHaM rocteBbix OC
C BO3MOXHOCTbIO XpaHeHUA KtoYel wmndpoBaHms B VTIPM. C NOMOLLbIO KOHCONW ynpaBneHnsa 3akasumk
MOXXET CaMOCTOATENbHO CO34aBaTb HOBble WKNdpoBaHHbie BM, nnb60 3awmndpoBbiBaTb CYLWECTBYOLWME BM.
CtouMocTb Ycnyrn dopMmnpyeTca B 3aBMCMMOCTM OT MaKCMManbHOro o6bémMa AMCKOBOro NPOCTPAHCTBA,
BblAeNeHHbIX ana BM c aktuBupoBaHHOM onuuen «ludposaHne BM» B TeyeHne OTYETHOro nepuopa
(kaneHpapHoro Mecsua). Yciyra nogKito4yaeTcs nocpencTsoM nognncaHusa 3akasa.
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2.1. Ycnyra BuptyanbHbit WO onucaHa B Tabnuue 7:

2.

BA30BASl ®YHKLMOHANBHOCTb U METPUKWU YCNYTU

Tabn.7. NapameTpbl NpefocTaBnseMbix Ycnyr

Cepsuc

Tapudbuumpyemble eauHULLbI

XapaKTepuCcTUKK U METPUKK

JonycTuMble 3HaueHUs

BbluncnexHuns

BupTyanbHbIl npoueccop 3,5 Mu, (wT.)

ba3osas 4acTtoTta npoueccopa vCPU

He meHee 3,5 Ty

Host CPU Ready time MeHee 5%
PekomeHgoyemoe kon-so VCPU Ha BupTtyanbHbin cepBep 1-12 wr.
(wT.)

OonycTuMbin 06beM VRAM Ha BUPTYyasnbHbI cepBep 1-384T6
RAM Swapped 0%

BupTyanbHbin npoueccop 3,0 Mu, (wT.)

ba3osas 4acTtoTta npoueccopa vCPU

He meHee 3,0 Ty

Host CPU Ready time MeHee 5%
PekomeHgyemoe kon-so VCPU Ha BupTtyanbHbin cepBep 1-24 wr.
(wT.)

OonycTuMbin 06beM VRAM Ha BUpPTYyasbHbI cepBep 1-768T6
RAM Swapped 0%

BupTyanbHbIi npoueccop 2,6 Mu, (wT.)

basoBas 4acTtoTta npoueccopa vCPU

He meHee 2,6 T'TL

Host CPU Ready time MeHee 5%
PekomeHgyemoe kon-so VCPU Ha BupTtyanbHbin cepBep 1-28 wr.
(wT.)

OonycTuMbin 06beM VRAM Ha BUMPTYyasnbHbI cepBep 1-768T6
RAM Swapped 0%

XpaHunuuie gaHHbIX

BupTyanbHbIN xecTkuin guck SSD, (I'6)

HDD IOPS. 3TanoHHble 3HayeHua*

5000 IOPS/1 TB®

CpepHee BpeMs gocTyna K SSD Storage Ha BUMpTyanbHOM

5 0 ™mc - 5mc
MallnHe
OonycTuMbln 06beM OAHOrO BUPTYANIbHOTO YKECTKOro
o 1 - 4096 b
aucka SSD Ha BMpTyanbHbl cepBep
Llar yBenuyeHuss pasMepa BMPTyalbHOrO p[puUcka B 1TE

nonyctTmMoM gnana3oHe

BupTyanbHbIN xecTkuin guck SATA, (I'6)

HDD IOPS. 3TanoHHble 3HayeHns*

100 IOPS/1 TB®

CpepnHee BpeMa gocTyna K SATA Storage Ha BUpPTyanbHOM
MalmnHe?

0 Mc - 30 MC

4 MMapaMeTpbl rapaHTUpytoTca Npu pasmepe 6noka go 8 Kb, nponsBonbHOE YTeHune/3anucb ¢ npodpunem 70/30.

®1Tb =1000 b
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Tabn.7. NapameTpbl NpefocTaBnseMbix Ycnyr

Cepsuc

TapubuumpyeMble eauHULLbI

XapaKTepuCcTUKK U METPUKK

JonycTuMble 3HaueHUs

OonycTuMbln  06beM OAHOrO BUPTYANIbHOTO >KECTKOro
ancka SATA Ha BUpPTyaNlbHbIN cepeep

1-409%Tb

lWar yBenuyeHus pasMepa BUPTYanbHOro [AUCKa B
LONYCTUMOM AManasoHe

1TBb

CeTeBble CepBUCHI

Hoctyn B VIHTepHeT B 0bLeM KaHane

Monoca nponyckaHus

He Tapuduumnpyetca:
He 6onee 100 M6/c Ha BupTtyanbHbin LLOL

CpefnHan ceTeBas 3afepXkKa B npepenax ceTv nepepayn

. 0 MC -5McC
MponyckHaa CcnocoBHOCTb Ha BUPTyanbHbi | AaHHbIX Cloud
cepBep MpoLueHT NoTepAHHbIX MAaKeTOB B Npeaenax ceTm nepegayn o o
0% -0,2%
paHHbix Cloud
CpepnHAasa ceTeBad 3afep)Xka B npepenax CceTu nepegayu
pen nep pen pen 0 Mc - 5 McC

BupTyanbHbIN W03 (WT.)

paHHbix Cloud

MponyckHaa cnocobHOCTb

He 6onee 5 6/c

FocteBasg OC

JocTyn K wabnoHy CepBepHan onepaLMoHHasa
cucTeMa:

. BM pasmepom 4 un MeHee VCPU:
BM (wT.)/ KaneHpapHbIn mecs.
. BM  pasmepom 6Gonee 4 VvCPU:

vCPU (wT.)/ KaneHoapHbi Mec®,

LLlabnoHbl CepBepHOl onepaunoHHON CUCTEMBI
LLlaBnoHbl [1ecKTOMHOM onepaLMoHHOM CUCTEMDI

CepBepHasa onepaunoHHasa cuctema 2016
CepBepHasa onepaunoHHasa cuctema 2019
CepBepHasa onepaunoHHasa cuctema 2022
AnbT Paboyas ctaHuusa

AnbT «CepBep»

POCA «Xpom» 12 Paboyas cTtaHums
POCA «KOBAJ/IbT» 7.9 CepBep

POCA «Xpom» 12 Cepsep

HocTyn K wabnoHy MO CepsepHaa CYB[:

CepBepHasa CYb[ 2017 Enterprise
CepBepHasa CYB[ 2019 Enterprise

CepBepHasa onepaunoHHasa cuctema Datacenter 2016
CepeepHasa onepaunoHHasa cuctema Datacenter 2019

(wT.)/ KaneHpapHbIN Mecaus.

no - .
* BM PasMEPOM . 1 127 vCPU: | WWabnonbi MO Cepsepras CYBI CepeepHasa onepaunoHHasa cuctema Datacenter 2022
BM (iT.)/ KaneHpapHbIA Mec.
CepBepHasa onepaumoHHaa cuctema Standard 2016
CepBepHasa onepaumoHHaa cuctema Standard 2019
CepBepHasa onepaumoHHaa cuctema Standard 2022
Hoctyn k ak3emnnapam MO (CepsepHaa CYB[
Eg:grp”f:z CBc;reF,'agepE(siEJ;ﬂaq Wféu SE‘Z?Sgrnd Jk3emnnapbl MO (SQL ServerCepsepHasa CYB[ Enterprise | MNopoepxnBaemble Bepcun MO (CepBepHasa CVYB[
Ce B)e Haﬂp P onepaLnoHHas cmcreMat Core, CepBepHasa CYbBL SQL Server Standard Core, | Enterprise Core, CepBepHas CYb[ Standard Core,
rno peep P " | CepepHaa CYBL SQL Server Web Edition, CepeepHasa | CepBepHas Cvea Web Edition, CepBepHas
Datacenter, CepBepHas onepaunoHHas . .
cvcTema: Standard): onepaumoHHaa  cuctema: Datacenter, CepBepHas | onepauuoHHas cucteMa: Datacenter, CepBepHas
§ i onepaunoHHasa cuctema: Standard). onepaunoHHasa cucteMa: Standard).
. [Ba BUpTyanbHbix/dM3n4ecknx agpa

5 MMHUManbHbIN Nepyop TapnduKaumnm — KaneHaapHblii Mecal,. Hayano UCnonb3oBaHWs, HauMHas C NePBOM MUHYTbI, UM MPOAOIKEHUE NCNONb30BaHWA Ycnyrv B OTYETHOM Nepuoe npeanonaraeT cnMcaHve CTOMMOCTH
3a NOJIHbIN KaneH4apHbI Mecsal. HenonHbliM KaneH[apHblii Mecal, UCNOMb30BaHUA YCYru, HauMHasa C NepBON MUHYTLI, OKPYrIAeTCsa A0 NOSIHOMO KaNeH[apHOro Mecaua nofb3oBaHusa YCnyrom.

7 Mpu ncnonb3oBaHuu Gonbliero konnyectsa vVCPU B cocTaBe 3k3eMnnaapa BM, nponopuMoHanbHO yBEMYMBAETCAS KONMYECTBO AOCTYMHbIX NTMLEH3UI Ang onnatel (c warom B 12 vCPU).
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3.1.

3.2.

3.2.1.

3.2.2.

3.3.

3.3.1.

3.3.2.

3.3.3.

3.3.4.

4.1.

4.1.1.
4.1.2.

4.2.

4.2.1.

4.3.

4.3.1.

3. TAPUDUKALINA YCNYTU

Ycnyra npefocTaBnasieT Ha Bbibop ABa Tuna Tapudumkaumnm: AnHaMuyeckasa Tapubmkaumna (Pay as you go,
panee - PAYG) n Ctatndeckas tapudunkaumsa (Allocation).

IOuHamunyeckasa Tapudukauma (Pay as you go).

OnHaMnuyeckan Tapudukauma npegnonaraeT onnaTty nyfa PecypcoB, YKasaHHbIX HMKe, no dakTy ux
notpebneHuns 3akasymMkoM B TeyeHne OTYETHOro nepuopa:

. BupTyanbHbI npoueccop 2,6 My, PAYGS;

. BupTyanbHbii npoueccop 3,0 MMy, PAYGS;

. BupTyanbHaa namMatb, PAYGS?;

. BupTyanbHbI XecTKni anck SATA, PAYG;

. BupTyanbHbIl ecTKuim anck SSD, PAYG.

OnHaMnyeckaa TapuduKaumsa oCyLecTBAAeTCAa B NOYaCOBOM pexunme (M3 pacyeta CTOMMOCTM OOHOro
yaca), HauMHaa C NepBoOM MUHYTbl MONb30BaHUA YCNyron. BpeMsa yuyuTbiBaeTCsA C OUCKPETHOCTbIO A0
uenoro Yaca, TO €CTb HeMoJHblin 4Yac paboTbl BMPTYyalbHOM MallMHbl CYMTAEeTCA KaK Uenbii.
TapuduumnpyetTca cymMMa COOTBETCTBYIOLWMX PecypcoB Ansa Bcex BM. BupTyanbHbli npoueccop u
BMPTYyasnbHasA NaMaTb TapuOULMPYIOTCA C MOMEHTa cTapTa BM 1 o MOMeHTa ee OCTaHOBKMW. BUpTyanbHbIN
YECTKUI BUCK TapubMLMpyeTca C MOMeHTa co3aaHusa BM 1 oo eé yoaneHusa. CHMMKM (Snapshots), swap-
dannol, WwWabnoHbl BM 1 ISO-06pasbl TapudULUNPYOTCAa KakK BUpTyanbHbIN XXeCcTKun anck. Ona Kaxnon BM
YUYMTbIBAOTCA MaKCMMasbHble 3Ha4YeHMsa PeCcypCcoB 3a KaXKAbli Yac.

Cratnyeckasa Tapudunkaumns (Allocation).

BennumMHa exemeca4yHoro nnaTeXka 3a Nosb3oBaHWe VYCIyron onpepensetca B COOTBETCTBUMU C
3aKa3aHHbIM 06BEMOM MEPEUYNCIEHHbIX HUYKE PECYPCOB M ONLUIA:

. BupTyanbHbIi npoueccop 2,6 Mu;

. BupTyanbHbii npoueccop 3,0 Mu;

. BupTyanbHbIli npoueccop 3,5 Mu;

. BupTyanbHas namMsaTtb®;

. BupTyanbHbIN XecTKnin anck SATA;

. BupTyanbHbIM XXecTKni anuck SSD;

. MpepoctaBneHne nybnmnyHoro IP agpeca;

. BupTtyanbHbit EDGE Gateway TO;

. BbigeneHHbIn cepeep EDGE Gateway TO;

. Onumsa PacnpefenieHHbI MeXCeTeBOM 3KPaH;

. LocTyn K wabnoHy CepBepHas onepaunmoHHasa cuctema’;

. Ooctyn kK wabnoHy MO CepeepHasa CYbA 3;

. OocTyn K npo4um ak3emnnapam MO (nepedeHb poctynHoro MO npuBeneH B MpunoxeHun N2 7.A.);
. BupTyanbHbIM XecTKnii Anck SATA ona wndpoBaHHbIX BM;

. BupTyanbHbIN XecTknin anck SSD gna wudpoBaHHbIX BM.

MeToanka pacyétoB noTpebnsieMbix NMPOLLECCOPHbIX PECYPCOB M OMepaTMBHOM MaMaTW npegnonaraet
TapudUKauMo CyMMbl 3HAYEHUN NPenoCTaB/EeHHbIX pecypcoB 3a OTYETHLIM Nepuon B COOTBETCTBUU C
TapudoM. CyeT BbICTaBNAETCA HA OCHOBE CYMMbl 3HAYEHUN.

MeToagmka pacyéTta noTpebnsemMoro AMCKOBOFO MPOCTPAHCTBA npepnonaraeT onnaTty 3a Becb
NnpenocTaB/eHHbIN 3aKa3uymMKy 06bEM PecypcoB AMCKOBOIO MPOCTPAHCTBA KAXA0ro TMna.

MeToaMKa pacyéta no onuun «PacnpepeneHHbll MeXCeTeBOW 3KpaH» npepnonaraeT Tapudukauumio
CYMMbl 3HAYE€HMIN onepaTUBHOM NaMaTU, NPEAOCTaBNEHHOM 3aKa3uymKy B paMKax ero supTyanbHoro L0/
B OTYETHbIN nepuoa.

4. WHbIE YCNOBUA, MPUMEHUMBIE K YCITYTE

Bo3MOXHble BUAbI NOOK/OUYEHUA [ U3MEHEHNS [ OTKIIoYeHMsa YCayr:
MNMocpencTBoM nognucaHma 3akasa (c y4éToMm n. 4.6. HacToawero MpunoxeHus);
MNMocpencTBoM coBeplleHUs AecTBUM B JINUHOM KabuHeTte.

BO3MOXHbIN NOPAAOK pacyéTos no Ycnyre:
MocTonnaTa.

Bo3MOXHble cnocobbl onnathbl / nopsagok nonosiHeHMs banaHca:
OnnaTa B 6e3HafnYHOM nopsigke Ha OCHOBaHWUM BbICTaBNeHHOro icnonHutenem cyérTa.

8 Pecypcbl TapudurumpytoTca B nepuog, paboTbl BUPTYasbHON MaLmMHbI.

° O6beM BupTyanbHow namaTv (VRAM) pomkeH 6biTb AOMOMHUTENBHO YYTEH NpU 3aka3e BupTyanbHOro AMCKOBOro NMPOCTPaHCTBa ANS XpaHeHUs
swap-¢haioB BUPTyaNbHbIX CEPBEPOB B COOTBETCTBMM C MapaMeTpaMu, yKasaHHbIMUK B pasfene «Tun pecypca: BUpTyanbHasa onepaTvBHas namsTh
(VRAM)» Tabnuupbl 4.
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4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

3aKa34yMK CaMOCTOATE/IbHO HECET OTBETCTBEHHOCTb 3@ paboTocnocobHOCTb NporpaMMHoro obecneveHums,
yCTaHaBnMBaeMoro Ha BM.

Bo nsbexkaHune perpagaummn Npou3BOAUTENbHOCTU, NEPeyTUNM3aLUN PECYPCOB XPaHEHUS 1 NOBbIWEHUS
pPUCKA HapyWeHUs LenoCTHOCTM AMCKa NPU KOHconupgauuu, McnonHutenb ocTaBnseT 3a coboi npaBo
npoBoauTb PernameHTHble paboTbl NO yAaneHUo co3fdaHHbIX 3akaszumkoM SnapShot ctapwe 7 (Cemu)
oHen. MNepepn ypaneHueM SnapShot McnonHutenb o6a3yetcs yBegoOMUTb 3aKasumKka MO 3/IEKTPOHHOM
nouyTe, ykasaHHol B [loroBope, 3a 5 (MaTb) AgHen fo ypaneHusa u 3a 1 (OanH) geHb 0o ypaneHus.

CTOpPOHbI YCTAHOBMAK Cnenyowmnini nopaaok 3akasa Ycayru no HactosaweMmy MNpunoxkeHuto:

3aKas3 Ha nopgkn4veHue Ycnyrm gomkeH ObiTb HanpasneH McnonHutento He no3gHee, 4eM 3a 3 (Tpwu)
pabouymx OHA 0O AaTbl Hayana okasaHua Ycnyru;

B TeyeHune 1 (OgHoro) paboyero aHA MICMONHMUTENb MKW €ro YNOoJIHOMOYEHHbI NpeacTaBuTenb ob6a3yerca
paccMoTpeTb 3akas Ha YCAyry u HanpasuTb IMLY, HanpaBMBLWeMY 3akas, OoTBeT (MOAMNMCAHHbINA CO CBOEMN
CTOPOHbI 3aKa3 MAKN OTKa3 B NpenocTtaBneHnn Ycayrn ¢ o60CHOBaHWEM NPUYNHDI);

B cnyyae cornacosaHuna CtopoHaMu 3akasa Yciyra npefnocrtaBnsercs B faTy Havana okasaHusa Ycnyru,
3adunKcMpoBaHHYyo B 3aKkase, ¢ 10:00 no MOCKOBCKOMY BPEMEHM.

3aKa3unmkK CaMOCTOATENIbHO HeCeT OTBeTCTBEHHOCTb 3@ COXPAHHOCTb [AaHHbIX W NPUHUMaeT
CaMOCTOSATENbHO Mepbl MO UX COXPAHEHUIO NpK OTKase oT Ycnyru. MNMpu otkase ot Ycnyru UcnonHuteno
BNpaBe yaanuTb AaHHble 3aka3umka no ncrevyeHum 5 (Matm) paboumx gHem nocne otkasa oT Ycayru.
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