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NMPUNOXXEHMUE N2 1.ENT.5.
K [lorosopy

OMMCAHWE 1 YCITOBWA MPEOOCTABJ/TIEHNA YCITYTI
«BUPTYAJIbHbIE PABOYME MECTA (VDI)»

1. OBLLAA UHPOPMALMSA U ONMNCAHUE YCNTYTU

Ycnyra npepoctaBnigetca Ha 6ase nnatpopmbl BUpTyanuMs3aumMm paboymx MecT, COCToAlen u3
COBOKYMHOCTM 6a30BbiX WMHPOPMALMOHHO-TEXHOIOTMYECKMX PEeCcYpPcoB U  (YHKLUOHMPYIOLWEN NOoM
ynpaeneHueM WCNonHUTena CepBepHOro M CeTeBoro 0BOpydOBaHWA, CUCTEM XPaHEHUSA OaHHbIX U
Cneunann3npoBaHHOro NPorpaMMHoro obecnevyeHus.

B pamkax VYcnyru WcnonHutenb npegocTaBnsgeT 3aKasuuky BUpTyanbHble paboyve M™Mecta C
onpepneneHHbIMM XapakTepucTukamm npoueccopa (vCPU), BuptyanbHon namaTtn (VRAM), omMckoBoro
npocTtpaHcTea (vSSD) n BupTyanbHoro rpadmndeckoro npoueccopa (VGPU), a Takxe cpeacTsa ynpasiieHus
BUPTYyaNbHbIMM paboynMm MecTaMm, OCTaTOYHbIE A1 CO3AaHMA M yNpaBAeHnsa KOHUrypaunamm.

YnpaBneHue BUpPTyasbHbIMKM PaboymMMmM MecTaMu OCyLLeCcTBASETCA 3aKa3uyMKoM Mpu MOMOLLM KOHCOMMU
ynpaBieHnsa BUpPTyalbHbIMU pabounmm mectamm 1 KY ENT.

CocTaB 1M OCHOBHble KOMMOHEHTb! YCyru:

Tabn.1l. CocTaB M OCHOBHbIE KOMMOHEHTbI

Pecypcbl

HauMeHoBaHue rpynnbl CopepxaHue

- BUPTYyasibHble NpoLeccopHblie sapa (VCPU);

- BUPTyasibHaa onepaTnBHas namatb (VRAM);
BupTyanbHble paboune mecTta - BWPTyanbHOe JMCKOBOE NPOCTPaHCTBO (VSSD);

- BUPTyanbHble rpaduyeckune npoueccopHole sapa (VGPU)

- nogknwyeHne K cetn WHTepHeT Ha I'apaHTMpOBaHHOIZ
CKOpOCTHU;

CeTeBble cepBUCHI .
- oauH nybnunuHbli IP-agpec

- KOHCONb yNpaBfieHMsa BUPTYyanbHbIMU paboynMum MecTamu;
- nnatdopma BUpTyanmusaummn (Ha 6ase ycnyrm BupTtyanbHbl
Mnatdpopma BUpTyanmsaumm paboumx mect Lon);

- KY ENT,;

- nnatdpopma BupTyanmsauum cetu (SDN)

OnucaHne nnatdopMbl BUpTyanusauum (Ha 6ase ycnyru BuptyanbHbii LLOMO) cogepxutca B n. 1.4.1.

MpunoxxeHusa N2 1.ENT.1.1. K [loroBopy.

Mnatdopma BUpPTyanusaunmm pabouymx MecT npenctaBnseT cobol BblaeNeHHbIt Habop KOMMOHEHTOB

ynpaBieHnsa MHOPACTPYKTYPOMN BUPTYasibHbIX pabo4ymnx MecT:

. KoHconb ynpaBneHuss BUpPTyasbHbiMKM pabounMm MecTamum U Bpokep MOAKIOYEHUI MO3BONSET
aBTOMAaTM3MPOBATb Pa3BEPTbIBAHME U yNpaBieHNe N30NMPOBaAHHbIMM Ny1aMn BUPTYabHbIX paboumx
MecT.

. MorpaHuyHbii Wwnto3 goctyna (Unified Access Gateway) no3sonseTt obecneunTts 6e30nacHbIN AoCcTyn
K paboynm mectam B Ob6nake Cloud.ru.

KY ENT npepgocTaB/isieT KOHEeYHbIM MOo/Sib30BaTeNAM BO3MOXHOCTb 6e3onacHo pabotatb C
M30/IMPOBAHHbIMWU NyNaMu PecypcoB AN ynpasneHnsa obpaszaMmn BUPTYasbHbIX MalMH U BUPTYanbHbIMU
MapLpyTn3aTopamu.

OnuncaHue nnatdopMbl BUpTyanmsauum cetn (SDN) cogepxxutca B n. 1.4.3. MpunoxeHna N 1.ENT.1.1. K
[orosopy.

OnucaHve Mep U MexaHW3MoB 3awmnTbl MHppacTpykTypbl ENT onucaHo B n. 1.5. MpunoxeHnsa Ne
1.ENT.1.1. k lorosopy.

[OnNoNHNTENbHO K YKa3aHHoMY B N. 1.5 MpunoxeHmna N2 1.ENT.1.1. Kk [loroBopy, B OTHOWEHWUN FPynnbl
«MnatdopMa BMpTYyanmsaumm paboumnx MecT» UCNOJb3YHTCA CneayoLline YPpoBHN 3alUnTbI:

Tabn.2. ObecneyeHune 3awmnTbl MHpacTpykTypbl ENT

YPOBHU 3aLUTbI MeponpusaTtus

U3onaumsa «OpraHusaumin» 3aKkasuumka

Mnatdopma
OcyLecTBNAETCA C NOMOLLbIO U30NALMM NPEfOCTaBNEHHOro Habopa KOMMOHEHTOB KaXXAoro

BMPTYyanmsaunm
3aka34yumka

pabounx mect

CtpaHuua 1 mn3 11


mailto:info@sbercloud.ru

1.6. PacnpeneneHune ponei, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 06nactn Ub B oTHOLWEHUM YCNyrn onncaHo
B Tabnuue N2 3.
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactn UMb

OTBETCTBEHHOCTb 3a

Komy npepocTtaBneH

HanmeHoBaHue
L — NMpuMmeHnMble K npepocrasneHue/ AOCTYN K cpeacTteam
(apxuTeKTypHOro) YPOBHIO npouecchi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU npepocraBneHus
YpOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npouecca
XypHanupoBaHue cobbiTUIA B MNPUKIAQHOM MPOrpaMMHOM obecnevyeHuun u
XypHanupoBaHue
COBLITHIA OMepauMoHHbIX CUCTEMAx, YCTAaHOBMEHHbIX B BUPTyalbHbiX MawwnHax (BM) 3aKa3uuk 3aKa3uunk
3aKasyumka
YnpasreHne HOCTYNOM YnpaBneHne [OCTYNOM K MPUKA3AAHOMY MpOrpaMMHOMY oO6GecneyeHuto U 3aKa3umK 3aKa3umK
onepaumoHHbIM CUCTEMAM, YCTaHOBNEHHbIM B BM 3aka3uunka
YnpasneHue YnpaBneHue ayTeHTUOUKALMOHHOM UHPOPMaUMen, UCNONb3yeMOM Npu JocTyne K
AYyTEHTUDMKALMOHHOM | NpuUKNagHOMY nporpaMmMHomy obecneyeHuto (MMNO) M onepauMoHHbIM CMCTEMaM 3aKa3uunk 3aKa3uunk
MHbopMaumen (0Q), yctaHoBNEHHbIM B BM 3akasuuka
KoHTponb “ aHanu3 3awumuweHHoctnh OC wm TMMO, dyHKUMOHMpyowero B BM
YnpasneHie 3aka3yuka, B TOM ql:lcne YCTaHOBKA KPUTUYECKUX OBHOBNEHUM 6e3onaCHocIM,
VA3BUMOCTAMMU npaBka vKOHd)l/IrypaLl,l/IM MMo, a TakXe U3MEeHeHUe Nerko-noabmpaemMbix naponen u 3aKa3uuk 3aKa3uunk
MpuknagHom naponen pocTyna no YyMOJNYaHWIO K cepBucamMm n KomnoHeHtam OC wn T1MO,
YPOBEHb W YpPOBEHb 06HapYXXEHHbIX B X0Ae KOHTPONSA U aHan3a 3aWmnLLeHHOCTH
onepaumoHHbIX Cbop (B TOM u4ucne c wcnonb3oBaHMeM cpenactB SIEM) u aHanus cobbiTun
cucTem, ynpasnehue 6e3onacHocTn co Bcero MNMO, OC n cpencts 3awmntbl MHbopMauum (Cp3U1) Ha BM 3aKasyuk 3aKasyuk
yCTaHOB/IEHHbIX B BM vHumAeHTaMm Vb 3aKa3uuKa, a Tak)Ke MOHUTOPUHI U pearnpoBaHue Ha MHUMAEHTbl 6e30nacHoCTH
3akasuumka
YcTaHOBKa M | YcTaHOBKA, HacTpoMka W aaMUHUCTPUpoBaHMe B BM 3akasumka Cp3U ot
agMUHUCTPUpPOBaHUe HecaHKUMoHupoBaHHoro goctyna (HCL), aHTUBMPYCHbIX CPEACTB M NMPOYUX CPeacTs 3aKa3uuk 3aKa3uuk
CpefcTB 3aWnThbl 3alWmThl HPOpMaLMKN, ycTaHaBAMBaeMblX B BM 3aka3zyuka
YcTaHOBKa M HacTponka B BM 3aka3umKa cpeacTB pesepBHOro konnposaHusa (CPK)
YnpasneHue 6a3 gaHHbIX M NpoYyen MHbopMaLmMM 3aKasuymnka, XxpaHnuMon BHyTpu BM ero BLUOL, a
pe3epBUpPOBaHMEM Takxe agMUHUCTPUpPOBaHUE YyKa3aHHbIX cpencTs. 3aKa3uuk 3aKa3uunk
nHdpopmMaumu Co3paHue pesepBHbIX KOMUM MHPOpPMauuM 3akasumka U e€ BOCCTAHOBNEHUE U3
pe3epBHbIX KON
Ob6ecneyeHue 3awuTbl | 3awmrta corfnacHo  152-®3 nepcoHanbHbiXx  AaHHbix  (MOH) K/TIMEHTOB,
nepcoHanbHbIX obpabaTtbiBaeMbix B BM 3akasumka, B TOM 4YuC/e, HO HE OrpPaHWMYMBasiCb 3alLUTOMN 3aKa3uuk 3aKa3uunk
OaHHbIX KTMEHTOB NAH, obpabaTbiBaeMbix cpeacTBaMmn YCTaHOBIEHHbIX B BM 3aka3yunka
XypHanupoBaHue CcoOObITUMA, CBA3aHHbIX C GYHKUMOHUPOBAHMEM OObLEKTOB
3aka3uyuMka (Hanpumep, ero BupTyanbHoe paboyee MeCcTo U [EUCTBUSAMMU
nonb3osartenien Ha KY ENT n nnatdopme BMpTyanmsauum pabouymx MecT Takux Kak:
1. BXOA/BbIX0n Nonb30oBaTeNieN B/U3 KOHCONEN;
YpoBeHb 2. co3paHue/ynaneHne HOBbIX YYETHbIX 3anncein Nosb3oBaTenien u NPUCBOEHNE UM
XypHanupoBaHue o
«OpraHusaunm» " COBLITHIA NPUBUAErnMN 4OCTYNa K KOHCONAM; Mcnonnuteno 3aKa3uunk

BLIO[ 3aka3uunka

w

. NMopaknoyeHne/oTKNIOYEeHNE K BUPTYasbHbIM paboymMM MecTaMm;
. co3paHve/ypaneHune BupTyanbHoro pa6oyero mMecra;

. 3aMycK/OCTaHOB BUPTYyaNnbHOro paboyero MecTa;

. CO3AaHue KIOHOB BUPTYaNnbHOro paboyero MecTa;

. U3BMEHEHWe XapaKTepUCTUK BUPTyanbHOro paboyero mMecra;

N O b
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactn UMb

OTBETCTBEHHOCTb 3a

Komy npepocTtaBneH

HanmeHoBaHue
NMpuMmeHnMble K npepocrasneHue/ AOCTYN K cpeacTteam
TEexXHONoru4yeckKkoro
(apxuTeKTypHOro) YPOBHIO Nnpouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU npepocraBneHus
YpOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npouecca
8. HacTpomka NAT/DHCP/L2VPN/L3VPN, mMapuwpyTtnsaummn, 6anaHCUMpOBLLMKA
HarpysKku u/mnu npaBuil MexceTeBoro akpaHmposaHua Ha SDN B «OpraHusaummn»
3aka3ymka c ucnonbsosaHnem KY ENT;
9. U3MeHeHMe ANCKOBOM NONUTUKKN NO yMon4daHuto ana VDC;
10. BK/IOYEHME/OTKOYEHME OONONHUTENbHBIX yCnyr (norposaHune, DFW, VPN un
npoyee)
McnonHutenb
(oTBETCTBEHHOCTb 32
npegocTaBneHmne
cepsuca vCD KoHconun
AOMUHUCTPUpPOBaHMe «OpraHMsaumen» 3akasuymka C ucnonb3oBaHnem KY ENT un ynpasneHunsa
AOMUHUCTPUPOBaHME
«OpraHuaaLmedi» " KOHCONN yNpaBieHnsa BUPTYyasbHbIMU paboynMm mectamu. BUPTYallbHbIMU
AOMUHUCTPUPOBaHME JOCTYNoM K «OpraHusaummy» 3akasymka C MCNOSb30BaHUEM pabouynMm mectamm) 3aKa3uunk
ynpasfeHue ocTynoMm
K Heit KY ENT 1 KOHCONU yNpaBneHns BUPTYyanbHbIMU paboymMmn Mectamu
3aKasyuk
(oTBETCTBEHHOCTb 32
agMUHUCTPUpPOBaHune
«OpraHusaumen» un
LOCTYMNOM K HeW)
McnonHutenb
(oTBETCTBEHHOCTb 32
npepocTaBneHmne
cepBuca)
YnpasneHue " .
. Co3paHue/yganeHne HOBbIX YY4ETHbIX 3anucen B «OpraHnsaumn» n NpucCBOeHne UM
AYyTEHTUDUKALMOHHOM M 3aKa3uunk
o npusunernn goctyna Kk «OpraHmMsaunm» 3akasumka 3aKa3uuk
MHbopMaumen
(oTBETCTBEHHOCTb 32
ynpasneHune
ayTeHTUDUKALMOHHOM
nHbopMaumnemn)
McnonHutenb
Co3gaHue, ypaneHne W agMUHUCTPUpPOBAHME C wucnofnb3oBaHnem KY ENT,
(oTBETCTBEHHOCTb 32
YnpasneHue HeobxoauMbix VXLAN B npouecce agMUHUCTPUPOBAHMA 3aKa3yumKa. npenocTasneHue
6e3onacHoOCTbIO n | MexceTeBoe aKpaHMPOBaHUS NepmMeTpa 3aka3sumka ¢ ucnonbsosaHnem SDN. cepauca)
npoynmu ObecneyeHne BHYTPEHHEro CerMeHTMpoBaHMA (C ucnonb3oBaHneM KY ENT) un 3aKa34yunk
HacTponkamu LNS | BHYTPEHHEro MeXCceTeBoro aKpaHMpoBaHus (c nucnonb3osaHnemM SDN) 3aka3syuka.
. My 3aKasyuk
BUPTYyalbHbIX ceTeun HacTtporika NAT/DHCP/L2VPN/L3VPN, MapwpyTtusaunm wn 6GanaHCUMpoBLLMKA
(oTBETCTBEHHOCTb 32
Harpy3ku Ha SDN B «OpraHusaumnm» 3akasdumka c ucnonbsosaHmemM KY ENT.
aAMUHUCTPUPOBaHMeE)
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactn UMb

OTBETCTBEHHOCTb 3a

Komy npepocTtaBneH

HanmeHoBaHue
NMpuMmeHnMble K npepocrasneHue/ AOCTYN K cpeacTteam
TEexXHONoru4yeckKkoro
(apxuTeKTypHOro) YPOBHIO Nnpouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU npepocraBneHus
YpOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npouecca
Co3paHue, yoaneHue 30n0Toro obpasa c Mcnonb3oBaHmem KY ENT.
YnpasneHune nynamu | Co3paHue, ypaneHne nynos pabouymx CTONOB C WCNOSb30BAaHWMEM KOHCO/M
3aKasyuk 3aKasyuk
BUPTYyanbHbIX paboyunx | ynpaBneHUs BUPTyasbHbIMU paboynMm mectamu.
MecT MpepocTtaBneHMe [octyna K  BUPTyalbHbIM  paboynMM  MecTaM  KOHEYHbIM
nonb3oBaTensaMm
YcTaHOBKa, aoMUHUCTPUpPOBaHMeE, CBOEBpPEMeEHHOE obHoBNEeHME "
6e3oTnaraTenbHas YCTaHOBKA KPUTUMYECKUX OOHoBneHWn 6GesonacHoCTM Ha
ncnonb3yeMbix B BLLOL 3aka3umka BUPTyalbHbIX CPeAcTBax 3alWnTbl MHGOPMaLMN B
YcTaHoBKa n | ncnonHenmsax Virtual appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBHapy>eHUMn
“ 3aKasyuk 3aKasyuk
ncnonb3osaHue C3U M/MNN NpefoTBpaLLEHMA KOMNbIOTEPHbIX aTak U Npo4yee)
HacTporika W aAMUHUCTPUPOBAHUE MNPOrpaMMHO-annapaTHbiX CPeAcTB 3aluTbl
MHpopMaummn 3akasumka, B TOM UUCAe CPeacTB Kpuntorpapuyeckon 3almThbl
MHbopMauumn, pasMewaemoix B LOL McnonHutens
Ob6ecneyeHune 3aWnThI
W Ob6ecneyeHne cooteeTcTBMA BLOL B coctaBe WHGDOPMALMOHHbBIX CUCTEM
nepcoHanbHbIX 3aKa3uunk 3aKa3uunk
nepcoHanbHbixX AaHHbix (MCMNAOH) 3aka3ymka TpeboBaHmsam 152-d3
OaHHbIX KTMEHTOB
MOHUTOPUHT MHbpacTpyKTypbl ENT, obecneyeHune eé OOCTYMHOCTH,
MOHUTOPUHT " NpoOM3BOAUTENBHOCTM, HanMyuMa HeobxoAMMOro KonuyecTtBa o06OpyaoBaHUS,
noanepKa obecneyeHne Heobxogumonm pna eé paboTbl MPOMNYCKHOMW CNOCOBHOCTU cCeTwu, McnonHuteno McnonHutenos
BbIYMCITUTENbHbIX MOLWHOCTEM W EMKOCTUM CUCTEM XpaHeHus paHHbix (CXO)
MHPPaCTPYKTYpbI
XypHanupoBaHue XypHanupoBaHue cOBbITUI B KOMMOHEHTAX M CPEeACTBax 3awmTbl MHGoOpMaUnu
yp . P yp P pen Lu bopmay McnonHutenob McnonHuteno
cobbITUM MHdpacTpyKTypbl ENT
YnpaBneHue AOCTYNOM K CErMeHTy ynpasneHus NHdpacTpykTypon ENT, eé VLAN-
YnpasneHue ooCTynom P Aocty yynp bpacTpykTyp ’ McnonHuteno McnonHuteno
aM M KOMNOHEeHTaM
YnpasneHue YnpaBneHue Yy4yé€THbIMM 3anucamu AD npuBMAErMpoBaHHbIX MoJib30BaTenen,
MHDpaCTpyKTYpHbIN AyTEHTUDUKALMOHHOM MMeLWMX OOCTYyN K CerMeHTy ynpasneHuns NHdpacTpykTypon Cloud, n ux BTopbiM Mcnonnutenns McnonHutenns
YPOBEHb MHpopmMaumnen akTopoM ayTeHTUdUKauum (ayteHTMdurKaTopamu).
YnpasneHue KOHTpONb 1M aHaNn3 3aWMLLEHHOCTN CNY)KebHbIX BM MGMT-cermMmeHTa 1 cepBepoB ¢
McnonHutenb McnonHutenb
YSI3BUMOCTSIMU runepsusopamn gna NHbpacTpykTypbl ENT
Cbop ¢ wucnonb3oBaHneM cpefactB SIEM C KOMMNOHEHTOB W CPEeACTB 3aluTbl
YnpasneHue MHPopMaunmn nHbpacTpykTypbl ENT cobbiTuin 6e3onacHocTy.
P bopmau bpactpy yvp McnonHutenb McnonHutenb
MHumMgeHTamu Ub AHanu3 cobpaHHbIX cobbITUI 6E30NaCHOCTU, a TaKXXe MOHUTOPUHT U pearnpoBaHune
Ha MHUMOEHTb 6e30nacHoOCTM (B TOM Ynce ¢ npuBneYyeHnem BHewHero SOC)
YnpasneHue KoHTponb 1 ynpasneHune npoueccamm naMeHeHuns KoHdurypaummn MHbpacTpyKkTypbl
p . P ynp pou burypau bpactpykTyp McnonHuteno McnonHuteno
KOHUrypaumnemn ENT
YnpasneHue 3awmTa nepumetpos LIOO MHdpacTpykTypbl ENT € vcnonb3oBaHWeM KnacTepos
P i P P LoA bpacTpykTyp p McnonHutenb McnonHutenb
6e30MacHOCTbI0 A1 | BbICOKOMPOU3BOAUTENbHbIX MEXCETEBbIX 3KPaHOB HOBOro nokoneHus (NGFW),
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactn UMb

OTBETCTBEHHOCTb 3a

Komy npepocTtaBneH

HanmeHoBaHue
MpumeHumMbie K npepocrasneHue/ AOCTYN K cpeacTteam
TEexXHONoru4yeckKkoro
YPOBHIO npouecchi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU npepocraBneHus
(apxuTeKTypHOro)
YpOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npouecca
BUPTYalbHbIX M | obecneymBalOWMX MEXCETEBOE 3KPAHMPOBAHUE U 3aLLUTY OT KOMMbIOTEPHbIX aTak
bursnyecknx ceten MHbpacTpyKTypbl.
3awmnTta ceTteBont WMHbpacTpykTypbl ENT (Bxoga B o6nako) ot DDoS-aTak,
HanpaB/ieHHbIX Ha Nepeno/IHeEHWE KaHalbHOW eMKOCTH.
BHYTpeHHee cerMeHTUMpoBaHue ceTeBblix MIHdpacTpykTyp ENT ¢ ncnonb3oBaHueM
NGFW u BbigeneHneM B pamkax LO/[ Ha ceteBoM ypoBHe DMZ, PROD- n MGMT-
cerMeHToB VIHGpacTpyKTypbl
YcTaHOBKa, HacTpoWka M agMUHUCTPUPOBAHWE CPEACTB 3awuThl MHbOpMauuu B
cocTaBe MHbpacTpyKTypbl ENT, B TOM yucne:
1. cpencTB aHTUBUPYCHOM 3aLWUThl;
2. CpeacTB  KOHTpona  OencTsuin NPUBUNErMPOBaHHbIX  MOSb30BaTENEN
YcTaHoBKa n | (ABAMUHUCTPATOPOB Cloud) Knacca PIM&PAM;
aAMUHUCTPUPOBaHMe 3. SIEM; McnonHuteno McnonHuteno
CpencTB 3aLWnThbl 4. cpencTB KOHTPONS U aHanM3a 3alnLLEeHHOCTH;
5. WEB Application Firewall (WAF), ucnonb3yemoro gns 3awmTbl nyb6nmkyemboix KY
ENT;
6. NGFW;
7. ldentity and access management (IAM)
Ob6ecneyeHue 3aWnThI
W 3awmta TMOH COTPYAHWMKOB 3aka3uuka, wuMewwmx poctyn K KY ENT,
nepcoHanbHbIX
obpabaTbiBaeMblX B MIHppacTpykType ENT McnonHuteno McnonHuteno
OaHHbIX KTMEHTOB
KoHTponb poctyna B LIOO u nomeweHus WHbpacTtpykTypbl ENT (oxpaHsemas
KoHTponb goctyna Tepputopua LUOMO, nNponycKHOM pPexuM, CUCTEMbl KOHTPONS UM ynpaBfieHus Mcnonnuteno McnonHutenns
LOCTYMNOM, 3anMpaHune CTOeK)
Hanuuune BHewHel (No nepumer O[l) n BHYTpPeHHEeN (B MalMHHbIX 3anax LLO
BupeoHabniopeHue ( P py LOA) yTp ( Lon) McnonHuteno McnonHuteno
cucTeM BugeoHabniogeHms
dusnyeckunin MpepocTaBneHne aneKTponuTaHusa, goctyna K cetm NHTepHeT 1 cBobogHOro MecTa
YypOBEHb B cTomkax LOA.
PasMeLeHme MpepocTtaBneHnMe, MOHTaX W KoMMyTauus obopypoBaHua (compute, network u
storage) B cTorkax LOU. McnonHuteno McnonHuteno
obopynoBaHus
PasmelweHne, nogkawyeHme K nuTaHuto, cetn WHTepHeT u BLIOLO 3akasuuka
CpefcTB  3awWwuTbl  MHboOpMauMmM  3akasuyuka, B TOM 4yucie CpeacTs

KpunTtorpadunyeckomn 3awmnTtel MHGopMaLunm
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1.7.

1.7.1.

1.8.
1.9.

1.10.

[na nogknioyeHusa K Ycayre 3akasuymMK MOXeT Bbl6paTb OANH UIN HECKOMbKO TUMOB NOAKIOYEHNS:

Tabn.4. Tunbl NOQKIOYEHUS K CETU U CETEBbIE CEPBUCHI
Tun noaKnoYeHus OnucaHue

Ona KayeCcTBEHHOro M306paXeHUs U CKOPOCTWU 3arpy3kKu [aHHbIX
nonoca NponyckaHWsa B pacyeTe Ha OQHO BUPTyanbHoe paboyee mecTo
MogkntoyeHne yepes ceTb MHTepHeT 3aka3uMKa Q[oJ/KHaA CoCTaBNATb He MeHee 2 M6ut/c. Monoca
NPONyCKaHMs paccymMTbiBaeTCsl 3aKa34yMKOM CaMOCTOATENIbHO UCXOAs U3
KOJIMYecTBa BUpPYTa/bHblX paboynx mect

Cnocob noakAwyYeHnsa, MNO3BONAKWMIN rapaHTUPOBaTb NapaMeTpbl
KaHana cBaA3n. BbioeneHHbI KaHan CBA3W COCTOUT U3 ABYX YacTen:
1. KaHan cBA3M OT MHOPACTPYKTYpPbl 3aKasumka K y3ny CBA3U
Cloud, pacnono)eHHoMy Ha MMTC-9, MMTC-10
2. OT MMTC-9, MMTC-10 o NHdpacTpyKTypbl

MogpobHaa nHbopMauMsa Mo AOCTYMHbIM MOJKAYeHUAM npuBeneHa B MpunoxeHun N2 1.ENT.6. K
[orosopy.

IOns obMeHa JaHHbIMW MeXAay BMPTyalbHbIMKM pabouynmMm MecTaMu MCHOMb3YeTCs BHYTPEHHEee CeTeBoe
B3aMMopOencTBmMe, peannsoBaHHoe Ha b0as3e ceTeBoro obopynoBaHua WcnonHUTeNns M cpeacTBaMu
rmnepsmsopa.

MopokntoyeHne yepes BblOENEHHbIN
KaHan cBAa3un

OnucaHune ceteBblx cepsmcos SDN cogepxuntca B n. 1.9. MpunoxeHna N2 1.ENT.1.1. k [lorosopy.
LLlabnoHbl BUPTYanbHbIX paboynx mecTt n obpasbl OC.

B pamkax Ycnyrm 3aka3uymMK MOXeT CaMOCTOATE/IbHO BbIMOJIHUTL MMMNOPT/3KCNOPT cobcTBEHHOro ob6pa3a
BUpPTYyanbHOro paboyero MecTta. Bo3aMOXHbIN BapmnaHT paboTbl c 06pasamum BUPTYyanbHOro paboyero mecra:
3aKa3yMK CaMOCTOSITENIbHO OCYLECTBASEeT MMMNOPT/3KCNopT o06pa3oB BUPTyanbHbiX paboumx MecT,
ncnono3sya KY ENT. 3a QononHuTenbHylo nfaaTy 3akasuuky npenoctaBnsetcsa LOCTyn K KaTanory cC
wabnoHaMm BMPTyanbHOro paboyero mecTa C NpenyCcTaHOBMEHHbIMW OMNEepPaLMOHHbIMK cucTeMaMn. Mpun
MMAOPTE M MCNOSb30BaHNM 3aKa34MKOM COBCTBEHHbIX 06pPa30B BMPTYasibHbIX MalWH, KOTOPbIE HE UMEIOT
opuMUManbHON COBMECTMMOCTM W OT/INYAKTCA COrTaCoBaHHbIX KOHbuUrypaumi, WcnonHuTenb He
rapaHTupyeTt paboToCnOCOBHOCTb AaHHbIX BUPTYaNbHbIX pabouynx MecT, U pelleHne BO3MOXHbIX Npobnem
He perynupyetcsa gencteytowmmM CornaweHneM o6 ypoBHe npefocTaBneHum Yonyru.

AyTeHTMdUKauMa 1 NOANTUKKN JOCTyna.

OkasaHue ycnyrm BO3MOXHO TOJIbKO MpW MNpenocTaBieHMn 3aka3dymkoM [OCTyna K KaTtanory Active
Directory n cepsepam DNS. Active Directory ncnonb3yetca gna ynpaBneHUs 3aKa3yMKOM OOCTYNoOM
nonb3oBaTenen K pPas3BEPHYTbIM BUPTya/ibHbIM paboumMm ™MecTtaMm, nonutukamu (Group Policy) wu
peructpauum BUPTYyasibHbiX paboumx ™MecT. [Mpu oTCcyTcTBMM Yy 3akasumka Active Directory unm
HEBO3MOXXHOCTM OpraHM3aunmn KaHana cea3un, H@pacTpykTypa Active Directory MmoxeT ObITb pa3melleHa
Ha pecypcax ycnyrmn «BuptyanbHbii LLOO», npegocTaB/ieHHbIX 3aKa3umnKy. 3akasuuk B katanore Active
Directory co3paéT TeXHMYeCKY YYETHYIO 3aMnCb C MMHUMAaIbHbIM HABopPOM NpuBMAErMin, HEOBXOaMMbIM
AN NpefocTaBneHusa ycnyru. YKasaHHble NPUBUIErMM MOXHO Ha3HayaTb Ha CMeuManbHO CO3AaHHbIN
Organization Unit n He pacnpocTpaHATb Ha Becb KaTanor. B Organization Unit aBToMaTuyeckn byayt
co3paBaTbcs 06bekTbl TMNa «KomnboTep» oA perncrpaunm CosfaHHbIX BUPTYanbHbIX paboymx MecT.
MuHUManbHO HeobxoouMmbit Habop ykasaH B Tabnuue 5. Ha cepBepe DNS 3aKka3umk BbIMNONHAET
HacTponky «YcnoBHasa nepecbinika DNS» (Conditional Forwarder) gna nepeHanpasneHua DNS 3anpocos
K poMeHy MicnonHutensa Ha onpepnenéHHble DNS cepBepbl.

Tabn.5. Npueunernmn Active Directory ons TEXHUYECKOM YYETHOM 3anumcu
MpuBunerun TexHM4ecKom y4éTHou 3anucu B Active Directory 3anuchb

OTBETCTBEHHOCTb 3a

Ha3BaHue Komy npepocTaBneH gocrtyn
npepocraB/ieHue

List Content 3aKas4ymk NcnonHutenb
Read All Properties 3aKa3umk McnonHutens
Write ALl Properties

3aKas4ymk NcnonHuteno
Read Permissions

3aKas4ymk NcnonHutenb
Reset Password

3aKas4ymk NcnonHutenb
Create Computer Objects

3aKas4ymk NcnonHuteno
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1.11.

1.12.

1.13.

1.14.

Delete Computer Objects

3aKas4ymk NcnonHutenb

CeTeBad CBA3aHHOCTbD.

CeteBon gocTtyn K Katanory Active Directory n DNS obecneumBaeTca 3aka3uMKOM U MOXET OblTb
opraHmsosaH c noMoubto L2VPN/L3VPN unu BblAeNeHHOro KaHana cBs3un.

MporpamMHaa nnatdopmMma. Ycayra peanvsoBaHa Ha 6ase nnatdopmbl BMpTyanmsauuun. B kadecTse
WHCTPYMEHTa peannsaummn obiayHon MHGpacTpyKTypbl 1 GOPMUPOBAHMSA 30/10TbiX 0OPa30B UCMO/b3yeTca
KY ENT. Ons co3pgaHusa v ynpaBneHuUsa BUPTyanbHbiMKM pabounmMmu CTONaMM UCMNONb3YEeTCa KOHCO/b

ynpaBfeHns BUPTyanbHbIMKM paboymMMm MecTaMu.

OTKGBOyCTOVI‘-I MBOCTb BbIYNCANUTENIbHbIX Y3/10B

peanusoBaHa cpeacTtBamMu nnatGopMbl BUPTYanu3aumm Ha 6ase TexHonorum High Availability (HA).

AnnapaTHas nnatdopma:

Tabn.6. KOMMNOHEHTbI M XapaKTePMUCTUKM annapaTHoi naatdopMbl

KoMnoHeHTb!

XapaKTepucTuku

CepsepHada nnatdopma

B KayecTBe BbIYMCIUTENbHOM NNATHOPMbI WUCMONb3YOTCS CEepBEpHble
peleHnss KOpnopaTUBHOrO YPOBHSA, 6Gasupylolwmecs Ha npoueccopax
APXUTEKTYpPbl X86/64.

[na opraHvMsauMm cepeBMca nNpefoCTaBNEeHUS BUPTYaNbHbIX AUCKOB
NMPUMEHAIOTCA CUCTEMbl XpaHeHUs [AaHHbIX YpoBHA middle-range ¢

cxa pe3epBMPOBAHMEM OCHOBHbIX KOMMOHEHT, TaKMX Kak 610KM NuUTaHua,
KOHTPONNEpHbIE MOLYNN.
basupyetca Ha o060pyaoBaHMM BepylMx NpPoOU3BOAUTENEN, KOTopoe
obecneuynBaeT:
- BbICOKWUI YpOBEHb KOHTpONSA M 6e3onacHocTu B6narogaps NOTOKOBOM
TeNeMeTpunm W ynpexpalweMy aHanauMsy Ha JIMHENHOW CKOpOoCTU
nepepavu;
- BbICOKYIO NpPOM3BOANTENbHOCTD NPUNOXEHUI 6naropaps
WHTeNnneKTyanbHblM 6ydepamM 1 OTCYTCTBUIO NOTEPM MaKETOB;
CeTb - BbICOKYIO MpPOWU3BOAMTENBHOCTb M MaclwTabupyemocTb 6Gnaropapsa

MYNbTUCKOPOCTHbIM nopTtam 1/10/25/50/100G.
CeTeBas noacuctemMa peanusoBaHa C MNpuMeHeHueM Tononorum Leaf -
Spine, koTopas obecneynBaeT cnegylLlme NpemMMyLLeCTBa:
- NpencKasyeMoCTb 3aJepiXKekK;
- BbICOKMW ypOBEHb MaclTabupyemocTtn 6e3 npepbiBaHUa paboTbl ceTu;
- 3aWuTy OT NOSIBNIEHUS NeTenb;
- BbICOKMW YPOBEHb aBTOMaTU3aLMM ynpaBieHUsa U NOALEPKKMN.

MpepocTaBneHne [OCTyna K NporpaMMHOMY obecrneyeHmto OCyLLeCcTBNSETCA B COOTBETCTBUM C YCIOBUAMM
M NOPSAOKOM, NpeaycMoOTpPeHHbIMU B NyHKTe 1.13. Mpunoxenna N2 1.ENT.1.1. k [lorosopy.
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2. BA30BAA ®YHKUMOHANDBHOCTb W METPUKUN YCNYTU

2.1. Ycnyra BupTtyanbHoe paboyee Mecto onucaHa B Tabnuue 7:

Tabn.7. MapameTpbl npegocTaBnsemMbix Ycnyr

CepsBuc

Tapuduunpyembie eaUHULLbI

XapaKTepuCTUKU U METPUKU

JonycTtumbie
3HayeHus

basosag 4actoTta npoueccopa vCPU

He meHee 2, 6 Ty,

BupTyanbHbIM wno3 (WT.)

Host CPU Ready time MeHee 5%
. PekomeHayemoe kon-Bo VCPU Ha BupTyanbHbiin cepep (LUT. 1-24 wr.
BbluncneHuns BupTyanbHbIM npoueccop (wT.) hy PTY paep (W)
OonycTuMbii 06beM VRAM Ha BUpPTYyallbHbIA cepBep 1-768T6
RAM Swapped 0%
SSD IOPS. 2TanoHHble 3Ha4YeHus 5000 IOPS/1 Tb
XpaHunuue CpenHee BpeMsa goctyna K SSD Storage Ha BUPTyasibHON MalluHe 0 MC - 5 MC
LaHHbIX BMpTyanbHblii )XeCTkuit anck SSD (6) OonycTUMbI 06bEM OQHOIr0 BMPTYaNlbHOMO XXECTKOro gncka SSD Ha BUMPTyaNbHbIN 1 - 4096 I
cepsep
Lar ygennyeHuns pasmepa BUPTyasbHOro AMCKa B 4ONYCTUMOM AuMana3oHe 1Thb
Yepes cetb MIHTEpHET [Monoca nponyckaHms 10-1000 M6wuT/c
C™m. n. 1.3.2.
BblaeneHHbI KaHan cBsA3n OnucaHue nogknwveHusa cM. B N.1.3.2. MpunoxeHunsa N2 1.ENT.6. Kk lorosopy. I'Ip?nEo':fregmi Ne
Lorosopy.
Cetesbie CpeqHss ceTeBas 3afepXKKa B Mpegenax cetu nepefayun AaHHbix Cloud 0 MC - 5 MC
CepBUCHI 6
MponyckHaa cnocobHOCTb Ha BUPTYalibHbIN cepBe
porny PTy peep MpoueHT NOTEPSIHHbIX MAaKeTOB B Npefenax cetTu nepepayn gaHHbix Cloud 0% - 0,2 %
CpefnHasa ceTeBas 3afep)ka B npepenax cetu nepepgaym gaHHbix Cloud 0 Mc - 5 MC

MponyckHas cnocobHOCTb

He 6onee 10 I6/c

LocTyn K wabnoHy CepesepHan onepaunoHHas
cucTema:

vCPU;
vCPU (wT.)/ KaneHpapHbI Mecau3.

CepBepHas
BupTyanbHoe paboyee MeCcTo pasMepoMm 4 1 MeHee onepaunoHHas
vCPU; BupTyanbHoe pabouee . . cuctema 2019
locteBas OC 3 BUPTY P . LabnoHbl CepBepHOM ONepaLMoOHHON CUCTEMDI
MecTo (WT.)/ KafeHaapHbIn Mecau3; CepsepHas
BupTyanbHoe paboyee MecTo pasmMepom 6onee 4 onepaunoHHas

cucteMa 2022

3 MUHUManbHbIN Nepuoa TapubuKaunm — KaneHaapHolin Mecau. Hayano Mcnonb3oBaHUs, HauMHas C NepPBOM MUHYTHI, UM NPOLO/KEHUE UCNOIb30BaHUA YCIYyrM B OTYETHOM Nepuoae npeanonaraeT cnvcaHve
CTOMMOCTM 33 NOJHbIV KaNeHAAPHbIN Mecal. HenonHbli KaneHaapHblii Mecal, UCNob30BaHUA YCyrv, HauMHaa C NepBon MUHYTLI, OKPYFAETCA A0 MOSIHOMO KaneHAapHOro Mecaua nosib3oBaHusa Ycnyrom.

CtpaHuua 9 n3 11




3. TAPUDUKALUA YCNIVTU

3.1. Tapudukauma Yenyrm ctatudeckasa (Allocation).

3.2. BennunmHa exeMecAa4yHOro njaTe)a 3a noNb3oBaHMe Ycnyron onpenenserca B COOTBETCTBUM C
3aKa3aHHbIM OOBLEMOM MEPEYUCNEHHbIX HUXXE PecypcoB W onuuin. [OOCTynHble pecypcbl M ONuUK
nepeyncneHsl B Tabnuue 8.

Tabn.8. KoHdUrypaumm BupTyanbHbiX paboumnx mect

HaumeHoBaHue pecypca EnvHuubl nsmepeHns KpaTHocTb 3akasa
BupTtyanbHbi npoueccop (vCPU) wr 2
BuptyanbHaa namMatb (VRAM) re 2
BupTyanbHbIM XecTKU amck (vSSD) re 10
TapudHbIN nnaH Linux wr 1
TapudHbii nnaH CtaHpapT wr 1
TapudHbIN NnaH PacliMpeHHbIN wr 1
TapudHbIN nnaH MpoaBUHYTLIN wr 1
MpepocTaBneHne focTyna K K wabnoHy W 1
CepBepHas onepaunmoHHasa cucTeMa

3.3. PaboTbl MO HAcTpOWKe M agMUHUCTPUPOBAHUIO YCAYrKM He BXOOAT B TapuUdHbLIA NNaH U onnadmMBatoTca
oTOenbHO B cocTaBe ycnyru Managed Services?.

3.4. Ona Kaxpon KoHgurypauum BuUpTyasibHOro pabodero MecTa AOCTYMHbl YeTblpe BapuaHTa TapugHOro
nnaHa: Linux, CtaHgapT, PaclwmpeHHbin, MpoaBuHYTbiN. OnncaHe TapudHbIX NIaHOB NpPeacTaBleHo B
Tabnuue 9.

Tabn.9. KoHdUrypaumm BupTyanbHbiX paboumnx mect
TapudHbIv nnaH
KoMnoHeHTbl . o n BUHYT
Linux CtaHpapT PacwupeHHbIn poﬂ'm Yy
MapannenbHblii nonb3oBaTenb (CCU) Oa Oa Oa Oa
MIMeHOBaHHbI Nofb30BaTesnb Hert Hert [a [a
Pabounii’'cTon 1 NpUNoXKeHus
BupTyanbHbie paboumne cTonbl C
PTY ‘3 . Hert Da Da Ha
OnepauMoHHON CUCTEMOM
BupTyanbHble
. a Hert Hert a
paboyune ctonbl OC Linux A A
MpunoxeHus, pasmelweHHble Ha Linux Het Het Het Ha
YaanéHHbln GUanyeckmi
. . Hert a a a
poctyn K NK ¢ OnepaunoHHON cucTtemon A A A
MpunoxeHus, PasMeLlueHHble Ha BUPTyalbHbIX Her Her Her Na
MalmrHax ¢ OnepaunoHHON CUCTEMON
YnpasneHue
Rest API Hert Hert Hert [a
MrHOBEHHbIE K/TOHbI ANA
HEeMOCTOAHHbIX
a a a a
pabouunx cTonos A A A A
(mocTynHbl gna 8.x)
MonHble KNOHbI ANns
NOCTOSAHHbIX Da Da Da Da
paboymnx cTonos
Mpodunb nonb3oBaTensa U NnepcoHanmMsaums La La La HeTt
CraHpapT,
Mpodunb Nnonb3oBaTens, NnepcoHannsauns Het Het Het Ha
W UHTENNEeKTya/lbHble MONTUKN
FnobanbHbin
ypOBEeHb Npas C La La La Ha
apxutekTtypou Cloud Pod
MHCTPYMEHT CNpaBoYHOU CNyXObl Het Het Het Ha
[ocTtyn nonb3oBaTesiel U NPOTOKObI
MpoTokonbl Blast Extreme, PColP, RDP Oa Oa Oa Oa

1 CM. nogpo6Hee MpunoxeHne N2 11 k joroBopy.
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3.5.

4.1.

4.1.1.

4.2.

4.2.1.

4.3.

4.3.1.

4.4,

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

WNHCTPYMEHTbI 418 COBMECTHOI paboTbl

OpraHu3auma COBMECTHbIX CECCUI B paMKax
P 4 P Het Het Het Ha
OLHOro BMPTYyanbHOro paboyero mecta
OnTMMM3nMpoBaHHOE BUAEO
P R A Het Het La Ha
1 ayauo gna Microsoft Teams

MeToomMKa pacyéToB noTpebnsaeMblXx pecypcoB npepnofiaraeT TapubMKaLM CYyMMbl 3HaYeHul
NpenoCTaB/IeHHbIX BUPTYabHbIX paboynx MecT 3a OTYETHbIN Nepuod B COOTBETCTBMU C TapudoM. CueT
BbICTAB/IAETCA HAa OCHOBE CYMMbl 3HaYEHUN.

4. WHbLIE YCnoBusd, NPUMEHUMDIE K YCNTYTE

BO3MOXXHbIE BUAbI MOAKOYEHNS [ UBMEHEHUS [ OTKOYEHNS YCIYr:
MocpencTBoM nognucaHma 3akasa (c y4étom n. 4.6. HacToAawero MpunoxeHus).

BO3MOXHbIN NopaaoK pacdyétos no Ycnyre:
MocTtonnarta.

Bo3MOoXHble cnocobbl onaThl / NOPSAAOK NOnosHeHMsa 6anaHca:
OnnaTa B 6e3HaNMYHOM NOPALKE Ha OCHOBAaHWM BbICTaBNIEHHOrO MCnonHuTenem cyéta.

3aKka3uunk obasyeTca cobntopgaTh corfiacoBaHHoe € MICMONHUTENEM KONMYEeCTBO BMPTYasbHbIX paboumx
MECT M UX KOH(pUrypaumo ykasaHHoe B bnaHke 3akasa. B cnydyae, ecnu 3akasuumk M3MEHWUN paHee
COrNacoBaHHOE KOMYeCTBO Paboymx MecT nnu KoHourypaunio, ICnonHuTeb He HECeT OTBETCTBEHHOCTH
3a ux paboTocnocobHOCTb M BMpaBe OTKAKYUTbL BUPTyanbHble paboune MecTa, NpepoCcTaB/iEHHble
3aKa3sumnky.

3aKa34yMK CaMOCTOATE/IbHO HECET OTBETCTBEHHOCTb 32 paboTocnocobHOCTb MporpaMMHoro obecnedyeHus,
yCTaHaB/IMBAEMOro Ha BMpTya/bHble paboyne MecTa.

CTOpPOHbI YCTAHOBMAM Cnenylni nopaaok 3akasa Ycnyru:

3aKas3 Ha nopgkJitodeHune Yciyrn OomKeH 6biTb HanpaeieH McnonHuTento He no3gHee, YeM 3a 3 (LWeCTb)
pabouynx goHen 0o Oatbl Hayana okasaHua Ycayru;

B TeueHune 1 (Tpex) paboumx gHen NcnonHUTENb MU ero YNoNHOMOYEHHbIN npenctaButens obasyerca
paccMoTpeTb 3akas Ha YCAyry U HanpaBuTb ULy, HanpaBuBLIEMY 3akas, OTBeT (MOAMMCAHHbIN CO CBOEN
CTOPOHBI 3aKa3 UM 0TKa3 B NpepocTaBieHnn Ycnyrm ¢ 060CHOBaHMEM MPUYMHDI);

B cnyyae cornacosaHuns CtopoHaMu 3akasa Ycayra no Takomy 3aka3sy npenocTaBniseTcsa B gaty Hadana
OoKazaHua Ycnyru, 3apmMKcMpoBaHHyo B 3akase, ¢ 10:00 No MOCKOBCKOMY BPEMEHMU.

3aKa34ynK HeceT OTBETCTBEHHOCTb 3@ COXPAHHOCTb OAHHbIX U MPUHUMAET CaMOCTOATE/IbHO Mepbl MO UX
COXpPaHeHUIO npu oTkase oT Ycnayru. MNpu oTkase oT Ycayrm MICnonHuTenb Bnpase yoanuTb AaHHble
3aKasumnka no nucredeHmn 5 (natu) paboumx gHem nocse oTkasa ot Ycnyru.
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