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NMPUNOXXEHUE N2 1.CRS.2.1.
K [lorosopy

OINMMCAHME N YCINOBUA NMPEOOCTABJIEHNA YCITYT

BALLNTA OT DDOS-ATAK (QRATOR)», «3ALLITA BEB-TNPUTOXEHIA (QRATOR)»

1. OBLWAA UHOPOPMALMA U ONMNCAHUE YCNYT

Ycnyra «3awumTta ot DDoS-aTtak (Qrator)» - ycnyra no 3awuTte OT atak 0TKasa B 06CyXMBaHUU UK
DDoS-atak cepBucoB! 3akasumka, AOCTYNHbIX Mo npotokonam HTTP, HTTPS AKX MHbIM NPUKIaaHbIM
npoTOKoOMaM, nogeep)xeHHbiM DDoS-aTakam.

Ycnyra «3awuTta Be6-npunoxxeHui (Qrator)» — ycayra no punbrpaunm Beb6-tpaduka oaa 3awmTbl OT
aTak, HanpaBfeHHbIX Ha 3KcnayaTauuo yassumocten WEB-npunoxeHuin (pyHkuma Web Application
Firewall, WAF). Ycnyra «3awmuta Beb-npunoxeHun (Qrator)» npenoctaBngaercs 3akaszuymMkaM TOMbKO
COBMECTHO C ycnyron «3auwmTa oT DDoS-artak (Qrator)».

Ycnyru npenocTaBnanTca B cotpyaHudectse ¢ 000 «3n4d-anb-3nb» (Qrator Labs, nanee - MapTHep).

Ycnyru npenoctaBnsaTca Ha 6a3e obnadHoro peweHusa MapTHepa no 3awmte ot DDoS-atak M aTtak,
HampaB/iEHHbIX Ha 3KcnayaTtaumio yassuMocTer WEB-MpUNOXKEHUN, peann3oBaHHOTO C MOMOLLbIO
oTOEeNbHON MHDPACTPYKTYpPbl 0bnavyHoln nnatdopMbl MNapTHepa, BKAYalolWen Gofiee OecaTy LEHTpPOoB
06paboTkum aaHHbIx (LLOO) no BceMy Mupy, B ToM umncie Tpu LUIOO B Poccum (panee — O6nako MapTHepa).
Cetb O6Gnaka [lMapTHepa CNpPOeKTMPOBaHa W MNOCTPOeHa B pacyeTe Ha paboTy nond NOCTOAHHbLIM
Bo3gencteneM 6Gonbworo ymcna DDoS-atak. Y3nbl ¢punbtpaumm Ob6naka [lMapTHepa NOAK/YEHbl K
KaHanaM KpynHemwmnx MarmctpanbHbix MHTepHeT-npoBanaepos CLUA, Poccuun, 3anagHon 1 BocTouyHom
EBponbl, KOro-soctodyHon Asum. Takum 06pa3om, B OT/IMUME OT CeTell onepaTopoB XOCTUHra (0COBEHHO,
BUPTyanbHOro), cetb Obnaka MapTHepa CNpOeKTMpOBaHa B pacyeTe Ha 3KCTPeMalibHble Harpysku, u
aTaka? Ha OOMH 13 pecypcoB, 3alwuaemolx O6nakom MapTHepa, HUKAK He BIUsAeT Ha paboTocnocobHOCTb
Opyrux 3awmuaemblx pecypcoB (canmtoB, WEB-npunoxenun). B pamkax Ycayrn «3awmta Beb-
npunoxxeHuny» Obnako MapTHepa obecneymBaeT Kak npotusoaencTtene DDoS-aTtakaM, Tak 1 3aWMUTy OT
XaKepCKMX aTak, HanpaB/ieHHbIX Ha 3KCNyaTaunto yS3BMMOCTEN CEPBMCOB 3aKa3umKa.

Ycnyru no ¢gpunbTpaumm Tpadmka 3aki4valnTca B 0O6bABNEHUN CEPBEPOM MW BUPTYaNnbHOM MallUHOMN
3aka3suunka punbrpytowero Obnaka MapTHepa NyTeM BHECEHMA COOTBETCTBYHOLLMX 3anuMcen B onmcaHue
DNS-30HbI, K KOTOPOW MPUHAONEeXUT CepBep UM BUPTYyasibHasa MallMHa 3aka3uymka. Ha ¢dunbtpyowem
Ob6nake lMapTHepa NPOUCXOAWUT MOC/fefoBaTeNbHOE BbINOIHEHWE CMEAYILWMX onepauui C JaHHbIMU,
nepegasaembiMu Ha cepeep ¢ FQDN cepeepa 3aka3uumka:

. npuem nepepaBaeMbix Ha FQDN cepBepa (MnM BUPTYasibHOM MallnHbl) 3aKas3duka, Ha KOTOPOM
(GYHKUMOHMPYIOT ero 3allmilaeMblii cepBuc, 3anpocoB (NpuemM Bxoaalero Tpadunka);

. aHanM3  CTPYKTypbl 3anpocoB (aHanu3 Bxopsdllero Tpadwuka) Ha nNpeamMeT  Hanuyusa
NnoCnefoBaTe/IbHOCTEN  OaHHbIX, CMOCOOHbIX MOBMEYb HEKOPPEeKTHoe (GYHKUMOHUPOBaHME
3alMLWL,AeMoro cepBmnca 3aKasumnka;

. OTCEeYEHME 3anpocoB, COAEpXXalMx MocnefoBaTeNIbHOCTU [aHHbIX, Hapylalowmne KOppeKTHoe
(GYHKUMOHMPOBAHME 3alUMLIAEMOro cepBuca 3akasumka (o4yuMcTKa Bxogawero Tpaduka ot
BPEOOHOCHOWM COCTaBNAOLWEN);

. nepeHanpasneHne Bxoaawero TpaduKa, OUYMLEHHOrO OT BPEOOHOCHOM COCTaBnsawoLWen,
(nernTuMHoro Tpaduka) Ha peanbHblil IP-agpec cepBepa UK BUPTYaNbHOM MallWHbl 3aKa3uuMka, Ha
KOTOPOM YHKLMOHMPYET €ro 3almiaemMblil cepeuc.

Mocne nogkato4yeHnsa Ycnyrm «3awmta Beb-npunoxxeHmn (Qrator)» Tpadurk 3akasyumka NOCTOSAHHO, BHe
3aBMCMMOCTM OT Ha/IM4MA aTaku, NocTynaeT B ceTb obnaka MapTHepa 1 aHanM3upyeTca UM. JIerMTUMHbIN
(«ounLEeHHbINY) TpaduK MepeHanpaBAfeTca Ha 3alulaeMblil CepBUC 3aKasuyuka, pas3MellaeMbin B
MHdpacTpykType. Takaa cxema paboTbl no3sonseTr y3naMm ¢unbtpauum MapTHepa chopMUpoBaTb
npodunb Tpaduka, KOTOPbIA ABNAETCA HOPMOW AN KaXOOoro cepBuMca 3akasumka B OTOENbHOCTU, U B
cnydae nobbix OTKIOHEHUI pearnpoBaTth Ha 3TO.

Mepenavya nerntMMHoro (ouuuieHHoro) Tpaduka oT Ob6naka MapTHepa [0 WHdpacTpyKTypbl
OCYLLECTBNSAETCA C WCMNOSb30BaHWMEM BbIOE/IEHHOrO OMTMYECKOro KaHana CBSA3W, OpPraHu3yemMoro u
noaaepXmBaeMoro cunamm McnonHutensa n MapTHepa. YKasaHHbIM KaHan U301MPOBaH OT ceTn MIHTepHeT
N NOCTPOeH Ha 6a3e pe3epBMPOBAHHbLIX ONTUYECKMUX NUHUIN CBA3K.

13pecb 1M panee no TEKCTY AOKYMEHTa NoOA «CepBMCaMM 3aKasuMka» nogpasyMmeBatoTcs nobble cepBUCH, AOCTYMHblIE MO npoTokony HTTP, HTTPS
WAN UHBIM NPUKAagHbIM NPOTOKONaM, nogsepxeHHbiM DDoS-aTtakaM, B TOM ynucie, HO He orpaHuymasicb WEB-caiTaMu, LOMEHHbIMU UMEHaMMU,
MHTepHeT-MarasnHamu n npodynmm WEB-cepsucamm 3akasuunka.

2 3pecb M pganee no TeKCTy AOKYMEHTa Nop «aTakaMu» nogpasymeBaeTcsd Nobas M3 aTak, yKasaHHbix B n.1.1. u/ unm n. 1.2. MpunoxeHua N2
1.CRS.2.1., ecnu KOHTEKCT HE COAEPXMUT MHOMO NPSAMO YKA3aHHOIO 3HaYeHus.
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1.8. Insa obecneyeHns BO3MOXHOCTM paboTtbl WAF B cocTaBe ycnyrmn «3awmuTta Be6-npunoxeHmin (Qrator)»
HeobxoomMa nepepada M 3arpyska B O6nako MapTHepa 3aKpbiThix Kato4ven wudposBaHua SSL/TLS,
MCMofib3yeMblX 3aKa3yMKOM [Ad OpraHu3auMm 3alMLEeHHOro [OoCTyna K CepBMCaM 3akasumka C
Mcnonb3oBaHMeM npotokona HTTPS.

1.9. O6uwan apxuteKkTypa pelweHuns Ycayru npMBegeHa HuKe Ha Puc.1:

Mepenaya xypHanos aocTyna

ABTOMaTH4ecKoe (hopMMpOBaHUe CIUCKOB -
B Ha y3nbi ouncTkn AntiDDoS

[AOCTyna Ha OCHOBE NOBEeAeHYeCKOro aHanusa

OuMweHHbIN Tpadnk

Bupryanuuuit LOJ| Knwenra

—

HTTPS CEPBEP KIMEHTA

BblaeneHHbIN onTHYeckuin
KaHan cBasu

ili: SberCloud

Puc.1. O6uaa apxumekmypa pelieHus Ycayru

1.10. B cocTtaBe Ycnyru «3awmta ot DDoS-atak (Qrator)» ocywectenaercas:

NOQKOYEHME K yCNyre;

punbTpaunsa Tpacduka ot DDOS-aTak Ha BCEX YPOBHAX;

¢punbTpauna HTTPS-Tpaduka ot DDoS-aTak Ha NPUKIaAHOM YPOBHE MPW YCNOBUKW NPenocTaBneHmns
(packpblTMA) 3aKa3uyMKOM 3aKpbITbiX KAk4den wndposaHna SSL/TLS pna mx 3arpyskm B O6nako
MapTHepa;

nepeBoj cepBuca 3aKasuymKa Ha UCNonb3oBaHMe npoTokona HTTPS3 ¢ ncnonb3oBaHneM 6ecnniaTHbIX
3aKpbITbiX KNtoUen wnudposaHma SSL/TLS ot Let’s Encrypt, 3arpy»aembix B O6nako MNapTHepa;
nepepava ounileHHoro Tpaduka ot Obnaka MapTHepa A0 pasMewaemoro y MicnonHutensa cepsBuca
3aKa3yuMKa C MCNOIb30BaHMEM BbIAEIEHHOro ONTUYECKOrO KaHana cBa3u;

OanaHcupoBKa Tpaduka cepBuca 3akasuuka Mexay y3namm O6naka [MapTHepa, a [panee -
pacnpepeneHue TpadmKa Mexay cepBmcamm 3akasumka, QyHKLMOHUPYOLWMMIK B MIHDpacTpyKType, no
onpefeneHHoOMyY anropuTMy;

MOHWUTOPUHI MPOM3BOAUTENbHOCTM 3alUMLLAEMOr0 CepBMCa 3aka3umka C OMOBEeLEeHWEM Mo
3M1eKTPOHHOM NoYTe 0 BO3HMKaKWMX npobnemax B ero paboTe;

npenocTaBieHne [JoCTyna K CUCTEME MOHMTOPMHra Tpaduka B PEXUME pPeanbHoro BPeEMEHMU
nocpencTeoM JInyHoro kabuHeTa;

c6op 1 oTobparkeHne noapobHON CTAaTUCTUKK Mo TPaduUKy cepBuca 3akasumka B JIMUHOM KabuHeTe;
NnpenocTaB/ieHMe eXXeMecayHbIX NoapPobHbIX 0T4eToB 06 MHUMAeHTax B popmaTte PDF.

1.10.1. [Ona nopkntoyeHusa Ycnyrn «3awmta oT DDoS-atak (Qrator)» 3akasumnk 4o/HKeH BbibpaTbh Tapu@HbIA nnaH
Ha OCHOBaHMW MNpepnofsilaraemMoi MONoCbl BPEAOHOCHOro Tpaduka, rapaHTUMPOBAHHOM [LOCTYMHOCTM
3allMLAeMbIX CEPBUCOB U HEOOBXOAMMOW OOMNONHUTENIbHOM BYHKLUMOHAIbHOCTU:

Tabn.l. TapudHble nnaHbl Yenyrm «3awmta ot DDoS-atak (Qrator)»

HaumeHoBaHue Professional Business Corporate

TapudHOro nnaHa (Pro) (Bsns) (Corp)
Bk/itoueHa nonoca GunbTpaumm BpeaoHOCHOro 10 F6uT/cex 50 F6uT/cek 500 F6uT/ceK
(HexxenaTenbHoro) Tpaduka, no:
BkntoyeHo TpadumKa B TapudHbIN nnaH 10 M6uTt/c
FapaHTMpoOBaHHas [OCTYMHOCTb CEPBMCOB B 97% 99% 99.5%
Mecsu, He MeHee
TapudurumnpyeMbit Tpabmk NernTUMHbIN

3 BxoguT BO BCe TapudHble nnaHbl Ycnyru (6es camoctoaTenbHOM Tapudukaumum).

3B c/lyyae ecnu paHee A8 [OCTyNa K 3alMLaeMoMy CEPBUCY 3akasumka ucrnosb3osancs npotokon HTTP.
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OnnaTta nonocbl Tpaduka CBEPX BKIOYEHHOIO
B TapuUdHbIM NNaH, 3a Kaxablin Méut/c

TapudnuMpyeTca AOMONHUTENbHO

®dunbtpauma  HTTPS ¢ MCNonb3oBaHWEM

o BKJ/1IOYEHO
NPUBaTHbIX KNtoYen KnmeHTa
MpepocTaBneHne ceptTudukaTos Let's Encrypt BKJIIOYEHO
AKTMBHaA npoBepKa OOCTYMHOCTM MN/OWanoK BK/IIO4EHO

P P pocry twan He npegycmoTpeHo

KNVeHTa
®dunbtpauma HTTPS 6e3 wmcnonb3oBaHUA BKJIIOYEHO

. He npegycmoTpeHo
NPUBATHbIX KNKOYen
JocTyn K API He npeagycMoTpeHo BKNlOYEHO
MpsiMoe NoaK/YeHNEe B CYLLECTBYHOLWMNI CTbIK
c MHbpacTpykTypon McnonHutensa QDC (Qrator He npepycmoTpeHo BKJIIOYEHO
Direct Connection)

JononHuTenbHbIe yCNnyru Professional (Pro) Business (Bsns) Corporate (Corp)
Mpepoctasnenve IP-agpecos (ceepx 1 IP- Tapuduumnpyetca Tapuduumnpyetcs Tapuduumnpyetca
ampeca, BK/IOYEHHOTro B TapubHbI nnaH), OOMONHUTENbHO OOMONHUTENbHO OOMONHUTENbHO
eXxemMeca4yHo
basoBaa GanaHCcMpoBKa OYULLEHHOTO Tpadumka
mexgy |P-agppecamu (He 6Gonee  OByX BK/IOYEHO

ancTpuMoB no anropmutMmy Round-robin)

banaHcuMpoBKa OYULLEHHOrO Tpaduka Mexay
IP-agpecamun 3akas4duka
QLB (Qrator Load Balancing), exxemecayHo

He npegycMmoTpeHo

TapuduuMpyeTca AOMNONHUTENbHO

Ycnyra 3awntel Websockets (npokcupoBaHue | Tapuduumpyetcs BKIOYEHO

TCP coeanHeEHUN), eXXeMeca4YHo 0OMNONTHUTENbHO

MopgknoyeHne K MHbpaCcTpyKType

McnonHuTens nocpeacTBOM aHOHCAa CeTEBbIX Tapuduumnpyetca

bea He npenycMoTpeHo puduuMpy

npednKcoB 3akasymMka Mo npoTtokony BGP, [OMOAHUTENbHO

eXXeMeca4yHo

MpepocTaBieHMe BbIAEIEHHOrO MopTa Ha

obopynoBaHum McnonHutens ns Tapuduumnpyetca
PyA R He npenycMoTpeHo pubuumpy

opraHusaumm BOJIC QDP (Qrator Dedicated [OMNONHUTENbHO

Port), exxemecsiuHO

(DVIJ'IpraLLMFI TpadJMKa no reo3oHam, Tapy]d)y]uy]pye'rcg

He npepycMoTpeHo
eXXeMeca4Ho 0OMONMHUTENBHO

OTkasoycTonumebin DNS10, exxeMecsyHo

TapudnuMpyeTca AOMONHUTENbHO

OTkasoycTonumebin DNS10+, exxeMecssyHo

TapudnuMpyeTca AOMONHUTENbHO

OTkasoycTonumsbin DNS100, exxeMecssyHOo

TapudnuMpyeTca AOMONHUTENbHO

OTkasoycTonumebin DNS100+

TapudnuMpyeTca AOMONHUTENbHO

3awmuta oT 60OTOB, €XEeMecsaYHOo, 3a Kaxabli
M6uT/cek (py6.)

TapudnuMpyeTca AOMONHUTENbHO

KawunposaHne koHTeHTa CDN 100, cTOMMOCTb
3a 1T6anT (mo 100 T6aNT BKAOYNTENBHO)

TapudnuMpyeTca AOMONHUTENbHO

KawunpoBaHne koHTeHTa CDN 100+, cTOMMOCTb
3a 1T6anT (cBbiwe 100 T6anT)

TapudnuMpyeTca AOMONHUTENbHO
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1.11.

1.12.

10 M6uT/c npeponsayeHHas nosoca Tpaduka
CBEpPX BK/KOYEHHOr0 B TapudHbIN NnaH

TapudnuMpyeTca AOMONHUTENbHO

50 M6uT/c npeponnayeHHas mnosoca Tpabuka TapudnuMpyeTca AOMNONHUTENbHO
CBepX BK/OYEHHOro B TapudHbIin nnaH

100 M6uT/c npeponnayeHHas nosoca Tpaduka TapuouLMpyeTca LONONHNUTEIbHO
CBepX BK/IIOYEHHOro B TapndHbIK NnaH

200 M6uT/c npegonfiaYyeHHasa nonoca Tpaduka
CBEpPX BK/KOYEHHOr0 B TapMdHbIN NnaH

TapudnuMpyeTca AOMONHUTENbHO

300 M6uT/c npegonfiaYyeHHasa nonoca Tpaduka
CBEpPX BK/KOYEHHOr0 B TapMdHbIN NnaH

TapudnuMpyeTca AOMNONHUTENbHO

400 M6uT/c npegonnadyeHHas nonoca Tpadpuka TapubuumMpyeTcs AONOAHUTENbHO
CBEpPX BK/KOYEHHOr0 B TapMdHbIN NnaH

500 M6uT/c npeponnayeHHas nonoca Tpadumka TapupuunpyeTca 4ONONHUTENbHO
CBEPX BK/KOYEHHOr0 B TapmMdHbIN NnaH

B coctaBe VYcnyrm «3awmuTta Beb-npunoxeHun (Qrator)» ocyuwecTtBnaetrcs 6e3 caMocToATeNbHOM
Tapudunkaumm:

aKTMBHOE CKaHWpPOBaHWE CepBMCa 3aka3umka Ha Hanuyme ysa3BMMOCTEN YPOBHA MPUNOXEHUN,
KOTOpble MOFYT NPUBECTU K €ro B3NIOMY;

npenocTaB/ieHne oT4eTOB 06 0OHaPYXXEHHbIX YA3BMMOCTSAX YPOBHS NMPUIOXEHUI cepBMca 3aka3ymKa
C PEKOMEHAAUNAMM MO UX YCTPAHEHUIO;

npepocTtasneHue ycnyrn «Virtual Patching» B oTHoOWeHUM cepBuca 3aKasymka C aBTOMATUUYECKUM
OTCNEXWBAHMEM COCTOSAHUS YS3BMMOCTM [O MOMEHTa ee YCTPaHeHUs WM KOHTPOMeM KayecTBa
yCTpPaHEeHUNA ya3BUMOCTEN;

3alMTa cepBmca 3akasumMka oT aTak-nepebopa (6pyTdopc naponen n T.4.) - BKAOYAETCA MO 3anpocy
3aKasuuka);

OCyLLEeCTB/IEHNE aKTUBHOM NPOBEPKMN Yrpo3 13 TpadurKa Ha CeEPBUCHI 3aKa3umKa;

dbopMMpoBaHNE NEPUOLNYECKNX OTYETOB.

[nsa nogkntoyeHnsa Yenyru «3awmnTa Beb6-npunoxxeHnin (Qrator)» 3akasumk fomkeH Bbibpatb TapudHbIn
njaH Ha OCHOBaHUM HeobXxoanMoln eMy YHKLMOHAIbHOCTU:

Tabn. 2. TapudHble nnaHbl Ycnyrn «3awmTa Be6-npunoxeHnn (Qrator)»

OBHAPYXXEHME U 3ALLNTA OT XAKEPCKUX ATAK. WEB APPLICATION FIREWALL (WAF)
TEXHOJ1IOrns SOLIDWALL

HaumeHoBaHue TapudHoOro nnaHa Elementary Partner WAF Advisory Partner WAF
BkntoyeHo Tpaduka B All 3 M6uT/c
Onnata nonocobl (Tpadumka) cBepx
BKJ/TIOYEHHOTO B TapuUdHbLIN nnax TapubuumpyeTcs oTaeNbHO
(3a 1 MbuT/c)
BKNOYEHHOE  KOMMYECTBO  3alLMLLaEeMbIX 1wt
cepBuCOB

JononHutenbHble ycnyru

3awnta 1 [MONOSHUTENBHOrO  CepBuUCa, TapuduumMpyeTca oTaenbHO TapuduumMpyeTca OTAENbHO
exxeMecayHo

TapudrumMpyeTca oTAeNbHO
[ononHutensHoe NMPOCTPaHCTBO ons puduunpy A

XpaHeHus, 3a 1 Tb exxemecsa4yHo

CTOMMOCTb  OOMONHUTENbHbIX  YCAyr Mo TapubumumMpyeTca oTAeNbHO
06HapyXeHWio U BNOKMPOBAHUIO CETEBbIX
aTak (Professional Services WAF),
eXxemMecayHo (244)

CTtpaHuua 4 n3 8




1.13.

1.14.

1.15.

1.16.

2.1.

Ycnyru
NoAdepPXKM,

pacwmpeHHom

TeXHUYecKom
OKa3sblBaeMble npu

NOLAK/IOYEHUN HOBbIX CEPBUCOB 3aKasuyumka
(Professional Services WAF)

TapudbuumMpyeTca oTAeNbHO

TexHun4Yeckune xapaktepuctukn Obnaka MapTHepa:

6onee 1000 F6MT/c NAaCCMBHOW NMOSOCHI NPOMNYCKaHUA - AeTepMUHMPOBaHHaa obpaboTka IP-nakeTos
6e3 yctaHoBneHua TCP-coegMHeHuns;
bonee 500 I6uT/c aKTMBHOWM MOJOCHI
obpabaTbiBaeTca M aHann3npyeTcs;

<5% noxkHbix cpabaTbiBaHWI B npouecce oTpaxeHna DDoS-aTaku;

BpeMs 06y4YeHMs CeTM OT MOMEHTa NOAK/IIOYEHNSA HOBOTO 3aKa3ymMKa - MeHee 2 4acoB:

B 33% cny4daes - 00 4 MUHYT;

B 60% cny4daes - OoT 5 MUHYT Ao 1 yaca;

BpeMsa cTapTa GunbTpaumm aTakm Ha «obyvyeHHOM» Tpaduke - B 80% cnydyaes A0 2 MUHYT OT Havana
aTaku;

nobaBneHHoe BpeMsa 3adepXXKU Npu MNpoKcMpoBaHuM Tpadumka - oT 0 go 100 mMc. B cnydvae
npokcmpoBaHua HTTP-Tpaduka B cuUy UCNoNb3oBaHuMa persistent HTTP-coegMHEHU C 3aluMaemMbim
CEepPBMCOM BO3MOXXEH NMPUPOCT CKOPOCTM paboTbl 3aLMLLAEMOrO CEPBUCA;

onunoHanbHaa 6anaHCMPOBKA OYMLLEHHOrO Tpaduka Mexnay 3K3eMnasapamum cepBmca 3akasuymka Ha
OCHOBe anropuTtMoB: primary-backup, round-robin, iphash, a Takxe B duKcMpoBaHHbIX NPONOPLMAX;
KOMMYECTBO 3aLLMLLAEMbIX CEPBMCOB 3aKa34yuMKa - HEOrPaHUYEHHO.

nponyckaHns - Kaxgoe Bxogsawee TCP-coegnHeHne

Ona nogknoveHns K Ycnyre 3aka3umky Heob6xoamMMo CaMOCTOATEbHO:

M3MeHUTb A-3anncb, COOTBETCTBYIOLLYID AOMEHHOMY MMEHM 3allMLLAaEMOro cepsuca, B ceoei DNS-
30He, 4TOobbl OHa yKa3biBasa Ha Bblae/ieHHbIN 3ToOMYy cepBucy IP-agpec B Obnake MapTtHepa (Qrator-
IP), 0n1a OTKOYEHUS HEOOXOAMMO BbINOHUTL 06paTHOe AencTBUE;

HacTpouTb MexceTteBol akpaH (firewall) ansa 3anpeta xoxaeHna Tpadmka Ha IP-agpec 3alnLLaeMoro
pecypca c nobbix BHELWHMX afpecoB, Kpome y3n10B MNapTHepa;

HaACTPOUTb cepTUdUMKaTbl A9 OYMCTKN WNdPOBAHHOIO Tpaduka.

Ycnyru OOCTYMnHbl KaK Ona CepBMCOB 3aKasuuka, dyHkumoHupyrowmx B Ob6nake Cloud.ru, Tak un B
CTOPOHHEN NMHPpPaCTPYKType.

Monb3yacb Ycnyramu, 3akasuymk NOATBEP)KAAET, YTO AOMEHHbIE MMEHa, ANA KOTOPbIX MOAKMKYaTCa
Ycnyru, npuHagneXat eMy Ha 3aKOHHOM OCHOBaHuM, NMMBO OH OeNCTBYET OT MMEHU U MO MOPYyYEHUIo
3aKOHHbIX BNafenbLeB 3TUX LOMEHHbIX UMEH.

2. BA3BOAA ®YHKUMOHANBbHOCTb W METPUKWN YCNTYTU

DYHKLUMOHANbHOCTb M METPUKK YCNyr npeactasneHsl B Tabnuuax 3 u 4.

Tabn. 3. NapameTpbl NpegocTaBnaemMbix Ycnyr

HanmeHoBaHue Tapuduumupyembie
XapaKTepucTUK1U U METPUKHU [JonycTumbie 3Ha4YeHUs
Ycnyru efauHULbI
ABoHeHTCKas nnaTa no Tapuad Professional, Business,
Tapud pudy Corporate

OononHutenbHbiM Qrator-IP oT 1 n 6bonee

3almiaemMblii cepeuc

NlerntumMHbin -~ Tpaduk  cBepx ot 1 MBuT/c
BKJIIOYEHHOTO B Tapud
MNpeponnavyeHHas nonoca 10, 50, 100, 200, 300, 400, 500
. cBepx Tapuda MéunT/c
NerutuMHbI Tpadmk
3awmnTa oT 6oToB ot 1 Mbut/c
3awura ot DDoS- MpenonnadeHnas nonoca | 10, 50, 100, 200, 300, 400, 500
aTax (Qrator) 3aWnTbl oT 60TOB MéunT/c
PunbTpauys HTTPS Ges Tonbko Ha Tapudax Business,
MCMNONb30BaHMA npuBaTHbIX
o Corporate
KNtoyen
onuuu 3awmTa WebSocket
NOAKMIOYEHNS (npor(cmposvaHme TCP Ha Bcex Tapudax
coefuHeHnN)

MogknoyeHne no NPoOTOKoONy

BGP Tonbko Ha Tapude Corporate
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Mpsamoe nopkntoyeHne B
CYLEeCTBYHOLLNM CTbIK d
MHbpPACTPYKTYypoOm
Mcnonuntena QDC  (Qrator
Direct Connection)

BbloeneHHbIN nopt Ha
obopypoBaHuu

unbTpaums Tpaduka no
@ pau pad Tonbko Ha Tapude Corporate

reo3oHam

JononHuTenbHble AKTMBHaA nposepka

onuum AOCTYTHOCTH nowWanoK Tonbko Ha Tapudax Business,
3akas4yuka Corporate
DocTyn K API

5 He 6onee gByx ancTtpMmoB No Ha Bcex Tapudax

anamcnposka anroputMy Round-robin
OUYULLEHHOrO

Tpaduka mMexay IP- . i
pa¢p ay Qrator Load Balancing Tonbko Ha Tapudax Business,
agpecamu Corporate

OTKa30yCTONYMBbIN OTka3soycTtonumsbii DNS DNS10, DNS10+, DNS100,

Tapud ABOHeHTCKas nnata no Tapuaoy Elementary, Advisory
3awuTa Be6- 3awmniaemblil cepauc [ononHUTEeNbHbIA CepPBUC ot 1 n 6onee

npunoxenni (Qrator) NleruTUMHbIN  TpaduK  cBepx

- oT 1 MbuTt/c
NerntumHel ToadWK | praoyeHHOro B Tapud /

Tabn. 4. MapameTpbl ycnyru «3awmnTa Be6-npunoxkeHun (Qrator)»

HaumeHoBaHue

yenyr Elementary Partner WAF Advisory Partner WAF

OnucaHue ycnyr no o6HapyXeHuio U 6IOKMPOBaHUIO CETEBbIX aTak,
BKJ/IIOUEHHbIX B TapudHbIN nnaH

bnoknpoBaHue aTak bnokupyloTcs oTaenbHble BPeAOHOCHbIE 3anNpoChl U OTBETbI
Bo3MoXHble cnocobbl ATakun BbIBNAKOTCA ClefyownmMm ATaKu BbISIBNAOTCA CeaywmMmmn cnocobamu:
obHapy)XeHus aTak cnocobamu: BbiiBneHWe aTak Ha ypoBHe napamMeTpoB HTTP

BbisiBNeHMe atak Ha YpOBHe npoTokona

napametpos HTTP npoTokona BoisBneHue NPU3HaKoB aTak BHYTPU
BHYTPM 3anpocCoB 1 OTBETOB BNIOXKEHHbIX [aHHbIX, MepegaBaeMblX KakK B
BbisBneHne NpU3HaKoB aTak 3anpocax, Tak 1 B oTBeTax

BHYTpMU B/IOXKEHHbIX OaHHbIX BbisiBNeHne Mpu3HaKoB aTak Ha YypOBHe

nepepaBaeMbix B 3anpocax OTAENbHbIX NIOrNYecKux LEencTBuin B
BoiaBneHne nepebopHbIX aTak NPUNOXEHUN C BO3MOXHOCTbIO (BK/lOYAETCs No
(BKNtOYaeTCA NO 3anpocy, eanHble 3anpocy, HacTpausaeTca B paMKax
HaCTPOMKM ana BCEro LOMONHUTENbBHbBIX YCNYrK No OBHapyXeHuio K
NPUNOXKEHUS) 6/1I0KMPOBAHMIO CETEBLIX aTak).

BbiAB/IEHME aTaK Ha YPOBHE OTAE/NbHbIX CeCCUi
nonb3oBaTenei M KOHTPOMb aBToOpuU3auun ans
pecypcoB o HU3KOM 7 cpepHen
Harpy>XeHHoCTblo (BK/ItOYaeTca no 3anpocy,
HacTpamBaeTca B pPaMKax [OOMNOJHUTENbHbIX
ycnyru no o6HapyXeHuio M 6N0KMpOBaHUIO
ceTeBbIX aTak).

BoiaBneHne nepebopHbIX aTak Ha YpOBHe
OTAENbHbIX NOFMYECKUX AENCTBUI (BKIOYaeTCs
no 3anpocy, HacTpauBaeTca B  paMKax
LOMONHUTENbBHbBIX YCNYrK Mo OBHapyXeHuio
6/I0KMPOBAHMIO CETEBLIX aTak).

BoiaBneHMe 6GOT-aKTUBHOCTM (BK/OYaeTcs Mo
3anpocy, HacTpausaeTca B paMKax
LOMONHUTENbBHbBIX YCNYrK Mo OBHapyXeHuio
6/1I0KMPOBAHMIO CETEBLIX aTak)

XpaHeHue gaHHbIX CoxpaHatoTca cobbiTuA CoxpaHAalTca cnegyowme gaHHble:
6e3onacHocTH, a Takxe cobbITNA 6esonacHoCTH,
BPEeOOHOCHbIE 3anpoChl U OTBETbI BPEeOOHOCHbIE 3anpoChl U OTBETbI

CTpaHuua 6 3 8



NernTUMHbIE 3anpocbl M OTBETbl B paMKax
npuobpeTeHHOro o6bemMa XxpaHununwa

Ba)XHble NlorMyeckue [encTBus (OrpaHUYEHo
npUo6peTeHHbIM o6beMoM XpaHunuua,
BK/lOYaeTCca Mo 3anpocy, HacTpauBaeTcs B
paMKax LOMONHUTENbHbIX ycnyru no
0b6HapyXXeHuto 1 BIOKMPOBAHMIO CETEBbIX aTaK)

OocTtyn K MHTepdency
ynpasneHus SolidWall
WAF

[ocTyn K NMWYHOMY KabuHeTy C

6a30BbIM dbyHKUMOHaNoM.
Mopnep)xmBatoTca cnepyowme
dyHKUMK:

[aw6opabl MOHUTOPUHIA
OTobpaxeHune cobbITnmn
6e30MacHOCTM C  MNOAAEPXKKOM
rpynnmMpoBKOWN

OTobpaxeHune KypHana

3ab6/10KMPOBAHHbIX TPAH3aKLUN

[ocTyn K NMYHOMY KabuHeTy C pacluMpeHHbIM
byHKUMOHANOM. MopnepxusatoTca
cnepyolwme QyHKLMMU:

Hawbopabl MOHUTOPUHTA

OTobpaxeHne cobbITUA  Ge3onacHoctTM ¢
NoALEpPXXKON rpynnmnpoBKOMN

OTobpaxeHne HKypHana 3ab6JOKMPOBAHHbBIX
TPaH3aKunm

BO3MOXHOCTb BKtOYEHUA/ BbIK/IOYEHNS

3alWNTbl N NOOaBIEHNA NOXXHbIX Cpa6aTbIBaHMﬁ.

MpepoctaBneHune He npepycMoTpeHo B Tapude MpepocTaBNaeTCcsS BO3MOXHOCTb MHTErpaumm c
BO3MOXHOCTK ncnonb3oBaHnem mmexaHmamos SYSLOG wnu
mHTerpauum SolidwWall REST API (BkntoyaeTcs no 3anpocy)

WAF C BHEWHUMMN

cucTteMamm

MpepoctaBneHune MpepoctasnatoTCa cnepyoume MpepocTaBnaTCa cneayowme Buabl OTYETOB:

ABTOMAaTU3NPOBAHHbIX
oT4yeToB

BUAbl OTYETOB:
PerynapHble
aBTOMAaTU3MPOBaAHHbIE oTYeThbl
(HacTpauBatoTCa no 3anpocy)
OpHOKpaTHble
aBTOMAaTU3MPOBaAHHbIE oTYeThbl
(NpepocTaBNATCA NO 3anpocy)

PerynapHole aBTOMaTU3MPOBaHHbIE
(HacTpauBatoTCa no 3anpocy)
OnHOKpaTHbleE aBTOMATM3MPOBAHHbIE OTYETHI
(NnpepocTaBNATCA NO 3anpocy)

oT4yeThbl

KoHcynbTMpoOBaHue
KnuneHTtos no
BOMNpocam
ncnonb3osaHna Ycnyr
WAF

KoHcynbTupoBaHue KnneHTOB Mo
cnegyowmM Bonpocam:

MCNoNb3oBaHue 6asoBoro
dyHKUMOHaNa nn4yHoro kabuHeta
pasbACHeHUa no

336ﬂOKVIpOBaHHbIM 3anpocaM.

KoHcynbTMpoBaHMe KNMeHTOB Mo cnepylowmMm
BOMpocam:
Mcnonb3oBaHme
NIMYHOro KabuHeTa
pa3bsAcHEHUA No 3a6/IOKMPOBAHHBIM 3anNpocam.
MHTErpaumMs C BHEWHMMW CcUcTeMamMm C
ncnonb3oBaHnem mmexaHmamos SYSLOG wnu
REST API

6a3oBoro dyHKUMOHaNa

Yenyru 6asoBo Mpwu NoAK/OYEHUN Mpwu NoAK/OYEHUN ocyulecTenaTCA
TeXHMYecKom OCyLLecTBAOTCA cnepyowme cnepylowme  HacTponkyM  (BbIMOMHAKTCA  C
noanepXKu, HaCTPOMKMK (BbINONHAKOTCA C NPUMEHEHNEM MALWMHHOIO 06yYeHuns):
OKa3blBaeMble npu npUMeHeHnem MaWmnHHOTO HacTpoika napaMeTpoB NPOTOKoNa
NOAK/IOYEHUN  HOBbIX obyveHuns): MopaBneHne NoXHbIX cpabaTbiBaHUN
KnuneHtos HacTpovika napameTpos dunbTpauma CTaTUYECKUX PeECYPCOB
npoTokona rno6anbHan HacTpolka mMopyns
MNMopasneHune JIOXKHbIX NpPOTUBOAENCTBMA nepebopHbiM atakam (Mo
cpabaTbiBaHUM 3anpocy)
dunbTpayma CTaTUYECKMUX ABTOMaTM3MPOBAHHAA pa3MeTKa JIOrMYyecKux
pecypcoB n0encTeun (B Uensx NoQaBNeHUSA  NOXKHbIX
FnobanbHaa HacTpoMKka Moayns cpabaTbiBaHUN)
NpoTUBOAENCTBMA  nepebopHbIM FnobanbHaa HacTpolka MoOAyna KOHTpons
aTakaM (no 3anpocy) Ceccui u 3awWwmTbl OT aTak Ha aBTopu3auunto (no
3anpocy M ecnu He npeBbileHa [onycTumas
Harpyska)
venyru bazoBol Mopaep)aHue paboTocnocobHOCTM U yCcTpaHeHUe owmnbok B paboTe SolidWall WAF B
TeXHMYecKom MHbPaCTPYKTYpe 3aKasuunka;
NoAnEpPIKKN, O6HoBneHne Bepcuit SolidWall WAF B MHppacTpykType 3aKasumnka;
OKa3blBaeMble B npepoctaBneHmne 3akasumky gocTyna K uHTepdency ynpasnenus SolidWall WAF onsa
npouecce OCYWeCTB/IEHMA UM CaAMOCTOATENIbHOM  HACTPOMKM, a  TakXKe  KOHTpons
aKcnayaTauum pabotocnocobHocTn SolidWall WAF;

SolidWall WAF

npenoctaBneHne 3akasunmky BO3MOXXHOCTM MHTerpaunm SolidWall WAF ¢ BHewHUMH
WHOOPMALMOHHBIMM  CUCTEMAMW AN OCYWECTBNIEHUS MM CaMOCTOATENIbHOM
HaCTPOMKM, a TaKXe KOHTpona pabotocnocobHocTn SolidWall WAF;

KoHcynbTUpoBaHMe 3aKasuymka no BonpocaM n agMnuHucTpmupoBaHuna «SolidWall WAF»

JononHutenbHble yCAyru no OGHapy)KEHVIIO n 6noxuposaumo ceTeBbIX aTakK

(Professional Services WAF)

Ycnyru paclimpeHHom
TeXHUYecKom
NoAAepPXKM,
OKasblBaeMble npu

TOoHKas py4YyHas HacTpPoiMKa MEeXaHWM3MOB 3aliMTbl Mog OCOBEHHOCTU MPUIOXKEHUI
KnueHTa, B TOM YMcCne, KOPPEKTUPOBKA Pe3ybTaTOB MaLUMHHOMO 06y4YeHuns.
MpoakTMBHOE  pearMpoBaHMe Ha  KPUTUYHble cobbiTua  MHGOPMaUMOHHOM
6€30MacHOCTN Ha OCHOBE COr/IacOBaHHbIX C 3aKa34yMKOM CLeHapues.
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NOAK/IIOYEHUM  HOBbLIX Mepuogunyecknin aHanmns (aygmt) cobbiTMin MHbDOPMaALMOHHON B6e30NacHOCTM C Lenblo
cepBMcoB 3akasuymka cbopa CTaTUCTUKU U aHanM3a MeHee KPUTUYHbIX COBbITUN.

TexHW4Yyeckoe paccnefoBaHWe NHLMOEHTOB MHPOPMaLUOHHON 6e3onacHoCTH.
Pa3paboTka aHaIMTUYECKMX OTYETOB.

M3MeHeHMe dyHKUMoHanbHocT SolidWall WAF (popMbl OTYETHOCTU, U3MEHEHMUe
cueHapues paboTbl C NONIb30BaTENbCKMM UHTEpdencom).

MHTerpaums co CTOPOHHUMM cpeacTBamMu 3akasumka (SIEM, «TUKETHble» CUCTEMbI,
CMC-uHbopMUpoBaHue u 1.0).

AHanu3 3aWMLWEHHOCTM CEPBUCOB 3akasuymka (TecTUpoBaHWE Ha MPOHUKHOBEHME,
aHalnM3 MCXOQHOro KoAaa).

KoHcynbTupoBaHue 3akasuymka no obLmm Bonpocam 3almTbl BE6-NPUIOXKEHUI, B TOM
yucnae - No npakTMkam 6e3onacHoOro KogupoBaHus

3. TAPUDUKALUA YCNYTU
3.1. Cratuueckana Tapudumkaumna (Allocation).
4. OrFrPAHUYEHMA

4.1. TexHMYecKue acnekTbl paboTbl cucTeMbl puNbTPaumn Tpadurka, 3a HecobgeHne KOTopbix icnonHuTenb
He OTBeYyaeT, M NMpu HecobnlgeHUn KOoTopbiX McnonHuTenb He MOXeT rapaHTupoBaTb obecnedyeHue
3a8B/IEHHOr0 YPOBHA KayecTBa ycnyr no dunbtpaumm Tpaduka:

e [OnAa uenen punbTpaunm Tpaduka NpennonaraeTcs, YTo AaHHble U3 ceTn MHTepHeT nepeparoTcsa He
HenocpeacTBeHHO Ha IP-agpec cepBepa WMAM BUPTYanbHOM MallMHbl 3akKa3uyMKa, a Ha agpec,
mmetowmn FQDN cepBepa nnm BUPTYasbHOM MallMHbl 3aKa3uunKa;

e B C/lyYae, eClv CcepBep WA BUPTyasibHaa MallMHa 3akasuyuka, Ans obecnedyeHnsa ctabunbHOCTU U
b6ecnepeboliHoCcTM pPaboTbl KOTOPOro MOOKAOYEHbl yciyru no ¢unbTpaumn Tpaduka, 6yoet
cnocobeH NpuHMMaTb BXoaalWmni TpaduKk oT Nobbix cepBepoB B ceTn MHTepHeT, cnonHuTenb He
MOXXET rapaHTMpOBaTb OKasaHue ycnayrn no ¢unbTpaumm Tpaduka B 3anpawmpaeMoM obbeme fo
MOMeHTa nosiHoro o6HoeneHnsa DNS-3anucelt 06 agpecax cepBepoB 3aliMaeMbiX JOMEHOB BO BCEMN
cetn NHTepHeT;

e [/19 UCKNOYEHMA cuTyaumm 06paboTkm cepBepoM 3akasuymKa BPeAoHOCHOMo BXoasALWwero Tpadmka Ha
cepBepe WAM B TeHaHTe 3aka3umka [o/kKeH OblTb BKAKOYEH WAM Pa3BEepHYT MEeXCeTeBOM 3KpaH
(firewall), 6nokupyowmn nobo Bxooawmn Tpaduk, KpoMe BXxoaallero Tpadpuka ¢ KOHKPETHOro
cepsepa McnonHutens;*

e [N CHWKEHWS KONMYeCcTBa BPEQOHOCHOro Tpaduka, OGAOKMPYEMOro MEeXCeTeBbIM 3KPAHOM
(firewall) 3aka3umka, a COOTBETCTBEHHO, O/ CHUXXEHUSA HarpysKu Ha CepBep WM BUPTYyasbHYO
MalMHY 3aKa3ynka, 3aKa3uyumk o00A3aH NpPeanpuHATb Mepbl MO COKPbITUIO (HepasrnaweHuto)
dakTnyecknx |IP-agpecoB cepBepOB WM BUPTyalbHbIX MalWH, AN KOTOPbIX OCYLLeCcTBAAeTcs
bunbTpauna Tpaduka.

5. MHbIE YCNOBUA, NIPUMEHUMDIE K YC/TYTAM

5.1. BO3MOXXHbIE BUAbI MOAKOYEHNS [ UBMEHEHUS [ OTKAOYEHUSA YCIYr:

5.1.1. MocpencTesoM nognmcaHmsa 3akasa;

5.1.2. MocpencTtBoM coBeplleHns AencTemin B JINYHOM KabuHeTe.

5.2. BO3MOXHbIN NOpAAOK pacdyétos no Ycnyram:

5.2.1. MocTtonnaTa.

5.3. Bo3MOXHble cnocobbl onnathbl / NOPAAoK NononHeHua banaHca:

5.3.1. OnnaTa B 6@3Ha/IMYHOM NopAAKe Ha OCHOBaHWM BbICTaBNEHHOro MicnonHuTtenem cyéTa.

4 B cny4yae 3aWuMTbl BUPTyanbHOM MallWHbl, pa3MellaemMon B TeHaHTe 3akasumka Ha 6ase MHdpacTpyKTypbl, B KayecTBe COOTBETCTBYHOLLErO
MexceTeBoro akpaHa (firewall) Mo)eT 6biTb MCNONb30BaH U COOTBETCTBYIOWMM 06pa3oM HacTpoeH Edge Gateway.
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