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COINTTALLEHWME OB YPOBHE MPEOOCTABJTIEHNA YCIYT
BALUNTA OT DDOS-ATAK (STORMWALL)», «3ALLTA BEB-MPUTOXXEHNI
(STORMWALL)»

1. NPEOAMET COMNALUIEHUA

Hactoauwee CornaweHne o6 ypoBHe npenocTaBneHusa ycnyr (manee - CornalwieHue) sasnsertcs
LOKYMEHTOM, UKCMpYoWwmUM [OCTYNHOCTb YCNYrn, a TakXKe LeneBble KOTMUYECTBEHHbIE U KaYeCTBEHHbIe
XapaKTepUCTUKK NpepocTaBneHns Ycnyr.

Ycnyrn npenoctaBnsaoTca 3akasyumky MCnonHnTeneM coBmMecTHo ¢ naptHepom OO0 «CTOPM CUCTEMC»
(6bpeHn StormWall, panee - [MapTHep). 3aKa3uMK YBEOOMJIEH M COrFfaceH C TeM, 4YTO B paMKax
npepocTtaBneHns Yenyr Tpaduk 6yget NpoxoanTb B TOM Yyncie 1 Yyepes ceTb MNapTHepa.

NcnonHutenb rapaHTupyeT paboTy ceTM B paMKax CBOEM 30Hbl OTBETCTBEHHOCTM U He HeceT
OTBETCTBEHHOCTb 33 BO3MOXHble HEMOMAaAKM B CETAX 3a NpenesiaMu 30Hbl OTBETCTBEHHOCTM McnonHutens.

2. TEXHUYECKAS NOAAEP)XKA YCNYT U NPOLEEAYPA B3AMMOAENCTBUA CTOPOH

MpY BO3HMKHOBEHMW Yy 3aka3uMKa TEeXHUUYECKOW WAN MHOM npobnembl npu notpebneHun Ycnayru,
nposegeHun McnonHutenem PernaMeHTHbIX UM ABapUIMHO-BOCCTAaHOBUTENbHBIX PaboT, NpeacTaBuUTeNb
3akasuymka 1 McnonHuTenb B3aMMOLEWNCTBYIOT B COOTBETCTBUM C ycnoBuaMu O6Liero cornaweHus ob
YPOBHE NpefocTaBsieHnsa YCnyr.

Mpu oBHapyXeHun ataku McnonHuteno obecneuynBaeT 610KNPOBaHME aTaku U yBeaOMNAeT 3aKasumka
06 0BOHapy)XeHUn aTaku, NOCPEeACTBOM 3/IEKTPOHHON MOYThbl M YBEAOM/IEHUSA B JIMYMHOM KabuHeTe.

Mpn OKOHYaHMKM aTaku MIcnonHUTEeNb BKAOYaEeT LITATHbIN pexmm pa60TbI CNCTEMbI 3alnTbl U yBEOOMNAET
3aKa34ynka 06 OKOHYAHMK aTaku nocpencTteom 3}'IeKTp0HHOVI no4yTbl U yBeAOMNEHNA B TNYHOM KabuHeTe.

Mpu M3MeHeHUU pexkmma paboTbl CUCTEMbl 3aWMTbl (HAanpuMep, Npu OBHAPYXXeHUU MoO03PUTENbHOMN
aKTUBHOCTM) MicnonHUTeNb yBegoMnsaeT 3aKa3umnka NocpencTBoM 3/1EKTPOHHON MoYThI.

Mpy HEeOBXOAMMOCTM NPoBeaeHUs NPoduIaKkTMYeckmnx paboT McnonHuTenb yBegoMnaeT 3akasumka He
MeHee YeM 3a CYTKU OO0 BPeMeHu pPaboT. B MOMEHT BbINOMHEHUA PaboT He OOJXKHbl GbiTb HAapPYLIEHbI
TpeboBaHMA K KauyecTBY NpeaoCcTaBneHnsa Ycnyr.

Mpu 06HAPYXEHUW BANSHMUA YCNYTN Ha [OCTYNHOCTb CEPBUCOB 3aKa34ymKa obecneymBaeTcsa BO3MOXKHOCTb
BGbICTPOrO OTK/IIOYEHUA 3aWWTbl 0N pa3bopa cuTyauuu, a TakKXKe ObliCTPOro BK/OYEHMSA 3alLMTb
3aKa34YMKOM CaMOCTOATE/IbHO NMOCPeACTBOM NaHesu ynpaBneHnsa B IMYHOM KabuHeTe Ycnyru.

PeXXxMm TexHMYecKol MOOAepP)KKW, YCTAHOBNEHHbIM Tabnuuen 2 0O6wero cornaweHus o6 ypoBHe
npenocTasieHna Ycayr, coctaBnaeT 24x7 B OTHOWeEHMKU ntoboro Tuna MHumuaeHTa no Ycnayre.

3. LLESIEBbIE 3HAYEHUS NOKA3ATE/IEM TEXHWYECKOM NOAAEPXKU

CornacHo n. 5.1. O6uwero cornaweHnsa o6 ypoBHe npepocTaBneHua Yciyr ycTaHaBaMBaloTCca ocobble
LeneBble 3HaYeHMa nokasaTesien TeXxHnYeckon noanepxxku gna Yenyr (Tabnuua 1):

Tabn. 1. Llenesble 3Ha4YeHNs noKasaTenen TEXHUYECKOon nogaepxXkKn

HaumeHoBaHue TapudHoOro nnaHa

- 3awmTa canTa oT
DDoS - Tapudbl

- 3awmTta camta ot DDoS Enterprise ONE,

MapameTpbi e e o SEIBEX 3awwmTa IP ot DDoS - Tapudbl Business ONE, Enterprise UNL:
B IR E R ER (TCP/UDP) - Tapud Business UNL; i ’

- 3awmTa cetu ot

Standard - 3awwmTa cetn ot DDoS
(BGP 1 TCP/UDP) —Tapud DI (61 1)
. P TCP/UDP) - Tapud
Business .
Enterprise

Bpewms peakumun 1-n NVHUN
NoAnepXKu, npenoctaBnsaeMomn 15 MUH 15 MUH 15 MUH
WcnonHutenem, He 6onee

Bpema peakumu 2-r, 3-N NUHUMK
NoAnepXKu, npenoctaBnsaeMomn 60 MUH 30 MuH 15 MUH
MapTHepoMm, He Bonee
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C yyeToM nonoxeHun n. 1.2. MpunoxxkeHua 1.CRS.3. ueneBble 3HaYEHUA MOKa3aTeNlen TexXHUYecKom
NoodEPXKM B oOTHoweHuu Ycnyrnm «3awmta Beb-npunoxeHun (StormWall)» oToenbHo He
yCTaHaBNMBaloTCA.

4. NPOBEAEHUE PEFMAMEHTbIX U ABAPUAHO-BOCCTAHOBUTE/NbHbIX PABOT

Ycnoeua npoBeneHnss PernaMeHTHbiX U ABapUMHO-BOCCTAHOBMUTE/IbHbIX PaboT B OTHOLWEHUM Ycayr
npueeneHbl B Tabnuue 2:

Tabn. 2. YcnoBusa npoBefeHns PernaMeHTHbIX U ABAapUNHO-BOCCTaHOBUTENbHbIX paboT

HaumeHoBaHue MpPoAONKNTENBHOCTb U MHTEpPBanbl
YBepoMneHne 3aKasumKa
pa6oTt MeXAay nepepbiBamMm
PernaMeHTHble Bpems npoBeaeHWs PernaMeHTHbIX [/ | He MeHee yeM 3a 2 (gBa) pabouux AHS A0
paﬁOTbI ABapVIl)’IHO-BOCCTaHOBMTeJ'IbeIX paGOT He Hayana nepepobiBa

yXyAlWaeT yCcTaHOBMEHHblE ANa TapubHOro

nnaHa nokasaTeneu FapaHTVIpOBaHHOVI

ABapuiMHo-
BOCCTaHOBUTENbHbIE JocTynHOCTM  3allMWAaEeMOro  pecypca | He meHee 4YeM 3a 2 (gBa) Yaca A0 Hayana
paboTbl 3aka3yunka, npueeneHHole B Tabnuue 3 nepepbiBa

5. NAPAMETPbI LOCTYMHOCTU, PEA/IU3YEMDIE YCTYFOMN

Lenesble (rapaHTMpPOBaHHbIE) 3HaYeHMa [JOCTYMHOCTM 3alLMLLAaeMOro cepsnca 3akasumnka, NpMBeaeHbl B

Tabnuue 3:
Tabn. 3. MNokasatenu JOCTYyNHOCTM 3alWMLLAEMOro pecypca 3akasumka

HaumeHoBaHue TapudHoOro nnaHa

3awwmTa canta ot DDoS

3awwuTa canta ot DDoS — tapudbl Enterprise

NMokasaTenb AJOCTYNHOCTU

3alMLLIaeMoro cepsmca 3awwta IP ot DDoS ~ TEEME ELSESS ONE, Enterprise UNL
N E (TCP/UDP) - Tapud ONE, Business UNL
Standard 3awuTa cetn ot DDoS 3?;&”;1?52/8{)[;)[)?5
(&2 0 e UIDTF) = Tapud Enterprise
Tapud Business
FapaHTMPOBaHHas AOCTYMHOCTD

3alMWwaemMoro cepeuca 3akasuyuka
npuv YCNoBMW OTCYTCTBUSA MPUYUNH
HegocTynmHocTM  Ycnyrn  24x7x365 He MeHee 99% He MeHee 99,2% He MeHee 99.5%
(24 yaca B cyTKKu, 7 OHen B Hegenio,
365 nHen B rogy)

C yuyetoM nonoxeHun n. 1.2. MpunoxeHua N2 1.CRS.3., uenesble (rapaHTUPOBAHHbIE) 3HA4YEHUS
[OCTynHOCTM 3aliMWaeMoOro cepeuca 3akasuyMka B OTHOWEHMU Ycnyrn «3awmta Beb-NpuioXeHuin
(StormWall)» oToenbHo He ycTaHaBNMBatOTCA.

[OoCTYyNnHOCTb 3aliMWaeMoro cepeuca 3aKasuumka, peanusyemble YCIyron, onpepensiercs ciaemylowmm
06pa3oM: BbluMTasds U3 ob6LIEro BPEMeHM B OTYETHOM nepuope (KaneHoapHOM Mecsile) COBOKYMHOCTU
BPEMeHM HepgoCTynHOCTU 3alUMW,AEMOro CepBuca 3aKasuuka, OefleHHOoe Ha obliee BpeMsl B TeKyLWEeM
KaneHgapHOM MecsaLe.

BpemMs HefoCTyNnHOCTH 3aLMLLaeMOro CepBMca 3aka3ymka HaumHaeT Tedb C MOMEHTa NoAauYM 3aKa3uynmkoMm
O6palleHns Ha yCTpaHeHWE HEMCNPABHOCTU. 3aKa3uynK AOMHKEH COOOWMUTL O NpeKkpalLeHnn JOoCTynHOCTH
3allMLIaeMOro cepBuca 4epe3 JIMYHbIM  KabuHeT nopTana https://stormwall.pro/my/. Bpemsa
HenoCcTynHOCTM 3alMLaeMoro cepemca 3aka3yumka NCTeKaeT B MOMEHT YCTPAHEHMA HEUCNPABHOCTH.

Mocne ycTpaHeHUs HeMCNPaBHOCTU NnogaHHoe OBpalleHne MOXET BPeMEHHO OCTaBaTbCA OTKPbLITbIM AN
LanbHeNLWero BbIACHEHNA C/TYYMBLUErOCH, M 3aKPbITa 3aKa34MKOM MOC/E BbIMOHEHUSA BCEX OTHOCALLMXCA
K TOMY aAMUHUCTPATMBHbIX PaboT.

Obuwee BpeMsa HegoCTynmHOCTM 3allMUW@EeMOro cepBuca 3akasuyuka Mo NpuyYMHe paga Nnepuoamndecku
BO3HMKaAOLWNX c60eB C OAMHAKOBbLIMU NMPUUMHHO-CEACTBEHHBIMU CBA3MM B OTHOLLUEHWUM OQHOIO U TOro
)Ke 3alMLaeMoro cepemca 3akasumnka, BNAeTCa COBOKYMHOCTbIO BpeMeHu HepocTtynHoctm Ycnyru B
COOTBETCTBMWN C 3aABKOM Ha YCTPaHEHWE HEeUCNpPaBHOCTM U He BKt4YaeT B ceba Bpemsa JOCTYNHOCTU
Ycnyru Mmexay nepmogmyecku BO3HMKaWmMmMm cooamu.

6. KOMNEHCALIUA 3A HAPYLWWEHUE COIMNNMALLUEHNA

Ecnm JocTynHOCTb 3alM@aeMoro cepBmca 3aka34umKa 3a oAuH KaleHOapHbIi Mecsl, He COOTBEeTCTBYET .
5.1. CornaweHus, MIcnonHuUTeNb OCYLLECTBASET KOMMNEHCALUMIO B CneayloweM nopsgke:
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Tabn. 4. KoMneHcaunm 3a HapyleHne Lenesblx nokasaTtenen LocTtynHocTu Ycnyru

FapaHTupoBaHHas
Bpems
[OoCTynHOCTb
HanmeHoBaHue TapucgHoro HepoCTYNHOCTU Pasmep KoMneHcauum,
3awumuiaeMmoro o
nnaHa 3awumuaemMoro B %
cepBuca 3akasuuka
cepBuca 3aKas4uumka
B MecsL,

3awmTa IP ot DDoS (TCP/UDP) Bonee 7 yacos 18
- Tapud Standard He MeHee 99,0% MUHYT
3awmTa canta ot DDoS - .
Tapudbl Business ONE, 0,05% MecsayHom
Business UNL Bonee 5 yacos 50 cToumocTun Ycnyru

He MeHee 99,2% MUHYT (Tapuda) 3a kaxpayto
3awwmTa cetn ot DDoS (BGP un MUHYTY NPOCTOA CBEpPX
TCP/UDP) - Tapud Business YKa3aHHOro BpeMeHu, Ho

He 6onblue CTOMMOCTH
3awmTa canta ot DDoS - Venyri 3a oauH
Tapudbl Enterprise ONE, pacyeTHbIi nepuoa,
Enterprise UNL
P He MeHee 99,5% bonee 3 yaca 39 MUHYT (mecau)

3awwmTa cetn ot DDoS (BGP un
TCP/UDP) - Tapud Enterprise

B nopcuyeTte BpeMeHW HE[OCTYMHOCTN HE YYUTbIBAIOTCA MHTEPBAsbl HEAOCTYNHOCTM, CBA3AHHbIE C:

e cbosMKn y NHTepHET-NPOBaAEPOB B LIEMOYKE MEXAY KOHEYHbIM KIIMEHTOM U CeTbto MicnonHuTens, a
TakKXe ceTblo IcnonHuTena n cetblo 3aka3umnka;

aBTOMaTUYECKMM OBHapyXXeHneM HencrnpaBHOCTK no npotokony BGP (BGP dead timer);
nepecTpoeHneM MapLIpyToB No npoTokony BGP B 06xon c6oMHOro coegmMHeHuns;

npoueccom pearnposaHna DDoS-ceHcopa Ha BO3HUKLWY DDoS-aTaky;

puUCcKaMm, CBA3aHHbIMW C MPUHYAUTENbHBIM OTK/IIOYEHNEM 3aLWMTbl 3aKa34YMKOM UM NO COrNacoBaHmMIo
C 3aKa34ymKom.

KomneHcaums Bblpa)kaeTcs B NpefoCcTaBfeHuM 3aKa3uMKy COOTBETCTBYIOWIEro KonuyecTBa pOHen
B6ecnnaTHoro okasaHua Ycnyru, BnioTh A0 1 (ogHOro) KaneHgapHoro Mecsaua. Pasamep KomneHcaumu
onpenenaeTca UCXOAa M3 CyMMbI naaTtexa 3a Ycnyry 3a 1 (oguH) KaneHaapHbId Mecsl, U YCTaHOBIEHHOTO
npoLLeHTa KoMneHcauuu. MonyyeHHaa cymma nepeoamTtca McnofHUTENEM M3 NPOLIEHTOB B KOMYECTBO
[OHel 6ecnnaTHOro okasaHua Ycnyru.

KomneHcaumsa 3a HegoCTynHOCTb 3aliMLLaeMoro cepemca 3akas4vymnka no suHe MCNonHMTeNns BblpaXkaeTcs
WCKMIOYUTENIbHO B MNpeaocTaBneHun 6GecnnaTHbIX [OHEM OKasaHusa yciyrn. MakcumanbHbi pa3Mep
KoMneHcaunn — 1 (oauH) KaneHgapHbi Mecal 6ecniaTHOro okasaHua Ycenyru. KoMneHcaumsa He MOXeT
Bblpa)kaTbCs B BbIM/aTe AEHEXHbIX CPEOCTB MM 3a4MCNATLCA HA cUYeT 3aKasuumka.

[ns nonyyeHns koMneHcaunm 3akasymk nocsie OKOHYaHUa Mecsaua, B KOTopoM Ycnyra 6biia HegocTynHa,
HanpasnseTr McnonHuteno 3asaBneHne Ha NpenocTaBfieHMe KOMMEeHCauuu. 3asiB/ieHMe 3anosHAeTcs
3aKa3ynMkoM Ha oduumanbHoMm 6naHke 3aka3yMka W MOAMMCHIBAETCS YMNOTHOMOYEHHbIM  NIMLLOM
3aKasuunka, c oba3aTenbHbIM YKaszaHneM HoMepa ObpalleHunsa, B KOTOPOM coobLanocb o HegocTynHoCTH
Ycnyrun, BpeMeHn HegoCTynHOCTU YCAYrn 1 aatel HEGOCTYMHOCTU YCIyrun.

Ha ocHoBaHWM 3a\BneHUs 3akKa3uyumka O NpenocTaBleHuMn KomneHcaumu, NcnonHutenb B TedyeHmne 30
(TPUALATM) KaneHOapHbIX AHEN OenaeT pacyeT KOMMEeHCcAUMN, @ UMEHHO PacCUYMTbIBAET KOTMYECTBO OAHEW
6ecnnaTHOro okasaHua Yciyru, uan npuHMMaeT peleHne o6 oTkase B NpenoCcTaB/ieHNUM KOMMNeHcauum,
ecnn HepaboTocnocobHOCTb YCyrn HacTynmuna no npuunHe, He 3aBucsllen ot MicnonHutensa, nnu 6oina
3annaHupoBaHa McnonHuteneMm, o 4eM 3akasuumk 6bl/1 yBeOOMIIEH.

Mocne NPUHATMSA peLlleHna 0 NpPefoCcTaBleHNN KOMAeHcauum nnm ob otkase, icmonHuTens yeegomnsaeT
06 3TOM 3aKa3uyMka B COOTBETCTBUM C ycnoBuamMm O6Lero cornaweHma ob ypoBHe npefocTaBieHus
Ycnyr.

7. OTYETHOCTbDb

Monokntovaa Ycnyrun, 3akasunk nonydvaeT goCcTyn B IMYHbIM KabuHeT nopTtana https://stormwall.pro/my/,
B KOTOPOM €My [OCTYMHbl NOAPOOHaa CTaTUCTUKA MO TPaPUKy N exxeMecsayHble 0TYeTbl 06 MHUMAEHTAX B
¢dopmate PDF.
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