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YCNYTUN «CLOUD.RU ML SPACE»

1. OBLIAA NHPOPMALMSA U ONMNCAHUE YCNIYTU

Ycnyra npegocTtaBnsgeT goctyn K ML Space, kotopas obecneymBaeT MOMHbIA UMK ML-pa3paboTku u
coBMeCTHyto paboty komaHo Data Scientist. Ycnyra npepoctaBnsetca Ha 6ase 3aWuMueHHON
MHdpacTpykTypbl Cloud.ru ML Space, Mepbl 3alinTbl KOTOPOW NpUBEOeHbl B ONUCaHUK YCIyriu.

Ycnyra COCTOUT U3 CNeayowmnx KOMMNOHEHTOB - COMYTCTBYIOWMX YCIYr:

. Cloud.ru ML Space Deployments?;

. Cloud.ru ML Space Environments? (Bki4ass nogycnyry npegocTaBnieHus goctyna K ML Space
Spark);

. Cloud.ru ML Space Data Catalog;

. Cloud.ru ML Space AutoML.

[na okasaHusa Ycnyrmn 3akasunkKy HeobXoaMMbIM YCIOBUEM ABNAETCA HannMumMe y Hero (Ha ero naowaaxe)
NOAOKJ/TIOUYEHUNS K CETU VIHTEepHET, 0oCTaToYHOro ans achdeKTUBHONM 3arpy3Kn AaHHbIX Ha CepBep, a TakxkKe
HanM4me COBCTBEHHbIX AaHHbIX.

[nga nogknoyeHusa K Ycayre 3akasuymK MOXeT Bbi6paTb OANH UM HECKONIbKO TUMOB NOOKIIOUYEHUA:

Tabn.l. Tunol NnoaknoyeHns K Ycenyre

Tun noaKnoYeHus OonucaHue

MpeanonaraeT fnorMyeckoe MOAKMOYEHMe K oblemy ana Bcex
3aKa3uunkoBs YCayru KaHany nepefayn aaHHbix. CKOPOCTb CETEeBOro
coeguHeHus  Aons Kaxgoro  3akasuuka He  aBnseTca
rapaHTMPOBAHHOM U 3aBMCUT OT 3arpyXeHHocTu oblero KaHana
MoaknioyeHe Yepes obumii KaHan nepefayun gaHHbix (Ycnyra npenoctaBnseTcs no yMoayaHuio).

NHTepHeT (shared) MNpv noAgKMYeHWN Yepe3 obWMIA KaHan WHTepHeT 3akasuuky
npepgocTasnsetcs 6asosas  3awmMta MHGOPMALMOHHBIX CUCTEM,
pa3MelaeMbix B MIHppacTpykType Ob6naka Cloud.ru, ot DDoS-aTtak
Ha KaHanbHOM ypoBHe.

Mo3BonseT obecneynTb B3aMMOLENCTBME CeTEN 3aKa3umnKka C CeTblo
B 06M1ake C MOMOLLbIO BblAENIEHHbIX KaHalloB CBA3WM CTOPOHHEro
npoBarpepa. ONUMOHANbHO, C MOMOLWbI AAHHOrO CcueHapus, K
Ycnyre 3akasymka MOXeT 6blTb MOAKIOYEH anbTePHATUBHbIN KaHan
B ceTb WHTepHeT. [ONA [aHHOTrO MOAKMOYEHMA MOryT 6biTb
MCNONb30BaHbl BblAEeNEHHbIE KaHanbl 3aKa3yMKa, OpraHM30BaHHbIe C
MCMOMb30BaHMEM  «TeMHOM onTuku»  (Ycayra onnadvBaeTtcs
OTAENbHO).

MNogknoyeHue Yyepes I'IpFIMOIZ KaHan ceda3un

2. OMUCAHME DEPLOYMENTS

Ycnyra Deployments npepacraBnaeTt cobon Beb-ycnyry ona adpdexktuBHon cbopkmn Docker-obpa3oB Ha
b6a3e mMopenen MalwunHHoro n Fnybokoro obydyeHusa (Mnu c OpyruM QyHKLMOHANOM), a TakXe Onsd ux
JanbHenwero passopaumBaHua B O6nake Cloud.ru B BMae MMKPOCEPBUCOB CO CreHepupoBaHHbIM API.
3aKasyMK MOXEeT pa3BepTbiBaTb MOAENN WUCKYCCTBEHHOrO WHTennekta Ha 6ase WHdpacTpykTypsl
Mcnonnutena n ycnyrn Deployments onga panbHenwero BHegpeHusa ux B GyHKUUK, BU3HEC-npoLecch
NN MUKPOCEPBUCHI.

[lna npegocTtaBneHusa ycnyru 3akasunky HeobXxoanMbIM YCIOBUMEM ABNAETCA HalM4yMe Ha ero nnaollagke
NOAKOYEHUSA K CeTU MHTepHeT, 4oCTaToYHOro ansa 3db@peKTUBHON 3arpy3ku OaHHbIX, MoOOenen Uan mnx
NPOn3BOAHbIX (HANpUMep, YEeKNOMHTOB MOJENIEN UK CepMann30BaHHbIX MOJENeN) Ha cepBep.

3aKasuyMKy [Onsa ychnewHoW peanuMsauMyM BblBOAa MOQOENell MCKYCCTBEHHOrO WHTENNeKTa B BuAae
MUKPOCEPBMCOB MNPefoCTaB/AeTCca BO3MOXHOCTb COopkM o06pas3a Cc f06bIM  NPOrpaMMHbLIM
obecneyeHneM, python-6ubnmorekamm n cnocobom B3aMMOOENCTBMA C MOOENAMU UCKYCCTBEHHOrO
MHTeNNeKTa.

B pamkax Ycnyru 3akasuynK MOXKeT CaMOCTOATENIbHO OTCNIEXNBATb M YNPaBAATb COCTOAHMEM Pa3BePHYTbIX
Mopaenen.

1 pPaHee HanMeHoBaHMe ycnyru Cloud.ru ML Space Deployments - «Model Inference».

2 PaHee HavMeHoBaHMe ycnyru Cloud.ru ML Space Environments - «Model Training».
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3.1.

Co3paHune, KoHPUrypaums 1M passopaymMBaHMe MoAenel UCKYCCTBEHHOrO MHTENIEKTa OCYLLEeCTBASAEeTCS
HanpPsAMYy 3aKa3uMKoM.

XpaHeHue, WCMONb30BaHME U TapubMKauMsa XpaHeHUs [LaHHbIX ocylwecTBnaetTcad B OB6beKTHOM
xpaHunuuwe S3 Data Catalog B pamkax ycnyrm Data Catalog.

Ha PucyHke 1 npuBepgeHa obuias ynpolleHHaa cxema B3ammopencTeusa c ycnyronm Deployments c
yOaneHHoM niowaakmn 3akas4umnka (C ykazaHMeM 30H OTBETCTBEHHOCTH):

\ VPN v uHTepHET C6opLumK

_o}.a{n obpasos

Al mogenb

XpaHunuwe
obpaszos

3aKasuuK
SKk3emnnAp SKk3emnnAp
& Mukpocepsuca [«—> Mukpocepsuca
E API c Al moaenbio c Al moaenso
(VPN unu uHtepHer)
AC 3aKasuuka
ﬂnou.l,ap,Ka 3aKas34yunKa cLouD

PucyHok 1: Cxema B3aumoOdelicmBusa 3aKa34UKaA C Ycayramu passopaqyuBaHus Moodenel MaluHHoro u
rrnybokoro obyyeHus Ha MolHocmsax kaacmepa Deployments.

B 30He OTBETCTBEHHOCTM McrnonHuTens Haxoamtca (YHKUMOHMPOBAHWE CEPBEPOB C PA3BEPHYTbIMU
MOOENAMU UCKYCCTBEHHOIO UHTeNNeKTa, GYHKLMOHMPOBAHME BbIYMCIUTENBHOTO Kractepa, OBbeKTHOro
XpaHunuuwa S3, a Takxe npoyden MHbpacTpyKTypbl.

TexHMYeckoe onucaHune peweHmna Deployments:

Tabn.2. TexHMyeckoe onncaHune peweHusa ycnyrm Deployments

Ycnyra peanusyeTcs cpenctsamMu Beb-uHTepdenca, BHYTPEHHEro
docker registry, cbopwmnkom obpasoB n kKomnnekcom KFServing /
Knative / ISTIO/ Kubernetes. C nx noMolublo, a Tak)Ke NPOrpaMMHbIX

MporpamMmmHaga nnatdopma 6nbnnoTtek, mnonb3oBaTe/lb MMeeT BO3MOXHOCTb CcobupaTb MU
pa3BopaymBaTtb MOOENM WCKYCCTBEHHOrO WHTENNeKTa B Buae
MWKPOCEPBUCOB.

BbluMcneHns 1 obcyeT 3a4ay OCYLECTBAETCA Ha NPeaoCcTaBasemMon
3aKa3uuKy B paMKax pecypcos knactepa Christofari, a Takxe gpyrux

AnnapaTHaa nnatdopma
pecypcoB O6naka Cloud.ru

CKOPOCTb 3arpy3ku AaHHbIX Ha NAOWaaKy MIcnonHUTeNna orpaHuyeHa
MPOMYCKHOM CNOCOBHOCTbIO KaHana p[ocTyna B MHTepHeT u3
TexHu4yeckne 0COBEHHOCTN U OFPaHUYEHUS | udpacTpyKTypbl 3akasuuka no O6naka Cloud.ru, a Takxe
CKOPOCTbIO YTeHUA gaHHbIX ¢ CXO NcnonHutens.

Ing napameTtpos Deployments yctaHaBnunBaloTcs cneayrolmne obuime 3HaueHus:

Tabn.3. O6wme 3Ha4yeHNa napameTpoB ycnyrn Deployments

OonucaHue MuH. 3HayeHue Makc. 3HauyeHue
KonnyecTBo yTMAM3npyeMbix B paMKax
BbluncneHns 3agaym GPU-cekyHp Ha
knactepe Christofari

1 GPU-cekyHaa NVIDIA Tesla V100 B cooTBeTCTBUM C KONMNUYECTBOM
nnn A100 B KoHpUrypaumm DGX-2 cBobogHbix GPU Ha knacrtepe

(GPU-KapT V100 1 A100) nnu DGX-A100 Christofari

Konn4yecTBo yTMAM3npyeMbix B paMKax 1 GPU-cekyHna B cooTBeTCTBUM C KONNYECTBOM
BbluncneHmnsa 3agadum GPU-cekyHp cBo6oaHbIX GPU

KonnyecTBo yTMAM3npyeMbix B paMKax B cooTBeTCTBUM C KONNYECTBOM

1 CPU-cekyHAa

BblyncneHmnsa 3agadum CPU-cekyHp cBo6oaHbIX CPU

3. OMUCAHME ENVIRONMENTS

Environments npepoctaBngaeT 3akas3uuky cpeny pa3paboTku un paboume okpyxeHusa (BK/4Yas
OKpYXeHunsa Ha 6ase docker-obpasoB 3aka3umka), B ToM uucne c Jupyter Notebook (Bkitouyas ycnyry
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3.2.

3.3.

3.4.
3.5.

3.6.

3.7.

3.8.

3.9.

npenocTtasBfeHna goctyna Kk ML Space Spark nocpeactBom ycnyrn Environments, Habop MHCTPYMEHTOB
0N XpaHeHUA AaHHbiX B O6beKTHOM xpaHunuuie S3 1 bbicTpoM xpaHunuuie NFS, Habop MHCTPYMEHTOB
ona npenobpaboTKM OaHHbIX, a Tak)Ke Habop WMHCTPYMEHTOB M OBMOAMOTEK ONsA 3anycka 3agad no
MCMOSHEHMIO Kopa obyyeHna Mopener MawuHHOro w  rnybokoro obydyeHuss Ha pecypcax
cynepkomnbtotepa Christofari (a Takxe Ha npouymx pecypcos O6naka Cloud.ru - no ycMoTpeHuto
3aKa3uymnka) 1 MOHUTOPUHTa npouecca obyvyeHnsa. C noMollbto Yciyrn 3aka3umK MOXeT BeCTU pa3paboTky
Mopaenen n NPpou3BOANTb YCKOPEHHYIO MOArOTOBKY AaHHbLIX (B TOM 4YMC/ie NPy NOMOLWM npenobpaboTku
[OaHHbIX Ha KnacTtepe Spark) n obyyeHne mogenen Ha 6oNblMX 06beMax AaHHbIX, 6narogaps MOLWHOCTAM
CynepKoMMbioTepPa U BbICOKOMPON3BOAMTENbHBIM FrpadMYeCKMM YCKOPUTENAM.

3aKas3unky AN ycnewHoW peanusaumu 3agadm obydyeHusa mopenen Ha 6onblumx obbemMax OaHHbIX
npenocTaBAseTcad BO3MOXHOCTb 3arpy3ku U xpaHeHus AaHHbix B O6bekTHOoe xpaHunauule S3, a Takxke
BO3MOXHOCTb MOAKIOYEHUSA K 3TOMY XpaHuUNuiLy Kak u3 Jupyter Notebook’a, Tak U 13 knactepa, Ha
KOTOPOM ByaeT BblYMCNATbLCA 3aga4a obydeHua Moaenu.

[na okasaHua Ycnyru 3aKasuuky HeobxoouMMbiM YCNOBMEM ABNAETCA HalMyMe Ha ero njollagke
NoaKtoUYeHUa K ceTu NHTepHEeT, 4oCTaTOYHOro AN 3pheKTUBHONM 3arpy3Ku AaHHbIX Ha CEPBEp, a TakXke
HaNnuna coBCTBEHHbIX AaHHbIX AN9 0byyeHMa Moaenu.

B paMkax Ycnyrv 3akasumk MOXeT CaMOCTOSATE/IbHO OTC/IeXNBaTb COCTOSIHUE 3a4aHui 0bydyeHns Moadenu.

XpaHeHue, wucnonb3oBaHWe, Tapudukauma xpaHeHusas B OO6bEKTHOM xpaHunuue S3 u bbictpoMm
xpaHunuuwe NFS ocyuiectBngaeTtca B pamkax ycnyrn Data Catalog. 3akasumky onsa notpebneHus ycnyrum
Environments npepoctaBnsetca foctyn kK O6beKTHOMY xpaHunuuwy S3 B HeOorpaHM4YeHHOM pa3Mmepe,
boictTpoe xpaHunuwe NFS npepocTtaBngeTca CO CTaHOAPTHOM KBOTOM B KaXOOM W3 PErvoHOB,
npenoctaBnsgeMon Ha workspace C BO3MOXHOCTbIO YBe/MdeHusa 4yepe3 obpalleHne B TeXHUYEecKyo
NOALEPXKKY.

Co3gaHune, KOHdUrypauusa U 3anyck 3agad Ha obydeHue, cpen ob0ydeHusa, knactepoB Spark
ocyulecTBnsfeTca 3aKa3uyMKoM Yyepes Nosb3oBaTeNbCKuim nHTepdenc ycnyrmu Environments.

Ha PucyHke 2 npuBegeHa obuiaa ynpolleHHas cxemMa B3auMopencTBusa c yciyramu Environments c
yOaneHHoM Niowaakmy 3akas4umnka (C ykazaHMeM 30H OTBETCTBEHHOCTMH):
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PucyHok 2: Cxema B3aumooOelicmsus 3aKa34uka C ycayramu obydyeHus modenel MawuHHoOro u
rnybokoro oby4yeHusa ML Space Environments.

B 30He OTBETCTBEHHOCTM McnonHutena Haxogutcs (yHKUMOHMpoBaHMe CepBepoB C pPa3BEPHYTbHIM
Jupyter Server, knactepa Spark, @yHKUMOHMPOBaHME BbLIYUCIUTENBHOTO Knactepa, OO6BbEKTHOro
XpaHunuuwa S3 1 boicTporo xpaHunuwa NFS Data Catalog.

TexHu4yeckoe onucaHme peweHus Environments:

Tabn.4. TexHMYecKkoe onnucaHne peweHuns ycnyru Environments

Ycnyra peanu3yetcs cpepctBamu  Jupyter Server u  Jupyter
Notebook. MocpeacTtBoM Hero w MporpaMMHbIX 6BUBAMOTEK
nonb3oBaTtesnb WMMeeT BO3MOXHOCTb 3anyckaTb 3ajayuM  Ha
BblUMCNEHNE Ha KnacTepax.

MporpaMMHas naatpopma
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3.10.

4.1.

4.2.

4.3.

4.4.

4.5.

AnnapaTHas nnatdopma

BblunmcneHnsa n obcyeT 3a4ay OCyLecTBAAETCA Ha NpeaocTaBnseMon
3aKa3uMKy B paMKax pecypcoB knactepa Christofari u Christofari
Neo (a Takxe Ha npoumx pecypcax O6naka B Cloud.ru - no
YCMOTpPEHMIO 3aKa3unka).

TexHu4yeckne ocobeHHOCTU 1 orpaHun4yeHuna

CKOPOCTb 3arpy3Ku gaHHbIX Ha Nnowanky cnonHutensa orpaHuyeHa
NPONYCKHOM CNOCOBHOCTbO KaHana poctyna B WHTepHeT u3
MHbpacTpyKTypbl 3aka3umka po O6naka Cloud.ru, a Takxe
CKOPOCTbIO YTeHUA gaHHbIX ¢ CX[O NcnonHutens.

[na napameTpoB ycnyru Environments ycTaHaBIMBaoTCA cinegyolme oblme 3HavyeHus:

Tabn.5. O6wme 3Ha4YeHNa napamMeTpoB ycayrn Environments

OnucaHue MMUH. 3HayeHue Makc. 3HauyeHue
KonnyecTBo  yTUAM3MpYeMbIX B  paMKax
BbluMcneHnsa 3agadm GPU (no Tapudy B pamkax
ycnyrn lNpepoctaBneHune goctyna K ML Space 1 GPU 8 GPU
Environments
(o1 1 po 8 GPU))
B COOTBETCTBUM c
Konuuyectso  yTUAMU3UPYEMbIX paMKax KO/IM4ECTBOM  [OCTYMHbIX
BbluMcneHuns 3agaun GPU (no Tapudy B pamkax GPU Ha MOMeHT 3anycka
ycnyru lNpepocTaBneHme goctyna K ML Space 9 GPU 3apaum Ha
Environments cynepkoMnbloTepe
(0T 9 GPU)) (BLIYUCAUTENBHbIX
knactepax Christofari)
B COOTBETCTBUM c
KonnyecTBo  yTUAM3BUPYEMbIX pamMKax 1 cpU KONNYECTBOM  AOCTYNHbIX
BblUMCAeHUs 3aaaun CPU CPU Ha MOMEHT 3anycka
3a4aun

Ycnyra Data Catalog npepoctaBnsier 3aKa3uuKy BO3MOXHOCTb COBMECTHOM pPaboTol,

4. ONUCAHUE DATA CATALOG

XpaHeHus,

BEPCUOHMPOBaHNA apTedaKToB A9 MallMHHOro obyyeHus (oartacetoB, Moaoenen, nokep-obpasos, Koaa

nap.).

Ycnyra Data Catalog BkntovaeT B cebs:
. dannoBbin MeHegXep Ha OcHoBe OOGBEKTHOro xpaHunuwa S3 ¢ ynpaBieHMeM npaBaMu [OCTyna

nosib3oBaTtesien, TerupoBaHMemM hannoB, BEPCUOHUPOBAHUEM U apxuBaLumen Gannos;
. BoicTpoe xpaHunuuie NFS 1 TpaHcdhep Mexay O6beKTHbIM XpaHUAnLLEM S3 1 BbICTpbIM XpaHUAULLEM

NFS;

. Data transfer service - KOHHeKkTOpbl K ¢annosbiM cuctemam (HDFS, S3 (Amazon, Google Cloud
Storage) 1 6a3aM gaHHbIx (PostgreSQL, MySQL, MS SQL, Oracle DB, ClickHouse), a Takxe npaBuna

M UCTOPUSA MEePeHOCOB;

. Docker registry - 3arpyska, XxpaHeHue, 1 MHble CNOCOObl COBMECTHOrO YrNpaB/ieHMUs KOHTeNHepamu;
. Model n Dataset registry - 3arpyska, XpaHeHWe U UHble Cnocobbl COBMECTHOro ynpaBneHus

MoLenaMn 1 gatacetamu;

OCHOBHbIM XpPaHUINLLEM N9 XPaHEHUA AaHHbIX M 0ByYeHHbIX Moaener apngaeTca O6beKkTHOe XpaHunumLle

S3

Data Catalog.

[na ncnonb3oBaHusa gaHHbIx Data Catalog ona obydyeHua Mmogenen yepes co3gaHne OkpyxkeHun (Jupyter
server) n 3apgay B Environment Heob6xonuMble AaHHble NepekaabiBaoTca Ha boicTpoe xpaHunuiie NFS.

PaboTa c ycnyraMm ocyllecTBaseTca 3aka3uMKoM 4yepes nosib3oBaTeNnbckui uHTepdenc ycnyrmu Data
Catalog 1 rnaBHoe MeHt0 NNaTtGopmbl.

TexHM4yeckoe onucaHune peweHuna Data Catalog:

Tabn. 6. TexHMyeckoe onucaHue peweHunsa ycnyrmu Data catalog

MporpaMMHas naatpopma

Ycnyra peanuayetca NOCpPeacTtBoM uHTepdenca u APl dannosoro
MeHemkepa S3, nepeknagymka gaHHbix ¢ S3 Ha NFS, Data transfer service,
registry n Al marketplace. MNMocpeacTBOM AaHHbIX Moaynen peanusyetcs
BO3MOXHOCTb  COBMECTHOM paboTbl, XpaHeHus, BEePCUOHUPOBaHMUS
apTe@aKToOB U MHCTPYMEHTOB ANA pelleHus 3agady MawwuHHoro obyvyeHus
(maTaceTtoB, Mogenen, ookep-obpasos, Koga u ap.).

AnnapaTHas nnatdopma

OaHHble n3 Data Catalog xpaHaTca B O6beKTOM xpaHunumuwe S3 u bbicTpoM
xpaHunuwe NFS, ncnonb3sytotcsa B ycnyrax Environments, Deployments u
AutoML. BbluncneHuns |4 obcyetr  3apgad ocyulecTsngeTcs Ha

CtpaHuua 4 n3 13




4.6.

5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

npefocTaBnaeMon 3akasuumky B paMkax Ycnyrm obnactu  knactepa
Christofari n Christofari Neo (a Takxe Ha npouux pecypcax Ob6naka
Cloud.ru - no ycMOTpeHUto 3aKasumnka).

CKOpOCTb 3arpy3km p[paHHbIX Ha nnowanky WMcnonHutena orpaHuyeHa
TexHuyeckune 0cobeHHOCTH M | NPONYCKHOM  CcnNocoBbHOCTblO KaHana pgoctyna B WHTepHeT u3
orpaHuyeHus MHbpacTpykTypbl 3akasuymka po O6naka Cloud.ru, a Tak)Xe CKOPOCTbiO
yTeHuns paHHbIX ¢ CXO NcnonHutens.

Ona napameTtpoBs ycnyru Data Catalog yctaHaBnunBatoTca crenyoume obuimMe 3Ha4YeHms:

Tabn. 7. O6wme 3HayeHNa napameTpoB ycnyrn Data Catalog

OonucaHue MMH. 3HayeHue Makc. 3HauyeHue
B COOTBETCTBUMU c
KonwnyectBo ytunusmpyemoix GB S3 1GB KOMMYEeCTBOM JOCTYynHbIX GB
Ha S3
B COOTBETCTBUMU c
KonwnyectBo ytunusmpyembix GB NFS 1GB KOMMYEeCTBOM J0CTYynHbIX GB
Ha NFS

5. OMUCAHME AUTOML

AutoML npepocTaBiigeT BO3MOXXHOCTb NPOBEAEHNA aBTOMaTMYecKoro obyyeHnsa mogenen MallMHHOro
obyyeHMsa nocpencTBOM B3aMMOOENCTBUA C rpaduyeckmm UHTEpdencoM nonb3oBatensa Oa 3anaHusa
Habopa MCXOAHbIX AaHHbIX, OnpefeneHnsa 3apaym obyvyeHus, 3afaHMs LOMONHUTENbHbIX MapaMeTpoB
obyyeHns w 3anycka 3apgaynm obyyeHus. O6ydyeHMe nNpPomM3BOAMTCA Ha pecypcax WMcnonHutens.
MonyyeHHble Moaenn MallMHHOro oby4vyeHua MoryT 6biTb pa3BEpPHYTbl Ha pecypcax Obnaka Cloud.ru,
NGO BbIFPY)KEHbI 3aKa34YMKOM A1 UCMOMb30BaHNA B COBCTBEHHbIX MPUNOXKEHUSIX.

C nomouwbto ycnyru AutoML 3akasuMK MOXeT BecTU pa3paboTky Mopenen 6e3 Hanmumsa cneumanbHbIX
3HaHMM B 061acTM MalmMHHOro obyyeHuns, Nony4yaTb METPUKM U OTUYETHI, XapaKTEPU3YIOLLME NONYUYEHHYIO
MOAENb, OTCNEXWBaTb Orn o0byyeHUsa, NONydYMTb UTOrOBYHD CEPMAnM30BaHHYK MOLEsNb, FOTOBYH AA
pa3BEépTbiBaHMA Ha pecypcax McnonHuTtens nnbo gna Mcnonb3oBaHMs B COOCTBEHHbLIX MPUNOXEHUAX.

3aKa3uyuKy ONS yCnewHom peanus3auum 3ajays obydeHua Mogener npenocTaBiseTcs BO3MOXXHOCTb
3arpysku M XpaHeHus faHHbix B O6bekTHoe xpaHunuuwe S3 Data Catalog, a Tak)Xe BO3MOXHOCTb
NOAKOUYEHMA K 3TOMY XpaHunuuy 13 rpaduyeckoro nHtepdenca nosb3osartens.

XpaHeHMe, WCNOMb30BaHME WU TapudMKaLMS XPaHEHMA M UCMOAb30BaHMA [aHHbIX B OOGbEKTHOM
XpaHunuuwe S3 ocyuiecTenseTca B pamkax ycnyru Data Catalog.

MoTpebneHve W ynpaBneHWe YCIYron OCYLEeCTBAAeTCa 3akKasyMKoM 4epe3 MOoJib30BaTebCKUi
nHTepdenc ycnyrn AutoML.

TexHnyeckoe onncaHue peweHns AutoML:

Tabn.8. TexHMYeckoe onncaHue peweHnsa ycnyrm AutoML

Ycnyra peanusyetcs cpenctBamMu Beb MHTepdeica u cpencTts nnathopmsl
Cloud.ru ML Space. [lMocpeAcTBOM HMUX UM NpPOrpaMMHbIX 6BUBAMOTEK
NporpamMMHas nnathopMa nonb3oBaTeslb UMEeT BO3MOXHOCTb 3aAaTb napamMeTpbl 3a4adyn obydyeHus,
yKasaTb  pacnofioxeHuve  obyyatowlero  partaceTa n 3anycTuTb
aBToMaTuyeckoe obyyeHne Mopenu.

O6cueT 3a4a4 aBTOMATUYECKOro MaLMHHOIO 06yYeHns oCyLecTBNATCA Ha
npepocTaBnseMoi 3aKa3umMKy B paMKax pecypcoB knactepa Christofari u
Christofari Neo (a Tak)Xe Ha Nnpouyux pecypcax, 4OCTYMHbIX Y MicnonHuTens
- MO YCMOTPEHMIO 3aKa3umKa).

AnnapaTtHas nnatdopma

CKOpPOCTb 3arpy3ku f[aHHbIX Ha naowapky WMcnonHutens orpaHuyeHa
Texuuyeckme 0coBeHHOCTU u | nponyckHol  cnocobHocTblo  KaHana  poctyna B WMHTepHeT  u3
orpaHuuenms MHbpPaAcTpyKTypbl 3akasumka o O6naka Cloud.ru, a Tak)e CKOPOCTblO
YTeHus gaHHbiX ¢ CXO MicnonHutens.

[na napameTpoB AutoML ycTaHaBAMBalOTCA criegyrowme obume 3Ha4YeHns:

Tabn.9. O6wme 3HaYeHNa napamMeTpoB ycnyrn AutoML

OnucaHue MuH. 3HauyeHue Makc. 3HayeHue
KonunyecTBO  yTUAM3BMPYEMbIX B  paMKax 1 GPU 16 GPU
BbluncneHuns 3agayum GPU
KonnyecTBO  yTUAMBMPYEMbIX B  paMKax 1 cpU AocTynHblit Ha MOMEHT BpeMeHH
BbluMCneHns 3agaun CPU o6bem CPU (He Gonee 48)
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6.1.

6.2.

6.3.
6.4.

6.5.

7.1.

7.2.

7.3.

7.4.
7.5.

6. ONMWUCAHMUE PIPELINES

Pipelines npencraensaeT cobom opkecTpaTop NannianMHOB, C MOMOLLbI KOTOPbIX aBTOMATU3NPYETCA XO[,
06paboTKM gaHHbIX U ML-MogenupoBaHusa, NyTeEM UCMNONb30BaHMa Moaynen nnatdopmbl (Data transfer
service, Environments, Deployments).

Pipelines no3sonstoT:

e  OpraHusoBaTb MocsegoBaTe/lbHOE W MapansenbHoe obpalleHne K yciyram 1 MoaynsaM nnatdopmol
ML Space (Data transfer service, Environments, Deployments);

e  YNPOCTUTb M YCKOPUTb MPOLECC co3faHusa Al-cepBMCOB, T.K. Nepexon OT MPOTOTUMNA K PelleHuto
CTaHeT bbIcTpee, a TeCTUPOBaHMe nepexona npoLule.

Pa6oTta c Pipelines ocyuiecTBnsaeTcs 3aka3uyMKOM Yepes Nosib30oBaTeNbCKuin MHTepdenc n no API.
TexHMYeckoe onuncaHune pewenus Pipelines:

Tabn. 10. TexHMYeckoe onucaHue peweHuna ycnyru Pipelines
Ycnyra peanusyeTrca nocpeactBoM WHTepdenca u API. [ocpeacTtBom
MporpamMMHas nnatdopma LaHHOrO MOAyNs peanusyeTcd BO3MOXHOCTb COBMECTHOW paboTbl Hapg
aBToOMaTu3aumen sTanos ML-paspaboTku.

Pipelines nHTerpmpoBaH c ycnyramm u mogynsamm ML Space (Data transfer
service, Environments, Deployments). PaboTa ¢ gaHHbIM ocyliecTBnseTcs
yepe3 O6bekTHOE XpaHunuwe S3 n boictpoe xpaHunuwe NFS. BolumcneHune
1 obcyeT 3apay OCyLEeCcTBSeTCA Ha NpefoCTaBAsAeMon 3aKa3yumnKy B paMKax
pecypcoB knactepoB Christofari u Christofari Neo (a TakXe Ha npoumx
pecypcax, LOCTYMHbIX Y ICNONHUTENS — MO YCMOTPEHUIO 3aKa3umka).

AnnapaTtHas nnatdopma

CKOpPOCTb MepeHoca [AaHHbIX OrpaHMYyeHa MPOMYCKHOW CNOCOBHOCTbIO
KaHana pgoctyna B MHTepHeT u3 MHbpacTpyKTypbl 3akasymka go Obnaka
Cloud.ru

TexHuyeckune 0ocobeHHOCTHU n
orpaHu4yeHunda

[na napameTtpoB ycnyru Pipelines o6WMMM 3HaYEHNAMN ABNAETCA COBOKYMNHOCTb OOLWMX 3HAUEHUIN yCnyr
Data Catalog, Environments, Deployments, AutoML.

7. OMUCAHME Al MARKETPLACE

Al Marketplace - MapkeTnnenc aptegakToB MalWlMHHOro oby4vyeHnsa (oataceToB, MOAENIEN, KOHTENHEPOB,
cKkpunToB, namnnanHoB n op.) DataHub, a Takxe MapkeTnnenc KOHTeNHepoB B GopMaTe rotoBbix Al-
cepsucos Al Services.

DataHub - xab npenoby4yeHHbIX MOgenen, 0aTaceToB U KOHTEMHEPOB.
[ocTynHble MofenuM W pataceTbl MOXHO MepeHecTU no KHornke [lo6aButb K cebe Ha S3 wunam NFS
xpaHmnuuwe Data Catalog, KoHTeMHepbl — ckadaTb KoMaHgon pull.

Al Services OOCTYMHbI TPEX BUOOB:

. B Buae docker-o6pasa, 13 KOTOPOro MOXHO Pa3BEPHYTb AENJION C HEOBXOAMMbIMM NapaMeTpamMu u
ON9 [anbHENLWero WMCNonb3oBaHMA 4Yepe3 3anpocbl no API. Takol o6pa3 HemocTyneH pans
CKaymMBaHus;

. B BUAE AeMO UHCTaHca ¢ Ul nHTepdencom nnm swagger;

. C OTOoenbHOW aBTopu3auuen K poctynoM no APl K ye 3amennoeHoMy cepsucy (npumep -
SaluteSpeech).

3aKa3uynmK MOXeT MOoNy4YnTb MHPOPMALMUIO O BO3MOXHOCTM AopaboTkm unu paspaboTtkm Al-cepsuca y

OTBETCTBEHHOTO Nnua MicnonHutens.

B cnyyae, ecnn 3aka3uyMKOM 3akasaHa pgopaboTka unm paspaboTtka Al-cepsBuca, 1o McnonHutento

NPUHaANeXaT UCKITIYMTENbHbIE MPaBa Ha BCe pe3y/bTaTbl MHTENNEKTYabHOM OeSTeNbHOCTUN, CO3AaHHbIe

UM B npouecce AopaboTkm mnmn paspaboTku, unm npuenedYeHHbIM MM CoMCnonHUTeNneM, SBNAOLMECS

pe3ynbTaToM OKa3aHua Ycnyr u/unun BXOaaLWwmMMmM B COCTaB pe3yfibTaTa okasaHusa Ycnyr, Bkao4Yasa nobble

KOMMOHEHTbI, a TaKXXe TEXHMYECKYD W MPOEKTHYI0 [OOKYMEHTAUMIO, WHYH COMPOBOAUTENbHYIO

JOKYMEHTaUMIo, ec/in OHM B COOTBETCTBMM C 3aKOHOAATENbCTBOM Poccuinckon Pepepauim OTHOCATCA K

OXpaHSeMbIM pe3yfibTaTaM UHTEeNNEeKTyalbHOM AeaTeNbHOCTU U CPefCcTBaM MHANBUAYANM3aLMN.

BbinonHeHne paboT no gopaboTke unm paspabotke Al-cepBuca ocyuiectsnsetrca McnonHuTeneMm Ha

OCHOBaHWK COrNacoBaHHOro M nognucaHHoro T3 no dopMe, n3noxeHHon B MpunoxeHun N2 9.A. K

[orosopy.

Pa6oTa c Al Marketplace ocyuiecTBnaeTca 3aka3uyMKOM Yepes nosib30BaTeNnbCku MHTepdenc n no API.
TexHM4yeckoe onucaHue peweHna Al Marketplace:

Tabn. 11. TexHM4Yeckoe onucaHue peweHnsa ycnyrmu Al Marketplace

MporpaMmMHas nnatdopma Ycnyra peanusyeTcsi nocpefactsoM uHTepdeiica u APl TMocpenctsom

OaHHbIX Mo,u,yneﬁ peann3yetca BO3MOXHOCTb COBMECTHOMN paﬁOTbI C
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https://docs.sbercloud.ru/aicloud/mlspace/concepts/data-catalog__data-processing__data-migration.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/environments.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/deployments.html

WHCTPYMEHTaMU ANA peleHusa 3ajay MawuHHoro obydyeHusa (mataceTos,
Mopnenen, nokep-obpasos, Koga, CEPBUCOB U Ap.).

Mopenn wn patacetbl M3 DataHub xpaHATca B TexHuyeckoM O6bekToM
XpaHunuwe S3, OOCTynHbl Ona nepeHoca B O6bekTHoe XpaHunuwe S3 u
bbicTpoe xpaHunuwe NFS 3aka3umka onsa ganbHenwero Mcnofib3oBaHusa B
ycnyrax Environments, Deployments n AutoML. Bbluncnenus mn obcuet
3334 OCYLLEeCTBNSAETCA Ha NpPenoCcTaBnsieMon 3aka3uuKky B pamkax Ycnyru
obnactn knactepa Christofari u Christofari Neo (a TakXxe Ha npouunx

AnnapaTHaa nnatdopma
pecypcax O6naka Cloud.ru — no ycMoTpeHuio 3akasumka).

Docker-obpasa KoHTelHepoB 1 Al-cepBMCOB pa3MelleHbl B TEXHUYECKOM
Docker registry, 13 KOTOporo oHM MOFYT ObITb CKayaHbl, 3anylWeHbl KakK
nofb30BaTeNbCKUIA  Oenson, pocTynHol 4yepe3  Ul/swagger/API B
3aBMCUMMOCTHM OT BUAA.

CKOpPOCTb MepeHoca [AaHHbIX OrpaHWYyeHa MNPOMYCKHOW CNOCOBHOCTbIO
KaHana pgoctyna B MHTepHeT n3 MHbpacTpyKTypbl 3akasuymka go Obnaka
Cloud.ru.

TexHuyeckune 0CcobBeHHOCTM n
orpaHun4yeHunda

7.6. [na napameTtpos ycnyru Al Marketplace o6WMMKN 3HaYEHUAMU ABNISETCA COBOKYMHOCTb 0OLWMX 3HaUEeHUN
ycnyr Data Catalog, Environments, Deployments, AutoML.

8. PACMNPEAENEHMUE PONEW, OBSAI3AHHOCTEN N OTBETCTBEHHOCTU UCNOJTHUTENS N 3AKA3UYMKA B
OBJIACTU Ub B OTHOLLEHUW YC/TYITU CLOUD.RU ML SPACE. 3ALLUTA MLS

8.1. PacnpeneneHune ponei, o6a93aHHOCTEN U OTBETCTBEHHOCTM B 06nactn b B oTHOLWEHUM YCNyrn onncaHo
B Tabnuue 12.
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Tabn. 12. PacnpepeneHue ponemn, o6a3aHHOCTEN U OTBETCTBEHHOCTM B obnactn Nb

OTBETCTBEHHOCTb 3a

Komy npepocTtaBneH

HanmeHoBaHue
TeXHONOFNYECKOro NMpuMeHnMbIe K YPOBHIO npepocraBneHuve/ AOCTYnN K cpeacTtBamMm
(apxuTeKTypHOro) npouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHUuE npepocTaBneHus
YPOBHS ycnyru/cepsucbl Ub ycnyru/cepBuca/ ycnyru/cepBuca/
npoueccos npouecca
XXypHanupoBaHue XypHanupoBaHue cobbITUI, CBA3aHHbLIX C AeTansMu xopa obyvyeHus
yP P o yp vp > A A Y 3aKasuumk 3aKasyuk
cobbITNl mogenen Al cpegcTBamm caMon MOAENN.
. Pe3epBupoBaHMEe C WUCMNONb30BaHWEM COOTBETCTBYIOWMX 06MaYHbIX
MpuKnagHoOM ypoBeHb U
cepBMcoB MM Ha pecypcax WHdpacTpykTypbl 3akasumka ¢
ypOBeHb 0by4YaeMblx YnpaBneHue
. MCNONb30BaHWEM CPeAcTB Pe3epBHOr0 KOMMPOBaHUA 3akasuymka ero
Mopenen Al pe3epBMpoOBaHMEM . 3aKa3uuk 3aKasuuk
UHDOPMALIK LaHHbIX, MCMoMb3yeMbix Ana obydeHUa Mopenen, a TakKXe caMux
P Mopenen, nepen WX 3arpyskoM Ha OObekTHoe XpaHunuie S3 wu3
cocTtaBa MHdpacTpykTypbl O6naka Cloud.ru
)XypHanuposaHue XXypHanupoBaHMe W MOHUTOPMHI (C ucnofb3oBaHMeMm KY MLS)
o . , NcnonHuteno 3aKasuyuk
cobbiTnin OCHOBHbIX COObITUI, CBA3AHHbIX C XO4O0M 00y4yeHusa mogenen Al Ha MLS.
o NcnonHuteno
AOMUHUCTPUpPOBaHMe «OpraHm3aumen» 3akasymka C UCMONb30BaHMEM
(oTBETCTBEHHOCTD 3a
JNlnyHoro kabuHeTa McnonHutens.
AOMUHUCTPUPOBaAHME npepocTaB/ieHne cepBuca)
. 3aka3 ycnyru, co3paHue/yganeHue Jupyter Notebook-oB B pamkax
«OpraHusaumnen» n 3aKasuuk
«OpraHusaumm».
ynpasneHue oocTynom 3aKa3uuk
MpepocTtaBneHne coTpygHmMKam 3akasumka JocTyna TONbKO K Jupyter
(oTBETCTBEHHOCTD 3a
Notebook-am ero «OpraHusaummn».
afMUHUCTPUPOBAHNE)
NcnonHuteno
YpoBeHb «OpraHmnsaummn» (oTBETCTBEHHOCTD 3a
3akasuuka, ero Jupyter Co3paHue/ypaneHne C  ucnonb3oBaHuem  JlnyHoro  kabuHeTa npepocTaB/ieHne cepBuca)
Notebook-08 u YnpasneHue WcnonHutena Yy4yéTHbIX 3anucen nonb3oBatenen «OpraHusaumm»
KOHTeHepoB. ayTEHTUPUKALUOHHOM (TeHaHTa) M NpUCBOEHWE UM MpUBMUNErui goctyna (B TOM yucie no 3aKa3uuk 3aKasuuk
nHbopMaumnen [octyny K ycnayre c wucnonb3oBaHmem KY ML Space wun Jupyter (oTBETCTBEHHOCTb 3a
Notebook-am, cozgaHHbIMM B paMKax «OpraHmMsaumnm»). ynpasneHue
ayTeHTUDUKALMOHHOMN
MHbopMaumen)
O6paboTka p[aHHbIX 3akKa3uyuMka TONbKO B pamkax ero Jupyter
Notebook-oB 1 KOHTENHEpPOB.
3awmTa gaHHbIX . NcnonHuteno McnonHutenob
YpaneHue paHHbIX 3aka3uyuka, obpabaTbiBaBLIMXCSA B KOHTEWHepax B
Xo4e obyyeHua ero Mmogenemn.
MoHuTopuHr O6naka Cloud.ru obecneyeHne eé [OCTYNHOCTHU,
. NPOM3BOAUTENbHOCTHU, Hanu4yunsa HeobxogMMoro Konu4yecTBa
MHbpacTpyKTypHbIA M N
YpOBEHb MOHUTOPUWHT M NopaepXka | obopynoBaHusa, obecneyeHne Heobxogumon nans eé paboTbl McnonHuutens McnonHutenob

NPOMNYCKHOM CNOCOBHOCTM CEeTU, BbLIYUCAUTENIbHBIX MOLWHOCTEN M
eMKOCTM CUCTEM XpaHeHusa gaHHbiX (CXO) MHdpacTpyKTypbl.
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Tabn. 12. PacnpepeneHue ponemn, o6a3aHHOCTEN U OTBETCTBEHHOCTM B obnactn Nb

OTBETCTBEHHOCTb 3a

Komy npepocTtaBneH

HanmeHoBaHue
L ——— NMpuMeHuMblIe K YPOBHIO npepocraBneHuve/ AOCTYnN K cpeacTtBamMm
(apxuTeKTypHOro) npouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHUuE npepocTaBneHus
YPOBHS ycnyru/cepsucbl Ub ycnyru/cepBuca/ ycnyru/cepBuca/
npoueccos npouecca
XXypHanupoBaHue XypHanupoBaHMe cO6GbLITUA B KOMMOHEHTax W CpeacTBax 3aluThbl
yP P o yp P pen t NcnonHuteno McnonHutenob
cobbITUM nHbopmauum Obnaka Cloud.ru
YnpasneHne [JOCTYNOM K CErMeHT npasneHns WHdbpacTpykTypomn
YnpasneHne 0ocTyrnom P pocry y ynp bpacTpykTyp McnonHutenb McnonHutenb
McnonHutens,  KOMNOHEHTaM.
YnpasneHie YnpasneHve  y4€THbIMU 3anucamu  AD NPUBUNErMPOBAHHbIX
. nonb3oBaTtenen (aAMMHUCTPATOPOB) MICNONHUTENS, UMEoLWMUX [OCTYN K
ayTEHTUPUKALUOHHOM < McnonHuutens McnonHutenob
uedopMaLedi cerMeHTy ynpasneHusa WHPpacTpykTypon, U ux BTOpbiMM dakTopammu
ayTeHTUdMKaumn (ayteHTUGUKaTopamu).
YnpaeneHue KOHTpPONb 1 aHanu3 3aWUWEeHHOCTM cNy)XebHbix BM MGMT-cermeHTa,
knactepa Kubernetes u©  xocToBbiXx MaWwWH WHDpPaCTpyKTypbl McnonHuutens McnonHutennb
YS3BUMOCTSAMU
MicnonHutens.
C6op c ucnonb3oBaHuMeM cpeactB SIEM ¢ KOMMNOHEHTOB o6nayHom
nnatdopmsbl, knactepa Kubernetes u cpepcts 3awmTtbl MHGoOpMaumm
YnpasneHue nHumgeHtamum | Obnaka Cloud.ru cobbiTvin 6e30NacHOCTU.
o McnonHutenb McnonHutenb
b AHanu3 cobpaHHbIX CcobbITUMI HGe30NacHOCTU, a TakKXXe MOHUTOPUHI U
pearMpoBaHMe Ha WHUWOEHTbl 6Ge30MmacHOCTM C MPUBEYEHUEM
BHewHero SOC.
YnpasneHue KoHTponb W ynpaBneHue npoueccaMu W3MeHeHuss KoHdurypaumm
P . P ynp pou durypau NcnonHuteno McnonHutenob
KOHbUrypaumemn WNHbpacTpyKTypbl MicnonHutens.
3awmnta nepumetpoB LOO WHbpacTpykTypbl WcnonHutena c
MCNONb30BaHWEM KaCTEPOB BbICOKOMPOU3BOAUTENbHbIX MEXCETEBbIX
3KpaHoB HoBOro nokoneHus (NGFW), obecneuynmBaloLmnx MexceteBoe
YnpasneHue 3KPaHUPOBaHWE U 3aWMUTY OT KOMMbKOTEPHbIX aTaK MHPPACTPYKTypPbI.
6e3onacHoCTbiO Ang 3awmTta ceteBon WHMpAcTpykTypbl WcnonHutens (Bxoga B O6nako
A » bpactpykTyp ( A o NcnonHuteno McnonHutenob
BUPTYallbHbIX U Cloud.ru) ot DD0S-aTak, HanpaBAeHHbIX HAa NePeno/IHEHNE KaHabHOM
dusmyeckux ceten €MKOCTU.
BHyTpeHHee cerMeHTMpoBaHue ceTeBbIX WNHbpacTpyKTyp c
ncnonb3zosaHnem NGFW un BbigeneHmem B pamkax LO[ Ha ceTeBOM
ypoBHe DMZ, PROD- 1 MGMT-cerMeHToB MHDPACTPYKTYpPbI.
. Ob6ecneyeHue nogkntoyeHUa knneHTos K KY ML Space n O6beKkTHoMy
YnpasfieHue 3awmTton
XpaHunuwy S3 u3 coctaBa Cloud.ru ML Space no 3awuuUeHHOMY NcnonHuteno McnonHutenob
nepegaBaeMblX OaHHbIX
npotokony HTTPS Ha 6a3e npotokona TLS He Huxe v1.2.
YcTaHOBKa, HAcTpoMka M agMUHUCTPMPOBAHWE CPEeAcTB  3aluThbl
nHpopmaunmn B coctaBe NHPpacTpykTypbl MicnonHutensa, B TOM yucne:
YcTaHOBKa U 1. CpencTB aHTMBUPYCHON 3aLLUTDI;
agMUHUCTpUpOBaHue 2. CpefcTB KOHTPONS AENCTBUI NPUBUIErMPOBaHHbIX NOb30BaTeNnen McnonHutens McnonHutenob

CpencTB 3aWnTbl

(apMuHUcTpaTopoB McnonHutens) knacca PIM&PAM;
3.SIEM;
4. CpefcTB KOHTPOSA M aHanu3a 3amWweHHOCTH;
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Tabn. 12. PacnpepeneHue ponemn, o6a3aHHOCTEN U OTBETCTBEHHOCTM B obnactn Nb

OTBETCTBEHHOCTb 3a

Komy npepocTtaBneH

HanmeHoBaHue
NMpuMeHnMbIe K YPOBHIO npepocraBneHuve/ AOCTYN K cpeacTeam
TEeXHONOrn4eckKoro
npouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHUuE npepocTaBneHus
(apxuTeKTypHOro)
YPOBHS ycnyru/cepsucbl Ub ycnyru/cepBuca/ ycnyru/cepBuca/
npoueccos npouecca
5. WEB Application Firewall (WAF), ucnonb3yemMoro pnna 3awuThbl
nyébnukyemon KY ML Space;
6. NGFW.
YnpasneHue Pe3epBHOE KOMMPOBaHWE U BOCCTAHOBNIEHWE M3 06Pa30B CNYXeOHbIX
pe3epBMpOBaHMEM BUPTYalbHbIX MaLnH MNHbpacTpyKTypbl WcnonHutens c McnonHuutens McnonHutennb
MHbopMaLummn ncnonb3oBaHueM CPK Backup&Replication.
CooTBeTcTBUE WNHbpacTpyKTypbI McnonHutens TpeboBaHUAM
6e3onacHoOCTUM WMHbOpMauMM, NpeabaBAsieMblM K MHPOPMALUOHHbLIM
3awwmTta NOH bopmauun, npen bopmau NcnonHuteno McnonHutenob
cUcTeMaM NepCOoHalNbHbIX AAHHbIX NPM obecneyYyeHUn BTOPOro YPOBHS
3aWMLWEHHOCTU NepPCOHaNbHbIX AaHHbIX.
KoHTponb poctyna B ULOO wn nomeweHnsa WHpacTpyKTypbl
KoHTponb goctyna McnonHutensa (oxpaHsaemasa Tepputopusa LLOL, NponycKHOM pexum, NcnonHuteno McnonHutenob
CUCTEMbl KOHTPOA M ynpaBieHnsa AOCTYNOM, 3anMpaHue CToek).
Hanuuune BHewHel (No nepumer O[) v BHYTPEHHEN (B MaLIUHHbIX
. BupeoHabniopeHue ( P py LO) yTP ( McnonHutenb McnonHutenob
DuUsnyecknin yposeHb 3anax LLOM) cuctem BugeoHabnogeHms
MpepocTaBneHne aNeKTPoONUTaHUs, AOCTyna K ceTn MIHTepHeT, MecTa B
PasmelueHune cTtorkax UOMO nop o6o oBaHue (compute, network un storage), a
th UOA noa PYA ( pute, ge), McnonHutens McnonHutenb
obopypnoBaHus TaKXXe MOHTaX WU KoMmMyTauusa obopypnoBaHus WH@pacTpyKTypbl

McnonHutens B cTtonkax LOMO.
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8.2. B uenax obecnevyeHna kunbepbesonacHocTn MHdpacTpykTypbl Cloud.ru ML Space peanv3oBbiBatoTCA
cnegytolme Mepbl U MEXaHU3Mbl 3aLMThI:

Tabn.13. ObecneyeHune 3awmnTbl MHdpacTpykTypbl Cloud.ru ML Space

YPOBHU 3aLUTbI | MeponpusaTtus

3awmTa uHdpacTpykTypbl O6naka Cloud.ru u cpeacTs ee ynpasneHus

Ob6ecneunBaeTca:

- pa3sMeleHne Bcero obopypoBaHua WHbpacTpykTypbl B LIOM, COOTBETCTBYHOLWMX
dusnyeckumn TpeboBaHNAM HaOeXHOCTU No KaTteropun Tier 3;

- KOHTPO/b U yNpaBieHne 4OCTYyNnoM K 060pyaoBaHuio;

- Hanuuue cucTeMbl BUaeoHabnogeHnsa Ha ob6bekTax MHGopmaTusaumm LLOA.

Ob6ecneynBaeTtcs 3awuTa nepumeTtpos LUOL M MX CErMeHTMpPOBaHME C MCMOSb30BaHUEM
CeTeBoM ME)XCeTeBblX 3KPaHOB HoBoro nokoneHna (NGFW), ocyuwecTBaswoWwMx B TOM 4ucne
BbiiB/IEHWE 1 NpefoTBpaLLeHMe KOMMbIOTEPHbIX aTak.

Ob6ecneymnBaeTca:

- aHTMBMPYCHaa 3awmnTa MHbPaCTPyKTypbl C MCNOMb30BAaHMEM AHTMBUPYCHbIX CPEACTB
ANna 06nadYHbIX cpeq;

- ynpaBneHue [ocTynom K MHppacTpyKkType ¢ MCNONb30BaHNEM CPEeACTB ABYX(PAKTOPHON
ayTEHTUDMKALUKN NOAKIOYAOWMNXCA K HEM aiMUHUCTPATOPOB;

- KOHTpONb [HEWCTBUM NPUBUIETMPOBAHHbLIX MNOMb3OBaTesNell C  WUCMNOJIb30BaHUEM
crneumann3npoBaHHbIX CPeaCTB;

- PerynspHblil KOHTPO/b M aHaAM3 3alMWeHHOCTM NHDPaCTPYKTYpbl C MCNOIb30BaHMEM
crneumann3npoBaHHbIX CPEACTB - NO BbIABMEHUIO YA3BUMOCTEN B MCMNob3yemMoM MO un
ero HeKOppeKTHOM KOoHbUrypauuu, BAMAIOWEN Ha YpPOBeHb 3awmueHHocTn MO, c
YCTPaHEHWEM BbIAB/IEHHbIX YA3BUMOCTEN U/UN HEAOCTATKOB;

- cbop 1 aHanu3 cobbiTMn MHbDOpPMaLMOHHOM 6e3onacHoCTH.

MHDpaCTpyKTYpPHbIN

OcylwecTBnaAOTCA  Nepuoanyeckne TeCTMPOBaAHMA HAa  MPOHUKHOBEHME U ayauT
MHbOopMaUMoOHHON Be3onacHocTu NMHdpacTpykTypbl Cloud.ru ML Space ¢ npuBieYeHUEM
CTOPOHHUX OpraHuMsauuii. BbiBNeHHble B XO4e COOTBETCTBYIOWEro TECTUPOBAHUSA WU/MAK
aynmuTa HEeJOCTaTKKU YCTPaHATCS No GaKTy UX BbiABIEHMUA.

[OononHUTENbHbIN

3awumTa KY ML Space

3awmTa C UMCMNOMb30BaHWMEM Creumanm3nMpoBaHHOrO MeXCeTeBOro 3KpaHa YpPOBHA

Mpunoxenus npunoxenun (Web Application Firewall)

OCyWwecTBNAOTCA PerynspHble CKaHMPOBaHWA KOHCOAM Ha HanuumMe aKTyasbHbIX
yA3BMMOCTEN UM ero nmepuopmnyeckme TeCTUPOBAHUA Ha MPOHUKHOBEHME C NMpPUBAEYEHUEM
CTOPOHHUX OpraHu3auui. BbiaBAEeHHblEe YA3BMMOCTU W/UAW HEAOCTAaTKM YCTPaHATCA no
baKTy X BbiBNEHMUS.

[OononHUTENbHbIN

O4YMCTKa NOJ/Ib30BaTE/IbCKUX AAaHHbIX

Mepepn BbloeneHMeEM U npegoctaBneHmnem goctyna K Cloud.ru ML Space u MectaM namaTtu
LNS BDEMEHHOM0 XpaHeHus n o6paboTKM AaHHbIX NOA OYepefHyk 3afjady (Mpou3seneHuns
BblUMCNEHUN, O0bBy4yeHMs Mogenu M T.M.) OCYWEeCTBASIeTCA MNOJIHas  O4YMCTKa
NoONb30BaTENbCKMX [OaHHbIX, PaHee XPaHWMbIX B YKa3aHHbIX 06MacTax naMsTM B Xxone
MLS BbIMOMTHEHUS NpeabliayLWwmnx 3agay.

Monb3osatenaMm Cloud.ru ML Space npepocTtaBnseTcs LOCTYN TOJMIbKO K BblAENEHHbIM AN
HUX 0BNacTaM NaMATM KOHTEMHepa M 06beKTHoro XpaHunuwa (S3). Mpu 3ToM Ha BpeMmsa
nonb3oBaHUsA YcAyrom [OCTYN K YyKas3aHHbIM o6nactaM namMaTtu gpyrux cybbekTos
3anpeLueH.

9. TAPUDOUKALUA YCNVIU

9.1. Bo3MoxHble Buabl Tapudunkaumm Deployments:
9.1.1. OuHamuyeckan Tapudukaumua (Pay as you go).
9.1.2. CtoumMocTb Ycnyru dopMupyeTca B 3aBMCUMMOCTM OT KonmdectBa GPU/CPU, Ha KOTOpPbIX MPOMCXOANIO0

BbluMCNEeHME 3anpocoB K APl MMKpPOCEPBMCOB C MOAENSIMU, a TaKXe CaMOro BpPeMEeHU, B TedyeHue
KOTOPOro Bbl4MCNANNCL 3anpocbl K APl MMKpOCEPBUCOB C MOOENSMWU MCKYCCTBEHHOrO MHTENNEKTa U
ob6beMa 3ape3epBMPOBAHHONO 3aKaszuynkoM OBBbEKTHOrO XpaHunumua S3.

9.1.3. MOMeHT Hayana CnucaHus [OEHEeXXHbIX CPpeacTB — C MOMEeHTa Hayana BbluMcneHms 3anpoca K API
MUKpPOYCYrn (018 KaXOoro 3anpoca) UK )Ke Co CTapTa BblYMCIUTENbHOMO Noaa.
9.1.4. MOMEHT OKOHYaHUA CMUCAHUA OEHEXHbIX CPeACTB — C MOMEHTa OKOHYaHUA BblUMCNEHUSA 3anpoca (ansa

Ka)X[Zoro 3anpoca) Uan Xe C MOMEHTA 3aBepleHns PaboTbl BbIYMCIUTENBHOIO Noda.

9.2. Bo3MoxHble BuAbl Tapudukaumm Environments:
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9.2.1.
9.2.2.

9.2.3.

9.3.
9.3.1.
9.3.2.

9.3.3.

9.4.

9.4.1.
9.4.2.
9.4.3.

9.5.

10.1.
10.1.1.
10.1.2.

10.2.
10.2.1.
10.2.2.

10.3.
10.3.1.
10.3.2.

10.4.

11.1.

11.2.

11.3.

11.4.
11.5.
11.5.1.

11.5.2.
11.5.3.

OunHamuyeckan Tapudukauma (Pay as you go).

CtouMocTb Ycnyru dopMmnpyeTcs B 3aBUCMMOCTU OT KONMYecTBa 1 KoHourypaumin GPU/CPU, Ha KOTOpbIX
NPOUCXOAMNO BbIYNC/IEHME 3ala4M, BPEMEHU, B TEYEHNE KOTOPOrO BblYMCAIach 3agava.

MOMEHT Hayana CnMcaHusa LEHEXHbIX CPeacTB — C MOMeHTa 3anycka obydyeHus Mopenun/c MoMeHTa
annokaunn GPU/CPU nop BbibpaHHOE OKpYyXeHune (onpeaensetca 3aka3uyMKoM Yepes nosib30oBaTe/IbCKui
nHTepdenc Environments).

Bo3aMoxHble Buabl Tapndukaumm Data Catalog:

OunHamuyeckan Tapudukaumua (Pay as you go).

CtoumMocTb Ycnyrn popmMumpyeTcsa B 3aBUCMMOCTM OT o6beMa Mcnonb3yemMoro 3akasumkoMm O6beKkTHOro
XpaHunuuwa S3 1 boicTporo xpaHunuuwa NFS (konuyectBa GB/mec).

MOMEHT Hayana ChnCaHUsA OEeHEeXHbIX CPeAcTB - C ucnonb3oBaHua 6onee yem 1 GB (onpepensertca
3aKa34ynKOoM 4Yepes nonb3oBaTenbckuin nHTepdenc Data Catalog).

Bo3MoxHble BuAbl Tapudunkaumm AutoML:

OunHamuyeckan Tapudukaumua (Pay as you go).

CtoumMocTb Ycnyrn popmMupyeTcsa B 3aBUCUMMOCTM OT Konm4yecTBa M KoHdurypaumnn GPU unm CPU Ha
KOTOpbIX Npoucxoanno obyyeHne Mogenn, BpEMEHU, B Te4eHNe KOTOporo obyyanacb Mogernb.

MOMEHT Hayana cnMcaHmUs OEeHEeXHbIX CPeACTB — C MOMEHTa 3anycka obyyeHua mogenu.

Tapudukauma Pipelines n Al Marketplace ocywectenaerca yepes Tapudukaumo ycnyr Deployments,
Environments, Data Catalog, AutoML.

10. UHbIE YCNOBUA, NTIPUMEHUMDIE K YCNTVTE

BO3MOXHbIE BUAbI MOAKIOYEHNS [ UBMEHEHUS [ OTKOYEHNS YCIyr:
MocpencTesoM nognmcaHmsa 3akasa;
MocpencTBoM coBeplleHna aencTemn B JINUHOM KabuHeTe.

BO3MOXHbIN NopaaoK pacdyétos no Ycnyre:

MpepBapuTenbHaa onnata (B cliydae npmMcoeauHeHns K ycnosmaMm [JoroBopa nyTeMm akuenTa B nopsanke
n.1.5 JoroBopa);

MocTtonnata (B nopaake pasgena 11 MpunoxeHma N2 1.MLS.1.).

Bo3MOXHble cnocobbl onnaTthl / NOpPAAoK NononHeHua banaHca:
OnnaTta B 6€3HaNIMYHOM NOPALKE HA OCHOBAHWM BbICTAaBNEHHOIro MIcNONHUTENEM CY€ETa;
OnnaTta NOCpPencTBOM 3NEKTPOHHbIX CPEACTB niaTexa.

McnonHutenb o06sA3yeTca He BKA4YaTb B cocTaB Pe3synbtatoB paboT nporpaMMHoe obecrnedyeHue,
MCNOMb3yeMOEe Ha OCHOBAHWUWM OTKPLITOM JIMLEH3MU, YC/TIOBUA KOTOPONM TpebyloT OT nosib3oBaTens
PacKpbITUA MCXOQHOro Kopa MoguduumpoBaHHoro MO, nnbo orpaHWMuMBalOT MPaBO MOJib30BaTeNns
3anpewaTb TPETbMM NIMLAM UCMNO/Ib30BaHMe MoguduumnpoBaHHoro MO.

11. YCNoBUA NOCTOM/ATbI MO YCNYTE «CLOUD.RU ML SPACE»

Onnata Ycnyru «Cloud.ru ML Space» npon3BoaMTca 3aKa3uMKOM Ha YC/IOBUAX NOCTOMaTbl B POCCUMCKUX
pybnax exemecayHo B TedeHue 5 (natm) pabouumx OHel nocsie okoH4YaHusa OTYETHOro nepuopa Ha
OCHOBaHWUM cyeToB NcnonHmnTensa n nognucaHHoro CtopoHamu YT14.

B pamkax okasaHua Ycnyru CTOpPOHbl onpenenunn 3akasumky AEHEeXHbin numut® (ganee - Jlumut) B
pa3mepe 500 000 (nATbCOT Thicad) pybnen, B ToM uucne HAC, onpemensemMblt Kak MaKCMMalbHO
LOMycTMMasa cyMMa obluer 3a40/HKeHHOCTN 3aKasumka 3a onnaTy Yciyru B OTYETHOM nepuope.

JluMuT BnepBble ycTaHaBnneaeTcsa McnonHuUTeneMm nocsie noanvcaHua [JoroBopa M oTobparkaeTca nns
3aka34ynka B JIMYHOM KabuHeTe.

M3MeHeHuMs JIuMUTa OCYLLECTBASAIOTCA NyTeEM nognucaHua JononaHUTEeNbHOro cornawenmsa K Jorosopy.

3aKasyMK MOXEeT C/leduTb 3a MNPOrpeccoM ucyepnaHua JIuMuTa M aHanu3MpOBaTb PAcxXoh CpencTs
cnepywowmmm cnocobamum:

CBepsATb 06bEM noTpebiieHna No nporpecc-6apy B wanke nHtepderca KY MLS u B pasgene «Mpodunby;
Mony4yaTb yBegoMaeHnsa o6 ncyepnaHum banaHca (nporpecc no Jinmmty) cebiwe 80%*%;

3aKa3blBaTb [fgeTanv3aumio Nno CooTBeTCTByowWwen kHonke B «Mpodune» Cloud.ru ML Space wu
aHanM3MpoBaTh ee;

3 Moa IMMMTOM NoppasyMeBaeTca NoporoBoe 3HaveHwe banaHca, ycTaHaBAMBAaEMOE Ha OPraHM3aumio B paMKax posieBoi Mogenun BHyTpu JIdHoro
KabuHeTa. JIUMUT OpraHn3aunmn pacnpocTPaHAeTcsa No Mepapxmu (CyMMa NMMUTOB, YCTAHOBNEHHbIX A MPOEKTOB, HE MOXEeT NpeBbiwaTtb JIMMUT
opraHuMsaummn v T.4.).

4YBenoMieHna oTobpaxkatoTcs B BepXHeW YacTu («wanke») nHtepderica KY ML Space.
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11.5.4.

11.6.

11.7.

11.7.1.

11.7.2.

11.8.

11.9.

11.9.1.
11.9.2.
11.9.3.

OdopmMuTb OTNPaBKy yBepomneHui 06 ncyepnaHum banaHca (nporpecc no Jinmuty) cebiwe 80% Ha email
yepes 3a9BKy Ha support@cloud.ru.

Mpu pocTuxkeHun JlumMuTta BCce 3anyuleHHble B Cloud.ru ML Space Jupyter Server, 3agayn oby4yeHus,
jennon wn Ap., KoTopble TapuduumpyloTcs M noTpebnarT nporpecc JIMMuTa, aBTOMATU4YeCKMU
ocTaHaB/MBalTCA. [laHHble, 3arpy)keHHble Ha S3 1 NFS xpaHunuiia, nponosKaT TapupmumMpoBaTbhcs 4o
CaMOCTOATENbHOMO UX yaaneHus 3aka3ymKoM.

Ecnu Temnbl ncyepnanusg lummta B OTYETHOM NEPUOLE CBUAETENbCTBYIOT O €ro CKOPOM AOCTMIXKEHUU, A
TaKXXe uMeeTca HeobxooMMoCTb yBenndenusa JinmMmTta, 3akasunmk ob6a3yeTcs NpenoCcTaBUTb rapaHTUiMHoe
nMCbMO:

YcTaHaBMBaloLWee HOBbIN JIMMUT U NOATBEPXKAAKOLWEE ero HaMepeHne onnaTuTb NoTpebneHHble CcBepxX
nepsoHa4vanbHoro Jiumuta ycnyru;

Onpepenstoliee gencTems MICnonHUTENa No OKOHYaHUIO Tekyuwero OTYeTHOro neproga no [OCTYNHOCTH
Ycnyru B cnepytouiem OT4eTHOM nepuope (0CTaBUTb OOCTYN K Ycyre / NPUOCTaHOBUTb OKasaHue Ycnyru
/ OTKNUNTL YCnyry).

Mpn HanMuMM 3a00MKEHHOCTM NO onnate Ycayr no [orosopy McCnonHUTenb MMEEeT NpaBoO OTKasaTb
3aKa3unKy Kak B ganbHeunwem notpebneHun Ycnyr, Tak U B npepocTtaBsieHun lumnuta no [JoroeBopy B
6yanywem OTYeTHOM nepuoge.

B cnyyae HEeMCNONHEeHMA WM HapylweHWs 3aka3yMkoM 0653aTenbCTB, YCTAHOBJMIEHHbIX [LOFrOBOPOM,
VicnonHutenb Bnpase:

MpUOCTaHOBUTbL OKasaHue Ycnyr>;

OTKa3aTb B BO3MOXHOCTHK JanbHenwero notpebneHms Ycnyrm B nopsiaKe noctonnaaTsl;

MoTtpeboBaTb ynnaTbl WTpadHON HeycTonKkn B pasmepe 0,5 % (HOMb Lenbix NATb [EeCATbIX NPOoueHTa) B
[OEeHb OT CYyMMbl 3a40/IXKEHHOCTM 3aKa3uMKa Ha MOMEHT NPUOCTaHOBNEHNSA aencTemnsa florosopa / Ycnyr.

5YBegoM/ieHMe o NPMoCTaHoBKe [JoroBopa [O/MKHO BbiTb HanpaBneHo 3a 3 (Tpu) paboumx OHA 0O MOMEHTA OCYLLECTBEHNSA TaKOM NPUOCTAaHOBKMN.
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