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MPUNTOXEHWME N2 2.CRS.3.
K Oorosopy

COIALLEHWVE OB YPOBHE MPEOOCTABEHWVA YCIYI
BALLVTA OT DDOS-ATAK (STORMWALL)», «3ALLTA BEB-MNPUIOMEHWMN
(STORMWALL)»

1. MPEAMET COIMALWEHNA

Hactosuwee CornaweHve o6 ypoBHe npegocTaBneHua ycayr (ganee - CornaweHue) sasnsercs
LOKYMEHTOM, PUKCMPYIOLWMM [JOCTYNHOCTb YCIYrK, a TakXKe LieieBble KOMYEeCTBEHHbIe M KayeCTBEHHbIe
XapaKTepUCTUKM NpeaocTasneHns Ycnyr.

Ycnyrn npenoctaBnaoTcsa 3akasyumky McnonHnMTeneM CoBMecTHoO ¢ naptHepoM OO0 «CTOPM CUCTEMC»
(bpeHn StormWall, panee - TMMapTHep). 3aKa3uyMK YyBeOOM/IEH W COrnaceH c TeM, 4YTO B paMkKax
npepocTasneHns Ycnyr Tpadmk 6yneT NpoxoanTb B TOM Yncie 1 Yyepes ceTb MNapTHepa.

McnonHuTenb rapaHtMpyeT paboTy CeTM B paMKax CBOEM 30Hbl OTBETCTBEHHOCTM M He HeceT
OTBETCTBEHHOCTb 32 BO3MOXXHble HEMNoagkKn B CeTAX 3a NpefeniaMmn 30Hbl OTBETCTBEHHOCTU MicnonHuTtens.

2. TEXHUYECKAS MOOAEPXKA YCNYTU U NPOLEAYPA B3BAMUMOLENCTBUSA CTOPOH

MpPU BO3HUKHOBEHMM Y 3aKasumka TEXHWUYECKON WAM MHON npobnembl npu notpebneHun Ycnyru,
nposeneHun NcnonHutenem PerfamMeHTHbIX UM ABapUiMHO-BOCCTAHOBUTENbHbIX paboT, NpeacraBuTenb
3akasuMka u McnonHuTenb B3aMMOOENCTBYIOT B COOTBETCTBMM C ycnoBmaMu O6uiero cornaweHuns ob
ypOBHe npepocTaBneHna Ycayr.

Mpn oBHapy>XeHUU aTtakn McnonHuteno obecneynBaeT 6N1OKMPOBaAHME aTakM M yBeoOMAsSeT 3aKa3umka
06 0BOHapyXXeHUN aTakM, NOCPEeACTBOM 3/IEKTPOHHOM MOYThl M YBEAOMNIEHUS B NIMYHOM KabuHeTte.

[Mpn OKOHYaHUM aTaku MIcnonHUTeNnb BKOYaeT LWITATHbIN pexum pa6OTbI CUCTeMbl 3alUnTbl U yBeaoOMNdaeT
3aKa34ymnka 06 OKOHYaHUKM aTakun nocpencrtsom BHEKTDOHHOVI Mo4Tbl M yBeOOMNEeHNA B TINYHOM KabuHeTe.

MpY U3MEHEHUU pexuMa paboTbl CUCTEMbI 3aWuUTbl (HanpuMep, NpU OBHAPYXeHUU Noao3PUTENbHOM
aKTMBHOCTM) NcnonHUTeNb yBeaoMasaeT 3aKka3umka nocpeacTBoOM 3NEeKTPOHHOM NoYTbI.

Mpn HeobxoQMMOCTN MpoBeaeHUsa NpoduNaKkTMYeckMx paboT McnonHuTenb ysegoMnaeT 3aka3umka He
MeHee YeM 3a CYTKM OO0 BpeMeHM paboT. B MOMEHT BbiMONHEHUA paboT He AOMXKHbl 6biTb HapyLeHbI
TpeboBaHMA K KayecTBy NpeaocTaBneHunsa Ycnyr.

Mpu 06HapyXeHUN BAUAHMA YCNYrn Ha AOCTYNHOCTb CePBUCOB 3aKa3umka obecneynBaeTca BO3MOXHOCTb
BbICTPOrO OTK/IIOYEHMA 3aluTbl ANS pas3bopa cuTyauuu, a TakxXe 6bICTPOro BK/KYEHUS 3alluThl
3aKa34YMKOM CaMOCTOATE/IbHO MOCPEeACTBOM NMaHenu ynpasneHns B IMYHOM KabuHeTe Ycnyru.

PeXXMM TexXHWYeCcKOM MOOAEPXKKU, YCTaHOBJIEHHbIM Tabnuuen 2 O6uwero cornaweHus 06 ypoBHe
npenocTaBneHns Ycnyr, coctaBnsaeT 24x7 B OTHOLWeEHUM noboro Tuna NHumaeHTa no Ycnyre.

3. LLENTEBbIE 3HAYEHWUSA NOKA3ATENIEM TEXHUYECKOW NOALEPXKU

CornacHo n. 5.1. Obuwero cornaweHnsa o6 ypoBHe nMpenocTaBieHus YCAyr ycTaHaBMBalOTCA ocobble
LeneBble 3HaYeHMA NnokasaTenen TexHMYecKon nogaepxkun ana ycnyr (Tabnuua 1):

Ta6n. 1. LleneBble 3HaYeHUSA NOKa3aTenen TeXHUYECKON NOAAEePXKKN

HaumeHoBaHue TapudHOro nnaHa

- 3awuTa canta ot
DDoS - tapudbl

MNMapameTpbl yCTaHaBnMBfleMMX 3almTa CepBepoB n : i:utmq:; cBauMsTiieosTsDODl\?ES Enterprise ONE,
Luenepbix 3Ha4eHUn ceten - Tapud pBusiness UNL: ’ Enterprise UNL;
Standard ’ - 3awmTa CepBepoB 1

- 3awWwmTa CepBepos 1

. . ceTen — Tapm
ceten —Tapud Business MO

Enterprise

Bpemsa peakumnu 1-n NIHUN
NOoALEPXKKM, npenocTaBnseMon 15 MUH 15 MUH 15 MUH
McnonHutenem, He 6onee

BpeMa peakuuu 2-u, 3- NUHUMU
noanepXKu, npenocTaBnaeMon 60 MUH 30 MUH 15 MUH
MapTHepoMm, He 6onee
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C yyetom nonoxenun n. 1.2. MpunoxeHusa 1.CRS.3. ueneBble 3HAYEHMs MoKasaTenen TeXHUYeCKom
NOALEPXKM B OTHOoweHunm Ycnyrm «3awmta Beb-npunoxeHun (StormWall)» oToenbHO  He
yCTaHaBNMBaloTCA.

4. NMPOBELEHMWE PETNAMEHTbIX U ABAPUMHO-BOCCTAHOBUTE/IbHbIX PABOT

Ycnosua npoBeneHns PernameHTHbiX U ABAapPUMHO-BOCCTAHOBUTE/IbHbIX PaboT B OTHOWEHWUM Ycnyr
npueeneHbl B Tabnuue 2:

Tabn. 2. YcnoBua NpoBeaeHns PernamMeHTHbIX U ABapUMHO-BOCCTaHOBUTETbHbIX PaboT

HaumeHoBaHue MpopoNXUTENbHOCTb U UHTEPBAJIbI
YBeaoMneHue 3aKa3umka
pabort MeXay nepepbiBaMu
PernaMeHTHble Bpems npoBepeHus PernaMeHTHbIX /| He meHee uyeMm 3a 2 (gBa) paboumx gHsA A0
paBoTbl ABapUNHO-BOCCTaHOBUTENbHBIX PABOT HE | payana nepepbiBa

YXYALWAET YCTaHOBNEHHble ansa TapudHOro
ABapuitHo- nnaHa nokasaTenen rapaHTMPOBAHHOWM

BOCCTaHOBUTENbHble | HAOCTYMHOCTM  3alUMII@eMOro  pecypca | He meHee uyeM 3a 2 (mBa) yaca [0 Hauana
3aKa3uuka, npusBeaeHHble B Tabnuue 3 nepepsbiBa

pa6oTbl

5. MAPAMETPbI JOCTYMHOCTU, PEAJIN3YEMBIE YCITYION

Lienesble (rapaHTUpPOBaHHbIE) 3Ha4YeHna [JOCTYNHOCTM 3aLiMLLIaEMOro cepsBmca 3aKa3umka, NpuBeaeHbl B

Tabnuue 3:
Tab6n. 3. MNMokasaTtenu JOCTYNHOCTM 3alUMLLAEMOro pecypca 3akasuymka

HanmeHoBaHue TapudHOro niaHa

R T O] 3au.w|Ta caunTa ot DDqS - Tapudbl 3awmTa ;aﬁTa ot DDoS —‘Tapl/ld)bl
Business ONE, Business UNL Enterprise ONE, Enterprise UNL
3aWMLIE@eMoro cepemca 3aka3umka
3awmnTa CepBepoB n cetTen — 3awuTa cepBepoB 1 ceten — Tapud
Tapudbl Standard, Business Enterprise

FapaHTMpOBaHHasg LOCTYMHOCTb
3alWMILIAEMOr0  CepBMca 3akasuyunka
npu yClIOBUM OTCYTCTBMA MPUUYUH
HEeOOCTYNHOCTU  YCAyru  24x7x365 He mMeHee 99,2% He MeHee 99.5%
(24 yaca B CyTKM, 7 OHEN B Hepentwo,
365 gHen B roay)

C yuyetoM nonoxeHun n. 1.2. MpunoxeHumsa N2 1.CRS.3., uenesble (rapaHTMPOBAHHbIE) 3Ha4YeHUs
LOCTYNHOCTM 3alMLAeMOro cepeuca 3akas3uyMkKa B OTHOWEHMU Ycnyrm «3awmta Beb-NpUioXeHuin
(StormWall)» otoenbHO He ycTaHaBNMBaloOTCS.

JlOCTYNHOCTb 3alMLAEeMOro cepsuca 3aKasuuka, peanusyemble YCNyron, onpenensetcs cheaylolmm
06pa3oM: BbluMTas M3 OBLEro BPeMeHW B OTYETHOM nepuofe (KaneHOapHOM MecsLe) COBOKYMHOCTU
BpeMeHn HepocTyrmHOCTM 3aliMLLIaeMoro cepsuca 3akasumka, JeneHHoe Ha obliee BpeMs B TeKyLeM
KaneHaapHoOM MecsLe.

BpeMsa HegoCTYNHOCTU 3alMliLIaeMOoro cepemnca 3akasuymka HauMHaeT Teub C MOMEHTa nogaym 3akasuymkoMm
O6pallleHnsa Ha YyCTpaHeHne HeMCNPaBHOCTM. 3aKa3unK AO/HKEH COOBWUTb O NpekpalleHnn JoCTynHOCTH
3alMLLIAaEMOro CcepBMca 4epe3d JNMYHbIM  KabuHeT nopTana https://stormwall.pro/my/. Bpemsa
HeaooCTYNHOCTM 3alUMILAEMOro CepBMca 3aKasumMka UCTeKaeT B MOMEHT YCTpaHeHUa HEeUCNPaBHOCTHU.

Mocne ycTpaHeHUs HeMCNPaBHOCTM nogaHHoe O6palleHe MOXEeT BPEMEHHO OCTaBaTbCA OTKPbLITbIM And
JanbHeNLero BbIACHEHMA CTYYMBLIErOoCs, W 3aKpbiTa 3aKa3uynMKOM NMOC/IE BbiMOIHEHUSA BCEX OTHOCALLMXCA
K TOMY afMMHUCTPATMUBHbIX PaboT.

Obuee BpeMa HepoCTyNMHOCTM 3alUMLLIAEMOro CepBMca 3akasumka No MpuyYMHe paga nepuoguyveckut
BO3HMKAOWMX CHOEB C OAMHAKOBLIMU NMPUYMHHO-CNEACTBEHHbIMU CBA3SIMU B OTHOLIEHUWN OLHOrO U TOro
Xe 3aWMLLaeMoro cepemca 3aKa3sumka, SIBASETCH COBOKYMHOCTbIO BpPeMeHW HepocTynHocTu Ycnyru B
COOTBETCTBUM C 3aABKOW Ha YCTPaHEHMEe HEeUCNPaBHOCTM W He BK/OYaeT B cebs BpeMs JOCTYMHOCTU
YCAyrn Mexxay nepuogmyeckn BO3HUKAOWUMMU COOSIMU.

6. KOMMEHCALUA 3A HAPYWEHWE COIMNMALWIEHNA

Ecnm OCTYNHOCTb 3alMLL,aeMOro cepemca 3akasymKa 3a OAWH KaneHOapHbI MecsL, He COOTBETCTBYET I.
5.1. CornaweHunsa, icnonHUTeNnb OCYLLEeCTBSAET KOMMNeHCauuio B cnegyoweM nopsake:

Tabn. 4. KomneHcauun 3a HapyleHue LeneBbix nokasartenen JocTynHoCcTn Yenyrm
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HaumeHoBaHue TapudHoro
naaHa

FapaHTUpOBaHHagA
J[LOCTYNHOCTb
3awmiuaemMoro
cepBuca 3aka3uumka B
mecsu

BpeMsi HegOCTYNHOCTHU
3alWMILAEMOro cepBuca
3akKa3umka

Pa3Mep KoOMneHcauuum,
B %

3awwmTa canta ot DDoS -
Tapudbl Business ONE,
Business UNL

3awuTa cepBepoB un ceten —
Tapudbl Standard u Business

He MeHee 99,2%

bonee 5 vacos 50
MWUHYT

3awmTa cavnta ot DDoS -
Tapudbl Enterprise ONE,
Enterprise UNL

He MeHee 99,5%

bonee 3 yaca 39 MUHYT

0,05% MecayHom
ctoumocTtu Yenyru
(Tapmda) 3a Kaxayro
MUHYTY MPOCTOS CBEPX
YKa3aHHOro BPEMEHMU, HO
He 60onblle CTOMMOCTUN
Ycnyru 3a oguH
pacyeTHbI Nepuop,
(mecau)

3alwmTa cepBepoB U ceTen —
Tapud Enterprise

B nogcuyete BpeMeHM HegoOCTYNMHOCTU He YUMTbIBAOTCA MHTEPBasbl HEAOCTYNHOCTU, CBA3aHHbIE C:

e c60aAMU Yy MIHTEPHET-NPOBANOEPOB B LIENOYKe MeXay KOHEYHbIM K/IMEHTOM U CeTblo McnonHutens, a
TaKXXe ceTblo MICNONMHUTENA U CeTbio 3aKa3uunKa;

e aBTOMaTUYECKUM OBHapyXeHMeM HeucrnpaBHOCTU No npoTtokony BGP (BGP dead timer);

e [epecTpOeHMEeM MapLpyToB No NpoTokony BGP B 06xoa c60OMHOro coeanHeHus;

e npoueccom pearnpoBaHmna DDoS-ceHcopa Ha BO3HMKWY DDoOS-aTaky;

e pPUCKaMWU, CBA3AHHbLIMU C MPUHYAUTENIbHBIM OTK/TIOUYEHMEM 3aWMTbl 3aKa34MKOM UJIM MO COrlacoBaHUIO
C 3aKa34YMKoM.

KomneHcaumsa Bbipa)kaeTcs B MPeaoCcTaBfeHUMM 3aKas3uuMKy COOTBETCTBYIOLLIErO KONM4YecTBa [OHeWl
B6ecnnaTHOro okasaHua Ycnyru, BnnoTb A0 1 (ogHOro) KaneHoapHoro Mecsaua. Pasmep KoMmneHcauuu
onpenenaeTca UCXOAs U3 CyMMbl niaTtexa 3a Ycnyry 3a 1 (0AuH) KaneHpapHbii Mecsl, M YCTaHOBNEHHOro
npoLeHTa KoMneHcauuu. MonyyeHHaa cymma nepeBoauTtca VCNONHUTENEM M3 NPOLLEHTOB B KOMMYECTBO
OHel 6ecnnaTtHOro okasaHusa Ycnyru.

KoMneHcauma 3a HegoCcTynHOCTb 3alMiLaeMoro cepemnca 3akasumka no BuHe VICNonHUTEeNa BbipaXkaeTcs
WCKMIOYMUTENbHO B MpPenoCTaBfeHnn BGecnnaTHbiX [OHeM OoKa3aHua YCayru. MaxkcumanbHbii pasmep
KoMneHcaumm — 1 (ogmH) KaneHmapHbii Mecsal, 6ecnnaTHOro okasaHma Yciyru. KoMneHcaums He MOXeT
BblpaXKaTbCs B BbiMsaTe OEHEXHbIX CPEACTB UM 3a4UCNATLCA Ha CYeT 3aKasumka.

[na nonyyeHma KOMMeHcaumm 3aKkasumk nNocie OKOHYaHMa Mecala, B KOTopoM Ycnyra 6bina HefocTynHa,
HanpasnaeT WCMONHUTENO 3aABMEeHMEe Ha NpefocTaBleHMe KOMMeHcauuu. 3aaBfeHue 3amnonHaeTca
3aKa3uMkoM Ha oduumanbHoM 6raHKe 3aKasuMka M MOAMMCLIBAETCHA YMOMHOMOYEHHbIM  JIULIOM
3aKkas3uuKka, ¢ o6a3aTeNbHbIM YKasaHneM HoMepa Ob6palleHns, B KOTOPOM coobLanocb 0 HegocTynHOCTH
Ycnyru, BpeMeHu HefoCTYNHOCTU YCIyrn 1 gatbl HEAOCTYMHOCTUN YCAyru.

Ha ocHOBaHWKM 3asBfeHMsa 3axkasuuka O MpenocTaB/ieHUMM KoMMeHcauuu, McnonHutens B TedeHue 30
(TPUALAaTK) KaneHoapHbIX AHeN AenaeTt pacyeT KOMMNeHcaummn, a UMeHHO PacCYMTbIBAET KOMYECTBO AHEel
6ecniaTHOro okasaHus YCayru, Unm npuHUMaeT pelleHne o6 oTkase B NpeaocTaBieHn KOMMeHcaumm,
ecnv HepaboTocnocobHOCTb YCNyrn HacTynuaa no npuynHe, He 3asucallein ot Ucnonuurtens, unu 6oina
3annaHMpoBaHa McnonHuTenem, o 4yeM 3aKasumk Gbial yBeOOMEH.

Mocne NPMHATUA peLleHna O NpenocTaBNeHnn KoMneHcaumm unm ob otkase, icnonHuteno ysegomniser
06 3TOM 3aKasuyMka B COOTBETCTBUM C ycnoeuaMm O6Lero cornaweHua ob ypoBHe npenocTaBieHus
ycnyr.

7. OTYETHOCTb

Mopknto4aa Ycnyru, 3akasymk nonyvyaeTt gocTyn B IMYHbIN KabuHeT nopTana https://stormwall.pro/my/,
B KOTOPOM eMy AOCTYMHbl Noapo6Haa CTaTUCTUKA MO TPabUKy U exxeMecCAaUHble 0TYeTbl 06 MHLUMOEHTaxX B
¢dopmarte PDF.
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