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OINMMCAHWME N YCNOBWA NMPEOOCTAB/TIEHNA
YCNYTU «PESEPBHOE KOINMMPOBAHWME B OBJTAKO»

1. OBLIAA UHPOPMALMSA U ONMNCAHUE YCNIYTU

Ycnyra obecnednBaeT npoueaypbl Pe3epBHOro KOMMPOBaHUA, XPaHEHMS U BOCCTAaHOBIEHUA OAHHbIX C
yOaneHHoM nnolanky 3akasumka B ob61auHbi Peno3ntopuint McnoiHUTENA € NOMOLLbHO NPOrpaMMHOro
komnnekca Backup & Replication.

C nomouwbio YcnyrM 3aKasuymk MOXET OCYWEeCTBNATb pPe3epBHOE KOMMPOBaHME M3 COBCTBEHHOM
MHOPACTPYKTYPbl U UHOPACTPYKTYPbl  APYrMX MOCTaBWMKOB o0b6nayHbix ycnyr B Penosutopui
NcnonHutensa ons nocnenyowero XxpaHeHnsa n npu Heob6xoaMMOCTM BOCCTAHOBNEHNA N3 HErO. 3aKa3uyuKy
ONS  peanu3auMm pes3epBHOro KonupoBaHus BM B Peno3utopuin McnonHuTena npenocraBnsercs
BO3MOXHOCTb MOAK/OYEHMA COBCTBEHHON BUPTYanbHOW MHMPACTPYKTYpbl Ha nnatpopmax VMware u
Microsoft Hyper-V, a TakXe oCywWwecTBNSATb pe3epBHOE KONMpoBaHWE GU3NYECKUX CEepBEpPOB, paboumx
CTaHUWIM N HOYTOYKOB Ha 6a3e OC Windows, Linux (Npn HannuynumM areHToB pe3epBHOro KONNMPOBaHUA).

Ona BupTyalbHbiX MalWMH Ha 6a3e OC Microsoft Windows mMeeTcs BO3MOXHOCTb MO aKTUBaLMU
KOHCMUCTEHTHOrO pe3epBHOIro KONMPOBAHMA ANA NPUKNAAHOro U cnctemMHoro MO, yCTaHOBNEHHbIX BHYTPMU
BUPTYaNbHOM MallMHbl C noMouwbio TexHonorum Windows VSS. KOHCUCTEHTHOE pe3epBHOE KONMpPOoBaHUe
npuknagHoro u cuctemHoro MO Ha BM ¢ OC otamdHom ot Microsoft Windows Server He
nopaepxmeaetca. KOHCUCTEHTHOE pe3epBHOe KonumpoBaHue gocTtynHo gna CYBL MS SQL Server. Onga
MHbIX CYB[ dYHKLMOHAN KOHCUCTEHTHOIO Pe3epBHOM0 KOMMPOBAHMA OrpPaHMYEH.

B pamkax YcnyrvM 3akasumMK MOXEeT CaMOCTOATENIbHO OTC/IEXMBaTb COCTOSIHME 3afaHWM Pe3epBHOro
KOMMpOBaHMA.

TpeboBaHnA K MHPpPaCcTPyKType Ha CTOPOHE 3aKasumKka NpuBedeHbl B AOKYMeHTauuu no Ycnayre no
ccbinke https://cloud.ru/ru/docs/backup-cloud/ug/ B pa3pene «OrpaHU4YeHns n oCOBeHHOCTU».

Ha PucyHke 1 npuBegeHa obwas ynpolleHHas CXemMa MpPoBeAeHUs pPe3epBHOro KOMMPOBaHUA C
yAaneHHon nnowanku 3akasumka B Penoantopuii IcnonHUTens ¢ UCnonb3oBaHWEM CcepBepa pPe3epBHOro
KonmMpoBaHus 3aKa34yuka C yKa3aHueM 30H OTBETCTBEHHOCTU:
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WHpacTpykTypa 3akasunka
CPK 3akasuvka
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PucyHok 1: cxeMa npoBeOeHUs pe3epBHOro KONUpoBAHUSA C yoasaeHHOU naowadku 3aKa34uKa B
Peno3umoputi icnonHumens
C MCMO/Ib30BaHMEM CepBepa Pe3epBHOro KONMpPoBaHus

1.7. Ha PucyHke 2 npuBegeHa o6uwas ynpolleHHasa cxemMa MpPOBEOEeHUA PEe3epPBHOr0 KOMMPOBAHUA C
yAaneHHon nnowapku 3akasymka B Peno3uTtopuit NCnonHUTENs C MCNonb30BaHMEM apeHAO0BaHHOMo
areHTa Backup & Replication C yKasaHuem 30H OTBETCTBEHHOCTMU:
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PucyHoK 2: cxema npoBedeHUs pe3epBHOro KoNUpPoBaHUA € yoasaeHHoU naowadku 3aKa34uxka B Penosumoputi

HcnonHumerns
C MCNONb30BaHWEM apeHAoBaHHOro areHTa Backup & Replication

B 30He OTBETCTBEHHOCTM 3aKa3umKa HaXxo4ATCS BCE PeCcypChbl, pacnonoXeHHble Ha ero ctopoHe: Cepsep Backup &

1.8.

1.9.

Replication, areHTbl pe3epBHOro KonNuMpoBaHWA. B 30He OTBETCTBEHHOCTM MWcnonHutena -
OYHKLUMOHMPOBaHME LWO3a CepBMCa Pe3epBHOro KOMMPOBAHMA B 00/1aKo, KOHCOAW YynpaBieHus
CepBMCOM pe3epBHOr0 KoNMpoBaHusa B ob6nako n Peno3ntopusa MicnonHutens.

Onsa nopgkntoyeHms K Ycnyre 3akasuymK MOXET BblbpaTb OAWMH WMAM HECKOMbKO TUMOB MOLK/IOYEHUS,
KOTOpble onuncaHbl B NMpunoxeHmnn N2 1. VMW.1.1. K [Jorosopy.

B uenax obecnedyeHusa 3awmtbl  MHpacTpykTypbl obnadHoro Penosutopua  WcnonHutensa
peann3oBbIBAOTCA CNeayLlme Mepbl U MEXaHM3MbI 3aLLUTDI:
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Tabn.2. ObecneyeHune 3awmnTbl MMHDpacTpykTypbl VMW

YPOBHU 3alMTbI MeponpusaTtusa

3awumTta O6naka Cloud.ru u cpeacTB ero ynpasneHus

Ob6ecneunBaeTca:

; - pasMeuwleHne Bcero o6opynosaHMs MHGPACTPYKTypbl B LIOJM, COOTBETCTBYIOLMUX
®usnyeckun TpeboBaHUSAM HaLEeXHOCTU Mo KaTeropun Tier 3;

- KOHTPO/b M ynpaBneHue JoCTyNnoM k 060pyfoBaHuIo;

- Hanuume cucTembl BUAEOHabnoaeHNs Ha o6bekTax MHdopMaTusaumu LIOL.

Ob6ecneynBaeTtcs 3awuTa nepumetpos LOL u MX cerMeHTMpoBaHMeE C WUCMNOSb30BaHUEM
CeTeBoMu MEe)XCeTeBblX 3KPaHOB HoBoro nokoneHna (NGFW), ocyuwecTBadwowMx B TOM 4ucne
BbliIB/IEHWE 1 NpejoTBpaLleHne KOMMbIOTEPHbIX aTak.

Ob6ecneunBaeTca:

- aHTMBMPYCHaA 3awWmMTa MHOPACTPYKTYPbl C UCMONb30OBAHMEM AHTUMBUPYCHbIX CPEACTB
LNa obnayHbix cpen;

- ynpaBfeHune [OCTYNoOM K MHPPACTPYKTYpeE C UCNOMb30BaHMEM CPeACTB ABYX(PAKTOPHON
AYTEHTUDMKAUNMN NOAKIOYAOWNXCA K HEN aAMUHUCTPATOPOB;

NHbPaCTPYKTYpHbI - KOHTPO/b [EWCTBUM MPUBUIETMPOBAHHBIX MNOMb30OBaTeNell C  WCNOJib30BaHUEM
cneuMann3npoBaHHbIX CPeacTs;

- PerynspHblil KOHTPO/b M aHaNM3 3aLMLEHHOCTU UHDPACTPYKTYPbI C MCNOIb30BaHNEM
cneuMann3npoBaHHbIX CPEACTB MO BbiABIEHMIO YA3BMMOCTEN B McnosibayemoM MO v ero
HEKOPPEKTHOM KOHdUrypaumm, BAUAOWEN Ha YypoBeHb 3awuweHHoctn MO, ¢
YCTPaHEHWEM BbIIBNIEHHbIX YA3BMMOCTEN U/UNW HELOCTAaTKOB;

- cbop 1 aHann3 cobblTU MHbDOPMaLMOHHON 6e30MacHOCTHU.

OcywecTBnalOTCA  MNepuoaMyeckme TeCTMPOBaHWA Ha  MPOHMKHOBEHWE W ayauT
MHbOPMaLMOHHON 6Ge3onacHocT MHdpacTpykTypbl VMW C MpuBleYEeHUEM CTOPOHHUX
opraHusaumin. BbifBNEHHble B XOA4E COOTBETCTBYIOLIEro TEeCTMPOBaHWA W/MAW ayauTa
HeOO0CTaTKN YCTPAHATCA N0 haKTy UX BbiABIEHUS.

[OononHUTENbHbIN

3awumTta KY VMware

3awmTa C MCNOMb30BaHWEM Creunanm3npoBaHHOrO MEeXXCeTeBOro 3KpaHa YPOBHA

Mpunoxenunsa . . X -
npunoxenun (Web Application Firewall).

OCyWecTBNAOTCA pPerynspHble CKaHMPOBAaHUA KOHCOMM Ha HanuumMe aKTyasbHbIX
yA3BMMOCTEN U ero nepuvoamnyeckmne TeCTUPOBAHUA Ha MPOHUMKHOBEHME C MpUBeYEeHUEM
CTOPOHHUX OpraHu3auui. BbiaBAEeHHblE YA3BMMOCTU W/MAW HEOOCTAaTKM YCTPaHATCA Mo
haKTy UX BbiBNEHMUS.

[OononHUTENbHbIN

U3onaumsa «OpraHusaumin» 3aKkasumka

VMW OcyLecTBNAETCA BCTPOEHHbIMU cpeacTeamm VMW,

CeTeBoM OcywecTtenaercs cpegcrsamm SDN.

B paMKax MepuoaMyeckux TeCTUPOBAHMIN Ha MPOHWKHOBEHWE BCell WHOPACTPYKTYpPbI
MPoOBOAATCA  TECTUPOBAHMA Ha  BO3MOXHOCTb MPOHMKHOBEHWMA  MOTEHUMANbHOMO
HapywuTena w3 opHoi «OpraHusauum» B APYryl0 C MPEOAOJIeHUEM MWCMONb3YyeMblX
MEXaHW3MOB 3aLLMThl.

[OononHUTENbHbIN

MapaMeTpbl pe3epPBHOro KOMMPOBaHUA B 06/1aK0. PacnuncaHmne u TMn pe3epBHOro KOMMpPoBaHUA 3a4atoTca
3akasumkoM. CpoK XpaHeHUs pe3epBHbIX KOMUI onpeaenseTca noanTnkaMm pes3epBHOro KonMpoBaHusa,
npuv 3TOM CyMMapHbIi 06BbEM BCEX KOMUIMN HE MOXKET NpeBbilaTh pa3Mep Peno3ntopus.

BocctaHoBneHne BM.

PaboTbl MO BOCCTAHOBNIEHWMIO U3 PE3epPBHbIX KOMUI NMPOM3BOAATCS 3aKa3uyMKOM CaMoCTosTeNnbHO. Mpu
BOCCTAHOBMEHUM BUPTYanbHON MallMHbl MOXXHO Mepe3anmcaTb MCXOLHYH cywecTBylowyo BM, nubo
co3paTb HoBYO BM pagom Ha cBOGOAHOM AMCKOBOM MPOCTPaHCTBeE.

B pamkax ycnyru 3aka3umMk MMeeT BO3MOXXHOCTb FMPaHyNspHOro BOCCTAaHOBEHMS OTAeNbHbIX Gannos u3
pe3epBHON KOMUU BUPTYaSlbHOM MallWHbl, NPU 3TOM BblOpPaHHbIN Gal MOXXeT BbiTb BOCCTAaHOB/IEH B
WCXOAHYO BUPTYaNbHYO MalLMHY, NM60 coxpaHeH Ha NokanbHoM CX[ 3aka3uuka. Mpu 3TOM LLe/IOCTHOCTb
OAHHbIX HEe rapaHTMpyeTtcsa. [paHynsipHOe BOCCTaHOBMEHWE [ANSA MNPUKAagHOro u cucremHoro MO,
paboTtatowero nop ynpasneHnem OC otamyHom ot Windows Server He pocTynHo. [paHynsapHoe
BOCCTaHOBNeHMe poctynHo ans CYBMO MS SQL Server. Ona wuHbix CYB[M GyHKUMOHAN rpaHynsapHoOro
BOCCTAHOBJIEHMS OTPAHUYEH.

TexHn4yeckoe onucaHue peweHns Ycnyru:
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Tabn.3. TexHMYecKoe onnucaHne peweHnsa Ycnyrum

Ycnyra peanusyeTcs cpeacTsaMum NporpaMMHoOro komnnekca Backup
& Replication u cepBuca pesepBHOro KonupoBaHus B obBnako.

MporpamMMHana nnatpopma Monb3oBaTeNbCKaa MHCTPYKUMA no paboTe C ycnyron JOCTynHa B
LOKYMeHTaumm no ccoinke  https://cloud.ru/ru/docs/backup-
cloud/ug/.

Pe3epBHOe KomuMpoBaHMe B 06nako  ocywecTBaseTrca  Ha
npepocTaBnseMylo  3akasumky B paMkax ycayru  obnactb

AnnapaTHas nnatdopma
nporpaMMHO-annapaTHOro KoMmaekca.

CKOPOCTb pPe3epBHOro KONMPOBaHMA M BOCCTAHOB/IEHUA OaHHbIX Ha
niowaaky 3akasuymMKa orpaHuMyeHa MNpPOMYCKHOW CNOCOBHOCTbIO
KaHana pgoctyna B WMHTepHeT M3 MHGOPACTPYKTYpbl 3akasumka oo
TexHuyeckne ocobeHHOCTN U orpaHuyeHuns | Enterprise, a Tak)Ke CKOPOCTbIO YTeHMA AaHHbIX ¢ CXI McnonHuTens.
Mpoyne 0coBEHHOCTN N OrPaHNYEHUS yKasaHbl B AOKYMEHTauMn no
ccolnke https://cloud.ru/ru/docs/backup-cloud/ug/.

ApeHpa NMUEeH3Mn Ha nporpamMmMHoe obecrneyeHue. McnonHuTenb npegnaraeT 3akasyuky [[OCTyn K
nporpaMMHOMY OGecneyYeHnt0 CUCTEMbl PE3epPBHOr0 KOMMPOBaHUA. MNMepeyeHb TakKoro nMporpaMMHOro
obecneyeHnsa 3aKaszumK MOXET 3anpocuUTb Y OTBETCTBEHHOro nuua NcnonHutena (pa3gen 10 Jorosopa),
CTOMMOCTb ONpefenseTca B COOTBETCTBYOLWEM HBnaHKe 3akasa.

2. TAPUDUKALMNSA YCNIYTHU

Tapudukauma Yenyrm ctatudeckasa (Allocation).

CtouMocCTb Yenyru GopMMpyeTcs B 3aBUCMMOCTM OT MaKCMMaJIbHOIO KOJTMYeCTBa 06beKToB (BMPTYaibHan
MallnHa, ¢us3nyecknin cepsep, pabodas cTaHUMA), ON9 KOTOPbIX MPOM3BOAMIOCH pe3epBHOE
KOMMpOBaHME B TeyeHMe OT4YeTHOro nepuopa (KajfeHgapHoro Mecsila) M o6bEMa [OUCKOBOro
NPOCTPaHCTBA, BblAENEHHOr0 NOA, XPaHeHNe pe3epBHbIX KOMUIA 3aKasymka.

3. UHbIE YCN10BUA, NTPUMEHUMDIE K YCNTVTE

BO3MOXXHbIe BUAbI MOAKIOYEHNS [ UBMEHEHUS [ OTKIOYEHUS YCIYIrn:
MocpencTBoM nognucaHma 3akasa (c ydétom n. 3.5. HacToauwero MpunoxeHus).

BO3MOXHbIN NopaaoK pacdyétos no Ycnyre:
MocTtonnarta.

Bo3MOXHble cnocobbl onnaTthbl / NOPAAoK NononHeHua banaHca:
OnnaTta B 6e€3HaNIMYHOM NOPALKE HA OCHOBAHWM BbICTAaBNEHHOro MicnonHUTeneM cyéta.

3aKa34ymMK CaMOCTOATENbHO HECET OTBETCTBEHHOCTb 3a paboTocnocobHOCTL NporpaMMHoro obecneyeHus,
yCTaHaB/AMBaeMOro Ha BM.

CTOpPOHbI YCTAHOBMAM CNenylni NopaaokK 3akasa Ycayrm no HactosaueMy MNpunoxKeHuio:

3aKas Ha nogkJ/4deHne Ycnyru no HactosweMmy MpunoXKeHuo oomkeH boiTb HanpaeneH McnonHutento
He no3gHee, 4eM 3a 6 (wWecTb) paboumnx oHeM 0o AaTbl Havana okasaHusa Yciyru;

B TeueHune 3 (Tpex) paboumx gHen NcnonHUTENb UM ero YNnonHOMOYEHHbIN npenctaButens obasyerca
paccMoTpeTb 3akas Ha YCAyry U HanpaBuTb ULy, HanpaBuBLIEMY 3akas, oTBeT (MOAMNCAHHbIN CO CBOEN
CTOPOHbI 3aKa3 UaM 0TKa3 B NpepocTaBaeHnn Ycnyrm ¢ 060CHOBaHMEM MPUYMHDI);

B cnyyae cornacosaHuns CTtopoHaMu 3akasa Ycayra no Takomy 3akasy npenocTaBniseTcsa B gaty Hadana
OoKazaHua Ycnyru, 3apmMKcMpoBaHHyo B 3akase, ¢ 10:00 No MOCKOBCKOMY BPEMEHMU.

3aKa3yMK CaMOCTOATENIbHO HeceT OTBETCTBEHHOCTb 33 COXPaHHOCTb [aHHbIX M NpUHMMaeT
CaMOCTOSATENbHO MEpPbI MO UX COXPAaHEHUIO NPK OTKase oT Ycayru. MNMpu otkase ot Ycnyrn McnonHuteno
BNpaBe yaanuTb AaHHble 3aKa3uyMKa No ucrevyeHum 5 (natmn) paboumx gHen nocse oTkasa ot Yciyru.
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