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OINMMCAHWME N YCNOBUA MPEOOCTABJIEHNA YCITYT U
«MNOAOKITIKOHEHME K CEPBCAM CLOUD.RU»

1. OBLWAA UHOOPMALIUA N ONMUCAHUE YCNTIVIN

Ycnyra noctpoeHa Ha 6a3e ceTeBoro n cepsepHoro ob6opynosaHus McnonHuTens.

Ona nonydyenusa poctyna K Ycnyram Cloud.ru 3aka3uymk, B 3aBUCMMOCTU OT TeKyWMX TPeboBaHUN U
MMEIOLWMXCA BO3IMOXHOCTEN, MOXET BbIOPaTb OAMH WM HECKObKO TUMOB CETEBOrO MNOAK/IOYEHUS:
NHTepHerT:

Tabn. 1. BapuaHTbl nogkito4YeHnn yepes MIHTepHeT

BapuaHTbl NOAKAIOYEHUIN CopepxaHue

BblAeNeHHbIl  rapaHTMPOBAaHHbIA  KaHan | NlorMyeckoe MoaKAlyYeHne K BbigeneHHOMY Anda 3akasumnka KaHany
NHTepHeT? rnepefayvu AaHHbIX C rapaHTMPOBAHHOW MOMOCOM MPONyCKaHUA

NlorMyeckoe MOAK/YEHNE K OBLEeMy ANS BCEX 3aKasuMKoB YCyr
KaHany nepeaayn AaHHbIX (CKOPOCTb CETEBOrO COEAMHEHWS OIS
06wuit kaHan NHTepHeT (shared) KaX[oro 3akasuuka He SIBASIeTCS rapaHTUPOBaHHON M 3aBUCUT OT
3arpy)XeHHOCTH 0bLLEero KaHana nepefadn AaHHbIX)

Mpu nooknwyeHnn k cepsucam Cloud.ru yepes MHTepHeT 3aKasuuk, N0 yYMONYaHMIO, NONy4YaeT oOuH
6enbit IPv4-agpec, BbigenseMbli B BMAE MNOACETM C Mackol nopcetu. [JononHuTenbHble |P-agpeca
BbIAENSAOTCSA MO aHANOTMYHOMY NPUHLMNY, HO 0DOPMISAKOTCA OTAENbHO 33 AONONHUTENbHYO nnaTty. Mpwu
NopKtoYeHMM Yyepes KaHan MHTepHeT 3aKa3uumky npepgoctasnseTca 6asosas 3awmrta MHOOPMALMOHHbIX
cucteM, pasmelwaemblx B Obnake Cloud.ru, ot DDoS-aTtak, HanpaB/ieHHbIX Ha UCYepnaHMe KaHallbHOM
eMKoCTK ceTeBon WMHdpacTpyKkTypbl. Takxke, Mo 3anpocy, MOXeT ObiTb NpenocTaBfieHa pPacliMpeHHas
3alnTa MHPOPMALIMOHHbBIX CUCTEM 3aKa3uuka, pa3MellaeMbix B Obnake Cloud.ru, ot DDoS-aTtak Ha Bcex
YPOBHAX 00 L7 BKNOUMTENBHO B BUOE OTAE/bHON TapuduumpyeMon Ycnyru.

Ona opraHmsaumm YCiyrm co CTOPOHbI MHPPACTPYKTYpbl 3akasumka unu McnonHutens MoxeT 6biTb
ncnosnb3oBaH SFP-Moaynb 3akasumka, nogxodsalwmi no TeXHUYeCKMM napaMeTpaM UM COBMECTUMbIN C
obopynoBaHmnem NcnonHuTensa?.

OpraHusauma KpoccmpoBku B LIOO nnu KaHana cBA3m 0o MHGpacTpykTypbl MicnonHuTena MoxkeT 6biTb
BbIMO/IHEHA CaMOCTOATENIbHO 3aKa3yuMKoM. B TakoM cnydae 3akasuumK MOMHOCTbID HeceT BCH
OTBETCTBEHHOCTb 33 Ka4yecTBO PaboT Mo opraHusaumm kpoccupoBku B LIOL MnmM opraHM3aumm KaHana
CBA3N.

BbloeneHHbI KaHan CBA3MW.

MooknoUyeHne Yepes BbIOENEHHbIM KaHan CBA3M MNo3BOSAeT obecneunTb B3auMMoOOencTBue ceTen
3aKasunmka c cetbto B Ob6nake Cloud.ru Cc nomouwpbl BbIOENEHHbIX KaHanoB CBA3M CTOPOHHEro
nposanaepa. ONuUMOHaNbHO C MOMOLIbIO AAHHOIO CLeHapua K Ycayre 3aka3unka MOXKeT 6biTb NoaKIoYeH
anbTePHATMBHbIMA KaHan B ceTb WMHTepHeT. Ona OaHHOro MnoaKatoyYeHua MOoryT 6biTb 3a4eliCTBOBaHbI
BblAeNleHHble KaHasbl 3aKa34ynKa, OpraHM30BaHHbIE C UCMOIb30BaHMEM «TEMHOM ONTUKUY, NMBO KaHanbl,
npepocTtasnsemMble MicnonHutenem.

Tabn. 2. BapuaHTbl NOAKNOYEHMI Yepe3 BbioeneHHbI KaHan cBaA3un

BapuaHTbl NOAKAIOYEHUIN CopepxaHue

nogkniyeHne [OBYyX KaHanoB B [OBa ¢M3MLIECKMX nopTa Ha

PesepBupyemoe
OTAENbHbIX CeTEBbIX MapLwpyTnsaTopax

nogkn4yeHMe ToIbKO OO4HOr0O KaHana B OAuH dJVIBVILIECKMVI nopTa Ha

He pesepBupyemoe
OOHOM M3 CeTeBblX MapLIpPyTN3aTOPOB

MopkntoYyeHe BO3MOXHO C UCNOSIb30BaHMEM HU3NYECKMX NOPTOB C NPONYCKHOM cnocobHocTbio 1 F6/c n 10 I6/c

CocTaB YCAyrn n 0OCHOBHble KOMMOHEHTDI.
MHTepHeT:

Tabn. 3. NHTepHeT

Mopkn4YyeHue K cepBucy B o6nake yepes cetb MHTepHeT — NAT

1 3alaHHas CKOPOCTb rapaHTUPYETCa BHYTPU ceTu VICNOMHUTENS HauyMHas OT MopTa NorpaHMYHOro Maplpytusaropa yana ceasu Cloud.ru.

2 MNepepava TakKoro Moayns OCyWECTBNSAETCA Ha OCHOBAHUM aKTOB, aHaNIOMMYHbIX TEM, YTO MPeayCcMOTPEeHbl npunoxeHuamm NeNe 1.VMW.4.A. 1
1.VMW.4.B. k lorosopy.
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1.6.2.

Copep)xaHue OrpaHuyeHusn
. oauH 6enbin IP agpec Ha npuaoXeHwe - gna nybnamkauum
Monb3oBaTenu noakyatoTcs K .
. HEeCKOMbKNX MPUIOXEHNN C oaMHaKoBbIMK nopTamu TCP (80, 443 1 T.4.)
BUpPTyanbHon MawuHe B Ob6nake
. TpebyeTcs BbieneHne AONoaHUTENbHbIX Benbix IP agpecos;
Cloud.ru, onybnukoBaHHOMW u4epe3s . ETP
Genbiit IP agpec, MapuwpyTU3MpyEMbiil ;|p y 3;;;1 I'Ipl/lﬂO;KEHMM C AMHaMUYeCcKu BblgeﬂﬂeMblMM noptamum ( s
. o . M T. A.) MOryT BO3HUKHYTb NpobBneMbl C HeQOCTYNHOCTbIO
B ceTn WHTepHeT. OaHHbIN cueHapum ’ n6 y o y P Aocty
PEKOMEHAYeTCs  MCMONb3oBaTh AN cepsuca Heobxoaumo iAKcmposaTb AnanasoH AMHaMWUYecku
NpenocTaBneHms poctyna K Bblﬂ,enFIEMIBI)’(\IZ-IO_pLOB B HaCTpOMKrj\x NPUNOXKEHUS U I'IpOFIl/ICbIBGaTb M"X||§
Ny6AMYHOMY —CepBUCY uepe3  ceTb npasmnax . ANnbTepHaTMBHbIN BapuaHT -.BbIJJ.e}'IﬂTb oauH 6enbin
WHTepHeT ajpec Ha cepBUC KU HacTpauBaTb Npasuno Static DNAT.

NMoaknioyeHue K cepBuc

Yy B o6nake yepes Site to Site VPN - L3 VPN (IPsec VPN)

Ha ceTeBOM 060pynoBaHMKM 3aKa3uymka
(poyTep uAM  MexXCeTeBOM 3KpaH)
HacTpamBaeTcs cTaTuyeckun IP sec-
TOHHenb B 0O6nako Cloud.ru, c
NOMOLWbIO KOTOPOro Mnosib3oBaTenu
noakyatoTcs K BUPTYaNbHbIM
MawwuHaM B ob6nake Ha cepble IP
agpeca, MapLlwpyTM3MpyeMble B paMKax
obnayHom ceTu 3akasumka. [aHHbIN
cueHapun pekomeHayeTca
MCNoNb30BaTb OaA CBA3M On-premise
ceTen 3aKasumka c cetamum B Obnake
Cloud.ru kKak OCHOBHOE Noak4YeHne
WNN KaK pe3epBHOE NogK/oYeHme npu
HaM4YnM NOOKIOYEHNA Yepe3 npsaMon

KaHan cBa3n.

. TpebyeTcs HanuumMe y 3akasuyuka ceTeBoro obopyaoBaHUsA C
nogoepxkon IPsec VPN. T[lpoynMe orpaHu4yeHUs nMpuBeaeHbl B
OOKYyMeHTaumu no cChlfiKe:

https://cloud.ru/ru/docs/vdc/ug/topics/networks.html

BbloeneHHbI KaHan CBA3MW.

Tabn.4. BolaeneHHbI KaHan cBaA3un

L2 nopgkno4YeHne

CopepXxaHue

OrpaHuyeHus

[aHHbIM cueHapuit MNo3BONAET CBA3aTb CeTb KAveHTa B O6nake
Cloud.ru c on-premise ceTaMu KNMeHTa BHe ob1aka no L2. MNpu Takom
BMPTYyaNbHble
MHbpacTpyKType 3akasumka ByayT HaxoaMTbCA B OgHOM L2 ceTu ¢
yTo paeT BO3MOXHOCTb And
peanusauum Takoro cCepBMca Kak Murpauva mawuH 6e3 cMmeHbl IP

nogknr4yeHun cyuwecTteyrouwme

MawnHamm B O6nake Cloud.ru,

agpeca.

[aHHbI BMA NOAK/IOYEHUSA NpeanonaraeT cieayowme onumum:

. ApeHpa ¢du3nyeckoro nopta — NpefocTaBneHne B apeHay
¢u3nyeckoro nopta 1 nnm 10r6/c Ha obopynoBaHum Cloud B ogHOM 13
KOTOporo

TOo4ekK npUCyTCTBUA, B paMKax

noagknyYeHne K pecypcamMm 3akasyuka,

Cloud.ru;
. ApeHpa SFP-mopynsa -
moayns, Heobxoanumoro ons

nopTa)?;

. ApeHaa KpoccMpoBKM (OMUMOHANbHO) - MpepocTaBneHune
ONTUYECKON coeanHUTEeNbHOM NUHMKM OT obopypoBaHma Cloud.ru B
OQHOM U3 TOYeK NpUCyTCTBUA A0 o6opynoBaHMA 3aKa3umKa B TON xe

TOYKE NPUCYTCTBUA;

. BblpeneHHoe ceTeBOe COeAWHeHWe -
BblIe/IEHHOr 0 KaHana CBA3M Mexay Toukon 1, dnusnyeckmm nopToMm Ha
obopypoBaHum Cloud.ru B O4HOM M3 TOYEK NPUCYTCTBUA, U TOYKOM 2,

noptoM o60pyaoBaHUA 3aKa3uuMka Ha

npenoctaBieHNda OAaHHOro cepBMCa MOTFYyT MCNOJSIb30BaTbCA CepBUCHI

CTOpPOHHEro nposanaepa.
. ApeHoa TEeMHOro BOJIOKHA -

TOYkon 2,

3akasuuka.

Onsa npenoctaBneHnd

Ycnosua npenocTaBaeHma:
nns
HanpasnseTcs AKT Havana oKasaHuga

XapaKTePUCTUK 3aKa3ynK NOANUCbIBAET ABa 3K3eMnaapa AKTa Hayana

npegocrtaBneHne B apeHpy SFP

NOAKI0YEeHUS
COEANHUTENbHON JNWHUM K MNOPTYy Ha
(obszaTenbHaa onuua npu 3akase ycayrn apeHpa ©¢u3nMyeckoro

npefocTaBneHne B apeHay
BbIIENIEHHbIX OMTUYECKMUX BOMOKOH MeXay Touykoh 1, dusmyeckum
nopToM Ha ob6opypoBaHmn Cloud.ru B O4HOM N3 TOYEK NPUCYTCTBUA, U
nopToM Ha o060pynoOBaHWM 3aKasuyumka
[aHHOro

MCNONb30BaTbCA CEPBUCHI CTOPOHHErO NpoBalaepa.

npegoctaBneHnda pOaHHOro Tuna

MallKnHbI B

ocylecTenaeTca
pa3MelleHHbIXx B O6nake

pur3nyeckon

obopypoBaHum Cloud.ru

. MaKCuMManbHas BO3MOXHas
npon3BoaMUTENbHOCTb NogkatyeHna - 10
F6/c. [Ona MakcMManbHOM yTMAU3aAUUMU
noaktovYeHnsa sHadyeHme MTU Ha BCeM NyTuU
cnenoBaHmMa  Tpaduka  OOMKHO  ObiTb

YCTAHOB/IEHO He MeHee 9000 6anT.
npenocTaBneHune

obbekTe 3akasuyuka.

nona

Ha obbekTe
cepBuca  MoryT

NOAKIYEHNA  3aKasumky
Ycnyr. lpu cooTBeTCTBMU
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okasaHua ycnyr (no gopme MpunoxkeHunsa N21.VMW.6.A. Kk [loroBopy)
nnbo otnpasnseTt McnonHUTento yBefoOM/IeHWE O HECOOTBETCTBUU B
TeyeHune 5 (natu) paboumnx gHen.

B cnyyae, ecnv no McTeYeHUM BbllleyKa3aHHOro Cpoka oT 3aKa3yuka
He NMOCTYNWAM 3aMeYaHns Mo COOTBETCTBUIO XapaKTEPUCTUK OAHHOTO
TMNa noakn4yeHnss, To CTOPOHbI CYUTAKOT, YTO XapPaKTEPUCTUKU
COOTBETCTBYIOT, YyKa3aHHbIM B 6naHke 3aka3a, a AKT cyuTaloT
NOAMMCAHHbIM CO CTOPOHbI 3aKa3yunka 6e3 3amevaHui.

MoanucaHHble 3k3eMnaspbl AkTa 3aka3uuk ob6si3yeTcs nepepnatb
yNO/IHOMOYEHHOMY npepcTaBuTento  WcnonHutena (paspen 10
[oroBopa). B TeyeHune 5 (natu) pabouymx gHEN C MOMEHTA MONy4YeHUs
3k3eMnnapoB AkTa, McnonHutenb o0b6a3yeTca nognucaTb UX CO CBOEN
CTOPOHbI, @ TaKXXe HanpaBWUTb OAWMH 3K3EMNAAP NOANMCAHHOro AKTa
3aKasuuky.

B3auMopeicTBue c pecypcamm o6naka c ucnonbsoesaHuem AS v IP-agpecoB 3akasumnka

CopepXxaHue OrpaHu4yeHusn

o AN UCNONb30BaHWSA  cueHapusa
TpebyeTcs, 4YTOObl KAMEHT uMen Provider
Independent |IP appeca, CcOBCTBEHHYIO
ABTOHOMHYIO CUCTEMY.

. KNMeHT wucnonb3yet cetb Cloud
KaK TPaH3UTHYIO 419 aHOHCMPOBaHMA CBOUX
npedunKcos.
Cepsuc 3akasumk aHoHcupyeTcsa n3 Obnaka Cloud.ru ¢ nomouwbio |, [OOMOMIHUTENbHO  AO/MKHA  BbiTb
MapLpyTU3MpyeMbiX B UHTEPHeTe aapecos 3akasuuka (Pl 610k). npopaboTaHa cxema 3awuTthl Anti-DDOS

ANS NpedUKCoB KIMeHTa.

B 3aBMCMMOCTHU oT ocobeHHoCTEN
peanus3aumMmn CxeMbl MOAKIIOYEHUSA MOXKET
notpeboBaTbCA [OOMNONHUTENbHAA 3aKynka
ceTeBOro ob6opynoBaHMsa MO COrlacoBaHUIO
C 3aKa34yunKoM.

2. BA30BAfl ®YHKLUWOHAJ/IbHOCTb U METPUKHW YCITYITU

2.1. baszoBasa PyHKUMOHANLHOCTb U MeTpuku Ycnyru «lMopkntoveHune K cepsucam Cloud.ru» npencraBneHsl B
Tabnuue 5.

Tabn.5. MNapaMeTpbl NpegocTaBnsaemMbix Ycnyr

XapaKTepUCTUKU U METPUKMU JonycTumMbie 3HaYeHUa*

Ot 10 M6/c po 10 I'6/c B 3aBUCMMOCTU OT BbIGPaHHOM

CKOpoOCTb Nepefayun gaHHbIX .
P el A nponyckHou CcnocobHoCTH

CpenHasa ceTeBas 3agep)ka B npegenax Crg Cloud.ru He 6onee 5 Mc

MpoueHT NoTepsiHHbIX NakeToB B npegenax CMA Cloud.ru | He 6onee 0,2 %
OrpaHu4yeHUa BXOASALWEro CyMMapHoro Tpaduka 3a | He orpaHuyeHo, eciiM MHOE He YKa3aHOo B OMUcaHuu

OTYeTHbIN Nepuog Ycnyru
OrpaHuyeHua ucxopsawero cymMmapHoro Tpaduka 3a | He orpaHuyeHo, eciiM MHOE He YKa3aHOo B OMUCaHuu
OTYeTHbIN Nepuog Ycnyru
* - Ycnosue: 3arpy3ka nonockl nponyckaHusa He 6onee 80% (pacnpocmpaHsemcs mosibKo Ha BbideneHHbIU KaHas
cBA3u).
2.2. BbaszoBble METPUKKM MOTYT OblTb CKOPPEKTUPOBaHbI NPK 3akase Yciyru.

3. TAPUOUKALNA YCNIYTU

3.1. [na paHHoM Ycnyru ncnonbsyetca Ctatuyeckaa tTapudunkaums.

3.2. BennunmHa exeMeca4yHOro nnate)ka 3a nojb3oBaHMe Ycayron onpenensercad B COOTBETCTBUU C
3aKa3aHHbIM 06BbEMOM MEePeUYNCIEHHbIX HUXXE PEeCYPCOB U OMLNIA:
e LIMPWHA KaHana NHTepHeT;
e KoNnunyecTtBo 6enbix IPv4-agpecos;
e MpPOMYyCKHasA cNoCoBHOCTb M KONMYECTBO PM3NYECKMX NOPTOB;
e TWN U KONnyecTBo SFP-moaynen;
e KOJINYECTBO KPOCCUPOBOK;
e MpPOMYyCKHasA cNOCOBHOCTb U KONMYECTBO BblAENEHHbIX CETEBbIX COEANHEHWUN;
e KOMMYECTBO ONTUYECKMX BOMOKOH M AJIMHA ONTUYECKOM Tpacchl.

3.3. EOVHOBpPEMEHHbIN NaTex 3a nogkodeHne Ycayru (ecim 3To NnpUMeEHUMO no tapuady).

4. MHbIE YCNOBUA, NTIPUMEHUMDIE K YCJNTIVTE
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BO3MOXHbIe BUAbI MOAKOYEHNS [ UBMEHEHUS [ OTKOYEHNSA YCIyr:
MocpencTesoM nognmcaHmsa 3akasa.

BO3MOXHbIN NopaAAoK pacyeTos no Ycnyre:
MocTtonnarta.

Bo3MOXHble cnocobbl onnatbl 1 nopsnoK NnononHeHnsa banaHca:
OnnaTa B 6@3HaNnNYHOM nopsiake Ha OCHOBaHMKU BbICTaBNEHHOro NCNONHUTENEM CYeTa.

CTOpPOHbI YCTAHOBMAM CNenylni NopaaokK 3akasa Ycayrm no HactosaueMy MNpunoxKeHuto:

3aKas Ha nogkJ/4deHne Ycnyru no HactosweMmy MpunoxeHuo oomKeH bbiTb HanpaeneH McnonHutento
He no3gHee, 4eM 3a 6 (wecTb) paboumnx oHeM 0o AaTbl Havyana okasaHusa Yciyru;

B TeuyeHune 3 (Tpex) paboumx gHen NcnonHUTENb UKW ero YNnonHOMOYEHHbIN npenctaButens obasyerca
paccMoTpeTb 3akas Ha YCAyry U HanpaBuTb ULy, HanpaBuBLIEMY 3akas, oTBeT (MOAMNCAHHbIN CO CBOEN
CTOPOHBI 3aKa3 UAM 0TKa3 B NpepocTaBaeHnn Ycnyrm ¢ 060CHOBaHMEM MPUYMHDI);

B cnyyae cornacosaHus CTtopoHamu 3akasa Ycayra no TakoMy 3akasy npenocTaBnseTcsa B faTy Hadana
OoKazaHua Ycnyru, 3apmMKcMpoBaHHyo B 3akase, ¢ 10:00 No MOCKOBCKOMY BPEMEHMU.

3aKa3yMK CaMOCTOATENIbHO HeceT OTBETCTBEHHOCTb 33 COXPaHHOCTb [aHHbIX M ApUHMMAaeT
CaMOCTOSATENbHO MEpPbI MO UX COXPAaHEHUIO NPK OTKase oT Ycayru. MNMpu otkase ot Ycnyrn McnonHuteno
BNpaBe yoanuTb AaHHble 3aKa3uymKa No ucrevyeHum 5 (natmn) paboumx gHen nocse oTkasa ot YCiyriu.
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