1.1.

1.2.

1.3.

1.4.

1.4.1.

1.4.2.

1.4.3.

1.5.

000 «0O6nayHble TexHonorum» [/ Cloud.ru LLC B

CIOUd'ru info@cloud.ru / +7 (495) 260-10-82 / https://cloud.ru Bepcusa 240322

NMPUNOXEHUE N21.VMW.1.1.
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OINMMCAHWME N YCNOBWA NMPEOOCTAB/TIEHNA
YCNYTU «BUPTYATTbHbIV LIOO»

1. OBLIAA UHPOPMALMSA U ONMNCAHUE YCNIYTU

BupTyanbHbiin LIOO aBAseTca ycyron no npenocTaB/ieHmnio 6a30BbiX MHOOPMALMOHHO-TEXHOTOMMUYECKMX
pecypcoB Ha OCHOBE COBOKYMHOCTU QYHKLMOHMPYIOWEro nog ynpaeneHneM McnonHUTens cepBepHoro u
ceteBoro o6opynoBaHMA, CUCTEM XPAHEHWSA [OaHHbIX U CNeuManmM3MpoBaHHOIrO MNPOrpPaMMHOro
obecneveHus.

Ycnyra NOCTpOeHa Ha OcCcHoBe Mogenu obcnyxuBaHua laaS. B pamkax Ycnyrn WcnonHutenb
npepocTtaBnsfeT 3akasuumky BupTtyanbHboin LIOL, MMeWMin B pPacrnopsXXeHUu COrnacoBaHHbLbIA Mexay
NcnonHutenem n 3akasuymkom Habop BMPTYaSM3MPOBAHHbIX BbIYMCINTENbHbIX MOLWHOCTEN npoueccopa
(vCPU), BupTyanbHon namMatn (VRAM) 1 guckoBoro npoctpaHcTtea (VHDD), a Takke cpeacTsa ynpas/ieHus
BupTyanbHbiM LUO[, noctaToyHble A CO30aHMa U ynpaBneHnsa BUPTYalbHbIMU CcepBepamMm B Tpebyemon
3aKa3uymnKy KOHUrypaummn B npepenax BblAeNeHHbIX BUPTYanM3MpPOBaHHbIX MOLLHOCTEN. PyKoOBOACTBO
Monb3oBaTena no Ycnyre goCTyNHO NO 3/1IeEKTPOHHOMY agpecy: https://cloud.ru/ru/docs/vdc/ug/.

YnpasneHne BuptyanoHboiMm LLOL ocywectsnseTcsa 3akas3udmkoM npu nomowm KoHconu YnpasrieHus
O6nakom VMware (ganee- KY VMware). .

CocTaB M OCHOBHblE KOMMOHEHTbI YCyru:

Tabn.1l. CocTaB M OCHOBHbIE KOMMOHEHTbI

Pecypcbl

HaumMmeHoOBaHue rpynnbl CopepxaHue

- BUPTyaNibHble NpoLeccopHble sapa (VCPU);

- BUPTyaNibHasa onepaTtMBHasa namaTtb (VRAM);

- BUpTyanbHOE AMCKOBOE NPOCTpaHcTBo (VHDD);
- Edge Gateway.

BbluMCNUTENbHbIE PeCcypChl

- MOOK/IOYEHUE K CETU MHTEPHET (B 00WeM KaHane);
- OoAuWH nybnuyHbIl IP-agpec.

- nnatdopMa BUpTyanm3saumu;

- KY VMware;

- nnatdopma BupTyanusaumnm cetu (SDN).

CeTeBble CepBUCHl U KOMMOHEHTbI

OCHOBHble KOMMOHEeHTbl VMW

Mnatdpopma BupTyanusaumm obecneymBaeT OMHaMUUYecKyld 6anaHCMPOBKY HarpyskuM Ha CepBepbl U

CUCTEMbI XPaHEHMS AAaHHbIX 018 AOCTUXEHMA ONTUManbHOM NPON3BOAUTENBHOCTU. COCTaBHbIMM YacTAMMU

nnatdopMbl BUPTYanm3aumm aBnaoTca:

. AnnapaTHbIi TMNepBM30P — MEXaHW3M, pPasfenawwun pecypcbl GU3NMUYECKOro cepBepa Mexnay
HECKONIbKMMW BUPTYasIbHbIMU MalUMHAMMU.

. High Availability (HA) - ™MexaHu3M, nMo3BONAKOWMN BOCCTaHaBIMBATb pPabOTOCNOCOBHOCTb
BUPTYaNbHbIX MallMH NOCAe annapaTHoro c6osa y3noB BUpPTYyanmM3aunn.

. CepBuc BbanaHCMPOBKM paboumx Harpy3oK — MexaHM3M, paBHOMEPHO pacnpenensawowmmn BM mexny
BCEMM y3N1aMu KnacTepa 1 obecneynBatowmii 3agaHHy0 NPON3BOAMTENIbHOCTD BUPTYanbHbIX MallWH
B LUTAaTHOM W HewTaTHOM (B ciydae cboeB) pexxnumax paboThl.

. CepBuC OHNAMH MUrpauum BM — MexaHM3M «KMBOM» MUrpaumm BM Mexay y3namu knactepa ans
CepBUCHOro obcnyXunBaHna 6e3 npepbiBaHMA paboTbl NOb30BaTENbCKMUX BM.

KY VMware npepnocTaBisieT KOHeYHbIM MoJsib3oBaTenaM 6e3onacHble, U30MPOBaHHbIE MYy/ibl PECcypcoB

ANnsa 6bICTPON MHMLUManM3aummn BuptyanbHoro LIOO 1 peannsyeTt eauHY0 KOHCOb YNpaBaeHus.

Mnatdopma BupTyanusaumm cetn (SDN) ucnonb3yerca Ons Cco3gaHUs MPoOrpaMMHO-onpeaensemblx

ceTen, MHKancynauum Tpaduka Yyepes NnpoTokon Geneve Aas8 NOCTPOEHUSA TOFMYECcKMX L2-ceTel B paMKax

yXe CyLWeCTByllen KoMMyTaumu Ha ypoBHe L3. Mo3BonseT 3akasuuky CaMOCTOATENIbHO CO3[4aBaTb

BblOE/IEHHbIE CETMEHTbI CETU M ONPEAEensaTb NpaBuia MapLlwpyTU3aumm Mexxay CETAMMU CBOUX BUPTYasbHbIX

Lo, 6e3 naMeHeHUN B GpU3NYECKOM KOMMYyTaLMN.

B uenax obecneyeHuns sawmtbl MHbpacTpykTypbl nnatdopmbl Ob6nako VMware (nanee - MHbpacTpykTypa
VMW) peann3oBbiBalOTCA Clieayolme Mepbl U MeXaHM3Mbl 3aLKUTbI:

Tabn.2. ObecneyeHne 3awmntbol MHdpacTpykTypbl VMW

‘ YPOBHU 3aLUTbI MeponpuaTtus
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3awwmTta O6naka Cloud.ru u cpeacTB ero ynpaBneHus

Ob6ecneunBaeTca:

. - pasMeweHne Bcero obopypnoBaHus WHbpPacTpykTypbl B LIOL, COOTBETCTBYHOLMX
®usnyeckun TpeboBaHUSAM HaLEeXHOCTU Mo KaTeropun Tier 3;

- KOHTPO/b U YNpaBieHne AOCTyNnoM K 060pyaoBaHuio;

- HaJuyue cucTeMbl BUAeoHabnopeHns Ha obbekTax MHpopmaTmsaumm LIOM.
Ob6ecneyunBaeTtcs 3awuTa nepumeTtpos LUOL M MX CErMeHTMpPOBaHME C MCMNOSIb30BaHUEM
CeTeBoit Me)XCeTeBblX 3KPaHOB HoBoro nokoneHna (NGFW), ocyuwecTBadwWwMx B TOM 4ucne
BbliIB/IEHWE 1 NpejoTBpaLleHe KOMMbIOTEPHbIX aTak.

Ob6ecneymnBaeTca:

- aHTMBMPYCHaA 3awWwmMTa MHOPACTPYKTYPbl C UCMONb30OBAHMEM AHTUMBUPYCHbIX CPEACTB
LoNa obnayHbIX cpen;

- ynpaBfieHue [OCTYNoM K MHPPACTPYKTYpeE C UCNOb30BaHMEM CPeACcTB ABYX(PAKTOPHON
AYTEHTUDMKAUNMN NOAKIIOYAOWNXCA K HEN aAMUHUCTPATOPOB;

NHdPaCTPYKTYpHbI - KOHTPO/b [EWCTBUM MPUBUIETMPOBAHHbIX MNOMb30OBaTeNell C  WCNOJib30BaHUEM
cneuMann3npoBaHHbIX CPeacTs;

- PerynspHblil KOHTPOb M aHaNM3 3aLMLEHHOCTU UHDPACTPYKTYPbI C UCMOJIb30BaHNEM
crneuMann3npoBaHHbIX CPEACTB MO BbiABIEHMIO YA3BMMOCTEN B McnofibayemoM MO v ero
HEKOPPEKTHOM KOHdUrypaumm, BAUAOWEN Ha YypoBeHb 3awuweHHoctn MO, c¢
YCTPaHEHWEM BbIIBNIEHHbIX YA3BMMOCTEN U/UNM HELOCTAaTKOB;

- cbop 1 aHann3 cobblTUit MHbDOPMaLMOHHON 6e30MacHOCTHU.

OcylwecTBnaoTCca nNepuoanyeckme TeCTMPOBAHMA Ha  MPOHUKHOBEHME U ayauT

MHbOpMaLMOHHOW 6Ge3onacHocTM MHdpacTpykTypel VMW C NpuBREYEHMEM CTOPOHHUX

opraHuMsauumi. BbigBNeHHble B XO4e COOTBETCTBYIOLEro TeCTMPOBAHWMA U/MAWM ayauTa

HEeLOCTaTKMN YCTPaHATCA No GaKTy UX BbiABMEHMSA.

3awuta KY VMware

[OononHUTENbHbIN

3aWwmnTa C MCNONb30BAaHMEM CMEeLMann3MpoBaHHOrO MEXCETeBOro 3KpaHa YpPOBHSA
npunoxenun (Web Application Firewall).
OCyLecTBNAOTCA  PErynspHble CKaHWMPOBAHUA KOHCOMM Ha HanMyue aKTyasbHbIX
YySA3BUMOCTEN U ero nepuoamyeckme TeCTUPOBaHMA Ha MPOHUKHOBEHWE C NPUBIEYEHUEM
CTOPOHHUX OpraHusauuii. BbiIBNEHHblE YA3BMMOCTM WU/UAU HEOOCTaTKM YCTPaHATCA No
$aKTy UX BbIABEHMUSA.

N3onaumsa «OpraHu3aumi» 3akasumka

Mpunoxenunsa

[OononHUTENbHbIN

VMW OcyLecTBNAETCA BCTPOEHHbIMU cpeacTBamm VMW,

CeTeBoM OcywecTtBnaercs cpegcrsamm SDN.

B paMKax MepuoauMyeckuMx TeCTUPOBAHMIN Ha MNPOHUMKHOBEHWE BCel WHOPACTPYKTYpb
MPOBOAATCA  TECTUPOBAHMSA Ha  BO3MOXHOCTb  MPOHUKHOBEHMA  MOTEHLMaNbHOro
HapywuTens u3 ogHou «OpraHusauuu» B APYryld C NPEOAOSIEHUEM WCMONb3YEMbIX
MEXaHW3MOB 3aLLMThl.

[OononHUTENbHbIN

1.6. PacnpeneneHune ponei, o6a3aHHOCTEN U OTBETCTBEHHOCTM B 061actn b B OTHOLWEHUM YCyrn onncaHo
B Tabnuue 3.
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactu UMb

Komy
OTBEeTCTBEHHOCTb 3a npepocTaBneH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHue/ AOCTYN K
TEexXHONoru4yeckKkoro
(apxuTeKTypHOro) YPOBHIO Nnpouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU cpeacrtesam
YPOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ npepocraBneHus
npoueccos ycnyru/cepBuca/
npouecca
KypHanupoeaHie XypHanvpoBaHne cobbITUA B MPUKNIAAHOM MPOrpaMMHOM obecneyeHuun (B TOM yucne
COBbITHI CYbL, cepBepax npunoxeHun, WEB-cepBepax) W OMNepauMOHHbIX cCUCTEMAX, 3aKas4yunk 3aKa3uunk
YCTaHOBJIEHHbIX B BUPTYya/bHbiX MawnHax (BM) 3akasunka.
YnpaBneHue [OCTYNOM K NPUKAagHOMY MporpamMMHoOMy obecneyeHutio (B TOM uucne
VnpasneHue goctynoMm | CYB[, cepBepaM npunoxeHunn, WEB-cepBepaM) U oOMNepaunMOHHbIM CUCTEMAM, 3aKas4yunk 3aKa3uuk
yCTaHoBNEeHHbIM B BM 3aka3suunka.
YnpasneHue YnpaBneHue ayTeHTUdUKALMOHHOM WHPOpMauMen, UCNONb3yeMOW Npu [AOCTyne K
ayTeHTUDUKALMOHHOM | NpUKNagHOMY nporpaMMHomy obecnedyeHuto (MMO) n onepaunoHHbiM cuctemam (0OC), 3aKasumnk 3aKasuuk
MHbopMaumen yCTaHoOBNEeHHbIM B BM 3aka3suunka.
KoHTponb n aHanus3 3awmweHHoctn OC wm MMO, dyHKuMoHMpyowero 8 BM BLOA
YnpasneHie 3aKa3uyuka, B TOM YuC/ie YCTaHOBKA KPUTUYECKUX 0BHOBNEHUI Be3onacHOCTU, NpaBka
VA3BUMOCTAMMU KoHburypauum MMO, a TakKe U3MeHeHue Nerko-nogbupaemMbix Naponen u naponen 3aKa3uyunk 3aKa3uuk
LOCTyna no YMOJT4YaHUIO K cepBMcaM M KoMnoHeHTam OC u MMO, o6Hapy)KeHHbIX B Xoae
. KOHTPONA M aHan13a 3aWmLEeHHOCTH.
MpuknagHon "
C6op (B TOM Yyncne c ucnonb3oBaHneM cpencts SIEM) n aHanms cobbiTuin 6Ge3onacHoCcTn
YPOBEHb W YPOBEHb
YnpasneHue co Bcero MMO, OC u cpeacts 3awutol MHbDopMaumn (Cp3U), dYHKUMOHUPYHOWMX B
onepaumoHHbIX 3aKa3uyunk 3aKa3uuk
cnctem nHumpeHtammn b «OpraHmnsaumm» (BLOL) 3akasumka, a TaK)Ke MOHUTOPUHI U pearMpoBaHuMe Ha
’ MHUMOEHTbl 6e30nacHoCTy.
YyCTaHOB/MIEHHbIX B BM ~
BLIOJ 3aka3uuka YcTaHOBKa, HacTpouka U agMuUHUCTpUpoBaHuMe B BLIOM 3aka3uuKa CPefcTB 3aluuThbl
YnpasneHue nHdpopmaunmn (C3N) B ncnonHerum Virtual Appliance. 3aKa3UNK 3aKa3UNK
Kpuntorpaduemn HacTpovika U agMUHUCTPUpPOBaHMe pa3MelleHHbix B LLOO McnonHuTens nporpaMMHo-
annapatHbiX C3V 1 MexceTeBblX 3KpPaHOB 3aKa34ymnka.
YcTaHOBKa M | YcTaHOBKA, HacTpoMkKa W agMUHUCTpUpoBaHuMe B BM BLIOL 3akasumka Cp3N ot
agMUHUCTPUpPOBaHUE HecaHKUMOHUpoBaHHoro goctyna (HCM), aHTUBUPYCHbIX CPEACTB WM MPOYUX CPEeAcTB 3aKa3uyunk 3aKa3uuk
CpencTB 3aWuThbl 3aWmMTbl MTHPOPMaUKUK, ycTaHaBnMBaeMblx B BM BLIO[ 3akasuuka.
YcTaHOBKaA M HacTpolka B BM 3aka3umKka cpeacTB pe3epBHOro konnposaHusa (CPK) 6a3
YnpasneHue OaHHbIX U NpoYen nHdopMaumMmn 3aKasumka, XpaHuMonm BHYTpu BM ero BLUOL, a Takxe
pe3epBUpPOBaHMEM agMUHUCTPUpPOBaHUE YKa3aHHbIX cpencTs. 3aKa3uyunk 3aKa3uunk
nHdpopmMaumu Co3gaHue pesepBHbIX KOMMM WHPOpMaumm 3akas3umka U €€ BOCCTaHOBNEHWE U3
pe3epBHbIX KOMUN.
Ob6ecneyeHue 3awmTbl | 3awmTa cornacHo 152-M3 nepcoHanbHbIX AaHHbiX (MOH) KNMeHTOB, obpabaTbiBaeMbIX B
nepcoHanbHbIX BM BUOLO 3aka3umMka, B TOM 4uUCNe, HO He orpaHuMymBasacb 3awmton [10H, 3aKa3uuk 3aKa3suyuk
OAaHHbIX KIIMEHTOB obpabaTbiBaeMbIX CpeAcTBaMM yCTaHOBNEHHbIX B BM BLOJ 3aka3unka CYB[.
YpoBeHb XXypHanupoBaHWe COObITUIA, CBA3AHHbIX C (GYHKUMOHMPOBaHMEM obbekToB BLIOL
)XypHanupoBaHue 3aka3yunka (Hanpumep, ero BM) n genctenuamun nonb3osatenen B KY VMware 1 KOHCON
«OpraHunsaummn» 7] . McnonHutenb 3aKas4yuk
cobbITni ynpaB/eHus pe3epBHbIM KonnpoBaHneM BM, Takux Kak:

BLIO[ 3aka3uunka

1. BXOA4/BbIX0[ Nonb3oBaTesieN B/U3 KOHCONEeN;
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactu UMb

Komy
OTBEeTCTBEHHOCTb 3a npepocTaBneH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHue/ AOCTYN K
TEexXHONoru4yeckKkoro
(apxuTeKTypHOro) YPOBHIO Nnpouecchbi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU cpeacrtesam
YPOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ npepocraBneHus
npoueccos ycnyru/cepBuca/
npouecca
2. co3paHue/ypaneHne HOBbIX YYETHbIX 3anuMcen Monb3oBaTeNlem U NPUCBOEHUE UM
NpUBUIErUIA JOCTYNa K KOHCONAM;
3. co3gaHue/ypaneHne BM;
4. 3anyck/octaHoB BM;
5. co3paHune KnoHos BM;
6. U3MEHEeHMe XxapaKTepucTmk BM;
7. HacTponka NAT/DHCP/L2VPN/L3VPN, MapwpyTnsaummn, 6anaHCUMpOBLLMKA HarpysKu
/MU NpaBui MEXCEeTeBOro 3KpaHupoBaHus Ha Edge Gateway B «OpraHusauum»
3aka34ymka c ucnonbsosaHnem KY VMware;
8. co3gaHue/M3MeHeHue 3agaHusl Pe3epBHOro KOMMPOBAHUS C WUCMNONb30BaHWEM
KOHCO/N yNpaBieHUsi pe3epBHbIM KONMpoBaHneM BM;
9. BoccTaHoBNeHUe BM n3 pe3epBHON KONUK C UCMONb30BAaHNUEM KOHCOIN YNpaBieHns
pe3epBHbIM KONMpoBaHnem BM;
10. BoccTaHoBNeHWe GannoB M3 pe3epBHOW KOMUU C MUCMONb30BAaHUEM KOHCOM
ynpaBfeHus pe3epBHbIM KonnpoBaHueM BM;
11. U3MEHEeHMEe ONUCKOBOM NONUTUKM MO YMONYAHUIO ANA BUPTyanbHbix LLOL;
12. BK/OYEHNE/OTKOUYEHNE [OMNOMHUTENbHbLIX ycnyr (norupoBaHue, DFW, VPN u
npoyee).
McnonHutenb
(oTBETCTBEHHOCTb 3a
npegocTaBneHne
AOMUHUCTPUPOBaHUE . cepsuca VMW
«gpraHmsguv?eﬁ» " AoMUHUCTpUpoBaHne «OpraHm3saumen» 3akasymka c ucnonbiosaHmem KY VMware. P )
AOMUHUCTPUpPOBaHUe goctynoM K «OpraHusaumu» 3akasymka C ucnonbiosaHnem KY 3aKasyuk
ynpasfeHue ocTynoMm 3aKa3uyunk
. VMware.
K Hewn (oTBETCTBEHHOCTb 3a
agMUHUCTpUpPOBaHue
«OpraHusaumen» un
LOCTYNOM K HeW)
McnonHutenb
(oTBETCTBEHHOCTb 3a
npegocTaBneHne
cepsuca)
YnpasneHue .. .
. Co3paHue/yganeHne HOBbIX YYETHbIX 3anucen B «OpraHmMsaunm» M NPUCBOEHUE UM
AYTEHTUDUKALMOHHOM M 3aKa3uunk
< npuBunernin goctyna K «OpraHmsaunmm» 3akasumnka. 3aKa3uyunk
MHbopMaumen
(oTBETCTBEHHOCTD 3a
ynpasneHune
ayTEeHTUDUKALMOHHOM
nHbopMaumnen)
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactu UMb

Komy
OTBEeTCTBEHHOCTb 3a npepocTaBfieH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHue/ AOCTYynN K
TEexXHONoru4yeckKkoro
(apxuTeKTypHOro) YPOBHIO npouecchi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU cpeacrtesam
YPOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ npepocraBneHus
npoueccos ycnyru/cepBuca/
npouecca
Co3paHue, ypaneHve W apMUHUCTPUPOBaHME C wucnonb3osaHnem KY VMware P
HeobxoanMbIX BUPTYasibHbIX CeTel B npouecce agMUHUCTpUpoBaHua BLLOL 3aka3suumka. (OTBETCTBEHHOCTD 33
YnpasneHue MexceTeBoe 3KpaHMpoBaHMUA nepumeTpa BLOMO 3aka3umka C Mcnonb3oBaHueM Edge
npegocTaBneHne
6e3o0nacHoOCTbIO n | Gateway.
cepsuca)
npoynmu ObecneyeHne BHYTPEHHEro CerMeHTMpoBaHusA (Cc ucnonb3oBaHneM KY VMware) wu 3aKa3uunk
HacTpoKaMmu ONA | BHYTPEHHEro MeXCeTeBoro aKpaHMpoBaHusa (c ncnonb3oBaHmeM Edge Gateway) BLIOA 3aKaszunKk
BUPTYaNbHbIX CETEN 3aka3suuka. (OTBETCTBEHHOCTb 33
HacTtpoirika NAT/DHCP/L2VPN/L3VPN, MapwpyTMsaumm n 6anaHCUMpoBLLMKA Harpy3ku
aAMUHUCTPUpPOBaHMe)
Ha Edge Gateway B «OpraHusaumnm» 3aKasuymka c ucnosibaopaHmem KY VMware.
McnonHutenb
(oTBETCTBEHHOCTb 3a
YnpasneHue npegocTaBneHne
YnpaBneHue pesepBupoBaHMeEM MHbOPMaLUM 3aKa3uymKa C UCNOb30BAaHMEM KOHCOIN
pe3epBUpPOBaHMEM cepsuca)
UHBOPMALMHY ynpaB/ieHUs pe3epBHbIM KoNupoBaHMeM BM, Bknovatolee B cebs:
co3faHne/M3MeHeHWe 3aJaHnin pe3epBHOro KONMPOBaHUA MHPOPMaLMK 3aKa3umnKa; 3aKa3uunk
(npepocTtaBnaetTcs B N 3aKa3uunk
. | BoccTaHoBneHWe BM 3aka3unka n3 pe3epBHOM KONUu;
paMKax oTAeNnbHOM . . (oTBETCTBEHHOCTb 3a
BOCCTaHOBNeHUe hannoB 3aKa3ymKa U3 pe3epBHON KoMnuu.
Ycnyru) ynpasneHune
pe3epBUpPOBaHMEM
cBoer nHpopmaumnm)
YcTaHOBKa, agMUHUCTPUPOBaHUE, CBOEBPEMEHHOe 06HOBNeHne n BesoTnaratenbHas
YCTaHOBKa KPUTUYECKUX OOBHOBNeHMn 6e3onacHOCTM Ha wucnonb3yembix B BLIOA
3aKa3uyMka BUPTyaNbHbIX CpPeacTBax 3aWuTbl MHGopMaumm B ucnonHeHumsax Virtual
YcTaHoBKa n | appliance (MexceTeBble 3KpaHbl, CUCTEMbl OBOHAPYXEHUN W/UAW NpPefoTBpPaLLEeHUN
PP ( P ’ Py / Pen pai 3aKasyuk 3aKasyuk
ncnonb3oBaHne C3U KOMMbIOTEPHbIX aTakK M npoyee).
HacTporika ¥ aAMUHUCTPUPOBAHME MPOrpaMMHO-annapaTHbiX CPEeacTB  3aluThl
MHpopmaumm 3akasuuMka, B TOM UWUCNe CPEeAcTB KpunTorpaduyeckon 3awuTbl
MHbopMauumn, pasMewaemoix B LLOL McnonHutens.
Ob6ecneyeHune 3aWnThI
Ob6ecneyeHune cootTBeTcTBMA BLLOL B cocTaBe MHOOPMALMOHHbBIX CUCTEM NEepPCOHaNbHbIX
nepcoHanbHbIX 3aKa3uyunk 3aKa3uuk
paHHbix (MCMNOH) 3aka3yunka TpeboBaHmam 152-@3.
OaHHbIX KTMEHTOB
MOHUTOPUHT MHbpacTpyKTypbl VMW s obecneyeHune eé OOCTYMHOCTH,
MOHUTOPUHT " Npou3BOAUTENBHOCTM,  Hanuums  HeobxoaAMMOro  KonuyectBa  obopynoBaHus,
. obecneyeHne HeobxoguMon pna eé€ paboTbl NPOMYCKHOM cnocobHocTM ceTw, McnonHutenos McnonHuteno
WNHbpPpacTpyKTYpPHbIN nopaepxka .
OBEHDL BbIYMC/IUTENbHBIX MOLWLHOCTEM W EMKOCTM CUCTEM XpaHeHus AdaHHbix  (CXO)
yp WNHbpacTpyKTypbl.
XypHanupoBaHue XypHanupoBaHne cob6bITUA B KOMMOHEHTax W cpeacTsax 3awmtbl MHbOpMaumm
yp . P yp P pea t bopmay McnonHuteno McnonHuteno
cobbITUM MHbpacTpykTypbl VMW,
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactu UMb

Komy
OTBEeTCTBEHHOCTb 3a npepocTaBfieH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHue/ AOCTYynN K
TEexXHONoru4yeckKkoro
(apxuTeKTypHOro) YPOBHIO npouecchi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU cpeacrtesam
YPOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ npepocTaBneHus
npoueccos ycnyru/cepBuca/
npouecca
YnpaBneHue AoCTyNnOM K CErMeHTy ynpasneHus MHdopacTtpyktyport VMW, eé VLAN-am
YnpasneHue goCcTynom P pocty y ynp bpacTpykTyp ’ MNcnonHuteno McnonHuteno
1 KOMMOHEHTaM.
YnpasneHue YnpaBneHue y4€THbIMU 3anncamum AD NpuBUNErMPOBAHHbBIX NOMb30BaTENEN, MMEIOLMX
AYTEHTUDMKALMOHHOM | [OCTYN K CerMeHTy ynpasneHus WHdpactpyktyponn VMW, M ux BTOpbIM (haKTOpoM McnonHutenns Mcnonnuteno
MHbopMaumen ayTeHTUdMKaumn (ayTeHTUdUKaTopamu).
YnpasneHue KOHTpONb 1 aHann3 3aWMLLEHHOCTN CNyXebHbix BM MGMT-cermMeHTa 1 runepB1M3opoB
McnonHutenb McnonHutenb
YSI3BUMOCTSIMU MHdpacTpykTypbl VMW,
C6op c ncnonb3oBaHneM cpeacts SIEM c KOMNOHEHTOB M CPencTB 3aWmTbl MUHGOPMaLUKN
YnpasneHue MHdpacTpykTypbl VMW cobbiTMin 6e30nacHoOCTU.
o McnonHutenb McnonHutenb
MHUumMgeHTamu Ub AHanu3 cobpaHHbIX cObbITUN 6E30NacHOCTU, a TaKXKe MOHUTOPUHT U pearMpoBaHue Ha
MHUMOEHTbl 6e30nacHoCTH (B TOM Yucne C npuBneyeHnem BHewHero SOC).
YnpasneHue KoHTponb n ynpaBneHuve npoueccamu M3MeHeHuss KoHdurypaumm MNHbpacTpyKTypbl
p . P ynp pou burypau bpactpykTyp McnonHuteno McnonHuteno
KOHUrypaumnemn VMW,
3awunTta nepumetpoB LIOO WHbpactpykTypbl VMW C McCnonb3oBaHMEM K/lacTepoB
BbICOKOMPOU3BOAMUTENbHbIX MEXCETEBbIX 3KPaHOB HoOBOro nokoneHua (NGFW),
obecneynBalOLLNX MEXCETEBOE 3KPaHMPOBAHWE U 3alUTY OT KOMMbIOTEPHbIX aTak
YnpasneHue
WNHbpacTpyKTypbl.
6e3onacHocTblo  Ans .
BUDTVANbHbIX " 3awmnTta ceteBon WHbpactpyktypel VMW (Bxoga B o6nako) ot DDoS-aTak, MNcnonHuteno McnonHuteno
PTY . HanpaB/ieHHbIX Ha NepenosIHeHWE KaHalbHOW eMKOCTH.
dusmnyeckux ceten
BHyTpeHHee cerMeHTMpoBaHMe ceTeBbiXx WMHpacTpyktyp VMW C uncnonb3oBaHUEM
NGFW wn BbigeneHueM B pamkax UO[L Ha ceteBoM yposBHe DMZ, PROD- n MGMT-
cerMeHToB MIHpPaCcTpyKTypbl.
YcTaHOBKa, HaCcTpoMKa M agMUHUCTPMPOBaHME CPEACTB 3aLnTbl MHDOPMaLuK B cOCcTaBe
MHbpacTpyKTypbl VMW, B TOM uucne:
1. cpencTB aHTUBUPYCHOM 3aLWuUThl;
2. cpencTs KOHTponsa LencTBuin NPUBUNErMPOBAHHbIX nonb3oBaTtenen
YcTaHoBKa n | (aaMuHucTpatopos Cloud.ru) knacca PIM&PAM;
aAMUHUCTPUPOBaHMe 3. SIEM; McnonHuteno McnonHuteno
CpencTB 3aLWnThbl 4. cpencTB KOHTPONS W aHanM3a 3alWnLLEeHHOCTH;
5. WEB Application Firewall (WAF), ncnonb3ayemMoro ans 3awutbl ny6nmnkyembix KY
VMware 1 KOHCOMKW ynpasneHus pe3epBHbIM KonnposaHueM BM;
6. NGFW;
7. ldentity and access management (IAM).
YnpasneHue Pe3epBHOE KOMMpPOBaHME M BOCCTaHOBNEHME U3 06pa3oB CAyXebHbIX BUPTyasbHbIX
pe3epBMpOBaHMEM MaWwuH WHbpacTpykTypbl Mnatpopmbl VMW ¢ ucnonb3oBaHnem CPK Backup & McnonHutenb McnonHutenb
MHbopMauum Replication.
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Tabn. 3. PacnpeneneHune ponen, 06a3aHHOCTEN N OTBETCTBEHHOCTU B obnactu UMb

Komy
OTBEeTCTBEHHOCTb 3a npepocTaBfieH
HanmeHoBaHue
NMpuMmeHuMble K npepocraBneHue/ AOCTYynN K
TEexXHONoru4yeckKkoro
(apxuTeKTypHOro) YPOBHIO npouecchi/ OnucaHue npouecca/cepBuca/ycnyru aAMUHUCTPUPOBaHU cpeacrtesam
YPOBHS ycnyru/cepsucbi Ub e ycnyru/ cepsuca/ npepocraBneHus
npoueccos ycnyru/cepBuca/
npouecca
Ob6ecneyeHne 3awmnthl | 3awmnTta MOH COTPYOHMKOB 3aKasuymka, uUMelwmnx poctyn KY VMware M KOHCOMM
nepcoHanbHbIX ynpaBieHuss pe3epBHbIM KonupoBaHueM BM, obpabatbiBaeMbix B WHbpacTpyKType McnonHutenns Mcnonnuteno
OAHHbIX KNIMEHTOB VMware.
KoHTponb poctyna B LOO u nomeweHusa WMHdpacTpyktypol VMW (oxpaHsaemas
KoHTponb goctyna Tepputopusa LLOM, NponycKHOM PEXWUM, CUCTEMblI KOHTPOMS U YyNpaBiAeHUs [OCTYMNoOM, McnonHutenns Mcnonnutenns
3anupaHune CToeK).
Hanuuve BHewHen (no nepumet O[) v BHYTpeHHel (B MalMHHbIX 3anax LO
BupeoHabniopeHue ( P Py LOA) yTp ( o) McnonHuteno McnonHuteno
cucTeM BugeoHabniogeHus.
dusnyeckunin MpepocTaBneHne 31eKTPONUTaHUSA, AOCTyNa K CETU MHTEPHET U CBOOOAHOro Mecta B
ypOBEHb cTorkax LLOAO.
PasMeLeHme MpepocTtaBneHne, MOHTaX W KOMMyTauusa obopypoBaHus (compute, network wu
storage) B cTorkax LLOU. McnonHuteno McnonHuteno
obopynoBaHus

PasmelweHne, nogknoyeHne K nuTaHuo, cetn nHTepHeT u BLUO/L 3akasuuka cpencrs
3aWmnThl MHbDOPMaUMM 3aKasumnka, B TOM Uyucie cpenctB Kpuntorpapuyeckomn 3awmTbl
MHbOopMaLmn.
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1.7. Tunbl pecypcos, TpeboBaHUSA, peKOMeHOaUMM 1 orpaHUYeHmns:

Tabn.4. Tunbl pecypcos, TpeboBaHMA, peKOMeHAaUNN U OrpaHnYeHns

Tun pecypca: BUpTya/nbHble NpoueccopHbie agpa (vCPU)

TpeGOBaHMH PekomeHpauuu U orpaHuyYeHus

B pamkax ogHoro BupTtyanbHoro LLO[ 3akasuuk

Mpu cdopmmpoBaHnmn 3akasa 3akasunmKy npepocTasBaseTcs .
pu_dopmup Yy npea MOXeT ncnosb3osBaTb ToNbko VCPU ¢ ogMHakoBoun

BbIGOP u3 cnenyowmx apep: .
. yacToToun (obcnyxunsaemble npoueccopamu
C YacToTOM He MeHee 2,6 ITu; He meHee 3,0 I'Ty; He MeHee
3,5 Mry! ofHoro tnna). OrpaHuMyeHnsa Ha Konmnyectso VCPU
’ ’ yKasaHbl B Tabnuue «MapameTpbl
vCPU obcnyxuBatotcsa dusmyeckmmm npoueccopamu Intel.
npefocTaBnAeMblX ycayr» pasgena 3 HacToswero
OOKYMEHTa.

Tun pecypca: BUpTyanbHas onepaTtuBHas namaTtb (VRAM)

TpeGOBaHMH PekomeHpauuu U orpaHuyYeHus

Mpun dopMmrpoBaHMK 3aKa3a 3aKkasumK yKasbiBaeT TpebyeMmbll
06bem VRAM.

Mpu dopMupoBaHMM 3akasa ycnyru Tpebyembit 06beMm VRAM | OrpaHuyeHMs Ha KonmyectBo VRAM ykasaHbl B
LOKEH OblITb  AOMONHUTENbHO yuyTeH B pamkax | Tabnuue «lMMapameTpbl NpenocTaBASAEMbIX YCAYr»
3aKa3blBaeMoro obbema BupTtyanbHoro OVCKOBOro | pasgena 3 HacTosWero AOKyMeHTa.

npocTpaHcTBa (vHDD) BblGpaHHOIO npoduns ans
pa3sMelleHns swap-danaoB BUPTyasbHbIX CEPBEPOB.

Tun pecypca: BUpTyalbHOe AUCKOBOE NpocTpaHcTBo (VHDD)

TpeGOBaHMH PekomeHpauuu U orpaHuyYeHus

B pamMkax ycnyru npepocTtaBnseTcs ABa OUCKOBbIX npoduns,
OT/IMYAIOLLMXCA MO CKOPOCTU obMeHa AaHHbIMU (KONMUYecTBy
onepaunin Beoga-sbisoga (IOPS)) n BpeMeHu oTknnKa: SATA n
SSD. Kaabl ANCKOBbIM NPodnab COOTBETCTBYET CBOEMY TUMY
ONCKOB Ha CUCTEME XPaHEHUSA AaHHbIX.

B pamkax ogHoro BupTyanbHoro LLO MOXXHO MCNONb30BaTb
LWCKOBble NPOPUIN pas3INYHOro Tuna.

Ba)HoO: npu 3akase BMpTyanbHOro QUCKOBOrO NPOCTPaHCTBA
OTAENbHO AO/KEH bblTb yuTeH Tpebyembin 06beM VRAM aons
pa3smelleHuns swap-dannos BUPTYyalibHbIX  CEpPBEPOB.
BbigeneHHass eMKOCTb AMCKOBOrO NPOCTPaHCTBa 3aHMMaeTcs
BCEMU BUPTYaSbHbIMW MalWMHaMK 3aKa3yumka (BKTHOYEHHbIMMU
N BbIK/MIFOYEHHbIMUW), CO34aHHbIMKM 3akaszuymkoMm Snapshot, a
Takxe swap-dannamm VRAM Bcex BUPTyasbHbIX MalUWH

MWHUManbHOE  3HayeHuMe [ONa  3K3emnasapa
BuptyanbHoro O - 100 6. CyMMapHbIi 06beM
BMPTYaNbHOro AMCKOBOrO NMPOCTPAHCTBA KaX[oro
ANCKoBOro npoduna gonxkeH bbiTb KpaTteH 100 6.

3aKas4umka.
1.8. Ona nogkntoveHna K Yciyre 3aka3umK MOXeT BblibpaTb OAMH UM HECKO/IbKO TUMOB NOAK/I0YEeHUS:
Tabn.5. Tunbl noaKn4YeHNUa K CeTn U ceTeBble CePBUCHI
Tun noakKnw4YeHns OonucaHue
MookntoyeHne yepes Bblﬂ.e}'IEHHbIﬁ 3aKa3LIMKy npepoctaBndeTrca otaesibHad NnoNnoca pna Aoctyna K
ra[:)aHTl/IpOBaHHbll712 KaHal NTHTEPHET Vcnyre, KOTOpad He pa3aendetcd C opyrmMmmn 3akasdynkamu.

LOaHHbIN cnocob nogKn4yeHmnAa nossongaetr obecneunTb
B3aMMopaencTBme ceten 3akasumka C ceTblo B obnake C nomoubio
BblAENEeHHbIX KaHanos cBA3un CTOPOHHEro nposangepa.
OnuMoHanbHO, C MOMOLWbIO AAHHOIO cueHapus, K Ycayre 3aka3umka
MOXeT OblTb MOAK/IOYEH aNbTEPHATUBHbLIN KaHan B CETb MHTEPHET.
Ong paHHOTo NOAK/IOYEHMSA MOTYT BblTb MCMOMIb30BAHbI BblAENEHHbIE
KaHanbl 3akasuyuka, opraHM3oBaHHble C MCMONb30BaHUEM «TEMHOMN
ONTUKN».

MopoknioyeHne yepes BblOENEHHbIN KaHan
CBA3N

MpepnonaraetT noruvyeckoe noak/YeHUe K obuwemy nns Bcex
3aKa3uymkoB Ycnyru KaHany nepefayun AaHHbIX (CKOPOCTb CETEBOro
MoaoknyeHne  4yepes  0o6WMIA  KaHan | coeguHeHUs ons Kaxporo 3akasuuka He apnaeTcsa
MHTEpHEeT rapaHTMPOBaHHOW U 3aBUCUT OT 3arpyXeHHoCTu obliero kaHana
nepefayn AaHHbIX). 3aKasuymKy npepoctaBnsieTca 6asoBas 3awmTa
MHDOPMALMOHHbIX CUCTEM, pa3MellaeMblX B MHppacTpykTtype VMW

1 TexHMYeCKM 0oNyCcTMMO BbiaenaTb o 24/48/56 vCPU (onsa vCPU yactoTomn 3,5/3,0/2,6 T, COOTBETCTBEHHO) Ha OAWH BUPTYaNbHbIN cepBep. OgHaKo
LNSA Ny4lein Npon3BOANTENBHOCTY PEKOMEHAYETCA NPUAEPXKMBATLCA 3HAUYEHU, ONMUCAHHbIX B pasaene «3. ba3oBas GyHKLMOHANbHOCTb U METPUKU
ycayru».

2 3af,@aHHas CKOPOCTb rapaHTMpPyeTCa BHYTPU ceTu McnonHWTeNns HaunHasa oT nopTa NorpaHMYHoOro MapLpyrusaropa ysna ceasu Cloud.ru.
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1.8.1.

1.8.2.

1.9.

1.9.1.

1.9.2.

1.9.3.

1.9.4.

1.9.5.

1.10.

1.11.

, 0T DD0S-aTak, HanpaB/ieHHbIX Ha UcYepnaHne KaHanbHOM EMKOCTHU
ceTeBon MHpacTpykTypbl VMW |

MoopobHaa MHboOpMauMa No OOCTYMHbIM MOAK/OYEHMAM npueeneHa B MpunoxeHun N2 1. VMW.6. K
Lorosopy.

B ocTanbHbIX Cny4Yaax, a TakKXKe MO 3anpocy, MOXeT ObiTb npefocTaB/ieHa paclMpeHHas 3awuTa
MHPOPMALIMOHHbBIX CMCTEM 3aKa3umKa, pa3MellaeMbix B MHppacTpykTtype VMW , ot DDoS-atak Ha Bcex
YPOBHAX 00 L7 BKNOUYMTENBHO B BUOE OTAE/IbHON TapupULMPYEMON YCIYTK.

[na obMeHa OaHHbIMU MeXay BUPTyasbHbIMU MaluMHaMu B npepenax BLIOO Mcnonb3yetcs BHYTPEHHee
ceTeBO€ B3aMMOLENCTBMNE, peann3oBaHHOe Ha Ba3e ceTeBOro obopynoBaHMs MicnonHUTeNa 1 cpeacTBamm
rmnepsmsopa.

CeTeBble cepBucbl SDN.

Mnatdpopma BMpPTyanmMsaumm CeTU peannsyeT NporpamMHo-onpenenseMyro o6nayHyo ceTb, a TaKxe
NPOrpaMMHbI NOAXOA, K CO34aHMI0 U 3KCMyaTaLMn CeTeBbIX CEPBUCOB.

MnaTdopma BMPTYyanm3aunm cetTy BKAKOYaAET B cebsa cnenyowme KOMMOHEHTbI:

. BUPTYasibHble CETU ANS OpraHM3aunm CeTeBON CBA3HOCTM BMPTYasibHbIX MalUWH;

. KNMeHTcKue wntosbl Edge Gateway?.

KnueHtckni wno3 Edge Gateway npenoctaBngeT ceayloume cepBuchl:

MapuwpyTusaumsa (Routing);

norpaHnU4YHoe MexceteBoe akpaHuposaHue (Firewall);

npeobpasoBaHue ceTeBbix agpecoB (NAT);

BUpPTYyasibHble YacTHble ceTu (VPN) Ha 6a3e IPSec;

ONHaMnyeckoe pacnpeneneHune cetesbix agpecos (DHCP).

KnueHTtckne wnto3bl Edge Gateway pa3BopavynBaloTca B peXXnMMe BbICOKOM AOCTYMHOCTU. AKTUBHbIN W03
obpabaTbiBaeT ceTeBoM TpaduK, B Cydae BbIXOAa ero U3 cTposa TpaduK aBTOMATUUYECKM Nepek/oyaeTca
Ha pe3epBHbIN W03, HAXOOALWNINCA B PEXMME OXNOAHUA.

MpX NOCTPOEHUU CJIOXKHOW CETEBOM apPXUTEKTYpPbl, HanpuMmep, oOpraHus3auMum AOUHAMUYECKOMN
MapwpyTusaumm BGP ¢ nokanbHOM ceTeBOM MHPPACTPYKTYpPOolM 3akasumka, HeobxoaMmMo MCNONb30BaTh
norpaHuyHble wnto3bl Dedicated Provider Gateway/TO. B 3aBUCMMOCTM OT TpebOBaHMN K MPOMNYCKHOMN
CNoCOBHOCTM O0CTYNa B U U3 MHTEPHETA, a TakXe cneumdmuyeckon HaCTPOMKN CEeTEBbLIX CEPBUCOB MOrYyT
ObITb pa3BepHyThl BbigeneHHasa BUpPTyanbHaa MawmnHa Dedicated Provider Gateway/TO unun BolaeneHHblin
dunsnyeckum cepsep Dedicated Provider Gateway/TO o/ noBbiLWEHHON NPOU3BOAUTENBHOCTU.

Wa6noHbl BM n o6pa3bl OC. B pamkax Ycnyru 3aKa3umK MOXET CaMOCTOATENIbHO BbIMNOJHUTD
MMMNOPT/3KCNOPT cobcTBeHHoro obpasa BM B BLIOM. Bo3MOXHbI BapuaHT paboTbl ¢ ob6paszamMu BM:
3aKa34ynK caMOCTOATENIbHO OCYLLECTBASAET MMMNOPT/3KCNOPT 06pa30B BMPTYabHbIX MalLUH, UCNoNb3ysa KY
VMware. 3a 0ONONHUTENbHYIO NNaTy 3aKa3uymKy NpenocTaBnseTca OOCTyn K Katanory ¢ wabnoHamm BM c
npenycTaHoOBNEHHbIMM Hanbonee MNONyNApHbIMM BEPCUAMM OMEPAUMOHHBIX cucTeMm. Mpu uMnopTe M
MCMO/Ib30BaHMM 3aKa3uMKOM COOCTBEHHbIX 00pPa30B BMPTyasibHbIX MallMH, KOTOpPble He WMelT
oduULManbHOM COBMECTUMOCTM CO CTOPOHbI NMOCTaBLKMKA NAaThoOpMbl BUPTYyanmsaunm, MIcnonHuTenb He
rapaHTupyeTt paboTocnocobHOCTb JaHHbIX BUPTYaslbHbIX MAlMWH, U peleHne BO3MOXHbIX Npobnem He
perynupyetca gencreytowmmM CornaweHnemM ob ypoBHe npefoctaBneHnm Yonyru.

MporpamMmmMHan nnatdpopma. B kauecTse MHCTPyMeHTa peanusaumm VMW ncnonbayetca KY VMwareBy.
YCTOMYMBOCTb K OTKa3aM BblYMCINTENbHbIX Y3/10B peann3oBaHa cpeacTeamMmn nnatdopmbl BUPTyannsaumnm
Ha 6a3e TexHonormn High Availability (HA).

CxeMa peanusaunm nnathopmbl ona yciyrn «BupTtyanbHbii LLOO» n300pa)keHa Ha PUCYHKE HUXKeE:

3 OTAENbHO HEe TapuMbULMPYIOTCA, UX CTOMMOCTb BK/IIOYEHA B CTOMMOCTb MPeAoCTaBAEHHbIX PECYPCOB U OMNUMIA YCAyru.

CtpaHuua 9 n3 16



1.12.

1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

BupTyaneHele LUOA KnueHTos upTyaneHele LUOA KnueHToe

BUOA 1 BUOA 2 BUOA3 ... BLUOA N BUOA 1 BLOA 2 BUOA3 .. BUOA N

wn
o

Cepeepsl Cepeepsl
CucTeMbl XpaHeHUs 4aHHbIX C1CTEMbl XPaHEHUA AaHHbIX
SSD, NL-SAS SSD, NL-SAS
uon Lo 2

AnnapaTHas nnatdopma:

Tabn.6. KOMMNOHEHTbI M XapaKTepPMUCTUKM annapaTHoi naatdhopMbl

KoMnoHeHTb! XapaKTepucTUKu

B kauecTBe BblYMCAUTENBHON NNATHOPMbI UCMONb3YIOTCA CEPBEPHbIE
CepsepHas nnatdopma pelweHns KopnopaTUBHOIO YPOBHSA, Basnpytowmecsa Ha npoueccopax
ApPXUTEKTYpPbl X86/64.

[na opraHu3auuu cepsuca NpepocTtaBNeHns BUPTYasNbHbIX OUMCKOB
NPUMEHATCA CUCTeMbl XpaHeHUA [OaHHbIX YPOBHA midrange C
pe3epBnpoBaHNEM OCHOBHbIX KOMMNOHEHT, TaKuUX Kak 6noku
NMUTaHNA, KOHTpON1I1epHble MoOyNN.

cXna

basupyetca Ha ob6opynoBaHMK BeAYLWMX MUPOBbLIX MPOU3BOAUTENEN,

KOoTopoe obecrneyunBaeTt:

- BbICOKMW YypOBeHb KOHTpons U 6e3onacHoctu 6Gnaropgaps
NOTOKOBOW TeneMeTpum W ynpexpalweMy aHanuMsy Ha
NIMHENHOWN CKOPOCTU Nepenayu;

- BbICOKYD  MPOU3BOAUTENbHOCTb  MPUNOXeHUn  Hnaropaps
WHTENNeKTyanbHbiM Bydepam 1 OTCYTCTBUIO MOTEPU NAKETOB;

- BbICOKYIO NpPOM3BOAUTENIbHOCTb 7 MacwTabupyemocTb

CeTb 6narogapsa MynbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas noacuctemMa peann3oBaHa C NpMMeHeHMeM Tononorun Leaf

- Spine, koTOpasa obecneynBaeT cnepyoLMe NpenmMyLLecTBa:

- MNpepcKasyeMoCTb 3aepXeK;

- BbICOKWUI ypOBeHb MacwTabupyeMocty 6e3 npepbiBaHMs paboThbl
ceTu;

- 3aWMTy OT NOSIBNEHUS NeTelb;

- BbICOKMW YPOBEHb aBTOMaTU3aLMM yNpaBieHUsa U NOALEPKKMN.

MpepocTaBneHne [OCTyna K NporpaMMHOMY obecneyeHuto.

McnonHutenb npegnaraeT 3akKa3yuky [OCTYNn K NporpaMMHOMYy obecneyeHuio, MepeyeHb KOTOPOro
3aKa3unK MOXXeT 3amnpocuTb Y OTBETCTBEHHOro nuua McnonHutensa (paspen 10 Jorosopa), CTOMMOCTb
onpepensaeTcs B COOTBeTCTBylwWweM 6naHke 3akasa Ha OCHoBaHMM TapudoB, YCTAHOBMEHHbLIX B
MpunoxeHunun N2 7.A.

B pamkax npepocTaBneHMa [ocTyna K nporpaMMHoMy obecnevyeHuto WCnonHUTeNb npepocTaBnseT
JOCTYN K auctpubytneaM NpPOAYKTOB M MPEenoCTaBASET NMLEH3UIO ANS aKTMBALMM OAHHbIX NMPOLYKTOB.
TexHUYyecKaa noanep»Ka no NnpoayKTaM He BKAOYEHa B CTOMMOCTb YCNyru U npuobpeTaeTcsa 3aKa3ymkoM
CaMOCTOATENbHO.

bazon Oona npuMeHeHusa Tapuda M pacyeTa eXeMecsayHOoro nnaTtexa 3a ucnonb3oBaHue CepBepHOM
OoMnepauMoHHOM CUCTEMOM ABNAETCA Hambonbllee 4YMCNOo OOHOBPEMEHHO pPaboTaBlWMX BUPTYaNbHbIX
MallWH C JaHHOM onepaLMoHHOM CMCTEMOM 3a pacyYeTHbIN nepuog,.

B cnyyae nHpekcaumu LEeH Ha NULEH3UN CO CTOPOHbI npounssogutens MO, NcnonHuTenb MeeT npaso Ha
nHaekcaumio Tapuda B OAHOCTOPOHHEM MOPSAOKE Ha COOTBETCTBYHOLLYH BEIMYUHY C YBEAOMIEHWEM
3aKa3umnKka B CPOK He MeHee 4yeM 3a 30 (TpuauaTtb) AHen oo gaTbl M3aMeHeHua Tapuda. K yBegomieHuto
3aKa3umka McnonHuTenb NpPUKNaabiBaeT CKAH-KOMWIO COOTBETCTBYIOLWErO MMCbMa-yBeAOMJSIEHUSA OT
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1.13.5.

1.14.

1.15.

1.16.

1.17.

npoussoautensa MO. B cnyyae HeobxoanmocT CTOPOHbI NoanucbiBatoT [JonoNHUTENIbHOE corfnalleHne o
BHECEHUM n3MeHeHun B MpunoxeHme N2 7.A.
MonpobHaa MHbopMaumna Mo yCIoOBUAM U OrpPaHUYEHUaM NUCMNOMb30BaHMA NporpaMMHoro obecneyeHus
npueeneHa B MNpunoxennn N2 8. k [Jorosopy.

MpepocTaBneHne AOCTYyNa K KaTanory roToBbiX NPUIOXeHUW pans 6usHeca. VcnonHutenb
npepocTaBnseT 3akasumKky [OCTYN K KaTanory npunoXxewun. B paHHOM KaTanore pasmeLLaroTcs
npenBapuTeNlbHO HaCTPOEeHHble Wab/oHbl MPUIOXKEHUI OTKPLITOrO MNporpaMMHoro obecnevyenusa. C
nepeyHem [AOCTYNHbIX WAGNOHOB 3aKa3yMK MOXET O03HAKOMUTbCS B [AOKYMEHTauuu MO CCblKe
https://cloud.ru/ru/docs/applications/ug/ B pa3gene «OrpaHuyeHna u ocobeHHocTU». B pamkax

NpefocTaBIAeMOro CepBmnca rapaHTUpPyeTca yCrnelwHoe pa3BepTbiBaHNE MPUIOXKeHMa 13 wabnoHa, npu
3TOM ero gaNbHenwas HacTpomKa 1 Nnoanep)Kka Npomn3BoaMTCa 3aKa3unmKomM.

MpepocTtaBneHne pocTyna K onuuum PacnpepeneHHbld MeXCeTeBOM 3KpaH. VcnonHutenb
NnpenocTaBndeT 3akasuyMKy [OCTyn K CEeTeBOMY CEePBUCY BUPTYaNbHOrO LWJ03a - pacnpenesieHHoMy
MexkceTeBoMY akpaHy (Distributed firewall) ona BUpTyanbHbIX CEPBEPOB U NPUNOXKEHWUI, 3aMyCKaeMbIX
Ha ¢u3myeckoM obopygoBaHuM McnonHutend. [ocTyn K CepBUCY MNpPefoCcTaBNisAeTcd Ha OCHOBaHUMU
noanucaHHoro 6y1aHKa 3akasa M oniayMBaeTcs 3aKasuymMKoOM OTLEsbHO.

MMeHoBaHue «OpraHusauui» 3akasuumka. [1na KoppeKTHoV 06paboTku ob6paweHnin 3akasuvmka
nMeHoBaHMe «OpraHnsauMny» BbIMOJIHAETCA onepatopamu MCNonHUTensa M MMeeT YHUOUUUPOBAHHbIN
dopmaT Buaa <HaseaHme «OpraHusauum» 3akasumka> - <[lopagkoBbit HoMep «OpraHusauuu
3aKasuymka»>. Mo cornacoBaHuio ¢ MCNonHUTENEM BO3MOXHO M3MEHeHWe Ha3BaHua «OpraHusauumn»
3aKas34yuMKa Yepes COOTBETCTBYIOWMI 3anNpoc B cNyOy noanepku McnonHutens.

lWinbpoBaHue BupTyanbHbIX MalWMH. Ycayra obecneymMBaeT BO3MOXHOCTb  WKdPOBaHUA
KOH(}UrypaumoHHbIX ¢halnfioB AaHHbIX U AMCKOB BM, npenoctaBneHnun 0octyna K wabnoHam rocteBbix OC
C BO3MOXHOCTbIO XpaHeHUA Knoyen wmndposaHmsa B VTIPM. C NOMOLLbIO KOHCONMN yNpaB/ieHUa 3akasumk
MOXXET CaMOCTOATENIbHO CO3aBaTb HOBble WndpoBaHHbie BM, nnbo 3awwmdpoBbiBaThb CyLWECTBYOLWME BM.
CtommocTb Ycnyrn ¢popmMmpyeTcs B 3aBUCMMOCTU OT MaKCMManbHOro o6bémMa gMCKOBOMO NMPOCTPaHCTBa,
BbloesieHHbIX s BM c akTuBMpoBaHHoM onuuen «llndposaHne BM» B TedeHne OTUYETHOro nepmopa
(kaneHpapHoro Mecsua). Ycnyra nogkntyaeTca NnocpeacTBoM nognmcaHnsa 3akasa.
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2.1. Ycnyra BuptyanbHbii O onuncaHa B Tabnuue 7:

2. BA30BAA ®YHKUMOHANDBHOCTb W METPUKUN YCNYTU

Tabn.7. MapaMeTpbl NpegocTaBnsemMblx Ycnyr

Cepsuc

Tapuduunpyembie eaUHULLbI

XapaKTepUCTUKU U METPUKMU

JonycTumblie 3Ha4YeHUs

BbluncneHus

BupTyanbHbIi npoueccop 3,5 Mu, (wT.)

ba3sosag 4actoTta npoueccopa vCPU

He meHee 3,5 Ty,

Host CPU Ready time MeHee 5%
PekomeHgyemoe kon-so VCPU Ha BupTyanbHbl cepBep 1-12 wr.
(wt.)

OonycTuMbi 06beM VRAM Ha BUMpPTYyalbHbIA cepBep 1-384T6
RAM Swapped 0%

BupTyanbHbi npoueccop 3,0 Mu, (wT.)

ba3sosag 4actoTta npoueccopa vCPU

He meHee 3,0 I'Ty,

Host CPU Ready time MeHee 5%
PekomeHgyemoe kon-so VCPU Ha BupTyanbHbi cepsep 1-24 wr.
(wt.)

OonycTuMbi 06beM VRAM Ha BUpPTYyalbHbIA cepBep 1-768T6
RAM Swapped 0%

BupTyanbHbIM npoueccop 2,6 Mu, (wT.)

ba3sosag 4actoTta npoueccopa vCPU

He meHee 2,6 Ty,

Host CPU Ready time MeHee 5%
PekomeHgyemoe kon-so VCPU Ha BupTyanbHbi cepsep 1-28 wr.
(wt.)

OonycTuMbi 06beM VRAM Ha BUpPTYyalbHbIA cepBep 1-768T6
RAM Swapped 0%

XpaHunuuwe gaHHbIX

BupTyanbHbIl ecTkui guck SSD, (I'6)

HDD IOPS. 3TanoHHble 3Ha4YeHna*

5000 IOPS/1 Tb>

CpenHee BpeMs goctyna K SSD Storage Ha BUpTyanibHOM

5 0 Mc -5 MC
MalwunHe
OonycTuMbin 06beM OQHOrO BUPTYaslbHOrO >KECTKOro 1 - 4096 B
auncka SSD Ha BMpTyanbHbIN cepBep
War yBenuyeHnss pasmepa BMPTyanbHOro pAucka B 17E

4onyctTiMOM AMana3oHe

BupTyanbHbIM XecTKui auck SATA, ([6)

HDD IOPS. 3TanoHHble 3HaYeHna*

100 IOPS/1 TB>

CpenHee BpeMsa gocTtyna K SATA Storage Ha BUpTyasibHOM
MallunHe?

0 mc - 30 mc

4 MapaMeTpbl rapaHTUpyoTCcsa npu pasmepe 6n1oka go 8 Kb, nponsBonbHOe YTeHmne/3anucb ¢ npodpunem 70/30.

51 Tb =1000 b
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Tabn.7. MNapaMeTpbl NpegocTaBnsemMblx Ycnyr

Cepsuc

Tapuduunpyembie eaUHULLbI

XapaKTepUCTUKU U METPUKMU

JonycTumMmbie 3Ha4YeHUs

OonycTuMbin 06beM OQHOrO BUPTYaslbHOrO >KECTKOro
ancka SATA Ha BUPTYalbHbIM cepBep

1-409Tb

War yBenuyeHus pasMepa BUPTYanbHOro [AWCKa B
LOMNYCTMMOM AManasoHe

1Tb

CeTeBble CepBUCHI

[ocTyn B MHTepHeT B o6weM KaHane

Mosioca NponyckaHus

He Tapudununpyetca:
He 6onee 100 M6/c Ha BupTtyanbHbii LLOL

CpepgHAa ceTeBas 3afep)xka B npepgenax cetTu nepepayu

. 0 Mc - 5 McC
MponyckHaa cnocobHOCTb Ha BUpPTyanbHbi | AaHHbix Cloud.ru
cepsep MpoLEeHT NOTEPSAHHbIX NAKETOB B Npenenax cetTu nepegayumn o o
0% - 0,2 %
paHHbix Cloud.ru
CpenHsasa ceTeBasa 3afjep)Xka B npenenax cetv nepepayu
pen nep pen pen 0 Mc - 5 Mc

BupTyanbHbIM wnto3 (WT.)

paHHbix Cloud.ru

MponyckHas cnocobHoCTb

He 6onee 5 I6/c

FocTeBasa OC

Hoctyn K wabnoHy CepeepHan onepaLmoHHas
cucTema:

. BM pasmepom 4 u mMeHee VCPU:
BM (WwT.)/ KaneHaapHbIM Mecs.
. BM pa3smepoMm 6onee 4 vCPU:

vCPU (wT.)/ KaneHpapHbi Mmece.

LWabnoHbl CepBepHOMN onepaLmMoHHON CUCTEMDI
LWabnoHbl [leCKTONHOM onepaunMoHHON CUCTEMDI

CepBepHas onepaumoHHas cuctema 2016
CepBepHas onepaumoHHas cuctema 2019
CepBepHas onepaumoHHas cuctema 2022
AnbT Paboyasa cTtaHuus

AnbT «CepBep»

POCA «Xpom» 12 Pabouyasa cTaHuuA
POCA «KOBAJ1bT» 7.9 Cepsep

POCA «Xpom» 12 CepBep

OocTyn K wabnoHy MO CepeepHas CYB:

CepsepHaa CYb[ 2017 Enterprise
CepsepHaa CYb[ 2019 Enterprise

CepBepHas onepaumoHHas cuctema Datacenter 2016
CepBepHas onepaumoHHas cuctema Datacenter 2019

(WwT.)/ KaneHpapHbI Mecau3.

no - .
¢ BM PasMepom . 1-12 vCPU: | Wabnowel MO Cepsepras CYB CepBepHas onepaumoHHas cuctema Datacenter 2022
BM (wT.)/ KaneHaapHbIn Mec.”
CepBepHas onepauMoHHaa cuctema Standard 2016
CepBepHasa onepauMoHHaa cuctema Standard 2019
CepBepHas onepaumoHHaa cuctema Standard 2022
OocTyn Kk ak3emnnsapam MO (CepsepHaa CYbL
Ent ise C C CybA Standard .
Cr;rgrprlséi Bzre;aﬂepi?EHﬂaﬂ Welé)u Ead?tigrn Jk3emnnapbl MO (SQL ServerCepsepHas CYB[ Enterprise | MNMopoepxuBaemole Bepcunm MO (CepBepHasa CYbB[
Ce B’e Hanp P onepaLnoHHas CMCTEMat Core, CepBepHas CYbL SQL Server Standard Core, | Enterprise Core, CepBepHaa CYb[ Standard Core,
no pBEp pau " | CepepHas CYbL SQL Server Web Edition, CepBepHaa | CepBepHas cyba Web Edition, CepBepHas
Datacenter, CepBepHas onepaunoHHas . .
cucrema: Standard): onepaumMoHHas  cucTema: Datacenter, CepBepHas | onepaumoHHass cuctema: Datacenter, CepsepHas
’ ) onepaunoHHas cuctema: Standard). onepaunoHHas cuctema: Standard).
. [Ba BUpTyanbHbix/dM3nyecknx agpa

6 MMHMManbHbIN Nepuog TapuduKaumm — KaneHaapHbii Mecal. Hayano UCNoNb30BaHMA, HauYMHAA C NEPBO MUHYTbI, UM MPOLO/IHKEHUE UCMNOMb30BaHMA Ycayru B OTYETHOM Nepuoae npeanosiaraet CnMcaHmMe CTOMMOCTHU
3a NOMIHbIM KaneHOapHblil Mecsal. HenonHbIiM KaneHaapHbli Mecal, UCNONb30BaHUA YCYru, HauMHasa C NepBO MUHYTLI, OKPYrAeTCsa A0 MNOSHOMO KaneH[apHoOro Mecaua nofb3oBaHusa Ycnyrom.

7 Mpu ncnonb3oBaHuu 6onbliero konmyectsa VCPU B cocTaBe ak3eMnaapa BM, nponopumoHanbHO yBENNYNBAETCSA KONMYECTBO AOCTYMNHbIX NMLEH3UI ana onnaThl (c warom B 12 vCPU).
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3.1.

3.2.

3.2.1.

3.2.2.

3.3.

3.3.1.

3.3.2.

3.3.3.

3.3.4.

4.1.

4.1.1.
4.1.2.

4.2.

4.2.1.

4.3.

4.3.1.

3. TAPUDUKALUA YCNIVTU

Ycnyra npenocTtaBnsieT Ha Bbibop ABa Tuna Tapudukauum: nHaMmumyeckasa tTapudukauma (Pay as you go,
nanee - PAYG) u Ctatnyeckas Tapudukauma (Allocation).

OunHamuyeckan Tapudukaumua (Pay as you go).

IOnHammyeckas Tapudukaumsa npepgnonaraeT onnaTy Nyna PecypcoB, YKa3aHHbIX HMXKe, No daKTy uXx
notpebneHnsa 3akas4ynmkoM B TedyeHne OTYETHOro nepuoaa:

. BupTyanbHbii npoueccop 2,6 My, PAYGS;

BupTyanbHbi npoueccop 3,0 MMy, PAYGS,;

BupTtyanbHaa namatb, PAYGS?;

BupTyanbHbIl ecTknit anck SATA, PAYG;

BupTyanbHbIl ecTknit anck SSD, PAYG.

IOnHammyeckas TapuduKkaumnsa ocyLecTBASeTCs B MOYAaCOBOM pexmme (M3 pacyeta CTOMMOCTM OfHOro
yaca), HauMHasa C NepBON MWHYTbl NONb30BaHUA YCayron. Bpemsa yunmTbiBaeTcs C OUCKPETHOCTbIO [0
Lenoro 4aca, TO €CTb HenosiHblM 4Yac paboTbl BUPTYasSibHOM MallWHbl CYMTAETCA KaK LUEesbli.
TapuduumpyeTtca cymMMa COOTBETCTBYIOLWIMX PeEcypcoB ana Bcex BM. BupTyanbHbii npoueccop wu
BUPTYyasibHasa NaMaTb TapndmLUMpyoTca ¢ MOMeHTa cTapTa BM 1 4o MOMeHTa ee 0CTaHOBKMW. BUpTyanbHbIn
YKECTKUM gUcK Tapndunumnmpyetcsa ¢ MOMeHTa co3gaHuna BM mn oo eé ynaneHunsa. CHuMkM (Snapshots), swap-
dannbl, wabnoHbl BM 1 ISO-06pa3bl TapudpuLUMpyoTCca Kak BupTyanbHbIN XeCcTkMin auck. Ona kaxnon BM
YUYMTbIBAKOTCA MaKCMMaribHble 3HaYeHWa PeCcypCcoB 3a KaXkablin Yac.

Cratuueckan Tapudumkauma (Allocation).

BennumHa exeMecs4yHoOro nnaTeXka 3a NOoNb30oBaHWe VYCIyron onpenensetca B COOTBETCTBUMU C
3aKa3aHHbIM 06BEMOM MEepPeUYnCIeHHbIX HUXXEe PeCcYypPCoB W OMLNIA:

BupTyanbHbIl npoueccop 2,6 MMy,

BupTyanbHbii npoueccop 3,0 MMy,

BupTyanbHbIi npoueccop 3,5 Mu;

BupTyanbHaa namMaTtb?;

BupTyanbHbIM )XeCcTKni Anck SATA;

BupTyanbHbI )XecTKnit anck SSD;

MpepocTtaBneHne nybanyHoro IP agpeca;

BblgeneHHas BupTyanbHaa MawunHa Dedicated Provider Gateway/TO0;

BbligeneHHbin pusmveckuii cepsep Dedicated Provider Gateway/TO0;

Onuua PacnpeneneHHbli MEXXCeTeBOM 3KPaH;

HocTtyn K wabnoHy CepBepHasa onepaunoHHasa cuctema’;

OocTtyn kK wabnoHy MO CepsepHasa CYB 3;

OocTtyn K npoynm 3k3emnnsapam MO (nepedeHb goctynHoro MO npueeneH B MpunoxeHun N2 7.A.);
BupTyanbHbIl ecTknit anck SATA ona wudpoBaHHbIX BM;

BupTyanbHbIlM ecTknin anck SSD gna wundpoBaHHbIX BM.

MeTogMka pacyétoB noTpebriseMbix MPOLECCOPHbIX PECYPCOB M ONepaTMBHOM MaMAaTWM npegnonaraet
TapuM@PUKauM CyMMbl 3HaYE€HU NpefocTaBNeHHbIX pecypcoB 3a OTYETHbIM nepuon B COOTBETCTBUMU C
TapudoMm. CyeT BbICTAaBNAETCA Ha OCHOBE CYMMbl 3HAUYEHUN.

MeTogouka pacyéTta noTpebnsemMoro [MCKOBOFO MPOCTPaAHCTBA npepgnonaraeT onnaTy 3a Becb
npenocTaB/eHHbIM 3aKa3uymKy 06bEM pecypcoB AMCKOBOMO MPOCTPAHCTBA KaXXAoro TMna.

MeToguka pacyéta no onumu «PacnpeneneHHbli MEXCeTeBOW 3KpaH» npeanonaraet Tapudbukauumio
CYMMbl 3HAYEHMN ONepaTUBHOM NaMATM, NPeOoCTaB/eHHOMN 3aKa34unKy B paMKax ero BMpTyansHoro LLOA
B OTYETHbIN Nepuog.

4. WHbLIE YCNnoBusd, NPUMEHUMDIE K YCNTYTE

BO3MOXXHbIE BUAbI MOAKOYEHNS [ UBMEHEHUS | OTKOYEHNS YCIYr:
MocpencTBoM nognucaHma 3akasa (c y4étom n. 4.6. HacToawero MpunoxeHus);
MocpencTBoM coBeplleHns AencTemin B JINUHOM KabuHeTe.

BO3MOXHbIN NopaaoK pacdyétos no Ycnyre:
MocTtonnarta.

Bo3MOXHble cnocobbl onnaTthbl / NOPAAoOK NononHeHua banaHca:
OnnaTta B 6e3HaNIMYHOM NOPALKE HA OCHOBAaHWM BbICTAaBNEHHOro MicnonHUTeneM cyéta.

8 Pecypcbl TapuduunpytoTcs B nepuon paboTbl BUPTYasbHON MalUUHbI.

° 06beM BupTyanbHoi namatn (VRAM) ponkeH 6blTb AOMNONHUTENBHO YUYTEH MPUM 3akase BMpTyanbHOro AMCKOBOrO MPOCTPAHCTBA AN XpaHeHus
swap-haiioB BUPTyaNbHbIX CEPBEPOB B COOTBETCTBMM C MapaMeTpaMu, yKasaHHbIMUK B pasgene «TUn pecypca: BUMpTyanbHasa onepaTvBHas namMaTb
(VRAM)» Tabnuubl 4.
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4.4,

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

3aKa34ymMK CaMOCTOATENbHO HECET OTBETCTBEHHOCTb 3a paboTocnocobHOCTL NporpaMMHoro obecrneyeHuns,
yCTaHaBAMBaeMOro Ha BM.

Bo nsbexkaHne gerpagaumm Npou3BOAMTENIbHOCTU, NepPeyTUIM3aumnm PecypcoB XpaHeHUs 1 NoBbilWeHns
PUCKa HapyWeHUsa LeNoCTHOCTM OUCKa NPU KOHconuMpauuu, McnonHutenb ocTaBngeT 3a coboi npaBo
npoBoauTb PernamMeHTHble paboTbl NO yAaneHU co3daHHbIX 3aka3vmkoM SnapShot ctapwe 7 (Cemu)
OHen. MNepen ypaneHneM SnapShot McnonHutenb o06a3yetca yBegoMUTb 3aKasumKa MO 3/IEKTPOHHOM
nouTe, ykasaHHol B [lorosope, 3a 5 (MATb) gHen oo yoaneHua u 3a 1 (OQMH) oeHb 0o yoaneHus.

CTOpPOHbI YCTAaHOBMAM cnenyolWwmnin nopanok 3akasa Ycnyru no Hactoswemy MpunoxeHuto:

3aKas3 Ha nogka4eHue Ycnyrm gofkeH ObiTb HanpasnieH McnonHuTtento He no3gHee, yem 3a 3 (Tpwu)
pabounx gHS [0 gaTbl Hayana okasaHua YCnyru;

B TeyeHue 1 (OgHoro) paboyero gHA MicnonHMTENb UM ero YNOJIHOMOYEHHbIM NpeacTaBuTens 0ba3yerca
paccMoTpeTb 3akas Ha YCAyry U HanpaBuTb ULy, HanpaBuBLIEMY 3akas, OTBeT (MOAMNCAHHbIN CO CBOEN
CTOPOHBI 3aKa3 UM 0TKa3 B NpepocTaBieHnn Ycnyrm ¢ 060CHOBaHMEM MPUYMHDI);

B cnyyae cornacosaHuns CTopoHaMu 3akasa Ycayra npenocrtaBnsieTcss B gaTy Havana okasaHusa Ycnyru,
3adUKCMpoBaHHYO B 3aKka3e, ¢ 10:00 N0 MOCKOBCKOMY BPEMEHMN.

3aKa3yMK CaMOCTOATENIbHO HeceT OTBETCTBEHHOCTb 33 COXPaHHOCTb [aHHbIX M NpUHMMaeT
CaMOCTOSATENbHO MEpPbI MO UX COXPAaHEHUIO NPK OTKase oT Ycayru. MNMpu otkase ot Ycnyrn McnonHuteno
BNpaBe yoanuTb AaHHble 3aKa3uymKa no ncrevyeHum 5 (Matm) paboumx gHen nocne otkasa ot Ycayru.
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