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1.1.

1.2.

1.3.

1.4.

1.5.

1.6.

MPUNOXEHWE N2 1.VMW.3.2.
K Oorosopy

OrNMMCAHME N YCIOBUA MPEOOCTAB/IEHNA
YCITYT N «PESEPBHOE KOIMMPOBAHWE B OBJ1AKO»

1. ObWAA NHOOPMALINA U ONMNCAHUE YCNIYTU

Ycnyra obecneuynBaeT npouenypbl Pe3epBHOro KonmpoBaHUA, XpaHeHUs M BOCCTAHOBMEHUSA AAHHbIX C
yAaneHHON NNoWanky 3akasymka B 061ayHbin Peno3ntopuii ICNONHWUTENS C NOMOLLbIO NPOrpaMMHOM0
Komnnekca Backup & Replication.

C noMowbto Ycnyrn 3akasuMkK MOXEeT OCYLLeCTBNATb pe3epBHOE KOMMpoBaHME W3 COBCTBEHHOM
MHPPACTPYKTYPbl WM WMHOPACTPYKTYpbl APYrMX MNOCTaBWMKOB 06MayHbIX ycnyr B Peno3utopui
NcnonHuTensa ana nocnenyowero XpaHeHna n npn HeobXxoaMMOCTM BOCCTAHOBEHUS N3 HEro. 3aKa34yuKy
ONA  peanu3auMm pe3epBHOro KonupoBaHua BM B Peno3utopuit McnonHuTena npenoctaBnaerca
BO3MOXHOCTb MOAK/IOYEHUA COBCTBEHHOM BUPTYaNbHOW MHMPACTPYKTYpbl Ha nnatdpopmax VMware u
Microsoft Hyper-V, a Tak)e OCyL,eCTB/SATb pe3epBHOE KONMMpoBaHMe GU3NYECKMX CepBepOoB, paboumnx
CTaHUWUIM N HOYTOYKOB Ha 6a3e OC Windows, Linux (Mpy HannM4umM areHToB pe3epBHOro KONMPOBaHUA).

[nsa BMPTyanbHbIX MawWH Ha 6ase OC Microsoft Windows mMeeTcs BO3MOXHOCTb MO aKTMBaLMK
KOHCMCTEHTHOrO Pe3epBHOr0 KONMPOBAHMA 018 NPUKAAAHOIo U CUCTEMHOro MO, YCTaHOBNEHHbIX BHYTPU
BMPTYa/IbHOM MalUMHbI C MOMOLWb TexHonornm Windows VSS. KOHCUCTEHTHOE pe3epBHOE KONMpPOBaHue
npuKNagHoro u cuctemHoro MO Ha BM ¢ OC otanyHom ot Microsoft Windows Server He
nopnepXxueaetcss. KOHCUCTEHTHOE pe3epBHOE KonupoBaHue goctynHo pns CYBM MS SQL Server. Onga
MHbIX CYBL hYHKLUMOHAN KOHCUCTEHTHOrO PEe3ePBHOIr0 KOMMPOBAHMA OrPaHNYEH.

B pamMkax Ycnyru 3akasuyuMK MOXeT CaMOCTOSAITE/IbHO OTC/eXWBATb COCTOSAHME 3afaHWUK pe3epBHOro
KOnMMpoBaHUA.

TpeboBaHna K MHMPAcTpyKType Ha CTOPOHe 3akasuymMka MnpuBedeHbl B JOKYMeHTauum no Ycayre no
ccbinke https://cloud.ru/ru/docs/backup-cloud/ug/ B pasgene «OrpaHUYeHna 1 0COBEHHOCTUY.

Ha PucyHke 1 npusemeHa o6uas YMpoLWEHHas CXemMa MpOBeAeHWs pPe3epBHOro KOMWPOBAHUA C
yaaneHHom nnowanxky 3akasymka B Penosutopuit IcnonHUTens ¢ MCnosnb3oBaHWeM cepeepa pPe3epBHOro
KOMMPOBaHMSA 3aKa3yuka C yKasaHunem 30H OTBETCTBEHHOCTY:
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PucyHok 1: cxema rnpoBeneHuns pe3epBHOro KonupoBaHMa C yaaseHHoM niouankm 3aKka3ymka B Perno3ntopui
NcnonHutensa
C UCMO/b30BaHMEM CepBepa pe3epBHOro KONMMpoBaHUs

1.7. Ha PucyHke 2 npuBefeHa obuwas ynpolleHHas CXeMa MNpOBeAeHMA pPe3epBHOro KOMMPOBAHUA C
yOaneHHON nnowanku 3akasumka B Peno3uTopuit MCnonHUTeNna C MCNonb30BaHWMEM apeHAOBaHHOMO
areHTa Backup & Replication C YKa3aHUeM 30H OTBETCTBEHHOCTU:
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PucCyHOK 2: cxema rnpoBefeHmns pPe3epBHOro KONMpoBaHUs C yAaaeHHo naolankm 3aka3umka B Perno3ntopui

HcnonHutens
C NCMONb30BaHMEM apeHA0BaHHOro areHTa Backup & Replication

B 30He OTBETCTBEHHOCTM 3aKa3unKa HaxXOO4ATCs BCe PecypcChbl, PacrofioXeHHble Ha ero ctopoHe: Cepsep Backup &

1.8.

1.9.

Replication, areHTbl pe3epBHOro0 KOMUPOBaHWA. B 30He OTBETCTBEHHOCTM WcnonHutena -
dOYHKUMOHMPOBAHME LW/03a CepBMca PEe3epBHOr0 KOMMPOBAHMA B 06/1aKO, KOHCOMW YrpaBfieHus
CepBMCOM pe3epBHOro KonuposaHuns B 061ako 1 Penosutopua McnonHuTens.

Ona nogknio4veHna K Ycnyre 3akasuyMK MOXET BblbpaTb OAWMH WM HECKOJIbKO TUMOB MOOK/OUYEHMUS,
KOTOpble onucaHbl B NMpunoxeHnn N2 1. VMW.1.1. K JJoroBopy.

B uenax obecnedyeHus 3awuTtbl  MIH@pacTpykTypbl obnayHoro PenosuTtopua  McnonHuTens
peann3oBbiBaOTCA CNneayowme Mepbl U MeXaHU3Mbl 3aLUUTDI:

CtpaHuua 3 13 5



1.10.

1.11.

1.11.1.

1.11.2.

1.12.

Tabn.2. O6ecneyeHune 3awmTbl MHGpacTpykTypsbl VMW

YPOBHU 3aWUMUTbI MeponpusaTtus

3awumTa O6naka Cloud.ru u cpeacTB ero ynpaBneHus

Ob6ecneumBaeTca:

. - pa3MelleHue Bcero o6opynoBaHuA WHOPAcTpykTypbl B LIOL, COOTBETCTBYHOLMX
dusnyecknit Tpe60oBaHUAM HafeXHOCTU No KaTeropuu Tier 3;
- KOHTPO/b M yNpaB/ieHme focTynom K 060pyaoBaHuio;

Hanuyume CMCTeMbl BUAeoHabnoaeHnsa Ha o6bekTax MHpopmatmsaumm LIO.

O6ecne'-W|Baech 3awmTa nepumeTtpos LLIOO M uUX CErMEeHTUPOBAHWE C MCMNOMb30BaHUEM
CeTeBou MEXCEeTEBbIX 3KPAHOB HOBOro nokoneHns (NGFW), ocywecTBasoowmx B TOM 4ucne
BbISIB/IEHWE U NMPeAOoTBPaLLEHNE KOMMNbIOTEPHbIX aTakK.

Ob6ecneumnBaeTca:

- QHTUBUPYCHAs 3awuTa MHPPACTPYKTYpPbl C MUCMNOIb30BaHMEM AHTUBUPYCHbIX CPEACTB
nna obnayHbix cpen,;

- ynpaBneHue JOCTYyNnoM K MHOPACTPYKTYpe C UCNONb30BaHMEM CPeacTB ABYX(DAKTOPHOM
ayTeHTUOMKALUM NOAKITIOYAOLWMNXCA K HEM aAMUHUCTPATOPOB;

NHOPaCTPYKTYPHBbIN - KOHTpPONb [AEWCTBUN NPUBWUIETMPOBAHHbLIX MNOMb30BaTeNel C  WCNO/Ib30BaHUEM
Cneunanu3npoBaHHbIX CPeacTs;

- perynsipHblii KOHTPO/b U aHaNM3 3aWMLWEHHOCTU MHOPACTPYKTYPbI C UCNONb30BaHUEM
crneumann3npoBaHHbIX CPeACTB MO BbISIBNEHMIO YA3BMMOCTEN B ucnonb3yemoM MO m ero
HEKOPPEKTHOM KOHUrypauum, BAMSAKOWEN Ha YPOBEeHb 3awmuweHHoctu [0, ¢
YCTPAHEHUEM BbISIB/IEHHbIX YSI3BMMOCTEN U/MNN HELOCTATKOB;

- c6op 1 aHann3 cobbITUin MHHOPMALIMOHHON 6€30MaCHOCTU.

OcywecTBnaTCS  nepuogudeckne TeCTUPOBAHMS Ha  NPOHUKHOBEHME U ayauT
MHPOpMaunoHHON 6Be3onacHocTn WHbpacTpykTtypel VMW C npuBneYeHMEM CTOPOHHUX
opraHuM3auui. BbiiBNeHHble B XOA4e COOTBETCTBYIOLWEro TeCTUPOBAHUA W/MAW ayauTa
Hef0CTaTKM YCTPAHAKTCA N0 GaKTy UX BbIIBNEHUS.

LOOnoNHUTENBHbIN

3awmTta KY VMware

3awmMrta C WUCMNOb30BaHMEM CMeuManu3MpoBaHHOINO MEXCETEBOro 3KpaHa YPOBHA

MpunoxxexHunsa . . .
npunoxenun (Web Application Firewall).

OcCylecTBNAKOTCS  perynsipHble  CKaHMPOBAHUSA KOHCOMM Ha HanuMuue aKTyalbHbIX
YA3BMMOCTEN M €ro nepuopmyeckme TeCTMPOBAHUSA HA MPOHUKHOBEHME C MPUBEYEHUEM
CTOPOHHUX OPraHu3auni. BbiiBNEeHHbIe YA3BMMOCTU W/UMM HEQOCTaTKM YCTPaAHAKTCS Mo
(paKTy UX BbIIB/IEHMS.

LOOnoNHUTENBHbIN

M3onaumusa «OpraHu3aumin» 3aKkasumka

VMW OcyLecTBAAeTCA BCTPOEHHbIMU cpeacTBamu VMW,

CeTeBon OcyuwectBnseTcs cpeacteamm SDN.

B paMKkax nepuoguMyeckuMx TeCTMPOBAHUM Ha MNPOHMKHOBEHWE BCeM MHPPaACTPYKTYpPbI
NPOBOAATCA  TECTUPOBAHMS HAa  BO3MOXHOCTb MPOHUKHOBEHWUS  MOTEHUMANbHOro
HapywuTena u3 opHon «OpraHusaumMm» B OPYryl0 C MNPEeofOosIeHMEM MUCMOJb3yeMblX
MEXaHW3MOB 3aLUMNThI.

LOOnONHUTENDBHbIN

MapameTpbl pe3epPBHOro KONMPoBaHMA B 061aKo. PacnucaHme 1 TMN pe3epBHOro KONMPOBaHUA 3a0atoTca
3aKa34ynMkoM. CpoK XpaHeHUsa pe3epBHbIX KON onpeaenaeTca NoaMTMKaMum pe3epBHOro KoOnMpoBaHus,
npuv 3TOM CyMMapHbIA 06beM BCEX KOMUIM HEe MOXET NpeBblaTh pasMep Penosutopus.

BoccTaHoBneHne BM.

PaboTbl MO BOCCTAHOBNEHUIO U3 PE3EPBHbLIX KOMUIN MPOM3BOAATCA 3aKa3uyMKOM CaMOCTOATENbHO. Mpwu
BOCCTAHOB/IEHMN BUPTYaSIbHOM MalUMHbI MOXHO Mepe3anucaTtb WMCXOA4HYK CylwecTBylouy BM, nunbo
€co30aTb HOBYKO BM pagoM Ha cBoBOOHOM AMCKOBOM MPOCTPaHCTBeE.

B paMKax ycnyrn 3akasuymMk MMeeT BO3MOXXHOCTb FPpaHyNApHOro BOCCTAaHOB/IEHMS OTAENbHbIX (haliioB M3
pe3epBHOM KOMWU BUPTYasIbHOM MallWHbI, MPU 3TOM BblGpaHHbIM dann MOXeT 6biTb BOCCTAaHOBMEH B
WCXOAHYIO BUPTYanbHYO MallMHY, NM60 coxpaHeH Ha fokanbHoM CX[ 3akas4ymnka. Mpu 3TOM LLeIOCTHOCTb
OAHHbIX He rapaHTupyeTtcs. FpaHynaApHOe BOCCTAHOB/IEHWE ONSA NPUKNAgHOro m cucrtemHoro MO,
paboTtatowero nog ynpaeneHuem OC otandyHon oT Windows Server He [OCTYNHO. [paHynsapHoe
BOCCTaHOBNeHMe poctynHo ans CYBO MS SQL Server. Ons uHbix CYBL dyHKLUMOHAN rpaHynisipHOro
BOCCTAHOB/IEHUS OrPaHUYEH.

TexHMYyecKoe onucaHue peweHns Ycnyru:
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1.13.

2.1.
2.2.

3.1.

3.1.1.

3.2.

3.2.1.

3.3.

3.3.1.

3.4.

3.5.

3.5.1.

3.5.2.

3.5.3.

3.6.

Tabn.3. TexHM4Yeckoe onucaHune pelenus Ycnyrum

Ycnyra peanusyeTcs CpeacTBamMm NporpaMMHoro komnnekca Backup
& Replication u cepBuca pe3epBHOro KonupoBaHua B 061aKo.

MporpamMmmHas nnatdopma Monb3oBaTenbCcKas MHCTPyKUMa no paboTte C ycnyrow JocTynHa B
[OKYMEeHTauum no ccoinke  https://cloud.ru/ru/docs/backup-
cloud/ug/.

PesepBHOe KOMupoBaHWe B O6GMAKO  OCYWeECTBNAEeTCa  Ha
npepocTaBnaeMyilo  3aka3uuky B paMKkax ycayru  obnactb

AnnapaTtHasa nnatpopma
npPOrpaMMHO-annapaTHOro KOMMJeKkca.

CKOpOCTb pe3epBHOr0 KOMMPOBAHUSA U BOCCTAHOB/IEHUS OAHHbIX Ha
nAowWanKy 3akasymMka OrpaHuYyeHa MPOMNYCKHOM CNoCOBGHOCTbIO
KaHana poctyna B WHTepHeT M3 MHOPACTPYKTypbl 3aka3uuka Ao
TexHMyeckme 0Cob6eHHOCTM K orpaHuyeHunsa | Enterprise, a TakXXe CKOPOCTbIO YTEHUSA faHHbix ¢ CXO UcnonHuTtensa.
Mpoyne 0COH6EHHOCTM M OrpaHMYEHUs YKa3aHbl B [OKYMEHTauum no
ccbinke https://cloud.ru/ru/docs/backup-cloud/ug/.

ApeHOa NUUEH3MA Ha MnporpaMmMHoe obecnedeHue. McnonHuTeNb npepgnaraeT 3akasuuky AOOCTyn K
NporpaMMHOMY OBecrneyeHuo CUCTEMbl PEe3EePBHOr0 KOMMPOBAHUA. lNepeyeHb Takoro NMporpamMMHOro
obecrneyeHna 3aKa3umK MOXET 3anNpoCUTb Y OTBETCTBEHHOIrO Nnua McnonHutens (pasgen 10 Jorosopa),
CTOMMOCTb OnpefenseTca B COOTBETCTBYHOLLEM 6naHKe 3akasa.

2. TAPAOUKALINA YCNYTU

Tapudukauma Ycnyru ctatmyeckas (Allocation).

CtouMocTb Yenyrn dopMmnpyeTcsa B 3aBUCUMOCTU OT MaKCMMaibHOI0O KONMYeCcTBa 06beKTOB (BMPTyanbHas
MallnHa, GU3nMYecknin cepeep, paboyas cTaHuMAa), ONS KOTOPbIX MNPOU3BOAMNIOCH pe3epBHOE
KOMMpoBaHME B TeyeHMe OTYEeTHOro nepuopa (KaneHgapHoro mecaua) M obbéMa [AMCKOBOMO
MPOCTPaHCTBA, BblAENEHHOro nog XpaHeHne pe3epBHbIX KONUM 3aKa3uymka.

3. UHbIE YChoBuU4d, NMPUMEHUMDIE K YCIIVTE

BO3MOXHble BUObl NOAK/IKOYEHNSA [ UBMEHEHUSA [ OTKDYeHUsa YCniyrun:
MocpencTBoM nognucaHma 3akasa (C y4étoM n. 3.5. HacToawero MNpunoxeHus).

BO3MOXHbIN NOPAAOK PacyéTos no ycnyre:
MocTtonnara.

B0o3MO)Hble crnocobbl onnaTtbl / NOPAAOK NONonHeHUs banaHca:
OnnaTa B 6e3HafIMYHOM NOPAAKE HA OCHOBAHMM BbICTAaBNEHHOro McnonHUTeneM cyéra.

3aKa34YMK CaMOCTOATE/IbHO HECET OTBETCTBEHHOCTL 3@ Pab0oTOCNOCOBHOCTL MPOrpaMMHOro obecneyeHus,
yCTaHaBnMBaeMoro Ha BM.

CTOPOHbI YCTAHOBMAM CNenyoLmnii NopaaokK 3akasa YCnyrm no HacTosaweMy MpuioXXeHuo:

3aKa3 Ha NogkK/4yeHne YCyrn no HactosaweMmy MpunoXKeHuo Oo/mKeH 6biTb HanpaeneH NcnoiHUTento
He no3gHee, YeM 3a 6 (WwecTb) paboumx gHen 4O OaTbl Havana okasaHua Yciyru;

B TeyeHue 3 (Tpex) paboumnx gHel NCnonHUTENb UM ero YyNoSHOMOYEHHbIN NpeacTaBmuTens obasyerca
paccMoTpeTb 3aKa3s Ha YCAyry u HanpasuTb MUY, HanpaBMBLEeMy 3aKa3s, OTBeT (MOAMMCAHHbINA CO CBOEMN
CTOPOHbI 3aKa3 MM 0TKa3 B NpefocTaBieHn Ycnyrm ¢ 060CHOBaHMEM MPUYMHDI);

B cny4yae cornacosaHus CTopoHaMu 3akasa Ycayra no TakoMy 3akasy npepoctaBniserca B faTy Hadana
OKasaHua Ycnyru, 3adukcrMpoBaHHyto B 3akase, ¢ 10:00 no MOCKOBCKOMY BPEMEHU.

3aKa3uMK CaMOCTOATE/NIbHO HeCeT OTBeTCTBEHHOCTb 3@ COXPAHHOCTb [OaHHbiX W MpuUHMMaeT
CaMOCTOATENbHO MepPbl MO UX COXPaHEHMIO NMpu oTKase oT Ycnyru. Mpu oTkase ot Ycayru UcnonHutenb
BrnpaBse yaanuTb AaHHble 3aKa3umKka no ucteveHun 5 (Natmn) paboumnx oHen nocne otkasa oT YCayriu.
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