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MPUNOXEHWME N° 1.CRS.1.
K Oorosopy

OMMCAHWVE N YCIOBINA NMPEOOCTABJTIEHNA
YCIYT W «Cloud.ru CDN»

1. ObLWAA NHO®OPMALIMA U ONMNCAHUE YCNIYTU

Ycnyra obecnedmBaeT 3aka3uMKy BO3MOXHOCTb pa3MelleHua nHdopmaumm Ha cepsepax CDN, umetoLlen
MHOXECTBEHHbIe NMOAK/II0UYEHMA K NYBNMUYHbIM CETAM ONepaTopoB CBA3M B pernoHax Poccuu, ctpaHax CHI
M OanbHero 3apybexbsa (nanee — nHdpactpyktypa CDN).

Ycnyra MoxeT 6blTb MCMOAb30BaHa 3aKa3yMKOM AN PACNpPOCTPAaHEHUSA PA3MYHbIX BUMAOB KOHTEHTA
(NoTOKOB, CTaTM4yeckoro Beb6-KOHTeHTa, doTorpaduin, urp, anctpubytnsos MO M T.N.) B pexume
peanbHOro BPEMEHM U MO 3anpocaM UHTEePHET-MNoMb30BaTeNen.

B cocrtase Ycnyru ocyuwecrenaeTcs:

e ogKNYeHue K Ycnyre;

e [pepocTaBneHMe JocTtyna K cetu nHdpacTpyktypol CDN;

e cbop n oTobpaxeHne NoapOOHOM CTAaTUCTUMKM NO TPaduMKy cepBmuca 3akasunka B JINYHOM KabuHeTe
Cloud.ru CDN;

e [pepocTaBneHMe [oCcTyna K CUCTEME MOHUTOPMHra TpaduKa B pPEXMMe peasibHOro BpPEMEHMU
nocpencTsoM JinyHoro kabuHeta Cloud.ru CDN;

e TexHM4yeckasa nopaepkka 24x7x365.

Ycnyra Bk/to4YaeT B ceba cnenyowme 4ONONHUTENbHbBIE YCYIM C CAMOCTOATENIbHOM TapuduKaumen:

e PasMeuweHne nHpopmaummn Ha cetn Cloud.ru CDN c ncxopgawmm tpadpmkom oo 100 Th;

e PasmeuweHne nHdopmaumm Ha cetu Cloud.ru CDN ¢ ncxogawmm Tpadmkom 6onee 100 TB;

e PasmeuweHne uHpopMaumm Ha cetm Cloud.ru CDN (nakeT wucxogauwero Tpaduka 2 Tb, naket
mcxopauwero tTpaduka 5 T, nakeT ucxogawero Tpaduka 10 Tb, nakeT ucxogawero Tpadumka 20 Tb,
nakeTt ucxogsauwero tpadumka 40 Tb, nakeT ncxogauwero tpaduka 100 Tb);

e PasmeuweHne nHdpopmaumnm Ha cetn Cloud.ru CDN (nonoca);

e PeTpaHCnauUMA NOTOKa;

e TpaHckogupoBaHue B HTTP based npoTtokon (HLS, MPEG-DASH, MSS), B FLV npoTtokon

e Haswuraums no notoky (DVR);

e 3anucb BMOEOMNOTOKA;

e OrpaHun4yeHMe O0CTyNa K KOHTeHTY; (AES 128 wudpoBaHMe 4OCTYyNnHO 6ecniaTHO No 3anpocy)

e OpraHusauma kabenbHOro coegMHeHMsa ONTUYECKUM NaTYKOPLOM;

e Bupgeonneep C BO3MOXXHOCTbIO KaCTOMU3aLUUM N BpeHanpoBaHusa

e OHnamnH yar

e K3W XpaHMAULWe OaHHbIX Ha CepBepax pa3gayu;

e (xaTtue paHHbIX (Brotli);

e OntuMM3aumua nsobpaxeHun: WebP, Resize, Progressive JPEG;

e VYcnyra Origin shield;

e lcnonb3oBaHue, 0O6HOBNEHME U MOHUTOPUHT SSL-cepTUduMKaTa;

e Jloctyn K API;

e [Ipen3arpyska KOHTEHTa;

e JlocTyn K noram;

e YrnpaBfieHMe KIaWeM;

e K3W XxpaHunuue aaHHbiX o 100 eanT.

B uenax obecrneyeHua 3awuTbl UHPPacTpykTypbl CDN peanu3oBbiBalOTCA cCredyloliMe Mepbl U
MeXaHM3Mbl 3aLLNTbI:

Ta6n. 1.06ecneyeHmne 3aWwmnTbl MHGpPACTPYKTYpPbl CDN
YpPOBHM 3aLUTbI MeponpusaTtus
3awmta uHdpacTpykTypbsl CDN v cpencTB ee ynpaBneHust

O6ecneumBaeTca:

. - pa3sMelleHue Bcero o6opynoBaHusa MHppacTpykTypbl CDON B LIOM, COOTBETCTBYHOLLENO
dusnyecknit Tpe6oBaHUAM HafeXHOCTU No KaTeropuu Tier 3;

- KOHTPO/b M yNpaBiieHne A0CTyNnoM K 060pya0BaHMIoO;

- Hanuuue CUCTeMbl BUQeoHabntoaeHnsa Ha obbekTax MHpopmatmsaumm LIOL.
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1.6.

1.6.1.

1.6.2.

1.6.3.

1.7.

1.7.1.

1.7.2.
1.7.3.

1.8.

1.9.

1.9.1.
1.9.2.

1.10.

Ob6ecneumnBaeTca 3almTa MHOPACTPYKTYPbl CDN C NCNONb30BaHMEM MEXCETEBbLIX SKPAHOB
CeTteBou HOBOro nokonenus Next-Generation Firewall, no3Bonawwmnx BbiBAATb M NPeaoTBpawaTh
KOMIMbKOTEPHbIE aTaKW.

Ob6ecneumnBaeTca:

—  pByxdaKTOpHasa ayTeHTMdMKauna agMUHUCTPATOPOB MHBPACTPYKTypbl CDN;

- NoAKYEeHNE agMUHNCTPATOPOB MHGpPacTpyKTypbl CDN K cpeactBam ee ynpaBieHus ¢
mcnonb3oBaHuem VPN;

- KOHTPONb [EeNCTBUIA agMUHUCTPATOPOB MHGpacTpykTypbl CDN C MCNoNb30BaHMEM
crneumann3npoBaHHbIX CPeacTB;

MHbpPacTpyKTypHbIi |~  710TMPOBaHMe CobbiThil B MHpacTpykType CDN 1 arpervpoBaHue ux B 6a3e AaHHbIX
Clickhouse;

—  Benértca NormpoBaHWe OencTBUI NOoNb3oBaTenen Ha y3nax nHdpacTpyktypol CDN;

—  PEerynsipHbii KOHTPO/b M aHanM3 3aWnUWEHHOCTY UHDPACTPYKTYPbI C UCNOb30BaHNEM
cneumnann3npoBaHHbIX CPeACTB MO BbIIBEHMIO YyI3BUMOCTEN B Mcnonb3yemoMm MO u ero
HEKOPPEKTHOW KOHUrypaumm, BAUSIIOWEN Ha YPOBEeHb 3awmueHHoctn MO, ¢
YCTPAHEHUEM BbISIBIEHHbIX YA3BMMOCTEN U/UNM HEQOCTAaTKOB;

—  c6op cobbiTnii MHHOPMALMOHHOM 6e30NacHOCTU.

OcywecTBnsAlTCa  TEeCTUPOBAHMA  HA  MPOHMKHOBEHME, ayauT  MHGOOPMAUMOHHOM
6e30NacHOCTM OODBEKTHOr0 XpaHWIUIWA C MPUBIEYEHUEM CTOPOHHMX OpraHu3auuin.
BbiSiBfIeHHbIe B XOA4Ee COOTBETCTBYIOLErO TECTUPOBAHUA W/MNW  ayauTa HepocTaTKu
YCTPaHAKTCA No GaKTy UX BbiABEHMUS.

LOOonoNHUTENBHbIN

3awmra JlnuHoro kabuHeta Cloud.ru CDN

3awmTa C MCMNo/ib30BaHMEM CMNeuManu3npoBaHHOrO MEeXCeTeBOro 3KpaHa YpPOBHA

Mpunoxxenus .
NPUNIOXKEHUN.

OCyLWwecTBNATCA PerynsipHble CKaHMpoBaHus B JIMyHOM KabuHete Cloud.ru CDN Ha
HanuMuMe akTyanbHbIX ysi3BUMOCTeW. lMpoBOAATCA TEeCTUPOBAHWSA HA MPOHUKHOBEHWE C
NpUBNEYEHNEM CTOPOHHUX OpraHM3auuni. YS3BUMOCTU U/MNN HE[OCTAaTKM YCTPAHAKTCA No
}aKTy UX BbISBNEHMUS.

LOOnoNHUTENBHbIN

Pa3rpaHuyeHue gocryna K rnojib30Bare/ibCKUM AaHHbIM CDN

Meponpuartusa

3aKa3umky NpepocTaBnseTca JOCTYN TOMbKO K BblAENEHHOMY OJ1i HEro NpocTpaHCTBY Ha cepsepe CDN. lMocne
aBTopu3aumm Ha cepBepax CDN 3aka3umMk CaMOCTOATENIbHO OCYLeCTBAsSeT pa3MelleHne HeobxoauMmbix
MHGDOPMALMOHHBIX MaTepuanoB. MCNonHUTENb HE MMEeT JOCTYNa K XPaHALWMMCA OAaHHbIM U He MPOM3BOAUT UX
3arpy3sky, o06paboTky, M3MeHeHWe, yOaseHne, KOMuMpoBaHWe NGO MHble OENCTBUA. B criyyae YHUUTOXKEHUS
BbIA,E/IEHHOr0 MPOCTPAHCTBA Ha cepBepe CDN paHHbIe YHUUYTOXAKTCA B MOSIHOM o6beMe 6e3 BO3MOXHOCTU MX
BOCCTAHOBNEHUS.

Tunbl pecypcos:

0O6beM XpaHUMOTO K3la - 06beM XpaHUMbIX AaHHbIX 3aKa3unKa Ha annapaTHO-NPOorpaMMHoOM nnaTtdopme
nHbpacTpykTypbl CDN;

06beM umcxopauwero Tpaduka - 06beM mcxopawero Tpadnka 3akasumka, NepedaHHOro C pasgatolmnx
y3710B MHPpPAcTPyKTypbl CDN;

06beM BXoOALWMX 0OpaLLEHN K XPaHUIULWY - 06beM BXOAaWwMX obpalleHun 3aKasumKa K annapaTHo-
nporpaMMHomn niatpopme nHbpacTpykTypol CDN.

Tunbl NOAKNIOYEHMA K CETU U CeTeBble CEPBUCHI:

KawunpoBaHMe KOHTEHTa M3 UCTOYHMKA B CeTb pacnpepeneHusa Harpyskm CDN obecneumBaerca yepes
ny6AUYHbBIA VIHTEpHET.

MponyckHaa cnocobHocTb CDN Ha Tepputopun PD 1 ctpad CHI coctasnsaeT 6onee 10T6uT/C.
CoBOKynHaa nponyckHasa cnocobHoctb ycnyri Cloud.ru CDN c pacWwMpeHHON 30HOM MOKPLITUA AN
pernoHoB APEC, EU, NA cocTtaBnseTt 6onee 10T6uT/C.

MporpaMMHaa nnatdopMa: y3nbl pasgayn M BcrnoMoraTenbHble y3nbl CDN paboTaloT Ha cepBepHOM
onepaumoHHor cucteMe CentOS (anctpnbyTtue Linux).

AnnapartHas nnatdopmMa:

Y3nbl i TPAaHCKOAMPOBAHMA BUOEO-KOHTEHTA, YKOMMNIeKTOBaHHble CPU/ GPU;

Y3nbl A8 pasgaym KOHTeHTa, KOTOpPble B 3aBUCMMOCTU OT TMMA KOHTEHTA YKOMMIEKTOBaHbl Pa3/IMYHbIMU
HocuTenamu namatn (RAM, SSD);

Mocne asTopu3aumm B JInyHOM kKabuHeTe Cloud.ru CDN 3aKa3uyMK CaMOCTOATENIbHO OCyLecTBnAeT
pa3MelleHne KoHTeHTa B CDN. lMepeHanpaBneHue Tpaduka nosb3oBaTesien c Beb-canta MM opyrux
MHbOPMAaLMOHHbIX CMCTEM 3aka3uyumka Ha ceTb Cloud.ru CDN ocywecTensaercsa Ha ypoBHe DNS-3anpocos.
BecCb KOHTEHT, pa3MeLlLaeMbln 3aka3ynkoM Ha cetu Cloud.ru CDN, fomkeH 6biTb pa3MelleH B JOMEHHbIX
30Hax, ynpaBiseMbiX OMeHHbIMK cepBepamu cetu Cloud.ru CDN.
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KOHTEeHT, npegHasHayeHHbIn onsa pasmeleHns Ha cetn Cloud.ru CDN, MOXET XPaHUTLCA Ha OBbEKTHOM
XpaHunuuie MIcnonHuTens unm 3akasumka (MCTOYHUKE KOHTEHTA, HanpuMep: origin.customer.ru). Yepes
CeTb 3TOT KOHTEHT [JOCTYyrNeH nNpu obpalleHnn K BbigefieHHOMY 3aKa3uuKy JOMeHy 3-ro YPOBHA BHYTPU
noMeHa edgecenter.ru. Tak)Xe BO3MOXEH [OCTYN K 3TOMY KOHTEHTY MO [AOMEHY 3-ro YPOBHS BHYTPU
[OMeHa 3aka3uuka. B nocnegHem cnyyae 3aKa3umMKy HeoBXOOMMO BHECTU U3MEHEHUS B HACTPOMKM
yTobbl o0bBecrneynTb nepeHanpasBrieHue 3arnpocoB Ha [OOMEHHOe UM,

[na obecneyeHnsa BO3IMOXHOCTM MONyYeHUsA KOHTEHTa ¢ cepBepoB CDN, 3aKa3uyuK OOMKEH YCTaHOBUTb
Ha cBoeM Beb-calTe npsaAMble cCbiIKM Ha goMeH ceTu Cloud.ru CDN, nubo Ha pgoMeH 3akKa3uuka,
ccbinatowmmea Ha cetb Cloud.ru CDN.

BO3MOXHOCTb MPOCMaTPMBaTb CTaTUCTUKY MO MOTpebneHuo onuuin, Bxogawmx B Ycnyry, B JIMYHOM
kabuHeTte Cloud.ru CDN (https://cdn2.cloud.ru/). LNns MOHUTOPUHIa AOCTYMHbI:

e 3aMOSIHAEeMOCTb K3lWa XpaHUIULLA;

e reorpaduio pacnpeneneHns nonb3osartenem;

TpeboBaHMA K MHDPACTPYKTYpe 3aKasumnka:
Hanuuune XOCTUHIra/MCTOYHNKA, C KOTOPOro 6yaeT pa3gaBaTbCs KOHTEHT, YAOBIETBOPSOWMIN cnenyowmm

e KOHTEHT AOCTYMNeH no npotokony HTTP (HTTPs);
e N9 MCNONb30BaHUA Live nNoToka HeobxogouMma nogAep)kKa creoyrlumx nNpoTtokonos: RTMP/RTSP-
publish, HLS-pull, RTMP/RTSP-pull, MPEG-TS-publish, SRT-publish u Icecast-pull.

TexHnyeckme 0COH6EeHHOCTU N OrpaHnYeHuns:
JIMUT Ha 3anpocbl K APl ona yganeHusa unu npensarpyskn o6bekToB cocTaBnsaeT 125 3anpocoB B MUHYTY

Mpouecchl MO OYMCTKE Kella M Npeasarpysku Gainnos BbiMOMHAKTCA Cpa3y nocse 3anpoca.

nonb3oBatena no Ycayre [QOCTYNHO MO agpecy: https://cloud.ru/docs/cdn-

2. BA30BASA ®YHKLUMOHANbHOCTb U METPUKW YCITYTU

1.11.
csoero DNS-cepsepa,
npuHagnexauwee McnonHuTento.
1.12. MOHUTOPUHT:
1.12.1.
e 00beM ucxopauwero Tpaduka;
e KO[bl OTBETOB;
e YCTPOWMCTBA MOJIb30BaTENEN.
1.13.
1.13.1.
TpeboBaHUAM:
1.13.2. Hanuuume poctyna B MIHTEpHeT.
1.14.
1.14.1.
Ha Kaxkabll U3 OByX 6eK3HOO0B.
1.14.2.
1.15. PykoBopcTso
edge/ug/index.html
2.1.

®OYHKLUMOHANBHOCTb U METPUKU AUHAMUYECKM TapuduumMpyeMbix YCIyr onvcaHbl B Tabnuue 2.

Tabn. 2. MapaMeTpbl NpenocTaBnsgaemMon Yciyrm

Yenyra Tapuduuupyembie XapaKTepUCTUKM U MeTPUKM ATETT T
eAVHULbI 3HauYeHua
06bem ncxopsawero  Tpadmka 3aKa3yuka
Pa3melleHne wuHbopMauum AAL pag ’
nepenaHHoro C y3noB WH@pacTpykTypbl CDN.
Ha Cloud.ru CDN C
rée CuntaeTca TONbKO TPaPuMK OT KOHeyHoro y3na CDN 100 T6
ncxopawmM - Tpadukom oo .
00 KOHEeYHbIX Mnonb3oBaTenen KoHTeHTa, Tpaduk
100 Tb
BHYTpM CDN He Tapuduumpyertcs.
06bem ncxopsawero  Tpadmka 3aKa3yuka
Pa3melleHne wuHbopMauum AAL pag ’
nepepaHHoOro ¢ y3noB MHbpacTpykTypbl CDN.
Ha Cloud.ru CDN C
rée CymnTaeTcsa ToNbKO TpaduK OT KOHeyHoro y3na CDN Het
NCXoaAWnNM TpadmnkoMm .
00 KOHEeYHbIX Mnonb3oBaTenen KoHTeHTa, Tpaduk
6onee 100 T6
BHYTpPM CDN He Tapuduumpyertcs.
2.2. DYHKLUWOHANBHOCTb U METPUKM CTaTUUECKM Tapnuduumpyembix YCiyr onncadbl B Tabnuue 3.
Ta6n. 3. MapaMeTpbl NpefoCcTaBNAeMon Ycnyru
Ycnyra Tapuduumpyemsie XapaKTepUCTUKU U METPUKU Aonyctumbie
eVHULbI 3HauYeHua
M mcxopsaier T MK Ka3umk
Pa3mellueHne wuHpopMauum Obue cxoaswero paguka 3akas d,
nepepaHHoOro c y3noB MHbpacTpyktypbl CDN.
Ha Cloud.ru CDN
ré CumTaeTcsa TONbKO TPaPuK OT KOHeYHoro y3na CDN 27T6
MakeT ncxogauwero Tpaduka .
00 KOHeUHbIX nofb3oBaTenen KoHTeHTa, Tpaduk
276
BHYTPM CDN He Tapuduumpyetcs.
M mcxopsaier T MK Ka3umk
Pa3mellueHne wuHpopMauum Obue cxoaswero paguka 3akas d,
nepepaHHoOro c y3noB MHbpacTpyktypbl CDN.
Ha Cloud.ru CDN
ré CunTaeTcsa TONbKO TpaduK OT KOHeYHoro y3na CDN 5T6
MakeT ncxopauwero Tpaduka .
00 KOHeYHbIX nofb3oBaTenen KoHTeHTa, Tpaduk
5T6
BHYTpM CDN He Tapuduumpyertcs.
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Pa3smMeweHue wuHdopmaumu
Ha Cloud.ru CDN

MakeT ncxopswero Tpadmka
10 T6

re

06bem ucxogsawero  Tpaduka 3aKa3uuka,
nepenaHHoOro ¢ y3noB uHbpacTpykTypsl CDN.
CunTaeTcs TONbKO TPaPUK OT KOHEeYHoro y3na CDN
0O KOHeYHbIX nofib3oBaTenent KoHTeHTa, Tpaduk
BHYTpu CDN He Tapudunumpyetcs.

10 T6

Pa3smMeweHne wuHdopmaumm
Ha Cloud.ru CDN

MakeT ucxogsuwero Tpadmka
20T6

re

06bem mcxogswero Tpadumka 3aka34yuka,
nepenaHHoro ¢ y3noB uHbpacTpykTypsl CDN.
CuynTaeTcsa TONbKO TPaduUK OT KOHEeYHoro y3na CDN
[0 KOHeYHbIX nofib3oBaTenie KoHTeHTa, Tpapuk
BHYTpu CDN He Tapudunumpyetcs.

20T6

Pa3smMeweHne wuHdopmaumm
Ha Cloud.ru CDN

MakeT ucxogsuwero Tpadmka
40 T6

re

06bem mcxogswero Tpadumka 3aka34yuka,
nepenaHHoro ¢ y3noB uHbpacTpykTypsl CDN.
CymTaeTcs TONbKO TPaPUK OT KOHEYHOro y3na CDN
[0 KOHeYHbIX nofib3oBaTenie KoHTeHTa, Tpapuk
BHYTpu CDN He Tapudunumpyetcs.

40 T6

Pa3meleHne wuHbopMauum
Ha Cloud.ru CDN

MakeT ncxopauwero Tpaduka
100 T6

re

06bem mcxogswero Tpadumka 3aka34yuka,
nepenaHHoro ¢ y3noB uHbpacTpykTypsl CDN.
CuynTaeTcsa TONbKO TPaduUK OT KOHEeYHoro y3na CDN
[0 KOHeYHbIX rnofib3oBaTenen KoHTeHTa, Tpaduk
BHYTpu CDN He Tapudunumpyetcs.

100 T6

Pa3smMeweHne wuHdopmaumm
Ha Cloud.ru CDN
MHpuBMayanbHbIn
nakeT ncxogsauwero tpadpumka

ré

Ycnyra npepocrasnser BO3MOXHOCTb
chopmmupoBatb NakeT TpaPumka C UHANBUAYATbHBIM
06bEMOM U LEHOM.

06bem uncxopawero  Tpaduka 3aKa3uuka,
nepenaHHoro C y3noB WH@pacTpykTypbl CDN.
CymnTaeTca ToNbKO TpaduK OT KOHeyHoro y3na CDN
0O KOHeYHbIX nosib3oBaTenen KoHTeHTa, Tpaduk
BHYTpM CDN He Tapuduumpyertcs.

Het

Pa3smMeweHne wuHdopMaumu
Ha Cloud.ru CDN (nonoca)

M6uTt/cek

Ycnyra obecneynBaeT 3aKa3unKky BO3MOXHOCTb
OPOHMPOBATb BbIAENEHHYIO NONOCY.

Het

PeTpaHcnauma notoka

MoToK

BO3MOXHOCTb peTpaHCAsauumM BXOOALWEro noToka
Ha ceTb MHGpacTpykTypel CDN © panbHenwas
onybnvMkaumusa NoToka B COLMaNnbHble CETU UK Ha
custom RTMP/ VK/YouTube/OK/

MpepocTtaBneHve ccoiikn B  ¢dopmate RTMP
OOCTYMHO MO YMOIYaHMIO.

BknwoueHo\HeTt

TpaHckogupoBaHue B HTTP
based npoTtokon (HLS,
MPEG-DASH, MSS), B FLV
NPOTOKON

MoTok

BO3MOXHOCTb TPAaHCKOOMPOBAHUA UCXOAALLErO
noToka C MHOPACTPYKTYPbI CDN C
WHAMBUAYANbHBIMM HACTPOMKaMM KayecTBa pAns
CO34aHuA  ajanTMBHOIO  BELAHWA  KOHTEHTa.
Ycnyra no3BONAsieT BOCMPOM3BOAUTb  KOHTEHT
notpebutenam KoHTeHTa B 6o0Jiee  HU3KOM
KayecTBe B C/lydae YXyOWEHUS UHTEpHeT-
COeflHEeHMs. [JononHUTeNnbHO BO3MOXHa
MHOMBUAYanbHaa HaCTpoMKa yenyrum B
COOTBETCTBMMU C TeXHUYECKUM 3afaHneM
3akasuumka.

Mo3Bonsetr npeobpa3oBbiBaTb C  MOMOLLbHO
MeanacepBepa Wowza Media Server mucxopgHbi
BMOEOMNOTOK [ANS nepepaym C UCMNOb30BaHMEM
opHoro u3 npotokonos (HLS, MPEG-DASH, MSS),
MCMNOMb3YLNX B KayecTBe BEPXHEro YpPOBHA
abCTpakuuMM MNPOTOKON  MPMUKIAQHOrO  YPOBHA
HTTP.

Mo3Bonsetr npeobpa3oBbiBaTb C  MOMOLLbIO
MeamnacepBepa SRS MCXOAHbIN BUOEOMNOTOK ANA
nepegavynm C MCNonb3oBaHMeM npoTtokona HTTP
FLV.

BknwouyeHo\Het

Hasurauusa no notoky (DVR)

MoToK

Mneep C BO3MOXXHOCTbK HaBuraummn no adumpy BO
BpeMa  XuBOM  TpaHcnauuu  (Live). TMoTok
3anucbiBaeTcs NOCTOSIHHO B pamkax
OnpefeneHHoro CKOMb3SLWero BPeMEHHOro OKHa
(He 6Gonee 12 uJacoB), NO/Ab30BaTe/lb MOXeET
CMOTpeTb NpsiMon 3dup, NnepeMoTaTb BUAEO Ha3an,
Ha OnpefeneHHbln OTPe30K W  MNPOAOIKUTDL
NPOCMOTP C 3TOr0 MOMEHTA WAM NOBTOPUTL
NPOCMOTP ONPEeAeNneHHOro 3MnNn30Aa HEeCKONbKO
pa3 ona 6onee OeTanbHOro MoHMMaHus. Ycnyra
npuMeHseTcs TONbKO ans npsiMbIX
BMOEOTPAHCAAUMW, AN BXOQHOrO  MOTOKa
MCnonb3yeTcs BMaeokoaek H.264 1 ayamokoaeku

BknwoyeHo\HeTt
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AAC wnn MP3. [Ona kaxgoro notoka DVR
HaCTpanBaeTCs OTAE/NbHO.
BO3MOXHOCTb 3anmMcu MNOTOKAa, Pa3MeLaeMoro
(nyénukyemoro) Ha cetum Cloud.ru CDN.
BO3MOXHOCTb npegocraBnseTcs TONbKO
Bnagenbuy KoHTeHTa. Ycnyra nossonser
opraHu3oBaTtb 3anucb HLS-noTokoB Ha
3anucb BMOEONOTOKA MoTok BknwoueHo\HeTt
HEeorpaHMYeHHylo rnybuHy No pacnucaHuio, Mo
KIMKY U1 N0 Cob6bITUIO (haKT NOABNEHMSA NOTOKA).
3anuncaHHbIN dparmeHT CcoxpaHsaeTcs C
paclwmpeHmeM m3u8 1 B fanibHENLLEM MOXET 6biTb
KOHBEPTUPOBAH B dopmaTt mp4.
BO3MOXHOCTb OrpaHuUyeHus KOHTeHTa no nyny IP
anpecoB (BO3MOXXHOCTb 6/TOKMPOBKU KOHTEHTA A4
CTpaH, obnacTten, ropogoB). [opaepkmBaroTCa
OBe NOMINTUKM UCMOb30BaHMUSA:
1) Pa3pewmnTb BCEM KPOME;
OrpaHuyeHne pgoctyna K Pecypc 2) 3anpeTuTb BCEM KPOMe. BkIoueHo\HeT
KOHTEHTY Mcnonb3oBaHme cuctembl AES-128 wudposBaHue
poctynHo 6ecnnaTtHo No 3anpocy.
Mo3BonsieT WKUHPOBaTb BbIXOAHbIE BUAEOMOTOKM,
ucnonb3ywwme npotokon HLS ¢ nomowblo
CMMMETPUYHOTIO anroputMa 6104YHOro
wudposaHma AES c pazMepom Kiw4da 128 6uT.
Ycnyra no3BonsieT opraHu3oBaTb kabenbHoe
OpraHusaumusa  kabenbHoOro coeguHeHne  ONTUYEeCKUM  MNaTYKOpPAOM  And
COEAMHEHUA  OMTUYECKUM CoeguHeHune HaOEXHOro npuema TenecurHana, pas 4vero | BknwuyeHo\Her
naTyKoOpAOM MCMNOMb3YIOTCA Ha3eMHble KaHanbl' nepegauu
aHHbIX.
e [laHHada ycnyra BK4YaeT B cebs
BCe Te BO3MOXHOCTW, KOTOpble
npepocrasnser ycnyra
«Bupeonneep pacWUPEHHbIN», HO
Takke [,o06aBNATCA BO3MOXHOCTH,
nepeyncieHHble HUXe.
e Pa3MeweHue norotmna B dopmaTte
SVg UM png, BO3MOXHOCTb 3apaTtb
pacnofioxeHue noroTtuna,
AHUMUPOBAHHbIE BOTEPMapKM!,
OCHOBHOM uBerT, a TaKxe
BO3MOXXHOCTb MCNONb30BaTb
OTOENbHbIM  UBET A1  KaXAou
KHOMKMU, B popmarte rgb (Hanpumep
- 147, 245, 66) wunn hex-kona
(HanpuMep - #4272f5). Hactpoiika
ocyllecTnseTcs COrsiacHo
DuKCcnMpoBaHHas TexHnyeckomy 3afaHus No 3anpocy
Bupeonneep C . "
BO3MOKHOCTBIO onnata 3a OTYeTHbIN OT AM3aliHepoB 3aKa3uuka;
KaCTOMM3aLMN " nepuos B OTHOLLIEHUN e BcraBka VAST/VPA.ID peknamsl pre- BknoyeHo\Het
OJHOro aKkKayHTta roll, post-roll, mid-roll n pause-
6peHagMpoBaHns
3aKasumka roll. Moppepxka dyHKUMM
“OT/IOXKEHHbIN pre-roll”, npwm
MCNONb30BaHUM  KOTOPOMN nneep
CHayana aCMHXPOHHO 3arpyxaet
peknamy, a 3aTeM
npuocTaHaBnMBaeT OCHOBHOM
KOHTEHT;
e [lpourpoiBaHne 360-Buaeo.
YnpaBneHue pakypcoM C MOMOLLbHO
Kypcopa MbllM WAM  MNOBOPOTA
MOBUNBHOIO YCTPOMCTBA, @ TaKXe
VR-pexnuMm ana 04YKoB, CAENaHHbIX
nop, CMapTPoHbI;
e [lokas BCnoMoraTesibHbIX MOTOKOB B
6oKoBOM naHenu nneepa,
BO3MOXHOCTb 6bICTPO
nepeknyaTbcsa Ha N1t060M NOTOK M3
Habopa;

1 Mpotokon BewaHust MPEG-TS, WCMONb3YOWNK MYTbTUKACT-TPYNMbl AN8 AOCTABKKM CUrHanNa, He MaplpyTnsnpyeTcs yepes nybamMyHbiv MIHTEpHeT.
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e [locnepoBaTtenbHoe
BOCnpousBegeHue HECKOJTbKUX
ponukoB (Vildeo on Demand), a
TAaKXXe  py4YyHOe  Mepek/tyeHue
MeXay HUMU;

e [loctep C TaMMepoM o06paTHOro
OTCYETa A0 Havyana TpaHCIaunu;

e [Jloctyn K JS APl nneepa c
KOMaHpaMu “cTapt”, “cTon”,
“naysa”, “nepemMoTKa”,
“U3MeHeHne rpoMKoCTn™;

e [lo3BonsieT aBTOMaTU4yeCKU nMpu
CKPOJIIMHIe CBOpPauuBaTh Njeep Ha
CTPaHuLE B Ma/ieHbKOE OKHO;

e PacwupeHHas Texnoanepyxka:
noMoLb MO MCNONb30BaHUID BCEX
npenoCcTaBNeHHbIX dyHKUMRA,
KOHCYNbTauuMm no CMEXHbIM
BOMPOCaM: MOXHO /I peann3oBaTb
TO WX MHOE NMOoBefeHMe, Kak nydlle
3TO cgenatb, KacCTOMHble JS-
CKpUNTbl OT pa3paboTumMkoB pnda
peanusaumm cneym@PuUHbIX Kencos,
COBETbl MO  MCMOMb30BaHUI U
MHTerpauum njeepa Ha cant.

OHnanH vart

dukcupoBaHHasa
onnara 3a OTYeTHbIN
nepmon B OTHOLEHUHN
OJHOro aKKayHTta
3aKa3yumka

BO3MOXHOCTb MNPEfoCTaBNeHUs OHNaWH-yaTa B
pexuMe peasibHOro BPEMEHMU, COBMECTUMOro ¢
TPAHCNAUMAMM  ONA  KOMMYHMKaUUKW  Mexpay
3pUTENSAMM U aBTOPaMM TPAHCIALMN.

BknwoueHo\HeTt

K3l XpaHWnuLLe OaHHbIX Ha
cepBepax pa3gaum

ré

Ycnyra no3BonsieT XpaHUTb CTaTUYECKMN KOHTEHT B
K3LlWe Ha pa3garowmx ysnax cetm CDN.

Het

CxaTtue gaHHbIX Brotli

dukcupoBaHHasa
onnata 3a OTYETHbIN
nepuon B OTHOLIEHUMN
OfHOro akKayHTa
3aka3uuka

[aHHasa onuua No3BonsAeT BKIUYMUTb COxaTue brotli
- anroputM CXaTua [daHHbix 6e3 notepb C
OTKPbITBIM  UCXOAHbIM KogoM. OH ucnosnb3yer
crnoBapb C yacTto BCTpeYarwmMmncs
NnocrefoBaTe/IbHOCTAMU  CTPOK B TEKCTOBbIX
dannax (Hanpumep, @opmaTta .CSS, .jS), 4TO
no3BoONseT JOCTUYbL ANa HUX B cpegHeM Ha 20%
Gonblien CTeNeHM OKaTua B CPaBHEHUMU C
dopmaTomMm gzip.

Ycnyra MOXET MOoJKAK4YaTbhCa KakK [Aansa BcCero
pecypca B UeNOM, Tak W Mo npaBunam pns
KOHKPEeTHbIX nyTen 4Yepe3 WHTepdenc JIMYHoro
kabuHeta Cloud.ru CDN. Bo3moxHa pab6oTa
TONbKO no HTTPS.

CxaTMe BO3MOXHO pgna  cClepylwux TUMOB
dhannos:

- application/javascript

- application/json

- application/vnd.apple.mpegurl

- application/vnd.ms-fontobject
application/x-font-opentype
application/x-font-truetype
application/x-font-ttf

application/x-javascript

application/xml

application/xml+rss

- font/eot - font/opentype

- font/otf - image/svg+xml

- image/vnd.microsoft.icon

- image/x-icon

- text/compressible

- text/css

- text/javascript

- text/xml

[ns KoppeKTHOM paboTbl CxKaTusa 6pay3ep [OMKEH
nocbinaTtb 3aronoBok ~ ° ~Accept-Encoding: br® "
(noppepxmBaetca B 6pay3epax Ha 6a3ze Chrome
49+, Firefox 44+, Opera 36+)

BknwouyeHo\Het
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OonTumMmsauusa
n306paxKeHni: WebP,
Resize, Progressive JPEG

0o 100 000
KOHBepTauumi
BKITHOYUTENDbHO

Ycnyra no3BofisieT KOHBEPTUPOBATb M306paXKeH s
n3 cdopmatoB JPEG, GIF, PNG (.jpg, .jpeg, .png,
.gif) B opmaTt WEBP (.webp).

Mpu Hanuumm  3aronoBka ~ Accept:
image/webp™ " ° B 3anpoce nonb3oBaTtens,
NPOUCXOAUT npeobpasoBaHune MCXOQHOro
n3obpaxeHuss — nonb3oBaTe/lb NoOJly4yaeT OTBET C
' " Content-Type: image/webp™ " ". Ecnum xe
3arofioBok ~ TAccept’ "’ nycTtom, COOEPXMUT

Opyroe 3HAYeHWe WU >Ke OTCYTCTBYeT, TO
KOHBEPTaLUMKM HE MPOUCXOAMUT, U B OTBET Ha 3anpoc
nonb3oBaTtenb nonyvaer OpPUTUHANbHOE
n3obpaxeHue.
Resize:
Ycnyra no3sonsetr mMoauduuMpoBaTb pasMmep W
KauyecTBO M306paXkeHni.
O6pabaTbiBalOTCA TOIBKO (aniibl M306pakeHnin ¢
paclmpenuaMu jpeg, jpg, gif, png 1 webp.
URI BMAa * " Jioss(resize=...)/" " 7
* Y Jioss(quality=...)/" ©° uHTepnpeTMpyrTCa Kak
cneuunanbHble 7 He nepeparTca Ha
MCTOYHMK. HOBbIN pa3Mep 3apaétca B 3anpocax ot
nonb3oBaTeNns B KayecTBe 3HAYeHUs MapameTpa
‘resize=" " BBuAe "~ <width>x<height>"" ",
nm6o T <width>" " 7, nn6o © T " x<height>" " . B
OBYX MNOCMEfHUX CNyyasx BTopas pa3MepHOCTb
BbIYUMCNAETCA MCXOASA M3 COOTHOLIEHUA CTOPOH
MCXOQHOro M306pakeHusa. M3MeHeHWe pa3mepa
6e3 noTtepb BO3MOXHO TO/IbKO B MEHbLYI
CTOPOHY. Pa3mepHocTn <width> u <height>
3a4al0TCAa UeNbiMU YnCnamu.
KauyecTBO onpepensieTca 3HaA4YeHWEM napameTpa
* " quality=<value>"" 3HaueHue <value>
3a4aéTCa UuenbiM YnMciom B gnanasoHe 1-100. Yem
60onblle YMC/I0, TEM Bbllle Ka4yecTBo. B pe3ynbTaTe
npeo6pasoBaHuns nonb3oBaTtenb nony4vaert
MOAMDUUMPOBAHHOE n3obpaxeHue. Ecnu
cneumanbHble URI  oTcyTCcTBYWOT B NyTM K
n3obpaxkeHnto npu 3anpoce, TO MNONb30BaTe/b
nosy4YyaeT opuruHanbHoe nsobpakeHue.
MpeobpasoBaHue JPEG-u30b6paxeHuin B popmar
Progressive JPEG, KOTOPbIN nossonger
NPOPMUCOBLIBAaTb M306pa)kKeHMe C MOCTEMNEHHO
NnoBbiLWaKLWMMCs KayecTBOM BMeCTO
nocsiefoBaTe/ibHOM 3arpy3Kun CBepxy BHU3.

BknrwoueHo\Het

Ycnyra Origin shield

DuKCcnMpoBaHHas
onnata 3a OTYeTHbIN
nepuos B OTHOLWEHUU

OJHOro aKkKayHTta

3aKa3umka

BknoyeHue NPOMEXYTOUYHbIX y3/10B ans
LOMOSTHUTENTIbHOIO K3LWMPOBaHUSA KOHTEHTa BHYTPU
cetn Cloud.ru CDN 1 CHUXXEHUA Yncna 3anpocoB K
MCTOYHMKY 3aKa3uyMKa nepep nepepayen KOHTEHTA
3aKa3ymKa Yyepes pasgatowme y3nbl.

BknwoyeHo\HeTt

Mcnonb3oBaHue
Meauannatdopmbl no
XPaHEeHUI U KOOAUPOBaHUIO
dannos

3a1T6

XpaHeHue 1 BOCNPOMn3BEAeHNE BUAEO MO 3anpocy
(Video on Demand) ¢ u1Cnonb3oBaHWEM
npoTokonos HLS, MPEG-

DASH.

BknwouyeHo\Het

MNcnonb3oBaHue,
06HOBNEHME U MOHUTOPUHT
SSL-cepTudukaTta

Ycnyra npepocTtaBnseT BO3MOXHOCTb 3arpy3uTb
cBo SSL/TLS-ceptudumkaTt nna obecneyeHus
nocTyna K pecypcy no HTTPS nu6o creHepupoBaTb
n npukpenutb LE-cepTudukat K pecypcy co
cTopoHbl cetn Cloud.ru CDN. [OOMOAHUTENBHO
ocyllecTsnsaeTcs MOHUTOPUHT BaMOHOCTHU
cepTudMKaTa No CPOKY AeNCTBUS.

BknwouyeHo\Het

HOoctyn K API

dukcnpoBaHHasa
onnara 3a OTYeTHbIN
nepmon B OTHOLEHUN
OfHOro akKayHTa
3akKa3yumka

Ycnyra npepocrasnser BO3MOXHOCTb
3anpawmBaTb nobyo OOCTYIMHYHO yepes
ny6nunyHbie Bbi30Bbl CTaTUCTUKY ANS 3aBeAEeHHbIX
Ha cetn Cloud.ru CDN pecypcoB MW nosny4yatb
aBTOPU3ALMOHHbIE TOKEHbI.

BknwoyeHo\HeTt

Mpep3arpy3ka KOHTEHTa

dukcnpoBaHHasa
onnara 3a OTYeTHbIN
nepmon B OTHOLEHUHN
OfHOro aKKayHTa
3aka3yumka

Ycnyra nogpa3syMmeBaeT AOCTYNMHOCTb MOSyYeHus
aBTOPM3AUMOHHbBIX TOKEHOB B paMKax Yycnyru
«Jdoctyn Kk API». [lo3BonsieT npep3arpyxartb
06beKTbl B K3W Pa3falolMx U MPOMEXYTOYHbIX
y3noB cetn Cloud.ru CDN.

BknroueHo\Het

CtpaHuua 7 13 8




DdukcnpoBaHHasa
onnarta 3a OTYeTHbIN

BO3MOXHOCTb BbIrPY3KW JIOrOB MOJIb30BaTeNbCKUX

[ocTyn K noram nepuop B OTHOLWIEHMN | 3aMpoCOB 3a 3afaHHbI BPEMEHHOM Auana3oH B | BkiawuyeHo\Het
OfHOro akKayHTa Buae dannos.
3aKa3ymka
DUKCMPOBAHHAsA Ycnyra nopgpasyMeBaeT [AOCTYMHOCTb MOJlyYeHus
onnarta 3a OTYeTHbIN ABTOPM3ALUMOHHbLIX TOKEHOB B paMKax YyCayru
YrnpasneHue Kawem nepuop B oTHoweHun | «Joctyn K API». Mo3BonseT ounwatb 06beKTbl U3 | BkatoyeHo\HeT
O[HOro akKayHTa K3lWa pa3palowmnx U NPOMEXYTOYHbIX Y3/10B CeTU
3akKa3uumka Cloud.ru CDN.
Kl XpaHWAWILLE AAHHLIX 0 XpaHeHne CTaTUYeCKOro KOHTEHTa B K3le Ha
. ré paspatowmx y3nax cet Cloud.ru CDN B o6beme a0 40016
100 réant .
100 réamr.
[aHHaa ycnyra BkAvyaeT B ceba cnepyuwme
BO3MOXHOCTU:
e 06wyt CTAaTUCTUKY
(O6wme cBepeHus; CyMMapHble
OaHHble; TPyNnMPOBKA  [AaHHbIX;
rpynnupoBKa [AaHHbIX C  Y4eToM
BPEMEHMN);
e CTaTUCTMKy no notokam (O6wme
CBELEHMSA; CyMMapHble [aHHble;
®ucuposanHa pyNMMpOBKa AaHHNX C  yerom
onnata 3a OTYETHbIN
BPEMEHM);
CratucTuka nepuos B OTHOLWEHUN BkniouyeHo\HeTt
OfIHOrO aKKayHTa o CTatuCcTuky naptHepckux CDN;
(Ctatnctmnka no Tpaduky; cTaTUCTUKA Mo nosoce);
3aka3uuka '
e Realtime cTatucTukun no nonoce
(O6wme  cBepeHMs;  CTaTUCTMKA MO BCEM
LOCTYMHbIM aKKayHTaMm; CTaTUCTUKA no
KOHKpPEeTHOMY AKKayHTY; CTaTUCTUKA no
KOHKPETHOMY  aKKayHTy C pa3buBkoM Mo
pecypcam;CTaTuCTMKa No KOHKPETHOMY pecypcy
aKKayHTa);
e TeKyLlyl CTaTUCTUKY MO NOTOKaM
(O6wme cBepeHnsa; obwas cTaTUCTUKA; AeTanbHas
CTaTUCTUKA)
3. TAPUOUKALUA YCNyrn

3.1. BO3MOXHble BUAbl Tapndukaumm Ycnyru:

3.1.1. Cratnyeckasa Tapudukaums (Allocation).

3.1.2. OunHaMunyeckasa Tapudukauymsa (Pay as you go).

4. WHbLIE YCNnhOBUd, NMPUMEHUMDIE K YCNIVYTE

4.1. BO3MOXXHble BUObl MOAKIKYEHUS [ UBMEHEHUA [ OTKNYeHUsa YCnyru:

4.1.1. NocpencTtsoM NoanmncaHmMa 3akasa.

4.1.2. MocpencTBOM CoBeplIeHUa OencTBuii B JIMYHOM KabuHeTe. Mpu BbiBope AaHHOro cnocoba noaxknyeHmne
Ycnyrm npoucxoguT He aBTOMaTMYecKu, a nocjae npouenypbl noareepxneHma KMcnonHutenem
BaSIMAHOCTM 3anpoca 3akasuyumka. MNocne ycrnewHoro pacCMOTPEeHMsa M NOATBEPXOEeHUS 3anpoca Ycnyra
MOAKOYAETCA 3aKa3umKy.

4.2, BO3MOXHbIN NOPAAOK pacyéTos no vycnyre:

4.2.1. MpenBapuTenbHaa onnaTa;

4.2.2. MocTonnara.

4.3. Bo3MOXHble crnocobbl onnaTtbl / NOPAAOK NOnonHeHUsa banaHca:

4.3.1. OnnaTta B 6e3Ha/IMYHOM NopAaKe Ha OCHOBAHUM BbICTAaB/IEHHOroO VIcNonHUTENneM cUYéTa.

4.4, KayectBO © napaMeTpbl OKasaHua Ycayrm  Moryt  OblTb  NpOaHanM3MpoBaHbl  MOCPEACcTBOM

(DYHKLMOHANbHbIX BO3MOXHOCTEN JInyHoro kabuHeta Cloud.ru CDN.
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