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1.4.3.

1.4.4.

1.5.

MPUNOXEHWE N2 1.VMW.5.
K Jorosopy
OMMCAHWE 1 YCITOBWA MPEOOCTABJTEHNA YCNYTU

«BVPTYAJIbHbIE PABOYME MECTA (VDI)»
1. OBLIAS MHOOPMALIMA U OMUCAHWUE YCNTYTU

Ycnyra npepoctasnserca Ha 6ase nnaThopmbl  BMpTyanusaumm paboumx MecT, CcocTosulen u3
COBOKYMHOCTM 6a30BbiX MHGMOPMALMOHHO-TEXHO/IOMMYECKMX PEeCcYpPcoB M  (YHKLUMOHUPYIOWEN Mnofa
yrnpasneHneM MWCnonHUTeNs CepBEPHOro M CeTeBoro 060pyAOBaHUA, CUCTEM XPaHEHMA AaHHbIX W
cneumann3npoBaHHOro NPorpaMMHOro obecrnedyeHms.

B pamkax VYcayru WcnonHuTenb npenoctaBnsdeT 3akasuuMky BUpPTyanbHble pabouyme MecTta C
onpepnenieHHbIMMU XapakKTepucTukamum npoueccopa (vCPU), BupTyanbHol namatu (VRAM), OMCKOBOro
npoctpaHcTBa (vSSD) 1 BupTyanbHOro rpaguyeckoro npoueccopa (vVGPU), a TakKe CpeacTea ynpasieHus
BUPTYaNbHbIMW PabouymMMKM MecTaMm, AOCTATOUYHbIe /19 CO30aHMa U yNpaBneHnsa KOHpUrypaumamu.

VnpaBneHue BUPTyanbHbIMKM pPaboymMMmn MecTaMu OCyLecTBASeTCA 3aKa3yMKoM Mpu MOMOLWM KOHCOMMU
yrnpae/eHnsa BUpTyasbHbIMM pabouynMm Mectamu n KoHconun YnpasneHua O6nakoMm VMware (ganee - KY
VMware).

CocTaB M OCHOBHble KOMIMOHEHTbI YCNyru:

Tabn.1. CocTtaB M OCHOBHbIE KOMIMOHEHTbI

Pecypcbl
HaumeHoBaHue rpynnbl Copep)xaHue

- BMpTyanbHble npoueccopHble aapa (vCPU);

- BMpTyanbHasA onepatMBHas namsaTtb (VRAM);
BupTyanbHble paboune mecta - BMPTyanbHOe AMCKOBOE MPOCTPaAHCTBO (VSSD);

- BUpTyanbHble rpadumyeckume npoLeccopHble siapa (VGPU)

- MOAK/lYeHMEe K CeTM MHTepHeT Ha rapaHTMPOBAHHOM
CKOpOCTH;

CeTeBble CEpBUCHI .
- oaMH Ny6nunuHbIA IP-agpec

- KOHCONb ynpaBfeHns BUPTyanbHbIMK paboymMMmn MecTamu;
- nnatdopma BMpTyanusaumm (Ha 6ase ycnyru BupTyanbHbIi
Mnatdopma BUpTyanusaumm paboumnmx Mect Lon);

- KY VMware;

- nnatpopma BupTtyanmsaumnm cetn (SDN)

OnucaHne nnatdopmbl BUpTyanusaumu (Ha 6ase ycnyru BupTyanbHbin LLOLO) copepxutca B n. 1.4.1.

MpunoxeHusa N2 1. VMWT.1.1. k [lorosopy.

Mnatpopma BUpPTyanusaumm paboumx MecT MNpeacTaBnisaeT Cobon BbiAeneHHbI Habop KOMMOHEHTOB

ynpaeieHna MHOPACTPYKTYPON BUPTYaNbHbIX pabounx MecT:

. KoHCONMb ynpaBneHns BUPTyanbHbIMKM paboynMMm MecTaMum U 6Gpokep MNoOKYEHUIA MO3BONSAET
aBTOMAaTM3MPOBATb Pa3BEPTbIBAHME M YNPaBNEHME N30MPOBAHHbBIMU MyaMn BUPTYasibHbIX paboymx
MecT.

. MorpaHuyHbIi W3 goctyna (Unified Access Gateway) no3sonseTt o6ecnedynTtb 6e@30nacHbIN A0CTYN
K pabounm mMectam B O6nake Cloud.ru.

KY VMware npenoctaBnaeT KOHEYHbIM Monb30oBaTeNIsM BO3MOXHOCTb 6e3onacHo paboTtatb ¢

N30/TMPOBAHHBLIMW NyNaMK pecypcoB Ana ynpasieHna ob6pasaMmn BUPTYasbHbIX MaWWH WU BUPTYaNbHbIMK

MapLlpyTnsaTopamu.

OnucaHune nnatdopmbl BUpTYyanusaumm cetu (SDN) copepxuntca B n. 1.4.3. MpunoxeHua N2 1. VMW.1.1.

K [Jorosopy.

OnuncaHMe Mep W MexaHM3MOB 3aWuTbl MHopacTpykTypol nniatdopmbl O6nako VMware (panee-
MHdpacTpykTypa VMW) onucaHo B n. 1.5. MpunoxeHua N2 1. VMW.1.1. k lorosopy.

L[OMNOMHUTENbHO K YKa3aHHOMY B n. 1.5 MpunoxeHmna N2 1. VMW.1.1. Kk JoroBopy, B OTHOLWEHUN Fpynmnbl
«MnatdopMa BMpTyanmMsaumm paboumx MecT» UCMOJb3YTCA C/IeAyoLMe YPOBHM 3aLWUThI:

Tabn.2. O6ecneyeHune 3awmnTbl MHpacTpykTypbl VMW

YpPOBHM 3aLUTbI MeponpusaTtus

U3onauua «OpraHusauumn» 3akasuuka
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Mnatdopma
BMPTYyanu3aumm
pabouumx mect

OcywecTBnaeTcsa C NOMOLLbIO M301ALMN NPeAOCTaBNeHHOro Habopa KOMMNOHEHTOB KaXA0ro
3akKa3uuka

1.6. PacnpeneneHune ponemn, o693aHHOCTEN M OTBETCTBEHHOCTM B 0611acTK Mb B OTHOWEHUN YCYyrn onmMcaHo
B Tabnuue N2 3.

CTpaHuua 2 u3 12



Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B obnactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepoctaBsneH

HaumeHoBaHue
S MpuMeHumMbie K npepocrasneHue/ AOCTYN K CpeAcTsam
(apxMTEKTYpHOTO) YPOBHIO NpoLecchbi/ OnucaHue npouecca/cepBucajycnyru aAMUHUCTPUPOBaHUe npepocraBneHus
YPOBHS ycnyru/cepsucol Ub ycnyru/ cepBuca/ ycnyru/cepsuca/
npoLeccoB npouecca
KyPHAAMPOBaHME XXypHanupoBaHue CO6bITUA B MNPUKIAQHOM NPOrpaMMHOM obecrneyeHun w
COBbITHI OMepauUMOHHbIX CUCTEMAxX, YCTAaHOBMEHHbIX B BUPTya/bHbIX MawwuHax (BM) 3aKasumk 3aKasumk
3aka3yuka
YnpaBneHue 40CTynoM YnpaBneHne [OCTYNOM K MPUKIAQHOMY MpPOrpaMMHOMY ob6ecneyvyeHuio u 3aKasumMK 3aKa3umMK
onepaumoHHbIM CUCTEMaM, YCTaHOB/IEHHbIM B BM 3aka34yuka
YnpaBneHue YnpaBneHne ayTeHTUPUKALMOHHOM UHDOPMaLMen, NCNONb3yeMon Npu focTyne K
AYTEHTUOMKALUNOHHOM | NPUKNAAHOMY nporpaMMHoMy obecneyeHuto (MMO) M onepauMoOHHbIM CMCTEMaM 3aKa3uuk 3aKa3uuk
MHPopMaumnen (OC), ycTaHOBNIEHHbIM B BM 3aka3uunka
KoHTponb “ aHanu3 3awmuweHHoctn OC w MMNO, d@yHKuMoHupylowero B BM
Ynpaenexne 3aka3uMka, B TOM Luilcne YCTaHOBKA KPUTUYECKUX OBHOBIEHUN 6830naCHOC]'VI,
§ YA3BUMOCTAMM npaska vKOH(DMpraU,MM MO, a TakXXe U3MeHeHne erko-noabupaemMbix Naponemn un 3aKa3uuk 3aKa3suuk
MpuknagHon naponen p[oCTyna Mo YyMOMYaHUIO K CepBMcaM M KoMnoHeHTam OC wu [MMNO,
YPOBEHb W YPOBEHb 06HapPYXXEHHbIX B X0 KOHTPOJIA M aHan13a 3alMWeHHOCTH
onepaunoHHbIX C6op (B TOM uucne C ucnonb3oBaHMeM cpeactB SIEM) u aHanu3 cobbiTui
YnpasneHue
cuUcTemMm, 6e3onacHocTn co Bcero MMO, OC u cpencTs 3awmTbl MHGopmauum (Cp3M) Ha BM 3aKa3sumk 3aKa3suumk
YCTaHOB/IEHHbIX B BM MHunpeHTaMn B 3aKa34ymKa, a Tak)Ke MOHUTOPWHT M pearMpoBaHne Ha UHLMAEHTbl 6e30nacHoCTH
3aka3uuka
YcTaHoBKa M | YCTaHOBKa, HaCcTpoMKa M agMUHUCTPpUpoBaHMe B BM 3aka3uuka Cp3W ot
AAMUHUCTPUPOBaHNE HeCaHKUMOHMpoBaHHoro goctyna (HCM), aHTUBMPYCHbIX CPeacTB U NPOYMX CpeacTs 3aKasumk 3aKasumk
CpencTB 3aWmThl 3awmnTbl MHGOPMauKumM, yCTaHaBnMBaeMbix B BM 3aka3uunka
YcTaHOBKa M HAcTpolka B BM 3aka3umnka cpencTtB pe3epBHOro konmposaHusa (CPK)
YnpasneHuve 6a3 paHHbIX U Npoyer nHbopmauum 3akasumka, XpaHMMon BHYTpM BM ero BLLO[, a
pe3epBMpOBaHNEM TaKXe aoMUHUCTPUPOBaHME yKa3aHHbIX cpencTs. 3aKa3uuk 3aKa3uuk
MHpopMauum Co3paHue pe3epBHbIX KOMUM MHPOPMauuM 3akasumka U e€ BOCCTAHOBEHUE U3
pe3epBHbIX KOMUi
Ob6ecnevyeHne 3awmTbl | 3awmTta cornacHo  152-d3  nepcoHanbHbiX  AaHHbix  (MOH)  KJIWEHTOB,
nepcoHanbHbIX obpabatbiBaeMbix B BM 3akasumka, B TOM UYMC/ie, HO HE OrpaHUYMBaAChb 3alUUTOMN 3aKasumk 3aKasumk
DAHHbIX KITMEHTOB MNAH, o6pabaTbiBaEMbIX CPEACTBAMU YCTAHOB/IEHHbIX B BM 3akasuyumka
XXypHanupoBaHue Cco6bITUA, CBA3AHHbBIX C  (QYHKUMOHUMPOBAHWEM OOGHLEKTOB
3aKkasumMka (HanpuMmep, ero BuMpPTyanbHoe paboyee MecTo M [AelCTBUAMMU
nonb3oBartenen Ha KY VMware v nnatpopme BMpPTyanmsaunm paboumx MecT Takux
KakK:
YpoBeHb 1. BxoA/BbIX04 NONb30BaTeNeN B/U3 KOHCONEN;
)XypHanupoBaHue . . .
«OpraHusaummn» 7 COBbITHIA 2. co3paHue/ypaneHue HOBbIX YYETHbIX 3anucen nonb3oBaTesien U NPUCBOEHUE UM Mcnonuntenb 3aKa3uuk

BLO[MO 3aka3unka

NPUBUAErMIA [OCTYNa K KOHCONAM;

3. MNopkntoyeHne/oTKNYEHWE K BUPTYabHbIM Paboynm MecTam;
4. co3paHue/ypaneHvne BUpTyanbHoro paboyero MecTa;

5. 3anyckK/oCTaHOB BUPTyanbHOro paboyero Mecra;

6. CO3[aHMe KJIOHOB BUPTYanbHOro paboyero mMecrta;
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Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B obnactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepoctaBsneH

HaumeHoBaHue
lMpuMeHuMble K npepocrasneHue/ AOCTYN K CpeacTBam
TEXHOJIOrMYecKoro
(apxMTEKTYpHOTO) YPOBHIO NpoLecchbl/ OnucaHume npouecca/cepsucalycnyrum aAMUHUCTPUpPOBaHue npepocraBaeHus
YPOBHS ycnyru/cepBucb Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npouecca
7. U3MEHEHME XapaKTePUCTMK BUPTYaNbHOro paboyero MecTa;
8. HacTtpoirika NAT/DHCP/L2VPN/L3VPN, wMapwpyTtMsaumnm, 6GanaHCMpPOBLLMKA
Harpysku u/unu rnpaBui MexceTeBoro s3kpaHmposaHusa Ha SDN B «OpraHusaumm»
3aKa34ymkKa C ucrnosb3osaHnem KY VMware;
9. U3MEHeHWe JUCKOBOW NMOMUTUKM NO yMondaHuio ans VDC;
10. BK/IOYEHME/OTKIIOYEHNE OOMONIHUTENbHbLIX ycnyr (norupoBaHue, DFW, VPN un
npoyee)
McnonHuTenb
(OTBETCTBEHHOCTb 3a
npepocraBieHue
cepsuca vCD koHconu
ApMUHUCTPUPOBaHMe «OpraHM3aumeny» 3akasumka C ucnonbloBaHuem KY VMware ynpaBneHus
AOMUHUCTPUPOBaAHME
«Opranu3aLmeit " M KOHCO/IM yNpaB/ieHNs BUPTyaslbHbIMM PaboymMMmn MecTaMu. BUPTYalbHbIMU
AOMMHUCTPMPOBAHME JOCTYNOM K «OpraHm3aummn» 3akaszuymka C MCNONb30BaHMEM paboymMmMu Mectamm) 3aKa3umk
ynpaB/ieHne goCcTynoMm
K Heii KY VMware 1 KOHCO/N ynpaBneHusa BUPTyasnbHbIMM paboynMmn mectamm
3aKa3uuk
(OTBETCTBEHHOCTb 3a
AAMUHUCTPUPOBaAHME
«OpraHu3aumeny u
[OCTYMOM K HEN)
McnonHutenb
(OTBETCTBEHHOCTb 3a
npepocraBieHne
KOMMOHEHTA)
PaboTa C MO | NMakeTMpoBaHME MPUNOXKEHMA B HAabOpPbl, KOTOPbIE MOXHO MOOKIUYNTbL K CBOUM
3aKa3yuk 3aKa3yuk
AppVolume BPM
(3a co3paHue u
nogaepxky Nno
YCTAHOBNIEHHOE U
HaCTpOeHHoe
CaMOCTOATENbHO)
McnonHutenb
(OTBETCTBEHHOCTb 3a
npepocraBieHne
YnpasneHue . .
. Co3paHuve/ypaneHne HOBbIX YY4ETHbIX 3anncen B «OpraHms3aumm» n NnpuUCBOEHue UM cepBuca)
AyTEHTUDUKALMOHHOMN M 3aKa3uuk
o npueunernn goctyna K «OpraHmsaummy» 3akasumnka
MHPopMauunen
3aKa3uuk
(OTBETCTBEHHOCTb 3a
yrnpas/ieHue
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Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B obnactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepoctaBsneH

HaumeHoBaHue
MpuMeHumMbie K npepocrasneHue/ AOCTYN K CpeAcTsam
TEXHOJIOrMYecKoro
(apxMTEKTYpHOTO) YPOBHIO NpoLecchbi/ OnucaHue npouecca/cepBucajycnyru aAMUHUCTPUpPOBaHue npepocraBaeHus
YPOBHS ycnyru/cepsucol Ub ycnyru/ cepBuca/ ycnyru/cepsuca/
npoLeccoB npouecca
AYTEHTUDUKALNOHHOM
MHpopmaumen)
McnonHutens
Co3paHue, ypaneHve M agMUHUCTPUPOBAHWE C ucnonb3oBaHnem KY VMware,
(OTBETCTBEHHOCTb 3a
YnpasneHue HeobxoauMbix VXLAN B npouecce aaAMUHUCTPUPOBAHMSA 3aKa3umka. NpenocTaBneHue
6e30MacHOCTbI0 1M | MexceteBoe 3KPaHMPOBaHUSA NepuMeTpa 3aka3ymka C ucrnonb3osaHnem SDN. cepBuca)
npo4ynmu Ob6ecneyeHne BHYTPEHHEro CerMeHTMpoBaHMs (C Mcrnonb3oBaHneM KY VMware) un 3aKa3uuk
HacTponkamm ONA | BHYTPEHHEro MeXCeTeBOro aKpaHuMpoBaHua (c ucnonb3oBaHneM SDN) 3akasuumka.
o . 3aKa3yuk
BMPTYalbHbIX CETEN Hactpoika NAT/DHCP/L2VPN/L3VPN, wMapwpyTtMsauum u 6anaHCcMpoBLMKaA
(OTBETCTBEHHOCTb 3a
Harpy3ku Ha SDN B «OpraHm3auum» 3akasumka ¢ uCnonb3oBaHmeM KY VMware.
aoMUHUCTPUPOBaHKE)
Co3paHue, yganeHue 3on0T1oro ob6pasa c mcnonb3osaHmem KY VMware.
YnpaeneHne nynamu | Co3gaHue, ypaneHwe nynoB paboymx CTO/IOB C WCMOMb30BaHWEM KOHCOMMU 3aKasumK 3aKa3umK
BMPTYanbHbIX pabounx | ynpaBneHusa BUPTyasbHbIMU paboynMum MecTamu.
MecT MpepocTaBneHMe [AOCTyNa K  BUPTyanbHbIM  paboyMM MecTaM  KOHEYHbIM
nonb30BaTensam
YCcTaHOBKa, aAMUHUCTPUPOBaHMeE, CBOEBpPEMeHHOe obHoBNeHne 7]
6e3oTnaraTtesibHas yCTaHOBKA KPUTUYECKUX OOHOBNEHUI 6Ge3onacHOCTM Ha
ncnonb3yemobix B BLO/M, 3aka3umka BUPTyabHbIX CpeacTBax 3alwmTbl MHGopMaLmm B
YcTaHoBKa n | ucnonHeHuax Virtual appliance (Me)kceTeBble 3KpaHbl, CUCTEMbI OBHaAPYXXEHUM
. 3aKa3uuk 3aKa3yuk
ucnonb3oBaHue C3U W/MNun NpefoTBpaLLeHNN KOMMbIOTEPHbIX aTak 1 npoyee)
HacTpomka W agMUHUCTPUPOBAHME MNPOrpaMMHO-annapaTHbiX CPeacTB 3aluTbl
MHPoOpMauumM 3akaszumka, B TOM uMCNe CpeactB Kpuntorpaduyeckom 3alumThbl
nHpopmauum, pasmeltaembix B O NcnonHutens
O6ecneyeHune 3awWwmThbl
t O6ecnevyeHne cooTBeTcTBMA BLIOO B cocTtaBe MHGOPMALMOHHbBIX CUCTEM
nepcoHanbHbIX 3aKasumk 3aKasumk
nepcoHasnbHbIX AaHHbix (MCMNAOH) 3aka3umka TpeboBaHnam 152-d3
OAHHbIX KITMEHTOB
MOHUTOPUHT MHbpacTpyKTypbI VMW, obecnevyeHune eé DOCTYMNHOCTH,
MOHUTOPHHT y | MPOM3BOAMTENBHOCTH,  HaNW4nA HeobxogMMoOro KonuyectBa o60pynoBaHus,
nOAnepKKa obecneyeHne HeobxogmMmon pna eé paboTbl MPOMYCKHOM CMOCOBGHOCTU CeTwu, Mcnonuutenb McnonHutenb
BbIUMC/IUTE/IbHBIX MOLLHOCTEM WM EeMKOCTM CUCTEM XpaHeHusa paHHbix (CXO)
MHOPACTPYKTYPbI
NHPPaCcTpyKTYpPHbIN XXypHanupoBaHue )KypHanupoBaHue cob6biTU B KOMMOHEHTaxX M CpeAacTBax 3awutbl MHbOpMauum
dpacTpykTyp ypHanhp yp P pea t bopmau McnonHunteno McnonHutenb
YPOBEHb cobbITuM NHpacTpykTypbl VMW
YnpaBneHue fOCTYyNOM K CerMeHTy ynpasnenusa MHdpactpyktypon VMW, eé VLAN-
YnpasneHue gocTynom P pocry yynp bpacTpykTyp ’ McnonHutenb McnonHuTenb
aM 1 KOMMOHEHTaM
YnpaeneHue YnpaBneHne y4éTHbIMM 3anucamm AD nNpuBUIErMpPOBaHHbLIX MNoOSib30oBaTenen,
AYTEHTUOMKALUNOHHOM | MMEKLWMX AOCTYN K CerMeHTy ynpasneHusa NMHdpacTpykTypo Cloud.ru, n ux BTOpbIM McnonHuntenos Mcnonuntennb
nHdopmaumen dakTopom ayteHTUdMKauum (ayteHTMdMKaTOpamm).
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Tabn. 3. PacnpepeneHue ponen, 06893aHHOCTEN M OTBETCTBEHHOCTM B obnactn Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepoctaBsneH

HaumeHoBaHue
MpuMeHumMbie K npepocrasneHue/ AOCTYN K CpeacTBam
TEXHOJIOrMYecKoro
YPOBHIO NpoLecchbl/ OnucaHume npouecca/cepsucalycnyrum aAMUHUCTPUpPOBaHue npepocraBaeHus
(apXuTeKTypHOro)
YPOBHS ycnyru/cepBucb Ub ycnyru/ cepsuca/ ycnyru/cepBuca/
npoueccos npouecca
YnpasneHune KOHTPONb 1 aHaNM3 3aWMULEHHOCTU CNYXXeBHbIXx BM MGMT-cerMeHTa 1 CepBepoB C
McnonHutenns Mcnonuntenns
YSI3BUMOCTAMU runepsusopamun ansa MHdpactpykTypsl VMW
C6op c wucnonb3oBaHueM cpeactB SIEM C KOMMOHEHTOB W CpeacTB 3aluTbl
YnpaBneuue MHGopMaunm nHbpacTpykTypbl VMW cobbiTnin 6e30nacHOCTH.
P bopmau bpactpy yP McnonHuTenb McnonHutenos
MHUMpeHTamm b AHanuns cobpaHHbIX CO6bITUIN 6E30NMAaCHOCTM, a TaKXXe MOHUTOPUHT U pearupoBaHue
Ha MHUMOEHTb 6€30MacHOCTU (B TOM UMC/ie C npuBnedeHnem BHelwwHero SOC)
YnpasneHune KOHTpoNb 1 ynpaBneHune npoueccamm naMeHeHus KoHpurypaumm NHopacTpyKTypbl
P . P ynp pou burypau bpacTpykTyp McnonHutenns Mcnonuntenns
KOHbUrypaumnemn VMW
3awuTa nepmmetpos LOO MHdpacTpykTypel VMW C MCnonb3oBaHWMEM KnacTepoB
BbICOKOMPOU3BOAMTENbHbIX MEXCETEBbIX JKPAHOB HOBOro mnokoseHua (NGFW),
o6ecneymBaoWmMX MEXCEeTEBOE SKPAHUPOBAHME U 3aWMTY OT KOMMbIOTEPHbIX aTak
YnpaBneHue
NHbpacTpyKTypbl.
6e3onacHoCTbO  gnA .
BUPTYaNbHbIX " 3awmta ceteBor WHbpacTpyktypel VMW (Bxopa B o06nako) ot DDoS-aTak, McnonHuteno McnonHuteno
4 o HanpaB/IeHHbIX Ha Nepeno/IHeHMEe KaHalbHOM eMKOCTH.
Pur3nyecknx cetem
BHyTpeHHee cerMeHTMpoBaHue ceteBbiXx NHbpacTpyktyp VMW C MCnonb3oBaHUEM
NGFW u BbigeneHuem B pamkax LUO[M Ha ceTteBOoM ypoBHe DMZ, PROD- n MGMT-
cerMeHToB MHGpPaCTPyKTypbl
YCTaHOBKa, HACTpoOMKa M agMUHUCTPUMPOBaAHME CPeAacTB 3awmuTbl MHbOpMauuu B
cocTaBe MHdpacTpyKTypbI VMW, B TOM uncne:
1. cpencTB aHTUBUPYCHOW 3aLUMThI;
2. CpenctB  KOHTpona  OEWCTBU  MPUBUIIENMPOBAHHbLIX  MOJIb30BaTeNemn
YcTaHoBKa 7]
(a@MUHUCTPaTOpPOB Cloud.ru) Knacca PIM&PAM;
aAMUHUCTPUPOBaHKNE 3. SIEM: McnonHutenb McnonHuTenb
CpencTB 3aWmThl : ’
4. CPefcTB KOHTPOMSA UM aHan13a 3alWmMWweHHOCTH;
5. WEB Application Firewall (WAF), ncnonbsyemoro gas 3awmTtbl ny6amkyemoix KY
VMware 6. NGFW;
7. Identity and access management (IAM)
O6ecneyeHune 3aWwmTbl
u 3awmTta MOH COTPYOHMKOB 3akasuuka, uMmewwmx pgoctyn K KY VMware,
NepCOHaNbHbIX
obpabatbiBaeMbix B MHPpacTpykType VMW McnonHuTenb McnonHuTenb
OAHHbIX KTTMEHTOB
KoHTponb pgoctyna B LOLO u nomeweHus WHdpacTtpyktypbl VMW (oxpaHsemas
KoHTponb poctyna Tepputopua LOJM, nNpoOnyCKHOM pPexuMm, CUCTEMbl KOHTPONSA U yhpaB/eHus McnonHunteno McnonHutenb
OOCTYNOM, 3anMpaHue CToek)
. Hanunuyme BHewHen (N0 nepumet O[) v BHYTPeHHeN (B MawWwMHHbIX 3anax Lo,
dusnyecknn BupeoHabntopeHne ( P py UOA) yTP ( Lon) McnonHunteno McnonHutenb
YPOBEHD CUCTEM BUOeOHabnoaeHns
MpepocTaBneHme 3N1eKTPONUTaHusa, foCTyna K cetn MIHTepHeT n cBo60AHOro MecTa
Pa3melleHne B cToMkax LOM.
McnonHuntenos Mcnonuntennb
o6opynoBaHusa MpepocTaBneHre, MOHTAX M KoMMyTauus obopypoBaHua (compute, network u

storage) B cTtorkax LLO[.
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Tabn. 3. PacnpepeneHne ponen, o693aHHOCTEN U OTBETCTBEHHOCTM B 06nactu Ub

Pa3sMelleHne, NOAKMAKYEHME K MNUTaAHUKO, ceTu WHTepHeT m BLIOO 3aka3uuka
cpeacts  3awmTtbl  MHGoOpMaumm  3aka3umka, B TOM  uyucie  CpeacTs
KpunTtorpapryeckon 3almTbl MHGopMaumum
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1.7.

1.7.1.

1.8.
1.9.

1.10.

[nsa nopgKnyeHua K Ycayre 3akasumK MOXeT BblI6paTb OANH MW HECKONTbKO TUMOB NOAKIIOYEHUA:

Tabn.4. Tunbl NOAKNIOYEHUSA K CETU N CETEBbIE CEPBUCHI
Tun nopKNIYeHus OnucaHue

[ONa KayeCTBEHHOro M306paXXeHUA W CKOPOCTU 3arpy3ku AaHHbIX
nosoca NPonyckaHus B pacyeTe Ha OQHO BMPTyanbHoe paboyee MecTo
MopgknoyeHue vyepes ceTb MIHTepHeT 3aKa3uMka [O/KHA COCTaBNATb He MeHee 2 M6wut/c. [Monoca
NPOMYyCKaHMs PaccYnTbiBaeTCs 3aKa34yMKOM CaMOCTOATENIbHO UCXOAs U3
KONMYeCTBa BUPTYasbHbIX Paboynx Mect

Cnoco6 noaknyeHns, NO3BONSAIOWMIA rapaHTMPOBATb MNapaMeTpbl
KaHana CBsi3W. BblaeNeHHbI KaHan CBA3W COCTOMUT U3 ABYX YacTeu:
1. KaHan cBs3n OT MHPPACTPYKTYpbl 3aKa3unmka K y3ny CBA3M
Cloud.ru, pacnono)xeHHomy Ha MMTC-9, MMTC-10
2. Ot MMTC-9, MMTC-10 po UHdpacTpyKTypbI

MoapobHaa MHboOpMauMa No AOCTYMHbIM MOAKIYEHUAM npuBeaeHa B MpunoxeHun N2 1. VMW.6. K
Oorosopy.

Ona obMeHa OaHHbIMKM MeXAOy BUPTyanbHbIMKM pabouynMm MecTaMm MCMNONb3yeTCcs BHYTPEHHee CeTeBoe
B3aMMopencTeme, peann3oBaHHoe Ha 6ase cetTeBoro obopynoBaHus WcnonHUTENsa M CpeacTBaMmu
rmnepemsopa.

MopakntoYeHne Yyepes BblAeNEHHbIN
KaHan cBa3un

OnucaHune ceTteBblx cepsmcos SDN cogepxutca B n. 1.9. MpunoxeHusa N2 1. VMW.1.1. K [lorosopy.
LWabnoHbl BUPTYanbHbIX pabounx mect n obpassl OC.

B pamkax Ycnyrn 3aKasumK MOXEeT CaMOCTOATE/IbHO BbIMOMHUTb MMMNOPT/3KCNOPT COBCTBEHHOrO o6pasa
BUPTYyanbHOro paboyero mecta. Bo3aMOXHbIM BapnaHT paboTbl Cc o6pa3aMun BUPTYanbHOro paboyero MecTa:
3aKa3unmK CaMOCTOATENIbHO OCYLLECTBIAET WMMMOPT/3KCNOPT 006pa3oB BMPTyasibHbIX paboymx MecT,
mncnonb3sya KY VMware. 3a OONONHUTENbHYIO NNaTy 3akKas3uyumKy npenocTaBnseTcs [OCTyn K KaTanory ¢
WwabnoHaMn BUpPTYyasibHOro paboyero MecTta C NpeayCcTaHOBNEHHbIMU OMNepauMoOHHbIMU cucTeMaMu. Mpu
MMMNOPTE M UCMOSb30BaHMMN 3aKa3uMKOM COBCTBEHHbIX 06pPa30B BMPTYaslbHbIX MalWH, KOTOPbIE HE UMEIT
opuuUManbHON COBMECTMMOCTM W OT/IMYAOTCA COr/laCcoBaHHbIX KOHUrypaumi, WcnonHuTenb He
rapaHTUpyeT paboToCnoCOBHOCTb OAaHHbIX BUPTYanbHbIX Paboumnx MecT, 1 pelleHne BO3MOXHbIX Npobiem
He perynupyeTcsa gencreyowmm CornaweHmneM ob ypoBHe npenocTtaBneHnmn Ycnyriu.

AyTeHTUdUKaUMa U NOANTUKKM BOCTyna.

OKasaHue ycnyrm BO3MOXXHO TONbKO Mpu npenocTaBNeHnMmM 3akKasuymkoM [OoCTyna K KaTtanory Active
Directory n cepsepam DNS. Active Directory ucnonb3syetca ona ynpasfeHMsa 3aKa3uymkOM [OCTYMNOM
nonb3oBaTenier K pasBEPHYTbIM BUPTYaNbHbIM pabouynMm Mectam, nonutukamum (Group Policy) wu
perncTpauumM BUPTYyanbHbIX paboumx ™MecT. Mpu OTCyTCTBMM Yy 3akasumka Active Directory wnu
HEBO3MOXXHOCTM OpraHM3aLunm KaHana cesasum, MHdpacTpykTypa Active Directory MoXkeT ObiTb pa3MeLLeHa
Ha pecypcax ycnyrm «BupTtyanbHbin LLOL», npenocTaBieHHbIX 3aKa3dunKy. 3aka3ymk B KaTanore Active
Directory co30aéT TEXHMYECKYH YYETHYHO 3anNncb C MMHUMarnbHbIM HAbOPOM NpuBMNErniA, HEOHBXOOMMbIM
0N NpefocTaBneHnsa ycnyru. YKasaHHble NPUMBUMErMM MOXHO Ha3HayaTb Ha CneuuanbHO CO34aHHbIN
Organization Unit n He pacnpocTpaHaTb Ha Becb KaTtanor. B Organization Unit aBToMatnyecku 6yayt
co3aaBaTbCa 0O0beKkTbl Tuna «KomnbloTep» ANSA PerncTpaumu Co3daHHbIX BUPTYasibHbIX Pabouunx MecT.
MUHMManbHO HeobxoguMblh Habop ykas3aH B Tabnuue 5. Ha cepBepe DNS 3aka3uuK BbINONHAET
HacTponky «YcnoBHaa nepecbinka DNS» (Conditional Forwarder) gna nepeHanpasneHma DNS 3anpocos
K AOMeHY McnonHutena Ha onpepenéHHble DNS cepBepbl.

Tabn.5. Mpusunerun Active Directory oas TeXHUYECKOM YY4ETHOM 3anucu
MpuBuNermm TexHMueckom yuyétHom 3anucu B Active Directory 3anuchb
OTBeTCTBEHHOCTb 33

Ha3BaHue KoMy npepocTaBneH pocryn
npepocraBsieHne

List Content 3aKasumk Mcnonuutens
Read All Properties 3aKa3uuk Mcnonuutens
Write ALl Properties

3aKa3uumk McnonHutenb
Read Permissions

3aKa3uuk Mcnonuutens
Reset Password

3aKa3uuk Mcnonuutens
Create Computer Objects

3aKa3uumk McnonHutenb
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1.11.

1.12.

1.13.

1.14.

Delete Computer Objects

3aKa3suumk McnonHutensb

CeTeBas CBA3aHHOCTb.

CeTeBoM pocTyn K KaTanory Active Directory n DNS obecneumBaeTca 3aka3uyMKOM U MOXET OblTb
opraHn3osaH ¢ nomouwbto L2VPN/L3VPN mnnu BbigeneHHOro KaHana cesasu.

MporpaMMHaa nnatdopmMa. Yciyra peanms3oBaHa Ha 6ase nnathopmbl BMpTyanuMsauum. B Kadyectse
WHCTPYMEHTa peannsaummnm o61auyHon MHPPacTpyKTypbl U POPMUPOBAHMSA 30/10TbIX 06PA30B MCMONb3yeTCa
KY VMware. [0ns co3gaHMs U ynpaBneHua BMPTYanbHbIMWM PaBoymMm CTONaMU MCMONb3YeTCa KOHCOMb

ynpaBneHnsa BUPTYyanbHbIMKM paBoyMMU MecTaMMu.

OTKa30yCTOMUYMBOCTb BbIYMCIUTENbHBIX Y3108B

peanv3oBaHa cpeacTsamMu nNnathopMbl BUPTYyanusaunm Ha 6ase TexHonormm High Availability (HA).

AnnapaTtHasa nnatdopma:

Tabn.6. KOMMNOHEHTbI U XapaKTEPUCTUKM annapaTHOM nnatdopMbl

KOMNOHEHTHI

XapakTepucTukmn

CepBepHas nnatdopma

B KauecTBe BblYMCAUTENbHOW NNATGOPMbI MCMNOMb3YITCA CepBepHble
peweHnss KOPMOpaTMBHOrO YpOBHSA, 6asupylowmecs Ha npoueccopax
ApXUTEKTYPbI X86/64.

Ona opraHusauuu cepBuca NpepoCcTaB/ieHUss BUPTyaNbHbIX AUCKOB
NPUMEHSAKOTCA CUCTEMbI XPaHEHUs [OaHHbIX YypoBHS middle-range ¢

XA pe3epBMPOBAHNEM OCHOBHbIX KOMMOHEHT, TakMX KakK GNOKM NUTaHus,
KOHTPO/EPHbIe MOAY/N.
basupyetca Ha o060pynOBaHMM BepylMx Npou3BoAUTENEeRn, KoTopoe
obecneymBaert:
- BbICOKMI YpOBEHb KOHTpPONA M 6e3onacHocTM 6narogaps NMOTOKOBOM
TENeMeTpUN U yYNpPeXxAalowWweMy aHanu3y Ha JIMHEWHOM CKOpOoCTU
nepepauu;
- BbICOKYIO NpPOV3BOANTENBHOCTb NPUNOXEHWUN 6naropaps
WMHTENNeKTyanbHbiM 6ydepamM 1 OTCYTCTBUIO NOTEPU MAKETOB;
CeTb - BbICOKYK TMPOM3BOAUTENBHOCTb W MacwTabupyeMocTb 6naropaps

MY/IbTUCKOPOCTHbIM nopTtam 1/10/25/50/100G.
CeTeBass nopcucteMa peanu3oBaHa C nNpuMeHeHuem Ttononorum Leaf -
Spine, koTopaa o6ecneunBaeT crepyoLlme NpeMMyLLecTsa:
- NpeackasyeMoCTb 3afepiKeK;
- BbICOKMI YPOBEHb MacliTabupyemMoctu 6e3 npepbiBaHUa paboTbl CeTH;
- 3alMTy OT NOABNEHUS NeTeNb;
- BbICOKWI YPOBEHb aBTOMATM3aUMUN YNPABNEHUS U NOALEPXKKM.

MpepocTaBneHne 4oCTyna K NporpaMMHOMy obecneyvyeHmio OCyLLEeCTBAETCS B COOTBETCTBUM C YCII0BUAMU
M NOpsAKOM, NpegycMOTPeHHbIMU B NyHKTe 1.13. MNMpunoxeHmna N2 1. VMW.1.1. k lorosopy.
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2. BA30BASY ®YHKLMOHAJIbHOCTb U METPUKW YCNYTU

2.1. Ycnyra BupTtyasnbHoe pabodee MecTo onucaHa B Tabnuue 7:

Tab6n.7. NMapaMeTpbl NpefocTaBnaemMbix Ycnyr

CepBuc

TapuduumpyeMble eAnHULIbI

XapaKTepUCTUKNU U METPUKU

Jlonyctumbie
3HayeHusa

BbluncneHus

ba3oBas 4acTtoTta npoueccopa vCPU

He meHee 2,6 Ty,

BupTyanbHbI npoueccop (WT.) Host CPU Ready time MeHee 5%
PekoMeHayemoe kon-Bo vCPU Ha BPM (wrT.) 1-16 wr.
. RAM Swapped 0%
BupTyanbHbin namatb (I6.) —
Oonyctumbiit o6bem VRAM Ha BPM (I6.) 1-64T6

Bupeonamartb (6.)

Tun BUOeoKapTsbl

T4, A40, V100

SSD IOPS. 3TanoHHbIe 3HAYeHUs

5000 IOPS/1 TB

mMecTo (LUT.)/ KaneHgapHbi Mecau3;
BupTyanbHoe paboyee MecTo pasmMepom 6onee 4
vCPU;

vCPU (wrT.)/ KaneHpapHbin Mecsau3.

LLlaBnoHbl CepBepHO ONepPaLnNoHHON CUCTEMBI

XpaHunuwe "
BUPTYanbHbIil ecTkuit anck SSD (I'6) CpegHee Bp?MFI poctyna K SSD Storage Ha BUPTya/ibHOW MalluHe 0 MC -5 MC
AaHHbIX [onyctumbiii 06beM OQHOI0 BUPTYa/ibHOMO XECTKOro amMcka SSD Ha BPM 1 - 4096 b
Lar yeennyeHuns pasmepa BMPTyasbHOro AMCKa B ONyCTMMOM AManasoHe 176
Yepe3s cetb NHTEPHET [Monoca nponyckaHms 10-1000 M6uT/c
CMm. n. 1.3.2.
BblaeneHHbI KaHan CBSA3M OnucaHne nogknyeHusa cm. B n.1.3.2. MpunoxeHusa N2 1. VMW.6. k [lorosopy. MpunoxeHus N2 1.
VMW.6. K [loroBopy.
CeTeBble CpepHss ceTeBas 3afep)kKa B npepenax cetu nepepgayn gaHHbix Cloud.ru 0 mMcC-5mMmcC
CEPBMUCHI MponyckHas cnocoB6HOCTb Ha BUPTYalbHbIN CepBe
pony PTY pBep [MpouUEeHT NOTEPSAAHHbIX MAKETOB B Npeaenax cety nepegaym aaHHbix Cloud.ru 0% -0,2 %
CpepnHssa ceTeBas 3a4ep)Kka B npegenax cetm nepepaym gaHHoix Cloud.ru 0 MC - 5MC
BMpTyanbHbIA W3 (WT.
pTy (wr.) MponyckHasa cnocobHOCTb He 6onee 5 IG/c
Hoctyn K wabnoHy CepBepHasa onepalMoHHas CepBepHas
cucrtema: onepaunoHHas
cucrema 2019
BupTyanbHoe paboyee MecTo pa3MepoM 4 n MeHee CepBepHas
FocTeBasi OC vCPU; BupTyanbHoe paboyee ornepauuoHHas

cuctema 2022
MHble roctesBble OC,
LOCTyrMHble s
3aKasa B J/InYHOM
KabuHeTe

1 MUHUManbHbIN Nepuos Tapudukaumm - KaneHaapHbin Mecsl. Hauyano Mcnonb3oBaHUs, HAUMHAs C NEPBOM MUHYTBI, UM NPOAO/IKEHWE MCNONb30BaHMA YCNYrK B OTYETHOM NepMOLE NpeanonaraeT cnucaHue
CTOMMOCTM 33 MOJIHbIA KaneHAAPHbIN MecsLl,. HemoHblil KaseHaapHbIM MecsiL MCNo/ib30BaHus Ycnyrm, HayuHasa ¢ nepBow MWHYTbI, OKPYrngeTca Ao NofIHOro KajeHaapHoro Mecaua nojib30BaHuA Vcnyroﬁ.
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3.1.
3.2.

3.3.

3.4.

3. TAPUOUKALINA YCNIYTU

Tapudwukaumsa Ycnyru ctatnyeckas (Allocation).

BennumHa exxemeca4yHOro nnaTexka 3a TMo/sib30BaHue yCﬂerVl onpepenaeTca B COOTBETCTBMU C

3aKa3aHHbIM OGBEMOM MEPEUYUCNIEHHbIX HUMKE PecypcoB W OMUMUNA.

nepeyuncneHbl B Tabnuue 8.

[ocTynHble pecypcbl U onuuu

Tabn.8. KoHpUrypaumm BUpTyanbHbIX paboynx mect

HauMmeHoBaHue pecypca EAvHMUb 3MepeHus KpaTHOCTb 3aKa3a
BupTyanbHbii npoueccop (vCPU) wr 2
BupTyanbHasa namatb (VRAM) 6 2
BMpTyanbHbIN XeCcTkun guck (vSSD) 6 10
TapudHbI NnaH Linux wr 1
TapudHbii nnad CTaHaapT wr 1
TapudHbii NnaH MNpoaBUHYTLIN wr 1
MpepocTaBneHne [OCTyNa K K WabnoHy W 1
CepBepHas onepaunoHHasa cucremMa

Pa6oTbl MO HAaCTPOMKE M aAMUHUCTPUPOBAHUIO YCNYrM He BXOOAT B TapudHbIM NNaH U OniaynBaloTca

OTOEeNbHO B COCTaBe ycnyrn Managed Services?.

Ona Kaxnon KoHburypaumm BUPTYanbHOro paboyero mecta OOCTYMHbl YeTblpe BapuaHTa TapudHOro
nnaHa: Linux, CtaHpapT, PacwupeHHbin, MpoaBuHyThin. OnncaHue TapudHbIX N1aHOB NPeAcTaB/eHO B

Tabnuue 9.

Tab6n.9. KoHpuUrypaumm BUpTyanbHblXx paboynx mect

KOMMNOHEHTbI

TapudHbIi NnaH

Linux Cranpapt MpoABUHYTHIN
MapannenbHbid nonb3oBaTenb (CCU) Oa Oa Oa
MIMeHOBaHHbIW NoNb30BaTeNb Hert Het [a
Pa6ouunii CTON 1 NPUTOXKEHUSA
BupTyanbHble E)a6oqwe CIOﬂbI C Her a Ha
OnepaumoHHON CUCTEMOU
BupTyanbHble
pagoyme ctonbl OC Linux Ha Her Ha
MpunoXkeHns, pa3MeLleHHblie Ha Linux Her Het [a
YpanéHHoln dusnyeckum 5 § Her a Ha
poctyn K MK ¢ OnepauyMoHHOW CUCTEMOM
MpunoxkeHus, Pa3MeLUEHHbI@ Ha BUPTYa/bHbIX Her Her Ha
MawurHax ¢ OnepaumoHHON CUCTEMON
YnpaBneHue
Rest API Hert Het [a
MrHOBEHHbIE KTOHbI ANS
HEMOCTOSIHHbIX
paboumx CTo/10B Aa Aa Aa
(mocTynHbl ans 8.x)
[MonHble KNOHbI Anga
MOCTOSAHHbIX na Oa Na
paboumx CTO/I0B
Mpodunb nonb3oBaTena n nepcoHann3aumsa na na Het
CraHpapr,
Mpodunb nonb3oBaTensa, nepcoHanm3auuns Het HeTt Da
M UHTENNIEKTYalbHble MONUTUKU
Fno6anbHbIW
YPOBEHb Npas C na Oa Na
apxutekTtypou Cloud Pod
MHCTPYMEHT CNpPaBOYHOU CYXK6bl Hert Het [a
[ocTyn nonb3oBaTenein n NPOTOKObl
MpoTtokonsbl Blast Extreme, PColP, RDP Oa na na

MHCTPYMEHTbI A/1 COBMECTHOI paboTbl

1 CM. noppo6Hee MpunoxeHne N2 11 k JloroBopy.
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3.5.

4.1.

4.1.1.

4.2.

4.2.1.

4.3.

4.3.1.

4.4.

4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

OpraHu3aumsa COBMECTHbIX CECCUIM B paMKax
Hert Het Na
OfHOro BMpTyanbHoro paboyero mecta
OnNTMMM3NPOBaHHOE BUOEO
P . A Hert Het na
n ayamno ans Microsoft Teams

MeToaMkKa pacyéToB noTpebnaeMbiXx pPecypcoB npepnonaraer TapudbukKauMil CyMMbl  3HaAYeHUN
npenoCcTaB/IeHHbIX BUPTYanbHbIX paboumnx MecT 3a OTYeTHbIM Nepuop B COOTBETCTBMU C Tapudom. CueT
BbICTAaBNAETCA HA OCHOBE CYMMbl 3HaUYEHUI.

4. WHBIE YCNOBUA, MPUMEHUMDIE K YCINTYTE

BO3MOXHble BUOblI NOAK/IKOYEHUSA [ UBMEHEeHUSA [ OTKIYeHusa Ycnyr:
MocpencTBoM nognucaHmMsa 3akasa (C y4€ToM n. 4.6. HacToawero MNpunoXxeHus).

BO3MOXHbIN NOPAAOK pacyéTos no Ycnyre:
[MocTonnaTta.

BO3MOXHble cnocobbl onaThl / NOPsAAoK NonosHeHna 6anaHca:
Onnata B 6€3HaNIMYHOM NopAAKEe Ha OCHOBAHMM BbICTAaBNEHHOro McnonHUTeNneM c4yéTa.

3aKa3umnk obsasyeTca cobnogaTb COrnacoBaHHoe C MICMOMHUTENEM KOMMYECTBO BMPTYasbHbIX paboumnx
MeCT M MUX KOHPUrypaumio ykasaHHoe B BbnaHke 3akasa. B cnyyae, ecnu 3akKas3umK M3MEHWN paHee
COrnacoBaHHOE KOMYEeCTBO Paboumx MecT nnu KoHourypaumoo, ICnonHUTenb He HeceT OTBETCTBEHHOCTHU
33 MX paboToOCNOCOBHOCTL M BMApPaBe OTK/YUTb BMPTyaNbHble paboyvMe MecTa, NpPeaoCTaBfIEHHbIE
3aKa3syunky.

3aKa34nK CaMOCTOATENIbHO HECET OTBETCTBEHHOCTb 338 PaboOTOCNOCOBHOCTL NPOrpaMMHOro obecrneyeHus,
yCTaHaB1MBaeMoro Ha BnpTyaJibHble pa6oume MecTa.

CTOpPOHbI YCTAHOBMNM CNefyoLWni NopsaoK 3akasa Ycnyru:

3aKa3 Ha noakna4yeHne YCnyru fonxeH 6biTb HanpasfeH MCNonHUTeNto He no3sgHee, YeMm 3a 3 (Tpu)
paboumnx oHen 0o [aThl HaYana okasaHua Yonyru;

B TeyeHune 1 (ogHoro paboyero gHAa NCnofHUTENb UKW €ro YNoNHOMOYEHHbIM NpeacTaBuTen ob6asyerca
paccMoTpeTb 3aka3 Ha YCAyry u HanpasuTb ULy, HanpaBMBLWEMY 3aKa3s, OTBET (MOAMMCAHHbINA CO CBOEN
CTOPOHbI 3aKa3 UM 0TKa3 B NpefocTaBfeHnn Ycnyrm ¢ 060CHOBAaHMEM NMPUYMHDI);

B cnyyae cornacosaHus CTopoHaMu 3akasa Ycayra no TakoMy 3akasy npepoctaBniserca B AaTy Hadana
OKasaHua Ycnyru, 3adpukcrMpoBaHHyto B 3aka3e, ¢ 10:00 no MOCKOBCKOMY BPEMEHU.

3aKa3uMK HeCeT OTBETCTBEHHOCTb 3@ COXPAHHOCTb AaHHbIX WU MPUHUMAET CaMOCTOATE/IbHO Mepbl MO WX
COXpaHeHUo npu oTkase oT Ycnyru. Mpu oTkase oT Ycayru UcnonHutenb Brnpase yAaanuTb AaHHbIe
3aKa3uMKka no ucreyeHmmn 5 (natn) paboumx gHen nocne oTkasa ot Ycnyru.

CtpaHuua 12 n3 12



