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MPUNOXEHWUE N21.EVO.5.
K [loroBopy

OMVCAHWE N YCTOBWA MPEOOCTAB/IEHNA
YCNYTIW «Evolution Bare Metal»

1. ObWAA NHO®OPMALIMA U ONMNCAHUE YCNIYTU

Evolution Bare Metal (BbioeneHHblr cepsBep, ganee - Ycayra) - 3To nepegava B yOanéHHoe
MCMNOMb30BaHMe 3aKa3uymnKy BbIUMCINTENIbHOM MOLLHOCTM cepBepa, NpuHaanexawero McnonHuTeno u
dun3nyeckn pacnonoxeHHoro B LLIOOe NcnonHutens.

Ycnyra peanvsoBaHa Ha 060pyaoBaHum, NpUHagaexalem MCrnonHuTento.

Ycnyra npenoctaBnseTtca nyTeM co3fgaHua BbloeneHHoro cepsepa, B COOTBETCTBUMM C 3anpocoM
3aKa3sumka. B pamkax Ycnyrm WcnonHuTenb nepenaér 3akasuuMky HeobxogmMmoe KOIMYecTBO
BbloeneHHbIX cepBepoB. BblgeneHHbIN cepBep KoMMeKTyeTcsa MICNoMHUTEIEM HA OCHOBaHWM 3anpoca
3aka3umka. KOMMOHeHTbl BblgeneHHOro cepsepa, KOTopble He 6biiv onpeneneHbl Npu 3akase, Ho
HannuymMe KOTOpbiXx 064a3aTeNnbHO [ONA KOPPEKTHOM paboTbl cepBepa, WMcnonHUTenb BblbupaeT B
OOHOCTOPOHHEM MopsAaKe.

MCnonHUTe b NPOM3BOAMT HavanbHble NYCKO-Hanago4vHble pabotbl (MHP), BkAoYasa yctaHoeky OC, B
COOTBETCTBMM C 3aNpoCcoM 3aKa3ymMKa (B 3aBUCUMMOCTU OT TEXHUYECKON BO3MOXXHOCTU U COBMECTUMOCTH
OC c KoHpUrypaumnen BolgeneHHOro cepeepa).

AOMUHUCTPMPOBaHME BbigeneHHOro cepsepa CaMOCTOATENIbHO OCYLLECTBNAET 3aKa3uMK NnocpencTsom
yoanéHHoro AocTtyna K Hemy uepes ceTb MHTepHeT, npenocraBneHHoro McrnonHuteneM. 3akasuuk
CaMOCTOATENbHO MPOU3BOAUT HACTPOMNKY YYETHbIX AaHHbIX O/ MOAKMOYEHMSA K Ynyre.

CTtapToM oOKasaHua YCIyrn aBnsetcs MOMEHT MOAKIYeHMsa 3akas3uuMka roTOBOM KOHGUrypaumm
BbloeneHHoro cepeepa B JIuHOM KabuHeTe.

NcnonHutenb ob6da3yeTca nNpefgoCcTaBUTb BblOoeNeHHbI cepBep roToBOM KOHGUIypauumu npu ycrnoBun
HaMM4YMa TeXHUYECKON BO3MOXXHOCTM Ha CBOEN CTOPOHE.

DYHKLUNOHANbHbIE BO3MOXXHOCTHU:

e ApeHpa BbigeneHHOro cepsepa BbibpaHHOM KOHGUIypaumn (napaMeTpos Ycnyru);

e YnpaBneHne apeH[oBaHHbIMU BblgeneHHbIMK CepBepamMu;

e BblaeneHue u npueaA3ka noaceTen;

e ApeHpa M Ha3zHadeHue nybnuyHbIX IP-agpecos;

e lcnonb3oBaHWe SSH-kA4Yen p[nsa aBTOPM3OBAHHOro pocTtyna (He npuMeHUMMo K KoHconu
ynpasneHus);

e BO3MOXHOCTb MHTErpaumm 1 ynpasreHnsa yepes API.

e (OTKa3 oT apeHabl BbigeneHHOro cepsepa.

OCHOBHbIE KOMMNOHEHTbI YCNyru:

e CepBUC-KOHTPOMNEP ANA ynpasneHua Ycnyrom us JIyHoro kabuHeTa;
e Knactepbl SDN;

e VIHCTPYMEHTbl MOHUTOPUHIA U cbopa CTaTUCTUKW;

e KOMMOHEHT, OTBEYaWMI 33 COOpP TapPUPUKALMOHHDBIX AAHHbIX;

e |aaS-KoHTpoONnep;

e Habop 06pa30B ONepaUNOHHbIX CUCTEM, OOCTYMHbIX 4718 YCTAHOBKMU.

[na nogknoyeHua K Ycayre 3aKasumky OOCTYMNeH CleayolwmMin TUN NOAKI0UYEeHUS:

Tabnuua 1. Tunbl NOAK/OYEHNS K CETU U CETEBbIE CEPBUCHI

Tun nogKn4YeHus OnucaHue

MoakntoyeHne yepes obwmn kaHan NHTepHeT (shared) MpepnonaraeT /OrMYyeckoe noAKIUYEHNEe K oblemy
019 BCeX 3aKa34MKoB YCNYyrn KaHany nepeaayun AaHHbIX
(CKOpOCTb  CEeTeBOro  COeAMHEHMS O/  KaX[oro
3aKasuuMKa He AB9eTCa rapaHTUPOBAHHOM U 3aBUCUT OT
3arpy>KeHHOCTN obLero KaHana nepefayn AaHHbIX).
Ona  obMeHa  [JaHHbIMW  Mexpay  BblaeneHHbiMu
cepBepaMu B npeaenax NpoeKkTa KaMeHTa Cnonb3yeTca
BHYTPEHHee CceTeBOe B3aMMOJENCTBME, PeanM30BaHHOe
Ha 6a3e ceTeBoro ob6opynoBaHusa McnonHutens.

MoaokntoveHne kK cepeucy B O6nake Cloud.ru yepes cetb MHTepHeT (NAT):
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Monb3oBaTenn Nogka4vaTca K BoigeneHHoMy cepBepy B Obnake Cloud.ru yepe3 HasHAYeHHbIN e
ny6nnyHbin IP-agpec, MaplwpyTu3npyemblin B ceTu WHTepHeT. [aHHbIM CLEHapui peKkoMeHpyeTcs
MCNONb30BaTb ANA NpenocTaBneHnsa [ocTyna K ny6iMYHOMY CEPBUCY Yepes CeTb MIHTepHeT.
OrpaHunyeHuns:

e [N NPUNOXEHUM C AMHAMUYECKM BblogensembiMum noptamm (FTP, SIP, H.323 wn T. A4.) MOryt
BO3HWUKHYTb Npob6neMbl C HeQOCTYMHOCTbD CepBuca - HeobxogMmo GUKCMpPOBATb [AuManasoH
OVMHAMUYECKN BblgenaeMblX MOPTOB B HACTPOMKAX MPUIOXKEHUS M MPOMUCbIBaTb MX B MpaBunax
DNAT. AnbTepHaTUBHbIM BapMaHT — BblAeNATb OAWH Ny6NNYHbIN IP-agpec Ha CEPBUC M HAaCcTpamBaTb
npaBuno Static DNAT.

B pamkax 6a30Boro Habopa npenocTaBnseMbix GYHKLUNUN, BXOAAWMX B YCAYry, M ONS KaXOoro criydas
pa3BEpTbiBaHUA BUPTYaNbHOM U/MNM annapaTHOM MHOPACTPYKTYpbl B paMkax EVO npepmocTaBnsaTca
cnepywuwme GyHKUNOHANbHbIE B10KM:

e MapwpyTtmsauma (Routing);

e npeobpas3oBaHue agpeca (NAT);

e [OMHAMMYyecKoe pacnpegeneHune agpecos DHCP.

MporpaMmHana MnatdopMa. Ycayra peannsoBaHa Ha OCHOBE PEeLUeHUN C OTKPLITBIM MCXOAHbIM KOOOM,
nopaboTaHHbIMM MCnNoOnHUTENeM pAns WCNoNb30BaHMA B LENAX pasBepTbiBaHMA MHOPACTPYKTYPbLI
3aka3suumka.

TpeboBaHMsA K MHDPACTPYKTYpe 3aKaszunka: Hanmnumne gocrtyna B ceTb MIHTEpHeT.

PacnpepneneHne 06583aHHOCTEN M OTBETCTBEHHOCTU MPW UCMOJIb30BaHUM YCAYIru:

MHdopMauma, KoTopas pasMellaeTcs 3aKa3uMkoM Ha  BblgeneHHoM cepsepe, MOPSOOK
pacnpocTpaHeHns TakoW WMHPOPMALMM OOMKHbI COOTBETCTBOBATb 3aKOHOOATENbCTBY POCCUIMCKOM
depepaumu, a Takxe npasunam Lorosopa.

MCnonHUTeNnb HeceT OTBETCTBEHHOCTb 3a paboTocnocobHOCTb BbioeneHHOro cepsepa, CETeBOro
obopynoBaHMa UM MHXEHEPHbIX CUCTEM, YCTAHOBMEHHbIX Ha TEexXHOJOrMYyeckmMx nnowaaKax
McnonHuTena.

NcnonHuTenb He HeCET OTBETCTBEHHOCTM 3a:

no6ble BHECEHHbIe 3aKa3uMKOM U3MeHeHUs B KoHburypaumio OC nnm cuctemHoe MO, ocyLecTBEHHbIe
nmbo C UcCnonb3oBaHMeM HeobuumanbHoro MO MMGO C UCMONb30BaHMEM 3HAUYEHMI MapaMeTpoB He
PEKOMEHI0BaHHbIX NOCTaBLLMKOM 060pya0BaHUS;

COXPaHHOCTb MPUOBPETEHHbIX 3aKa3YMKOM CTOPOHHUX JNULEH3WK, B C/lydae ecinm TakoBble 6biniu
aHHYMPOBaHbl COOTBETCTBYOLWMMU JIMLEH3MAPAMM MOCME BbIHYXXAEHHON 3aMeHbl McnonHutenem
KOMMNEKTYOLWMX BbloeneHHoro cepeepa;

MHbopMaumMio 3axkasuuka (M eé comep)kaHue), XpaHAallylcs Ha BbioeneHHOM cepeepe, Kak M 3a
cobnoaeHne 3aKka3umKoM nopsaKka eé pacnpocTpaHeHus.

VicnonHutenb 06ﬂ3yeTCﬂ OMepaTMBHO 3a CBOM CYET MPOM3BOOMTb 3aMeHy BbllWe[Wwnx K3 CTpos
KOMMJIEKTYOLWMX BblaeneHHOro cepeepa, B T.4. HA KOMMNOHEHTbI, aHa/IOrMYHble N0 XapaKTepPUCTUKAM.

3aKa34ynK HeceT OTBETCTBEHHOCTb 3a:

3a BblGpaHHYO 1 aKcnnyaTupyemyo MM OC Unm nHoe cuctemHoe MO, ncnonb3yemMoe Ha BbligeneHHOM

cepsepe, B TOM YUC/e, HO HEe OrpaHUYMBanACh, 3a KoHourypmuposaHme OC n cuctemHoe MO.

pabotocnocobHocTb MO, ycTaHaBIMBAEMOro Ha BblaeneHHbIN cepBep.

cobnogeHne TpeboBaHWIA, YKasaHHbIX B M. 1.17. MpunoxeHus;

pa3MellaeMyl0 Ha BbigeneHHOM cepBepe MHGOPMaLMIO, a TakKXe MnpenocTtaBleHne K Hel JocTyna

TPEeTbUM NnLAM;

COXPaHHOCTb [OaHHbIX Ha BbloeNeHHOM cepBepe M MPUHMMAET CaMOCTOATENIbHO Mepbl MO  UX

COXpaHeHU o, Npu oTKase oT YCNyru U/Unv namMeHeHUn ee NnapaMeTpoB, a TakXke B C/lydae BbIK/IoUYeHuMn

cepBepoB 3aKas3uyMKOM UMK APYrUX TEXHUYECKUX NMPUUMH;

3KCnAyaTaumio BblgeneHHoro cepeepa 3a npegenamum CTaHgapTHOM (He B COOTBETCTBUM C TEXHUUYECKUM

Ha3HavyeHuem?), B TOM Ynucne:

e 0OKasblBaTb B/IMAHME HA XapPaKTEePUCTUKM BblOeneHHOro cepBepa, CnocobHoe MoBeYb
3KCTPeMasibHOe MOoBbILIeHWEe TeMMepaTypbl CepBepa;

1 MporpaMMHoro obecneyenuns (HeodbumumanbHble ApanBepbl / YTUAUTLI; KAacTOMHble c6opkK MO 1 np.), NpefoCcTaBNAeMoro He Npou3BoaUTENEM
060PYAOBaHUA, UCMOMb3YEMOrO A8 OKasaHusa Ycayru

2 3aMeHa KOMMNIEKTYIOWMNX Ha GU3NYECKMX CEPBEPAX M UX TEXHUYECKOe OBCNyXMBaHWEe - HeobXxoAuMMoe yCnoBUWe LIS OKa3aHwe Hapfexalero
YPOBHA OKaszaHuWa Ycnyru; 3aKkasuyuk LOMHKEH 3TO y4uTbiBaTb, B T.4., NpU BbiBope NMUEH3MA, KOTopble MOryT ObiTb MPMBSA3aHbl K CUrHaTypaMm
MCcnonb3yeMoro o60pyaoBaHnS;

NcnonHuTeNb peKoMeHAyeT Mo BO3MOXHOCTM MCMONb30BaTbh 061ayHble IMLEH3UWM NPWU NOTPebaeHUn YCNyru, T.K. OHWM He WMEIT NPUBA3IKM K
KOHKPETHOMY 060PYA0BaHUIO.

3 He NnpuBoAAWeN K GOPMUPOBAHUIO AePEKTOB KOMMAEKTYIOWMX BbineneHHOro cepeepa
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e un3MeHaTb MO, npenycTaHOBEHHOE Ha KOMMNEKTYouUMe BbigeneHHoro cepsepa (MepenpoLumnBKa);
e V3MEHATb WNM OBHOBMAATb MUKPOMPOrpamMMmbl Ans annapatHoro obecneyeHus BbigeneHHOro
cepsepa;

Ecnmn NcnonHutens BbiaBnaeT GakT AedekTa KOMMNEKTYWNX BblaeneHHOro cepepa, ABAstoWerocs
pe3ynbTaToOM MPOTUBOMPABHbLIX AENCTBMM 3aKa3umka (HapyweHue o065a3aTenbCTB, YCTAHOBMEHHbLIX M.
1.19 MpwunoxeHunsa), B TakOM ciydae McnonHutens MHGOPMMpPYeT 3aKasumKka, a 3akasumk obsasyetcs
NPoOM3BEeCTM BO3MelleHWe wu3lgepxek WcnonHuTensa, oOyCNOBNEHHbIX YCTPAaHEHMEM MOHECEHHOro
yuwepba.

B cnyyae cnopHbIX cUTyaumn Mexay NcnonHuTeneM 1 3aka3ymkoM B NPOLLECCE BbISBIEHUS MPUYNHHO-
CNeACTBEHHbIX CBA3EM Mexny [encTBMAMM 3akasuMka U yuepboMm, HaHeceHHbIM WcnonHuTento,
McnonHuUTenb B npaBe B OQHOCTOPOHHEM MNOpsAKe MPUBMEKaTb COOTBETCTBYIOLWME KOMMETEHTHbIe
OpraHbl, a TaKXe CTOPOHHME OpraHM3auMu B LEeNAX OKasaHMa 3KCMepTHbIX ycnyr. KomneHcauus
M30EepPXeK Ha OCYLLeCTBNIEHME SKCNEPTHbIX KOHCYNbTaLMN U/UNKN paccnenoBaHnii MPOU3BOAUTCA MEXAY
3aKa34YMKOM M MICnoNHMUTENeM Ha OCHOBAHWM pe3y/ibTaToOB 3KCMNepTM3bl.

B cnyyae npoTMBOMPaBHbIX OEWCTBMA 3aKasyuMka WCMonHUTEeNb BMpaBe WMHULMMPOBATb Mpouecc
BO3MELLEHNSA YKa3aHHbIX M3OEPXKEK, a TaKXe WM3OepXeK Ha OCYyLeCTBIeHMEe 3KCMepTM3bl CO cyeTa
3akas4uka.

3aKa3uyuk obssyetcs:

[encTBoBaTb B COOTBETCTBMM C  MHCTPYKUMAMW MO 3KCNAyaTauuum  Bbl4e/leHHOro cepsepa,
pa3MeLleHHbIMM Ha odunLManbHOM canTe McnonHutena;

3KCMNyaTMpoBaTb BbloeneHHblh cepBep B COOTBETCTBMM C MNapamMeTpaMu, KOTOpble OnpefeneHbl
NPOM3BOANTENAMU €r0 KOMMNNEKTYHOLNX3,

2. BA30BA{ ®YHKLMOHANBHOCTb N METPUKU YCITYTU

MapaMeTpbl YcAyru onmcaHbl B Tabnuue 2:
Tabnuua 2. MapaMeTpbl NpefocTaBnaemMbix Ycnyr

Tapuduumpyembie JonycTtumbie

Ycnyra XapakTepucTukun MeTpukn
eAVHULbI 3HaYeHus
CPU: 2 x Intel® Broadwell EP Xeon®
E5-2699 v4 22 appa 2.2ITu; RAM: L. 1

647b; SSD: 800Ib SATA

CPU: 2 x Intel® Broadwell EP Xeon®
E5-2699 v4 22 appa 2.2ITu; RAM: L. 1
647'6; HDD: 2 x 900I'b SAS

CPU: 2 x Intel® Haswell EP Xeon®
E5-2690 v3 12 apep 2.6ITu; RAM: LwT. 1
647'b; HDD: 4 x 2Tb SATA

CPU: 2 x Intel® Haswell EP Xeon®
E5-2690 v3 12 apep 2.6Tu; RAM: L. 1
1287'b; HDD: 4 x 2Tb SATA

CPU: 2 x Intel® Skylake-SP Xeon®

BblumcnutenbHble BblaeneHHbIn
pecypcobl cepBep

Gold 6161 22 agpa 2.2 Tu; RAM: . 1
64I'b; SSD: 4 x 800I'b SAS
LONUTEeNbHOCTb apeHabl Yac 1

My6andHbIN IP-
appec OnnTtenbHOCTb Ha3HayeHus Ha

nHTepdeiic BoigeneHHoro cepeepa

CeTb
Yac 1

3. TAPUOUKALNA YCNYTU

Ona paHHon Ycnyrm ncnonbsyetca Ctatuyeckasa tTapudukauma (Allocation), npegnonaratouwan onnaty
nyna pecypcoBs, yKa3aHHbIX Bbllle, M3 06beMa 3apaHee 3ape3epBMPOBaHHbIX PECypCcos.

BennumMHa exemecayHoro nnaTexa 3a Mofib30BaHMe YCNyron onpenenaeTcs B COOTBETCTBUM C
hakTnyeckuM notpebneHnemM pecypcoB, yKasaHHbIX B Tabnuue 2.

OKoOHYaTenbHasa ctomMocTb Yenyrn B OTYETHOM nepuone GopMmnpyeTcsa B COOTBETCTBMU C Tapudamu,
YCTaHOB/IEHHbIMU B MpunoxxeHnn N27.EVO.5. K [lorosopy.

4 https://cloud.ru/docs/index.html
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4. WHbIE YCNhOBUA, MPUMEHUMDIE K YCNTYTE

4.1. BO3MOXHble BUObI MOAK/TKYEHUA/M3MEHEHUA/OTKIOYEHNS YCIyr:

e [loCpeacTBOM COBepLIEHUA OeNcTBUM B JINYHOM KabuHeTte.

4.2. BO3MOXHbIN NOPAAOK PacyéTos no ycnyre:

e [peponnaTa>;
e TllocTonnaTta’;

4.3. B0O3MOXHble cnocobbl onnaThl/MOPAAOK NonosiHeHMs 6anaHca:
e B 6e3HaNIMYHOM NOpsALKEe HA OCHOBAHWMW BbICTABEHHOrO MicnonHmuTeneM cyéTa.
e OnnaTta NOCPeACTBOM 3/IEKTPOHHbIX CPEACTB NnaaTexa.

5. YPOBEHb NMPEOOCTABJIEHUA YCITYTU (SLA)

5.1. B cootBetctBum ¢ nn. 1.1.4 MpunoxeHma N22.EVO.0 BHOCATCS cnepfylolwme yTOYHEHUS B YPOBEHbL
npenocTasfieHns YCnyru, 0encTBYOWMM B OTHOWEHMK Ycnyr EVO no yMonYyaHuio:
5.1.1. TokasaTenb AOCTYNHOCTM Ycnyrn’ n Pa3Mepbl KOMMNEHCaUnii 3aKasumnKky 3a HapyleHue [JOoCTynHOCTU
Yenyr (nn. 2.1.2 Mpunoxenna N22.EVO.0 k Jlorosopy):

Tabnuua 3. KoMneHcaumun 3a HapylleHne nokasartenen JocTynHocTn Ycnyru
(3a nckyeHneM JinHenkun Light)

[ocTtynHoCTb Ycnyru 3a OTYETHbIN
BpeMs HepocTynHOCTUM YCnyru 3a
nepuopg S ) Y Pa3mep KoMneHcauuu
(3a ucknioueHueM JiuHenku Light) puoa
>99,98% PaBHO unun meHee 9 MUHYT He KoMneHcupyeTca
<99.98% Bonee 9 MUHYT 1% oT cToumocTM VYcnyrun 3a
’ nepwop, okasaHusa
0,
< 99,80% bonee 1 yaca 27 MUHYT 3% ot croumoctn  Yenyru 3a
nepuop okasaHus
0,
< 99,50% Bonee 3 4acos 39 MUHYT 2% OT CroMMocTM Yenyru  3a
nepuop, okasaHus
0,
< 99,00% Bonee 7 4acoB 18 MUHYT 10% ot croumoctn Yenyru 33
nepuop okasaHus
o 20% ot cTouMMmocCcTM VYcnyru 3a
< 98,50% bonee 10 yacoB 57 MUHYT
nepuop okasaHus

Tabnuua 4. KoMmneHcauum 3a HapyweHune nokasartenen [oc

TynHoCTK Ycnyrun JlIuHenku Light

[ocTynHoCTb Ycnyru JINHEenKu
Light 3a OTY4éTHbIA Nepuop,

BpeMs HepoCTynHoCTK Ycnyru 3a
OTUYETHbLIN Nnepuop,

Pa3mep KoOMneHcauuum

>99,80% PaBHO unun meHee 1 4yaca 27 MUHYT He KOMMeHcupyeTcs
0,
< 99,80% bonee 1 yaca 27 MUHYT 1% ot croumoctn  Venyrv 33
nepuop, okasaHus
% T CTOMMOCTU m
< 99,50% bonee 3 yacoB 39 MUHYT 3% or croumoc yeny 3a
nepuop, okasaHus
5% ot cTtoumoctM Ycnyrm 3a
< 99,00% Bonee 7 4acos 18 MUHYT e y
nepuop, okasaHus
o 10% ot crtoummoctn Ycayru 3a
< 98,50% bonee 10 yacoB 57 MUHYT
nepuop, okasaHus
5.2. He y4duTbiBaeTCca Kak BpeMa HeOoOCTYyNHOCTM YCAyru HepoCTYyNMHOCTb, CBA3aHHAsA C HapyweHusMu
3aKa34ynkoM TpeboBaHUM, YCTAHOBEHHbIX M. 1.17.-1.19 HacToAwero MpuaoXxeHus.
5.3. Bo BCeM OCTanbHOM B 4acTu npenocTasneHus Ycnyr npuMeHmnMbl nonoxxeHus MpunoxxeHus N22.EVO.0

K [Jorosopy.

5 4dBngetca cnoco6oM MO YMOMYaHMIO ANS GU3MYECKM Nnl, NPUCOEAMHMBIUMXCA K ycnosuaM [oroeopa/OdepTte nytém akuenta (n. 1.5.

Loroeopa/OdepTsl)

5 lpnseTca cnocoboM Mo YMOMYaHUIO AN18 OPUANYECKUX UL

7 LleneBble (rapaHTMPOBaHHbIE) 3HaYeHWe [JOCTYNnHOCTH
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