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MPUNOXEHWME N2 1.MLS.1.
K Oorosopy

OMNMMCAHME N YCIOBWA MPEOOCTAB/TIEHNA
YCIYT N «CLOUD.RU ML SPACE»

1. ObWAA MHOOPMALIMA U ONMNCAHUE YCNIYTU

Ycnyra npegocTtaBnaeT OocTyn K ML Space, KoTopas o6ecrneymBaeT MOMHbIA LUK ML-pa3paboTku u
CoBMeCTHyl paboTry komaHpa Data Scientist. Ycnyra npepoctaBnisetca Ha 6a3e  3auMUleHHOMN
MHdpacTpykTypbl Cloud.ru ML Space, Mepbl 3alWMTbl KOTOPOW NPUBEAEHbl B ONUCaHUM YCyru.

Ycnyra coCTOUT U3 ClIeAyHLWMX KOMMOHEHTOB - COMYTCTBYHOLWMX YCYr:

. Cloud.ru ML Space Deployments?;

. Cloud.ru ML Space Environments? (Bknto4asa noayciyry npenocTaB/ieHMs gocTyna K ML Space
Spark);

. Cloud.ru ML Space Data Catalog;

. Cloud.ru ML Space AutoML.

[na okasaHua Ycnyru 3akasdunky Heo6xooMMbIM yCIoBUEM ABIAETCA HaMYMe y Hero (Ha ero niowaake)
NOAKMOUYEHMA K CeTU NHTepHEeT, AOCTaTOUYHOro ana 3bdeKTUBHOM 3arpy3kn OaHHbIX Ha CepBep, a TakxKe
Hanuume cobCTBEHHbIX AaHHbIX.

[na nogknoyeHua K Ycnyre 3akasumkK MOXeT Bbl6paTb OANH UM HECKONTbKO TUMOB MOAKI0UYEHMA:

Ta6n.1. Tunbl NoakNtoYeHns K Ycnyre

Tvn nogkn4YeHus OnucaHue

MpeanonaraeT NoOrMyeckoe MOAKMOYEHMe K oblieMy Ons BCex
3aKa34yuMKoB YCNyrn KaHany nepegayn gaHHbix. CKOpPOCTb CETEBOro
COoegMHEeHUs  Ofs  KaXporo  3aka3uMka  He  sABnsieTcs
3 rapaHTMPOBAHHOW M 3aBUCUT OT 3arpy)XeHHOCTU obLero KaHana
MoaknioyeHue Yepes obuwmit kaHan nepefaun AaHHbIX (YCayra npefoctaBisieTcs No yMONYaHuio).

WHTepHeT (shared) Mpu NOOKMYEHUM yepe3 obWMIA KaHan WMHTepHeT 3akasuuky
npepoctasnsieTca 6a3oBas  3aliMTa  MHPOPMALMOHHBIX CUCTEM,
pa3MewaeMbix B MHppacTpykType O6naka Cloud.ru, ot DDoS-atak
Ha KaHalbHOM YPOBHe.

[Mo3BonsaeT o6ecneynTb B3aMMOAENCTBME CeTeN 3aKas3umKa C CeTblo
B 06n1aKe C MOMOLLbIO BbIAE/IEHHbIX KaHaNoOB CBA3M CTOPOHHEro
nposaigepa. OMNUMOHANbHO, C MOMOLbBI AAHHOIO CLeHapus, K
Ycnyre 3aka3umka MOXKeT BbiTb NOAK/OYEH a/lbTEPHATUBHbINA KaHan
B ceTb WHTepHeT. [ONA [OaHHOro MOAK/JKYEHUS MOryT 6biTb
MCMONb30BaHbl BblAeNeHHblIe KaHasnbl 3aKa3uynKa, OpraHnM3oBaHHbIE C
MUCMONb30BaAaHMEM  «TEMHOM onTuku»  (Yciyra  onfaymBaeTca
OTAE/NbHO).

MoaxnyeHne yepes NpsMoit KaHan cBasu

2. ONMUCAHWUE DEPLOYMENTS

Ycnyra Deployments npepncrtasnaeT cobon Beb-ycnyry ansa adpdexktuBHo cb6opkmn Docker-obpa3oB Ha
6a3e mMopenen MawuHHOro n My6okoro obydyeHua (Mnu ¢ gpyrum dyHKUMOHANOM), a Takxe pgna ux
JanbHenwero pa3sopaymBaHma B O6nake Cloud.ru B BUAE MUKPOCEPBMCOB CO CrEHEPUPOBAHHbLIM API.
3aKa3uyMK MOXeT pa3BepTbiBaTb MOAENM WCKYCCTBEHHOrO WHTeNfektTa Ha 6ase VHOpacTpyKTypsl
WcnonHutena u ycnyru Deployments gna ganbHenwero BHeOpeHua Ux B QyHKUMM, BU3Hec-npouecchl
MU MUKPOCEPBUCHI.

[na npenoctaBneHuns ycnyrm 3akasumky HeobxoamMMbiM YCI0BMEM ABNAETCA HaNMyMe Ha ero niolagke
NOOK/IOYEHUSA K CeTU WMHTepHeT, 4OCTaTOYHOro Ansd 3OPEKTUBHON 3arpy3ku OaHHbIX, MOLOENEeN UMK UX
MPOM3BOAHbIX (HanpMMep, YEKNOUHTOB MOAENIen UMK CepManmM30BaHHbIX MOdene) Ha cepsep.

3aKkasuMKy [nsa ycrnewHoW peanusauMm BbiBOOa MoOAeNel WCKYCCTBEHHOrO WHTeNnneKra B Buae
MUKPOCEPBMCOB MNPeOoCTaB/AeTCa BO3MOXHOCTb C6opkMm o6pasa C M06BbIM  MPOrpaMMHbLIM
obecneyeHneMm, python-6mubnmotekamMm M cnocoboM B3aMMOLENCTBUS C MOLENSAMU WMCKYCCTBEHHOMO
MHTeNnneKTa.

B pamKax Ycnyru 3aka3umK MOXeT CaMOCTOATE/IbHO OTCNIEXMUBATb M YNPaBNATb COCTOAHMEM Pa3BePHYTbIX
Mopaenen.

1 PaHee HavMeHOBaHWe ycnyru Cloud.ru ML Space Deployments - «Model Inference».

2 PaHee HavMeHOBaHWe ycnyru Cloud.ru ML Space Environments - «Model Training».
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2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

3.1.

Co3paHue, KOHdJMI'ypaLI,MH W pasBopayMBaHue mMopenen MCKYCCTBEHHOIO UHTENNeKTa ocyuwecTendeTca
HanpaAMy 3aKa3ynMKoM.

XpaHeHue, wcCnNonb3oBaHWe W TapuduKaums XpaHeHUs [aHHbIX ocyuecTBnsetcs B OObekTHOM
xpaHunuwe S3 Data Catalog B pamkax ycnyru Data Catalog.

Ha PucyHke 1 npuBeneHa oblias ynpouleHHas cxeMa B3aummopencTsmsa c ycnyronm Deployments c
yOaneHHoM Nnowaakmn 3akasumnka (C ykasaHMeM 30H OTBETCTBEHHOCTM):

\ VPN uau uutepHet C6opLymK

>’§< obpaszos

Al mogenb

XpaHunuuwe
obpasos

3aKasuuK
SkzemnnAp SKk3emnnAp
o Mukpocepsuca [«—>» Mukpocepsuca
E API c Al mogenso c Al mogenbio
(VPN unu uHtepHer)
AC 3aKasuunKa
I'Inou.l,ap,xa 3aKa34yuKa CLOUD

PucyHok 1: Cxema B3aMMOLeNCTBua 3akazyuka C Ycayramm pa3BopadynBaHusa mMopesert MalnHHOro m
rny6oKoro oby4yeHms Ha MOLLHOCTAX Kiactepa Deployments.

B 30He OTBETCTBEHHOCTM WCMONHUTENA HaxoAMTCS (PYHKLUMOHMPOBAHME CEPBEPOB C Pa3BEpPHYTbIMMU
MOAENAMU UCKYCCTBEHHOIO MHTeNNeKTa, GYHKLMOHNUPOBAHWE BbIYMCINTENBbHOrO KiacTepa, O6beKkTHOro
XpaHunuuwa S3, a Takxe npoyen NHPpacTpyKTypbl.

TexHnyeckoe onuncaHue peweHua Deployments:

Tabn.2. TexHuuyeckoe onmcaHue pelenusa ycnyru Deployments

Ycnyra peanusyetca cpepctBamMu Beb-uHTepderica, BHYTPEHHEro
docker registry, c6opwmnkom obpasoB n komnnekcom KFServing /
Knative / ISTIO/ Kubernetes. C nx noMoLbto, @ TaKXXe NPOrpaMMHbIX

MporpammHas nnatgopma 6ubnunoTek, nonb3oBaTelb WMEET BO3MOXHOCTb CO6upaTb MU
pa3BopauMBaTb MOAENU WCKYCCTBEHHOrO WHTENNeKTa B Buge
MWKPOCEPBUCOB.

BblynmcneHusa n o6cyeT 3a4ay OCyLLecTBAAeTCA Ha NpefoCcTaBseMom
3aKa3umKy B paMKax pecypcoB knactepa Christofari, a Tak)xe gpyrumx

AnnapaTtHaa nnatpopma
pecypcoB O6naka Cloud.ru

CKOPOCTb 3arpy3ku AaHHbIX Ha NIoWaaKky MCcnonHUTena orpaHnyeHa
NPOMYCKHOM CMOCOBHOCTbIO KaHvana [octyna B WMHTepHeT u3
TexHn4Yeckne 0COBEHHOCTU U OTPAHNYEHUS | YpdpacTpyKTypsl 3akasuuka mo O6naka Cloud.ru, a Takxke
CKOPOCTbIO YTEeHMA aaHHbIX ¢ CXO NcnonHuTtens.

[na napameTpos Deployments ycTaHaBAMBaOTCS cneayowme obuime 3Ha4YeHus:

Tabn.3. O6wme 3HaYeHns napamMeTpoB ycnyru Deployments

OnucaHue MUH. 3HaueHue Makc. 3HaueHue

KonuyecTtBo yTunmsnpyembix B paMkax
BbluncneHnsa 3apaum GPU-cekyHA Ha
knactepe Christofari

1 GPU-cekyHaa NVIDIA Tesla V100 B COOTBETCTBMM C KONIMYECTBOM
mnn A100 B kKoHpuUrypaumm DGX-2 cBobopgHbix GPU Ha knactepe

(GPU-kapT V100 nt A100) nnn DGX-A100 Christofari

KonunyectBo yTMnmsmMpyeMbix B paMKax B COOTBETCTBUM C KO/IMYECTBOM
1 GPU-cekyHpa

BblumMcneHus 3agaym GPU-cekyHp, cBob6oaHbIX GPU

Konunyectso yTMNM3MpyeMbiX B paMKax B COOTBETCTBUM C KONMNYECTBOM

1 CPU-cekyHaa

BblYMcneHns 3agayum CPU-cekyHp, cBo6ogHbIX CPU

3. ONMUCAHUME ENVIRONMENTS

Environments npepocTaBnaeT 3aka3umKy cpeny paspabotku M paboume OKpyxKeHusa (BKMouas
OKpyXeHua Ha 6a3e docker-o6pa3oB 3akasumka), B TOM yucne c Jupyter Notebook (Bkntouvas ycnyry
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3.2.

3.3.

3.4.
3.5.

3.6.

3.7.

3.8.

3.9.

npenocTaBneHns goctyna Kk ML Space Spark nocpencrtsoM ycnyru Environments, Habop MHCTPYMEHTOB
ONA XpaHeHUa OaHHbix B O6beKTHOM xpaHunuuwe S3 n bbicTpoM xpaHunuwe NFS, Habop MHCTPYMEHTOB
ona npenobpaboTKM faHHbIX, @ TakKe Habop WMHCTPYMEHTOB M 6MONMOTEK Ansa 3anycka 3agady no
WCMOMHEHMIO Koga obyyeHna ™Mopgenen MawunHHOro w  rnybokoro obyyeHua Ha pecypcax
cynepkoMmnbioTepa Christofari (a Takxke Ha npoumx pecypcoe O6naka Cloud.ru - nMo ycMOTpPeHMUIO
3aKa34ymnKa) 1 MOHUTOPMUHTa npouecca obydyeHnsa. C noMoLLbio YCNyrn 3aka3umk MOXeT BeCTM pa3paboTky
Mozenen n NPon3BOANTb YCKOPEHHYK MOArOTOBKY AaHHbIX (B TOM YMCie Npu NOMOLWM NpeaobpaboTku
OaHHbIX Ha KnacTtepe Spark) n obyyeHmne mogenen Ha 6onbWwKnX o6beMax OaHHbIX, 61arogaps MOLWHOCTAM
CynepKoMMbloTEPA U BbICOKONPOU3BOAMUTENBbHLIM rPpadnyecKUM YCKOPUTENSAM.

3aKa3unKky AN YCMNewHOW peanusaumu 3apgadm obydyeHus mopenem Ha 6onblimx obbemax [aHHbIX
NpenocTaBnsAeTCca BO3MOXHOCTb 3arpy3kn W XpaHeHMsa OaHHbiX B O6beKTHoe xpaHunuuwe S3, a Takxke
BO3MOXHOCTb MOAK/OYEHNA K 3TOMY XpaHunuwy Kak u3 Jupyter Notebook’a, Tak nm 13 knacrtepa, Ha
KOTOpPOM ByaeT BblYMCIATLCA 3af4a4a 00ydyeHMns Mogenu.

[Ona okasaHua Ycnyru 3aKasuuky HeobXxoauMMbiM YCOBMEM ABNAETCA HanMuMe Ha ero nnoulagke
NOAKMIOUYEHMA K CeTU NHTEepHEeT, AOCTaTOYHOro AN 3GpdeKTUBHOM 3arpy3KM AaHHbIX HA CEPBEpP, a TakxKe
HaNNYMa cCOBCTBEHHbIX AaHHbIX ONA 06yYyeHMa Momenu.

B paMKax Ycnyru 3akasuymK MOXeT CaMOCTOATENIbHO OTC/IEXMNBATb COCTOAHME 3a4aHNIN 06ydeHna Moaenu.

XpaHeHue, ucCnonb3oBaHWe, Tapudukauusa xpaHeHus B OOBEKTHOM XxpaHunuwe S3 U bBbicTpoM
xpaHunuwe NFS ocyuwectensetcs B paMkax ycnyru Data Catalog. 3akasuumky ons notpebneHus ycnyru
Environments npepocTtaBnaeTca [octyn K O6beKTHOMY XpaHunuwy S3 B HEOrpaHWMYeHHOM pasmepe,
boicTpoe xpaHunuwe NFS npepoctaBnaeTca CO CTAaHAAPTHOM KBOTOM B KaXOOM W3 PErvoHOB,
npenoctaBnsaeMon Ha workspace C BO3MOXHOCTbIO yBenuyeHua depe3 obpalieHve B TeXHWUYECKYHo
noanepxKy.

Co3gaHue, KOHbMUrypauus W 3anyck 3agad Ha obyuyeHue, cpen obydeHus, knactepos Spark
OCYLLECTBNAETCA 3aKa3uMKOM Yepes Mosib30BaTeNnbCKuin MHTepdeinc ycnyrm Environments.

Ha PucyHKe 2 npuBefeHa obliaa ynpouieHHas CxeMa B3auMMOoOencTBMA C ycayraMu Environments c
yAaneHHoOW NNowaaky 3akasumka (C yKasaHMeM 30H OTBETCTBEHHOCTU):

h \ UHTepHeT nnu /
BblAE/IeHHbII
ONTUYECKUIA

KaHan

4
BupTtyanbHas \
MallMHa ¢

Jupyter Server
pye + XpaHunuue S3

000

Monb3oBatenb Beb-6paysep — —
BbluncautensHbiii | .22 9=

Knacrep

O—||0O—]||0—

r
A
A
o ]
A

-

PucyHok 2: Cxema B3auMogencTBma 3aKka3qymka c ycayramm obydyeHus mogenev MawmHHOro n riny6okoro
obyyeHna ML Space Environments.

B 30He OTBETCTBEHHOCTM WMcCnonHuTens HaxoauTca @YHKUMOHMpoOBaHMe CepBepoOB C pPa3BEPHYTbIM
Jupyter Server, knactepa Spark, @YHKUMOHMPOBaHME BbLIYUCIUTENBHOrO Knactepa, OOBEKTHOro
XpaHunuuwa S3 u boicTporo xpaHunuua NFS Data Catalog.

TexHnYeckoe onnucaHue pelweHns Environments:

Tabn.4. TexHU4eCKoe onucaHue peweHus ycnyru Environments

Ycnyra peanusyetca  cpeactBamu  Jupyter Server u  Jupyter
Notebook. [MMocpeactBoM HeEro W MPoOrpaMMHbIX  6BUBIMOTEK
nonb3oBaTe/lb  MMeeT BO3MOMHOCTb  3anyckaTb 3ajayuv  Ha
BbIYMCNIEHME HA KNacTepax.

MporpamMmMHasa nnatdpopma
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3.10.

4.1.

4.2.

4.3.

4.4,

4.5.

AnnapaTtHasa nnatpopma

BbluMcneHnsa n o6cyeT 3a4ay OCyLLecTBAAETCA Ha NpefoCcTaBAseMom
3aKa3uMky B paMkax pecypcoB knactepa Christofari n Christofari
Neo (a Takxe Ha npouyux pecypcax O6naka B Cloud.ru - no
YCMOTPEHUIO 3aKa3uumKa).

TexHuyeckme 0CO6eHHOCTU U OrpaHnYeHus

CKOpPOCTb 3arpy3Kun AaHHbIX Ha Nnowanky NcnonHuTens orpaHuyeHa
NPOMNYCKHOM CMNOCOBHOCTbIO KaHana p[octyna B MHTepHeT u3
MHOPACTPYKTYpPbl 3akaszumMka po O6naka Cloud.ru, a Takxe
CKOPOCTbIO YTeHUS AaHHbiX ¢ CXO UcnonHutens.

[Ons napamMeTpoB ycnyru Environments ycTaHaBNMBaloTCs cneaylolime oblime 3HaueHuns:

Tabn.5. O6wme 3HaYeHMa NapaMeTpoB yciyrn Environments

OnucaHue

MMUH. 3HayeHune Makc. 3HaueHue

Konunyectso YTUNN3NPYEMbIX
BbluncneHma 3agaum GPU (no Tapudy B pamkax

paMKax

ycnyrn lNpepocTtaBneHne poctyna K ML Space 1 GPU 8 GPU
Environments
(o1 1 po 8 GPU))

B COOTBETCTBUMU C

Konunyectso YTUNN3NPYEMbIX
BbluncneHms 3agaum GPU (no tapudy B pamkax
ycnyru lpepocTtaBneHne poctyrna K ML Space 9 GPU

Environments
(o1 9 GPU))

KONn4ecTtsBoM LOOCTYMHbIX

pamMkax
GPU Ha MOMeHT 3anycka
3apgaum Ha
cynepkoMmmbloTepe

(BbIYMCNUTENBHbIX
knactepax Christofari)

Konuuecteo  yTUIM3UPYEMbIX

Bbluncnenusa 3agaum CPU

B COOTBETCTBUMU c
KONMNYECTBOM  [OCTYMHbIX
1CpU CPU Ha MOMeHT 3anycka
3afiaum

paMKax

Vcnyra Data Catalog npepocTtasnser 3aKa3uMKy BO3MOXHOCTb COBMECTHOM paboThl,

4. OINUCAHWUE DATA CATALOG

XPaHeHus,

BEPCUMOHMPOBaHMA apTedaKToB O/ MalWWUHHOro obyyeHus (oaTacetTos, Modenen, nokep-o6pa3os, Koaa

nap.).

Ycnyra Data Catalog BkntoyvaeT B cebs:

. dannoBbin MeHepep Ha ocHoBe OBGBLEKTHOro XpaHunuwa S3 C ynpas/ieHMeM npaBaMu JOCTyna
rnonb3oBartenen, TermposaHmeM hannos, BEPCMOHUPOBAHNEM M apxuBauuen Gannos;

. BbbicTpoe xpaHunuwe NFS n TpaHcdep Mexay O6beKTHbIM XpaHUNMLLEM S3 1 BbICTPbIM XpaHUULLEM

NFS;

. Data transfer service - KOHHeKTOpbl K dannosbiM cuctemaMm (HDFS, S3 (Amazon, Google Cloud
Storage) n 6a3am pgaHHbIX (PostgreSQL, MySQL, MS SQL, Oracle DB, ClickHouse), a Tak)xe npaBuna

N NCTopma nepeHoOCOoBs;

e Docker registry - 3arpyska, XxpaHeHue, 1 UHble CNoCcobbl COBMECTHOrO yrpaB/ieHUss KOHTeMHepamu;
e Model u Dataset registry - 3arpyska, XpaHeHue U MHble Crocobbl COBMECTHOrO yrnpaB/ieHus

MopgenamMun n natacetaMu,;

OCHOBHbIM XpaHUNULLEM AN XPaHEHUS OAHHbIX U O6y’~|eHHbIX Mogpenen anaetca O6bekTHoe XpaHunuue

S3

Data Catalog.

[na ncnonb3oBaHua oaHHbix Data Catalog ansg o6yyeHus mogenein yepes cosdgaHme OKpyeHuin (Jupyter
server) 1 3agay B Environment Heo6xoaMMble AaHHble NepeKknaabiBaloTca Ha boicTpoe xpaHunumuie NFS.

PaboTa c ycnyramMm OCyLLecTB/SeTCA 3aKa3uyMKOM 4epe3 NoJfib30BaTeNnbCKUiM MHTepdenc ycnyrin Data
Catalog v rnaBHoe MeHI0 nnaTPopMbl.

TexHnyeckoe onuncaHue peweHua Data Catalog:

Tabn. 6. TexHMyeckoe onucaHue peweHus ycnyru Data catalog

MporpamMmMHasa nnatdpopma

Ycnyra peanusyetca NocpeactBoM  uHTepdeinca w APl dainoBoro
MeHemkepa S3, nepeknaguunka gaHHbix ¢ S3 Ha NFS, Data transfer service,
registry n Al marketplace. MocpencTBoM AaHHbIX MoAynen peanusyeTca
BO3MOXHOCTb COBMECTHOM paboTbl, XpaHeHWUs, BEPCMOHUPOBAHUSA
apTedaKTOB M MHCTPYMEHTOB ANS peweHus 3agady MawuHHoro obyyeHus
(maTacetoB, mopgenen, nokep-o6pa3o., Koaa u ap.).

AnnapaTtHaa nnatpopma

OaHHble n3 Data Catalog xpaHsaTtca B O6beKkToOM xpaHunuwe S3 n bbiCTpoM
xpaHunuwe NFS, ncnonb3yroTca B ycnyrax Environments, Deployments m
AutoML. BbluncnexHuns [ obcyetr  3apgad ocyllecTensercs Ha
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4.6.

5.1.

5.2.

5.3.

5.4.

5.5.

5.6.

5.7.

npenocTaBnsaemMon 3akas3uuky B pamkax Ycnayru obnactu  knactepa
Christofari u Christofari Neo (a TakXe Ha npouyux pecypcax O6naka
Cloud.ru - no ycMoTpeHuto 3aKa3uumka).

CKOpOCTb 3arpy3kuM [aHHbIX Ha naowaaky WcnonHutens orpaHuyeHa
TexHuyeckme 0cobeHHOoCTH M | NPONYCKHOM  CNOCOGHOCTbKD  KaHana pgoctyna B VMIHTepHeT U3
orpaHuyeHus MHbpacTpyKTypbl 3akasumka go O6naka Cloud.ru, a TakXe CKOPOCTbHO
yTeHua paHHbix ¢ CXO NcnonHutens.

Ins napameTpos ycnyru Data Catalog ycTaHaBnmBaloTcs cnepylolimne obliue 3HayeHus:

Tabn. 7. O6wme 3HaYeHMs napameTpoB ycnyru Data Catalog

OnucaHue MuH. 3HaYeHue Makc. 3HaueHue
B COOTBETCTBUMU C
Konuyectso ytunusmpyembix GB S3 1GB KOIMYeCTBOM AOCTYMHbIX GB
Ha S3
B COOTBETCTBUMU C
Konuyectso ytunusmnpyembix GB NFS 1GB KONMYeCcTBOM JOCTYNHbIX GB
Ha NFS

5. OMMCAHUE AUTOML

AutoML npepocTaBnseT BO3MOXXHOCTb NMPOBeAeHNsA aBTOMaTUYeCKOro obyyeHmns Mogenen MalMHHOMO
obyyeHnss MoCpencTBOM B3auMMOOENCTBUSA C rpaduyeckuM MHTepdencoM Mnonb3oBatens ANs 3agaHus
Habopa MCXOOHbIX OAHHbIX, OnpedeneHuMsa 3agadyn obydeHus, 3aOaHMs OOMONHUTENbHLIX NapamMeTpoB
obyyeHna UM 3anycka 3agadn obydyeHua. OOyyeHMe MPOM3BOAMUTCH Ha pecypcax WcnonHuTensa.
MonyyeHHble MOAenn MalMHHOro obydeHns MOryT 6biTb pa3BEpPHYTbl Ha pecypcax O6naka Cloud.ru,
NNBO BbIrPYXEeHbl 3aKa34yMKOM AN UCNOSIb30BaHUA B COBCTBEHHbIX MPUNOXKEHUAX.

C nomMouwpbio ycnyru AutoML 3akasuMk MOXeT BecTu pa3paboTky Mopenei 6e3 Hanumuua cneumanbHbiX
3HaHM B 061acTM MalMHHOro oby4YyeHus, NonyvyaTb METPUKM U OTUYETHI, XapaKTepusyroLlme nonyyeHHyo
MOAenb, OTCNEXUBaATb NIOrM 06ydYeHUsa, NONYyYUTb UTOrOBYHO CEpUanmn30OBaHHYIO MOAesnb, FOTOBYH And
pa3BEépTbiBaHMA Ha pecypcax NcnonHuTensa Nnbo Ana UCnonb3oBaHMUA B COBCTBEHHbIX MPUMOXKEHUSAX.

3aKa3unKy Ona ycrnewHoW peanu3aumm 3agadm obydeHus Monoenen npepocTaBiseTcs BO3MOXHOCTb
3arpy3knM M xXpaHeHusa AaHHbix B O6bekTHoe xpaHunuuwe S3 Data Catalog, a TakXe BO3MOXHOCTb
NOAK/IIOYEHUSA K 3TOMY XpaHUnuLy n3 rpadpuyeckoro nHTepdenca nonb3osartens.

XpaHeHue, UCNoNb3oBaHME W TapuduKauMs XPaHEHMS W UCMONMb30BaHMA [OaHHbIX B OBGbEKTHOM
XpaHunuuwe S3 ocyuecTenaeTcsa B pamkax ycnyru Data Catalog.

MoTpebneHne W ynpaB/ieHME YCNYroM OCyLWecTBNAeTca 3aKa3uyMKoM 4epe3 MoNb30BaTeNbCKUMN
nHTepdenc ycnyrn AutoML.

TexHu4yeckoe onmcaHme peweHnsa AutoML:

Tabn.8. TexHMUYecKoe onucaHune pelueHusa ycnyru AutoML

Ycnyra peanu3yeTtcsa cpenctBaMu Be6 uMHTepdeinca u cpeacts nnathopmsl
Cloud.ru ML Space. [llocpegCTBOM HUX M MPOrpamMMHbIX 6MBNIMOTEK
MporpaMMHas nnathopMa nosib30BaTelb MMEEeT BO3MOXHOCTb 3aAaTh NapaMeTpbl 3afaum obydyeHus,
yKasaTtb  pacnonoxeHue  obyvarowero  pgataceta M 3anycTuUTb
aBTOMaTMYeckoe obyyeHne Mopenu.

O6cyeT 3afa4 aBTOMATUYECKOr0 MaLUMHHOMO 06YyYEeHNs OCYLLECTBASETCA Ha
npenocTaBnsAeMonr 3akasumky B pamKax pecypcoB knactepa Christofari n
AnnapaTHasa nnatdopma Christofari Neo (a Tak)ke Ha NpPoYMX pecypcax, AOCTYNHbIX y MicmonHutens
— M0 YCMOTPEHUIO 3aKa3umnka).

CKOpOCTb 3arpy3ku [aHHbiX Ha nnowaaky McnonHutena orpaHuyeHa
Texunyeckme  0COBEHHOCTM u | NponyckHoM  cnocobHOCTblO  KaHWana foctyna B WHTepHeT  u3
orpaHuueHuns MHGPacTPyKTypbl 3aka3zunka Ao O6naka Cloud.ru, a TakXe CKOPOCTbIO
4YTeHMA aaHHbIX ¢ CXO UcnonHutens.

Ona napameTpoB AutoML ycTaHaBIMBalOTCA crieaylolme obume 3HaYeHums:

Tabn.9. Obwue 3Ha4YeHMs napaMeTpoB ycnyrm AutoML

OnucaHue MuH. 3HaueHune Makc. 3HaueHune
KonuuyecTBO  yTUNAM3MpyeMblX B paMKax 1GPU 16 GPU
BblYncneHusa 3agaum GPU
KonuyecTso  yTUAM3MPYEMbIX B paMKax 1CpU LlocTynHbIM Ha MOMEHT BpeMeHH
BbluMcneHus 3agaun CPU o6vem CPU (He Bonee 48)
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6.1.

6.2.

6.3.
6.4.

6.5.

7.1.

7.2.

7.3.

7.4.
7.5.

6. ONMWUCAHME PIPELINES

Pipelines npepncrasnaeT cobon opkecTpaTtop NamnianHOB, C NMOMOLLbK KOTOPbIX aBTOMaTU3NPYeTCa Xon
06paboTKM OaHHbIX U ML-MogennpoBaHua, NyTeM UCnosib3oBaHua Moaynen nnatdopmbl (Data transfer
service, Environments, Deployments).

Pipelines no3sonsaioT:

. OpraHM3oBaTb NOCNe[oBaTeNbHOE M NapannenbHoe obpalleHne K ycnyraM U MogynsaM nnathopmbl
ML Space (Data transfer service, Environments, Deployments);

o YMNPOCTUTb N YCKOPUTb MPOLLECC CO34aHMa Al-cepBMCOB, T.K. NMepexod OT MPOoTOoTUNa K PEeLleHUto
CcTaHeT bObiCTpee, a TeCTUPOBAHME Nepexona npoLue.

Pa6oTa c Pipelines ocyuiecTBnseTca 3aKa3ymMKoM Yyepes rnosib30BaTeNbCKU nHTepdeinc 1 no API.
TexHn4yeckoe onuncaHue peweHunsa Pipelines:

Tabn. 10. TexHMYeckoe onucaHme pellenmnsa ycnyru Pipelines
Ycnyra peanusyeTtca nNocpeactsoM uHtepdenca mu APl Mocpenctsom
MporpamMmmMHasa nnatpopma LAHHOrO MoAyna peanusyeTcs BO3MOXHOCTb COBMeCTHOM paboTbl Hap,
aBToMaTM3aumen atanoB ML-pa3paboTku.

Pipelines nHTerpmpoBaH ¢ ycnyramum n mogynamm ML Space (Data transfer
service, Environments, Deployments). Pa6oTa C gaHHbIM OCyLWECTBNSETCA
yepe3 O6bekTHOoe xpaHunuuwe S3 1 boicTpoe xpaHunuuie NFS. BoluncrieHune
1 obcyeT 3a4ay OCyLEeCTBNSAETCSA HAa NPefOCTaBASeMOn 3aKa3unky B paMKax
pecypcoB knactepoB Christofari u Christofari Neo (a Takke Ha mpoumx
pecypcax, AOCTYMHbIX y ICMonHMTENs — NO YCMOTPEHUIO 3aKa3umnka).

AnnapaTtHasa nnatpopma

CKOpPOCTb MepeHOoCa [aHHbIX OrpaHM4yeHa MPOMYCKHOM CMOCOBHOCTbIO
KaHana poctyna B MHTepHeT n3 MHppacTpykTypbl 3akasumka go O6naka
Cloud.ru

TexHuyeckume 0cobeHHOoCTH 7
orpaHuyeHus

[na napamMeTpoB ycnyru Pipelines o6WMMM 3HAYEHUAMU ABNAETCA COBOKYMHOCTb OBLLMX 3HaYEeHUI ycnyr
Data Catalog, Environments, Deployments, AutoML.

7. OINMUNCAHUE Al MARKETPLACE

Al Marketplace - MapkeTnnenc apTe@akToB MalWMHHOro obydyeHns (4atacetos, Mogenen, KOHTeMHepos.,
CKpunTOB, NamnnanHoB n ap.) DataHub, a Tak)Xe MapKeTnnenc KoHTelHepoB B dopMaTe roToBbix Al-
cepsucos Al Services.

DataHub - xab npenoby4yeHHbIX Moaenen, 4aTaceToB U KOHTEMHEPOB.
[ocTynHble MoOenu W paTtaceTbl MOXHO MNepeHecT no KHomnke [o6aButb K cebe Ha S3 unm NFS
xpaHunuuwe Data Catalog, KOHTenHepbl — ckayaTb KoMaHgon pull.

Al Services OOCTYMHbI TPEX BUAOB:

. B Buae docker-o6pasa, 13 KOTOPOro MOXHO Pa3BePHYTb AEMJION C HEOBXOAMMbIMM NMapaMeTpamMm U
ONA  OanbHEWWero WCnonb3oBaHMSA Yepe3 3anpocbl no APIl. Takoh o6pa3 HepocTyneH pns
CKaynBaHus;

. B BUAE OeMOo MHcTaHca ¢ Ul MHTepdencom nnu swagger;

. C OTOeNbHOW aBTopM3auuen M AocTynoM no APl K yXe 3agensioeHoOMy cepBucy (npumep -
SaluteSpeech).

3aKa3unK MOXET MoNy4mnTb MHPOPMALMIO O BO3IMOXHOCTU O0paboTKM MnM pa3paboTkm Al-cepBuca vy

OTBETCTBEHHOro nuua NcnonHutens.

B cnyyae, ecnn 3aka3uyMKOM 3akasaHa popabortka unm paspabortka Al-cepeuca, To McnonHuteno

npuHapeXaT UCK/TIUYMTENbHbIE MPaBa Ha BCe Pe3y/ibTaTbl MHTENNEeKTYa/lbHOW AeATe/IbHOCTU, CO3AaHHbIe

MM B npouecce AopaboTKM unu paspaboTku, Uan npuerievyeHHbIM MM CoOUCNoNHUTENEM, ABNAOLLIMecs

pe3ynbTaToOM OKasaHua YCNyr U/uamn BXogalmnMmn B COCTaB pe3ynbTaTa oKasaHua Ycnyr, Bkawdasa nobole

KOMIMOHEHTbl, @ TaKXe TEeXHUYECKYD U TMPOEKTHYK [OOKYMEHTALUMIO, WHYK COMPOBOOMUTENbHYIO

LOKYMEHTAUMI0, eciv OHM B COOTBETCTBUM C 3aKOHOQATENbCTBOM Poccuinckon Pepepaumm OTHOCATCS K

OXpaHaeMbIM pe3ynbTaTaM UHTeNNeKTya/lbHON AeATeNbHOCTU U CpeacTBaM MHANBUAYANN3ALNM.

BbinonHeHne paboT no gopaboTke unm paspaboTke Al-cepBuca ocyuwectsBnaerca McnonHutTenem Ha

OCHOBaHWK COrN1IaCcOBaHHOIO M MoanucaHHoro T3 no dopMe, U3NOXKeHHOW B lMpunoxeHun N2 9.A. K

Lorosopy.

Pa6boTa c Al Marketplace ocyuiecTBniseTcs 3aka3uMKOM Yepes Nnosib30BaTebCKMn MHTepdenc u no API.
TexHnyeckoe onncaHue peweHuna Al Marketplace:

Tab6n. 11. TexHMYyeckoe onucaHue pelwenusa ycnyru Al Marketplace

MporpaMMHas nnathopma Ycnyra peanu3yetcs nocpeActBoM uHTepdenca u APl ocpeacTBoM

OAHHbIX MOAynen peanusyeTcs BO3MOXHOCTb COBMECTHOM paboTbl ¢
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https://docs.sbercloud.ru/aicloud/mlspace/concepts/data-catalog__data-processing__data-migration.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/environments.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/deployments.html

WHCTPYMEHTaMU ANS peleHusa 3apady MawwuHHoro obyyeHusa (maTtaceTos,
Mogaenen, nokep-obpas3oB, Koga, CEpBMCOB U Op.).

Mopenu u patacetol n3 DataHub xpaHaTca B TexHuyeckoM O6bEKTOM
XpaHunuuwe S3, poCTynHbl Ana nepeHoca B O6beKTHOe XxpaHunuwe S3 u
BbicTpoe xpaHunuuwe NFS 3akasumka pna ganbHeEnWero UCnonb3oBaHusa B
ycnyrax Environments, Deployments u AutoML. BblumcneHusa mn obcuet
3334 OCyLecTBASAETCA Ha NPefoCcTaBnsaeMon 3aka3umky B paMkax Ycnyru
AnnapaTHas nnathopMa obnactu knactepa Christofari n Christofari Neo (a Take Ha nmpoumx
pecypcax O6naka Cloud.ru - no yCMOTpPEHUIO 3aKa3umKa).

Docker-o6pa3a KOHTEMHEPOB U Al-CEPBMCOB Pa3MeLLleHbl B TEXHUYECKOM
Docker registry, n3 KOTOpPOro OHM MOTyT ObiTb CKa4aHbl, 3anyLieHbl Kak
nonb30BaTeNbCKUI  Aennoin, p[ocTynHbl 4yepe3  Ul/swagger/APl B
3aBUMCMMOCTU OT BMAaA.

CKOpPOCTb MNepeHoCa [aHHbIX OrpaHMyeHa MPOMYCKHOM CNOCOBHOCTbIO
KaHana poctyna B MHTepHeT u3 MHppacTpykTypbl 3akasumka go O6naka
Cloud.ru.

TexHuyeckme 0CoBeHHOCTHU 7
orpaHuyeHus

7.6. [na napameTtpoBs ycnyru Al Marketplace o6WMMKN 3HaYEHUAMU ABISETCA COBOKYMHOCTb 0OLWMX 3HAYEHUN
ycnyr Data Catalog, Environments, Deployments, AutoML.

8. PACMNPEOENEHWUE PONIEN, OBA3AHHOCTEM M OTBETCTBEHHOCTU UCNOJNTHUTENSA U 3AKA3UUKA B
OBJIACTHU Ub B OTHOLWEHWW YCNTYTW CLOUD.RU ML SPACE. 3AUIUTA MLS

8.1. PacnpeneneHune ponemn, 0693aHHOCTEN M OTBETCTBEHHOCTM B 06n1acTu Vb B OTHOWEHUK YCYyrn onmMcaHo
B Tabnuue 12.
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Tabn. 12. PacnpepeneHue ponen, 0693aHHOCTEN U OTBETCTBEHHOCTM B o6nactu Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepoctasneH

HaumeHoBaHue NpuMeHuMble K YPDOBHIO npepocraBneHue/ AO0CTYyn K cpeacrBam
TEXHOJIOrMYEeCKoro npowueccoi/ OnucaHume npouecca/cepsucalycnyru aAMUHUCTPUPOBaHUE npepocraBneHus
(apXUTEKTYPHOr0) YPOBHSA ycnyru/cepBucb Ub ycnyru/cepBuca/ ycnyru/cepBuca/
npoLeccoB npouecca
XXypHanupoBaHue XXypHanupoBaHue cobblTUN, CBA3aHHbLIX C AeTansaMu xopaa obydeHus
yp P o yp vp . A A Y 3aKa3yuk 3aKa3umk
cobbITUI mopenen Al cpenctBaMn caMon MoZenu.
. Pe3epBMpoOBaHME C MCMNO/Ib30BAaHMEM COOTBETCTBYHOWMX 0BNAYHbIX
MpuknanHon yposekb u cepsEcos UAn  Ha pecypcax WMHbpacTpykT pi. I-L"3al<a3wu<a C
ypOBeHb 06yYaeMblx YnpaBneHue y yKTy
. MCMNONb30BaHMEM CPEACTB PEe3epBHOrO KOMMPOBAHUA 3akKa3uuka ero
mopenen Al pe3epBMpOBaHNEM o 3aKa3uumk 3aKasuumk
UHOOPMALIN OAaHHbIX, WUCNONb3yeMbiX ANnA 06yyeHUss Mopenemn, a Takxke CaMux
Moaenen, nepep MX 3arpyskon Ha o6bekTHoe xpaHunuwe S3 u3
coctaBa MHdpacTpykTypbl O6naka Cloud.ru
)XypHanupoBaHue XypHanupoBaHue W MOHUTOPUHI (C wucnonb3oBaHueMm KY MLS)
- o o McnonHutenns 3aKa3umk
Cco6bITUM OCHOBHbIX COBbITUI, CBSA3@HHBIX C X0A0M 06y4yeHus mopenen Al Ha MLS.
. McnonHutenb
ApMUHUCTPUPOBaHUe «OpraHmn3aumen» 3aka3umka C MCNONb30BaHUEM
(OTBETCTBEHHOCTb 3a
JinyHoro kabuHeta McnonHuTens.
AOMUHUCTPUPOBaHWE npepocTaBneHme cepsmca)
o 3aka3 ycnyru, co3paHuef/ypaneHue Jupyter Notebook-oB B pamkax
«OpraHusaymen» u 3aKa3umk
«OpraHusaunmy.
ynpasfieHue [oCcTynom 3aKa3uuk
MpepocTaBneHme COTpPyaHMKaM 3aka3umka JOCTyna TONbkO K Jupyter
(OTBETCTBEHHOCTb 3a
Notebook-am ero «OpraHusaummn.
aQMUHUCTPUPOBAHKE)
McnonHutenos
YpoBeHb «OpraHu3aumum» (oTBETCTBEHHOCTD 3a
3aka3suuka, ero Jupyter Co3paHue/yganeHme C  WUCNonb3oBaHWeM  JIMyHoro  kabuHeTa npepocTaBneHue cepauca)
Notebook-0B u YnpaBneHue NcnonHutens y4yé€THbIX 3anucen nonb3oBatenen «OpraHusaummny
KOHTENHEPOB. AYTEHTUDOUKALUNOHHOM (TEeHaHTa) M MPUCBOEHME UM MpPUBUIErnin pocTyna (B TOM 4ucie no 3aKasumk 3aKa3umk
nHpopMaumnen [OCTyny K ycnyre c ucnonb3oBaHunem KY ML Space u Jupyter (OTBETCTBEHHOCTDb 3@
Notebook-am, co3pgaHHbIMK B paMKax «OpraHusaumm»). ynpaBreHue
AyTEHTUDUKALMOHHOMN
MHpopMaumen)
O6paboTka [aHHbIX 3aKa3uuMka TONbKO B paMKax ero Jupyter
Notebook-0B 1 KOHTENHEPOB.
3awmTa gaHHbIX . McnonHutenb McnonHuTenb
YpaneHue OaHHbIX 3aka3umka, o6pabaTbiBaBLIMXCA B KOHTEWHEpPaX B
xone obyyeHus ero Mogenen.
MoHuTtopmHr O6naka Cloud.ru ob6ecneyeHne eé [OCTYNHOCTH,
. NPOU3BOAUTENBHOCTH, Hanuuua Heob6xoaMMOro KO/NInyecTBa
MHbpaCcTpyKTypHbIN M N
YPOBEHb MOHUTOPUHT 1 nopaepxka | obopynoBaHusa, obecneyeHne Heobxogumon pna  eé paboTbl Mcnonuntenb Mcnonuntenb

NPONYCKHOM CMOCOBHOCTM CEeTWU, BbLIYUCIIUTENbHBIX MOLLHOCTEN W
eMKOCTWN CUCTEM XpaHeHUsa AaHHbIX (CXO) MHbpacTpyKTypbl.
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Tabn. 12. PacnpepeneHue ponen, 0693aHHOCTEN U OTBETCTBEHHOCTM B o6nactu Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepoctasneH

HaumeHoBaHue NpuMeHuMble K YPDOBHIO npepocraBneHue/ AO0CTYyn K cpeacrBam
TEXHOJIOrMYEeCKoro npowueccoi/ OnucaHume npouecca/cepsucalycnyru aAMUHUCTPUPOBaHUE npepocraBneHus
(apXUTEKTYPHOr0) YPOBHSA ycnyru/cepBucb Ub ycnyru/cepBuca/ ycnyru/cepBuca/
npoLeccoB npouecca
XypHanupoBaHue XypHanupoBaHue cobbITUA B KOMMOHEHTaX W CpeAacTBax 3awmThbl
yp P o yp P PeA H McnonHuTenb McnonHuTenb
cobbITUI mHpopmaumm Obnaka Cloud.ru
YnpaBneHue [OCTYNOM K CEerMeHTy ynpaBneHusa WHbpacTpyKTypomn
YnpaBneHune gocTynom P pocty y ymp bpacTpykTyp McnonHutenns Mcnonuntenns
McnonHuTens, 1 KOMMNOHEHTaM.
Vnpaenexue YnpaBneHve  y4yéTHbiMM  3anucamMm  AD  NpuUBUIErMpPOBaHHbIX
. nonb3oBartenen (aAMUHUCTPATOPOB) VICMNONHUTENSA, UMEIOLWMX AOCTYN K
AYyTEHTUDUKALMOHHOMN o Wcnonuutenob Mcnonuntenb
uHbOpMaLmed cerMeHTy ynpasneHus MHOpPacTpyKTypour, 1 Ux BTOPbIMU GakTopamu
ayTeHTUdMKaunmn (ayteHTMduKaTopamm).
ynpasneHue KOHTPONb M aHaNn3 3aWMILEHHOCTN CNYXKeBHbIX BM MGMT-cermMeHTa,
knactepa Kubernetes w©  xocToBbiX MawuH WHGOPACTPYKTypbl Mcnonuntenb Mcnonuutenb
YA3BUMOCTSIMU
VicnonHutens.
C6op c ucnonb3oBaHMeM cpeactB SIEM C KOMMNOHEHTOB 06/1auyHOM
nnatpopmbl, kKnactepa Kubernetes u cpencts 3awutbl MHGOPMaLMm
YnpaBneHue nHumpaeHtammn | O6naka Cloud.ru cobbiTmin 6€30nacHOCTH.
o McnonHutenb McnonHutenb
nb AHann3 cobpaHHbIX COBbITUIA BGE30MacCHOCTU, a TaKXe MOHUTOPUHT U
pearmpoBaHMe Ha WHUMAEHTbl 6e30MacHOCTU C  MpPUBIEYEHUEM
BHewHero SOC.
YnpaBneHue KoHTponb #n ynpaBneHue npoueccaMum W3MEHeHUs KoHdurypaumm
p . P ynp pou burypauy McnonHuTenb McnonHuTenb
KoHuUrypaumnemn MHdpacTpykTypbl McnonHuTtens.
3awmTta nepumetpoB UOL WHdpacTpykTypbl WcnonHutena ¢
MCMNONb30BaHMEM K/1aCTEPOB BbICOKOMPOU3BOANTETbHbIX MEXCEeTEBbIX
3KPaHoOB HOBOro nokoneHusa (NGFW), obecneuymBalolLMX MexceTeBoe
YnpaBneHue 3KPAHUPOBAHME UM 3aLWMTY OT KOMMbKOTEPHbIX aTakK MHGOPACTPYKTYypbl.
6e30nacHOCTbIO ANa 3awmTa ceTeBon WMHGPACTPYKTypbl Mcnonuutensa (Bxopa B O6nako
A ™ bpactpykTyp (Bxon o McnonHuTenb McnonHuTenb
BUPTYaNbHbIX U Cloud.ru) ot DD0oS-aTtak, HanpaB/eHHbIX Ha NepPenoJIHEHNE KaHaNbHOM
dusmueckux cetemn €MKOCTMU.
BHyTpeHHee  CerMeHTMpoBaHWE  CeTeBbIX MHbpacTpykTyp C
ucnonb3oBaHueMm NGFW u BbigeneHneMm B pamkax LLOL Ha ceTeBOM
ypoBHe DMZ, PROD- 1 MGMT-cerMeHToB MHMPACTPYKTYPbI.
. O6ecneyeHune nogknyeHusa KnneHToB K KY ML Space u O6beKTHOMY
YnpaBneHue 3awmTon
XpaHunumwy S3 u3 coctaBa Cloud.ru ML Space no 3awWMuWeHHOMY Mcnonuntenb Mcnonuutenb
nepepaBaeMbIX [aHHbIX
npoTokony HTTPS Ha 6a3e npoTokona TLS He Huxe v1.2.
YCTaQHOBKA, HACTPOMKA WM agMWHUCTPUPOBAHME CPeAcTB 3aluThl
mHpopMauum B coctaBe MHDpacTpyKTypbl MicnonHuTens, B TOM Yyncne:
YCTaHOBKaA 1 1. CpefcTB aHTUBMPYCHOM 3aLmTbI;
aAMUHUCTPUPOBaHKE 2. CpeAcTB KOHTPONS AeUCTBMA NPUBUIErMPOBAHHbLIX NOMb30BaTenemn Mcnonuutenb Mcnonuutenob

CpencTs 3aWwnTbl

(apMuHUCTpaTopoB McnonHuTens) knacca PIM&PAM;
3.SIEM;
4. CpefcTB KOHTPO/A U aHann3a 3almLEeHHOCTH;
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Tabn. 12. PacnpepeneHue ponen, 0693aHHOCTEN U OTBETCTBEHHOCTM B o6nactu Ub

OTBEeTCTBEHHOCTb 3a

KoMy npepoctasneH

HauMeHoBaHue NpuMeHuMble K YPDOBHIO npepocrasneHme/ AO0CTYyn K cpeacrBam
TEXHOJIOrNMYecKoro npoueccsi/ OnucaHume npouecca/cepsucalycnyru aAMUHUCTPUpPOBaHue npepocraBieHus
(apXUTEKTYPHOr0) YPOBHSA ycnyru/cepBucb Ub ycnyru/cepBuca/ ycnyru/cepBuca/
npoLeccoB npouecca
5. WEB Application Firewall (WAF), ucnonb3yemoro pnsa 3awuTbl
nyé6nukyemon KY ML Space;
6. NGFW.
YnpasneHue Pe3epBHOE KONUPOBaHWE U BOCCTAHOB/EHWE M3 06Pa30B CNYXEBHbIX
pe3epBMpoOBaHnEM BUPTYaNbHbIX MallnH MHbpacTpyKTypbI McnonHutensa C McnonHuTenb McnonHuTenb
MHdopMaLmmn mncnonb3oBaHmem CPK Backup&Replication.
CooTBeTCTBME MHbpacTpyKTypbI McnonHutens TpeboBaHNAM
3awwta MM 6e30nacHOCTM MHGOPMaUMK, NPeabsaABNAEMbIM K MHPOPMALMOHHBLIM T p—— VICnonuuTens
cMcTeMaM NepcoHanbHbIX AaHHbIX NPU obecrneyeHUn BTOPOro YPOBHSA
3aWMULEHHOCTM NEPCOHAsbHbIX AaHHbIX.
KoHTponb pgoctyna B LUOOA wn noMeweHusa WHOPaCcTPyKTypbl
KoHTpONb gocrtyna McnonHutena (oxpaHaemasa Tepputopusa LLOL, NponyCcKHOM pexum, McnonHuTenb McnonHuTenb
CUCTEMbl KOHTPOJIA M YNPaBieHMsa AOCTYNOM, 3anupaHne CToek).
§ BupeoHabnioneHue Hanuune BHewHen (No nepumeTpy LLOM) 1 BHYTPEHHEN (B MaLLUMHHbIX T p—— VICnonuuTens
DU3nyeckn ypoBeHb 3anax LU0OJ) cucteM BugeoHabnwopeHus
lMpepocTaBneHue aNeKTPoNuUTaHms, AoCTyna K cetn MIHTepHeT, MecTa B
PasmelleHune ctomkax UOL non o6opypoBaHue (compute, network n storage), a VICnONHUTENb ICnONHUTENb
o6opynoBaHus TAK)K€ MOHTaX W KoMMyTaumss obopynoBaHusa WHOpacTpyKTypbl

McnonHutensa B ctokax LIOM.
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8.2. B uenax obecneyeHua kubepbesonacHocTn MH@pacTpykTypbl Cloud.ru ML Space peann3oBbiBatoTCA
cnepytoume Mepbl U MEXAHW3MbI 3aWUTbI:

Tabn.13. O6ecneyeHune 3awmtol MHGpacTpykTypbl Cloud.ru ML Space
YPOBHM 3aWmTbl | Meponpuarusa
3awmTa nHdpacTpykTypbl O6naka Cloud.ru v cpeacTB ee ynpaBieHuUs

O6ecneumnBaeTcs:

- pa3MeleHne Bcero obopypoBaHua WH@pacTpykTypbl B LIOL, COOTBETCTBYHOLLMX
dusmyeckum Tpe6oBaHMAM HaAEXHOCTU No KaTteropuu Tier 3;

- KOHTPO/b M ynpaBreHue JoCTynoM K 060pyaoBaHuio;

- Hanuuue CMCcTeMbl BuaoeoHabnoaeHnsa Ha ob6bekTax nHpopmatmsaumm LIOM.

Ob6ecneumBaeTtca 3awmTa nepumeTtpoB LIOLO M MX CErMEHTMPOBAHME C UCMO/Ib30BaHUEM
CeTteBoM MEXCeTeBbIX 3KPaHOB HOBOro nokoneHuns (NGFW), ocywecTBasowmMx B TOM 4ucCne
BbISIBIEHWE U NPefoTBPaLLEHNE KOMMbIOTEPHbIX aTak.

Ob6ecneumnBaeTcs:

- aHTUBMPYCHas 3awmTa MHOpPACcTPyKTypbl C MCMOMb30BaHMEM aHTUBUPYCHbIX CPeacTB
nnsa obnayvHbIX cpen;

- ynpaBfeHue [ocTynom K MHPpacTpykType C MCNoNb30BaHWEM CPeACTB ABYXPaKTOPHOMN
ayTeHTUDMKALMM NOAKIIOYAOLWMXCA K HEW aiMUHUCTPATOPOB;

- KOHTPO/Nb [OEWCTBMA MNPUBUIETMPOBAHHbIX MOMb30BaTeNlen C WCMNOJ/Ib30BaHUEM
crneuvann3npoBaHHbIX CPeaCTB;

- PEerynsapHbIi KOHTPOJb M aHanM3 3alMWeHHOCTM NHDPaACTPYKTYPbl C UCNOSIb30BaHUEM
CrneuMann3npoBaHHbIX CPeACTB - MO BbIABIEHUIO YA3BUMOCTEN B MCMosb3yemMomM MO un
€ro HeKOPPEKTHON KOHGWrypauuu, BAUAIOLWLEN Ha YpPOBEHb 3aliMuieHHocTn MO, ¢
YCTPaHEHWEM BbISIB/IEHHbIX YA3BUMOCTEN U/UNU HELOCTATKOB;

- c6bop 1 aHanu3 co6bITUin MHHOPMALIMOHHON 6Ee30MacHOCTU.

MHGDPaCTPYKTYPHbIN

OCylLecTBNAITCA  NEepuoAnYecKne TeCcTMpPOBaHMA Ha MNPOHUKHOBEHME U ayauT
MHdopMaumnoHHon 6esonacHocTn MHbpacTpykTypbl Cloud.ru ML Space c npuBneYyeHuem
CTOPOHHMX OpPraHu3aunin. BblBNEHHbIE B XO4E COOTBETCTBYIOLLEro TECTUPOBAHUA W/UNKU
ayauTa He[oCTaTKU YCTPAHATCA Mo GaKTy UX BbiIBNEHUS.

LONONMHUTENbHbIN

3awumTa KY ML Space

3awmTa C MCMNOAb30BaHMEM CMNeuMannu3npoBaHHOrO MEXCeTeBOro 3KpaHa YpPOBHA

Mpunoxenus npunoxenun (Web Application Firewall)

OCyWecTBNATCA pPerynspHble CKaHMPOBAHWA KOHCOMM HA HanuumMe  aKTyaNbHbIX
YyA3BMMOCTEN U €ro nepuopguyeckmne TeCTMPOBAHUA Ha MPOHUKHOBEHME C MPUBIEYEHUEM
CTOPOHHUX OpraHusauuit. BbiiBNEeHHblE YA3BMMOCTU U/MIWU HEAOCTAaTKM YCTPAHATCA Mo
haKTy ux BbiABNEHUS.

LOOnONHUTENDBHbIN

O4YmnCTKA NONIb30BATENIbCKUX AAHHbIX

Mepen BbigeneHMeM u npegoctaBneHnemM goctyna K Cloud.ru ML Space n Mectam namaTm
011 BDEMEHHOIO XpaHeHMa U 06paboTKM OaHHbIX MOA OYepeaHyto 3apady (Npou3BeneHus
BblUMC/IEHUN, 0OyvyeHMs Mogenu W T.M.) OCYLIeCTB/ASAETCa NOoJiHAaA  O4YUCTKa
NoNb30BaTENIbCKUX [OAHHbIX, pPaHee XPaHWMbIX B YKasaHHbIX 06/1acTax namMatM B xone
MLS BbINO/THEHUA NpeablayLWnX 3aaau.

Monb3oBaTtensam Cloud.ru ML Space npepoctaBnsieTca JOCTyn TONbKO K BblA€NEHHbIM A8
HMX 061acTaM NaMaTU KOHTelHepa U 06beKTHOro xpaHunuuwa (S3). MNMpu 3ToM Ha BpeMms
nonb3oBaHUA YCAyrom p[oCTyn K YKa3aHHbIM 0651acTaAM naMaTu pgpyrux Ccy6bekToB
3anpeLueH.

9. TAPNOUKALIUA YCNIYTU

9.1. Bo3MoxHble BuAabl Tapudunkaumm Deployments:
9.1.1. OunHaMuyeckasa Tapudukauyma (Pay as you go).
9.1.2. CtomMocTb Ycnyru GpopMmupyeTca B 3aBMCMMOCTM OT KonmyectBa GPU/CPU, Ha KOTOPbIX MPOMCXOAMNO

BblYMC/IEHME 3anpocoB K APl MUKPOCEPBMCOB C MOAENAMM, a TakXe CaMoro BPEeMEHW, B TeyeHue
KOTOPOro BbIYMCMANUCH 3ampocbl K APl MMKPOCEPBMCOB C MOAENSAMU UCKYCCTBEHHOro WHTeNeKTa u
o6beMa 3ape3epBMPOBAHHOrO 3aKa3zunkoM O6bEeKTHOro XpaHunuila S3.

9.1.3. MOMEHT Hayana CnMcaHusa [LOeHEeXHbIX Cpencrts — C MOMEeHTa Hayana BbluMCNeHus 3anpoca K API
MWUKPOYCNYru (N9 Ka)kaoro 3anpoca) Uian e co CTapTa BblYMCTUTENbHOro noaa.
9.1.4. MOMEHT OKOHYaHUA CNMUCAHNA OEHEXHbIX CPeacTB — C MOMeHTa OKOHYaHMA BblYMCNEHUa 3anpoca (ana

Ka)[0ro 3anpoca) Uan e C MOMEHTa 3aBepLleHns paboTbl BbIYMCIMTENbHOMO NOAaA.

9.2. Bo3MOXHble Buabl Tapudukauum Environments:
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9.2.1.
9.2.2.

9.2.3.

9.3.
9.3.1.
9.3.2.

9.3.3.

9.4.

9.4.1.
9.4.2.
9.4.3.

9.5.

10.1.
10.1.1.
10.1.2.

10.2.
10.2.1.
10.2.2.

10.3.
10.3.1.
10.3.2.

10.4.

11.1.

11.2.

11.3.

11.4.
11.5.
11.5.1.

11.5.2.
11.5.3.

OuHamumyeckas Tapudukaumsa (Pay as you go).

CtouMocTb Ycnyrn dopMmnpyeTcsa B 3aBUCMMOCTM OT KONTMYecTBa M KoHdurypaumnin GPU/CPU, Ha KOTOpPbIX
NPOUCXOAMNNO BbIYMCNIEHME 334341, BPEMEHMU, B TEYEHME KOTOPOro BblYMCASAIACh 3a4ava.

MOMEHT Hayana CnMcaHuUsa OEeHEeXHblX CpeacTB — C MOMEHTa 3anycka obyyeHua Mogenu/c MoMeHTa
annokaunun GPU/CPU nop BbibpaHHOE OKpY)XeHWe (onpeaensetcsa 3aka3uymMKoM Yepes Nonb30BaTeIbCKuni
MHTepdenc Environments).

Bo3MoXHble Buabl Tapndukaumm Data Catalog:

LOuHamumyeckas Tapudukaumsa (Pay as you go).

CtoumMocTb Ycnyrn GpopmMmpyeTcs B 3aBUMCMMOCTM OT 06beMa MCNonb3yeMoro 3aka3zuymkoM OBBbEKTHOro
XpaHunuuwa S3 u bbicTporo xpaHunuuia NFS (konmyectsa GB/Mec).

MOMEeHT Hayana CnucaHWsa OEeHeXHblX CPeacTB — C MCnonb3oBaHua 6onee yem 1 GB (onpepenseTca
3aKa34yMKOoM Yyepes nosib3oBaTenbckuit nHTepdenc Data Catalog).

Bo3MO)kHble BMAabl Tapudukaumm AutoML:

OuHamuyeckaa Tapudukaumsa (Pay as you go).

CtoumocTb Ycnyrn GopmupyeTcs B 3aBMCMMOCTM OT KojmM4yecTBa M KOHdurypauum GPU unm CPU Ha
KOTOpPbIX NPONCXoamio obyyeHne Moaenu, BpeMeHu, B Te4eHne KoToporo oby4yanacb Mogernb.

MOMEHT Hayana CNMcaHua OeHeXHblX CPeACcTB — C MOMEHTa 3anycka obyyeHnsa Mogenu.

Tapudukaumsa Pipelines n Al Marketplace ocywecTtenserca 4yepe3 tapudukaumto ycnyr Deployments,
Environments, Data Catalog, AutoML.

10. UHbIE YCNOBWUA, MPUMEHUMBIE K YCINIYTE

BoO3MOXKHble BUObI NOAK/TKOYEHUS [ UBMEHEHUS [ OTKIIOUYEeHUsa YCnyr:
MocpencTsoM NoanmcaHmsa 3akasa;
MocpencTBOM coBeplleHUs OencTBMin B JINYHOM KabuHeTe.

BO3MOXXHbI NOPAAOK Pacy€ToB no Ycnyre:

MpenBapuTenbHaa onnarta (B cayyae NpucoeguMHeEHUs K ycioBmaM [loroBopa nyTeM akLenTa B nopagke
n.1.5 Jorosopa);

MocTtonnata (B nopagke pa3gena 11 MpunoxeHusa N2 1.MLS.1.).

BO3MOXHble cnocobbl onnaTtbl / NOPSAOK NONONHeHUs banaHca:
OnnaTa B 6€3HaNIMYHOM NOPSALAKE HA OCHOBAHMM BbICTaBNEHHOro CNOMHUTENEM CYETa;
Onnata NocpencTBOM 3/1IeKTPOHHbIX CPeACTB niarexa.

VicnonHutenb 06ﬂ3yech He BKJlOYaTb B COCTaB Pe3ynbraTos pa60T nporpaMmmMmHoe obecneyeHue,
MCNONb3yeMOE Ha OCHOBAHWM OTKPbLITOM JNIULLEH3MKU, YCNOBUSS KOTOPOM Tpe6y}0T OT nonb3oBaTtend
pPacKpbiTUS MCXOOQHOro Kopa MoauduumpoBaHHoro MO, nubo orpaHMYMBAKOT MPaBO MNONb3oBaTena
3anpeLaTb TPETbMM NMLAM UCMONb30BaHMe MoanduumposaHHoro Mo.

11. YCNNOBUA MOCTOIIATDI MO YCNYTE «CLOUD.RU ML SPACE»

Onnata Ycnyrm «Cloud.ru ML Space» npon3BoanTCSa 3aKa3uynMKOM Ha YC/TOBUAX MOCTOMNNATbl B POCCUMCKUX
pybnax exemecayHo B TeyeHue 5 (naTn) pabouymx gHen mnocse OKOH4YaHua OTYETHOro nepuopa Ha
OCHOBaHWK cYeToB McnonHutensa v nognucaHHoro CtopoHamu Y.

B pamkax oka3saHua Ycnyru CTOpPOHbl onpenenunmn 3aKasuyuKy OeHeXHbld nuMut? (ganee — JIuMuT) B
pa3Mepe 500 000 (naTtbcoT Tbicay) pybnen, B ToM uducne HOC, onpemensemMblt Kak MaKCMMalbHO
OOonycTMMas cymMa obluen 3aQ0/MKeHHOCTM 3aka3umka 3a onnaty Ycnyrn B8 OTYETHOM nepuone.

JIUMUT BrnepBble ycTaHaBnMBaeTca McnonHUTeneMm nocne noanucaHua [orosopa U otobpakaeTca ans
3aka34ymka B JINYHOM KabuHeTe.

M3MeHeHuns JTuMUTa OCYLLeCTBNAKTCS NyTeM noanmcaHmsa JOnoNHUTENbHOro cornaweHuns K Jorosopy.

3aKa3uyMK MOXeT cCfeguTb 3a MPOrpeccoM ucyepnaHusa JIMMUTa U aHanM3MPOBaTb pPacxon CPeacTs
cnepywuwmmm cnocobamu:

CBepaTb 06bEM NoTpebneHusa no nporpecc-6apy B wanke nHTepdenca KY MLS n B pasgene «Mpodunby;
MonyyaTb yBeOooMneHmsa ob ncyepnaHum banaHca (nporpecc no /iumMuty) cebiwe 80%*;

3aKasbiBaTb [OeTanmM3auuilo Mo COOTBETCTBYKLWEN KHonke B «[podune» Cloud.ru ML Space u
aHanM3MpoBaTb €ee;

3 Mop JIMMUTOM Noppa3yMeBaeTcs MOporoBoe 3HayeHue banaHca, ycTaHaBIMBAEMOE Ha OPraHmn3aumio B pamMKax pPoaeBoi MOAENN BHYTPU JINYHOTO
KabuHeTa. JIMMUT OpraHM3aLMmM pacnpoCcTpaHsaeTca No Mepapxmu (CyMMa IMMUTOB, YCTAHOB/IEHHbIX A5 MPOEKTOB, HE MOXET MpeBbilwaTth JInMuT
opraHvsauum n T.4.).

4 YBepoMneHusa oTobparkatoTca B BepXHen YacTu («wanke») nHtepdenca KY ML Space.
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11.5.4.

11.6.

11.7.

11.7.1.

11.7.2.

11.8.

11.9.

11.9.1.
11.9.2.
11.9.3.

OdopmMUTb OTNPaBKY yBegoMIeHU 06 ncyepnaHum banaHca (nporpecc no JiumMuty) cebiwe 80% Ha email
yepes 3asaBKy Ha support@cloud.ru.

Mpu pocTuXKeHun JlumuTa BCe 3anyweHHble B Cloud.ru ML Space Jupyter Server, 3agayun oby4yeHus,
Oennon wu Ap., KOTopble TapuduuMpyroTcs W noTpebnawT nporpecc JlMMuTa, aBTOMATUYeECKM
OCTaHaBnMBaKTCA. [laHHbIe, 3arpy)XeHHble Ha S3 1 NFS xpaHunuwa, npoaonkaT TapubmumpoBaTbCcsa 0o
CaMOCTOATENbHOrO MUX yoaneHns 3aKa3ymKoM.

Ecnun TeMnbl ncyepnaHua JinMuta B OTYETHOM Nepuope CBUAETENbCTBYIOT O ero CKOPOM AOCTUMXKEHUU, a
TaKXXe MMeeTca HeobXOAMMOCTb yBenmyeHus JiInMnta, 3akasumk ob6a3yeTca NpenocTaBUTb rapaHTUMHOE
NUCbMO:

YCTaHaBNMBaoLee HOBbIM JIMMUT U NMOATBEPXAaAtoWee ero HaMepeHne onnaTuTb NoTpebneHHble cBepx
rnepBoHayanbHoOro Jimmurta ycnyru;

Onpepenstouiee 4encTBmns MICNOMHUTENA MO OKOHYaHUIO Tekywero OTY4eTHOro nepmoga no fOCTYMHOCTU
Ycnyru B cnepyowem OT4yeTHOM nepuope (0CTaBUTb AOCTYN K Ycayre / NPUOCTaHOBUTbL OKasaHue Ycnyru
/ OTKIOYNTL YCNyry).

Mpn Hannuum 3aJ0/HKEHHOCTU Mo onnarte Ycayr no Jorosopy McnonHuTenb MMeeT npaBO OTKa3aTb
3aKa3unKy KakK B ganbHenweM notpebneHun Ycnyr, Tak U B NpegocTaBneHun JiumMmta no Oorosopy B
oynywem OTYeTHOM MNepurofe.

B cnyyae HEWCNOMHEHMA WM HapyweHus 3aKa3uMKoM 006a3aTenbCTB, YCTAaHOBMEHHbIX [OroBopoM,
McnonHuTenb Bripase:

MpUOCTaHOBUTb OKa3aHue Ycnyre;

OTKa3aTb B BO3MOXHOCTU AanbHenwero notpebnenms Ycnyru B Nopsake nocTonnathbl;

MoTtpeboBaTb ynnaTbl WTpadHOM HeycTonkn B pasmepe 0,5 % (HONb LenblX NATb AeCATbIX NPOLEHTA) B
OEeHb OT CyMMbl 3af,0J/XKEHHOCTM 3aKa3ymMKa Ha MOMEHT NPUOCTaHOBNEHMS oencTema orosopa / Ycnyr.

5 YBEAOM/IEHME O MPUOCTAHOBKe [JOroBopa AO/MKHO 6biTh HAMPaBneHo 3a 3 (Tpu) pabounx AHA LO MOMEHTA OCYLLECTB/IEHUS TaKOW MPUOCTAHOBKM.
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