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ANPUNOXEHUE Nel.EVO.1.
K [lorosopy

OMUCAHUE N YCNTOBUA NMPEAOCTAB/IEHUNA YCITYTU
«EVOLUTION COMPUTE»

1. OBLWAA UHPOPMALIMA U ONNCAHUE YCNIYTU

Evolution Compute (ganee — Ycnyra) — aTo ycayra no npegocrasieHuto 6a3oBbix IT-pecypcoB Ha OCHOBE COBOKYMHOCTH
byHKUMOHMpYIOLWero noa ynpasneHnem UcnonHUTeNs cepBepHOro 1 ceTeBoro 060py0BaHuUaA, CUCTEM XPAaHEHUA AaHHbIX U
CrneLuann3nMpoBaHHOro NporpammHoro obecneveHus. [JaHHasa Ycayra no3sosiseT 3aKka3umKy pasBopayvBaTh U pasmellatb
cBoto IT-MHGPACTPYKTYPY U CBA3AHHbIE C HEl BUPTYaNbHble pecypcbl (BUPTyasibHble MalUMHbI, CUCTEMbI XPAHEHUSA, CEpPBEPSI
W ceTeBble YCTPOMCTBA).

Ycnyra peanvsoBaHa Ha o060pyAoBaHMM, NpUHAZ/ENalem MCnonHUTeno, U cpeactBamu CUCTEMbI BUPTyaausaumu
cobcTBEHHOW Pa3paboTKM (B T. Y. HA 6a3e KOMMNOHEHTOB C OTKPbITbIM UCXOAHbIM KOAOM).

B pamkax Ycayru WcnonHwuTens npenocTtaBnseT 3aKkas3uMKy BO3MOXHOCTb CO3ZaTb COBCTBEHHYIO BUPTYanbHYHO
MHOPACTPYKTYpy Ha 6ase cornacoBaHHbIX Mexay MWcnonHutenem U 3akasunMkom Habopa BMPTYanU3MpPOBaHHbIX
BbIYMCIUTE/bHBIX MOLLHOCTEW A8 CO34aHUA BUPTYanbHbIX MalurH (BM): BUpTyanbHbIx npoueccopos (VCPU); BUpTyanbHOWM
namatn (VRAM); rpadumyeckux npoueccopos (GPU)L; anckosbix npoctpaHcts (vDisk); ceTesble agantepbl U UHTepdeichl, a
TaKKe cpeacTsa ynpasneHus BM. 3aKka3uumK ocyLlecTBAseT ynpasaeHne BUPTyanbHbIMK pecypcamm B npeaenax BblaeeHHbIX
BUPTYa/IM3MPOBAHHbIN PECYPCOB U MOLLLHOCTEM, a TaKKe chOPMUPOBAHHOM UM KOHOUIypaLMn.

®PYHKUMOHANbHbIE BO3MOXHOCTH:

® noafepKKa HECKONbKMX TUNOB BMPTYasibHbIX MalWH: BM obLiero HasHayeHWsa, ONTUMU3MPOBAHHbIE MOA, BbIYUCAEHUA
BM, onTMMM3NpPOBaHHbIE NO onepaTMBHON namatn BM, yHuBepcanbHble BM ¢ rapaHTMpoBaHHoM goneit vCPU, BM ¢
noaaepkon GPU?L;

co3aHue 1 ynpasieHne gnUckamu;

co3gaHue BM yepes 06pas;

M3MeHeHMe xapakTepucTuk BM B pamKkax ogHoro Tvna 6e3 eé nepeco3gaHus;

noafepKKa HECKONbKUX CeTeBbIX MHTEPdENCOoB;

BblAENEHNE U NPUBA3Ka NoaceTewn;

apeHAa v HasHaveHue nyb6anyHbix IP-agpecos;

BMPTYanbHbIl SNAT-WA03, rpynna 6e3onacHocTy;

XpaHeHWe 1 Ncnosib3oBaHne NyBANYHBIX KAtoYel AnA aBTOPU30BAHHOIO A0CTYNa;

TermpoBaHue, BbICTPbIV MOUCK U FPYNNUPOBKa;

BO3MOXHOCTb MHTErpaLmn n ynpasneHma yepes API.

B cocrtaB Ycnyru BxoaaT:

BbluncanTensHble pecypcbl:

®  WHCTpyMeHTapui ana cosganua BM B Buae Habopa npoueccopos, onepaTtmsBHOM namaATH, rpaduuecknx npoteccopos ' 1
BO3MOXHOCTW BbI6OPA YPOBHA Nepenonuck1 NpoLeccopa;

®  BUPTYyasIbHble AUCKM KaK CPeACTBO XPaHEHUA AAHHbIX;

e nybaAnYHbIE KOYM ANA aBTOPU3MPOBAHHOIO NOAKAYEHUA K BM;

e 6a3a 06pa3oB c NpesyCcTaHOBNEHHbIMU FOCTEBbIMU ONEPALMOHHBIMU CUCTEMAMU, NPefocTaBaAeMbIX McnonHuTenem.

CeTeBble PYHKLMN U KOMMOHEHTbI:

® noaceTu;

ceTeBble NHTEpPOENCDI;

ny6aunyHble IP-agpeca c BO3MOXKHOCTbIO MPUBA3KM K BUPTYabHbIM ceTeBbIM UHTepdelicam;

BUPTYasbHbI SNAT-LLNI03 KaK CPeACTBO MOAKNOUEHUSA K CETU UHTEPHET U/UAUN BHELLHUM CETAM;

rpynnbl 6e30MacHOCTM Kak CpeacTBO ynpasaeHua Tpadukom.

OCHOBHble KOMNOHEHTbI Ycnyru:

laaS koHTponnep;

Knactepbl SDN/BupTyanusaumm;

Knactepsl SDS;

cpeacTBa yrnpaBneHua (Noab30BaTe/IbCcKas KOHCOb);
WHCTPYMEHTbI MOHUTOPUWHIA U cbopa CTaTUCTUKK;
Habop o6pazos BM.

B uensax obecneyeHun sawmtbl MHpacTpyKTypbl EVO peanusytotca mepbl U MexaHU3Mbl 3aLLuThl, ONuUcaHHble B Tabauue 1.

Tabanua 1. ObecneyeHue 3awmTbl MHpacTpyKTypbl EVO

1 InA nonyyeHun Aoctyna K BuptyanbHbim malwmHam ¢ GPU Heobxoaumo co3aath 3asBKy Ha 3akas uepes TexHUuecKyto noaaepky. MoapobHee 8 n. 4.1. MpunoxeHun
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YposHuU

Meponpuatua
3aLWMUTbI
3awura O6naka Cloud.ru u cpeacTs ero ynpasneHus
Obecneunsaerca:
— pasmelleHune Bcero obopyaoBaHna MHOPACcTPyKTypbl B LLOJ, cOOTBETCTBYOWMX TPE6OBAHUAM HafEKHOCTU NO
kateropuu Tier 3;
dursnyeckni —  KOHTPO/b W ynpasneHue AocTynom K obopyaoBaHuio, pasmelwéHHomy B LLOJ, (oxpaHaeman Tepputopus LOJ,
NPONYCKHOMU PEXMUM, CUCTEMbI KOHTPOIA U YNPABAEHWUA AOCTYNOM, 3anNnpaHue CTOEK);
—  Hanuuue BHewHew (no nepumetpy LOJ) n BHyTpeHHel (B malumnHHbIX 3anax LlOA) cuctem BugeoHabatogeHus
Ha o6bekTax MHpopmatusaumm LLOA.
. O6ecneunBaetca 3awmTa nepumetpos LLOZ 1 Mx cermeHTUPOBaHUE C UCMO/Ib30BAaHNEM MEKCETEBbIX IKPAHOB HOBOTO
Ceresoit nokoneHuna (NGFW), ocywectsasioLmMx B TOM YUCAE BbIABEHUE W NPEAOTBPALLEHNE KOMMbIOTEPHbIX aTak.
Obecneunsaerca:
—  aHTUBMPYCHaA 3aLLmMTa MHPACTPYKTYPbI C UCNONb30BAHUEM aHTUBUPYCHBIX CPEACTB AnA 061a4HbIX cpes;
— ynpas/ieHWe AOCTYNOM K MHGPACTPYKType U YY4ETHbIMKU 3anncamu Nonb3oBaTtesieil, KOTopble UMeT J0CTYN K
MHpacTpyKTYP MH¢pacrpykrype, BVTOM yuncse ¢ UCNONb30BaHUEM Cpep,CTvB ABYxbaKTOpHOW ayTeHTUdUKauuu;
b —  KOHTPO/b AeNCTBUI NPUBUIETMPOBAHHbIX NOb30BaTeNEN C UCNO/Ib30BAHMEM CMELMANN3NPOBaAHHbIX CPEACTB;
—  perynapHbIA KOHTPO/Ib U aHaiM3 3alMLLEHHOCTU MHPPACTPYKTYPbI C UCMOAb30BAHMEM CNeLMann3npoBaHHbIX
CpeacTB MO BbIABAEHUIO YA3BUMOCTEN B UCNOoNb3yemoM MO 1 ero HEKOPPEKTHOW KoHbUIypaLmu, BANAIOLLEN Ha
ypoBeHb 3awmueHHocTH M0, ¢ ycTpaHeHWeM BbiABAEHHbIX YA3BUMOCTEN U/UNu Hef0CTaTKOoB;
— cbop v aHanu3 cobbITUiN B KOMMOHEHTaX M cpeacTBax MHbopmaumnoHHo 6esonacHocTH.
OcyLecTBAAOTCA NEPUOAUYECKME TECTUPOBAHUA HA NPOHWKHOBEHME W ayAWUT MHGOPMALMOHHOM 6Ge3onacHOCTM
ﬂ;I'IOﬂHVITean MHOpPAcTPyKTypbl 06na4HOM NAaTGopmbl C MPUBAEYEHMEM CTOPOHHWUX OPraHuM3aumii. BbifiBNEHHble B XoA4e
COOTBETCTBYIOLLEr0 TECTUPOBAHUA U/UAN ayAnTa HELOCTATKM YCTPAHAIOTCA MO GaKTy UX BbIABAEHMA.
3awwmra KY EVO
MpnokeHua 3aLwmTa KOHCONM 06ECNEYMBAETCA Ha YPOBHE NPUNOKEHUI C UCNONB30BAHUEM CNELMANN3UPOBAHHOTO MEXCETEBOTO
3KpaHa ypoBHa npunoskeruii (Web Application Firewall).
OcyLecTBAAIOTCA PerynapHble CKaHUPOBAHUA KOHCOM Ha HaMuMe aKTyasibHbIX YA3BUMOCTEN 1 ero nepuogmyeckme
ﬂ;l‘lOl‘lHMTean TECTUPOBAHWUA Ha MPOHWKHOBEHWE C MPUB/IEYEHWEM CTOPOHHUX OPraHu3auuii. BbiaBneHHble yA3BUMOCTU u/unu
Hesl0CTaTKM YCTPaHAIOTCA N0 GaKTy UX BbIABNEHUA.
Usonauma «OpraHusaumnin» 3akasumka
EVO OcyLiecTBnAeTcsA Ha ypoBHe 061a4yHoM NaaTopmbl BCTPOEHHBIMU CPEeACTBAMMU NOACUCTEMBI BUPTYaIN3aLmUu.
CeTeBoi OcyuwectBnaetca cpeacrsamu SDN.
B pamKax nepuoanyeckux TeCTUPOBaHUI Ha NMPOHUKHOBEHME BCe MHPPACTPYKTYpbl NPOBOAATCA TECTUPOBAHMA Ha
ﬂ;l‘lOl‘lHMTean BO3MOHOCTb MPOHUKHOBEHMWA NMOTEHLMANbHOIO HapyLWKUTeNa n3 ogHol «OpraHusauumn» B Apyryto c npeososeHnem

MCNO/Ib3yeMbIX MEXaHNU3MOB 3alUTbI.
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1.8.

PacnpegeneHue ponei, 06a3aHHOCTE M OTBETCTBEHHOCTM B 061acT UB npu ucnonb3osaHum Yciyru onucaHo B Tabavue 2.

Tabavua 2. Pacnpegenenvie ponei, 06s3aHHOCTEN M OTBETCTBEHHOCTU B 061actn B

OTBeTCTBEHHOCTb 3a

Komy npepgocrasneH

Haumenosakine MpuMmeHUMbIe K YPOBHIO npegocrasnexnuve/ AOCTYN K cpeAcTBam
TEeXHONOrn4YecKkoro
e ) npoueccbl/ ycnyru/cepBucbl OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPUPOBaHUE npepocraBneHus
oBHs 713 yenyru/ cepeuca/ ycnyru/cepsuca/
P npoueccos npouecca
YypHanuposaHwue cobbiTuit YypHanuposaHue cobbITUii B NPUKAALHOM NporpammHom obecnedeHun (MMO). 3aKasuuk 3aKasyuK
YnpasneHue gOCTynom YnpasneHue goctynom K MNMNO. 3aKasuumk 3aKasumk
MpuKknagHol yposeHb U
P A P YnpasneHue
ypoBeHb o o o o
ayTeHTUPUKaLMOHHON YnpasneHue ayTeHTUGUKaALMOHHON MHbOPMaLmMel, ncnonbdyemolt aaa aoctyna K MMo. 3aKasuumk 3aKasuumk
MNCMO/Ib30BaHUA YCAYTU o
nHbopmaumen
3aKasunkom 06
ecneyeHue 3almTbl
H 3awmTta cornacHo 152-®3 nepcoHanbHbix AaHHbix (MAH) KaveHToB, obpabaTbiBaeMbiXx B pamKax 3aKasuuK u
nepcoHasibHbIX AAHHbIX EELEERTAY
ncnonb3osaHua MNO. NcnonHutenb
KNEeHTOB
Ynpasnexue
YpoBeHb P o .. o
«ODranMsaLmy ayTeHTUPMKaLMOHHOMN CozpaHuve/yaaneHune HOBbIX YYETHbIX 3anNuCeit B COCTaBe OpPraHMU3aL My 3aKasumka. McnonHutens 3aKasuuk
P 5 nHbopmaumen
MOHUTOPUHT MHOPACTPYKTYPbI Yeayru, obecneyeHne eé AOCTYNHOCTH, NPOWU3BOAUTENBHOCTH, HANNYUA
MOHWTOPUHT 1 NoaaepKKa HeobxoaMMoro Kosnmyectsa obopynosaHus, obecneveHne Heobxoammoi ana eé paboTbl NPONYCKHOM McnonHutens UcnonHutens
CNOCOBHOCTU CETU, BbIYUCUTENBHBIX MOLLHOCTEN.
KypHanupoBaHue cobbiTuii KypHanupoBaHue cobbITUIM B KOMNOHEHTAX U CPEACTBAX 3aLWUTbl UHGOPMAL MK MHPACTPYKTYPbI YCAyru. McnonHutens UcnonHutens
YnpasneHue gOCTynom YnpasseHue AOCTYNOM K CErMEHTY yrnpaB/ieHusa HPpacTpyKkTypon Yeayru. UcnonHutens UcnonHutensb
YnpasneHue
o KoHTpo/ib 1 ynpaBneHne Npoueccamm MU3meHeHUA KOHOUrypauumn nHGpacTpyKTypbl Yeayru. McnonHutens UcnonHutens
KoHbUrypaumen
3awmTa nepumeTrpos  LUOA  uHbpacTpyKTypbl  YcayrM € UCMNOb30BAaHWEM  KNacTepos
YnpaBneHue 6€30NacHOCTbIO | BbICOKOMNPOM3BOAUTE/IbHLIX MEXKCETEBbIX 3KpaHOB HoBOro nokoseHnusa (NGFW), obecneuuBarowmx
ANA BUPTYasibHbIX U MeKceTeBOe IKpaHMPOBaHME 1 3aLLMTY OT KOMMbIOTEPHbIX aTak UHPACTPYKTYpPbI. McnonHutens UcnonHutens
dusmnyeckux cetel BHyTpeHHee cermeHTUpOBaHUe ceTeBbix MHOPACTPYKTyp EVO ¢ ncnonbzosaHnem NGFW v BbigeneHnem
NHbpacTpyKTypHbIN B pamkax LLOJ], Ha ceTeBom ypoBHe DMZ, PROD- u MGMT-cermeHToB UHPPACTPYKTYpbI.
ypoBeHb YcTaHOBKa, HacTpolika W  aAMUHUCTPUPOBAHME CPeAcTB  3alWuTbl  MHPopmaumMm B  cocTase
MHPPACTPYKTYpbI, B TOM Yncne:
CpepcTsB aHTUBUPYCHOM 3aLLMUThI.
CpeactB KOHTPOAA AEUCTBUI NPUBUIETMPOBaAHHbLIX Nosib3oBaTenei (agmuHuctpatopos Cloud) knacca
YcTaHoBKa 1
PIM&PAM.
aAMUHUCTPUPOBaHMe SIEM NcnonHutenb Ucnonnutens
CPeACTB 3aLMThI ’
CpepcTsB KOHTPOAIA U aHaM3a 3aLUMLLEHHOCTH.
WEB Application Firewall (WAF), ncnonssyemoro ans 3awmtbl nybamkyembix KY EVO.
NGFW.
Identity and access management (IAM).
Ob6ecneyeHue 3aLmnTbI
3awwmra NH coTpyAHUKOB 3aKa3umnka, umetowwmx goctyn K KY EVO, o6pabaTbiBaembix B UHGPACTPYKType
nepcoHasibHbIX AAHHbIX
NcnonHutens. NcnonHutenb Ucnonnutens

KNNEeHTOB
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Tabavua 2. Pacnpegenenvie ponei, 06s3aHHOCTEN M OTBETCTBEHHOCTU B 061actn B

OTBEeTCTBEHHOCTb 3a

Komy npepgocrasneH

HaumeHoBaHue
TEXHONOFMYECKOrD MpuMmeHUMbIe K YPOBHIO npegocrasnexnuve/ AOCTYN K cpeAcTBam
T e) npoueccbl/ ycnyru/cepBucbl OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPUPOBaHUE npepocraBneHus
P ypogl: 713 yenyru/ cepeuca/ ycnyru/cepsuca/
npoueccos npouecca
KoHTponb poctyna 8 LOJA u nomeweHuna unHopactpyktypbl EVO (oxpaHAaemasa Teppwutopua LO
KoHTponb goctyna P LD' ¥ HoA H bpactpykTyp (oxp ppuTop HOA, UcnonHutens UcnonHutensb
NPONYCKHOW PEXWUM, CUCTEMbI KOHTPO/IA U YNPaBAEHUA AOCTYNOM, 3aNUPaHNE CTOEK).
. Hannune BHewHel (no nepumer (0) M BHYyTpeHHeh (B maWwuHHbIX 3anax LO cuctem
Ddur3nYeCcKnin ypoBeHb BuaeoHabniogeHune ( P py LOA) yTP ( LOA) UcnonHutens UcnonHutensb
BuaeoHabnogeHusn.
MpepocTaBneHME 3NEKTPONUTAHUA, AOCTYNA K CETU UHTEPHET 1 cBOH6OAHOro mecTa B cTolikax LIOA.
PasmeweHne obopyaoBaHua PeA P » AOCTY P A HOA UcnonHutens UcnonHutensb

MpeaocTaBneHne, MOHTaX M KomMmyTaumsa obopyaoBaHus (compute, network) 8 cToikax LOJ,.
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1.9.

Tunbl pecypcoB, TpeboBaHUsA, pEKOMEHAALMM U OTPaHUYEHUA, YKa3aHbl B Tabauue 3.

Tabavua 3. Tunbl pecypcos, ONUcaHuaA, PEKOMEHAALMN U OTPaHUYEeHUA

Tun pecypca:

OpraHusauums

OnucaHue

PekomeHaauunmn U orpaHuyeHunn

OpraHusauma — 3TO rnaBHaA POAMUTENbCKAA CYLLHOCTb, KoTopas
co3faeTtcA B MOMEHT noAkauveHuAa  Yenyrm  3akasumky.
OpraHusauma B nNepsylo ovyepespb npefHasHayeHa ANA XpaHeHus
obuielt HPopmaL MM B paMKax HECKONIbKUX MPOEKTOB 3aKasumKa.

Twun pecypca: Npoekr

OnucaHue

PekomeHaauunmn U orpaHuyeHunn

MpPoeKT — 3TO 3NeMEeHT YynpaBieHWA pecypcamu B pamKax
opraHvM3aumu, KOTOpblI NO3BOAAET pacnpefensaTb obnayHble
pecypcbl MeXAy NPOEKTHbIMU 3a4a4amu 1 KoMaHAamu. B Kaxgom
NPOEKTE MOXHO MOAKOYATb TONbKO HYKHble NAaThopmbl U
ycnyru.

Tun pecypca: 30Ha AO0CTYNHOCTH

OnucaHue

PekomeHaauunmn U orpaHuyeHumn

30Ha foctynHocTH, uan nHave Availability Zone (AZ), onpegenset

NPUHAANENKHOCTb  OBBEKTOB  BUPTYaNbHON  MHPPACTPYKTYpPbI
ofHOMY  GM3MYECKOMY  MECTOMOJIONKEHUIO, B KOTOPOM
pasmMeLLaloTca  3NeMeHTbl  MHPPAcTPyKTypbl  McnonHuTens
(BblYMCAUTENBHBIE " ceTeBble pecypcbl, ycTpoicTBa

3HeproobecneyeHmsa u T. 4.).

3aKa3umKy JO0CTYNHO HECKOJIbKO 30H AOCTYMHOCTU A1A NOCTPOEHUA
CcOb6CTBEHHOM  WMHGPACTPYKTYpbl, HO NpM  3TOM  3aKasumky
HeOCTYNHbl BO3MOXHOCTU MO CO34aHUI0 HOBbIX U YNpaB/ieHWIo
KoHbUrypaumen cywecTsyrowmx 30H AoctynHocTn. Co3gaHue
HOBbIX W YynpaBneHue KoHdurypaumeln CcywecTByOWMX 30H
[OCTYyNHOCTU ABnseTca GyHkumen McnonHutens. Ecam 3akasumky
HeobXOAMMO MONYYUTb HOBYKO WU WM3MEHWUTb KOHUrypaumio
CyLLecTBYIOLWEN 30HbI AOCTYNHOCTU emy cneayeT obpaTuTbea K
NcnonHutento.

Tun pecypca: BuptyanbHasa mawmHa (BM)

OnucaHue

PekomeHaauunmn U orpaHuyeHun

Mpn dopmupoBaHum 3akasa 3aKasumky npegoctaBaseTcs Bbi6op
13 Habopa o6pasos BM, obnagalowmx npesonpesenéHHbim
HabopoM Ko/auyecTBa BMPTyasnbHbIX npoueccopos (vCPU),
duKcnpoBaHHoro ob6béma onepatvBHOM namaTM  (VRAM),
bUKCMpOBaHHOrO KonnyecTsa rpaduyeckux npoueccopos (GPU) 1
1 ypOBHEM MNepenoAnucki NpoLeccopa, UCNOb3ya KOTOpble OH
MOXET  €O34aTb  BUPTya/libHYyld  MaWMWHYy  Heobxogumow
KOHOUrypaLmK. 3aKasumnKy AOCTYMHO co3faHue, moanduKauma m
yAaneHve BUPTyasbHbIX MalWH M3 INYHOTO KabuHeTa OBnayHoi
nnatdopmbl. BM o6cny»KuBatoTca ¢usMyeckumun npoueccopamm
Intel.

B pamkax ogHov BM 3aKas3unk MoXeT Mcnosib3oBaTb NPOLECCOpPbI
TO/IbKO C OAMHAKOBOW 4acToTol (06CnyKMBaemble npoueccopamm
oAHoro TMna).

Tun pecypca: BuptyanbHbiit guck (vDisk)

OnucaHue

PekomeHaauunmn U orpaHuyeHumn

B pamKax ycnyru npenoctaBnfercs O4uMH AUCKOBbIW Npodub Ha
6ase SSD-HakonuTenen. 3aKka3uMKy [OCTYMHO  Cco34aHue,
moandukauma n yaaneHve amckos us KY EVO.

Tun pecypca: Noacetb

OnucaHue

PekomeHaauunmn U orpaHuyeHumn

Moacetn obecneunsaloT ceTeBoe B3aMMOAEWCTBME BUPTYaNbHbIX
MalUMH. 3aKasumKky AJOCTYNHO Co3faHue, Moaudukauma u
yaaneHuve noacetel nocpeactsom KY EVO.

Twun pecypca

: UHTepodeiic

OnucaHue

PekomeHaauunmn U orpaHuyeHuUn

NHTepdeic — 310 anemeHT MHOPACTPYKTYpbl, obecneunsatoLmi
NOAK/NOYEHWE BUPTYaIbHOW MALLUHBI K MOACETH, C TOUKU 3peHus
06bIYHOrO NEPCOHANbHOTO KOMMbIOTEPA 3TO CeTeBas KapTa.
NHTepdeiic moxeT 6biTb OAUH UAN HECKONBKO, TaK¥Ke B paMKax
ynpasneHus TpaduKkom Ha WHTepdeicbl MOryT HasHayaTbcA
rpynnbl  6e30nacHOCTM.  3aKasyuMKy  AOCTYMHO  CO34aHue,
moambuKkauma u yaaneHve uHTepdeincoB M3 AMYHOTO KabuHeTta
O6na4Hoi nnatdopmbl.

Tun pecypca: My6aunuHbliii IP-agpec

OnucaHue

PekomeHaauunmn U orpaHuyeHumn

My6anyubiin  IP-agpec (Public IP) HasHauaeTca BMpTyasbHOM
mawmuHe unm NAT-wnto3y gaa obecnedeHns A0CTyna B UHTEPHET
wan  apyrue nybauvdHble cetu. Myb6anyHbiii IP moeT 6biTb

apeHfoBaH 3aKa3uyMKOM W nepeHasHayeH OT ofHoW BM/NAT-

CrpaHuua 5 us
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1.10.

Wwo3a 3aKkasumka Ha apyryto BM/NAT-wnio3, npuHagieskalyto
emy.

Tun pecypca: BuptyanbHbiit SNAT-wn03

OnucaHue

PekomeHaauunmn U orpaHuyeHunn

SNAT-wn03  ABNAETCA  KOMMNOHEHTOM  obnadyHoi  ceTeBoW
MHPPACTPYKTYPbI, KOTOPbIV NO3BONAET OCYLLECTBAATL TPAHCAALMUIO
BHYTPEHHUX MpUBaTHbIX IP-agpecoB Bo BHelwWwHO (ny6anyHyto)
ceTb, Hanpumep AR OpraHM3auMM AOCTyna M3 CeTU KAMEeHTa B
MHTEPHET C MOMOLLbO 0AgHOro nybsanuyHoro IP-agpeca. B cayyae
ucnonb3oBaHma  BupTyanbHoro  sNAT-wnwo3a  nonb3osaTtenb
ocsoboxaaeTca OT HeobXxoAMMOCTM apeHAoBaTb M HasHayaTb
ny6anuHbI  IP-agpec BCem CBOMM BUPTYyasbHbIM  MaLLIMHAM,
KOTOpble MOMYy4YaloT BO3MOMHOCTb BbIXOAUTb B MHTEPHeT uyepes
oauH ny6aunyHbIi IP-agpec, apeHAOBaHHbLIA M Ha3HAYEHHbIW
knveHtom sNAT-wN03y.

Tun pecypca: My6anuHbIi Katou

OnucaHue

PekomeHaauunmn U orpaHuyeHumn

My6anyHbIe KNOUM — 3TO KpUnTorpaduueckue Kawuu, KoTopble
MUCNoNb3yloTcA ANA MAEHTUOUKAUMKM nonb3oBaTesen npu  ux
NOAKNIOYEHUMN C NOMOLbIO Be3onacHbIX NPOTOKOAOB (Hanpumep
SSH) K npuHagnexawmm um BMPTyasbHbIM MalMHaM (OTKPbITbIN
KNtoY pasmelliaeTca Ha BM, a 0TBETHbIM NPUBATHBIN K/OY XPaHUTCA
y KAveHTa).

Tun pecypca: Fpynna 6esonacHocTn

OnucaHue

PekomeHaauunmn 1 orpaHuyYeHuUn

lpynna 6e30MacHOCTU — 3TO KOMMOHEHT YCAYrW, BbINOAHAOLWMIA
GYHKUMM KOHTpONA TpaduKa BUPTYyanbHbIX MalMH. DyHKUUWK,
noaaep:KnuBaemble AaHHbIM KOMMOHEHTOM YCAYrM, MNO3BOAANOT
YCTaHOBUTb paspeluatoliye npasuna BXOAALLENO U UCXOAALLENO
TpaduKa A4NA BUPTYyanbHbIX MaLKH B rpynne 6esonacHocTu. Becb
TpaduK, KOTOPbIV ABHO He paspeLleH NpaBuaaMu, 3anpeLLeH.

lpynna 6e3onacHocT HasHauvaetca uHTepdeicy BM. Y Kaxaoro
nHTepdeiica moxeT b6biTb cBoi Habop rpynn 6e3onacHocTu. B
cnyyae ecam BM umam eé uHTtepdeiicy npu cosgaHuu He 6bina
HasHayeHa rpynna, To Takaa BM 6yaeTr gobasneHa B rpynny
6€30MacHOCTM MO YMOAYAHUIO.

Tun pecypca: TeruposaHue 06beKTOB

OnucaHue

PekomeHaauunmn U orpaHuyeHunn

Tern Mcnonb3ykTcA A8 MAPKUMPOBKM OOBEKTOB WU CyLLHOCTEMN,
KOTOpbIE KAMEHT CO34aET U UCNOAb3YET B NPOLIECCe SKCNayaTauum
WHOPACTPYKTYpbl, MNOCTPOEHHOM Ha 06nayHbIX  CcepBuCcax.
HasHayeHMe Teros, WM MWHaye MEeTOK, MNO3BONAET K/UEHTY
YCKOPWUTb Npouecc noucka U GUAbTPaLUU WHTEPECYIOWMUX €ro
06bEKTOB.

Tun pecypca: floctyn K 6ubanoteke ob6pasos

OnucaHue

PekomeHaauunmn U orpaHuyeHun

O6pa3 BUPTyanbHOW MalWMHbI — 3TO WHCTPYMEHTApUN Ans
C0343aHUA BUPTYaNbHON MALUWUHBI C NPeayCcTaHOBNEHHOM rocTeBOWM
OnepaunoHHOW CUCTEeMOM, KOTopas Mcnosb3yetca Ana GbicTporo
pa3BépTbiBaHMA BM M MUHMMM3AUMWM YCUAUIKA CO CTOPOHbI
3aKka3umMka npu eé co3gdaHuMu. 3aKasumKy npepocTaBafeTca
onpeaenéHHblit Habop ob6lenocTynHbIX 06pa3os, co3gaHue wu
KOHdUrypupoBaHMe KOTOPbIX BbinosHAeTcA WcnonHutenem.
PassepTbiBaHMe 06pasa BUPTYyaNbHON MaLLIMHbI BO3MOMXHO TO/IbKO
B TOV 30H€ JOCTYMHOCTU, B KOTOPYIO 3TOT 06pa3 3arpyKeH.

[na nogxntoveHnsa K ycnyre 3aKa3umk moxeT Bbl6paTb O4UH NN HECKONBbKO TUNOB NOAKNOYEHNA!

Tabavua 4. Tunbl NOAKNOYEHUA K CETU U CETEBbIE CEPBUCHI

Tun noakntoueHus

OnucaHue

MoaknioyeHne 4Yepes Bblfe/NI€HHbIM FAPaHTUPOBAHHbBIN KaHan
NHTepHeT

3aKasuuMKy npepocTaBaAeTcA OTAeNbHaA nonoca ANA A0CTyna K
Ycnyre, KOTopasa He pasgenaerca ¢ Apyrumu 3akasunkamm

MoakntoyeHne Yepes obwuii KaHan MHTepHerT (shared)

MpeanonaraeT noruyeckoe noak/aoveHve K obliemy Ana Bcex
3aKa3umMKoB YCNyru KaHany nepefaymn faHHbIX (CKOPOCTb CETEBOTO
coefMHEHUA  ANA  KaXAoro  3akasuMka He  ABnAeTcA
rapaHTMPOBAHHOW W 3aBMCUT OT 3arpyKEHHOCTU 0bLLero KaHana
nepesayv gaHHbIx).

3aKa3umKy npepocTasnsetca 6as3osan 3alwmTa MHPOPMALLMOHHBIX
cuctem, pasmewaembix B MHdpacTtpyktype O6naka Cloud.ru, ot
DDoS-aTaK, HanpaB/ieHHbIX Ha UcYepnaHuMe KaHanbHOM EMKOCTU
ceteBoi MHdpacTpykTypbl O61aka Cloud.ru. B octanbHbIx cayyasnx,
a TaKXe No 3anpocy MoKeT BbITb NPefoCTaBNEHA paCIMpPeHHan
3almMTa MHPOPMALIMOHHBIX CMCTeM 3aKasuumka, pasmelaembix B
NHpactpyktype O6naka Cloud.ru, ot DDoS-atak Ha BCex ypOBHAX
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00 L7 BKNOUMTENBbHO B BUAE OTAENbHON Tapuduumnpyemon ycayru.
Mpn 3TomM AnA obmeHa [aHHbIMU - MeXAay BUPTYanbHbIMU
MalMHAMKM B Mpeaenax nNpoeKTa KAWEHTa WCnosib3yeTcs
BHYTPEHHee CeTeBOe B3aWMOAENCTBUE, peann3oBaHHOe Ha base
ceTeBoro  obopyposaHua  McnonHutena M cpeactsamu

runepsusopa.

MNoakntoyeHue K cepsucy B Obnake Cloud.ru yepes cetb MHTepHeT (NAT):

Monb3oBaTeNn NOAKAOYAIOTCA K BUPTYanbHOM mawmnHe B Obnake Cloud.ru yepes HasHayeHHbIN el nybanyHbIn IP-agpec,

MapLpyTU3npyemblit B cetn MHTepHeT. [laHHbIi cLeHapuil peKoMeHAyeTcA UCNo/1b30BaTh A/1A NPeaoCcTaBAeHusa 4OCTyna K

ny6an4yHomy cepsucy Yepes ceTb MHTepHeT.

OrpaHuyeHma:

e 0aMH Ny6AnYHbIA IP-agpec Ha ycTpoicTtBo (BM u/uan supTyanbHblii SNAT-WA3) — Ana Ny6AMKaUMU HECKOAbKMUX
NPUNOXKEHNA C OAMHAKOBbIMUK nopTamu TCP (80, 443 u 1. a.) TpebyeTtcs BblaeNeHUe AONONAHUTENbHbIX NY6AUYHBIX IP-
afpecos;

® /1A NPUNOXKEHUN C SUHAMUYECKN Bblaensdembimu noptamu (FTP, SIP, H.323 1 T. A4.) MOryT BO3HWKHYTb Npobaembl ¢
HeAoCTYNHOCTbIO cepBuCa - HEOBX0AMMO GUKCMPOBATL AMANA30H AMHAMUYECKU BblAENAEMbIX MOPTOB B HACTPOMKax
NPUNOXKEHNA U NPONMCLIBATL MX B NpaBunax DNAT. AnbTepHATUBHBbIN BapMaHT — BblAENATb OAUH NyBAnYHbINV IP-aapec Ha
cepBUC M HacTpauBaTb NpaBmo Static DNAT.

B pamkax 6asoBoro Habopa npepocTaBasembix OYHKLUMI, BXOAAWMX B YCAYry, U ONA KaK4Oro cnyyasa pa3BépTbiBaHMA
BUPTYanbHOW MHOPACTPYKTypbl B pamkax EVO npegocTasastotca cneayouwime GyHKUMOHaNbHbIE 610KN:

e mapuwpytusauma (Routing);

e npeobpasosaHue agpeca (NAT);

e AuHamMmuyecKoe pacnpegeneHue agpecos DHCP.

Mporpammuas NMnatdopma. Yenyra peannsoBaHa Ha 6ase nnatoopmbl BUPTYanU3aLum pa3paboTaHHON U peann3oBaHHOM Ha
OCHOBE pELUEHUA C OTKPbITbIM MCXOAHbIM KOAOM A0paboTaHHbIMM McnonHuTenem ANA UCNOAb30BaHUA B LeNsx
pa3BepTbiBaHUA MHOPACTPYKTYPbl 3aKa3uMKa. B KayecTBe WMHCTPyMeHTa peanusaumu U noaaepku pabotbl obnayHow
MHOPACTPYKTYPbI UCNONB3YETCA NPOrPAMMHbINA KOHTPOAEP COBCTBEHHOM Pa3paboTKy.

YCTOMUYMBOCTb K OTKa3aM BbIUUC/IUTE/bHbIX Y3/10B peann3oBaHa cO6CTBEHHbIMU NPOrPaMMHbIMU CPELACTBAMMU, BXOAALLMMU B
cocTaB nnaTGopMbl BUPTYanm3aumm, Ha 6ase TexHonormnu High Availability (HA).

AnnapatHas Mnatpopma

Tabavua 5. KOMNOHEHTbI M XapaKTepPUCTMKM annapaTtHo naatdopmbl

KomnoHeHTb! XapaKTepucTuku
BbluncnutenbHble | B KauyecTBe BbIMMCIUTENBHBIX PECYPCOB MUCMO/b3YIOTCA CEPBEPHblE pPELIEHUA KOPMOPaTUBHOIO YPOBHSA,
pecypcbl 6asumpylowmecs Ha NPOLLECCopax apXMTEKTYpbl X86/64.
oxa [na opraHusaumm OyHKUMIA NpeAoCTaBAEHUA BUPTYasbHbIX AUCKOB MPUMEHAOTCA CUCTEMbI XPAaHEHWUA AAHHbIX,
NOCTPOEHHbIE Ha NPOrPaMMHO-oNpeaenaeMom xpaHuauiue (SDS) cobcTBeHHOM pa3paboTku.
CeTb NocTpoeHa Ha 060py0BaHMM BEAYLLMX MUPOBbIX NPOM3BOAUTENEN, KOTOPOE obecneynBaeT:
—  BbICOKMIA YpOBEHb KOHTPONA U 6e3onacHOCTU 61arofapsa NOTOKOBOW TENEMETPUM U YNPEXKAAIOLLEMY aHANU3Y
nokasareneit paboTbl ceTv (HanpUMep, IMHENHOM CKOPOCTM Nepeaayn AaHHbIX, 3a4EPHKKN U T. 4.);
—  BbICOKYIO NPOW3BOAMUTENBHOCTb NPUIOKEHUI Barofapa UHTENNEKTyanbHbiM Bydepam n OTCyTCTBUIO NOTepw
NaKeToB;
—  BbICOKYIO NPOU3BOAUTENBHOCTb M MacLUTabupyemocTb 61arofapa UCNob30BaHMIO BbICOKOCKOPOCTHbIX MOPTOB
CeTb C pas/nYHOM NPOMNYCKHOM cnocobHocTbio 1/10/25/50/100G.
CeTeBas noacucTeMa peasnsoBaHa C NPUMEHEHWEM TEXHONOrU, KoTopble obecneunsaloT creayrowme
npevmyLiecTsa:

—  NpeAcKasyemocTb 3a4epiKeK;
—  BbICOKMI ypoBeHb MacluTabmupyemoctv 6e3 npepbiBaHUA paboTbl cETH;
—  BbICOKMI1 ypOBEHb aBTOMATU3ALLMM YNPABIEHUSA U NOAAEPIKKY;

—  3alMTa OT NOAB/IEHWUA CETEBLIX NETE/b.

KBOTbl M OrpaHWYeHUs, KOTOpble HaKNaAblBAlOTCA HA CO34aHMEe BUPTYasibHbIX CYWHOCTEM 3aKasumKka B paMKax oAHOM
OpraHu3auuu, onucaHbl B Tabauue 6.

Tabamua 6. OrpaHUYEHUA NO JOCTYMHbIM 06bEMaAM ycayr B pamkax OpraHusaumm

O6beKTbI EAMHULbI OrpaHuyeHus
BupTyanbHbie mawmnHbl T, 50
vCPU . 100
VRAM re 800
GPU! wr. 16
[Ounckn T, 150
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061wmit pasmep ANCKOBOrO NPOCTPAHCTBA b 3.000

Noacetn wT. 50

NHTepdelicobl wT. 250

My6anyHble IP-agpeca wr. 15

Ipynnbl 6e3onacHoCcTH wr. 20

Mpaswuna rpynn 6e3onacHoctv wr. 200

My6anyHble KNoun T, 200

My6anyHble IP-agpeca, HasHaYeHHblE OAHOMN 1
.

BUPTYasIbHON MallnHe

My6anyHble IP-agpeca, Ha3HaYeHHbIE OA4HOMY 1
.

BupTyanbHomy sNAT-wno3y

2. BA30BAA ®YHKLUUOHA/IbHOCTb U METPUKU YCNIYTU

ba3oBas GpyHKUMOHANbHOCTb M METPUKM Ycnyrn onuncaHbl B Tabaunue 7.

Tabnunua 7. MapameTpbl NpegocTasasemon Ycayrm

Tapuéuumupyembie [Oonyctumbie
Ycnyra XapaKTepuCcTMKM 1 MeTpUKU
eAnHULbI 3HayeHus

Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 1
BupTyanbHaa mawnHa

061bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 2
1vCPU/2GB RAM (wi.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wT.) 2
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 4
2vCPU/4GB RAM (wr.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyO MaLimHy (wrT.) 4
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 8
4vCPU/8GB RAM (wr.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLlnHy (wrT.) 8
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 16
8vCPU/16GB RAM (wwr.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wT.) 16
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
16vCPU/32GB RAM (wwr.)

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 24
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 48
24vCPU/48GB RAM (wr.)

Bpems paboTbi (4ac) 1

BbluncantenbHble Konnuectso vCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 32
BupTyanbHaa mawnHa
Pecypcbl 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 64

32vCPU/64GB RAM (wr.)

Bpems paboTbi (vac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 64
BupTyanbHaa mawnHa

061bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 128
64vCPU/128GB RAM (wT.)

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 4
BupTyanbHaa mawnHa

06bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 16
4vCPU/16GB RAM (wr.)

Bpems paboTbi (vac) 1

Konunyectso vCPU Ha BUPTYanbHyO MaLimHy (wrT.) 8
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
8vCPU/32GB RAM (wr.)

Bpems paboTbi (vac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 16
BupTyanbHaa mawnHa

061bEm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 64
16vCPU/64GB RAM (wwrT.)

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 32
BupTyanbHaa mawnHa

06bEm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 128
32vCPU/128GB RAM (wT.)

Bpems paboTbi (4ac) 1
BupTyanbHaa mawnHa Konnuectso VCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 64
64vCPU/256GB RAM (wrT.) 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 256
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Tapudouumpyembie

[Oonyctumbie

Ycnyra XapaKTepuCcTUKM 1 MeTpUKu
eAnHULbI 3HayeHus

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytOo MaLlimHy (wrT.) 4
BupTyanbHaa mawnHa

061bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
4vCPU/32GB RAM (wT.)

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 8
BupTyanbHaa mawnHa

06bEMm VRAM Ha BMpPTYyanbHyto malmnHy (IB) 64
8vCPU/64GB RAM (wwr.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 16
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 128
16vCPU/128GB RAM (wT.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 32
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 256
32vCPU/256GB RAM (wT.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 4
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 64
4vCPU/64GB RAM (wrT.)

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 8
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 128
8vCPU/128GB RAM (wi.)

Bpems paboTbi (vac) 1

Konunyectso vCPU Ha BUPTYanbHyto MaLimHy (wrT.) 16
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 256
16vCPU/256GB RAM (wT.)

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 1
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 1
1vCPU/1GB RAM (w.)

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 24
BupTyanbHaa mawnHa

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
24vCPU/32GB RAM (wr.)

Bpems paboTbi (4ac) 1
BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyto MaLimHy (wrT.) 1
rapaHTMpoOBaHHOM fonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 2
vCPU 30% 1vCPU/2GB Bpems paboTbi (vac) 1
RAM (wr.)
BupTyanbHaa mawimHa ¢ Konnuectso vCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 2
rapaHTMpOBaHHOW gonein 06bEm VRAM Ha BMpTYyanbHyto malnHy (Ib) 4
vCPU 30% 2VCPU/4GB Bpems pa601—b| (qac) 1
RAM (wr.)
BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 4
rapaHTMpOBaHHOM fonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 8
vCPU 30% 4vCPU/8GB Bpems paboTbl (4ac) 1
RAM (wr.)
BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyt MaLimHy (wrT.) 8
rapaHTMpOBaHHOM gonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 16
vCPU 30% 8vCPU/16GB Bpems pabotbi (4ac) 1
RAM (wr.)
BupTyanbHaa mawimHa ¢ Konnuectso VCPU Ha BUPTYyasbHYIO MalUMHY (wwT.) 16
rapaHTMpoBaHHOM Aonen 061bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
vCPU 30% 16vCPU/32GB Bpemsa paboTbl (4ac) 1
RAM (wr.)
BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 24
rapaHTMpoOBaHHOM fonen 06bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 48
vCPU 30% 24vCPU/48GB Bpemsa paboTbl (4ac) 1
RAM (wr.)

Konnuectso VCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 32
BupTyanbHaa malimHa ¢ —

. . 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 64

rapaHTMpOBaHHOW gonein

Bpems paboTbi (4ac) 1
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Tapudouumpyembie

[Oonyctumbie

Ycnyra XapaKTepuCcTUKM 1 MeTpUKu
eAnHULbI 3HayeHus

vCPU 30% 32vCPU/64GB

RAM (wr.)

BupTyanbHaa mawmnHa ¢ Konunuectso vCPU Ha BUPTYanbHYtO MaLimHy (wrT.) 4
rapaHTMpoOBaHHOM aonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 16
vCPU 30% 4vCPU/16GB Bpemsa paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmnHa ¢ Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 8
rapaHTMpoOBaHHOM fonen 06bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
vCPU 30% 8vCPU/32GB Bpems paboTbi (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyO MaLimHy (wrT.) 16
rapaHTMpOBaHHOM fonen 06bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 64
vCPU 30% 16vCPU/64GB Bpemsa paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 4
rapaHTMpoOBaHHOM gonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
vCPU 30% 4vCPU/32GB Bpemsa paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyO MaLinHy (wrT.) 8
rapaHTMpOBaHHOM fonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 64
vCPU 30% 8vCPU/64GB Bpems paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawimHa ¢ Konnuectso vCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 4
rapaHTMpOBaHHOW aonein 06bEm VRAM Ha BMpTYyanbHyto malnHy (Ib) 64
vCPU 30% 4vCPU/64GB Bpems paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 1
rapaHTMpOBaHHOM fonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 1
vCPU 30% 1vCPU/1GB Bpems paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 1
rapaHTMpOBaHHOM fonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 1
vCPU 10% 1vCPU/1GB Bpems paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konunuectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 1
rapaHTMpOBaHHO aonen 061bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 2
vCPU 10% 1vCPU/2GB Bpems paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawimHa ¢ Konnuectso VCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 2
rapaHTMpOBaHHOM aonein 06bEm VRAM Ha BMpTYanbHyto malnny (Ib) 4
vCPU 10% 2vCPU/4GB Bpems paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmnHa ¢ Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wrT.) 4
rapaHTMpoOBaHHOM fonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 8
vCPU 10% 4vCPU/8GB Bpems paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawimHa ¢ Konnuectso vCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 4
rapaHTMpOBaHHOM gonein 06bEm VRAM Ha BMpTYanbHyto malnny (Ib) 16
vCPU 10% 4vCPU/16GB Bpemsa paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konunyectso vCPU Ha BUPTYanbHyO MaLinHy (wT.) 4
rapaHTMpoOBaHHOM fonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
vCPU 10% 4vCPU/32GB Bpemsa paboTbl (4ac) 1
RAM (wr.)

BupTyanbHaa mawmHa ¢ Konnuectso vCPU Ha BUPTYyasbHYO MalUMHY (wwT.) 8
rapaHTMpOBaHHON fonein 061bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 16
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vCPU 10% 8vCPU/16GB Bpemsa paboTbl (4ac) 1
RAM (wr.)
BupTyanbHaa mawmnHa ¢ Konunuectso vCPU Ha BUPTYanbHYtO MaLimHy (wrT.) 8
rapaHTMpoOBaHHOM aonen 061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 32
vCPU 10% 8vCPU/32GB Bpemsa paboTbl (4ac) 1
RAM (wr.)

Konunyectso vCPU Ha BUPTYanbHytO MaLimHy (wrT.) 4
BupTyanbHaa mawmHa ¢

06bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 64
GPU 4vCPU/64GB RAM/1

Konunyectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 1
GPU V100!

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLinHy (wT.) 8
BupTyanbHaa mawmHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 128
GPU 8vCPU/128GB RAM/2

Konunyectso GPU Ha BUPTYanbHyt MalwmHy (wrT.) 2
GPU V100!

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLinHy (wT.) 16
BupTyanbHaa mawmnHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 256
GPU 16vCPU/256GB

Konunyectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 4
RAM/4 GPU V100!

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLinHy (wT.) 32
BupTyanbHaa mawmHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 512
GPU 32vCPU/512GB

Konunyectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 8
RAM/8 GPU V100!

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLimHy (wT.) 64
BupTyanbHaa mawmHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 1024
GPU 64vCPU/1024GB

Konunyectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 16
RAM/16 GPU V100!

Bpems paboTbi (vac) 1

Konunyectso vCPU Ha BUPTYanbHyt0 MaLinHy (wT.) 20
BupTyanbHaa mawmHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 186
GPU 20vCPU/186GB

Konunyectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 1
RAM/1 GPU H100 NVLink*

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHYO MaLinHy (wT.) 40
BupTyanbHaa mawmHa ¢

061bEM VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 372
GPU 40vCPU/372GB

Konunuectso GPU Ha BUPTYanbHy MalwmHy (wrT.) 2
RAM/2 GPU H100 NVLink*

Bpems paboTbi (vac) 1

Konunyectso vCPU Ha BUPTYanbHytO0 MaLinHy (wT.) 60
BupTyanbHaa mawmHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 558
GPU 60vCPU/558GB

Konunyectso GPU Ha BUPTyanbHyt0 MalwmHy (wrT.) 3
RAM/3 GPU H100 NVLink*

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyO MaLimHy (wT.) 80
BupTyanbHaa mawmHa ¢ —

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 744
GPU 80vCPU/744GB

Konunuectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 4
RAM/4 GPU H100 NVLink*

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO0 MaLinHy (wT.) 100
BupTyanbHaa mawmHa ¢

061bEm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 930
GPU 100vCPU/930GB

Konunyectso GPU Ha BUPTYanbHy0 MalwmHy (wrT.) 5
RAM/5 GPU H100 NVLink*

Bpems pabotbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHytO0 MaLinHy (wT.) 120
BupTyanbHaa mawmHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 1116
GPU 120vCPU/1116GB

. Konunyectso GPU Ha BUPTYanbHyt MalwmHy (wrT.) 6

RAM/6 GPU H100 NVLink*

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHyO MaLinHy (wT.) 140
BupTyanbHaa mawmnHa ¢

061bEMm VRAM Ha BMpPTYyanbHyto malwmnHy (IB) 1302
GPU 140vCPU/1302GB

Konunyectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 7
RAM/7 GPU H100 NVLink*

Bpems paboTbi (4ac) 1

Konunyectso vCPU Ha BUPTYanbHy0 MaLinHy (wT.) 160
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BupTyanbHaa mawmnHa ¢ 06bEm VRAM Ha BMpTYyanbHyto malunny (Ib) 1488

GPU 160vCPU/1488GB Konunyectso GPU Ha BUPTYanbHyt0 MalwmHy (wrT.) 8

RAM/8 GPU H100 NVLink* Bpems paboTbi (4ac) 1
HDD IOPS (3TafioHHOE 3Ha4YeHwue) 5000
CpeaHee BpeMa f0CTyna K VSSD Ha BUPTYanbHOW MalluHe orlpo3

BUpTyanbHbIN XKeCcTKUi

XpaHUnuLe gaHHbIX (mc)

omck SSD (TB)
LWar ysennyeHua pasmepa vSSD B 1
ponyctumom auanasone (IB)
[OnnTenbHocTb apeHabl (Yac) 1

My6anuHblii IP-agpec (wT.) | AAUTENbHOCTb Ha3HAYeHWUA Ha UHTEpPdEeRC BUPTyanbHOM 1
MaLmHbl (Yac)

CeTb Bpemsa pabotbl MpusaTHoro sNAT-wwt03a (Yac) 1

BupTyanbHbiit NAT-wnt03 Bpemsa pabotbl My6amuHoro sNAT-w03a (Yac) 1

(wT.) Ncxopawmin Tpadmk (MB)? 1
Bxogsawmi Tpadumk (MB)3 1

3. TAPUOUKALINA YCNIYTU

3.1 [nsa paHHol Yenyrm ncnonbdyetca AuHamuyeckas Tapudumkaums (Pay as you go), npeanonaratoLlan onaaTy nyna pecypcos,
YKa3aHHbIX Bbllle, N0 ¢pakTy ux notpebaeHna 3akasunkom B TeyeHne OTYETHOrO Nepuoaa.

3.2. BennymHa exxemecayHoro naaTexa 3a Nonb3oBaHWe YCayrov onpeaenaeTca B COOTBETCTBUM C paKTUYECKMM noTpebieHnem
pecypcoB, yKa3aHHbIx B Tabauue 7.

3.3. OKoH4YaTenbHasa ctoumocTb Yeayru B OTYETHOM nepuoge GopmmnpyeTca Ha OCHOBaHMM 06bEMA NOTPebHIeHHbIX PECYPCOB U B
cooTBeTcTBUM ¢ Tapudom, yctaHoBAeHHbIM B MpunoxkeHnn Ne7.EVO.1. Kk Jorosopy.

3.4. OunHamuyeckasn TapudurKauma, ocyLLeCTBAAIOWAACA B NOYACOBOM nopagke (M3 pacyeta ctoumoctu 1 (ogHoro) yaca), HaumHasn
C NepBoM MWHYTbI UCNONb30BaHUA. HenonHble Yacbl UCNOb30BaHWA YCYrK, HAYMHAA C NEPBOI MUHYTbI, OKPYTAATCA A0
MOJIHOrO Yaca NoAb30BaHUA YCyron.

4, WHbIE YCNOBUA, NIPUMEHUMBIE K YCNYTE
4.1. B0o3MOKHble BUAbI NOAKNHOUYEHNA / U3MEHEHMUSA / OTKAOYEHUA YCayru:
e B oTHoweHnn BupTyanbHbix mawnH ¢ GPU —B nopaake, yctaHoBAeHHOM N.4.4. [TpUnoxeHuns.
e B OTHOLWEHUWN UHbIX TUMOB pecypcoB Ycayru - coBepLueHmne aenctenii B KoHconu Ynpaenenusa EVO.

4.2. BO3MOMKHbI NOPALAOK PacyETOB Mno Ycayram:
e nocronnaTa.

4.3. Bo3moKHble cnocobbl onnaTbl / Nopafok nononHeHunsa banaxca:
e onnaTta B 6e3HaNMYHOM NopagKe Ha OCHOBaHMU BbICTaBNEHHOrO UcnonHuTenem c4éTa;
e onsaTa nocpesCcTBOM 3/1€KTPOHHbIX CPeACTB niaTexa.

4.4, CTOPOHbI YCTAHOBUAK CAeAytoLLMI NOPAAOK 3aKasa BupTyanbHbix MawwmH ¢ GPU no MpunoxeHuto:

44.1. MoakntoyeHne Ycnyrn ocywecteaserca McnonHutenem Ha ocHoOBaHWM 3anpoca Ha uameHeHue (3HWU)* yepes cayxby
TEXHUYECKON noaaep:Kku McnonHutens. 3anpoc AoMKeH 6bITb Hanpas/ieH He No3gHee, Yem 3a 6 (wecTb) pabounx AHen oo
Kenaemoi fatbl Havyana notpebneHnsa Yeayru;

4.4.2. B TeueHue 3 (Tpex) paboumnx aHelt UcnonHutenb 06a3yetcs paccmoTtpeTb 3HW Ha nogkntoueHune Ycnyrm n HanpasuTb OTBET
(MHpopmaLmio 0 NoaKAOHEeHUM YCAYTM UAK OTKa3 B eé npefocTasieHumn Yeayru);

4.4.3. B cnyyae cornacoBaHua CtopoHamu 3akasa Ycnyru oHa NpefocTaBAseTca B AaTy Hayana eé oKasaHuA (B COOTBETCTBUM C

MHpopmauumeli 8 3HWU) ¢ 10:00 No MOCKOBCKOMY BPEMEHW.

2 Ucxopawwmin Tpaduk, KoTopblid 6bin 06paboTta SNAT-WA30M Ha BHelwHem UHTepdelice (nybanyHom IP-agpece)

3 Bxoaswmit TpadmK, KoTopbiit 6bin 06paboTaH SNAT-WAO30M Ha BHeWwHeM uHTepdeiice (nybanyHom IP-agpece)

4 Cm. Mpunoskenue Ne 2.0. k lorosopy
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