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APUNOMKEHMUE Ne 1.MLS.1.

K [lorosopy
OMNCAHUE U YCNOBUA NPEOOCTABNEHNA
YCYTU «CLOUD.RU ML SPACE»
1. ObLWAA UHOOPMALIMA U ONUCAHUE YCNIYTU
1.1. Ycnyra npegocrasnset goctyn K ML Space, KoTopas obecrneunsBaeT nosHbli UK ML-pa3paboTkM U COBMECTHYLO paboTy

KomaHg Data Scientist. Ycnyra npegocrasnserca Ha 6ase 3awmiieHHon MHdpacTpykTypbl Cloud.ru ML Space, mepbl 3aLWuTbi
KOTOPOW NpuBeseHbl B ONncaHum Ycayru.

1.2. Ycnyra cocTouT U3 cneaytoLmx KOMNOHEHTOB - COMYTCTBYHOLLMX YCAYT:
. Cloud.ru ML Space Deployments?;
. Cloud.ru ML Space Environments? (Bk/touan nogycnyry npefocraBneHusa goctyna K ML Space Spark);
. Cloud.ru ML Space Data Catalog;
. Cloud.ru ML Space AutoML.

1.3. [N oKasaHua Ycayrn 3akasumky HeobXxoArMbIM YCIOBMEM ABAAETCA HalMUMe Y Hero (Ha ero n/owagKke) NoaKNUYeHNa K
ceTu MHTepHeT, A0CTaTOMHOrO 1A 3G EKTUBHON 3arpy3KM AaHHbIX Ha CEPBEP, a TaK¥Ke Hasinume COBCTBEHHbIX AaHHbIX.

1.4. [na nogxntoyeHns K ycnyre 3aKa3umK moxeT Bbl6paTb OAUH NN HECKONIbKO TUNOB NOAKNHOYEHNUA:

Tabn.1. Tunbl noakatoueHus K Yenyre

Tun nogkntoyeHUn OnucaHue

Mpeanonaraet N0rMYecKkoe NoAKNOHYEHUE K 06LWeMy A5 Bcex 3aKkasumKkos Ycayrm
KaHany nepepayn fAaHHbIX. CKOPOCTb CETEBOrO COEAMHEHWUA A/1A KawAoro
3aKa3uMKa He ABNAETCA rapaHTUPOBAHHOMN U 3aBUCUT OT 3arpy*KeHHOCTH obLiero
KaHana nepegayun AaHHbix (Ycnyra npeAocTaBAseTca no yMoa4aHuio).
MoakntoueHmne Yepes obLwmuit kaHan UHTepHeT Mpu nogxatoueHnn Yepes obwmii KaHan MHTEpHeT 3aka3unKy nNpesocTaBaseTcs

(shared) 6a3oBan 3awmTa MHGOPMALMOHHBIX CUCTEM, pa3melLaembix B MHdpacTpykType
O6naka Cloud.ru, ot DDoS-aTaK Ha KaHabHOM ypOBHe.

Mo3sonseT obecneunTb B3aMoAeNCTBME ceTelt 3aKkasumKa C ceTbio B obsake ¢
MOMOLLBIO BbIAENIEHHbIX KAHANOB CBA3M CTOPOHHErO nposaigepa. OnumoHanbHo,
C MOMOLLbIO AAHHOTO cleHapus, K Ycayre 3akasumka MOXKeT 6biTb NOAKAOYEH
anbTepHaTUBHbIN KaHan B ceTb MHTepHeT. [lnA 4aHHOTO NOAK/I0HYEHUA MOTYT 6biTh
MCMONb30BaHbl  BblAE/NEHHbIE  KaHanbl  3aKasuMKa, OPraHu3oBaHHble C
MCNONb30BaHMEM KTEMHOM ONTUKM» (Ycayra onnadnsaertcsa oTAeNbHO).

MoaKk/o4eHMe yepes NPAMONI KaHa CBA3N

2. ONMUCAHUE DEPLOYMENTS

2.1 Ycnyra Deployments npeacTtasnseT coboi Beb-ycnyry ansa adpdextmsHoi cbopku Docker-obpasos Ha 6ase mopenei
MawunHHoro u Fnybokoro obyyeHua (uam ¢ apyrum GyHKUMOHANIOM), a TaKKe ANA UX AasibHeWLero pa3BopaynBaHuA B
O6bnake Cloud.ru B BMAE MWKPOCEPBMCOB CO CreHepuMpoBaHHbIM APl 3aKasuMK MOXKET pa3BepTbiBaTb MoAenu
WCKYCCTBEHHOTO MHTeNEKTa Ha 6asze NHbpacTpykTypbl McnonHutens u ycnyrn Deployments ana ganbHelwero BHeApeHUA
nx B GYHKLMM, BU3HEC-NPOLLECCHI NN MUKPOCEPBUCHI.

2.2. [lna npegoctasneHuns ycayrv 3akasumky HE06XoAMMbIM YCI0BUMEM ABAAETCA HAIMUME Ha ero NIOLAAKE NOAKIOUYEHNS K CETH
MHTepHeT, AocTaTouHoro Ana 3GpdEKTUBHON 3arpy3ku AaHHbIX, MOAeNel UAN UX NMPOU3BOAHBIX (Hanpumep, YeKNOUHTOB
mMogAenel UAn ceprann3oBaHHbIX Moaesnell) Ha cepBep.

2.3. 3aKa3uMKy 4N ycnewHoW peanvsauuu BbiBO4A MOAENell MUCKYCCTBEHHOrO WHTENEeKTa B BUAE MUKPOCEPBUCOB
npeaocTaBNseTca BO3MOXHOCTb CHOpKM 06pasa ¢ NtobbiM NporpammHbiM obecneyeHnem, python-bubavorekamu u
cnocobom B3aMMoAeNCTBMA C MOAENAMU UCKYCCTBEHHOTO UHTE/IEKTA.

2.4. B pamkax Ycnyru 3aKasumk MOXKET CaMOCTOATE/IbHO OTC/IEXKMBATb M YNPaBAATb COCTOAHMEM Pa3BEPHYTbIX MoAenen.

2.5. Co3gaHue, KOHOMUrypauua W pasBopayMBaHME MOJLEeNeld WCKYCCTBEHHOrO WHTE/IEKTa OCYLLECTBAAETCA Hanpamyto
3aKa3unKom.

2.6. XpaHeHue, UCnonb3oBaHWE N TapUPUKALMA XPAaHEHUS AaHHbIX ocywecTBafeTca B O6bekTHOM xpaHuauwe S3 Data Catalog B

pamkax ycnyrn Data Catalog.

1 panee HaumeHoBaHwe yeayrm Cloud.ru ML Space Deployments — «Model Inference».

2 panee HanmeHoBaHue ycnyru Cloud.ru ML Space Environments — «Model Training».
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2.7. Ha PucyHke 1 npuBeseHa oblias ynpoleHHas cxema B3aMmogenctaus ¢ ycayroit Deployments ¢ yaaneHHoOW naowaaku
3aKasumKa (c yKazaHMeMm 30H OTBETCTBEHHOCTH):

r

VPN uav uHtepHet C6opLymK
obpasos

>
7

XpaHunuuwe
obpa3zos

Al mogenb

3aKasuuK
SkzemnaAp Skzemnaap
r Mukpocepsuca |[«—>» Murpocepsuca
[: ,:Q API c Al Mmogenbio c Al Mmogenbio
(VPN unu uHTepHer)
AC 3aKasuuKa
MnowiagKa 3akasumka CLoub

PucyHok 1: Cxema 83aumodelicmeus 3aKa34uKa ¢ Ycayzamu pasgopadyusaHus modeneli MawuHHo20 u enyboKkoz2o obyyeHus
Ha MmowjHocmsax knacmepa Deployments.

2.8. B 30He oTBeTCTBEHHOCTM MWcnonHuTeNna Haxoautca GYHKUMOHMPOBAHME CEPBEPOB C Pa3BEPHYTbIMKM  MOAENAMU
WCKYCCTBEHHOTO MHTENNEKTa, QYHKLMOHUPOBAHWNE BbIYUCANTENBHOTO Knactepa, O6beKTHOro xpaHuauLa S3, a Takke npoyen
NHpacTpyKTypbI.

2.9. TexHuuyeckoe onncaHue pelwenna Deployments:

Tabn.2. TexHuyeckoe onuncaHue peweHus ycayrm Deployments

Ycnyra peanusyetca cpeactsamu Beb-uHTepdeiica, BHyTpeHHero docker registry,
cbopuwmkom obpasos u komnaekcom KFServing / Knative / ISTIO/ Kubernetes. C
MX MOMOLLbIO, @ TaK¥Ke MporpammHbix 6ubaMOTeK, MNo/Mb30BaTENb MMEET
BO3MOXHOCTb COBMPaTb M Pa3BOPaYMBaTb MOAE/N UCKYCCTBEHHOTO UHTENEKTA B
BUAE MUKPOCEPBUCOB.

MporpammHan nnatpopma

BbluncneHuna n obcyeT 3aa4 OCyLLECTBAAETCA Ha NPEAOCTaBAAEMON 3aKasumnKky B
pamKax pecypcoB Knactepa Christofari, a Takke pgpyrux pecypcoB O6naka

AnnapaTHaa nnatdopma
Cloud.ru

CKOpOCTb 3arpy3Ku AaHHbIX Ha NaowWwaaKy MCnoaHUTeNa orpaHnyYeHa NponycKHoOwM
cnocobHOCTbIO KaHana goctyna B MHTepHeT u3 MHdpacTpyKTypbl 3aKasumKka 4o

TexHuUYecKkne ocobEHHOCTU U OrpaHUYEHNA
O6naka Cloud.ru, a Tak)Xe CKOPOCTbIO YTeHUA AaHHbIX ¢ CX[ UcnonHuTens.

2.10. Ona napameTpos Deployments ycTaHaBauBatoTca cnegytolime obume 3Ha4eHus:

Tab6n.3. O6wue 3HaueHus napameTpos ycayru Deployments

Onucanue MuH. 3HaueHune Makc. 3HayeHue

Ko. ecTBO 3upye B aMKa

Bblﬁ::neTHmn 3ayTaM-.|anGVII>r3/-cZ:I: na KnF;c'\:: : 1 GPU-cekyHaa NVIDIA Tesla V100 nnu B cooTBeTCTBMM C  KO/JMYECTBOM

Christofari A YRA P A100 B KoHbUrypaumm DGX-2 nnmn DGX- cBoboaHbix GPU  Ha  Knactepe
A100 Christofari

(GPU-kapT V100 1 A100) ristotart

Konnyectso  yTMAusMpyembix B pamkax B cooTBETCTBMM C  KOAMYECTBOM

1 GPU-

BbluMcneHma 3agaum GPU-cekyHp, cexynaa csoboaHbix GPU

Konnyectso  yTMausmpyemblx B pamkax 1 CPU-cekyHaa B cooTBETCTBMM C  KOAMYECTBOM

BbluncneHma 3agayum CPU-cekyHp, csoboaHbix CPU

3. ONMUCAHUE ENVIRONMENTS

3.1. Environments npegocTasnseT 3akasumKy cpedy pa3paboTku 1 paboune oKpyKeHUA (BK/IOYaA OKpy:KeHUA Ha H6ase docker-
0b6pa3oB 3akasumka), B Tom umcne c Jupyter Notebook (Bkntouaa ycnyry npegoctasneHus goctyna K ML Space Spark
rnocpeacTsom ycayru Environments, Ha6op MHCTPYMEHTOB A/1A XpaHeHWA AaHHbIX B O6beKTHOM XxpaHuauwie S3 u BoicTpom
xpaHunuwe NFS, Habop MHCTPYMEHTOB AnA nNpenobpaboTKM AaHHbIX, a TakKe Habop MHCTpymeHTOB u H6ubanoTek ansa
3aMycka 3afady No MCMOMHEHMI0 Kopa obyyeHus mogenet MawuHHOro u rnybokoro obyyeHus Ha pecypcax
cynepkomnbtoTepa Christofari (a Tak»ke Ha npoumx pecypcos Obnaka Cloud.ru — no ycMoTpeHuto 3aKasumKa) ¥ MOHUTOPUHIA
npouecca obyyeHua. C nomowpio Ycayrn 3aKkasumk MOXKeT BecTu pa3paboTKy mogeneit M Npov3BOAUTb YCKOPEHHYH
NoAroTOBKY AaHHbIX (B TOM 4YMc/ie nNpu nomowm npenobpaboTkM gaHHbIX Ha Knactepe Spark) u obyyeHue mogenei Ha
6onblnX 0bbemax AaHHbIX, 61arogapa MOLLHOCTAM CYNepKOMMbIOTEPA U BbICOKOMPOWU3BOAMUTENbHLIM Fpaduyeckum
yCKOpUTENAM.

CrpaHuua 2 3 13



3.2.

3.3.

3.4.

3.5.

3.6.

3.7.

3.8.

3.9.

3.10.

3aKa3uMKy AN yCnewHon peanusauun 3agaun obydeHus mogeneit Ha 6oablMX obbemax AaHHbIX MpeAocTaBAseTcs
BO3MOMHOCTb 3arpy3ku W XpaHeHus AaHHbIX B O6beKTHoe xpaHuauuie S3, a TakKe BO3MOXHOCTb MOAKNOYEHUA K 3TOMY
XpaHuauuy Kak us Jupyter Notebook’a, Tak 1 13 knactepa, Ha KOTOpOM ByAET BbIMUCAATLCA 3a4a4a 0byYeHUs moaenu.

[Ona okasaHuA yC}'IyFM 3aKa3‘4MKy HEO6XO,CI,MMI:IM ycnosuem ABNAETCA Ha/ndne Ha ero naowaake nogkar4vYeHUA K CeTu
MHTepHeT, AOCTAaTOYHOro AanAa 3¢¢eKTVIBHOI7I 3arpy3kn AaHHbIX Ha CepBep, a TaKXKe Hannduma CcOBCTBEHHbIX AaHHbIX ONnA
06y‘-leHVIH mogenu.

B PamKax yC/'IyFM 3aKa3uYnK MOXKeT CaMOCTOATE/IbHO OTC/IeXKMBaATb COCTOAHUE 3a,a,aHm7| 06y‘-|eHMF| Mmoaenu.

XpaHeHue, wucnosb3oBaHue, TapuduKauma xpaHeHWa B O6bEKTHOM xpaHuauwe S3 u bbictpom xpaHunuwe NFS
ocylecTBnseTcA B pamkax ycayrn Data Catalog. 3akasumky gna notpebnerus ycayru Environments npegocrasnsetcs goctyn
K O6beKTHOMY XpaHWAMLLY S3 B HeorpaHM4eHHOM pa3mepe, bbicTpoe xpaHunuwe NFS npegocTaBnseTca co CcTaHAapTHOM
KBOTOW B KaX[OM U3 PEerMoHoB, NpenocTaBnsemolrt Ha workspace ¢ BO3MOMKHOCTbIO yBe/sMYeHUs Yepes obpalueHune B
TexHUuYecKyto NoAdepIKKy.

Co3aaHue, KoHdUrypaums 1 3anyck 3ajay Ha obyyeHue, cpes obyueHus, Knactepos Spark ocyliecTBnseTca 3aKkasunkom
Yyepes Nnosb30BaTeNbCKUI UHTEpPdEIAC yenyrn Environments.

Ha PucyHKke 2 npuBeseHa o6Lian ynpoLLeHHan cxema B3aMMoaencTausa ¢ ycayramu Environments ¢ yaaneHHol naowaaku
3aKa3umKa (c yKazaHMem 30H OTBETCTBEHHOCTH):
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PucyHok 2: Cxema 83aumodelicmeus 3aKa34yuKa ¢ ycayeamu obyyeHus modeneli MawuHHo20 u 2nybokozo obyveHus ML
Space Environments.

B 30He oTBeTCTBEHHOCTU UcnonHuTens Haxoautcea dyHKUMOHUpoBaHWe CepBepoB C pasBepHyTbIM Jupyter Server, knactepa
Spark, ¢yHKUMOHMPOBaHWE BbIYUCAUTENBHOTO KaacTepa, O6beKkTHoro xpaHunumwa S3 u bbictporo xpaHunuwa NFS Data
Catalog.

TexHunyeckoe onucaHue peweHnA Environments:

Tabn.4. TexHM4eckoe onucaHune peweHus ycayrn Environments

Ycnyra peanusyetcA cpeactsamu  Jupyter Server u  Jupyter Notebook.
MporpammHas nnatdopma MocpenactBom Hero M MPOrpammubix  6MBNMOTEK Mo/nb3oBaTeNb  UMeeT
BO3MOHOCTb 3aMycKaTb 3a/ia4M Ha BblYMCAEHUNE HA KaacTepax.

BbluncneHuna n obcyeT 3a4a4 OCyLLECTBAAETCA Ha NPEAOCTaBAAEMON 3aKa3umnKky B
AnnapaTHaa nnatdopma pamKax pecypcoB Knactepa Christofari u Christofari Neo (a Take Ha npoumx
pecypcax Obnaka B Cloud.ru — no ycMoTpeHuio 3akasumka).

CKOpOCTb 3arpy3Ku AaHHbIX Ha NaoWwaaKy MCnoaHUTeNa orpaHnYeHa NponycKHoOwM
TexHuUYecKkne ocobEHHOCTU U OrpaHUYEHNA CNOCOBHOCTbIO KaHana AocTyna B UHTepHET M3 MHGPACTPYKTypbl 3aKkasumka fo
O6naka Cloud.ru, a TakXe CKOPOCTbIO YTeHUA AaHHbIX ¢ CX[ UcnonHuTens.

AOna napameTpoB ycnayru Environments YCTaHaBIMBAKOTCA caeayoume o6u.|,v1e 3Ha4YeHuA:

Tabn.5. 06wue 3HayeHna napameTpos ycayru Environments

OnucaHue MuH. 3HaueHune Makc. 3HayeHue

KonnyectBo yTUAM3MPYEMbIX B PaMKax BblYUCNEHUA

3agaum  GPU (no Tapudy B  pamkax  ycayru 1GPU 8 GPU
MNpepoctasneHne pgoctyna K ML Space Environments
(ot 1 no 8 GPU))
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4.1.

4.2.

4.3.

4.4.

4.5.

4.6.

5.1

5.2.

B cooTBeTCTBMM C KOAMYECTBOM

KONMYecTBO yTUAM3MPYEMbIX B pamKax BblYMCAEHUA [octynHbix  GPU  Ha  momeHT
3agaum  GPU (no Tapudy B  pamkax  ycayru i 3anycka 3apauun Ha
MpepoctasneHme poctyna Kk ML Space Environments cynepkomnbioTepe

(0T 9 GPU)) (BblUMCAUTENBHBIX Knacrepax
Christofari)

B cooTBeTCTBUM C KONMYECTBOM
1CPU poctynHbix CPU  Ha momeHT
3anycka 3agauu

Konnyectso yTUAM3MpyembiXx B pamMKax BblUMCAEHUSA
3aaaum CPU

4. ONUCAHUE DATA CATALOG

Ycnyra Data Catalog npepoctaBnseT 3aKasuMKy BO3MOMKHOCTb COBMECTHOM pPaboTbl, XpaHeHWsA, BEPCMOHWMPOBAHMA
apTedaKToB A1 MalLMHHOro 0byyeHun (aaTaceTos, Moaenen, Aokep-obpa3os, Koga u ap.).

Ycnyra Data Catalog BkatoyaeT B cebs:

. daitnoBbili MmeHeaep Ha ocHoBe OBGBEKTHOrO XxpaHuauwa S3 ¢ ynpasneHMem npaBamu AOCTyrNa Nonb3oBaTenew,
TernposaHuem $annos, BEPCUOHMPOBAHUEM M apxmBaumel Gpainnos;

. BbicTpoe xpaHunuwe NFS v TpaHcdep mexay O6BbeKTHbIM XpaHuamLLem S3 1 BbicTpbim xpaHuauwem NFS;

. Data transfer service - KOHHeKTopbI K painnosbim cuctemam (HDFS, S3 (Amazon, Google Cloud Storage) 1 6a3am gaHHbIx
(PostgreSQL, MySQL, MS SQL, Oracle DB, ClickHouse), a Takxe npasuia 1 UCTOPUS NepPeHOCOoB;

. Docker registry - 3arpysKka, xpaHeHWe, 1 UHble cnocobbl COBMECTHOTO YNPaB/IeHUA KOHTEWHEpPaMMu;

. Model n Dataset registry — 3arpyska, xpaHeHue 1 UHble cnocobbl COBMECTHOTO YNpPaB/ieHUA MOAENAMM U faTaceTamu;

OCHOBHbIM XpaHUANULWEM A/18 XPAaHEHMA AaHHbIX U 0By4YeHHbIX mogenei aensetca O6bekTHoe xpaHuauwe S3 Data Catalog.
Ona ncnonb3osaHua gaHHbix Data Catalog ans obyyveHms mogeneit yepes cosgaHme OkpyKeHuii (Jupyter server) n 3agay B
Environment Heobxoaumble AaHHble NepeknaablBatoTcs Ha bbicTpoe xpaHunuie NFS.

PaboTa c ycnyramu ocyuiectasetcs 3aka3uMKom Yepes Noab3oBaTeNbekuit nHtepdeiic yenyru Data Catalog v rnasHoe meHio
naatpopmsl.

TexHuuyeckoe onucaHue pelweHnn Data Catalog:

Tabn. 6. TexHuyeckoe onucaHue pelwexus ycnyrm Data catalog

Ycnyra peanusyetca nocpefctsom uHTepoderica u APl dalinosoro meHegkepa S3,
nepeknagymka gaHHbix ¢ S3 Ha NFS, Data transfer service, registry u Al marketplace.
MporpammHas nnatdopma MocpeacTtBoM AaHHbIX MOAy/Nel peanusyeTca BO3MOMHOCTb COBMECTHOM paboTbl,
XpaHeHUA, BEPCMOHMPOBAHUA apTedakTOB M WHCTPYMEHTOB A1A pelleHuA 3agad
MalwmnHHoro obyyeHun (aatacetos, mogenen, LoKep-06pa3os, Koga u Aap.).

[anHble n3 Data Catalog xpaHaTca B O6bekTom xpaHunuwe S3 u BbicTpom xpaHuauie
NFS, ucnonb3ytotcs B ycnyrax Environments, Deployments u AutoML. Bbluncnexnusa u
AnnapaTHasa nnatdopma obcueT 3a4a4 OCyLLEeCTBAAETCA Ha NPEAOCTaBAAEMOI 3aKa3umnKy B pamKax Ycayrm obnactu
knactepa Christofari u Christofari Neo (a Tak»ke Ha npoumnx pecypcax Obnaka Cloud.ru —no
YCMOTpPEHUIO 3aKa3uumKa).

CKOpOCTb 3arpy3kM [aHHbIX Ha naowaaky WcnonHWTeNnsa orpaHuyeHa nponycKHOMN
TexHu4yeckne ocobeHHOCTU M OrpaHMYeHnsa | CNoCoBHOCTbIO KaHana foctyna B MHTepHeT u3 MHdpacTpyKTypbl 3akasumka go Obnaka
Cloud.ru, a Tak»Ke CKOPOCTbIO UTEHUA AaHHbIX ¢ CX[ UcnonHuTens.

[na napameTpos ycnyru Data Catalog yctaHaBnunBatoTca cneaytowme oblpe 3HauYeHUsn:

Tabn. 7. O6wme 3HaYeHUa napameTpoB ycayrm Data Catalog

OnucaHue MuH. 3HaueHune Makc. 3HayeHue
B cooTBeTCTBUM C KONMYECTBOM
Konunyectso ytuamnsmnpyembix GB S3 1GB
[ocTynHbIX GB Ha S3
B cooTBETCTBUM C KONMYECTBOM
Konunyectso ytunmsmpyembix GB NFS 1GB

pocTynHbix GB Ha NFS

5. OMNUCAHUE AUTOML

AutoML npefocTaBnseT BO3MOXHOCTb MPOBEAEHUs aBTOMATMYecKoro obyyeHusa mogeneir MaluMHHOTO 06ydyeHus
nocpeacTBOM B3aMMOZEWCTBUA C rpaduyeckum uHTepdelicom nosb3osaTens AnA 3afaHua Habopa MCXOAHbLIX AAHHbIX,
onpeaeneHnn 3aiaum obyyeHus, 3a4aH1A ONONHUTENbHBIX NAPaMeTPoB 0byyYeHMn 1 3anycKa 3aga4un obydeHus. ObyyeHne
npovssoamuTca Ha pecypcax UcnonHuutens. MonydeHHble mogenn MawuHHOro obyvyeHus moryT 6biTb pa3BEpHyTbl HA
pecypcax O6naka Cloud.ru, nM60 BbIrpyeHbl 3aKa34MKOM ANA UCMONb30BAHWA B COBCTBEHHBIX NPUNOMKEHUSAX.

C nomoubto yenyrn AutoML 3akasuuk MOKeT BecTu pa3paboTky mogeneit 6e3 Hanuumua cneumanbHbix 3HaHUKA B 061acTu
MalumMHHOro 06y4yeHus, MoaydaTb METPUKM U OTYETbI, XapaKTepusyioliMe MONYyYeHHYID MOAENb, OTCNEXMBaTb J0TU
0byuyeHus, NoNYYUTb UTOTOBYIO CEPUANM30BAHHYIO MOAENb, TOTOBYIO AN Pa3BEPTbIBAHUA Ha pecypcax UcnonHutena nubo
[NA UCNONb30BaHUA B COBCTBEHHbIX MPUIOKEHUAX.
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5.3.

5.4.

5.5.
5.6.

5.7.

6.1.

6.2.

6.3.
6.4.

6.5.

7.1.

7.2.

3aKa3umKy 418 yCnewHon peanunsauum 3agaduv obyyeHua mogenei NpefocTaBAseTcs BO3MOKHOCTb 3arpy3Kku U XpaHeHus
JaHHbIXx B O6bekTHoe xpaHunuwe S3 Data Catalog, a TakKe BO3MOMHOCTb MOAK/IOYEHWUA K 3TOMY XPaHWAULLy w3
rpaduyeckoro nHTepdelica nonb3oBaTens.

XpaHeHWe, Ucnonb3oBaHWe W TapuoMKaumMa XPaHEHWA W UCMONb30BaHUA AaHHbIX B O6bLEKTHOM XpaHuauie S3
ocyliecTBaseTcsa B pamkax ycnyru Data Catalog.

MoTpebneHne 1 ynpaBneHue ycayroi ocyLecTeaseTca 3akasumkom Yepes nosib3oBaTenbekuii nHtepdeiic yenyrn AutoML.

TexHnyeckoe onucaHue peweHnsa AutoML:

Tab6,1.8. TexHM4yeckoe onuncaHune peweHus ycayrm AutoML

Ycnyra peanusyertca cpeactsamu Beb uHTepdeiica u cpeacts naatpopmbl Cloud.ru ML
Space. MocpeAcTBOM HUX M NPOrpaMMHbIX 6UBANOTEK NONb30BATE/Ib UMEET BOSMOXKHOCTb
MporpammHasn nnatpopma 3afaTb NapameTpbl 3a4aun obyyeHus, yKasaTb pacnosioxKeHune obydatowero gataceta u
3anyCcTUTb aBTOMaTU4Yeckoe obyyeHne moaenu.

ObcueT 33afa4  aBTOMATMYECKOrO  MALMHHOMO  OBYyYeHWA  OCyW,ecTBAAETCA  Ha
npeaocTaBifaemon 3akasumky B pamKkax pecypcos Knactepa Christofari u Christofari Neo

AnnapaTHaa nnatdopma
(a Tak:Ke Ha Npoumnx pecypcax, AOCTYNHbIX Y UCNONHWUTENA — NO YCMOTPEHUIO 3aKa3umKa).

CKOpOCTb 3arpy3kM [JaHHbIX Ha naowaaky McnonHWTens orpaHuyeHa MpoOnycKHOMN
cnocobHOCTbIO KaHana goctyna B MHTepHeT u3 MHdpacTpyKTypbl 3akasumka o Obnaka

TexHuUYecKkne ocoObEHHOCTH U OrpaHNYEHNA
Cloud.ru, a Tak»Ke CKOPOCTbIO UTEHUA AaHHbIX ¢ CX[ UcnonHuTens.

[na napameTpos AutoML ycTaHaBAMBatoTCA cneaytowme obLlime 3HaveHuA:

Ta651.9. O6wme 3HaueHMs napameTpos ycayru AutoML

OnucaHue MuH. 3HaueHune Makc. 3HayeHune

Konnyectso yTuUAM3MpyembiXx B pamMKax BblUMCAEHUSA 16 GPU
1GPU
3aaayum GPU

[oCTynHbIi  Ha MOMEHT BpEMEeHM

Ko/NMYecTBO yTUAM3MPYEMbIX B pamKax BblYMCIEHUA
1CpU o6bem CPU (He 6onee 48)

3aaaum CPU

6. OMUCAHUE PIPELINES

Pipelines npeacTasnset coboii opkecTpaTop NainaaiiHOB, C NOMOLLBI0 KOTOPbIX aBTOMATU3MPYETCA X0 06paboTKM AaHHbIX
1 ML-moZenvMpoBaHus, nyTem UCNonb3oBaHua moaynei nnatdopmbl (Data transfer service, Environments, Deployments).

Pipelines nossonstoT:

. OopraHn3oBaTb Noc/aef0BaTeIbHOE UM NapannienbHoe obpalyeHue K ycayram u mogynam nnatdopmbl ML Space (Data
transfer service, Environments, Deployments);

. YRAPOCTUTb W YCKOPUTb NpoLecc co3aaHma Al-cepBuCOB, T.K. Nepexos OT MPOTOTUNA K PeLleHuto CTaHeT bbicTpee, a
TEeCTUpPOBAHME Nepexoaa npolue.

PaboTa c Pipelines ocyuwiectensetca 3aka3unMKom Yepes nosib30BaTeNbCKUI MHTepdeic u no API.
TexHuyeckoe onucaHue pewexus Pipelines:

Tabn. 10. TexHuyeckoe onuncaHue peweHus ycayru Pipelines

Ycnyra peanusyetca nocpeactsom mHtepdeiica u APl MNocpeacTBom AaHHOTO mMoAyns
MporpammHas nnatdopma peannsyeTca BO3MOXKHOCTb COBMECTHOW paboTbl Hag asBTomaTtusauuel sTanos ML-
pa3paboTku.

Pipelines uHTerpuposaH c ycnyramum u mogynamm ML Space (Data transfer service,
Environments, Deployments). PaboTa ¢ gaHHbIM ocyuwiecTBaseTcs yepe3s Ob6bekTHoe
xpaHunuie S3 u boicTpoe xpaHuaumuie NFS. BoluncneHune n obcyeT 3a4a4 ocyLlecTsafeTcs
Ha npegocTaBaseMoit 3aKasumKy B pamkax pecypcos Knactepos Christofari u Christofari
Neo (a TakXe Ha MpoYMx pecypcax, AOCTYMHbIX y MCnonHUTeNs — no ycMOTPEHUIo
3akasuuka).

AnnapaTHaa nnatdopma

CKOpOCTb MepeHoca AaHHbIX OrpaHMYeHa NMPOMyCKHOM CnocoBHOCTbIO KaHana 4ocTyna B

TexHUYecKkne ocobEHHOCTH U OrpaHUYEHNA
P NHTepHeT 13 MHdpacTpyKTypbl 3akasunka go Obnaka Cloud.ru

Ona napametpoBs ycnyru Pipelines obwmmn 3HauyeHUAMMU ABAAETCA COBOKYMHOCTb 06WMX 3HavyeHui ycnyr Data Catalog,
Environments, Deployments, AutoML.

7. OMNUCAHUE Al MARKETPLACE

Al Marketplace - mapketnneiic aptedakToB MAWMHHOTO 0b6y4YeHMA (AaTaceToB, Moaenel, KOHTeMHepoB, CKPUMTOB,
nannnaniHos u ap.) DataHub, a Takke mapKeTnaelic KoHTelMHepoB B popmaTe rotosbix Al-cepsucos Al Services.

DataHub — xab npefo06y4eHHbIX MOAeNen, [aTacCeTOB U KOHTENHEPOB.
JocTynHble moaenn n gataceTbl MOXHO NepeHecTu no KHonke Jo6asutb K cebe Ha S3 namn NFS xpaHunmwe Data Catalog,
KOHTEMHepbl — CKayaTb KomaHgow pull.
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https://docs.sbercloud.ru/aicloud/mlspace/concepts/data-catalog__data-processing__data-migration.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/data-catalog__data-processing__data-migration.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/environments.html
https://docs.sbercloud.ru/aicloud/mlspace/concepts/deployments.html

7.3.

7.4.
7.5.

7.6.

8.1.

Al Services AOCTyNHbI TPEX BUAOB:

. 8 Buae docker-obpasa, U3 KOTOPOro MOXKHO Pa3BEPHYTb AENI0W C HE0BXOAMMbBIMU NAapaMeTPaMu U ANA AaNbHeNLero
MCNo/Ib30BaHMA Yepes 3anpockl No API. Takoi 06pa3 HefOCTyNeH ANsA CKaunMBaHus;

. B BUAE AeMo UHcTaHca ¢ Ul uHTepdeiicom nnm swagger;

. C OTAeNbHOW aBTOopM3aLmMen U goctynom no APl K yxe 3agennoeHomy cepsucy (npumep — SaluteSpeech).

3aKa3umK MOXKeT NoNy4nTb MHGOPMALMIO O BOSMOXKHOCTU A0PaboTKM UaKn pa3paboTku Al-cepsuca y OTBETCTBEHHOMO MLA

UcnonHutena.

B cnyyae, ecnn 3aKasuMKOom 3aKasaHa fopaboTka uau paspaboTka Al-cepBuca, To WcrnonHuTento npuHagnexar
WCKNIOYUTENbHbIE NPaBa Ha BCe Pe3yNbTaTbl MHTENNEKTYalbHOW AeATe/IbHOCTH, CO34aHHbIe MM B NpoLecce A0PaboTKM Uan
pa3paboTky, UK npusaedeHHbIM UM COUCMONHUTENEM, ABNAIOLLMECA Pe3yNbTaTOM OKasaHua YCayr u/wam Bxogawmmm B
COCTaB pe3ynbTaTa OKasaHWA Ycayr, BKIOYaa Ntobble KOMMOHEHTbI, @ TaKKe TEXHUYECKYIO U MPOEKTHYIO AOKYMEHTaLmio,
WHYIO COMPOBOAMTENIbHYIO AOKYMEHTAaLUMIO, eCM OHU B COOTBETCTBMM C 3aKOHoZaTesbcTBOM Poccuiickon depepaumm
OTHOCATCA K OXPaHAEMbIM pPe3ynbTaTaM UHTENNEKTYaNbHOM AeATENbHOCTU U CpeaCcTBamM MHAMBUAYANN3ALLMN.

BbinonHeHve pabot no popaboTtke wan paspabotke Al-cepBuca ocywectsasetca McnonHutenem Ha OCHOBaHWM
COrNacoBaHHOrMoO U nognucaHHoro T3 no ¢opme, nsnoxkeHHo! B MpunoxkeHun Ne 9.A. Kk Jorosopy.

PaboTa c Al Marketplace ocywiectensetca 3akasunKkom Yepes nNob3oBaTeNbCKU MHTepdeic 1 no API.

TexHuuyeckoe onucaHue peweHua Al Marketplace:

Tabn. 11. TexHuueckoe onucaHune pewenus ycayru Al Marketplace

MporpammHan nnatpopma

Ycnyra peanusyetca nocpenctsom uHTepodeiica u APL. MNocpeactBom AaHHbIX Moaynein
peanunsyetca BO3SMOXHOCTb COBMECTHON paboTbl C MHCTPYMEHTaMM ANS peleHna 3agad
MalwmnHHoro obyyeHun (aatacetos, mogenen, LoKkep-06pa3os, KOAA, CEPBUCOB U Ap.).

AnnapaTHaa nnatdopma

Mogenn n patacetbl u3 DataHub xpaHaTca B TexHMYeckom O6beKTOM xpaHunuwe S3,
LOCTYNHbI Ans nepeHoca B O6bekTHoe xpaHuauuwe S3 u BbicTpoe xpanuaunwe NFS
3aKasumKa Ans JasnbHellero Ucnonb3osaHua B ycayrax Environments, Deployments u
AutoML. BbluncneHuns n obcyeT 3aad OCyLLEeCcTBAAETCA HA NPeAoCcTaBAseMol 3aKasumKy B
pamkax Ycayrm obnactm knactepa Christofari u Christofari Neo (a Takxe Ha npouwux
pecypcax Obnaka Cloud.ru — no ycmoTpeHuto 3akasuuka).

Docker-o6pasa KoHTeitHepoB 1 Al-cepBUCOB pa3meLleHbl B TexHUYeckom Docker registry,
M3 KOTOPOro OHM MOTYT 6biTb CKayaHbl, 3anylieHbl Kak MONb30BaTENbCKUIA AENIOW,
noctynHbl yepes Ul/swagger/AP| B 3aBUCMMOCTM OT BUAA.

TexHUYecKkne ocobEHHOCTU U OrpaHUYEHNA

CKOpOCTb NepeHoca AaHHbIX OrpaHUYeHa NPONYCKHOM CNOCOBHOCTbIO KaHana AocTyna B
NHTepHeT 13 MHdpacTpyKTypbl 3akasunka go Obnaka Cloud.ru.

[na napameTpos ycnyru Al Marketplace 061wMMmM 3HaYEHUAMM ABAAETCA COBOKYNHOCTL 061LMxX 3HaueHuit yeayr Data Catalog,

Environments, Deployments, AutoML.

PACMNPEAENEHUE PONEN, OBA3AHHOCTEI U OTBETCTBEHHOCTU UCMOIHUTENA U 3AKA3YUKA B OB/IACTU UE B
OTHOLUEHUN YCNYTU CLOUD.RU ML SPACE. 3ALLUTA MLS

PacnpeaeneHune ponei, 06Aa3aHHOCTEN M OTBETCTBEHHOCTM B 061acTi UB B OTHOLWEHMM Ycayrn onucaHo B Tabamue 12.
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Tabn. 12. PacnpeaeneHue ponen, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 06nactn UB

OTBEeTCTBEHHOCTb 3a

Komy npepocrasneH

HaumeHoBaHue MpumeHnmMbie K ypOBHIO e AOCTYN K cpeacTBam
TeXHONOrnyeckoro npoueccbl/ ycnyru/cepsucbl OnucaHue npouecca/cepsuca/ycayru B T p e m e npepocrasneHuns
(apxuTekTypHOro) ypoBHsa ub ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccos
npouecca
. XypHanmpoBaHue cobbITUI, CBA3AHHbLIX C AeTanAMU xoaa obyyeHus mopenen Al
*ypHanuposaHue cobbiTuit P P . ! v 3aKasuumk 3aKasuumk
cpeAcTBaMu Camov Mogenu.
MpuKknagHol yposeHb U PesepsupoBaHue € UCNOb30BAHMEM COOTBETCTBYIOLLMX 06N1a4HbIX CEPBUCOB UM Ha
ypoBeHb 06y4aembIix moaenei ecypcax UHPpacTpykTypbl 3akasumKka C MCMO/Sb30BAaHMEM CPeACTB Pe3epBHOro
YnpasieHue pesepBMpoBaHuem pecyp bpacTpyKTyp P pesep o
Al MHAOPMALMN KOMMPOBaHWA 3aKa3umMKa ero AaHHbIX, UCMONb3yeMbIX ANA ObyYeHWUs mopenei, a 3aKasuuk BELEERTIY
TaKXKe camux mogenen, nepes ux 3arpyskol Ha ob6bekTHoe XxpaHuauwe S3 u3
coctaBa MHpacTpykTypbl O6naka Cloud.ru
. YypHanupoBaHue ¥ MOHUTOPUHT (C ucnosib3oBaHnem KY MLS) 0CHOBHbIX COBbITUIA,
*ypHanuposaHue cobbiTuit . UcnonHutens 3aKasuumk
CBA3aHHbIX C X040M 0byyeHua mogenent Al Ha MLS.
NcnonHutenb
AAMUHUCTPUpPOBaHWe «OpraHM3aumen» 3aKasumka C MCNosb3oBaHMEM JIMYHOTO (oTBETCTBEHHOCTb 33
AQMUHUCTPUPOBaHME kabuHeTa MUcnonHutens. npeaocTaBneHue cepeuca)
«OpraHu3aumein» v ynpasneHve | 3akas ycayru, co3ganue/yaanenue Jupyter Notebook-o8 B pamkax «OpraHusauum». 3aKa3umk
[0CTYyNOM MpepocTaBneHne coTpyAHMKaM 3aKasumka AocTyna Tonbko K Jupyter Notebook-am 3aKasuumk
ero «OpraHusaummn». (oTBETCTBEHHOCTb 33
ALAMUHUCTPUPOBAHME)
NcnonHutenb
YpoBeHb «OpraHusaLmum» (oTBeTCTBEHHOCTb 3a
3akasuuka, ero Jupyter VnpasneHve CospgaHune/yaaneHue ¢ Ucnosb3osaHmem JIMYHOro KabuHeta MCnosHUTENA YHETHDIX npeaocTaBneHne cepauca)
,
- & . 3anucei nosnb3osaTenei «OpraHM3auumn» (TeHaHTa) U NPUCBOEHWE UM NPUBUAETUIA
Notebook-08 u KoHTeliHepos. ayTeHTUPUKALMOHHO P ( Junp P 3aKasuuk
UHGOpMaLei [0CTyna (B TOM Yncae No AOCTyny K ycayre ¢ ucnonbsosaHvem KY ML Space v Jupyter 3aKasuumk
Notebook-am, cozgaHHbIMK B pamKax «OpraHnsaumm»). (oTBETCTBEHHOCTb 33 yNpasneHue
ayTeHTUPUKALMOHHOM
nHdopmaumeit)
O6paboTka AaHHbIX 3aKasuMKa TO/MbKO B pamKkax ero Jupyter Notebook-os u
KOHTeNHepoB.
3awmTa faHHbIX . Ucnonnuteno Ucnonnuteno
YaaneHue gaHHbIx 3akasumnka, 06pabaTbiBaBLUMXCA B KOHTeMHepax B xoae obyyeHus
ero mogenen.
MOHWUTOPUHF O6naka Cloud.ru obecneyeHune eé OOCTYNHOCTH,
NPOU3BOAUTENBHOCTM, HaNMuMA Heobxogumoro Konuyectsa o6opyAoBaHusA,
NH$pacTpyKTypHbIl ypoBeHb MOHWTOPUHT U NoaaepKKa obecneyeHne HeobxoAMMON AnA eé paboTbl NPOMNYCKHOW CMOCOBHOCTU ceTu, McnonHutens UcnonHutens

BbIYUCAUTENIbHBIX MOLLHOCTEM M EeMKOCTM CUCTEM XpaHeHUs AaHHbix (CX[)
NHbpacTpyKTypbI.
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Tabn. 12. PacnpeaeneHue ponen, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 06nactn UB

OTBEeTCTBEHHOCTb 3a

Komy npepocrasneH

HanmeHoBaHue MpumeHnmMbie K ypOBHIO e AOCTYN K cpeacTBam
TeXHONOrnyeckoro npoueccbl/ ycnyru/cepsucbl OnucaHue npouecca/cepsuca/ycayru B T p e m e npepocrasneHuns
(apxuTekTypHOro) ypoBHsa Ub ycnyru/cepsuca/
ycnyru/cepsuca/ npoueccos
npouecca
. KypHanupoBaHWe cobbiTUIl B KOMMOHEHTax WM CpeacTBaxX 3almTbl MHGOPMaL MK
*ypHanuposaHue cobbiTuit P P P bop UcnonHutens UcnonHutens
O6naka Cloud.ru
YnpaBneHue fOCTYNOM K cermeHTy ynpasieHuna UHopacTpykTypoi UcnonHutens, n
YnpasneHue goctynom P AOCTY yyne bpacTpykTyp ! UcnonHutens UcnonHutens
KOMMOHEHTaM.
Vnpasnenme YnpaBneHne y4éTHbIMM 3anucamu AD npuBMNErMPOBaHHbIX MO/Jb30BaTesei
npassiexHn
P . (aAMMHUCTPaTOPOB) MCNONHUTENA, UMERLWMX AOCTYN K CErMEeHTy YynpaBaeHus
ayTeHTUPUKALMOHHOMN . UcnonHutens UcnonHutens
. NHopacTpykTypoi, n nx BTOpPbIMMU dakTopamu ayTeHTUGUKaLmm
nHbopmaumen
(ayTeHTudmKaTopamm).
KOHTPO/Ib M aHanM3 3alMILEHHOCTU CayXebHbix BM MGMT-cermeHTa, Knactepa
YnpasneHue ya3sBMMOCTAMMU UcnonHutens UcnonHutens
Kubernetes v xocToBbix MalwivH NHpacTpyKTypbl UcnonHutens.
C6op c ucnonb3zoBaHvem cpeacts SIEM ¢ komnoHeHTOB o6aadyHoi niatdopmbl,
knactepa Kubernetes u cpeacts 3awmutbl MHPopmaumm O6naaka Cloud.ru cobbiThit
YnpasneHue nHumaeHtamm Ub 6e3onacHocTu. Ucnonnuteno UcnonHuteno
AHanu3 cobpaHHbIX CObbLITUII 6HE30NaCHOCTH, @ TaKXKe MOHUTOPUHT U pearnpoBaHue
Ha MHUMAEHTbI 6e30NacHOCTM ¢ NpuBieYeHnem BHelwHero SOC.
" KoHTpo/ib 1 ynpasieHune npoLeccaMm nsMeHeHna KoHpurypauum MHpacTpyKTypbl
YnpasneHue KoHoUrypaumen P ynp P buryp bpacTpyKTyp UcnonHutens UcnonHutens
McnonHutens.
3awmTta nepumetpos LOA WHPpacTpykTypbl UcnonHuTena c MCNosib3oBaHWEM
KNnacTepoB BbICOKOMPOU3BOAMUTE/IbHbIX MEXCeTeBblX 3KPAaHOB HOBOrO MOKOJEHUA
(NGFW), obecneumBalowmx MeKCeTeBOe 3KpPaHMpOBaHWE M 3aWwuTy OT
YnpasneHue 6e30nacHOCTbO KOMMNbIOTEPHbIX aTak MHPPACTPYKTYpPbI.
ANA BUPTYaNbHbIX U 3awmTta ceteBoit MHPpAcTpyKTypbl UcnonHutens (Bxoga B O6nako Cloud.ru) ot UcnonHutens UcnonHutens
dusmnyeckux cetel DDoS-aTak, HanpaB/ieHHbIX Ha Nepeno/iHeHNe KaHaIbHOM EMKOCTH.
BHyTpeHHee cermeHTUpoBaHue ceTeBblx MHOPACTPYKTyp ¢ ucnonb3osaHnem NGFW
u BblgeneHnem B pamkax O/ Ha ceteBom yposHe DMZ, PROD- 1 MGMT-cermeHTOB
MHOPACTPYKTYpPbI.
. Ob6ecneuyeHune nogkatoueHnUa KAMeHToB K KY ML Space n O6bekTHOMY XpaHuauLy S3
YnpasneHue 3awntomn
n3 coctaBa Cloud.ru ML Space no 3awuuieHHomy npoTokony HTTPS Ha 6ase UcnonHutenb UcnonHutenb
nepepaBaemMblxX AaHHbIX
npoTtokona TLS He Huxe v1.2.
YcTaHOBKa, HacTpolKa M afAMUHUCTPUPOBAHME CPeACTB 3aluTbl MHPOPMaLMK B
coctaBe NHpacTpyKTypbl UcnonHuTens, B Tom uucne:
1. CpeacTB aHTUBMPYCHOM 3alLMUTbl;
VeraHoBKa U 2. CpeactB  KOHTpoONs  AeWCTBUMI  MPUBWUNETMPOBAHHbBIX  MNOJb30BaTesel
(agmuHucTpaTopos UcnonHutens) knacca PIM&PAM;
aAMUHUCTPMPOBaHME CPeacTs 3.SIEM: NcnonHutenb NcnonHutens
. ;

3aLmTbI

4. CpepcTB KOHTPOAA M aHaN3a 3aLUULLEHHOCTY;

5. WEB Application Firewall (WAF), ucnonsayemoro ans 3awmtbl nybamkyemoit KY
ML Space;

6. NGFW.
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Tabn. 12. PacnpeaeneHue ponen, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 06nactn UB

OTBEeTCTBEHHOCTb 3a

Komy npepocrasneH

HanmeHoBaHue MpumeHnmMbie K ypOBHIO AOCTYN K cpeacTBam
npegocrasnexnue/
TeXHONOrnyeckoro npoueccbl/ ycnyru/cepsucbl OnucaHue npouecca/cepsuca/ycayru B T p e m e npepocrasneHuns
(apxuTekTypHOro) ypoBHsa Ub ycnyru/cepsuca/
ycnyru/cepeuca/ npoueccos
npouecca
PesepsHOe KONMpPOBaHWE M BOCCTAaHOBNEHUE U3 06Pa30B CYKEBHbIX BUPTYaNbHbIX
YnpasieHune pesepBMpoBaHuem
MHGOPMALH MaLWwuH NHpacTpyKTypbI UcnonHutens c MCcNonb3oBaHMeM CPK UcnonHutens UcnonHutens
Backup&Replication.
CootBerctBue WHdpacTpykTypbl WcnonHutena TpeboBaHuam 6He3onacHoOCTU
3awmTa NOH MHbOpMaLUN, NpeabABAAEMbIM K MHPOPMALMOHHBIM CUCTEMAM NEPCOHANbHbIX UcnonHutens UcnonHutens
[A@HHbIX NPy 06ecnevyeHnn BTOPOro ypoBHSA 3aLUMLLEHHOCTU NEPCOHANbHbIX AaHHbIX.
KoHTponb poctyna B LUOA wu nomeweHna WHPpacTpykTypbl WcnonHutens
KoHTponb goctyna (oxpaHaeman Tepputopua LOJ, NPONyCKHOW pEXKUM, CUCTEMbl KOHTPOAA U UcnonHutens UcnonHutens
ynpaBneHus A0CTYNOM, 3anvpaHue CTOeK).
" Hannumne BHelwHel (no nepumer, O[l) 1 BHyTpeHHel (B MalMHHbIX 3anax L0,
dusnyecknii yposeHb BuaeoHabnopeHune ( P py LOA) vip ( LoA) UcnonHutens UcnonHutens
cucTem BMaeoHabaoaeHmA
MpepocTaBneHne aNeKTPONUTaHMA, JOCTyNa K ceTu MHTepHeT, mecTa B cToikax LLO,
PasmelueHune obopyaosaHus nog, obopyaosaHue (compute, network u storage), a TakXKe MOHTaX U KOMMyTaLUA McnonHutens UcnonHutens

obopyaosaHua UHdpacTpykTypbl UcnonHutensa B ctokax LLOA,.
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8.2.

9.1.

9.1.1.
9.1.2.

9.1.3.

9.1.4.

9.2.

9.2.1.

B uensax obecneueHuns knbepbesonacHoctn UHdpacTpykTypbl Cloud.ru ML Space peanv3oBbiBalOTCA cieaylolipe mepbl U
MEeXaHW3Mbl 3aLLMUTbI:

Tabn.13. O6ecneyenune 3awmTbl MHdpacTpykTypbl Cloud.ru ML Space

YpoBHMU 3aLMUTbI Meponpuatua

3awmTa uHpacTpyKTypbl O6naka Cloud.ru u cpeacTs ee ynpaBneHus

O6ecneunsaetca:
- pasmeweHne Bcero obopyaoBaHua WHopacTpykTypbl B LOJ, cooTseTtcTBylowmx TpeboBaHMAM
dusnyeckui HaZleXXHocTu no Kateropuu Tier 3;

- KOHTPO/b U yNpasieHne J0CTyNom K 060pyA0BaHUIo;
- HaAu4Me cucTemMbl BUAEOHabloaeHMsA Ha 06bekTax MHpopmaTtmnsaummn O,

Ob6ecneunBaetca 3awmTta nepumetpos LIOL ¥ WX CErmeHTMpOBaHWE C MCMO/b30BAHUMEM MEXKCETEBbIX
CeTeBoW 3KpaHoB HoBOro nokoneHns (NGFW), ocywecTBasiowmx B TOM YWUCAe BbiABAEHWE M NpeaoTBpalleHue
KOMMNbIOTEPHBbIX aTaK.

Obecneunsaerca:

- aHTUBMPYCHaA 3awmTa UHPpacTpyKTypbl C UCNONb30BAHUEM aHTUBUPYCHbIX CPEACTB ANA 061a4HbIX
cpes;

- ynpaBneHuve pgoctynom K WHpacTpykType C MCNO/Ab30BaHWEM  cpeactB  AByxdaKTopHOMU
ayTeHTUdMKALMM NOAKNIOYAOLNXCA K HE aAMUHUCTPATOPOB;

. - KOHTPO/b AeNCTBUI NMPUBUIEIMPOBAHHbIX MO/b30BATENEN C UCMOIb30BAaHMEM CNELUANU3UPOBAHHbIX
NHbpacTpyKTypHbIN

CpeacTs;
- perynspHblii  KOHTPO/b M aHanWM3  3alWuleHHOCTM  MHOPacTpyKTypbl € WMCMO/b30BaHMEM
CMeunasnM3MpoBaHHbiX CPEACTB - MO BbIABAEHWIO yA3BMMOCTeW B wucnonbdyemom MO u ero

HEKOPPEKTHON KOHbUrypauuu, BAUAKOLLEN Ha YypoBeHb 3awmueHHocTn MO, ¢ ycTpaHeHuem
BbIAB/IEHHbIX YA3BUMOCTEN U/UAN HEAO0CTaTKOB;
- cbop v aHann3 cobbITMit HGOPMaLMOHHOM 6e30nacHoCTH.

OcyLLecTBAAOTCA NEPUOAMYECKUE TECTUPOBAHWA Ha MNPOHUKHOBEHME W ayauT WHGOPMALMOHHOM
[OononHutenbHbl 6e3onacHocTn MHdpacTpykTypbl Cloud.ru ML Space ¢ npusiedeHnem CTOPOHHUX OpraHM3aunii. BoiaBaeHHble
B XO4,€ COOTBETCTBYIOLLErO TECTUPOBAHUA U/UAK ayaUTa HEAOCTATKM YCTPAHAIOTCA NO GaKTy UX BbiABAEHMA.

3awwmra KY ML Space

3awmTa € WCNO/Ib30BaHMEM  CMELManu3vpoBaHHOrO MEXKCETEBOrO 3KpPaHa YPOBHA MNPUIOKEHWI

Mpunoxera (Web Application Firewall)

OcCyLLEeCTBAAIOTCA pPerynapHble CKaHUPOBAHWA KOHCO/IM Ha Ha/JMuYMe aKTyasbHblX YA3BUMOCTEN W ero
[lononHuTeNbHbIN nepuoAnNYECcKne TECTUPOBAHUA Ha NPOHUKHOBEHWE C NPUB/IEYEHUEM CTOPOHHUX OPraHW3aLuii. BoiaBneHHble
YA3BUMOCTM /UM HEAO0CTATKM YCTPAHAOTCA MO GaKTy WX BbIABAEHUA.

OumnCTKa NO0/Ib30BaTENIbCKUX AAHHbIX

MNepep, BbigeneHvem u npegoctaBneHnem goctyna K Cloud.ru ML Space u mectam namsaTv ANA BPEMEHHOro
XpaHeHUs 1 06paboTKM AaHHbIX NOA OYepPeaHYIo 3a4ady (Npom3BeaeHUs BbIYUCAIEHWUIA, 0BYHeHUA Moaenu n
T.N.) OCYLLECTBAAETCA MNOMHAA OYMCTKA NONb30BATENBCKUX AAHHbIX, PaHEE XPAHUMBbIX B YKa3aHHbIX 061acTax
MLS namATK B X04e BbINOJIHEHWA NpeablAyLMX 3a4aY.

Monb3osatenam Cloud.ru ML Space npepocTaBnserca AOCTYN TONbKO K BblAENEHHbIM AN HUX obaacTam
namATh KOHTeHepa U 06beKTHOro xpaHuauwa (S3). Mpu 3Tom Ha Bpems Nosib3oBaHUA YCayroi 4ocTyn K
YKa3aHHbIM 061aCTAM NamMATU APYTUX CYOBEKTOB 3anpeLLeH.

9. TAPUOUKALMUA YCNYTU

Bo3moHble BuApl Tapuodukaumm Deployments:

OunHamunyeckas Tapudukaums (Pay as you go).

CroumocTb Ycnyru popmunpyeTcs B 3aBUCUMOCTM OT KonmyecTBa GPU/CPU, Ha KOTOPbIX NPOUCXOANNO BblYMCNEHWE 3aMPOCOB
K APl MMKpPOCEPBMCOB C MOAENAMM, @ TaK¥XKe CaMOro BpPeMeHW, B TeYeHue KOTOpPOro BbIYMCAANUCL 3anpocbl K API
MMWKPOCEPBUCOB C MOAENAMU WCKYCCTBEHHOTO WHTE/NNEeKTa M obbema 3ape3epBMPOBaHHOrO 3akasumkom OB6BLEKTHOro
XpaHuauwia S3.

MOMEHT Hayana CnUcaHMA AeHEeXHbIX CPeACTB — C MOMEHTA Hayana BbluMcaeHua 3anpoca K APl myuKpoycayru (ans Kaxkgoro
3anpoca) Uau e co CTapTa BbIYUCUTENbHOTO NoAa.

MOMEHT OKOHYaHMA CMUCAHNA AEHEXHbIX CPeACTB — C MOMEHTA OKOHYaHMA BbIYUCIEHWA 3anpoca (41a Kaxaoro 3anpoca)
W/IN e C MOMEHTa 3aBepLUeHUA paboTbl BbIMUCAUTENBHOIO Noja.

Bo3amokHble BUAbI TapudmuKaumm Environments:
OunHamunyeckas Tapudukaums (Pay as you go).
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CroumocTtb Ycayrn ¢popmupyeTtca B 3aBUCMMOCTM OT Kom4yecTBa M KoHburypaumini GPU/CPU, Ha KOTOpbIX MPOMCXOAMI0
BblUMCNIEHME 334341, BPEMEHU, B TEYEHME KOTOPOTO BbIYMCAANACh 3a4a4a.

MOMEHT Hayana CnucaHnA AeHEeXHbIX CPeACTB — C MOMEHTA 3amycKa 0bydeHna mogenu/c momeHTa annokaumm GPU/CPU
nog, BbibpaHHOE OKpYKeHue (onpeaenseTtca 3aKasunKom Yepes Nosib3oBaTeNnbCknin MHTepdenc Environments).

Bo3morkHble Buabl Tapudmkaumm Data Catalog:

OunHamunyeckas Tapudukaums (Pay as you go).

CroumocTtb Ycnyrn bopmupyeTca B 3aBUCMMOCTM OT 0bbema Ucnonbayemoro 3akasunmkom OB6beKTHOro xpaHuauwa S3 u
BbicTporo xpaHunuwa NFS (Konnyectsa GB/mec).

MOMEHT Havana CnUCcaHWA AEHEXHbIX CPeACTB — C UCMoab30oBaHUA 6onee yem 1 GB (onpepensetca 3akasumkom uepes
nosb3oBaTenbckuit MHTepoelic Data Catalog).

Bo3morKHble Buabl Tapudmkaumm AutoML:

OunHamunyeckas Tapudukauma (Pay as you go).

CToumocTb Ycnyrn ¢opmupyeTcs B 3aBUCMMOCTU OT KosiMyecTBa U KoHourypaumii GPU nam CPU Ha KOTOpbIX MPOUCXOAMN0
obyyeHve moaenn, BpemeHu, B Te4eHne KoToporo obyyanace Moaesb.

MOMEHT Hayana cnMcaHUA AeHEXKHbIX CPEeACTB — C MOMEHTa 3amnycka 0byyeHna mogenu.

Tapudukaums Pipelines n Al Marketplace ocyuwectensetca yepes Tapudukaumio yenyr Deployments, Environments, Data
Catalog, AutoML.

10. WHbIE YCN10BUA, NIPUMEHUMBIE K YCNYTE

B0o3MOKHble BUAbI NOAKNOYEHNA / U3MeHeHMs / OTKAoYeHus Ycayr:
MNMocpeactsom noanuvcaHua 3akasa;
MocpeacTsom coBepLueHUa AencTeuii B JIMMHOM KabuHeTe.

B0O3MOMKHbI NOPAAOK pacyéTos no Ycayre:
MNpepBapuTenbHas onnaTta (B cayyae npucoeguHeHus K ycnosuam JoroBopa nytem akuenTa B nopagke n.1.5 Jorosopa);
MocTonnata (B nopsaake paszena 11 MpunoxkeHna Ne 1.MLS.1.).

Bo3MmorKHble cnocobbl onnaTbl / nopAAO0K NONo/HeHNA banaHca:
OnnaTta B 6e3HaIYHOM nopAaaKke Ha OCHOBAaHWU BbICTaB/1IEHHOIO McnonHutenem cyéra;
Onnata nocpeacTBOM 3/1EKTPOHHbIX CPeACTB NaTeXKa.

UcnonHutens obsasyetcA He BKAOYaTb B cocTaB Pe3ynbTatoB paboT nporpammHoe obecneveHue, UCMONb3yemMoe Ha
OCHOBAHWWM OTKPLITOM NINMLEH3UKM, YCAOBMA KOTOPOW TPebyloT OT NO0/b30BaTeNA PACKPLITUA UCXOAHOTO  Koaa
moauduumposaHHoro MO, nMbO oOrpaHMYMBAlOT MpPaBO MNONb30BATeNA 3anpewatb TPETbUM JIMLAM  WUCNOAb30BaHWE
moanduumposaHHoro MO.

11. YCNOBUA NOCTONNATbI MO YCNYTE «CLOUD.RU ML SPACE»

Onnata Ycnyrm «Cloud.ru ML Space» npou3BogmMTCA 3aKasuMKOM Ha YC/IOBMAX MNOCTOMAATbl B POCCUUACKMX pybaax
exemecA4YHo B TeyeHue 5 (naTu) paboumnx aHel nocne okoH4YaHMA OTYETHOrO Neprosa Ha OCHOBaHWUM cyeTos McnonHuTens
1 nognucaHHoro CtopoHamm YM 4.

B pamkax okasaHus Ycnyru CTOpOHbl onpeaenvnn 3akasumKky AeHeXHbIn numut (ganee — JiumuTt) B pasmepe 500 000
(naTbcoT ThicAy) pybneit, B Tom uncne HAC, onpesensemblit Kak MakCMManbHO AONYCTUMAA cymMmma obLieit 3a4,01KeHHOCTU
3aKasumka 3a onnarty Ycayru 8 OT4ETHOM Nepuoge.

JIumunT Bnepeble ycTaHaBAnBaeTcs MicnonHuTenem nocae nognucaHua Jorosopa 1 otobparkaeTca Ans 3akasumKka B JInuHom
KabuHeTte.

M3meHeHua Jiumuta OCyLLeCTBNAKTCA NyTEM NOANUCAHUA JononHutenbHOro cornaweHuns K ,ﬂ,OFOBOpy.

3aKasuMK MOXET C1eAnTb 33 NPOrpeccom ncHepnaHma JIMMUTa U aHaM3MPOBaTb Pacxod CPEACTB caeayoWwmmm cnocobamm:
CepAaTb 06BbEM noTpebneHma no nporpecc-6apy B wanke nHTepdeinca KY MLS un B pasaene «Mpodunby;

MonyyaTtb yBegomneHuna o6 nciepnaHum banaHca (nporpecc no J/iumuty) cebiwe 80%%;

3aKa3blBaTb AETaM3aumio No COOTBETCTBYOWEN KHOoMKe B «Mpodune» Cloud.ru ML Space n aHanusnpoBsats ee;

OdopmunTb O0TNPaBKY yBegomaeHuit o6 ncuepnaHum banaHca (nporpecc no Jiumuty) cebiwe 80% Ha email Yepes 3aABKy Ha

support@cloud.ru.

Mpw goctukeHnn Niumunta Bee 3anyueHHble B Cloud.ru ML Space Jupyter Server, 3agaum obyyeHus, gensou n ap., Kotopble
TapuonumpytoTca 1 noTpebaatoT nporpecc JIMMUTA, aBTOMATUYECKN OCTaHaBAMBatOTCA. [laHHble, 3arpy»keHHble Ha S3 u NFS
XpaHWAULLA, NPOAONKAT TapndULMPOBATLCA L0 CAMOCTOATENILHOTO MX YAANEHUA 3aKa34UMKOM.

Ecan Temnbl ncyepnaHuma Jlumuta B OT4ETHOM nepuoae CBMAOETENbCTBYIOT O €ro CKOPOM AOCTUXKEHUU, a TaKKEe UMeeTCA
HeO6XO,ﬂ|MMOCTb yBennyeHunA JlnmuTta, 3aKasumk O6ﬂ3yeTCﬂ npeaocCTaBuUTb FapaHTMVIHOG NMUCbMO:

3 Mog /lumuTOM noApasymeBaeTca NOPOroBoe 3HaueHue banaHca, ycTaHaBAMBaemoe Ha OPraHW3aluMio B PamKax PoNeBOi mMoAenu BHyTpW JlnyHoro kabuHerta. Slumut
opraHu3aLmm pacnpoCcTpaHAETCa No nepapxmm (Cymma IMMUTOB, YCTAHOB/IEHHbIX A/151 TPOEKTOB, HE MOXET NPEBbIWaTh /IMMUT OpraHU3aumum 1 T.4.).

4 YBepomneHus otobpaskatoTcs B BepxHeit yacTm («wanke») uutepoeiica KY ML Space.
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YcTaHaBAMBatoLwwee HOBbIV JITUMUT U NOATBEPKAAIOLLEE €r0 HAaMepeHWe onaaTUTb NoTpebieHHble cBepX NePBOHAYaNbHOIO
JNlumuTta Yenyru;

Onpeaensawowee penctena McnonHMTENA MO OKOHYaHMIO Tekylwero OTYeTHOro nepuvofa MO [OCTYNHOCTM Ycayrn B
cneaytolwem OT4eTHOM nepuoge (0CcTaBuUTb ZOCTYN K Ycayre / MpMOCTaHOBUTL OKazaHue Ycayru / oTKAoUuTs Yeayry).

Mpy HanuuumM 3ag0/MKEHHOCTM no onsate Ycayr no [orosopy McnonHutens MMeeT MpaBo OTKa3aTb 3aKa3uuKy Kak B
JanbHeliwem noTpebneHnn Yenyr, Tak 1 B npegoctasneHun Jiumuta no Jorosopy B 6yayuwiem OT4eTHOM Nepuose.

B cnyyae HeMcCnonHeHUA UK HapyLleHUa 3aKa3uMKom 06A3aTeNbCTB, YCTaHOBAEHHbIX Jorosopom, UcnosHuTenb Bnpase:
MpuocTaHOBUTL OKasaHue Ycnyrs;

OTKa3aTb B BO3MOXKHOCTU faibHelwero notpebaeHuns Ycayru B nopaake nocTonnatbl;

MoTpeboBaTb ynnatbl WTpadHOW HeycTonkn B pasmepe 0,5 % (HOMb LenbIX NATb AECATbIX NPOLEHTA) B AEHb OT CYMMbI
3a/10/1KeHHOCTU 3aKa3umKa Ha MOMEHT NPUOCTaHOBNEHUA AelicTeuA Jorosopa / Yenyr.

5 YBegomneHue o NpuocTaHoBKe [oroBopa A0MKHO 6biTb HanpasaeHo 3a 3 (Tpu) paboumnx AHA 4O MOMEHTA OCYLLECTBAEHUA TaKOM NPUOCTAHOBKM.
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