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APUNOKEHME Ne 1.VMW.1.1.
K [lorosopy

OMUCAHWE W YCIIOBMSA NMPEAOCTAB/IEHMSA
YC/YTU «BUPTYA/IbHbBIN LIO»

1. ObLAA UHPOPMALMA U ONUCAHUE YCIIYTU

BuptyanbHbiii LLOJ, ABnseTca ycnyroit no npefocTaBneHuto 6a3oBbix MHGOPMALLMOHHO-TEXHONOMMYECKUX PEecypcoB Ha
OCHOBE COBOKYMHOCTM (YHKLMOHUPYIOLWEro noj, ynpasneHvem WMCnonHWTeNs cepBepHOro M ceTeBoro obopynoBaHus,
CUCTEM XPaAHEHUA AAaHHbIX U CNeLnanu3npoBaHHOIo NPorpaMmMHoro obecneyeHus.

Ycnyra noctpoeHa Ha ocHoBe mogenu obcnyxkmBaHua laaS. B pamkax Ycnyrm UcnonHuTenb npeaocTtaBaseT 3akasumky
BupTtyanbHbii LUOJ, uvmetlowmit B pacnops)KeHWM COrnacoBaHHbIM mexagy WMcnonHutenem u 3akasumkom Habop
BMPTYa/IM3MPOBaHHbIX BbIYMCAUTE/IbHBIX MoOLLHOCTel npoueccopa (VCPU), BupTyanbHoW namatu (VRAM) u guckosoro
npoctpaHctea (VHDD), a Takxe cpeactsa ynpasneHua BuptyanbHbim LLOJ, AoCTaTouHble AN CO34aHMA M ynpasieHus
BMPTYa/bHbIMM cepBepamu B Tpebyemoi 3aKkasumKy KOHdUrypauuu B npepenax BblAENEHHbIX BUPTYaNN3MPOBAHHbIX
moLHocTel. PykoBoacTteo Monb3osatens no Ycayre 40CTYMHO MO 3N1EKTPOHHOMY agpecy: https://cloud.ru/docs/vdc/ug/ .

Ynpasnernve BupTyanbHbim LLOJ, ocywectBnsetca 3akasyMkom npu nomowm KoHconu YnpasneHus O6nakom VMware
(nanee- KY VMware).

CocTaB ¥ OCHOBHbI€ KOMMOHEHTbI yCl'IyFM:

Tabn.1. CocTaB M OCHOBHbIE KOMMOHEHTbI

Pecypcbl

HammeHoBaHue rpynnbl CoaepKaHue

- BUpPTYyasbHble npoueccopHble aapa (VCPU);

- BMpTyanbHasa onepaTtusHasa namatb (VRAM);

- BUpPTyanbHoe AncKoBoe npoctpaHcTso (VHDD);
- Edge Gateway.

BbluncaunTenbHble pecypcbl

- MOAKNIOYEHUE K CeTU MHTepHET (B obLiem KaHane);

CeTeBble CEPBUCHI U KOMMNOHEHTbI .
- oAavH ny6anuHbIl IP-agpec.

- nnatdopma BUpPTyanusauuu;
- KY VMware;

0] VMW
CHOBHbIE KOMMOHEHTBI - nnatdopma BupTyanusaumm cet (SDN).

Mnatpopma BUpTyanusaumm obecneymBaeT AMHAMUYECKYIO BanaHCMPOBKY Harpy3kuM Ha cepBepbl U CUCTEMbI XPaHEHWs
JaHHbIX ANA AOCTUXKEHUA ONTUMANbHOW NPOM3BOAUTENBHOCTU. COCTAaBHBIMM YacTAMU NAATGOPMbl BUPTyanusaumum
ABNAOTCA:

. AnnapaTHblii TMNEpBM3OpP — MEXaHU3M, pasgenslowmii pecypcbl GU3MUECKOTO CcepBepa MeXKAYy HeCKONbKMMU
BUPTYa/IbHbIMWU MaLLMHAMMU.

. High Availability (HA) — mexaHW3Mm, NO3BONAIOLLMIA BOCCTaHABNNBATL PAabOTOCNOCOOHOCTb BUPTYa/IbHbIX MaLLUH Nocae
annapartHoro c60n y3/108 BUPTyanu3aLmu.

. CepBuc 6anaHCMPOBKM pPabouMx Harpy3ok — MexaHn3m, paBHOMEPHO pacnpefenaiowmini BM mexay Bcemun ysnamu
Knactepa v obecneuvBaloWwnii 3a4aHHYI0 NPOU3BOAUTENBHOCTb BUPTYasIbHbIX MALIWMH B LUTaTHOM M HelTaTHOM (B
cnyyae cboes) pexxkmnmax paboTbl.

. CepBUC OHNAMH MUrpaumMnm BM — mexaHM3M «KMBOW» murpauum BM mexay y3namu Knactepa Ans CepBUCHOMO
obcnykuBaHua 6e3 npepbiBaHUA paboTbl NOAb30BaTENLCKUX BM.

KY VMware npepoctaBisieT KOHEYHbIM Mo/b3oBaTensm 6He3onacHble, U30/MPOBaHHbIE My/bl PecypcoB Ans 6bicTpoit

WHUUMaNu3aummn BuptyanbHoro IO/ 1 peanusyeT eauHy0 KOHCONb yNpaBieHus.

Mnatpopma BupTyanusaumm cetn (SDN) ucnonbayerca ANA CO34aHWUA NPOrpamMmMHO-ONpeaensieMblX ceTeid, MHKancynaLmm

TpaduKa uepes NpoTokon Geneve A8 NOCTPOEHMUA NIOTMUYECKUX L2-ceTell B pamKax y:Ke CyLLecTByloLeid KOMMyTaumum Ha

ypoBHe L3. MMo3BonfeT 3aKasuWMKy CaMOCTOATE/IbHO CO37aBaTb BblAE/EHHble CErMeHTbl CeTM U onpeaenaTb npasuna

MapLIPyTU3aLMU MEXAY CeTAMM CBOMX BUPTYasbHbIx LLOJ, 63 n3meHeHuU B GU3nYeckoin KommyTaLumm.

B uenax obecneveHua 3awmtbl UHpacTpyKkTypbl nnatdopmbl Obnako VMware (ganee — WHpacTtpyktypa VMW)
peanun3oBbIBaOTCA CNeAytoLMe Mepbl U MEXaHU3MbI 3aLUUTbI:

Tabn.2. O6ecneyeHue 3awmTbl UHPpacTpykTypsl VMW

YpoBHMU 3aLUTbI Meponpuartua

3awmra O6naka Cloud.ru u cpeacrTs ero ynpasneHus

O6ecneunsaetca:

- pasmeweHue Bcero obopyaoBaHua MHdpacTpyktypbl B LOJ, cooTseTcTBylowmx TpeboBaHMAM
HageXHOCTU No Kateropuu Tier 3;
- KOHTPO/b M yNpaB/ieHne A0CTynom K 060pya0BaHuio;

dursnyeckuit
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- Hanuuume cuctembl BUAeoHabatoaeHna Ha o6bekTax nHdopmatusaumm LLOA.

CeTeBoi

Ob6ecneunBaetca 3awmTta nepumetpos LIO v WX CErmeHTMpOBaHWE C MCNOJb30BAHUEM MEMCETEBbIX
3KpaHOB HoBOro nokoneHns (NGFW), ocywecTBaaiowmx B TOM YWUCAe BbiABAEHWE M NpeaoTBpalleHue
KOMMNbIOTEPHBbIX aTaK.

NHbpacTpyKTypHbIN

Obecneunsaerca:

- aHTUBMPYCHaA 3aluTa UHOPACTPYKTYPbl C UCNONb30BAaHMEM aHTUBMPYCHbIX CPEACTB AnA 06nayHbIX
cpes;

- ynpaBieHWe [OCTYNoM K MHOPACTPyKType C  MCNO/Ab30BaHWEM  cpeacTB  ABYXdaKTOpPHOWM
ayTeHTUdUKALMM NOAKNIOYAIOLWMXCA K HeW aAMUHUCTPATOPOB;

- KOHTPOAb AEWCTBUI NPUBUNETMPOBAHHBIX NO/Mb30BATeNEN C UCMNONb30BAHUEM CMNELMANNZUPOBAHHBIX
cpeacTs;

- perynApHblii  KOHTPOAb W  aHaAu3  3aLMLEHHOCTM  MHOPACTPYKTYpbl C  WUCMO/b30BaHUEM
CnewumanvM3npoBaHHbIX CPEACTB NO BbIABNEHWUIO YA3BUMOCTEN B UcNonb3yemom MO 1 ero HeKOPPEKTHOW
KOHOUIypaLmu, BANAIOLLEN Ha YPOBEHb 3aLLMLEHHOCTM MO, C yCTPaHEHNEM BbISBJIEHHbIX YA3BUMOCTEN
W/VWAn HeOCTaTKOB;

- cbop 1 aHanun3 cobbITUIN MHPOPMALMOHHOM 6e30MacHOCTH.

[OononHutenbHbll

OcywecTBNAOTCA NepuoaMYeckme TeCcTUPOBAHMA Ha MNPOHWKHOBEHVME W ayauT WHOOPMaLMOHHOM
6e3onacHocTM UHbpacTpykTypbl VMW C npuBiaeyeHMEM CTOPOHHWUX OpraHu3auuii. BbiaBieHHble B xoae
COOTBETCTBYIOLLEr0 TECTUPOBAHUA U/UAN ayAnTa HELOCTATKM YCTPAHAIOTCA MO GaKTy UX BbIABAEHMSA.

3awumta KY VMware

MpunoxeHna

3awmMTa € WCNO/b30BaHMEM  CMELMaNu3MpPoOBaHHOrO MEXCETEBOrO 3KpaHa YPOBHA MPUIOKEHUI
(Web Application Firewall).

[OononHutenbHbl

OCyLLEeCTBNAIOTCA perynapHble CKaHWUPOBAHUA KOHCO/IM Ha HaJW4Me aKTyasbHbIX YA3BUMOCTEW W ero
nepuoAnNYECcKne TECTUPOBAHWUA Ha NPOHUKHOBEHWE C NPUB/IEYEHUEM CTOPOHHUX OPraHU3aLuii. BoiaBneHHble
YA3BUMOCTM /UM HEA0CTATKN YCTPAHAIOTCA N0 GaKTy WX BbIABAEHUA.

U3onaumna «OpraHusaumin» 3akasumka

VMW

OcyuwiecTBnneTca BCTPOEHHbIMMK cpeacTeamun VMW,

CeTeBoi

OcyuwectBnaetca cpeacrsamu SDN.

[OononHutenbHbl

B pamKax nepuvoaMyeckMx TeCTMPOBAHUM Ha MNPOHUKHOBEHWE Bcel WHOPACTPYKTYpbl NpPOBOAATCA
TECTUPOBAHMA Ha BO3MOMXHOCTb MPOHUKHOBEHWA NOTEHLMANBbHOTO HAPYLWMTENA U3 OAHOWM «OpraHnsauum» B
APYryto ¢ NPEOAONEHNEM UCNOb3YEMbIX MEXaHW3MOB 3aLLMUTbI.

PacnpegeneHue ponei, o6a3aHHOCTEl M OTBETCTBEHHOCTU B 061acTv UB B oTHOLWeEHUM Yenyru onucaHo B Tabauue 3.
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Taba. 3. PacnpegeneHue poneit, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 061acTn UB

OTBETCTBEHHOCTb 33

Komy npegocrasneH

HanmeHoBaHue
MpumeHumMble K YPOBHIO npegocrasneHue/ AOCTYN K cpeacTBam
TeXHONOrnyecKoro
(apxTeKTypHOTO) npoueccbl/ OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPUPOBaHUE npeaocTaBneHns
s ycnyru/cepsucbl UB ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
KYDHAAMDOBAHME YypHanuposaHue cobbITUit B NpMKaagHOM nporpammHom obecneyerum (B Tom uncne CYB/, cepsepax
P . P npunoxexuin, WEB-cepsepax) U onepaumoHHbIX CUCTEMAX, YCTAHOBAEHHbIX B BUPTYasibHbIX MaLLMHaX 3aKasuumk 3aKasuumk
cobbITHit
(BM) 3akasuuKa.
YnpasneHue AOCTYNOM K MPUKAAAHOMY nporpammHomy obecneveHuto (8 Tom uncne CYB[, cepsepam
YnpasneHue foCTynom P “,u, 4 P A y nporp ¥ ( A, cepsep 3aKasuumk 3aKasuumk
npunoxexuin, WEB-cepsepam) 1 onepaumoHHbIM CUCTEMAM, YCTaHOBEHHbIM B BM 3aka3uuka.
YnpasneHue YnpasneHue ayTeHTUPUKALMOHHON MHbOPMaUMeln, UCNONb3yeMON NpU AOCTyne K MpUKNaZHOMY
ayTeHTUdMKaLMOHHOMN nporpammHomy obecneuenunto (MMNO) u onepaumoHHbiM cuctemam (OC), ycTaHOBAEHHbIM B BM 3aKasuuK 3aKasuuK
nHbopmaumen 3aKasuukKa.
KoHTposb 1 aHanus 3awmweHHoctn OC u MMNO, pyHKumoHupytowero 8 BM BLO/ 3akasuuka, B TOM
YnpasneHue yucae yCTaHOBKA KPUTMYECKMX OBHOBAEHMI 6e3omacHoCTM, npaska KoHowurypauuit MMO, a Takke 3aKasunK 3aKazunK
yA3BUMOCTAMM U3MeHeHWe nerko-noabvpaembix naposnei M naponeit AOCTyna NO YMOAYAHUIO K CepsBuUcam WU
KomnoHeHTam OC 1 MIMO, 06HapyKeHHbIX B XO4e KOHTPO/IA U aHann3a 3aWNLLEHHOCTH.
N C6op (B TOM umncne ¢ ucnonbzosaHmem cpeacts SIEM) u aHanums cobbitmii 6esonacHocTm co Beero MO,
MpuknagHou yposeHb U | YnpasneHue
OC 1 cpepacTs 3awuTbl nHdopmauum (Cp3U), dyHKuMOHUpPYOLWKMX B «OpraHnsauum» (BLLOJ) 3akasuuka, 3aKasuuK 3aKasyuK
ypoOBeHb OnepauuoHHbIX | WHUMaeHTamu Nb
a TaKXKe MOHWUTOPWHT U pearvpoBaHne Ha UHUMAEHTbI 6e30NacHOCTH.
cucTeM, YCTaHOBNEHHbIX ~
& BM BLIO/] 3aKasunka YcTaHOBKA, HACTPOMKa U aAMUHMCTpUpOoBaHKue B BLO/, 3aKka3unKa cpeacTs 3awmTbl uHbopmaumm (C31)
YnpasneHue B ucnonHexuu Virtual Appliance.
. . 3aKasuuk 3aKasunk
Kpuntorpaduei HacTtpoika n agmnHucTpuposaHue pasmelteHHbix B LLOJ McnonHutena nporpammHo-annapatHbix C3U
M MeXCeTeBbIX 9KPaHOB 3aKasyuKa.
YcTaHoBKa 1 | YcTaHOBKa, HacTpoWKa M agMuHUCTpupoBaHue B BM BLLO/J, 3aka3umKka Cp3M OT HeCaHKLMOHMPOBAHHOIO
AOMUHUCTPUPOBaAHNE poctyna (HC), aHTMBMPYCHbIX CPEACTB M NPOYUX CPEeACTB 3amTbl MHGOPMALMK, YCTaHABNIMBAEMbIX B 3aKasuumk 3aKasuumk
CpeACcTB 3auThl BM BUO/, 3aka3uumka.
VRpasneHme YcTaHOBKa M HacTpolika B BM 3aka3uuka cpeacTs pe3epBHOro KonnposaHusa (CPK) 6a3 aaHHbIX M npoyei
npasfiexHn "
P nHbopMaunm 3aKkasumnKa, XpaHUmon BHyTpu BM ero BLLOJ, a TakKe agMUHUCTPUPOBAHMUE YKa3aHHbIX
pesepBupoBaHMEM 3aKasumk 3aKasuumk
cpeacTs.
MHpopMaLmmn . . o
Co3sgaHune pesepBHbIX KOMUI1 MHPOPMALLMM 3aKa3ynKa M e€ BOCCTAHOB/IEHME U3 pe3epPBHbIX KOMUA.
O6ecneuyeHue 3aWwmThl | 3awmTa cornacHo 152-d3 nepcoHanbHbiX AaHHbix (MAH) KaMeHToB, obpabaTbiBaembix B BM BLO/J,
nepcoHanbHbIX OaHHbIX | 3aKa3umka, B TOM 4WC/le, HO He orpaHuumBasch 3awmToi [M[H, obpabaTbiBaembix cpeacTBamu 3aKasuumk 3aKasumk
K/IMEHTOB ycTtaHoBaeHHbIx B BM BLUO/, 3aka3unka CYB/.
YypHanupoBaHue cobbITUi, CBA3aHHbIX C OYHKUMOHMPOBaHMEM ob6bekToB BLOJ, 3akasuuka
(Hanpumep, ero BM) u geiicteuamu nonb3osateneii 8 KY VMware v KOHCOM ynpasieHna pe3epBHbIM
KonuposaHuem BM, Takux Kak:
1. BxoAa/BbIX0A, NoNb3oBaTeNei B/U3 KOHcoNe;
2. co3paHune/yaaneHve HoBbIX yYETHbIX 3anuceit Nonb3oBaTese U NPUCBOEHNE UM NPUBKIETMIA AOCTYNA
YpoBeHb IKYDHANMDOBAHME K KOHCONAM;
«OpraHusauum» 1 BUOA coy6p . P 3. co3paHve/yaanerHve BM; UcnonHutensb 3aKasuumk
bITUM

3aKa3uumka

4. 3anyck/ocTtaHos BM;

5. cosgaHue kKnoHos BM;

6. U3MeHeHne xapaKkTepuctuk BM;

7. HacTpoiika NAT/DHCP/L2VPN/L3VPN, mapwpytusaumnm, 6anaHcUpoBLLMKa Harpysku u/mamn npasun
MeXKCeTeBOro sKkpaHnpoBaHua Ha Edge Gateway B «OpraHu3aumm» 3aKasumka ¢ UCnosb3oBaHnem KY
VMware;
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Taba. 3. PacnpegeneHue poneit, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 061acTn UB

OTBETCTBEHHOCTb 33

HaumeHoBaHue Komy npepocrasneH
TEXHONOrMYECKOro MpumeHumMble K YPOBHIO npegocrasneHue/ AOCTYN K cpeacTBam
(apxTeKTypHOTO) npoueccbl/ OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPUPOBaHUE npeaocTaBneHns
s ycnyru/cepsucbl UB ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
8. co3gaHue/n3meHeHve 3a4aHna Pe3epBHOro KONMPOBAHMA C UCMOJIb30BAaHUEM KOHCONW YNpaBaeHus
pe3epBHbIM KONMpoBaHuem BM;
9. BOoccTaHOB/IeHNe BM M3 pe3epBHOM KOMUM € UCMO/Ib30BAHMEM KOHCONU YNpaB/ieHUA pe3epBHbIM
KonuposaHuem BM;
10. BoccTaHoBNeHWe $paiizoB U3 pe3epBHOM KONUK C UCNOIb30BaHWEM KOHCO/IM yNPaBNeHUA pe3epBHbIM
KonuposaHuem BM;
11. uI3MeHeHne ANCKOBOWN NOZIMTUKM MO YMONYAHUIO A8 BUPTyanbHbix LOA;
12. BKNtOYEHME/OTKNOYEHME A0NOAHUTENbHbIX yeayr (normposaHue, DFW, VPN 1 npoyee).
Ucnonnutens
(oTBETCTBEHHOCTb 32
npepfocTaBneHne cepeuca
AOMUHUCTPUPOBaHUE VMW)
«OpraHu3aumen» n | AoMuHUcTpuposaHue «OpraHusaumen» 3akasumka c ucnonb3osaHvem KY VMware. 3aKazuMK
ynpasneHve p[octynom K | AAMUHUCTPUPOBAHME A0CTYNnoM K «OpraHm3aumm» 3akasymnka ¢ ucnosnbsosaHnem KY VMware. 3aKasumk
Hel (oTBETCTBEHHOCTb 32
AAMUHUCTPUPOBaHME
«OpraHusauuen» n
LOCTYNOM K Helt)
Ucnonnutens
(oTBETCTBEHHOCTb 32
npefocTaBNeHNe cepBuca)
Ynpasnenue .. o “
ayTeHTUONKALMOHHO? CospaHune/ypaneHme HOBbIX YY4&THbIX 3anuceit B «OpraHuM3aumMm» U NPUCBOEHME MM NPUBUAETUIA Jakasumk Jakasumk
. poctyna Kk «OpraHusaumm» 3akasyuka.
nHpopmaumen (oTBETCTBEHHOCTb 33
ynpasneHue
ayTeHTUPMKALMOHHOWN
nHdopmaumeit)
Co3paHve, yganeHve M aAMMHUCTPUPOBAHME C WMcnonb3oBaHvem KY VMware Heobxogumbix UcnonHuteno
YnpasneHie BUPTYasIbHbIX CeTeN B NpoLecce agMUHUCTpUpoBaHua BLLOJ, 3akasuumka. (oTBETCTBEHHOCTb 33
6e30MacHOCTbIO " MesceTeBoe akpaHMpoBaHMA nepumeTpa BLLOJ 3akasumKa ¢ ucnonb3osaHuem Edge Gateway. npepocTas/ieHne cepsuca)
. ObecneyeHne BHYTPEHHEro CErmMeHTUpoBaHMA (C ucnonb3oBaHvem KY VMware) M BHYTpeHHero 3aKasuuK
fpotmMmun HaCTpOMKfMM MEKCeTeBOro aKkpaHMpoBaHusa (c ucnonbsosaHnem Edge Gateway) BLLO/J, 3aka3uuka. 3aKasumk
A/IA BUPTYa/IbHbIX CETEN Hactpoitka NAT/DHCP/L2VPN/L3VPN, mapLlupyTmsauum u 6anaHCMpoBLUMKa Harpysku Ha Edge Gateway (oTBETCTBEHHOCTb 33
B «OpraHu3aumnm» 3aKasymka ¢ ucnonbsosaHnem KY VMware. 3 MVHUCTPUPOBAHKE)
Ucnonnutens
YnpasneHue YnpaBneHue pesepsupoBaHvem WMHGOPMaLMKM 3aKa3umKa C WUCMOAb30BAHMEM KOHCONU ynpaBneHus (oTBETCTBEHHOCTb 33
pe3epBupoBaHMEeM pesepBHbIM KONMpoBaHUem BM, BrkitovatolLee B ceba: npefocTaBNeHNe cepBuca)
MHpopMaLmmn co3faHue/usmeHeHue 3aaHnil pe3epBHOro KOMMPOoBaHWUA MHGOPMaLMK 3aKa3umnKa; 3aKasyuK
(npepocrasnnetca B | BoccTaHOoBNeHWe BM 3aKasumka u3 pesepBHOW Konuw; 3aKasumk
pamKax otgensbHol Yenyru) | BoccTaHoBaeHWe $aiinos 3akasumKka U3 pe3epBHOMN Konuu. (oTBETCTBEHHOCTL 33
ynpasaeHue
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Taba. 3. PacnpegeneHue poneit, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 061acTn UB

OTBETCTBEHHOCTb 33

Komy npegocrasneH

HanmeHoBaHue
MpumeHumMble K YPOBHIO npegocrasneHue/ AOCTYN K cpeacTBam
TeXHONOrnyecKoro
(apxTeKTypHOTO) npoueccbl/ OnucaHue npouecca/cepsuca/ycnyru aAMUHUCTPUPOBaHUE npeaocTaBneHns
s ycnyru/cepsucbl UB ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
pesepBUpoOBaHMEM CBOEN
MHpopmaLumm)
YCTaHOBKa, aAMUHUCTPUPOBAHWE, CBOEBPEMEHHOE O6HOBNeHWE W Oe3oTnaratenbHas YCTaHOBKA
KPUTUYECKUX 06HOBNEHUI Be3onacHOCTH Ha ncnonb3yembix B BLLO/Z, 3akasumnKa BUPTYasibHbIX CPeACTBaX
YeraHosKa 3awWuThl HGOPMaL MK B ncnonHernusax Virtual appliance (mexceTeBble 3KpaHbl, CUCTEMbI OBHAPYKEHWU
TaHOBK " o
W/Van NpeaoTBPALLEHNUI KOMMBIOTEPHBIX aTak U Npoyee). 3aKasyuk 3aKasyuK
ncnonb3oBaHue C3U .
HacTpoiika ¥ agMUHUCTPUPOBaHME MpOrpaMMHO-annapaTHbIX CPeAcTB  3aluTbl  MHPOPMaLUK
3aKasuuKa, B TOM Yucne cpeacts Kpuntorpadbumyeckon 3awmTbl MHGOpMaLMK, pasmeltaemblx B LOA
NcnonHutens.
Ob6ecnevyeHne 3aWnThbI
O6ecneuenne cootsetcTeua BLIOJ B coctaBe MHOOPMALMOHHLIX CUCTEM MEPCOHANbHbLIX AAHHbIX
nepcoHanbHbIX LaHHbIX 3aKasumk 3aKasumk
(MCNAH) 3aKkasumKka TpeboBaHuaAm 152-P3.
KINEeHTOB
MoHuTopuHr UHbpacTpykTypbl VMW , obecneveHune eé gocTynHOCTU, NPOU3BOAUTENbHOCTU, Hannumna
HeobxoamMmoro Konuuyectsa o6opyaoBaHusa, obecneyeHme Heobxoaumown ana eé paboTbl NPONYCKHOWM
MOHUTOPWHT U NoAAepKKa " UcnonHutensb UcnonHutensb
CNOCOBHOCTU CeTW, BbIYUCAUTENbHBIX MOLLHOCTEM WM EMKOCTU CUCTEM XpaHeHua AaHHbix (CXA)
NHbpacTpyKTypbI.
ypHanuposaHue .
coy6p . P YypHanupoBaHue cobbiTMit B KOMNOHEHTaX U CPeACTBAX 3aLmTbl MHbopmaumm UHdpacTpykTypsl VMW, UcnonHutensb UcnonHutensb
bITUN
YnpasneHue goCTynom YnpasaeHue A0CTYNOM K cermeHTy ynpasneHuna UHdpactpyktypoint VMW, eé VLAN-am 1 KOMMNOHEHTam. UcnonHutensb UcnonHutensb
YnpasneHue YnpasneHue y4yéTtHbiMM 3anucamn AD NpuBUAErMPOBaAHHbIX MONb30BaTeNEW, MMEKLWMX AOCTYyN K
ayTeHTUPUKaLMOHHON cermeHTy ynpasneHua WHdpactpyktypor VMW, u  ux BTOpbIM daKTopom ayTeHTUbUKaumum UcnonHutens UcnonHutens
nHdopmaumen (ayTeHTMdmKaTopamm).
YnpasneHue KOHTPO/Ib M  aHanu3 3aWMWEHHOCTUM  CcAyXebHbix BM  MGMT-cermeHTa W rMnepeu3opos
Ucnonnutens Wcnonnutens
YA3BMMOCTAMM NHopacTpykTypbl VMW,
C6op c wcnonb3oBaHvem cpeact8 SIEM C KOMMNOHEHTOB M CpeacTB 3awwuTbl MHbOpmauuu
UHdpacTpykTypHbIi YnpasneHue WNHppacTpyKTypbl VMW cobbiTnii 6e3onacHocTy.
ypoBeHb N Mcnonxuutenb McnonHuutens
nHumnaeHtamm Ub AHanu3 cobpaHHbIX cOBbITUI 6E30NacHOCTM, a TaKKEe MOHWUTOPWUHI U pearvpoBaHUe Ha MHUMAEHTDI
6e30MacHOCTM (B TOM Yncne ¢ npusaedeHmem BHewHero SOC).
YnpasneHue
. KOHTpo/ib M ynpasieHne npoueccamm U3meHeHusa KoHpurypauumn UHbpactpyktypsl VMW. UcnonHutensb UcnonHutensb
KoHbUrypaumen
3awmTa nepumeTtpos  UOA  WUHdpactpyktypel VMW ¢ ucnonb3oBaHMEM  KNacTepos
YnoasaeHue BbICOKOMPOU3BOAMUTENIbHBIX MEXKCETEBBIX 3KPAHOB HOBOro nokosneHnus (NGFW), obecneumsatoLimx
npasfiexHn
6e§onacnocmro ana MeKceTeBOe IKpaHMPOBaHME 1 3aLLMTY OT KOMMbIOTEPHbIX aTak MHGpacTpyKTypbl.
BUDTYANBHBIX " 3awmTa ceteBoit MHbpacTpykTypel VMW (Bxosa B 06nako) or DDoS-aTak, HanpaBAeHHbIX Ha Ucnonnutens Wcnonnutens
Py . nepenosiHeHne KaHaibHON eMKOCTH.
dusnyeckux cetel
BHyTpeHHee cermeHTMpoBaHue ceTeBblx WHbpacTpyktyp VMW ¢ wucnonbzosaHnem NGFW wu
BblaeneHnem B pamkax IO/, Ha cetesom yposHe DMZ, PROD- 1 MGMT-cermeHToB MHbPaCTPyKTYpbI.
YcTaHOBKa M | YcTaHOBKa, HacTpoMKa W agMUHUCTPUPOBaHWe CpeacTB  3awuTbl MHPOpmauuMMm B cocTase
AOMUHUCTPUPOBAHNE NHbpacTpyKTypbI VMW, B oM yucne: UcnonHutensb UcnonHutensb

CPeACTB 3aLMThI

1. CpesCcTB aHTUBMUPYCHOM 3alUUTbI;
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Taba. 3. PacnpegeneHue poneit, 06a3aHHOCTEN U OTBETCTBEHHOCTM B 061acTn UB

OTBeTCTBEHHOCTb 3a Komy npepocrasneH
HanmeHoBaHue
MpuMmeHuMbIe K YPOBHIO npegocrasneHue/ AOCTYN K cpeacTBam
TEeXHONOrn4YecKkoro
(apxTeKTypHOTO) npoueccbl/ OnucaHue npouecca/cepsuca/ycayru afAMMHUCTPUPOBaHMNE npegocTaBneHus
P ypo::l':l ycnyru/cepsucbi Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
npoueccos npouecca
2. CPeAcTB KOHTPOAA AEWCTBUI NPUMBMAErMPOBAHHbLIX Nosb3osateneit (agmuHuctpatopos Cloud.ru)
Knacca PIM&PAM;
3.SIEM;
4. cpeACTB KOHTPOAA U aHaM3a 3alLMLLEHHOCTH;
5. WEB Application Firewall (WAF), ucnosnbsyemoro ans sawmtsl nybankyembix KY VMware n KoHconm
ynpasieHua pe3epsBHbIM KonnuposaHuem BM;
6. NGFW;
7. Identity and access management (IAM).
YnpasneHue
PesepBHOoe KOMUpPOBaHWE W BOCCTAHOBNAEHWE W3 06Pa3’0B  CAYKEBHbIX BUPTYaNbHbIX MALUMH
pesepBupoBaHMEM L UcnonHutensb UcnonHutensb
NHopacTpykTypbl Nnatdopmbl VMW c ucnonososaHmem CPK Backup & Replication.
vHbopmaumnm
ObecneuyeHune 3aWuThl
w 3awmTa MAOH coTpyAHWKOB 3akasuuKa, umetwowmx goctyn KY VMware M KOHCOAM ynpaBieHuA
nepcoHasibHbIX AAHHbIX UcnonHutens Ucnonuutens
pe3epBHbIM KonupoBaHuem BM, o6pabaTbiBaembix B MHbpacTpykType VMware.
KINEHTOB
KoHTponb goctyna 8 LUO/A n nomewernna Unbpactpyktypbl VMW (oxpaHaemasa Tepputopua LLO,
KoHTponb goctyna P e‘ M HoA LU' bpacTpykTyp (oxp pputopua LIO, UcnonHutensb UcnonHutensb
NPONYCKHOW PEXWUM, CUCTEMbI KOHTPOIA U YNPaBAEHUA AOCTYNOM, 3aNUPaHNE CTOEK).
Hannune BHewHeW (no nepumet (0} W BHYTPeHHel (B MalWMHHbIX 3anax LO cnucrtem
BuaeoHabnogeHune ( P py LOA) vip ( Hon) UcnonHutensb UcnonHutensb
. BuaeoHabnogeHusa.
Ddur3nYecKnin ypoBeHb —
MpeaocTaBneHne 3N1EKTPONUTAHNA, JOCTYNA K CETU MHTEPHET U cBOBOAHOro mecTa B cToikax LLOJ,.
PasmeleHmne MpepocTaBneHne, MOHTaX U KOMMYTauua obopyaosaHua (compute, network u storage) B cToikax LLOZ.
H PeA ! yrau PYA ( pute, ge) HOA McnonHutens Mcnonuutens
obopyaoBaHua PasmelieHne, noaknoveHWe K nNUTaHUIo, ceTn uHTepHeT u BLIOJ 3aka3umka cpeacts 3awuTbl

nHbOopMaLMm 3aKa3umKa, B TOM YMC/e CpeacT8 Kpuntorpadpuyeckoin 3awmuTbl MHGOPMaLUK.
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1.7.

1.8.

1.8.1.

1.8.2.

Tunbl pecypcos, Tpe6oBaHUsA, PEKOMEHAALMM 1 OTPaHUYEHMR:

Tab6n.4. Tunbl pecypcos, TpeboBaHMNA, PEKOMEHAALMN U OTPaHUYEHUA

Tun pecypca: BUpTyanbHble npoueccopHble aapa (vCPU)

Tpe6oBaHusa

PekomeHpauunm M orpaHuyeHusn

Mpn dopmmupoBaHMn 3akasa 3aKasuuKy npeaocTasaserca Bblbop M3
cnepyrowmx agep:He meHee 3,0 ITu; He meHee 3,5 Tyt
vCPU obcnyxusatotca dpusmnyeckumu npoueccopamu Intel.

B pamkax ogHoro BuptyanbHoro LOJ, 3aka3uumk moxet
ucnonb3oBaTb Tonbko VCPU ¢ ogMHaKoBOM 4acToToMn
(o6cnyskmBaemble npoueccopamm opHoro ™na).
OrpaHuyeHusa Ha KonuvectBo VCPU ykasaHbl B Tabsuue
«MapameTpbl nNpepocTaBAAemMbIX ycnyr» pasgena 3
HaCTOALLEro fOoKyMeHTa.

Tun pecypca: BUpTyanbHaA onepaTusHaa namatb (VRAM)

Tpe6oBaHusa

PekomeHpauum M orpaHuyeHun

Mpn dopmupoBaHmMu 3akasa 3aKasuuK yKasbiBaeT Tpebyemblii o6bem
VRAM.

Mpu dopmunposaHum 3akasa ycnyru tpebyemblii o6bem VRAM ponixkeH
6bITb  JOMO/NHUTENIBHO YYTEH B pamMKax 3aKasblBaeMoro obbema
BupTyanbHoro auckosoro npoctpaHctea (VHDD) BbibpaHHoro npoduns
A8 pasmelleHusa swap-palinos BUPTyanbHbIX CEPBEPOB.

OrpaHuyeHus Ha kosnuyectBo VRAM ykasaHbl B Tabsuue
«MapameTpbl nNpefocTaBAAemMbIX ycnyr» pasgena 3
HaCToALLEero AOoKyMeHTa.

Tun pecypca: BUpTyanbHOE AUCKOBO

e npocTtpaHcTteo (VHDD)

Tpe6oBaHusa

PekomeHpauum u orpaHuyeHun

B pamkax ycayru npepocTaBnseTcA  [ABa  AMCKOBbIX  npoduns,
OT/INYAIOLLUMXCA MO CKOPOCTU OBMEHa AaHHbIMU (KONMYecTBy onepauui
BBOAa-BbiBoAa (IOPS)) u Bpemenu oTkauKka: SATA u SSD. Kaxpgbii
AMCKOBbI Npoduab COOTBETCTBYET CBOEMY TWUMY [AWUCKOB Ha cucteme
XpaHeHUA JaHHbIX.

B pamkax ogHoro BuptyanbHoro LOJ MOXHO MCNOAb30BaTb AUCKOBbIE
npoduam pasnnMyHoro Tmna.

Ba)KHO: npwu 3aKase BupTyasibHOro AMCKOBOrO NPOCTPAHCTBA OTAE/bHO
[OMKeH 6bITb yuTeH Tpebyemblit 06bem VRAM ans pasmelleHus swap-
daiinos BMpPTyanbHbIX cepBepoB. BblgeneHHas eMKOCTb AUCKOBOTO
NPOCTPaHCTBa 3aHMMAETCA BCEMU BUPTYaIbHbIMU MalMHaMM 3aKasumnka
(BKNIOYEHHBIMW U BBIKNHOYEHHBIMM), CO34aHHbIMM 3aKka3unkom Snapshot,

MwuHUManbHoe 3HaveHue AnA ak3emnnapa BupTtyanbHoro
Uo4 - 100 TI6. CymmapHbliit o0b6bem BUPTYyanbHOro
AMCKOBOTO MPOCTPAHCTBA KaXXAoro AMCKOBOro npoouns
[OMKeH 6biTb KpaTeH 100 6.

a TakXke swap-daitnamm VRAM Bcex BUPTyanbHbIX MalWWH 3aKa3ymKa.

[na nogxntoyeHns K ycnyre 3aKa3uymK moxeT Bbl6paTb OAUH NN HECKONbKO TUNOB NOAKNHOYEHUA!

Tabn.5. Tunbl NOAKIIOYEHMUA K CETU U CETEBbIE CEPBUCDI

Tun nogknoYeHUs

OnucaHue

MoaknoveHmne yepes BblAe/IeHHbIN

rapaHTMPOBaHHbIN? KaHaN UHTEPHET

3aKa3umKy NpefocTaBaAseTca oTAeNbHaA Noaoca Ansa A0CTyna K Ycayre, Kotopas
He pa3fenseTca C APYrMMy 3aKasuymKamu.

MoakntoueHue Yepes BblAeNEHHbIN KaHan CBA3MU Ycnyre 3akasumka
MHTepHeT. na aaH

KaHasbl 3aKa3uuKa,

[aHHblI cnocob noakntoveHns nossosset obecneynTb B3auMogencTeune cetei
3aKa3uMKa C ceTblo B 06/1aKe C MOMOLLbIO BbIAENEHHbIX KaHa/noB CBA3M
CTOpOHHero nposaigepa. ONUMOHANbHO, C MOMOLLbIO AAHHOrO CUEHapua, K

MOXeT 6bITb noAKNYeH aﬂbTepHaTMBHbll\;l KaHan B cCeTb
HOro NOAKNYEHUA MOTYT 6bITb MCNOb30BaHbI BblAeNeHHble
OpraHnU3oBaHHble C UCNONb30BaHNEM «TeMHOM ONTUKUY.

KaHany nepepauu
3aKa3uyuka He ABNA
KaHana nepepaun
MHOOPMALMOHHBIX
aTaK, HanpasneH

MopakntoyeHMe Yepes 06K KaHan MHTEPHET

Mpeanonaraet 10rMYecKoe NoAKAOYEHUE K 06LLeMy Aa Bcex 3aKasumKoBs Ycayrm

[OaHHbIX (CKOPOCTb CETEBOrO COEAMHEHUA AR KaX4oro
eTCA rapaHTUPOBAHHOM W 3aBUCUT OT 3arpyXeHHOCTM obLuLero
OaHHbIX). 3aKasuuKky npegocrasnseTca 6asoBas 3awmTta
cuctem, pasmertaemblx 8 MHpactpyktype VMW , ot DDoS-
HbIX Ha MCYepraHWe KaHanbHOM EMKOCTM  ceTeBOW

NHopacTpykTypbl VMW .

MNoapobHasa MHPopMauma No AOCTYNHbIM NOAKAOYEeHUAM NpuBeaeHa B Mpunoxkerun Ne 1. VMW.6. K Jorosopy.
B ocTanbHbIX Cy4asnx, a TakKe Mo 3anpocy, MOXeT ObITb NpefoCcTaB/eHa PaclUMPeHHan 3awmTa UHOOPMALMOHHBIX CUCTEM
3aKasuuKa, pasmelyaembix B MHPpacTpykType VMW, oT DD0oS-aTaK Ha BCex YpoBHAX A0 L7 BKAOUUTENLHO B BUAE OTAENbHOM
Tapuouumpyemonm ycnyru.
Ona obmeHa HaHHbIMM MeXxAy BMPTyasbHbIMM MalwuWHamu B npegenax BUOJ wcnonb3yeTca BHYTpeHHee ceTeBoe
B3aumofencTeme, peannmsoBaHHoe Ha 6ase ceTeBoro obopyaosaHua McnonHUTena u cpeAcTsamm runepsmsopa.

1 TexHW4Yecku [0NyCTUMO BblgenaTb Ao 24/48 vCPU (ana vCPU wactotoit 3,5/3,0 [Ty, COOTBETCTBEHHO) Ha OAMH BMPTyanbHblit cepsep. OAHako Ana Aydwen
NPOU3BOANTENBHOCTU PEKOMEHAYETCA MPUAEPKMBATLCA 3HAYEHMI, ONUCAHHDBIX B pasaene «3. basoBan GYHKLMOHANBHOCTb U METPUKM YCAYTN».

2 3a@aHHas CKOPOCTb rapaHTUPYETCA BHYTPU CETU MCNOAHWUTENA HauMHasA OT NOPTa NOrPaHUYHOrO MapLupyTM3aTopa y3na ceasu Cloud.ru.
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1.9.

1.9.1.

1.9.2.

1.9.3.

1.9.4.

1.9.5.

1.10.

1.11.

1.12.

CeTteBble cepsucbl SDN.

Mnatdopma BUPTYyanu3aLmum cetn peannsyeTt NPOrpammHo-onpesensemyto 061a4uHyIo CeTb, a TaKKe NPOrPamMMHbIN NoAXo4,
K CO34aHMIO U 3KCNJIyaTaLMmM CeTEeBbIX CEPBUCOB.

Mnatdopma BUPTyanm3aLmm ceTv BKAOYAET B ceba cneaytolime KOMMNOHEHTbI:

. BMPTYa/ibHble CETU 1A OPraHN3aLMmn CEeTEBOM CBA3HOCTU BUPTYabHbIX MALLMWH;

. KAMeHTCKue witosbl Edge Gateways3.

KnueHnTckuii wnto3 Edge Gateway npeaocTaBnseT cnegytoLme cepsBuchbl:

. MapuwpyTm3aumsa (Routing);

. norpaHMYHoOE MeXKceTeBoe aKpaHupoBaHue (Firewall);

. npeobpasosaHue ceTeBbIx agpecos (NAT);

. BMPTyanbHble YacTHble ceTn (VPN) Ha 6a3e IPSec;

. OMHaMuM4yecKoe pacnpegeneHue ceteBbix agpecos (DHCP).

KnueHtckne wnio3bl Edge Gateway pasBopaumBaloTcA B PeMMe BbICOKOW AOCTYNHOCTU. AKTUBHbIN W03 obpabaTbiBaeT
ceTeBoM TpaduK, B C/lyyae BbIXoAa ero u3 cTpos Tpaduk aBTOMaTUYECKU NEPEKTIOYAETCA Ha PE3EePBHbI W03, HAaX0AALLMICA
B PEXUME OXKUAIHUA.

MpY NOCTPOEHUM CNONKHOW CETEBOW apPXUTEKTYPbl, Hanpumep, OpraHu3auuuv AMHaMUYECKOW Mapupytusaumm BGP ¢
IOKaNbHOM ceTeBOW MHOPACTPYKTYpOM 3aKasumKka, HEOH6X0AMMO MCNO/b30BaTb NorpaHUYHble wto3bl Dedicated Provider
Gateway/TO. B 3aBUcMMOCTH OT TpeboBaHMI K NPONYCKHOM CNOCOBHOCTM A0CTYNA B U U3 UHTEPHETA, a TaK¥Ke creumduyeckon
HaCTPOIKM CeTeBbIX CEPBUCOB MOTYT BbITb Pa3BepHyTbI BblaeneHHan BUpTyanbHas mawuHa Dedicated Provider Gateway/TO
unu BolaeneHHblit dpusmueckuin cepsep Dedicated Provider Gateway/TO 415 NOBbILLEHHOW NPOMU3BOANUTENBHOCTH.

LLIa6noHbl BM 1 06pasbl OC. B pamkax Ycayrn 3akasumK MOXKET CaMOCTOATENbHO BbIMOHUTL MMNOPT/3KCNOpPT CO6CTBEHHOMO
obpasa BM B BLOJ. B0o3mMOXHbI BapuaHT paboTbl ¢ obpasamm BM: 3aKa3uMK CamMOCTOATENbHO OCyLLecTBAAeT
MMMOPT/3KCNopT 06pa3oB BUPTyasbHbIX MallMH, ucnonb3ys KY VMware. 3a [ONOMHUTENbHYIO MAaTy 3aKasuuky
npefocTaBaAeTcA AOCTyn K KaTtanory ¢ wabnoHamu BM c npegycTtaHOBAEHHbIMM Haubonee MONyAAPHbIMKM BePCUAMMU
onepauMoHHbIX cuctem. Mpu UMNopTe 1 UCNo/Ib30BaHUM 3aKa34uMKOM COBCTBEHHbIX 06Pa30B BUPTYasibHbIX MALLWH, KOTOpPble
He umeT oduLMaNbHON COBMECTMMOCTM CO CTOPOHbI MOCTaBWMKA NAaTPopmbl BUpPTyanusaumu, McnonHuteno He
rapaHTMpyetr paboTocnocobHOCTb AaHHbIX BUMPTYyasbHbIX MaLIMH, U pelleHne BO3MONHbIX Npobsem He peryaupyertca
Aencreyowmm CornaweHnem ob yposHe npegocTaBneHnn Yeayru.

MporpammHana nnatdpopma. B KauecTBe MHCTpymeHTa peanusaumm VMW ucnonbsyetca KY VMwareBy. YcToiumBocTb K
OTKa3aM BbIMUC/IUTENbHBIX Y3/10B peanusoBaHa cpeacTBamu naatdopmbl BUpTyasm3aumm Ha 6ase TexHosoruu High
Availability (HA).

Cxema peanvsaumm nnatdopmbl ans ycnyrn «BuptyanbHblii LOO» n306parkeHa Ha PUCYHKe HUKe:

BupTyanbHble LUOA KnueHToB BupTtyansHblie LOA Knun

BUOA 1 BUOA 2 BUOA3 ... BLUOA N BUOA 1 BLOA 2 BUOA3 .. BLUOA N

KoHconb ynpaeneHus

= SDN ’ SDN ’

Cepsepsl

Cucrer CUCTEMBI XPAHEHUA AaHHBIX
SSD, NL-SAS
uoa 1 uon 2
AnnapatHas nnatpopma:
Tab61.6. KOMNOHEHTbI U XapaKTEPUCTUKM annapaTHOM naatdopmbl

KomnoHeHTbI XapaKTepucTuku

B KayecTBe BblUMCAUTENLHOW NNATGOPMbI UCMO/b3YIOTCA CEPBEPHbIE pelleHnn
KOPNOopaTUBHOTO YpOBHSA, 6a3npytoLLMecs Ha NPoLLeCccopax apXmUTeKTypbl x86/64.
[na opraHnsaumm cepsuca npesocTaBieHNa BUPTYyasibHbIX AUCKOB MPUMEHAIOTCA
cxa CUCTEMbI XpaHEeHWA AaHHbIX YPOBHA midrange ¢ pe3epBMPOBaHUEM OCHOBHbIX
KOMMOHEHT, TaKMX KaK BI0KM NUTaHWA, KOHTPOIEPHbIE MOAYN.

CepsepHasa nnatdopma

3 OTAENbHO He TapUGULMPYIOTCA, UX CTOUMOCTb BK/KOYEHA B CTOMMOCTb NPEA0CTaBAEHHbIX PECYPCOB M ONumi Yeayru.
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1.13.

1.13.1.

1.13.2.

1.13.3.

1.13.4.

1.13.5.

1.14.

1.15.

1.16.

BasupyeTca Ha 0bOpyAOBaHMM BeaylMX MUPOBLIX NPOU3BOAWUTENEN, KOTOpOe

obecneunsaer:

- BbICOKMI YypOBeHb KOHTpoNsA M bHesonacHocTv 6narogaps NOTOKOBOM
TENEeMETPUM U YNPEXKAAIOLLEMY aHANIN3Y Ha IMHENHOI CKOPOCTU Nepeaayn;

- BbICOKYIO nNpou3BOAUTENBHOCTb NPUNOKEHUN 6naropaps
WHTENNEKTyanbHbIM Bydepam 1 OTCYTCTBUIO NOTEPU NAKETOB;

- BbICOKYIO NPOU3BOAWUTENBHOCTb M MacwTabupyemocTb  6narogaps

CeTb MYJ/IbTUCKOPOCTHbIM nopTam 1/10/25/50/100G.

CeTeBas noacucTema peanusosBaHa C nNpuvmeHeHnem Tonosiorum Leaf - Spine,

KoTopas obecneynBaeT cneaytoLme NpenmyLLecTsa:

- NpeAcKasyeMocTb 3afePHKEK;

- BbICOKMI1 ypoBeEHb MacwTabupyemocTu 6e3 npepbiBaHus paboTbl cetu;

- 3alWTy OT NOABNEHUA NETENb;

- BbICOKMIA ypOBEHb aBTOMATU3aLMUM YNPABAEHWUA U NOALEPKKM.

MpepocTaBneHne f4ocTyna K NporpammHomy obecrneyeHuto.

UcnonHutens npepnaraet 3akasumKy [OCTYN K MPOrpaMmHOMy obecneveHuto, nepeyeHb KOTOPOro 3aKasuuK MOMKeT
3anpocuTb y oTBeTcTBeHHoro nnua Wcnonnutens (pasgen 10 Jorosopa), CTOMMOCTb ONpefenseTca B COOTBETCTBYIOWEM
6naHKe 3aKasa Ha ocHoBaHMU TapudoB., ycTaHOBNEHHbIX B MpunosxkeHuax Ne 7.

B pamkax npefocTtaBieHma 4OCTyNa K NporpammHomy obecnedeHnto McnosHUTeNb NpefocTaBaneT 4ocTyn K AucTpubytrsam
NPOAYKTOB M NpefoCTaBAeT ULEH3UIO A1A aKTUBALMW AaHHbIX NPOAYKTOB. TeXHMYecKan NoAfeprKKka No npoayKTam He
BKJ/IIOYEHA B CTOMMOCTb YC/Yr1 U NpuobpeTaeTca 3aKa3suMKOM CaMOCTOATE/IbHO.

Basoi1 4nA npuMmeHeHUsA Tapuda 1 pacyeTa exxeMecA4YHOro naaTeKa 3a ucrnosb3osaHne CepsepHoOt onepaLoHHOM cUCTEMOM
ABNAeTCcA HaMbonbluee YUCNIO0 OAHOBPEMEHHO PaboTaBLUMX BUPTYyasibHbIX MALIMH C AaHHOW OMepaLMOHHON cucTeMO 3a
pacyeTHbIV nepuoa,.

B cnyyae uHAEKcauMun LeH Ha NMLEeH3MU Co CTOPOoHbI npoussogutens MO, UcnonHuTenb MmeeT NpaBo Ha WHAEKCALMIO
Tapuda B 04HOCTOPOHHEM NOPAAKE HA COOTBETCTBYHIOLLYIO BE/IMYMHY C YBEAOMIEHMEM 3aKa3uMKa B CPOK HE MeHee Yem 33
30 (Tpuauatb) AHeN Ao AaTbl U3MmeHeHuA Tapuda. K yBegomneHunio 3akasumka McnonHWTeNb NpuKAaabIBaeT CKaH-KOMUIO
COOTBETCTBYIOLLErO MUCbMa-yBeAoMaeHnAa oT npoussoautens MO. B ciaydae HeobxoamMmoct CTOPOHbI MOAMWUCHIBAOT
JononHutenbHoe cornaweHme o BHeCEHUMN U3MeHeHWUI B MpunoxkeHus No 7.

MogpobHaa MHbOpMaLMA MO YCNOBUAM U OFPaHUYEHUAM WCMOAb30BAHUA NPOrpammHoro obecnevyeHus npuseaeHa B
MpunoxkeHnn Ne 8. k [lorosopy.

MpeaocTaBneHue AOCTYNA K onuum PacnpegeneHHblii MexXceTeBoi 3KpaH. McnoaHuTe b NpefocTaBaseT 3akasumky focTyn
K CEeTEeBOMY CEepBUCY BMPTYaNbHOro LW/O3a — pacnpegeneHHomy mexcereBomy 3KpaHy (Distributed firewall) ans
BUPTYa/IbHbIX CEPBEPOB U MPUIOKEHWUI, 3anycKaemMbix Ha ¢usnyeckom obopyasosaHumn WcnonHutens. [octyn K cepsucy
npeaoCcTaBAAeTca Ha OCHOBaHUM NoAnNucaHHOro 61aHKa 3akasa v onnaunsaeTcs 3aKasunMKom OTAESbHO.

MUmeHoBaHMe «OpraHusaumMin» 3akasumka. [1a KOppeKTHoW 06paboTkM obpalweHuit 3aka3uuMka WMeHoBaHWe
«OpraHusaumin» BbINONHAETCA onepaTopamu McnonHutena uM vMmeeT YHUOUUMPOBAHHBLIM dopmaT Buaa <HassaHue
«OpraHusaumm» 3akasumka> - <MopsagKosbii Homep «OpraHuM3aumMu 3akasumKka»>. Mo cornacoBaHuio ¢ McnonHuTtenem
BO3MOXHO WM3MeHeHue Ha3BaHua «OpraHu3aumm» 3aKasuymMKa Yepe3 COOTBETCTBYIOLWLMIM 3anpoc B CAYXKOYy MOAAEpKKM
UcnonHutena.

LUndpoBaHue BUPTYanbHbIX MaLIMH. Ycayra obecneynmBaeT BO3MONKHOCTb LUMPPOBAHUA KOHOUIypauMOHHbIX ¢ainos
JaHHbIX M AuckoB BM, npepoctaBneHuM pgoctyna K WwabnoHam rocteBblx OC € BO3MOMXKHOCTbIO XPaHEHUA KAtoyei
wndposaHma B VTPM. C NOMOLLIO KOHCO/M YNPaBAeHNA 3aKa34yMK MOMKET CaMOCTOATE/IbHO CO34aBaTb HOBble LUNMdPOBaHHbIe
BM, anbo 3awwmnoposbiBaTh cywecTsytowme BM. CtoumocTb Ycnyrn popmmpyeTca B 3aBUCMMOCTY OT MAaKCMMA/IbHOTro 06béma
[AMCKOBOrO MPOCTPAHCTBA, BblAeNeHHbIX ana BM c akTuBupoBaHHoW onuueit «lndposaHue BM» B TeyeHne OTYETHOrO
nepuoaa (KaneHgapHoro mecaua). Ycayra noAkato4aeTcs nocpeAcTBOM NOANMCaHMA 3aKasa.
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2.1. Ycnyra BuptyanoHoii LOJ, onucaHa B Tabavue 7:

BA30BAA ®YHKLUMUOHA/IbHOCTb U METPUKN YCNIYTU

Tabn.7. MapameTpbl NpeaocTaBasembix Ycenyr

Cepsuc Tapuduumpyembie e AUHULbI

XapaKTepucTUKU U METPUKKN

[onyctumble 3HaueHun

BupTyanbHbiit npoueccop 3,5 My, (wT.)

ba3oBas yacTtoTta npoueccopa vCPU

He meHee 3,5 Ty,

Host CPU Ready time MeHee 5%
PekomeHayemoe Kon-8o VCPU Ha BupTyanbHbiii cepsep (wT.) 1-12 wr.
[onyctumbiit 06bem VRAM Ha BUpTyasbHbI cepsep 1-384T6
RAM Swapped 0%

BbluncneHus

BupTyanbHbiit npoueccop 3,0 My, (wT.)

ba3oBas yacTtoTta npoueccopa vCPU

He meHee 3,0 Ty,

Host CPU Ready time MeHee 5%
PekomeHayemoe Kon-8o VCPU Ha BupTyanbHblii cepsep (wT.) 1-24 wr.

[onyctumbiit 06bem VRAM Ha BUpTyasbHbI cepsep 1-768T6

RAM Swapped 0%

HDD IOPS. 3TanoHHble 3HaYeHun*

30000 IOPS/1 TB*®

BUpTyanbHbIi )ecTkuit guck Fast SSD, (IB)

CpeaHee Bpems goctyna K Fast SSD Storage Ha BUpTyasbHOW MawnHe | 0 mc - 5 mc
Jonyctumbliit 06bem 04HOrO BUPTYasIbHOIO KecTKoro aucka SSD Ha 1—4096 6
BUPTYa/ibHbIl cepsep

Lar ysBennyeHua pasmepa BMPTYaNbHOrO AWCKa B AOMNYCTUMOM 11E

aManasoHe

XpaHuauuie AaHHbIX BupTyanbHbiit )ecTkuin auck SSD, (I'B)

HDD IOPS. 3TanoHHble 3HaYeHun*

5000 IOPS/1 TB®

CpeaHee Bpema goctyna K SSD Storage Ha BUPTyasibHOW MallnHe 0 mc-5mc
[onyctumbliit 06bem 04HOr0 BUPTYasIbHOrO KecTKoro aucka SSD Ha 14096 15
BUPTYa/ibHbIl cepsep

Lar ysennyeHua pasmepa BMPTYaNbHOrO AWCKa B AOMNYCTUMOM 116

amManasoHe

BupTyanbHbIi ecTKuit amck SATA, (IB)

HDD IOPS. 3TanoHHble 3HaYeHun*

100 IOPS/1 TB®

CpeaHee BpemMa foctyna K SATA Storage Ha BUPTyanbHON malivHe 0 mc - 30 mc
[onyctumbiit 06bem 04HOIo BUPTYaNbHOTO XECTKOro Ancka SATA Ha 1—4096 6
BUPTYa/ibHbIl cepsep

Lar ysBenuyeHua pasmepa BUPTYaNbHOrO AWCKa B AOMNYCTUMOM 11E

aManasoHe

4 MapameTpbl rapaHTUpyLOTCA Npu pasmepe 610ka Ao 8 KB, npoussonbHOe uTeHne/3anuck ¢ npodunem 70/30.

517T6=1000 b

6 Mpon3BoAUTENBHOCTb OAHOMO BUPTYabHOrO AUCKa orpaHuyeHa 40000 IOPS
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Tabn.7. MapameTpbl NpeaocTaBasembix Yenyr

Cepsuc

Tapuduumpyembie eAUHULbI

XapaKTepucTUKU U METPUKKN

[onyctumble 3HaYeHUA

CeTeBble CepBUCHI

[locTyn B UHTEPHET B 06L,em KaHane

MNonoca nponyckaHua

He Tapuduumpyetca:
He 6onee 100 M6/c Ha BupTyanbHbiii LOJ,

CpefHAn ceTeBas 3afiep)xKa B npegenax ceTu nepefayy AaHHbIX

0 mc-5mc
N Cloud.ru
MponyckHas cnocobHOCTb Ha BUPTYanbHbIl cepsep
MpoLueHT NoTepAHHbIX NAaKeTOB B NpeAenax CeTy nepesayn AaHHbIX o o
0%-0,2%
Cloud.ru
CpeaHan ceTeBas 3aJepiKKa B Npeaenax CeTM nepefayvu AaHHbIX 0 Mc -5 mc
mc -5 m

BupTyanbHbii wnto3 (wr.)

Cloud.ru

MponyckHaa cnocobHocTb

He 6onee 5 6/c

[octyn K wabnoHy CepBepHan onepaumMoHHan cucTema:

CepBepHan onepaumoHHasa cuctema 2016
CepBepHan onepauumoHHasa cuctema 2019

. BM pasmepom 4 " MeHee vCPU: . .
. LLlabnoHbl CepBepHOI OnepaLoHHON CUCTEMbI CepBepHan onepaumoHHasa cuctema 2022
Foctesasn OC BM (wT.)/ KaneHAapHbii mec’. . .
BM 6 4 CPU LLlabnoHbl JecKTonHOM onepaumMoHHOM cucTembl POCA «Xpom» 12 Paboyas cTaHumA
. .
ey pa;""em"" onee VERL: POCA «KOBA/bT» 7.9 Cepsep
v (wr.)/ KaneHAApHBIf Mec®. POCA «Xpom» 12 Cepsep
CepsepHan CYB/[], 2017 Enterprise
CepsepHan CYB/[, 2019 Enterprise
Bocryn Ksron 10 Cepsepuan YA e oot
no e BM pasmepom 1-12 VCPU: | LWa6noHbi MO CepsepHas CYB/ paep pay
. CepBepHan onepaumoHHasa cuctema Datacenter 2022
BM (wr.)/ KaneHgapHbIi mec.?
CepBepHasa onepaunoHHaa cuctema Standard 2016
CepBepHasa onepaunoHHana cuctema Standard 2019
CepBepHasa onepaunoHHaa cuctema Standard 2022
Ooctyn Kk 3k3emnnspam [NO (CepsepHas CYB/
Enterprise Core, Cepsepnan CYB/, Standard Core, SK3e Aapbl MO (SQL ServerCepsepHasa CYB[ Enterprise Core MNoaaepxusaemolie Bepcun MO (CepsepHan CYB[, Enterprise Core
e K3emnaapbl \ H i 3 AAEePKUBAEMbI nm H i ,
CepsepHaa  CYBA  Web  Edition, CepsepHan o
no onepalmoHHan cuctema: Datacenter, CepsepHas CepsepHaa CYB/ SQL Server Standard Core, CepsepHas CYB[, SQL | CepsepHaa CYB/ Standard Core, CepsepHas CYB[, Web Edition,

onepaumoHHas cuctema: Standard):
. [lBa BUPTyanbHbIx/du3nueckux agpa
KaneHAapHbIn mecau?.

(wr.)/

Server Web Edition, CepsepHas onepauunoHHas cuctema: Datacenter,
CepBepHas onepauuoHHasa cuctema: Standard).

CepBepHaa onepaunoHHaa cuctema: Datacenter,

onepauunoHHas cuctema: Standard).

CepBepHas

7 MUHUManbHbIN nepuos TapudmKaLumm — KaneHAapHbI mecsal,. Hayano Ucnonb3oBaHWA, HAUMHAsA C NEPBON MUHYTbI, AW NPOAOIKEHNE UCMONb30BaHUA Ycayrm B OTYUETHOM Nepuoje NpeanonaraeT CNUCaHUe CTOMMOCTY 3a NONHBINA KaneHAapHbIA mecau,
HenonHbli KaneHaapHbIi MecaL, UCNOb30BaHWA YCAYIW, HAYMHan C NePBOM MUHYTbI, OKPYFAAETCA A0 NOAHOIO KaNeHAAPHOro MecALa Nob3oBaHUsA YCayrom.

8 Mpu ucnonb3osaHuK 6onbluero koamdectsa VCPU B8 cocTase ak3emnaspa BM, nponopunoHanbHO yBeAMYMBAETCA KOAMYECTBO AOCTYMHbIX IMLEH3UM Ans onaaTsl (c warom 8 12 vCPU).
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3.1

3.2.

3.2.1.

3.2.2.

3.3.

3.3.1.

3.3.2.

3.3.3.

3.3.4.

4.1.

4.1.1.
4.1.2.

4.2.

4.2.1.

4.3.

4.3.1.

4.4.

3. TAPUOUKALMA YCNYTU

Ycnyra npegoctaBnseT Ha BbiIbop ABa TMNA TapuouKaummn: nHamuyeckan Tapuoukauma (Pay as you go, aanee — PAYG) u
Cratnueckan TapuodmKkauma (Allocation).

OunHamunyeckas Tapudukaums (Pay as you go).

OunHamunyeckaa TapuduKaumsa npegnonaraeT onnaty My/sa PecypcoB, YKasaHHbIX HUXKe, no ¢akty ux notpebneHus
3aKa3unkom B TedyeHne OTYETHOro Nnepuoaa:

BupTyanbHbiit npoueccop 3,0 MMu, PAYG;

BupTyanbHas namaTb, PAYG?;

BupTyanbHbIN KecTkui auck SATA, PAYG;

BupTyanbHbIi ecTKui guck SSD, PAYG;

BupTyanbHbIi ecTkui auck Fast SSD, PAYG.

OunHamunyeckaa TapuduKaLma OCyLLEeCTBAAETCA B NOYACOBOM pexume (M3 pacyeTa CTOMMOCTM OAHOMO Yaca), HauMHaa ¢
nepBolii MUHYTbI NMONAb30BaHUA YCAyroh. Bpems yumTbiBaeTcA ¢ AUCKPETHOCTbIO A0 LLEeNIOro 4aca, TO ecTb HeMmosHbIM Yac
paboTbl BUPTYanbHOM MalUMHbI CYUTAETCA KaK Lesbld. TapuouumpyeTca cymma COOTBETCTBYIOLLMX PECYpcoB Ans Bcex BM.
BupTyanbHbIM npoueccop v BUPTyasabHas NamaTb TapudULMPYHOTCA C MOMEHTa cTapTa BM 1 Ao MOMeHTa ee OCTaHOBKM.
BUPTyanbHbIN KECTKUIA AUCK TapuduumpyeTca ¢ MOMeHTa co3gaHua BM u go eé ypaneHuna. CHUMKM (Snapshots), swap-
¢darinbl, wWabnoHbl BM 1 1SO-06pasbl TapndmLmMpyroTca Kak BUPTyanbHbIM KeCTKUA AUCK. Ona Kaxpon BM yuuTbiBatoTcA
MaKCMMasbHble 3HAYEHUA PECYPCOB 3a KaXAbli Yac.

Cratnueckan TapuodmKkauma (Allocation).

BennunHa eemecA4YHOro njaTeda 3a No/b30BaHMe YC/Iyro onpefensetcA B COOTBETCTBMM C 3aKa3aHHbIM 06bEMOM
nepeyvncieHHbIX HUXKE PecypcoB 1 onumii:

o BupTyanbHbiit npoueccop 3,0 M,

BupTyanbHbIit npoueccop 3,5 M,

BupTyanbHas namaTblo;

BupTyanbHbIi KeCTKUI guck SATA;

BupTyanbHbIN KecTKkui auck SSD;

BupTyanbHbIi KeCcTKU guck Fast SSD;

MpepgocTtasneHune nybamyHoro IP agpeca;

BblgeneHHan BMpTyanbHasa malmnHa Dedicated Provider Gateway/TO;

BblaeneHHbI dpusndeckuii cepsep Dedicated Provider Gateway/TO;

Onuwma PacnpeaeneHHbI MeXceTeBOW 3KpaH;

[Joctyn K wabnoHy CepBepHan onepaLMoHHasA cuctemas;

JocTyn K wabnoHy NO CepsepHan CYBA 3;

DocTyn K npounm ak3emnaapam MO (nepeyeHb goctynHoro MO npuseaeH B MpunoxeHusax Ne 7);

BupTyanbHbIi KecTkui auck SATA ans wndposaHHbIX BM;

BupTyanbHbIi KecTKui guck SSD ans wndposaHHbIX BM;

BupTyanbHbIi ecTkui auck Fast SSD gna wmdposaHHbIXx BM.

MeToamrKa pacyéToB NOTPebAAEeMbIX NPOLECCOPHBIX PECYPCOB M ONEpPaTUBHOM NaMATH NpeanonaraeT TapudrKaLmio cymmbl
3Ha4YeHWU NpeAoCcTaBAEHHbIX pecypcoB 3a OTYETHbIN Nepuos B cOOTBETCTBUM € Tapudom. CHeT BbICTaBAAETCA HA OCHOBE
CYMMbl 3HAYEHUM.

MeToamKa pacyéta noTpebaaeMoro 4MCKOBOro NPOCTPAHCTBA NPeAnoaaraeT OniaTy 3a BeCb NPeAoCTaBAEHHbIW 3aKasumky
06bEM pecypcoB AMCKOBOrO MPOCTPAHCTBA KaX40ro Tuna.

MeToamKa pacyéta no onuum «PacnpefseneHHbIi MeXCeTEBOM 3KpaH» npeanonaraeT TapudUKaumioo CymMmbl 3HAYEHUM
onepaTMBHOM NaMATU, NpeaocTaBAeHHOM 3aKa3umKy B pamKax ero BupTyanbHoro LLO B OTYETHbIV nepuoa.

4. WHbIE YCNOBUA, MTPUMEHUMBIE K YCNVYTE

B0o3MOKHble BUAbI NOAKNOYEHNA / U3MeHeHMs / OTKAoYeHus Yeayr:
Mocpeactsom nognucaHma 3akasa (c yuétom n. 4.6. HacToAwero NpuaoxeHus);
MocpeacTsom coBepLueHUa AencTeuii B JIMMHOM KabuHeTe.

B0O3MOMKHbI NOPALAOK pacyéTos no Ycnyre:
MNoctonnaTa.

Bo3MmorKHble cnocobbl onnaThbl / nopAAO0K NONoO/HEHNA banaHca:
OnnaTa B 6e3HaIYHOM nopAaaKke Ha OCHOBaHWU BbICTaB/1IEHHOIO McnonHutenem cyéra.

3aKa3uYmMK CaMOCTOATE/IbHO HECET OTBETCTBEHHOCTb 3a PaboTOCNOCOBHOCTL NPOrPaMMHOro obecneyeHuns, ycTaHaBIMBAEMOrO
Ha BM.

9 06bem BuptyanbHoi namatu (VRAM) gonikeH 6biTb 4ONONHUTENBHO YYTEH NPU 3aKase BUPTyanbHOro AMCKOBOro NPOCTPAHCTBA AR XpaHeHWUA swap-Gpaitnos BUPTYanbHbIX
CepBepoB B COOTBETCTBUM C NapaMeTpamu, yKasaHHbIMU B pa3gene «Tun pecypca: BUpTyanbHas onepatusHas namats (VRAM)» Tabauup 4.
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4.5.

4.6.

4.6.1.

4.6.2.

4.6.3.

4.7.

Bo usbexkaHue gerpagaumy nponsBoanUTENIbHOCTU, NEPEYTUIM3ALUN PECYPCOB XPAaHEHMA U MOBbILEHUA PUCKA HapyLeHus
LLeNIOCTHOCTM AUCKa Npu KOHcoMMAauun, UcnonHuTenb octasaseT 3a coboi npaBo nNpoBoauTb PernameHTHble paboTbl no
yAaNeHuo co3aaHHbIx 3aka3umkom Snapshot ctape 7 (Cemun) aHelt. Mepen yaaneHvem Snapshot UcnonHutens obasyetca
yBeLOMUTb 3aKa3umKa No 3/1eKTPOHHOM noYTe, yKasaHHoW B [lorosope, 3a 5 (MATb) AHen no yaanerHua n 3a 1 (OanH) aeHb 0o
yOaneHms.

CTOPOHbBI YCTaHOBUAW CNeayoWwmii NopaaoK 3akasa Ycayrm no HactoAwemy MpunoskeHuio:

3aKas Ha noaktoyeHue Ycayrn AonKeH 6biTb HanpasaeH UcnonHutento He nosgHee, Yem 3a 3 (Tpu) paboumx AHA 40 AaTbl
Hayana okasaHwua Ycayru;

B TeueHue 1 (OaHoro) paboyero AHA MCNosHUTENb UM €r0 YNOZIHOMOYEHHbIW NpeacTaBuTenb 06A3yeTca paccmoTpeTb 3aKas
Ha Ycayry v HanpasuTb /MLy, HanpasuBlwemy 3akas, OTBeT (MOAMWCAHHbLIN CO CBOEM CTOPOHbI 3aKa3 WM OTKas B
npeaoctasaeHnn Ycayrn c 060cHOBaHWMEM NPULKHDI);

B cnyyae cornacosaHua CtopoHamu 3akasa Ycnyra npegocTaBaseTca B AaTy Ha4ana oKkasaHua Ycayru, 3aduKCpoBaHHyto B
3akase, ¢ 10:00 no MOCKOBCKOMY BpeMeHMU.

3aKa3uMK CaMOCTOATENbHO HECeT OTBETCTBEHHOCTb 33 COXPAaHHOCTb AaHHbIX U MPUHMMAET CaMOCTOATE/IbHO Mepbl MO UX
COXpaHeHuto nNpu oTKase ot Ycayru. Mpu oTKase ot Ycayrn McnonHutenb Bnpase yAaauTb AaHHble 3aKasuMKa no uctedeHnm
5 (Matn) paboumx gHel nocne oTKasa ot Ycayru.
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