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NPUNOXKEHUE Ne 2.0.
K [lorosopy

OBLLIEE COTTTALLEHME OB YPOBHE NPEAOOCTAB/IEHUA YCIYT

1. NPEAMET COMALUEHUA

Hacrosuiee CornalueHue o6 ypoBHe npegocTaBneHun yenyr (aanee — CornalieHue) yctaHaB/IMBaeT:
. LieneBble 3HaYeHWs NoKasaTenei Ycnyr;
. obLume ycnoBua 1 NOPAAOK B3aMMoZencTeusa cnyk6 3akasumka U MCcnonHWTeNs B pamMKax TEXHUYECKON NoaaepKKu

Ycnyr no [lorosopy;

. nopAAoK KOMMYHWKauum CTOPOH Mo pasHbim KaTeropuam ObpalueHuis;
. OTBETCTBEHHOCTb CTOPOH 3a HecobtoaeHue ycnosuit CornalueHums.

Ycnyra cuuMTaeTca COOTBETCTBYIOLWEN rapaHTMPOBaHHOMY YPOBHIO KauyecTBa, eciv GpaKTUYecKkue 3HadeHus eé mapameTpos
YKNaAbIBalOTCA B AMana3oHbl LeseBblX 3HaYeHWi, ycTaHoBAeHHble B CornaweHnn u (uau) ycnosumax SLA Yeayr.

Ecnv B SLA Ycnyr npeycCMOTpeHbl UHble YCI0BUA MO CPaBHEHMIO € ycnoBuamm CornalieHuns, To AencTeytoT ycnosua SLA Yenyr.

AsapuliHo-
soccmaHosumerbHole
pabomei

(ABP)

BeHdop

Bpems docmynHocmu Ycnye

(B4)

Bpemsa HedocmynHocmu
Yenye (BH)

Bpems nposedeHus
PeznameHmHbIx pabom
(BI1PP)

Bpemsa peakyuu

Bpems peweHusa

Lezpadayua

JocmynHocme Ycnye

3anpoc Ha usmeHeHue
(3HM)

3anpoc Ha obcayrusaHue

(3HO)

UHuyuamop Ob6paweHus

UHYuoeHm

HedocmynHocme Ycnye

ObpaweHue

Mpuopumem O6paweHusa

2. TEPMWHbI N ONPEQENEHNA

KOMMIEKC MeponpuaTuit (paboT), KoTopble MPOBOAATCA B OMNEPAaTUBHOM peXume aas
yCTpaHeHus wan npeaoTepalieHus NHumaeHTa.

NOCTaBLUMK, KOTOPbIN NPOAAET U NPOABUraeT TOBapbl U YCAYrM NOA COBCTBEHHbIM BpeHAOM
WIN TOProBOM MApPKOM.

COrNacoBaHHbIA Mepuos, B TeyeHue KOTOporo ¢yHKUMOHANbHOCTL YCAyr AoCTynHa Aana
MCNoab30BaHMA 3aKkasumkom. Mamepserca B yacax/muHyTax 3a OTYETHbIN Nepuog C y4eTom
yCTaHOBAEHHOrO Pexnma npefocrasieHus.

COBOKYMHbIW Nepuos, B Te4eHUe KOTOPOro GpyHKLMOHANbHOCTb Ycayr bblia HeAoCTynHa Ana
MCNoNb30BaHMA 3aKkasumkom. Mamepserca B yacax/muHyTax 3a OTYETHbIN Nepuog C y4eTom
yCTaHOBAEHHOrO Pexxnma npefocrasieHus.

COrNacoBaHHbIA Nepuos, B TeyeHWe KOTOporo McnonHuTenb MpoOBOAMT MiaHoBble
meponpuaTua no obecneyeHunto pabotocnocobHocTn Yenyr. HegoctynHocts anbo Jerpagaumn
BO Bpems PernameHTHbIX paboT yunTbIBAKOTCA NpW noacyete BpemeHn HeoCTynHOCTM Yeayr.

nepuoj, B TeyeHue kotoporo UcnonHutenb peructpmpyet B CPO n HanpasnseT 3aKasuuKky
perucTpaumoHHble AaHHble OBpalleHns.

MHTEpBas C MOMeHTa peructpaumm O6palieHuns A0 MOMeHTa GaKTUYecKoro 3aseplueHus
pabor.

CHUMEHME KauyecTsa MpefocTaBieHus YCAyr, He NpuBOAALLEE K HEAOCTYMHOCTU OCHOBHOM
byHKLUMOHanbHOCTH Yenyr.

CNocobHOCTb YCAyr BbINONHATb COrNAcoBaHHYO QGYHKUMIO, KOraa 310 Heobxoaumo. Ycayru
CYMTAIOTCA AOCTYMNHBIMU, ECIU UX OCHOBHblE PYHKLIMOHANbHbBIE BOSMOXHOCTU COOTBETCTBYIOT
COr/IaCOBaHHbIM NapameTpam.

KaTeropua Ob6paweHuit, ¢uKcupylowana noTpebHocTb 3akasuMka B  gobasneHuu,
MOAMPUKALUM WU YAANEHUN Yero-NnB0, YTO MOXKET NOB/IUATL Ha KauyecTso Yciyr.

KaTeropua O6paweHunit, duKcupylowasa nNoTpebHOCTb  3aKasumMka B BbINOAHEHUM
UcnonHutenem onpegenieHHbix paboT B CBOEM 30HE OTBETCTBEHHOCTWM, HE CBA3AHHbLIX C
UHumpgeHtom unm 3HU.

3aKasuMK MAM YNOJIHOMOYEHHbIN MpeAcTaBuUTeNb 3aKas3uuka, nMo MHGOPMALMM KOTOPOro
peructpupyetca O6paueHue.

HesansiaHMpoBaHHOE CObbITUE, KOTOPOE MPUBENO UM MOKET NPUBECTU K HELOCTYMHOCTU UK
CHUMKEHMIO KauecTsa nNpesocTasneHus Yeyr.

3aDMKCMPOBAHHbIN  PaKT  HEBO3MOMHOCTM  UCMOJIb30BAHWA  3aKa3uMKOM  OCHOBHOWM
byHKUMOHanbHOCTU Yenyru.

nHbopMaLma, HaNPaBAEHHAA YCTAHOBAEHHbIM CNOCO60M 3aKa3yMKOM WU YNIOTHOMOYEHHbIM
npeacrasmTenem 3akasumka u 3apernctpuposaHHas 8 CPO.

aTpubyT, onpeaenAllWmMii O4epesHOCTb W LeseBble MoKasaTesiM BpemeHu 06paboTku
O6palyeHms.
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PeznameHmHole pabomel —  KOMM/IEKC M/JaHOBO-NPOdUAAKTUYECKMX pPaboT, KoTopble NpoBOAMT MWcmonHwutesnb B
COrnacoBaHHbIM nepuog BpemeHn ans obecneveHus 6ecnepeboiMHOro GyHKUMOHUPOBAHUA

Yenyr.
Pexcum mexHu4eckol —  COr/1IacoBaHHbIM pacnopasok 06paboTku O6palLeHnit.
noddepxcku (PI1)
Cucmema Peaucmpayuu —  MHOPMALMOHHasA cucTema UcnonHuTens, npeAHasHaueHHan ANA PerncTpaummn n o6paboTku
Ob6paweHuli (CPO) O6palyeHuit.

3. PEXMUM NPEAOCTABJIEHMA N AOCTYNHOCTb YCAYT

Ycnyrv npenocTtaBaaioTcea B pexxume 24x7x365(6) — 24 yaca B cyTkK, 7 gHel B Hegento, 365(6) aHelt B rogy.

JocTtynHocTtb Yenyr n3mepaeTca B npoueHTax " paccuuTbiBaeTca no bopmyne:

(BA-BH)/BA x 100, rae:

. B[, — cornacosaHHoe Bpemsa goctynHoctu Ycayr 3a OTY4ETHBIN nepuog;

. BH —Bpema HegocTynHoctn Ycayr 3a OTYETHbIM Nepuvof, Ha OCHOBAHWM [aHHbIX OT CUCTEMbl MOHUTOPUHIA U
3aperncTpupoBaHHbix B OTYETHLIVM nepuoa ObpalleHnin 3aKasunka;

B pacuet JocTynHocTu Ycnyru BKAtoYaeTca Bpema HefocTynHOCTM no MHumaeHTam npuopuTeta « KpUTUYHBIN» U «BbICOKUIY,

KOTOpble NPOoM30LWIM No BUHe MicnonHuTensa, a UMeHHO: HeJoCTYMHOCTb YCAYT N0 TaKUM MHLUMAEHTaM OTHOCMTCA K BH.

HepgoctynHocTtb Yenyr no UHumaeHTam npuoputeta « KpUTUYHBIA» U «BbICOKMI», KOTOPbIE NPOM30LL/IM NO BUHE 3aKasumKa

oTHocATcA K BA.

Bpems HegocTynHocTM no MHumaeHTam ¢ npuoputeTtom «CpegHuii», a Tak e No MHUMAEHTaM B 30HEe OTBETCTBEHHOCTU UK

no BMHe 3aKasymKa npu pacyete JocTynHOCTN YCAYrn He y4nTbIBatOTCA.

CTOPOHbI COrNallaoTCcA y4uTbiBaTh Nepuodbl HepoctynHocTu Yeayr v (wam) Oerpafaumun Kak npepgocrtasneHne Ycayr B

LUTAaTHOM peXXMMe M He y4UTbIBaTb UX NPU pacyéTe BpemeHn HegocTynHOCTH Yeayr, ecnu:

McnonHutenb 3anpocun y 3akasumka AOMNOJHUTENbHYO MHPOPMaLMiO, Heobxoanumyto ana obpaboTkn ObpaleHna — ao

rnonyyYeHus ykasaHHow nHbopmaumu;

B xoae obpaboTku ObpalieHus byner yctaHosneHo, 4To HepocTynHocTb Ycnyr 6blia Bbi3BaHa HenocpeaCTBEHHbIMU

aencteuamu (6espeicTBmem) 3akasumnKa MaM TPETbUX NINLL, BK/KOYAA, HO HE OFPaHNYMBAACH: USMEHEHUAMM HACTPOEK, NPAMO

WM KOCBEHHO BAMAIOLLMX Ha NporpammHoe obecnedyeHwe uan obopyaoBaHMe, HaxodslleecA B 30HE OTBETCTBEHHOCTU

McnonHutens, BbiNoaHeHHbIX 6e3 cornacoBaHua ¢ cnonHutenem;

B xone 06paboTku ObpalleHMs BbiABAEHbI HAapyLWeHMA 3aKa34uMKOM NosoKeHul [JoroBopa B YacTu obecneyeHuns ycnosuu,

HeobxoANMbIX 417 OKasaHua Ycayr;

HepgocTynHocTb Ycnyr BO3HUKAA B CBA3M C UCTONHEeHWeM TpeboBaHWii 3akoHodaTebeTBa Poccuitickoin depepaunu;

HepgocTynHocTb Ycnyr BO3HUKAA B pe3ynbTaTe HacTynaeHna 06CToATeNbCTB HENPEOoA0MMOMN CUAb;

HepocTynHocTb Yenyr BO3HMKAA B pe3ynibTaTe COBEPLUEHMA TPETbUMM NLAMWN NPOTUBONPABHBIX AENCTBUI, B TOM YucCe B

cnyyae nposeaeHus DoS/DDoS-aTak /UM MHOTO aHAaNOTUYHOTO BO3AEMCTBUA Ha BbIYUCAUTENbHbIE CUCTEMbI 3aKa3uMKa U Y

Hero oTcyTCTBOBaNM YCAyru, NO3BONAOLME MUTUTMPOBATL NocneacTaunal;

4. KNACCUOUKALMA OBPALLEHUIA

B xope peructpaummn ObpalieHus McnonHWTeNb NPUCBAUBAET eMy KaTeroputo U NpUopuTeT B cooTBeTcTBuM ¢ Tabamuein 1.

B 3asucumoctn ot HpMCBOEHHOﬁ KaTteropuu O6paLLI|eHVIﬂ MU ero npuoputeTa yCTaHaB/IMBAKOTCA LeNesble MOKasaTenu

06paboTkn ObpaLeHus.
Tabn. 1. Kateropuu u npuoputetsl O6paLLeHuit

Karteropusa Mpuopurter Mpumepsb!

MHUMAEeHT BaeyeT 33 coboi 0CTaHOBKY WM NONHYtO noTepto paboTtocnocobHocTH Yeayr.
MpofonkeHne paboTbl 3aKasuMKa C UCNOSb30BAaHMEM OCHOBHOM GYHKLMOHANBHOCTU
KpntnuHbiit Ycnyr HEBO3MOXKHO. YCYrM MONHOCTbIO HEAOCTYNHbI. laHHble YCyr NOTepaHbl U He MoryT
6bITb BOCCTAHOB/IEHbI.

Ycnyrv noTepanuM UAM  OXMAQETCA, UTO NoTepAoT OYHKLMOHANBbHOCTL WAWM  4YacTb
dYHKUMOHaNbHOCTU. [aHHble Ycayr noTepsaHbl, HO MOryT 6blTb BOCCTAHOB/EHbI.

UHumnaeHT .
Bbicokuit DdukcmpyeTcs 60bwOE KONMYECTBO OWMBOK B AaHHbIX CUCTEMbI MW MO/Ib30BATE/bCKUX
[A@HHbIX, HO 3TO He NPUBOAMT K NONIHOM NOTepe AaHHbIX UAK HegocTynHocTH Yeayr.
KOTOpbI HKUMK YCyrn ana oTAeNbHbIX Nob Tenen H TYNHbI UK TaloT
HekoTopble Yc A oTae oNb30BaTenen HegocC aborato
Cpeanuii HeKoppeKTHO. CHoM B CEPBUCHOM CUCTEME, KOTOPbIE HE NPUBOAAT K NOTEPAM AAHHBIX U
(nnn) Nerpagaumm.
N Nyrn GYHKUMOHM T HOPManbHO, H Kas34ymKy Heobxoammo, 4Tobbl UcnonHutens
BbICo Ye o 0T HOpMa 0, HO 3akas eobxo 0, 4tobbl Ucno e
bICOKUIA . o
3HO BbINOAHWA onpefenéHHble paboTbl B CBOEN 30HE OTBETCTBEHHOCTY.
CpeaHuit KoHcynbTauum, npeaocTaBieHne 4aHHbIX.
[obasneHune, moanduKauma uam yaaneHune 4ero-nmbo, YTo MOXKeT NOBUATb HA KAYECTBO
3HU HenpumeHnmo venyr.

1¥Ycnyru «3awmra ot DDoS-atak (QRATOR)» unu «3awmta ot DDoS-atak (STORMWALL)»
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3aKa3uMK BMNpaBe 3anpocUTb OTYET, coAepsKalmii pe3ynbTaTbl GaKTUUECKUX WM3MEPEeHUI U paccuuTaHHble 3HauyeHun
napameTpoB npeaocTasneHuns Yeayr 3a OTYETHbIN Nnepuos.

OTYéThbI HanpaBnAKTCA B Te4eHUue O,D,HOl;'I HeAenu nocae oKoH4YaHUA OTYETHOro nepuoga no 3I'IeKTp0HHOI7I noyre.

OTuYéTbl coflep)KaT AaHHble O BbINOAHEHUM NAPAMETPOB KauyecTBa OKasaHuaA YCayru:
. HapyLUeHUA B BbINOJHEHUN YCTAHOB/IEHHbIX MapameTpoB KauecTsa Ycyr;
. CTaTUCTUKA Mo 06paboTaHHbIM OBpaLLeHnsam.

5. LENEBbIE 3HAYEHMA NOKA3ATENEN TEXHUYECKOI MNOAAEPHKKU

B Tabauue 2 ycTaHaBAMBAIOTCA CNeAyloLMe Lie/ieBble 3HaYeHUA NoKasaTeNel TEXHUYECKON NoAAePKKU:

Tabn. 2. Lienesble 3Ha4YeHWUA NOKasaTee TEXHUHECKOW NOAAEPHKKN

B|
pema Bpems peweHus -
Kareropus Mpuopurer peakuumn Teeee PeXXnm TeXHUYECKOo NoAAEPIKKN
(MuHyT)
Kputnubiii 15 4 24x7x365(6) — 24 yaca B cyTku, 7 AHel B Heaento,
MHUMAEHT BblcOKMit 15 8 365(6) aHeit B roay
CpeaHui 15 12
Bbicokui 15 24 9x5 — ¢ 09:00 o 18:00 (N0 MOCKOBCKOMY BpemeHM)
3HO
Cennwii 15 18 C noHegenbHUKa MO NATHWLY 33 wcxmoljeHmeM
BbIXOAHbIX U NPa3AHUYHbIX Hepabounx aHei
He Mo cornacosaHuio
3HU He npumeHumo
NPUMEHUMO CTopoH

YKaszaHHble B Tabnuue 2 Lenesble 3Ha4YeHWUA NPUMEHAIOTCA MO YMOYaHUIO, EC/IN MHOE He YKa3aHo B SLA Ycayr.

OTCY€ET BpemeHu pelueHna npuocTaHasanBaeTca McnonHUTenem B cyvanx, Koraa:

e McnonHuTenb 3anpocun y 3akasumKa AoNoNHUTENbHYIO MHbOPMaLMIo, Heobxoanumyto ana 06paboTkn ObpalleHna — ao
nony4yeHus ykasaHHow nHbopmaumu;

e ObpaweHure Kateropmm 3HO nepegaHo B paboTy BeHAopy — A0 NOAyYeHUs pe3ynbTaToB OT BeHaopa;

e o ObpaweHuto KaTeropun 3HO 3aperncTpMpoBaH cBssaHHbIM 3HU — g0 peweHuns no ykasaHHomy 3HU.

McnonHuTenb No cornacoBaHuUIo € 3aKazynKkom Bnpase NPUOCTaHOBUTb OTCYET BpemeHM peweHna oo COrN1acoBaHHOM AaTbl.

Ecnm UHUMAEHT BO3HUK B pe3ynbTaTe CUCTEMHOMN OWWOKKM, ANA yCTpPaHEHUA KOTOpOM HeobXoaMMO BbIMO/SHEHME paboT

BeHAopom, BHELWHMM NOAPAAYMKOM (BbINYCK Natya, HEAOKYMEHTUPOBaAHHbIE HACTPOMKM U T.M.), CPOKM BbINONHEHWUA paboT

onpepenset Benpop, BHELUHWM noapAaYmK.

Mpu aTom UcnonHutens:

. 06A3aH NPOBECTU MOUCK BpeMeHHOro (06Xo4HOro) peleHua Aa8 MUHUMM3ALMK BAMAHUA Takoro MHUMAeHTa Ha
KayecTBo Ycnyr;

. BNpaBe yBe/M4UTb Bpems peweHna O6palleHMA B COOTBETCTBMM C MHbOpMaumen, nocTynuslueli oT BeHgopa,
BHELUHEero NoApAAYnKa;

. He HeceT OTBETCTBEHHOCTb Mnepes 3aKa3uMKOM 3a MpesbileHne BeHAOPOM, BHEWHMM NOAPAAYMKOM CPOKOB
BbINONHEHUA paboT no ObpalyeHmto.

6. NPOBEAEHWE PEF/TAMEHTbIX U ABAPUIHO-BOCCTAHOBUTE/IbHbIX PABOT

PernameHTHble M ABapuIAHO-BOCCTaHOBUTE/IbHbIE PaboTbl NPOBOAATCA B COOTBETCTBUM C YCIOBUAMM, NPEAYCMOTPEHHbIMMU
CornaweHmem u cooTBETCTBYHOLWUM pasaenom SLA Yenyr.

[Jonyckaetca npepbiBaHue YCAYr B CAEAYIOWMX CAyHanX:
[nsa nposegeHua PernameHTHbIX paboT, 3annaHMPOBaHHbIX McnonHutenem;
[nsa nposegeHna ABapuiiHO-BOCCTaHOBUTE/IbHbIX PAaBOT B CBA3W C MHLMAEHTOM.

MepepbiB B NpefocTaBaeHUn Ycayru B pesynbTaTe NpesbieHUs UCnoaHUTeNemM COracoBaHHOTO AOMYCTUMOrO BpemMeHu
npocrtos Ycnyrv npu nposeaeHnn PernameHTHbIX paboT asnsetca HefocTynHOCTbIO Yenyru.

Ycnosua nposeseHna PernameHTHbIX M ABapMIAHO-BOCCTaHOBUTE/IbHBIX PAaboT B OTHOWEHUN Ycayr npuseaeHsl B Tabavue 3:
Taba. 3. Ycnosua npoBegeHus PernameHTHbIX U ABapUMIMHO-BOCCTAHOBUTE/IbHBIX paboT

HanmeHoBaHue MpoAONKUTENBHOCTD YBepomneHue [ononHuTenbHble
He0CTyNHOCTU 3aKasuuKa ycnosus
CymmapHo He 6onee 1 (ogHoro) PernameHTHble pabortel
yaca B mecau, nposoaATcA BO Bpema
WHTepsanbl Mexay TEXHO/IOTUYECKOTO  NepepbiBa B
PernameHTHble paboTbl npepbisatuAMA — e menee 14 | CTOYTCTEVET Yachl HaumeHbluel Harpysku (8
(YeTblpHaALaATM)  KaneHAapHbIX nHTepsane ¢ 23:00 ao 06:00 no
aHen MOCKOBCKOMY BpemMeHM).
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B cnyyae yrposbl BO3HWKHOBEHUA
aBapuiiHoM cuUTyauuu, ans
npefoTBpaLLeHuns KOTOpoM
HenocpeacTeeHHo nepes | tpebyiotca HesameanUTeNbHble
Hayanom paboT unn 3apaHee, | peiicteus. Ecm oBHapyxeHHasn
no  ¢akTy  0BHapyKeHUA | yeucnpasHOCTb He BAMAET Ha

Bpemsa nepepbiBa UCHUCAAETCA C
MOMEHTa permcTpaunm MHumaeHTa

ABapuiiHo- no MOMEHTa dakTnyeckoro

BOCCTaHOBUTE/IbHbIE 80306HOBNEHMA NpesocTaBnenna | o cNPaBHOCTU NPU YCAOBUN | pa6oTocnocobHOCTL  OCHOBHOTO

paboTbl Yoryru nocne  npumenenus | ovBabaMe 3 TaKUX | yHKumMOHana Yenyr u pabotbl no
NOCTOAHHOIO  WAN  BPEMEHHOro ;E;(e'u'orgjwtepae';aw”c;zx; EEOBZ;TeP::eBH:sz ':'/':VFI:\/ATEHSU':I;;
pelleHus.

TEXHWUYECKON NOAAEPHKKMN. Harpysku, yBegomeHme
NPOU3BOAMUTCA He NOo3dHEee 4Yem
3a 2 (pBa) yaca Ao Havana pabor.

Ecamn B SLA Ycnyr onpegeneHbl MHble YCA0BUA MpoBeaeHUs PernameHTHbIX U ABAapUIAHO-BOCCTAHOBUTENbHbIX PaboT, TO
npumeHsaTca ycnosua us SLA Yeayr.

7. KOMMYHUKALUU

KoMMyHMKauum mexay 3akazumkom v McnonHWTeNnem ocyLLecTBASIOTCA:
® 110 3/1eKTPOHHOM NouTe;
® 1o TenedoHy;
e  Buate JIM4HOro KabuHeTa.

ObpalieHne NogNexnT PacCMOTPEHWUIO TO/IbKO B C/yyae ycChnewHoW MAeHTUOMKAuMKM 3aKasuMKka uauM npeacraButens
3aKas4mKa:

Mo 3NeKTPOHHOM MnoyTe — Mo UcxoaAwemy agpecy coobuieHus. MPUHUMMAKOTCA K UCMOAHEHUI0 Tonbko ObpalieHus,
Hanpas/ieHHble C 3aperMcTPUPOBaAHHOIO aapeca(-oB) 3aKasumKa UM YNOAHOMOYEHHOTO NpeacTaBuTens 3aKasumka.

Mo TenedpoHy — no PUO 1 naeHTMPUKaLMOHHOMY HOMepY 3aKasunKa (B cydae ero oTcyTcTBMA — No Homepy [Jorosopa).

UcnonHuTens Bnpase 3aKkpbiTb 63 ganbHenwer 06paboTkn ObpalleHme B cayyasx:

Ecnn NHnumatop Ob6palueHna He ABAAETCA YNONHOMOYEHHbIM NpeacTaBuTesieM 3akasyuuka. B atom cnyvae UcnonHutenb
ocTaB/iAeT 3a coboi NPaBo CBA3aTLCA € 3aKa34MKOM UM YNONTHOMOYEHHbIM NpeacTaBuTelem 3aKkasumka.

Ecnu B CPO yxke 3apeructpmpoBaHo ObpalleHme oT 3Toro 3akasymka Uam Apyroro ynosHOMOYEHHOMO NPeaCcTaBUTeNs 3TOro
3aKasuuka.

3aKa3umK MOXKeT 06paTUTbCA B KOHTAKTHbIN LeHTp McnonHWTeNs B T.4. No BONpocam 06paboTKu nepcoHanbHbIX AaHHbIX (ecam
NPUMEHMMO B pamKax OKasaHua YCnyr). dNeKTPoHHasA noyta KOHTAKTHOro LeHTPpa yKasaHa B [lepeyHe KOHTaKTHbIX AuL, K
[oroBopy. YKasaHHble obpalleHua 3akasuvKka nepecbinaloTca KOHTaKTHbIM LEeHTpoM WcnonaHutens B pamKax ero
KOMMNETEHLMM YNONHOMOYEHHOMY MLy UcnonHUTeNs, oTBeTCTBEHHOMY 3a 06paboTKy Takux obpalleHuit.

8. OMOBELLEHUE 3AKA3YMKA O HAPYLLEHWUN MHOOPMALMOHHOI BE3ONACHOCTHU

Mpy BbIABAEHUWM HapyweHUa MHGOPMALMOHHOM 6Ge30MacHOCTM, KOTOPOEe MOBAEKNO WMAW MOMKET MOoBJeYb HapylleHue
KOHOUAEHUMANBHOCTM U (MNK) LENOCTHOCTU AaHHbIX 3aKasuuKa, u (namn) goctynHoctv Yeayr, McnonHutenb ysegomnseT o6
3TOM 3aKa3umKa 1 yNoaHOMOYEHHbIX NPeAcTaBuTe el 3aKkasumKa B TedeHne 24 (4Ba4UaTH YeTbipex) YacoB NOC/e BbiABAEHUA.

Mprmepbl HapylweHnn MHGOPMaLMOHHOM 6e30MacHOCTH, O KOTOPbIX McnosHUTENb YyBeAOMAAET 3aKasunKa:

. obxoa, nepnmeTpoBbIX cpeacTs 3awmTbl 1 WEB Application Firewall (WAF) B coctaBe UHpacTpyKTypbl UcnonHutens,
MOBAEKLUNIA BO3MOMHbIM HECAaHKLMOHUPOBAHHBIN AoCTYN K OpraHn3aumu (TeHaHTy) 3aKkasuuka;

. 06x04, CPeacTB U (UK) MHCTPYMEHTOB YNpaBAeHuUsA 3awmTbl UHGOPMaLLMKM, NOBAEKLINIA HECAHKLLMOHUPOBAHHbIW A0CTYN
K OpraHu3aumm (TeHaHTy) 3aKasuuKa;

. nocnenoBaTenbHOCTb  COBObITMI  MHOOPMALIMOHHOW 6e30MacHOCTK, BbIABAEHHbIX cpeacTBamu  SIEM  (Security
Information and Event Management), cBMAETENbCTBYIOWAA O BO3MOXHOM AocTyne K OpraHu3auuu (TeHaHTy)
3aKasuyumKa u3 OpraHMsaumm (TeHaHTa) Apyroro 3akasyumka B 06xo4 MexaHU3MOB 3aLuTbl, 06ecrneynBaoLwmnx U30AALUI0
OpraHu3aumin (TeHaHTOB) 3aKa34MKOB APYr OT APYra;

. HEeCaHKLMOHMPOBAHHbIA [O0CTYN K MEPCOHasbHbIM AaHHbIM 3aKa3yuKa, PacnoNOXKEHHbIM B WMHPOPMALMOHHbIX
cuctemax McnonHuTens?, KOTOpbI NPUBEN WAM MOMKET NPUBECTM K KOMMPOMETALMM MEepCOHasIbHbIX AaHHbIX
3aKas34unKa;

. HeCaHKLMOHMPOBaHHbIN du3ndecknit Aoctyn K obopynoBaHuto WHPpacTpyKTypbl McnonHutena, Ha KoTopom
pasmeLleHbl MHPOPMALMOHHbIE CUCTEMBI 3aKa3uMKa.

YBegomneHue o HapyweHnn MHd)OpMaLI,MOHHOI‘;I 6esonacHocTn AONMXKHO coAepKaTb:
L4 AaTy U BpemaA BblABNEHNA U (I'IpM BO3M0)KHOCTM) BO3HUKHOBEHUA CO6bITVIF|;

o KpaTKoe onncaHue C06bITVIﬂ;

o PUCKK AnAa 3aKasuuKa;

o KpaTKoe onncaHue AGVICTBMVI McnonHutenem no YCTPaHEHUIO HapyLleHnAa;

2 3a uckntoueHvem MAH 3akaszumnka, o6pabaTbiBaembix B €ro MHOOPMALMOHHBIX CUCTEMAX, PA3BEPHYTLIX C UCMONb30BaHUEM YCAYT.
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. cBefeHna 06 MHGOPMMPOBAHUM HaA30PHbIX OpPraHoB (B C/lyyae ecnu 3akoHoAaTenbcTBoM Poccuiickoit deaepauum
yCTaHOB/IEHA TaKas 06a3aHHOCTL McnonHuTens).

UcnonHutenb He o6s3aH yBegoOMAATb O HapyleHMax MHOGOPMaLMOHHOM 6e3onacHOCTM, mpousoweawnx B pesynbraTte
AencTBMiA 3akazumKa 1 (M1M) B 30HE OTBETCTBEHHOCTU 3aKasumKa.

[na aBTOMaTM3aLMmM NPOLLECCOB BbIABEHUA U PearMpoBaHnA Ha MHUMAEHTbI MHPOPMALMOHHOW 6€30MacHOCTU Ha CTOPOHEe
UcnonHuTens ncnonbsyotca cpeactsa cbopa M aHanmsa cobbiTuii MHopmaLmoHHoM 6e3onacHocTM Knacca SIEM (Security
Information and Event Management) ¢ npusnedyeHnem ycayrn BHewwHero SOC (Security Operations Center).

B xope paccnefoBaHua HapyLeHWi MHPOPMaLMOHHOM 6e30nacHOCTU:

UcnonHutens BnpaBe NpegocTaBUTb YMNONHOMOYEHHbIM COTPYAHMKAM WcnonHuTena AocTyn K KypHany cobbitui
OpraHusauuu (TeHaHTa) 3aKasumKa;

McnonHutenb rapaHTMpyeT 3aKasuumKy JOCTYN K }KypHany cobbiTuii ero OpraHnsauum (TeHaHTa) Ha Nepuos, paccnefoBaHUA ¢
BO3MOXHOCTbIO BbIrPY3KW }KypHana BO BHELWHWI daiin;

3aKasunK BMnpaBe 3anpocutb y WMcnonHWTens p[aHHble U3 KypHanoB CcoBbITUI cpeacTB 3awwuTbl MHOpMauuu
NHdpacTpyKTypbl, BKAtoYasa SIEM.

9. KOMIMEHCALMUA 3A HAPYLUEHUE COIMNALLEHUA

Mpu HapylweHn nokasaTtenen ypoBHA [ocTynHocTK Ycayr no BuHe McnonHMTenA 3akasumk MMeeT NpaBo Ha KOMNEeHcaLMIo
— CHUXKeHWe nnaTexKa 3a nosb3osaHue Ycayroi B nocneaytowem OT4ETHOM Nepuose, eC/iv MHOE He YCTAaHOB/IEHO B YC/I0BUAX
SLA Ycnyr.

Mpu pacuyéte JocTtynHocTn Ycayr:

e  BH yuuTbiBaeTca B 06bEme 100% OT 3aMKCMPOBAHHOIO BPEMEHU NPOCTOA OCHOBHOM GYHKLIMOHANbHOCTUN YCAayr;

e [lerpajauma yuutbiBaetcA B O06bEMe 20% OT 3aPUMKCMPOBAHHOrO BPEMEHM MPOCTOA  BTOPOCTEMNEHHOM
dyHKUMOHanbHoOCTK Yenyr.

Pa3mepbl KOMNeHcaLUuii NpUBeAEeHbI B COOTBETCTBYIOLLEM pasaene SLA Yeayr.

MpeaenbHbIV pasmep KOMMEHcaLMKU Mo KOHKPETHOM Ycnyre He MOXKET NpeBbllaTh 3HAYEHUA, YKa3aHHOro B yc1oBuMAX SLA
Yenayr.

B npepenax opgHoro OTYETHOro nepuoga CTOMMOCTb YC/IYr He MOXKeT bbiTb CHUXKeHa 6onee, yem Ha 50% (naTbaecat
NpoLEeHTOB).

B cnyvasx, Korga pasmep KoMneHcaumii npesbilwaeT 06bEM, YCTaHOBAEHHDIN M. 9.4 CornalleHnsa, 0CTaToK NepeHoCUTCs Ha
cnepytowmii OTYETHbIN Nepuoa.

Ha KomneHcaumm no Hactoawemy pasgeny CornaweHus He pacnpocTpaHatoTca TpebosaHua cT.317.1 TK PO no ynnate
NPOLLEHTOB.

B TeueHue 60 (wecTuaecaTv) AHel C MOMEHTa BO3HWMKHOBEHUsA COBbLITUA, KOTOPOE NPUBEO K HapyLUeHWIo MoKasatenein
ypoBHa [ocTynHocTu Ycnayr, 3aKasuuK BrnpasBe HanpaswuTb MCNOAHUTENO NPETEeH3WI0, PYKOBOACTBYACH MpaBuaamun 1
ycnosuamu nogaum ObpalleHuit, ykazaHHbIMU B HacToswem CornaweHun. MpeTteHsns AoMKHA 6biTb 060CHOBaHHOM, K Hel
[JOMKHbI BbITb NPUNOKEHDBI OKYMEHTbI, NOATBEPKAAOLWME TPe6OBaHNA 3aKa3umKa.

Ona nonyyeHna KomneHcaumm 3akasumk HanpasnseT McnonHutento Ob6palieHne ¢ 060CHOBaHMEM CBOWMX TpeboBaHWI.
YKasaHHoe ObpalleHune pernctpupyetca Kak 3HO cpeaHero npuopureTa.

Mpu HapyweHUN 3aKa3umMKOM CPOKa HanpasAeHUA MpeTeH3un, NpesycMmoTpeHHoro B n. 9.8 CornalleHus, UM ycnosuin eé
nogauu, UcnonHutens Bnpase OTKasaTb B NPeAOCTaBAEHUN KOMNEHCaLWK.

Pa3smep KomneHcauuu paccuUTbIBaeTcs OT CTOMMOCTM Ycayr 3a ToT OTYETHbI nepuog, B KOTOpPOM npowusowen ¢akTt
HapyLleHua ycnoBuii CornatueHus.

WcnonHutens Bnpase No CBOEMY YCMOTPEHUIO NPeaOoCTaBUTb 3aKaquKy Pa30BYH CKMAKY 3a NO/Ib30BaHNe YCﬂyFaMM.
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