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OMUCAHUE N YCTOBUA NMPEAOCTAB/IEHNA YCIIYT
«3ALLTA OT DDOS-ATAK (STORMWALL)», «3ALLUTA BEB-NPUNOMEHWIM (STORMWALL)»

1. OBLWAA UH®OPMALIMA U ONUCAHUE YCNYT

1.1. Ycnyra «3awmta ot DDoS-aTak (StormWall)» — ycnyra no 3awmre oT aTak 0TKasa B 06cny»mBaHum unm DDoS-aTak cepsucos!
3aKa3umKa, AoCTynHbIX No npoTtokonam HTTP, HTTPS nan nHeim npMknagHbim NpoToKonam, nogsep*eHHbim DDoS-atakam.

1.2 Ycnyra «3awmTa Beb-npunoxkeHnit (StormWall)» —ycnyra no punbtpaumm seb-Tpaduka Ans 3aWwmThl OT aTak, HaNpPaBAEHHbIX
Ha 3KcnayaTaumio ysassumoctern WEB-npunoxkennii (dyHkuma Web Application Firewall, WAF). Ycayra «3awmta Beb-
npunoxkeHni (StormWall)» npegocTtasnseTca 3aKa3unmKam TONIbKO COBMECTHO C ycayro «3awmTa ot DDoS-atak (StormWall)».

1.3. Yenyru npegocrtasasatoTca B cotpyaHudectse ¢ 000 «CTOPM JIABC» (6peHa StormWall, nanee — MapTHep) u Ha 6ase ero
obnayHoro peleHun? no 3awmte ot DDoS-aTaK M aTak, Hanpas/IeHHbIX HA 3KCMyaTaumio yassumocTeir WEB-npunoxeHuii.

2. OMUCAHMUE YCNYTU «3ALLUTA OT DDOS-ATAK (STORMWALL)»

2.1. ObLme xapaKTepUCTUKKM Yeayru:

2.1.1. npepocTaBnseTca nocpeactsom mameHeHua DNS-3anuceit MHTepHET-CepBMCOB 3aKasuMKa C Le/Ibl0 HanpaBAeHUA BCeX
3anpocos Ha obopyaoBaHue McnonHutens.

2.1.2. npwv cpabaTtbiBaHUM 3aLWLMTbl peanM3oBaHa oTnpaska E-Mail-yBegomneHunii 0 HayaBLelca U NpeKkpaTUBLLIecA aTake.

2.1.3. Ycnyra obecneumBaert:

— CKBO3HyIO nepesayy Ha obopyaoBaHue 3akasuuka IP-agpecoB NCTOYHWMKOB 3aNpOCOB;

—  BO3MOHOCTb NPOXOXKAEHUA NpoTokona WebSocket ¢ HacTpoliKoi COOTBETCTBYHOLLMX MOPTOB;

— becnpenAaTCTBEHHYIO PaboTy sieranbHbIX NOUCKOBbIX HOTOB M HE OKa3blBaeT BAMAHMA Ha NOKasaHuA AHJeKc- u Google-
METPMK B HaCTU UCTOYHMKOB Nepexoaa Aaxe B pexxume ¢unbtpaumum ataku. Mpu sTOM NOHOCTBIO UCKNKOUYEHO BAUAHUE
3aLLMTbI HA TaKMe NOKa3aTeNn, Kak YNCNO BHYTPEHHMX MepexooB, YNC/IO0 OTKA30B U NPOAO/IKUTENBHOCTb CECCUN;

— He meHee 5 ToyeK o4nCTKM Tpadumka no mupy B CLLA, EBpone, Poccuitickoit ®egepaumm, LleHTpanbHon Asumn u B Kutae.

2.1.4. Bk/toueHne pexmma 6710KMPOBKM aTaku U O4YUCTKM TpaduKa OCYyLLECTBAAETCA aBTOMATUYECKM NPU OBHapyKeHUN cuctemom
MOHUTOPUHra UCNONHUTENA aTaKu, HanpaB/ieHHOW Ha MHTepHeT-pecypcbl 3aKasumKa, a TakKe Npu NOCTYNMBLLEN 3asBKe OT
3aKasuuka.

2.1.5. noaAepKmMBaeT aBTOMATMUECKYIO YCTaHOBKY 6ecnnaTtHbix Let’s Encrypt SSL cepTuduKkaTtoB, npenocTaBAsiemblX
UcnonHutenem.

2.2. TexHuYecKkne xapakTepucTukm Ycayru:

2.2.1. 3awmTa oT cneayowmx TUNOB aTakK:

— TCP-onya (Bkntouan SYN ACK reflecton flood, TCP ACK flood, TCP fragmented attack);
— SYN-dnyg (Bkntoyasa Spoofed SYN flood);
— UDP-¢nyg (skntoyas DNS/NTP/SSDP amplification, UDP fragment flood);
— HTTP/S-bnya (POST/GET bot attack, SlowLoris);
— ICMP-dnya (Bkatouan Smurf attack, Ping of Death);
—  ®nyp apyrumn npotokonamu (GRE flood etc.);
— 3anosnHeHwue nonocbl NponyckaHua (volumetric flood).
2.2.2. Ycnyra obecneumBaert:
—  ¢unbTpaumto Kak HTTP, Tak u HTTPS TpadmKa ¢ packpbiTemM NpuBaTHbIX Kntoven SSL;
—  noaAepKy npotokona HTTP/2 6e3 nepekntoyeHUa KAMEHTOB C MOAAEPMKKOW npoTokona HTTP/2 Ha 6onee crapble
BEPCUM MPOTOKONA;
— 6anaHCMPOBKY HarpysKn Mexay nyJ10M OCHOBHbIX U pe3epBHbIX 63KeHA0B;
—  K3LWMpOBaHMe A/1A HeobXoAMMbIX paclumMpeHuii Gpainnos;
2.2.3. 3awmTa Ha ypoBHe 0b6opyL0oBaHMA UcnonHutens:
— obecneynBaeTca 3almTa OT aTaK, UMeeT TEXHUYECKYH0 BO3SMOXKHOCTb NoAaB/ieHUA (rpybo OYMCTKIM) aTakum EMKOCTbIO He
meHee 3,5 Téut/cek;
— obecneunBaeTca TOHKan NakeTHas GpUAbTpaLMA TpadrKa Co CKOPOCTbio He meHee 1,6 Téut/c.

3. NOPAOOK AOCTYNA K YCNYTE «3ALWLUTA OT DDOS-ATAK (STORMWALL)»

3.1 3aKa3umKy NpefocTaBAAeTCA IMUHBIA KabuHeT n APl ans ynpaBneHWs yciyroi ¢ BO3MOMXKHOCTbIO U3MEHEHMSA 3aLLMUTbI (B TOM
yucne ee OTK/IOYEHMs), MOporoB ee cpabaTtbiBaHuA, 63KeHOOB, NapaMeTPOB NPOBEPKM A[OCTYNHOCTU 63IKEHAOB,
CepTUOMKATOB M NPUBATHbBIX K/OUYEN, YePHbIX U BE/bIX CMIUCKOB, UCK/HOUYEHMA NO TUNam GainoB, UCKAYEHWUA MO JIOKALMAM.

13pecb M fanee No TEKCTY AOKYMEHTA MOJ «CepBMCamu 3aKasumka» nogpasymesatoTca Ntobble cepBuchbl, AOCTYNHblE No npoTokony HTTP, HTTPS nan uHbiM NpuknagHbim
npoToKonam, noasepeHHbIM DDoS-aTakam, B TOM Yucae, HO He orpaHuuneance WEB-caitiTamu, [OMEHHbIMU UMeHamu, UHTepHeT-marasuHamu u npounmm WEB-cepsrucamm
3aKasuuka.

2T.e. 6e3 HEOBXOAMMOCTH YCTAHOBKM NPOrpamMmmMHOro obecnedeHuns Ha cepsepbl 3aKkasumka.
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3.2.
3.2.1.

3.2.2.

3.2.3.

3.2.4.

JIMuHbIl KaBUHET Ycnyrv npefocTaBaneT 3aKkasumky cneaytolme GyHKUMOHANbHbIE BO3MOXHOCTU:
ynpasneHue noporamu (MUMuUTamm) Ansa obHapyKeHUA aTak:

Mo KonnYecTBy 3aNpoOCOB B CEKYHAY;

Mo % COOTHOLLEHMIO 3aMPOCOB, 3aBEPLUEHHbIX C OLUMOKaMM Ha NOA3ALLUTHOM CeEpBUCE;

Mo ckopocTv yBenuyeHus BxoaalLero Tpaduka;

BO3MOXHOCTb HAaCTPOMKU UHAMBKAYAbHbBIX MOPOroB A 610KMPOBKU IP-afpecos No KOMYecTBY 3a610KMPOBaHHbIX
3anpocoB 1 3anpocoB B onpeaeneHHble 061acti web-npunoxkeHus (Location);

BO3MOXHOCTb HAaCTPOMKN MaKCUMasIbHOW NPOAOIKMUTENbHOCTM aTaKu, a TaKKe ynpaBaeHWe YCI0BUAMM 3aBepLUeHus
(obpaTHOro Nnepexona n3 pexxmnma akTMBHOM GUNLTPALMM B PEXKUM 0OHAPYKEHMUS).

B MuHOM KabuHeTe Ycayru NpucyTCTBYIOT CefytoLime BO3MOXKHOCTU:

Bbibop onpeaeneHHOro AoMeHa/no4A0MeHa U NepcoHanbHan HAaCTPOMKa AR KaXK40ro caiTa
BO3MOKHOCTb NOCTPOEHMA Pa3NYHBIX TPAdUKOB:

O  3aMpocoB K CalTy C BO3MOMHOCTbIO BblbOpa TMNa oTobpakaemblx 3aMpocoB: obLiee KOMYECTBO 3anNpocos,

paspeLleHHble 3anpochbl, U3 K3Lwa, B 6enom cnucke, Bcero 3ab610KMPOBaHHbIX 3aNpoCcoB, OLUMOKY;
0 obbema TpaduKa C BOSMOMKHOCTbIO MPOCMOTPA MHOOPMALMM 33 AManNa3oH B 5 MUHYT;
o TpaduKM BpemeHu oTBETa M KOA0B OTBETA C BO3SMOMKHOCTBIO NPOCMOTPA MHGOPMALLMK 33 AMAnNa3oH B 5 MUHYT
c warom 0-50 ms, 51-100 ms, 201-600 ms, 601-1000 ms, 1001-4000 ms;

o TpaduK KoaoB OTBETA C BO3MOXKHOCTbIO MPOCMOTPA MHGOPMALLMM 33 AMANA30H B 5 MUHYT;
Bo3MOKHOCTb MacluiTabupoBaHMa rpadukos 3a nepmod 5 muHyT, 15 muHyT, 1 yac, 3 yaca, 6 Yacos, 24 yaca, 3 AHA,
Heaens, mecau,;
TennoBas KapTa 3anpocos;
WHpopmauma o ropogax M cTpaHax, oTkyga 6biam 3anpocbl. OTObpa)keHWe B BUAE CMUCKA UM B BUAE KPYroBol
(cekTopHOIM) gnarpammei;
CnU1COK U KpyroBas (CEKTOpHaA) AMarpamma OCHOBHOM NOKaLMel 3anpocoB € 0TObpaKeHNemM NPOLLEeHTa;
BO3MOKHOCTb CKa4aTb /10T 3aMpPOCOB;
Bo3MoXKHOCTb ynpasaeHua ¢yHKumammn black n whitelist gna onpegeneHHoro gomeHa/nogfomeHa, a MMEHHO
npocmoTp v gobasneHuna/yaanexus IP agpecos;
B0O3MOXHOCTb MPOCMOTPA UCTOPWM aTaK 41a onpeaeneHHoro AomeHa/noadomeHa C BbIGOPOM KOHKPETHbIX 4aT M
dopmupoBaHumem PDF-oTyeTa B peasbHOM BpemeHW. Mo KaK[oi aTake AOMKHA ObiTb BO3MOMKHOCTb MPOCMOTPETb
noApobHyo MHOOPMALMIO MO Lean aTaku, NO YPOBHIO aTaku, NO BPEMEHM Hayasna M KOHLA aTakuM, MOLLHOCTb aTaKM,
MPOTOKOA U 3HaYeHNe Ha MOMEHT aTaku B rps / bps / cps ¢ noapobHbim rpadukom. B geTtansax Tpadumka fonxkHa 6biTb
MHpOpPMaUMA No 3aNpocam Ha caiT, obbemy TpaduKa, BpemeHM 0TBETA, KOAa OTBETA M TeMNI0Bas KapTa C yKazaHuem Ton
NloKauuis;
Bo3moXKHOCTb NpocMoTpa 3abn0KMpPOBaHHbIX IP agpecoB M ucTopuM BGIOKMPOBOK 3a ONpeaenieHHbl nepuog c
yKa3aHWeM BpemMeHU 1 NPUYNHbI 6OKMPOBKY;
Bo3mokHoCTb cMmeHbl IP backend agpeca cepeepa/xocTuHra;
B03MOKHOCTb f06aBNEHNA CyDaKKYHTOB C HAaCTPOMKAMM MPaB yNpaBieHUA NoA, KaxAbli aKKayHT OTAENbHO;
B0O3MOXHOCTb CMeHbl UMeHM AoMeHa/noaa0meHa 6e3 A0NOAHWUTENbHbIX NAAT UAK 06paLLeHNit;
BO3MOKHOCTb PYy4YHOM HAaCTPOMKN PEANPEKTOB C OAHONO AOMEHA Ha APYroi.
Bo3amoxKHoCTb gobasneHna Websocket
Bo3morKHOCTb fobaBneHne e-mail agpecos a41a NonyvyeHUa paccbliok ob aTakax
BO3MOKHOCTb aKTMBALMM MPOAKTUBHOW 3alLMTbl A1A MPOBEPKM HOBbIX KAMEHTOoB no meTogam location, keepalive
coefnHeHus, ncnonb3osaHuto User Agent n ammutam RPS

B fiMuHOM KabuHeTe obecneynBaeTca BO3MOXKHOCTb O3HAKOMIEHWUA CO CIMCKOM aTaK 3a YKa3aHHbI BPeMEHHOW MHTepBa.
Mo Kax oM aTake CyLLecTBYeT BO3MOMXKHOCTb MPOCMOTPETb NOAPOOHYI0 MHPOPMALMIO NO LEean aTaku, Mo YPOBHIO aTaku, No
BPEeMeHM Hauyana M KOHLLA aTaku, MOLLHOCTb aTaku, MPOTOKO/ U 3HaYeHUe Ha MOMEHT aTaku B rps / bps / cps ¢ noapobHbIm
rpadukom. B getanax TpadmKka npepocrasafeTca MHGOPMaUMA MO 3anpocam Ha caiT, obbemy TpaduKa, BpemeHn oTBeTa,
KoZa OTBETa M TeNN0Ban KapTa C yKazaHMeM TOM IOKaLUA.

Mcnonb3yemble pexumbl Ycayru:

MONHOCTLIO BbIK/OYEHA B STOM pPeXMME 3alluTa NOHOCTbIO BblKAOYeHa. HY Npu Kakux ob6CcToATeNbCTBAX 3almTa He
byaeT nepekntoyeHa HU KaKMM U3 aBTOMaToB

BbIkntoueHa/aBTo AnsA 3anpocos ¢ 06bluHbIX IP 3awumTa BbiKAOYEeHA. Ho ecnu IP HaxoauTca B rpeinancte, To ypoBeHb
3alLUMTbl aBTOMATUYECKM MOBBLICUTCA A0 peanpekTa. Ecnun IP HaxoauTtca B JapKaucTe, To 3awmTa OyaeT nosbiweHa Ao
MaKCMmanbHoM(Kanya). Ecam IP HaxoauTtca B 613KNUCTE, TO coeguHeHMe 3aKkpoeTcs ¢ 418 ctaTycom.

PeavpekT/aBTo AnA 3anpocoB ¢ 06bI4HbIX IP NprMeHsaeTca peampekT. Ho eciu IP HaxoauTes B rpeiancre, To ypoBeHb
3alLUMTbl aBTOMATUYECKM NoBbicUTCA A0 JS Bannaaumun. Ecam IP HaxoaumTca B gapkaucTe, To 3alwmuta byaeT nosbiweHa o
MaKCcMmanbHoM(Kanya). Ecam IP HaxoauTtca B 613KNUCTE, TO coeauHeHMe 3aKkpoeTcsa ¢ 418 ctaTycom.

JS/aBTo onsa 3anpocos ¢ 06bluHbIX IP npumeHsaeTca JS Baangaumsa. Ana IP rpeiinuncta/aapkancrta npumensetca JSA. Ecan
IP HaxoauTca B 613KNUCTE, TO coeguHEHMe 3aKkpoeTcs ¢ 418 cTaTycom.

JSA/aBTo gna 3anpocos ¢ 06bluHbIX IP npumeHsaeTca JSA Banngaumsa. s IP rpeinuncta/gapknncta npumeHsaeTcsa Kanya.
Ecnun IP HaxoauTca B 613KNUCTE, TO coeguHeHMe 3akpoeTcs ¢ 418 ctaTycom.

Kanua/aBTo A1 Bcex 3anpocoB NpPMMEHAETCA Kanya

PeaupekTt (Redirect) ona Bcex 3anpocoB NPpUMEHAETCA PEANPEKT.

JS pna Bcex 3anpocos npumeHsaeTca JS Baangauus.

JSA ana Bcex 3anpocos NpumeHseTca JS Banmaauma.
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3.3.

4.1.

4.1.1.

4.1.2.

4.1.3.

4.1.4.

4.1.5.

4.1.6.
4.1.7.

4.1.8.

4.1.9.

4.1.10.

4.1.11.
4.1.12.

4.2.
4.2.1.

4.2.2.

4.2.3.

3aKa3uMKy npenocTaBAseTca AOCTYN KO BCEM 3anpocam, NpoxoAsliMm uvepes cuctemy Anti-DDoS, B pexkvme peanbHOro
BPEeMeHW Yepes JINuHbI KabuHeT 1 yepe3 API, ¢ BO3MOMKHOCTbIO MOMCKA U BbIGOPKM 3anpocoB, NOCTPOEeHUs rpaduKoB no
3a/laHHO BbIBOPKE, C MHTEPBANIOM XpaHeHWs 3aNpPoCcoB He MeHblue 1 Heaenw.

4. OMUCAHUE YCNYTU «3ALLMUTA BEB-MPUNOMXKEHUIMA (STORMWALL)»

ObLme xapaKTepuUCTUKKM Yeayru:

noAfepKMBaeT pexnmbl 6J1I0KUPOBKM («B pa3pbiB») 06paTHbIA NPOKCU-cepBep (reverse proxy);

npefocTaBaAeT peum 6/I0KUPOBKM («B paspbiB») AOMYCKAaeT BO3MOMHOCTb YaCTUYHOTO WAM MONIHOFO OTK/OYEHMUSA
6/10KMPOBKM Ha BPeMA HAaCTPOMKM YCAYTM UAK pernameHTHbIX paboT;

MMEET BO3MOXHOCTb TEPMUHUPOBAHUA 3awmileHHoro SSL/TLS — Tpadumka (SSL/TLS-offload), B Tom uncne c pasmeleHvem
HecKoabKux noaaepusatolmx HTTPS WEB npunoxeHuit (calitos) Ha ogHoMm IP agpece, a 3aTem ynakosku obpaTtHo B SSL/TLS
coeanHeHMe;

Mo3KeT aBTOMAaTUYECKU OMnpefeniTb CTAaTUYECKUM KOHTEHT B TpaduKe MPUNONKEHUMN, a TaKKe OTAE/bHbIA peXxum ero
0bpabotkn ana obecnevyeHWs ONTUMAsIbHOM NPOW3BOAMTENBHOCTU M MOBbIWEHUA 3PDEKTUBHOCTM aHa/NM3a AaHHbIX B
rnoacucTeme ynpasieHUa U MOHUTOPUHTA;

MozkeT 0bpabaTbiBaTb MaccoBble OAHOTUMHbIE GJ0KMPYemble 3anpocbl B CNELMasbHOM peXunme HEenocpeacTBEHHO B
noacucteme 3axsata Tpaduka, 6e3 nepefaunm B noAacucTtemy aHanmsa Tpaduka, Ana obecneyeHMA ONTUMANbHOM
Npou3BOAUTENBHOCTU MNPU 3alLmMTe OT 60T-aKTMBHOCTM M DDOS aTak;

obecneymBaeT BOSMOMXKHOCTb KOHTPO/A UCMO0/1b30BaHMA 3aLLMLLAEMOrO NPUNOKEHUA NETUTUMHBIMWU NONb30BATENAMU;
noaAepKMBaeT cxembl paboTbl «paspeLleHo Bce, YTO He 3anpeLLeHo ABHOY», «3anpeLLeHo BCe, YTO He paspeLleHo ABHOY, a
TaKXe KOMOWHauMM obeux cxem, B 3aBUMCMMOCTM OT PacCMaTpUBAaEMOlM MOZENN Yrpo3 U KPUTUYHOCTM 3aLUMLLAEMbIX
NPUNONKEHWUN;

obecneynBaeT cBoeBpemMeHHOe 06HapyKeHne GakTopoB KOMNPOMETaLMKN U BO3MOXKHOCTb NOCAEAYIOWEro paccie0BaHna
WHUMAEHTOB;

BO3MOXHOCTb pas3aesieHnsa 3anpocoB K CTaTUYECKOMY U ANHAMUYECKOMY KOHTEHTY A/18 SKOHOMUU CUCTEMHbBIX PECYPCOB, a
TaKXe pecypcoB, Tpebyembix aHanWUTUKY AnA pasbopa cobbiTMid (3ampocbl K CTAaTUYECKUM pecypcam He [O/XKHbI
0TO6pPaXKaTbCA B KOHCOIM MOHUTOPUHTA);

npefocTaBaAeT BO3MOMXKHOCTb YNpaBAeHUA NpaBuaaMu MPUHATUA peLleHuid (co3gaHue, yaaneHwe, neperpynnupoBKa) ¢
NMoMoLLbIO rpaduyeckoro KoHPUrypaTopa Yepes uHTepdeiic ynpasneHus.

[ns Bcex 3anpocoB NpMMeHAeTcA Kanya.

noaAepKmBaeT rubKkme MexaHM3Mbl aBTOMATUHECKOrO 00yYEeHNA ANA CHUMKEHUA 3aTPaT BPEMEHM U PeCcypcoB Ha HACTPOMKY
npu BHEAPEHUWU U 0BCNYKMBAHWUM B YCNOBUAX YACTbIX U3MEHEHUM GYHKLMOHANa 3alMLLaeMblX NMPUIOXKEHUN, a TaKKe B
YCNOBUAX aKTUBHOTO LMKAA Pa3paboTku (cM. noapobHee HuKe).

TexHUYeCcKMe XapaKTepuUCTUKK Yeayru:

Mopfep:KKa cnesyoLmx K4eBbIX BO3SMOXKHOCTEN:

— noaaep:kmeaeT npotokon WebSocket, npunoxkeHnus, ncnonosytowme NTLM-ayteHTUdMKaumIO;

— PaboTa ¢ MCno/b30BaHMEM CUFHATYPHbIX METOA0B OOHAPYKeHUA aHOMannin3;

3awmTa oT CreayoLWmMX BUAOB aTakK:

— OCHOBHbIX BUA0B aTaK Ha Be6-npunoxeHus ns nepeyHs OWASP Top 10;

— Ha npoTtokon HTTP, BK/toYas aTaku Ha nepenonHeHue bydepa;

CMHTAKCMYECKMX B T.4. Pa3/IMYHbIX aTaKk Kaacca injection (BHeapeHWe KOMaHA B nepedasBaemble AaHHble SQL Injection,
Code Injection, OS Command Injection, LDAP Injection, Path Traversal n gp.);

—  «MeToAoM rpybori cunbi», B T.4. NnepebopHbIX aTaK W aTaK Kaacca «yMHbIi DoS»;

—  NIOFMYECKMX HA NPWUIOXKEHUA, B TOM YMC/IE OT aTaK Ha MeXaHM3Mbl ayTeHTUOUKALMM U KOHTPOAA ceccuii U aTak Ha busHec-
NOTUKY;

—  «BHYTPM» nepefaBaeMblX AaHHbIX C MPOU3BONbHLIM YPOBHEM BNOXEHHOCTU (aTakM Ha 63KeHA, MeXaHW3Mbl
cepuvanvsaumun/aecepuanusanmm u T.n.);

—  Ha KnuneHTbl Beb-npunoxennit (CSRF, XSS);

— 0-day u 1-day aTak;

—  HeenatenbHOMN aKTUBHOCTU C NPUMEHEHMEM CPELCTB aBTOMATM3aLmMK (3aLwmTa oT 60TOB).

B0O3MOMHOCTb rMBKOW HAaCTPOWMKM Pa3IUYHbIX TUMOB MOAE/IEN A/1A KaXA0ro U3 3aLUMLLAEeMbIX NMPUIOKEHWUN, B TOM YMCne:

— onpeaeneHus n GUNbTPaLUM CTaTUYECKOTO KOHTEHTA;

— Banupaumu npotokona HTTP, BKAOYaa KOHTPO/b 3aro/ioBkoB., cookie n ap.;

— PEKYPCUMBHOW MOAE/IM CUHTAKCUYECKOro aHa/iM3a 3arnpocoB M OTBETOB C MOAAEPNKKOM PasNNYHBbIX BUAOB CXKaTud,
KO4MPOBaHWUA M cnocoboB Nepesayn AaHHbIX C MPOU3BO/IbHbIM YPOBHEM BIOXKEHHOCTM AaHHbIX (B YacTHOCTH, XML, JSON,
BASE64, GZIP, SOAP);

—  WCTOYHMKOB — OnpeaeneHne XxapakTepuCcTUK UCTOYHNKA Ha OCHOBE NapaMeTpoB 3anpoca;

— onpeaeneHus NIOTMYecKUx AencTBui (6U3Hec-4elCcTBUA) B NPUIOXKEHUWM, NAPaMETPOB JIOTMYECKUX AENCTBUI U UX
3HayeHui, NnocnenoBaTe/IbHOCTEN AeNCTBUIN, NPOBEPKN YCNELHOCTU AEUCTBUI;

—  uaeHTMOUKaumK, ayTeHTUdUKALUM U KOHTPOA CECCUIA B NPUIOKEHWUN;

3 B Tom uncne Hanuume 6a3o0B8oro Habopa BCTPOEHHbIX CUTHATYP B KOMMAEKTE NOCTaBKW ANA 3aWwmTbl oT yrpo3 OWASP top 10; nogaepsKka pacnpoCcTpaHeHHOro OTKPbLITOro
dopmara Beb-curHaTyp ModSecurity;
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4.2.4.

4.2.5.

4.2.6.

4.2.7.

4.2.8.

4.2.9.

5.1

5.2.

5.3.

5.3.1.

—  3aWmTbl OT NepebopHbIX aTaK M aTak TMNA «yMHbIM DOS» Ha ypoBHE OTAE/IbHbIX NOTMYECKUX AeNCTBUIN U NPOU3BO/IbHbBIX
napameTpoB AencTaus;

— Hanuuue rotosbix mogenei sanugaumun npotokona HTTP M CMHTaKCMYECKOro aHasM3a 3anpocoB A/A TMMNOBOro Beb-
NMPUNOXKEHNUA B KOMMNIEKTE NOCTaBKW;

— BO3MOXKHOCTb pPy4HOW TOHKOW HAaCTPOMKN MOAe/ei OTAENbHO ANA KAaXKA0ro U3 JI0rMYeckux AeNCTBUIA U NapameTpos, B
YaCTHOCTM HACTPOMKA CUITHATYPHOrO aHanu3a, Mogenei NapameTpos, KOHOUIypaLui Mmoayna 3awmTbl OT NepebopHbIX
aTak;

B03MOHOCTb OBHapyKEHUA CAeayoLWMX BUA0B aHOMAUIA:

— aHOMaNUi MAKM 3HAYMMBbIX AaHHbIX Kak B HTTP-3anpocax, Tak u B HTTP-oTBeTax; B paboTe NpUIONKEHUA Ha OCHOBEe
HaCTPOEHHbIX MO3UTUBHbIX MOAeNel MPUNOKEHUA (coBNaAEHNE C MOAENbIO UM HAOOOPOT — OTK/IOHEHME OT Hee);

— paboTbl NPUNOXKEHMA Ha OCHOBE COMOCTaBNEHWA 3HaYeHMI1 NapameTpoB HTTP 3anpocoB/0TBETOB C CMrHaTypamm aTak;

—  QHOMaNW 1 3HAYMMbIX NAPAMETPOB HEMOCPEACTBEHHO BHYTPY BNOXKEHHBIX AaHHbIX, NepeaaBaeMblx No npotokony HTTP
6e3 orpaHMYeHWn Ha KO/JMYECTBO YPOBHEW B/IOMKEHHOCTW; B npouecce paboTbl MeXaHW3MOB WAEHTUPUKALMMK,
ayTeHTUdUKaLMK, aBTOPM3aLLMM NOb30BATE/IEN U KOHTPOIA NOb30BATE/bCKUX CECCUM;

—  aHOMAaNWW, CBUAETENbCTBYHOLLMX O BO3SMOXKHbIX NOMbITKAX aTaK, OCYLLECTBAAEMbIX KMETOA0M rpyboi cunbi» (bruteforce);

— HapyweHue OMW3HEC-N0rMKN MNPUNOXKEHUA WAN KOHTPO/AA BbIMNOSHEHMA OW3HEC-NOMMKM MyTEM UCMO/b30BaHWA
COOTBETCTBYIOLLEW NO3UTUBHON MOAENN PaboTbl NPUNOKEHUS;

MexaHu3Mbl NoAaBAEHAN NOXKHbIX CpabaTbiBaHMM, AOCTYMNHbIE 3aKa3umKy:

npeaBapuTensHoro ("paHHero") nogasneHus, YTobbl UCKAOYUTL BO3SMOMXKHOCTb MX BAUAHUA Ha CHOPMMPOBAHHbIE NpaBuna
NMPUHATUA PELLEHUI, @ TaKKe YTOBbl NPefoTBPaTUTbL MX NoNajaHue B MHTEPPENC MOHUTOPUHT];

— ynpoleHHoro ("6bicTporo") nogasneHus McnonHutenem HenocpeacTBEHHO MPU NMPOCMOTPE OMNWUCAHMA BbIABAEHHON
aHOManuu;

— BO3MOHOCTb TOHKOW HACTPOMKM Pa3/IMYHbIX MEXaHU3MOB OMpefesieHUs aHOMaAui B MNPUBA3KE K OTAE/bHbIM
napameTpam 3anpoca/oTBeTa UK IOTMYECKUM AeUCTBUAM B NPUIOKEHNM.

Bo3morKHOCTU paboTbl ¢ HTTP-TpaH3aKkuuamm:

— Hanunuve HacTpaMBaeMoro MOAYAA MNPUHATUA  PeleHuld, NO3BONAIWEro BblAeNATb  3HauyMMble  COBbITUA
MHGOPMaLUMOHHOM 6e30MacHOCTM U NPUHUMATL PELUEHUA OTHOCUTENbHO AanbHEeNWnX AeNcTBUiA B OTHOWeEHUN HTTP-
TpaH3aKumit (3anpoc/oTeeT);

— YnpaBneHue npaBuaaMu NPUHATUA PELUEHUI HA OCHOBE AaHHbIX 06 UCTOYHMKe (ip-agpec, nosnb3oBatesb, id ceccum) u
uenn HTTP-TpaH3aKumMu (NpUnoxKeHune, norndeckoe (busHec)-aencTemne), a Takxke obHapYyKEHHbIX B HEl aHOMaNUAX UAn
3HAYUMbIX SAHHbIX;

— Moaaep:Kka cneayowmx BO3MOMKHbIX pelleHuii: 6nokuposaTb HTTP-TpaH3akuuio, nponyctute HTTP-TpaH3aKuuio,
nomeTtuntb HTTP-TpaH3aKkuuio, Moandu1LMpoBaTb OTBET;

Ycnyra obnagaet cneyowmMMm BOSMOXKHOCTAMM aBTOMATUYECKOro 0byYeHuA:

— onpefefneHuve U ONUCAHME CTAaTMYECKOrO KOHTEHTA Ha OCHOBE aHanM3a CTaTUCTMKM 3anpocoB K 3alUMLLaeMbiM
NPUNOKEHNAM;

— NOCTPOEHMEe PeKyPCUBHON MOLENN CUHTAKCUYECKOrO aHan3a AaHHbIX 3aNpPOCOB M OTBETOB C NOAAEPKKOW Pas3NYHbIX
BMOOB CXaTWA, KOAMPOBaHMA M cnocoboB nepefayn AaHHbIX C MPOWU3BOJIbHLIM YPOBHEM B/IOMKEHHOCTM (B YaCTHOCTH,
XML, JSON, BASE64, GZIP, SOAP);

—  BblAABNIEHME CUTHATYPHbIX MPaBUA C BbICOKUM YPOBHEM JIOXKHbIX CpabaTbiBaHMI (aBTOMATUYECKOE NOAABAEHME NOMKHbIX
cpabaTbiBaHUi);

— NOCTPOEHWe MOAENU MApLLPYTU3aLMK 3aMPOCOB A1A BED-NPUNOKEHUS;

— NOCTPOeHWe MoAenei JIorMYeckUx AEWUCTBUIM B MNPUIOKEHUU U MoLenell NapaMeTpoB 3TUX AEUCTBUW, a TaKkKe
nocsegoBaTenbHOCTEN (LLenoYeK) Normyecknx AencTeni;

— OueHKa OTK/IOHEeHWA NapaMeTPOB JIOTMYECKUX AeUCTBUI B BEO-NPUIOKEHUN OT CTaTUCTUYECKOW HOPMbI;

BO3MOHOCTM MO BbINO/SIHEHUIO aBTOMATUYECKOrO 0byyeHus:

— HenpepbiBHOe 0byyeHuWe B npouecce GYHKLMOHUPOBAHMS;

—  NepuoaMYecKunin 3anyck 3agaHuii No 0by4eHuto No YCTaHOBAEHHOMY PacrnuCcaHuIo;

—  PpYYHOM OAHOKPATHbIN 3anycK 3agaHuii No obyyeHuto;

—  VHKPEeMEHTHOe (TONbKO A/f U3MEHEHMI, NPOM3OLEAWMX C MOMEHTA Npeablayliero obyyeHus), a TakKe YacTUyHasA
py4YHas KOPPEKTMPOBKA pe3y/bTaToB OOy4YeHWA A8 OTAE/bHbIX CTAaTUHECKUX PEeCcypcoB, JIOXHbIX CpabaTbiBaHWUW,
NIOTUYECKMX AeMCTBUI 1 T.N. 6e3 HeobXxoAMMOCTU NPOBOANTL 0byYeHMe 3aHOBO.

PesynbTaTbl aBTOMATU4ECKOrO 06YHEHNA NONHOCTBIO MHTEPMPETUPYEMbI U KOPPEKTUPYeMbl McnonHuTenem.

5. COCTAB, YC/I0BUA U NOPAAOK OKA3AHUA YC/IYTU

Ycnyru focTynHbl ANA 3aKasa Kak AnA CepBMCOB 3aKkasunKka, GyHKLMOHUpPYoLWwmMxX Kak B O6nake Cloud.ru, Tak U B CTOPOHHEM
MHOPACTPYKTYype 3aKkasumKa.

|-|Ol'|b3yﬂCb yCl'IyFaMM, 3aKasumk noaTeepXxaaeT, YTO AOMEHHbIE UMEHa, AN1A KOTOPbIX NOAKNKOYaoTCA YCﬂyI'VI, npuUHagnexart
€My Ha 3aKOHHOM OCHOBaHUU, nmMbo oH AeﬁCTByeT OT UMEHU N NO NOPYYEHUIO 3aKOHHbIX B/1aAeN1bLeB 3TUX AOMEHHbIX UMEH.

Ona nogxntodenuns Yenyr «3awmta ot DDoS-atak (StormWall)» n «3awmTa Beb-npunoxkenuii (StormWall)»:
3aKas3umK BblibMpaeT TapuHbIN NAaH Ha OCHOBaHMKM MpeanonaraeMoi nosocbl NerMTUMHOro TpaduKa, rapaHTUPOBaHHOM
AOCTYMHOCTM 3aLLMLLAEMbIX CEPBMUCOB U HEOBXOAMMOWN AOMONHUTENBHOM GYHKLMOHaNbHOCTM M3 Tabanubl No 1;
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5.3.2.

5.3.3.

Mcxoana us BblbpaHHbIX napametpos Yeayr (cm. n. 5.1.1.), 3anonHaeT popmy 3aKasza Ycnyru, npeacTaBAeHHYI0 B MPUNOKEHUN
Ne 1.CRS.3.A. v HanpasnseT eé VcnoNHUTeNto Ha agpec 3NEKTPOHHOW NOYTbl YNOJHOMOYEHHOTO NLLA;

B TeueHne 3 (Tpex) paboumx pgHeit WcnonHuTenb ob6s3yeTcA cornacosBaTb npefoctaBieHue Ycnyr 3akasumky amnbo
npefocTaBUTb MOTUBMPOBAHHbIM OTKas, Npu 3Tom CTOPOHbI NPU3HAIOT, YTO T.K. Ycayra ABAAeTcA NapTHEPCKOM, OTKas B eé
npefocTaBAeHNM MOXKET BbITb CBA3aH C AeNCTBUAMM NAapTHEPA;

B cnyyae cornacosaHua npepoctaBneHva Ycayru, UcnonHutens nepegaeT ynosHOMOYEHHOMY /MLy 3aKa3umka NorMHa m
naposib OT IMYHOTO KabuHeTa Ycayru, pasmelLeHHOM Ha caiiTe napTHepa.

Tabn.1. TapudHble nnaHbl Yenyru «3awmta ot DDoS-atak (StormWall)»

[nana3oH Ha BbI6OD, BK/IIOYEHHOrO
HaumeHoBaHue B Tapud NeruTumHoro Tpadmka

Tapuoda (nocne oumnctky, 6e3 yueta Tpadmka
aTak)

Ha6op onuumii, BXxogawmx B aboHEHTCKyI0 naaTy no Tapudy

50 M6ut/c

100 M6ut/c

200 M6ut/c

300 M6ut/c

400 M6uT/c

500 M6ut/c

* 3awmTta 1 gomeHa 2-ro yposHA 1 ao 100 ero noga0MeHOB;
1000 Méur/c * 3auMTa OT aTak Ha ypoBHax L3-L7 mogenn OSI;

* banaHCUPOBKA Harpy3kn mexkay 6akeHaamu;

* 3awmuieHHbIt DNS ana 3awmuiaeMbix 06bEKTOB;

1500 M6ut/c

2000 M6uT/c e HyperCache CDN (K3alwmnpoBaHMe cTaTUYECKUX 06 BEKTOB B
onepaTMBHOWM NamATU GUABLTPOB) M ONTUMM3ALMA 3arpy3KK caiTa
3awMuTa caiita ot 2500 M6uT/c (nytem npumeHeHuna npotokona HTTP/2);
DDoS — Tapud ® /IyHbIN KabUHET (aHANNTUKA, OTYETbI, HACTPOMKM 3aLLMUTbI);
Business ONE 3000 M6wuT/c * [lpocmoTp/ynpasneHve cnuckamu 3a610KMPOBaHHbIX a4PECOB U
ncropueit 610KMPOBOK;
3500 Méur/c « Moaaepxka HTTPS u HTTP/2;

e APl ana ynpaBneHua cepsmcom;

* GeolP (npoBepku, 6NOKNPOBKHK);
4500 M6uT/c ¢ [1o 500 Black/White/Grey-nucTos;
¢ MNopaepkka Websocket.

4000 M6ut/c

5000 M6ut/c

6000 M6uT/c

7000 M6ut/c

8000 M6ut/c

9000 M6ut/c

10000 M6uT/c

50 M6uT/c * 3awmTta 1 gomeHa 2-ro yposHA 1 ao 100 ero nogaoMeHOB;
® 3awwunTa OT aTak Ha ypoBHax L3-L7 mogenwn OSI;
100 M6ut/c ® BanaHCMPOBKA Harpyskun mexay 6akeHaamu;
* 3awmuieHHbIt DNS ana 3awmuiaeMbix 06bEKTOB;
200 M6ut/c * HyperCache CDN (K3alwmnpoBaHMe cTaTUYECKUX O6BEKTOB B
onepaTMBHOM NamATU GUABLTPOB) M ONTUMM3ALMA 3arpy3KK caiTa
300 M6ut/c (nyTem npumeHeHua npotokona HTTP/2);
¢ 1 BblgeneHHblit IP-agpec;
400 M6ut/c ® dKcnepTHas noaaepka AntiDDoS (4aT B npunoskenum Slack nam
500 M6ut/c Telegram);
® BO3MOXKHOCTb NOAKNOYEHUA 3aLLMTbI L7 6€3 pacKpbITUA NPUBaTHbLIX
3awMmTa caiita ot 1000 M6ut/c Kntoyen SSL/TLS;
DDoS — tapud © BO3MOXHOCTb peanmsaunm HecTaHAAPTHbIX METOA0B NOAKAIOYEHMUA
Enterprise ONE 1500 M6uTt/c (uepes dusnUecKmii cTbik uam L2-kaHan);

® /INyHbIN KabUHET (aHANNTUKA, OTYETbI, HACTPOMKM 3aLLMUTbI);

* PonieBas mogenb AOCTyNa K IMYHOMY KaBUHETY 1 IorMpoBaHue
LEeNCTBUIA NoNb30BaTENEN;

¢ MpocmoTp/ynpasieHne CMckamm 3ab610KMPOBaHHbIX a4Pecos n

2000 M6uT/c

2500 M6uTt/c

3000 M6uT/c ncropueit 610KMPOBOK;

¢ Noaaepka HTTPS u HTTP/2;
3500 M6uTt/c * APl ana ynpasneHusa cepeucom;

* GeolP (npoBepku, BNOKMPOBKHK);
4000 M6wuT/c « 1o 1000 Black/White/Grey-nuctos;

¢ Noaaep:kka Websocket;
4500 M6ut/c P

® NMPOAKTUBHbIA MOHUTOPUHT;
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5000 M6ut/c

6000 M6uT/c

7000 M6ut/c

8000 M6ut/c

9000 M6ut/c

10000 M6uT/c

* YnpasieHue 3almTon ot 60ToB (Lenoykm npasua HTTP);
¢ MNoaaeprkka FOCT-wmndpoBaHMA U cepTUDUKATOB;

¢ NMepcoHanunsaLua cTpaHuL, OWNBOK;

e floctyn K Graylog.

3awMmTa caiita ot
DDoS - tapud
Business UNL

50 M6ut/c

100 M6ut/c

200 M6ut/c

300 M6ut/c

400 M6uT/c

500 M6ut/c

1000 M6ut/c

1500 M6ut/c

2000 M6uT/c

2500 M6uT/c

3000 M6ut/c

3500 M6ut/c

4000 M6ut/c

4500 M6ut/c

5000 M6ut/c

6000 M6uT/c

7000 M6ut/c

8000 M6ut/c

9000 M6ut/c

10000 M6uT/c

¢ 3awmTta 100 pomeHoB 2-ro ypoBHA U A0 100 nogaomMeHOB Ha
KaXAbl LOMEH;

® 3awwmTa OT aTak Ha ypoBHax L3-L7 mogenwn OSI;

* banaHCUPOBKA Harpy3kun mexkay 6akeHaamu;

* 3awmuieHHbIt DNS ana 3awmuiaeMbix 06beKTOB;

e HyperCache CDN (K3alwmpoBaHWe cTaTUYeCKUX 06 BEKTOB B
onepaTMBHOW NamATU GUABLTPOB) M ONTUMM3ALMA 3arpy3KK cainTa
(nytem npumeHeHuna npotokona HTTP/2);

® /IyHbIN KabUHET (aHANNTUKA, OTYETbI, HACTPOMKM 3aLLMUTbI);

¢ MpocmoTp/ynpasieHne CNMckamm 3ab610KMPOBaHHbIX aApPecos n
ncropueit 610KMPOBOK;

e Noaaepka HTTPS u HTTP/2;

¢ APl ana ynpaBneHua cepsmcom;

* GeolP (npoBepku, 6NOKNPOBKHK);

e [1o 500 Black/White/Grey-nucTos;

¢ MNopaepkka Websocket.

3awMuTa caiita ot
DDoS - tapud
Enterprise UNL

50 M6ut/c

100 M6ut/c

200 M6ut/c

300 M6ut/c

400 M6uT/c

500 M6ut/c

1000 M6ut/c

1500 M6ut/c

2000 M6uT/c

2500 M6uT/c

3000 M6ut/c

3500 M6ut/c

4000 M6ut/c

4500 M6ut/c

5000 M6ut/c

¢ 3awmTta 100 pomeHoB 2-ro ypoBHA 1 Ao 100 nogaomeHOB Ha
KaXAbl LOMEH;

® 3awwunTa OT aTak Ha ypoBHAax L3-L7 mogenwn OSI;

® BanaHCMPOBKA Harpyskun mexay 6akeHaamu;

* 3awmuieHHbIt DNS ana 3awmuiaeMbix 06bEKTOB;

e HyperCache CDN (K3alwmnpoBaHWe cTaTUYeCKUX 06 BEKTOB B
onepaTMBHOWM NamATU GUABLTPOB) M ONTUMM3ALMA 3arpy3KK caiTa
(nytem npumeHeHuna npotokona HTTP/2);

¢ 1 BblgeneHHblit IP-agpec;

® dKcnepTHas noaaepka AntiDDoS (4aT B8 npunoskenum Slack nam
Telegram);

® BO3MOXHOCTb NOAKNOYEHUA 3aLLMTbI L7 6€3 pacKpbITUA NPUBaTHLIX
Kntoyen SSL/TLS;

® BO3MOXHOCTb peasnM3aLmmn HecTaHAAPTHbIX METOA0B NOAKIIOYEHUA
(4epes pusnueckmnin cTbik uamn L2-kaHan);

® /InyHbIN KabUHET (aHANNTUKA, OTYETbI, HACTPOMKM 3aLLUTbI);

® PoneBas Mogenb AOCTYNa K IMYHOMY KabUHETY U NorMpoBaHue
LEeNCTBUIA NoNb30BaTeNEN;

* [lpocmoTp/ynpasneHve cnuckamu 3a610KMPOBaHHbIX a4 PECOB U
ncropueit 610KMPOBOK;

e Noaaepka HTTPS u HTTP/2;

e APl ana ynpaBneHuA cepsmcom;

* GeolP (npoBepku, BNOKNPOBKHK);

e 1o 1000 Black/White/Grey-nucros;

¢ MNopaepkka Websocket;

® MPOAKTUBHbIA MOHUTOPUHT;

CrpaHuua 6 ns 12




6000 M6uT/c

7000 M6ut/c

8000 M6ut/c

9000 M6ut/c

10000 M6uT/c

* YnpasieHue 3almTon ot 60ToB (Lenoykm npasua HTTP);
¢ MNoaaeprkka FOCT-wmndpoBaHMA U cepTUDUKATOB;

¢ NMepcoHanunsaLua cTpaHuL, OWNBOK;

e floctyn K Graylog.

3awmra cepsepos u
ceteii — Tapud
Standard

50 M6ut/c

100 M6uT/c

200 M6uT/c

300 M6uT/c

400 M6wuTt/c

500 M6uT/c

600 M6uT/c

700 M6uT/c

800 M6uT/c

900 M6uT/c

1000 M6ut/c

1500 M6ut/c

2000 M6uT/c

3000 M6ut/c

4000 M6ut/c

5000 M6ut/c

6000 M6uT/c

7000 M6ut/c

8000 M6ut/c

9000 M6ut/c

10000 M6uT/c

15000 M6uT/c

20000 M6uT/c

30000 M6uT/c

40000 M6uT/c

50000 M6uT/c

60000 M6uT/C

70000 M6uT/c

e 1 ASN;

® 1 TyHHENb/NOAKNOYEHNE;

¢ 10 npeduKcos;

® 3awmTa OT aTak Ha ypoBHax L3-L5 mogenwn OSI;

e Tunbl noakNtoveHua: drsmyeckoe nogkatodeHne Ha MMTC-9, GRE-
TyHHenb, MPLS;

* HeT noaaepsKKu B yate (TONbKO TUKETbI);

e Het DDoS-ceHcopa;

e HeT MHAMBUAYaNbHbIX Npoduneit 3awmTsl;

* 3auwmTa ot aTak go 600 réut/c.

50 M6ut/c
e 1ASN;
100 M6ut/c ® 1 TyHHENb/NOAKNOYEHNE;
¢ 10 npeduKcos;
200 M6ur/c * 3auMTa OT aTak Ha ypoBHax L3-L5 moaenn OSI;
3awmra cepBepos U
- e Tunbl noakNtoveHua: drsmyeckoe nogkatodeHne Ha MMTC-9, GRE-
AT TyHHenb, MPLS;
Business 300 M6ut/c Yy 4 ,
* HeT noaaepsKKu B yate (TONbKO TUKETbI);
e Het DDoS-ceHcopa;
400 M6uT/c * HeT nHamMBuAyanbHbIx npodunet 3aLmTbl;
* 3awmTa ot aTak go 600 réut/c.
500 M6uT/c
600 M6uT/c o [10 10 ASN (cOBCTBEHHbIX MW TPAH3UT);
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3awmra cepsepos 1
ceteii — Tapud
Enterprise

700 M6ut/c

800 M6ut/c

900 M6ut/c

1000 M6ut/c

1500 M6ut/c

2000 M6uT/c

3000 M6ut/c

4000 M6ut/c

5000 M6ut/c

6000 M6uT/c

7000 M6ut/c

8000 M6ut/c

9000 M6ut/c

10000 M6uT/c

15000 M6uT/c

20000 M6uT/c

30000 M6uT/c

40000 M6uT/c

50000 M6uT/c

60000 M6uT/C

70000 M6uT/c

o [10 10 TyHHeNen/noaxAoHeHN;

e 1o 100 npedukcos;

® 3awwmTa OT aTak Ha ypoBHax L3-L5 mogenwn OSI;

e Tunbl noaknoyeHma: dusmnyeckoe noaknoveHme Ha MMTC-9, GRE-
TyHHenb, MPLS;

* NoaaepsKa B yate Slack/Telegram;

e DDoS-ceHcop;

* MHaMBKMAYanbHble Npoduan 3alLmThl;

® 3almMTa OT aTak 6e3 orpaHUYeHmMit N0 EMKOCTH.

* 3awmTa 1 Be6-npunoKeHus;

100RPS * Banmpaums npotokona HTTP (TMnbl 3anpocoB, 3aroI0BKU U UX
300 RPS napameTpbl v T.0.);
® ABTOMaTH4ecKan GUNbTPALMA CTaTUYECKUX PECYPCOB: OTAE/bHbIN
500 RPS pexunm 06paboTkuM cTaTnyeckux pecypcos (obecneunsaet
ONTUMaNbHYIO NPOU3BOAUTENBHOCTb aHaNN3a AaHHbIX B NOACUCTEME
700 RPS yNpaBAeHWUsa U MOHUTOPUHTA);
® AHaNM3 3aNpOCOB M OTBETOB C UCMNONb30BaHWEM Habopa curHaTyp,
1000 RPS
onpegenatowmx atakn OWASP Top 10;
1500 RPS ® B/I0KMPOBKA UCTOYHMKA NPU OBHAPYKEHUU MHOKECTBEHHbIX
aHOManuit B 3anpocax ot Hero (Last Recent BlockedCache);
3awumra caiita ot 2000 RPS e OrpaHUYeHme 4acToTbl 3aNPOCOB OT OAHOMO UCTOYHMKA (Rate
XaKepCKUxX aTak c Limiting) 4n8 NpuaoXKeHUa B Leaom;
nomouybio WAF — 3000 RPS * [peasaputenbHoe NoAasAeHMe N0XKHbIX cpabaTbiBaHMit Npu
Tapuo T1 (goctynHa NoAKNYEHUM (Ha OCHOBE MALIMHHOTO 06YYEHUA U C NPUBIEYEHUEM
TO/IbKO NpU 3aKase 5000 RPS aHa/NUTUKOB);
Ycnyru 3awmrbl ot 7000 RPS * MopasneHue N0XHbIX cpabaTbiBaHWiA NPU 06paLLEHUN B CAYKOY
DDoS-aTaK) NoAAEpPIKKK;
e [locTyn ¢ npaBamu "Ha yTeHue" K pacluMpeHHOMY IMYHOMY
KkabuHeTy WAF, KOTOpblit 0TOBparkaeT TekyLne moaenv u npasuna
3aLLUThI;
e OTNpaBKa yBeAOMNEHUW O KPUTUYHBIX cObbITUAX UB no
3/1EKTPOHHOM NoyTe (HacTpansaeTcs Mo 3anpocy B CAYK6Y
10000 RPS NoAAepIKKK);
® XpaHeHue cobbITuit 6esonacHocTy;
o XpaHeHWe aHOMaNbHbIX TPAH3aKLUK;
e OTnpaBKa peryasapHbix oT4eTos o pabote WAF (HacTpausaeTcs no
3anpocy MapTHepa B cy6y NoaAepHKKK).
3awumra caifta ot 100 RPS DyHKUMOHan cornacHo Tapudy 3awmnTa caliiTa OT XaKepcKux aTak ¢
XaKepCKUxX aTak c nomoubio WAF — Tapud T1 1 LONONAHUTENBHO K HEMY:
nomoubto WAF — 300 RPS * ABTOMaTMyecKoe onpegeneHne BbINOJHAEMbIX 10TMYECKMX
Tapud T2 (aoctynHa LelCcTBUIM U NPOBEPKA UX MAPaMeTpoB Ha COOTBETCTBUE
TONbKO NpW 3aKase 500 RPS yCTaHOBAEHHbIM Mogenam. Mogaenb 6U3HEC-N0TMKN MOXKET CTPOUTCA
Yenyru 3awmrbl ot 700 RPS BPYYHYIO MW C MOMOLLLbIO MALWMHHOTO 06yYeHua (pe3ynbTaThl

DDoS-aTaK)

MALNHHOTO 0BYYEHWA ABNAIOTCA MONHOCTBIO UHTEPNPETUPYEMbBIMU
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WM KOPPEKTUPYEMbIMU). [INA NOTUYECKUX AEWACTBUIA M NapameTpoB

1000 RPS MOTYT BbITb YCTAHOBNEHbI HAa3BaHWUA, COOTBETCTBYIOLLME UX PeasibHbIM
1500 RPS DYHKLMAM B NPUNOKEHUU (C LeNblo YNPOLLEHUA aHaAM3a 3anpocos u
cobbITUit BesonacHocTH) ;
2000 RPS e OnpeaeneHne ycnewHoCTM BbINOAHAEMbIX AEWCTBUIN HA OCHOBE
aHa/M3a OTBETOB, B TOM YMC/E - BAIOXKEHHbIX AAHHbIX;
3000 RPS ¢ OnpepeneHne NCTOYHUKOB - NPOU3BO/IbHbIX NapaMeTpoB
NIOTUYECKUX AeNCTBUIA, KOTOPbIe XapaKTepU3yoT UCTOYHUK 3anpoca
S000RPS (IP-agpec, naeHTUdUKATOP ceccum, UMA Noab3oBaTeNs,
7000 RPS onpegeneHHasn cookie n T.n.) ;
* KOHTpO/1b N0/Ib30BaTeIel U ceccuin, KoTopas onpeaenaeT
KAtoYeBble NapamMeTpbl CECCUU, a TaKKe JIorMyeckune AencTensa, B
paMKax KOTOpbIX 3TM NapameTpbl; YCTaHaBANBAIOTCA, KOHTPOIUPYIOTCA
M MHBaNUAMpytoTca).
© KOHTPO/1b aBTOPU3aLMKN NO/Ib30BaTesIel Ha YPOBHE CeCcCUii U
BbINO/HAEMbIX IOFTMYECKMX AENCTBUI (COOTBETCTBYIOLME NPaBKUAa
MoOryT 3aasatbca Ha WAF) ;
o KOHTpO/1b KONMYECTBA 3aMPOCOB K OTAEbHBIM OTUYECKUM
AEeNCTBMAM B 3aBUCUMOCTM OT MapameTpoB UCTOYHMKA 3anpoca U
Apyrux napameTpos (Rate Limiting) ;
10000 RPS ® XpaHeHWe JaHHbIX TpaH3aKuuii 63 aHoManuii ¢ UCNoNb30BaHWEM
COIMMIMPOBAHMA B BblAENEHHOM XpaHUAuLe "Tennbix" AaHHbIX (warm
data) ans nocneaytowero peTpoCcnekTMBHOroO aHann3a, B T.4. 60pbbbl €
6oTamu;
® BO3MOXHOCTb GOPMMPOBAHUA KACTOMU3NPOBAHHbIX
aBTOMATUYECKMUX OTHETOB (HACTPOWKA OTYETOB BbINONHAETCA B PamKax
YCAYT PacLUMPEHHOro CONPOBOXAEHUA - NPOPECCUOHANBHbIX
cepBu1CcoB);
® BO3MOXHOCTb OTNPaBKK AaHHbIX B SIEM-cuctemy MapTHepa ¢
MCNo/b30BaHWEM YHUbULMpPOBAaHHOTO HTepderica API
(HacTpaunBaetca no 3anpocy NapTHepa B cyX6y NoaLepKKn).
100 RPS
300 RPS
500 RPS dyHKUMOHan cornacHo Tapudy 3awmnTa caliTa OT XaKepCcKux aTak ¢
700 RPS nomoubio WAF — Tapud T2 1 LONONHUTENBHO K HEMY:
3awumra caifta ot ® BO3MOXKHOCTb TMBKOI HAaCTPOMKKM NepeaaBaembix AaHHbIX (Cbipble
XaKepCKUX aTak ¢ 1000 RPS 3anpocsbl, Aepesba pasbopa, 1oruyeckne AencTems, cobbITuaA
nomoubio WAF — 6e30MacHOCTM U T.M.);
Tapud T3 (aoctynHa 1500 RPS ¢ [IpepocTaBneHune BblgeNeHHbIX Y3/10B aHaiM3a ANA NOBbIWEHUA
TO/IbKO NpU 3aKase ’MBKOCTM KOHPUIrypaLmUm 1 ONTUMMU3ALLMM NPOU3BOANUTEIBHOCTH;
Ycnyru 3awmTtbl oT 2000 RPS ¢ MpesocTaBneHUEe BbIAENEHHOW MHCTANNAUMM ANA ewwe 6onbluei
DDoS-aTaK) rM6KOCTU KoHUrypaumMm 1 oNTUMMU3aL MK NPOU3BOAUTENIbHOCTU ANA
3000 RPS BbICOKOHArpPY»KeHHbIX Pecypcos.
5000 RPS
7000 RPS
10000 RPS
100 RPS OnucaHve MeToA0B OYUCTKM TPpaduKa:
® PearnpoBaHuA Ha yrpo3bl, onucaHHble B8 OWASP Top Ten.
300 RPS ® /IHCNeKTMpOBaHMe 3anpocoB U OTBETOB B COOTBETCTBUM C MOJUTUKON
6e30MacHOCTH, }KypHanuMpoBaHue cobbITUi NPefOTBPALLEHNE YTEUKN
>00 RPS AAHHbIX — MHCNEKLMA OTBETOB CepBepa Ha Hanune KPUTUYHbIX
750 RPS AAHHBIX.
¢ [IpMmeHeHMe Kak NO3UTUBHOM, TaK U HEFaTUBHOM Moaenu
1 000 RPS 6€30MacHOCTU MHCNEKTUPOBAHWUE BCErO COAEPHKUMOTO BEBG-CTPaHUL,
Bkatovaa HTML, DHTML m CSS, a Tak)Ke Huxenexalmx npoToKoN0B
2 000 RPS nocTaBku cogepxunmoro (HTTP/HTTPS)
Cloud Al 3000 RPS :,OVL‘HKT;:;:F’KOEi::ls:::,ﬁ(?g:;MXE:\;f)_cemea’ ecnu Beb-cepsuc
Firewall (uC-WAF) ! )
¢ HcneKkTMpoBaHue to60oro NPOTOKOA UM KOHCTPYKLUMU AaHHDIX,
4 000 RPS MCMONb3YIOWMNXCA ANA Nepefayn AaHHbIX BEO-NPUNOKEHUA BHe
5 000 RPS 3aBMCUMOCTHU OT TOTO, AB/IAETCA 1N OH NPOMNPUETAPHbIM UK
CTaHAAPTU30BaHHbIM (KaK 417 BXOAALLMX, TaK U UCXOAALLMX NOTOKOB
10 000 RPS AaHHbIX).

OnucaHre GyHKLMOHANbHbIX BO3MOXHOCTel moayna WAF:

o OyHKUMM aHanu3a n 06paboTKM JaHHbIX

O6paboTka Tpadm1Ka Ha BHELIHEM areHTe B pexkmme ob6paTHoro
NpOKcuK-cepsepa (reverse proxy) — coefuMHEHWe B Paspbis, BbICTyNas B
KayecTBe NPOKCU-CepBEPa MEKAY KIMEHTOM U 3aluuLiaeMbiM Be6-
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NPUIOKEHUEM (C NOMOLLbIO BHELIHWX areHTOB, PAcro/IOKeHHbIX B UT-
nHdpacTpykType). Noaaepskka HTTP 1.0, 1.1, WebSocket (ws, wss),
XML. AHanu3 faHHbix B HoTauuun XML, JSON, GraphQL.

DyHKUMM pearnpoBaHus:
"Habopbl npasua 06paboTku TpadmKa, HACTPOEHHbIE Ha 3aLLUTY
06beKTOB (pecypcoB) Ha 6a3e TEXHOOTUIA:

e Apache Struts — BKAtOYaeT TONIbKO Te NpaBuaa, KoTopble
npefHasHayeHbl ANA 3aLWMUTbl Be6-NPUNOKEHUN, pa3paboTaHHbIX Ha
dpentmBopke Apache Struts;

o http://ASP.NET — BK/IlO4aeT TO/IbKO T€ MpaBuia, KoTopble
npefHasHayeHbl ANA 3aLWMUTbl Be6-NPUNOKEHUI, CO3[aHHBIX Ha
nnatpopme http://ASP.NET;

® Java — BK/IOYAET TO/IbKO Te NPaBuIa, KOTopble NpeAHasHa4yeHbl
O/1A 3aWMTbl BE6-NPUN0KEHUIN, pa3paboTaHHbIX Ha A3bIKe Java;

¢ Joomla CMS — BK/lO4aeT TONbKO Te NpaBuaa, KoTopble
npefHasHayeHbl ANA 3aLWMUTbl Be6-NPUNOKEHUI, OCHOBAHHbIX Ha
cucTeMe ynpasiieHUA KOHTeHTOM Joomla;

o LAMP (PHP, Apache, MySQL) — BK/tOYaeT TONbKO Te Npasuna,
KOTOpble NpeAHa3Ha4YeHbl ANA 3alWKUTbl BEO-NPUNOKEHUI,
pa3paboTaHHbIX NPy NomoLLmM MHCTpymeHToB PHP, Apache nau
MysQlL;

* Microsoft Exchange — BKAtO4aeT To/IbKO Te NpasBuia, KoTopble
npegHasHaveHbl AN 3alwmTbl cepsepa Microsoft Exchange;

¢ Node.js — BK/IlOYaET TO/IbKO Te NpaBuIa, KOTOpble
npefHasHayeHbl ANA 3aLWUTbl Be6-NPUNOKEHUI, CO3[aHHBIX Ha
nnatdopme Node.js;

e PHP — BK/ItOMaEeT TO/IbKO Te NpaBu/Ia, KoTopble NpegHa3HaveHbl
O/ 3aWMTbl BE6-NPUAOKEHUI, pa3paboTaHHbIX Ha A3bike PHP;

¢ Default template (ctaHgapTHbIN WabaoH) — BKAOYaET npasuna
BCEX OCTa/IbHbIX CUCTEMHbIX Habopos."
PyHKLUUM Nepeaayn AaHHbIX:
¢ MporpammHblie uHtepdeicol (REST API) ans aBTomaTvsaumm 3agad
N0 YNPaBAEHWUIO CUCTEMOW C MOMOLLLbHO BHELLHMX NPOrPamMMHBbIX
cpeacTs.
o YHKLMM XPaHEHUA AaHHbIX
"XpaHeHune AaHHbIX:

® cobbITMA Be3onacHoCTy;

* napameTpbl 6€30NacHOCTM U AaHHbIX O KOHOUrypauun."

o OYHKLMM yNpaBneHua:
" e ¥YnpaBieHue 3aLMLLAEMbIMU NPUIOKEHUAMM, U CBA3AHHDBIX C
HUMM cOBbITUII 6GE30NacHOCTU M NOUTUK BesonacHoOCTH.

* BO3MOXHOCTb ynpassieHusa GyHKLuMamm Ycayru yepes seb-
nHTepodeiic (HTTPS).

¢ ObecneyeHue ynpasaeHusa Ycayroi Yyepes nto6oit u3
MHTepdeNcoB [0NKHA NPEAOCTaBAATLCA TO/IbKO aBTOPU30BAHHbBIM
(ynoNHOMOYEHHbIM) NOAb30BATENAM.

e ObecneyeHune peannsaLumm ponesoi Moaenu ynpasieHus
[0CTYNom K GyHKUMAM Ycnyru, AOCTYNHbIM Yepes Beb-uHTepdeic.

® Pernctpauma cobbiTuiA, CBA3aHHbIX C 4EACTBMAMM NOJb30BaTeen
CUCTEMbI U CUCTEMHBIMW ONEPALMAMM (KypHan ayamTa).

* Busyanusauma AaHHbIX O COBbITUAX 6€30MacHOCTM B Buae Tabauy,
M TUCTOrPamMM Ha NIEHTE COBbITUI.

® BO3MOXHOCTb YKa3aHWA BPeMEHHOTO Nepuosa, 3a KOTopbIi
oTobparkatoTca cobbiTma 6e3onacHoCcTy.

® BO3MOMHOCTb 06HOBIEHMA AaHHbIX O COBbITUAX 6€30NacHOCTU B
aBTOMaTUYECKOM M «PYHHOMY» PeXMnmax.

o OTCNEeKUBaHME CTATyCca NPUMEHEHUA KOHGUIYpaLWM Ha BHELLHEM
areHTe.

* ABTOMaTU3npoBaHHoe obHoBAeHWe 6a3 3HaHWI (Npasun
3aWwmTbl);"

JononHuTenbHbl
AOMeH Ha Tapudax
Business

[OononHutenbHbll IP-
agpec Ha Tapudax
Business

JononHuTenbHbl
AOMeH Ha Tapudax
Enterprise
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[ononHutenbHbll IP-
agpec Ha Tapudax - -
Enterprise

JononHutenbHbll
Websocket Ha
Tapudax

Business

[OononHuTenbHbl
Websocket Ha
Tapudax

Enterprise

[JononHutenbHble
100

LOMEHOB Ha Tapude
Business UNL

[JononHutenbHble
100

LOMEHOB Ha Tapude
Enterprise UNL
[OononHutenbHbll IP-

agpec

ana 3almnThI ) )
cepBepoBs

JononHutenbHo 10

npedurKcos ) )

JononHutenbHo 1 AS - -

[JononHutenbHo 1
TYHHeNb

DDoS ceHcop - -

MNopaeprkka B
Slack/Telegram
3awmMTta camta oOT
XaKepCKMX aTak ¢
NOMOLLbIO WAF
AONONHUTENIBHOTO
Be6 MpuioXKeHuUa Ha
Tapude T1

3awmMTta camta oOT
XaKepCKMX aTak ¢
NOMOLLbIO WAF
AONONHUTENIBHOTO
Be6 MpuaoXKeHuUa Ha
Tapude T2

3awmMTta camta oOT
XaKepCKMX aTak ¢
WAF
AONONHUTENIBHOTO
Be6 MpuaoXKeHuUa Ha
Tapude T3

6. TAPUOUKALMA YCNYTU

PacyeTHbIM nepnogom ABNAeTCA Ka/'leH,CI,aprIﬁ mecau,.

OnnaTta 3a Ycayrm coctouT n3 GUKCMPOBAHHOM ONAaThl No Tapudy M nepemMeHHoM YacTelt (3a npesblileHne NeruTMMHoM
MPOMNYCKHOM CNoCOBHOCTM M/MAM KOANYECTBO 3anpocoB B cekyHay (RPS)).

Pasmep GpMKcMpoBaHHOM NaaThl, onpeenserca Ha OCHOBaHWM BbibpaHHOro Tapuda.

Cymma onnatbl 3a NpeBblleHWe NEerMTUMHOM MPOMNYCKHOW CNOCcOBHOCTM M/MAKM KoAuyecTBO 3anpocoB B cekyHay (RPS)
paccuuTbiBaeTCA No cneaytolleli bopmyne:

Echm Y>R

P=(T+F*(Y-R))

P - ExkemecsauHbIVi naaTtex 3a Ycayry.

T - LleHa 3a 1 mecAL, Nonb3oBaHMA No Tapudy.

F - LleHa 3a 1 M6uT/c npesbieHna u/unm ueHa 3a 1 RPS npeBbiweHuMs, yKasaHHaa B CneunduKkaumm B MpuaoKeHmm
1 k Aorosopy.
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6.5.

6.5.1.

6.5.2.

7.1.

7.1.1.

7.2.

7.2.1.

7.3.

7.3.1.

R - NlerntnmHas NpPonycKHaA CI'IOC06HOCTb, BK/IOYEHHaA B NOANUCKY.

Y - ®aKTUYEeCKM UCNONb30BaHHAA NErMTUMHaAA NponycKHaA cnocobHocTb no 95 nepueHTUNo 3a paCHeTHblﬁ nepuoa.
JleruTmHana nonoca NPOnNyCKaHuA, BKAKOYEHHAA B NOANUCKY, MOXeT 6bITb npesBblleHa Ha 36 yacos 3a Ka)KAbIﬁ paC‘-leTHbIl‘;I
nepuos (5% BpemeHu B MeCﬂLl,). Mcnonbayemaﬂ NoN0Ca NPONyCKaHUA UamepAaeTca gesieHnem Konmvectsa nepegaHHbIX
OaHHbIX Ha 5 MVIHyTHbIl7I MHTEepBan. o oKOHYaHUU pac4yeTHOro nepmnoaa 5% OT MaKCMMa/IbHbIX 3HAYEHU YAQNAKTCA. 3atem
13 ocTaslmxca 95% BbI6MpaeTCﬂ MaKCUMaNbHOE YMCNO, KOTOPOE UCNOb3YyeTCA ANA pacyeTa.

Mpwn pacyéte npesbiweHuns Tapuda Cloud Application Firewall (uC-WAF) 3a ocHoBy bepeTca ¢daKTUyeckn notpebneHHas
NpPOMyCKHaA CNocobHOCTb Nporpamm, onpeaenaemas no metoay 95- nepueHTUAb (aanee — «3HadeHue K»). Ecim 3HaveHue
K npesbicuno Tapud Ha 15% n 6onee ana Tapudos ao 750 RPS BratounTenbHO uaun Ha 200 RPS un 6onee ana Tapudos ot
1000 RPS, B BosHarpaxkaeHue UcnonHutens BKAtovaeTca CBEPXHOPMATMBHBIN Tapud, paccunTbiBaemblit B creaytoliem
rnopagke:

Ona Tapudos go 750 RPS (3anpocoB B CEKYHAY) BKAHOUUTENBHO:

— Ecnm 3HaueHue K npesbicnno Tapud B AmnanasoHe oT 15% a0 59,99%, Bo3HarpaxkaeHue 3a npesbiweHue Tapuda
paccuuTbiBaeTca no popmyne: (cnegyrowmin Tapud) — (tekywmin Tapuo) * 0,7.
— Ecnm 3HaveHue K npesbicnno Tapud Ha 60% K Bbiwe, BosHarpaxaeHue 3a npesbieHne Tapuda paccumTbiBaeTca no

dopmyne: (Heobxoanmblli gna 3HaveHuaA K Tapud) — (Tekywmin Tapud).

Mpumep: 3aKasumk Bblbpan Tapud 300 RPS. 3HayeHue K B OTyeTHOM nepuogae coctasmno 547 RPS. Heobxoaumbliii gna
3HauyeHuA K Tapud — 750 RPS. Pacuét CBepXHOPMATUBHOrO Tapuda NpomnsBoaUTCA NyTEM BblUMTAHMA U3 cTOMMOCTU Tapuda
750 RPS ctoumocTn Tapuda 300 RPS.

Ona Tapudos 1000 RPS (3anpocos B cekyHAyY) U Bbile:

— Ecnun 3HaveHue K npesbicnno Tapud B auanasoHe ot 200 RPS no 499 RPS, BosHarpaskaeHue 3a npesbiweHune Tapuda
paccuuTbiBaeTca no popmyne: (cnegyrowmii Tapud) — (Tekywmin Tapuo) * 0,6.

— Ecnun 3HaveHue K npesbicnno Tapud Ha 500 RPS u Bbiwe, Bo3HarpaxkaeHue 3a npesbiweHne Tapmda paccumTbiBaeTca no
dopmyne: (Heobxoanmbll ana 3HaveHus K Tapud) — (Tekywmii Tapud).»

7. WHbIE YCN10BUA, NAPUMEHUMBIE K YCITYTAM

B0o3MOKHble BUAbI NOAKNOYEHNA / U3MeHeHMs / OTKAoYeHus Yeayr:
Mocpeactsom nognucaHua 3akasa“.

BO3MOMHbI NOPALAOK PacyETOB Mno Ycayram:
MNoctonnata.

Bo3MmoKHble cnocobbl onnaThbl / nopAAO0K NONoO/HeEHUA banaHca:
OnnaTta B 6e3HaIYHOM nopAaaKke Ha OCHOBaHWK BbICTaB/1IEHHOIO McnonHutenem cyéra.

4 C y4éTOM 0COBEHHOCTEN, U3/103KEHHDIX B pasaene 6 HacToAwero NpuaoKeHus.
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