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ANPUNOMKEHME Ne 1.CRS.1.

K [lorosopy
OMNCAHUE U YCNOBUA NPEOOCTABNEHNA
YCNYTU «Cloud.ru CDN»
1. ObLWAA UHOOPMALIMA U ONUCAHUE YCNIYTU
1.1. Ycnyra obecneunBaeTt 3aKa3umKy BO3MOMXKHOCTb pasmelleHna nHdopmaumm Ha cepsepax CDN, umerowen MHOMKeCTBEHHbIE

NoAKNOUYEHUA K NYBIUUYHBIM CETAM OnepaTopoB CBA3M B pernoHax Poccuu, ctpaHax CHI v ganbHero 3apy6exbs (fanee —
MHPpacTpyKTypa CDN).

1.2. Ycnyra moxeT 6bITb MCNo/1b30BaHa 3aKa3uMKOM A1 PAcnpPOCTPaHEHUA Pa3/IYHbIX BUA0B KOHTEHTA (MOTOKOB, CTaTUYECKOro
Be6-KOHTEHTa, doTorpaduis, urp, auctpmbytmeos MO U T.N.) B pexMme peanbHOro BPEeMEeHU M MO 3anpocam MHTEepPHET-
ronb3oBaTenem.

1.3. B cocTtase Ycayru ocywecrsnsaeTca:

noaKNK4YeHne K ycnyre;

® peaocTaBieHWe A0CTYNa K CeTU MHPpacTpyKTypbl CDN;

e cbop 1 oTobpaxkeHMe NoApPo6HOM CTaTUCTMKM NO TPaduKy cepBuca 3aKasumKa B JlInuHom KabuHete Cloud.ru CDN;

® [peaoCTaBNeHWe AOCTyna K CUCTeMe MOHUTOPWMHra TpaduKa B perkMme peasibHOro BPpeMeHM nocpeactsom JIMYHOro
KabuHeTta Cloud.ru CDN;

e TexHW4YecKasa noagepka 24x7x365.

1.4. Ycnyra BKAtoYaeT B ceba cneayowme ONOAHUTENbHbBIE YCAYTY C CAMOCTOATENbHON TapudUKaumei:

e PasmelteHne nHpopmaumm Ha cetv Cloud.ru CDN c ucxogawwmm tTpadpumkom go 100 TE;

e PasmelteHne nHipopmaumm Ha cetn Cloud.ru CDN ¢ ncxogawmm Tpadumkom 6onee 100 TE;

e PasmelueHne nHpopmauum Ha cetn Cloud.ru CDN (nakeT ncxogsaiero Tpaduka 2 Tb, nakeT ucxogsauiero Tpaduka 5 Tb,
naket ucxogawero tTpadpuka 10 TB, nakeT ucxogawero Tpadpuka 20 TB, nakeT ucxogawero Tpadpuka 40 Tb, naker
ncxopaawero Tpaduka 100 TB);

e PasmelteHne nipopmaumm Ha cetn Cloud.ru CDN (nonoca);

e PeTpaHcnsaumMa NoToKa;

e TpaHcKkoguposaHue B HTTP based npotokon (HLS, MPEG-DASH, MSS), B FLV npoToKkon

e Haswuraumsa no notoky (DVR);

e 3anucb BUAEOMOTOKA;

e OrpaHuyeHune JocTyna K KoHTeHTy; (AES 128 wudposaHue goctynHo 6ecnaaTHO no 3anpocy)

e OpraHu3auma KabenbHOro coeguHeHUs ONTUYECKUM NATYKOPAOM;

e Buaeonneep ¢ BO3MOXKHOCTbIO KACTOMM3ALMMU N BPEHAMPOBaHUA

e OHnaiH vaT

o  Kaw xpaHunuLLe AaHHbIX Ha cepBepax pasgauu;

e (CxaTue gaHHbIX (Brotli);

o OntTummusauma nsobpaxkeHnii: WebP, Resize, Progressive JPEG;

e Ycayra Origin shield;

e lcnonb3oBaHue, 06HOBNEHME U MOHUTOPUHT SSL-cepTndUKaTa;

e [loctyn K API;

o [lpea3arpyska KOHTEHTa;

e [locTyn K noram;

e YnpaBneHue Kalem;

e Kaw xpaHunuwe gaHHbix go 100 M6anT.

1.5. B uenax obecneyeHms 3awmTbl UHPpacTpyKTypbl CDN peanv3oBbIBatOTCA CAeaytoLme Mepbl U MEXaHW3MbI 3aLLUTbI:
Tabn. 1.06ecneyeHune 3awmTbl MHGpPacTpyKTypbl CDN
YpoBHU 3aLuUTbI | Meponpuartua
3awmrta nHppacTpykTypbl CDN 1 cpeacTs ee ynpasneHus
Ob6ecneunsaetca:
- pasmeweHue Bcero obopyaosaHua MHdpacTpyktypbl CDN B LIOJ, cooTseTcTBytoLLero TpeboBaHmam
busmdeckuii HaZeXHOCTM no KaTeropuu Tier 3;
- KOHTPOJIb W yNpas/ieHne J0CTyNomM K 060pya0BaHuIo;
- Hanuuume cmuctembl BUAeoHabatoaeHna Ha o6bekTax nHdopmatusaumm LLOA.
CeTeBoi Ob6ecneunBaetca 3awmTta wuHobpacTpykTypbl CDN C MCNO/Mb30BAHMEM MEXKCETEBLIX 3KPAHOB HOBOTO
nokoneHus Next-Generation Firewall, no3Bonstowwmx BbIABAATL M NPeOTBPALLATL KOMMbIOTEPHbIE aTaKMU.
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1.10.

1.11.

O6ecneunsaetca:

- AByxdaKTopHan ayTeHTUOUKALMA aAMUHUCTPATOPOB MHOPACTPYKTypbl CDN;
- noax/toYeHne agMuHUCTpaTopos UMHOpacTpykTypel CDN K cpeactBam ee  ynpaBfieHWa ¢
ncnonb3osaHmem VPN;

- KOHTPO/1b nencTeni AAMUHUCTPATOPOB MHOPACTPYKTYpPbI CDN c MUCMNOb30BaHNEM
cnewLmanm3npoBaHHbIX CPeACTB;
NHdpacTpyKTypHBIit —  norupoBsaHue cobbiTnit B UHGpacTpykType CDN 1 arpermposaHue ux B 6ase aaHHbix Clickhouse;

- BeAE&TcA NOTMpoBaHMe AeNCcTBUI NoNb3oBaTeNen Ha yanax UHPpacTpyktypbl CDN;

- perynapHblii  KOHTPOAb W aHaAW3  3alUMLEHHOCTM  MHOPACTPYKTYpbl € MUCMNONb30BaHWEM
CMeLMann3npoBaHHbIX CPEACTB NO BbIABNEHWIO YA3BUMOCTEN B UCNONb3yemom MO 1 ero HEKOPPEKTHOM
KOHOUrypaLum, BAUAIOLWEN Ha YPOBEHb 3aluLeHHOCTH 0, ¢ ycTpaHeHWEeM BbIABIEHHbIX YA3BUMOCTe
1M/MNn HeOOCTaTKOB;

—  cbop cobbiTnit nHbopmaLmoHHOK BesonacHoCTK.

OcyLLEeCcTBAAOTCA TECTUPOBAHUA Ha NPOHWKHOBEHMWE, ayaUT MHGOPMALMOHHON 6e30NacHOCTU 06BEKTHOTO
[HononHntenbHbii XpaHUAULLA C NpUB/AEYEHMEM CTOPOHHWUX OpraHusauuii. BbiABieHHble B XO4e COOTBETCTBYHOLLErO
TeCTMPOBaHUA U/WAK ayaUTa HEAOCTATKM YCTPAHAIOTCA NO GaKTy UX BblABAEHMA.

3awwmTa JlInuHoro Kabunera Cloud.ru CDN

NpunoxeHus 3awumTa ¢ UCNonb3oBaHMEM CNeLUanM3npPoOBaHHOTO MEXCEeTEBOIO 3KPaHa YPOBHA NPUIOKEHWUNA.

OcCyLW,ecTBAAIOTCA peryiapHble CKaHupoBaHua B JiInuHom KabuHete Cloud.ru CDN Ha Hanuuue akTyasbHbIX
HononHntenbHbii yAasBMMmocTel. MpoBoAATCA TECTUPOBAHMA Ha MPOHUKHOBEHMWE C NPUB/IEYEHNEM CTOPOHHUX OpraHU3aLumi.
YA3BUMOCTU U/UAW HEAOCTATKM YCTPAHAOTCA N0 GaKTy X BbIABEHUS.

PasrpaHuyeHue AocTyna K Noab3oBaTe/IbCkum AaHHbim CDN

Meponpuartua

3aKa3umKy npeaocTaBaAeTca A0CTyN TONbKO K BblAeNEeHHOMY AN HEero NpocTpaHcTBy Ha cepeepe CDN. Mocne asTopusaummn Ha cepeepax
CDN 3aKasyuMK CaMOCTOATEIbHO OCYLLECTB/IAET pasmelleHme HeobXoAMMbIX MHPOPMALMOHHbBIX MaTepuanos. MCnosHUTENb HE umeeT
A0CTYNa K XPaHALMMCA AaHHBIM U HE NPOM3BOAUT UX 3arpy3Ky, 06paboTKy, U3MeHeHUWe, yaaneHune, KonuposaHue NM60 UHble AENCTBUA.
B cny4yae yHUUTOKEHUA BblAENEHHOr0 NPOCTPaHCTBA Ha cepBepe CDN AaHHble YHUUTOMKAOTCA B NOSIHOM 06beme 6€3 BO3MOMKHOCTU MX
BOCCTAaHOB/IEHUA.

Tunbl pecypcos:

O6bem XpaHMMOTO K3La - 06beM XpaHUMBbIX AaHHbIX 3aKa3yMKa Ha annapaTHO-NPOrpamMmmMHo naatdopme MHPPACTPYKTYpPbI
CDN;

O6bem ncxogsulero Tpaduka - 06bem ucxogaero Tpadprka 3akasumka, nepesaHHOro ¢ PasaatoLmx Y3108 MHPPACTPYKTYpPbI
CDN;

Obbem BXOAAWMX OBpalLeHU K XpaHuauwy - obbem BXoAAwMX obpalleHMit 3aKasuMKa K annapaTHO-NporpaMmHomn
nnatpopme nHdpacTpykTypbl CDN.

Tunbl NOAKNIOYEHMNA K CETU U CETEBbIE CEPBUCHI:

KawmpoBaHMe KOHTEHTa U3 UCTOYHMKA B ceTb pacnpeaeneHuns Harpysku CDN obecneunBaetca yepes nyb6anyHbIn MHTepHeT.
MponyckHaa cnocobHocTb CDN Ha Tepputopmmn PO n ctpaH CHI coctasnset 6onee 10T6ut/c.

CoBoOKynHas nponyckHas cnocobHocTb ycayru Cloud.ru CDN ¢ paclumpeHHon 30HOM NOoKpbITUA Ansa pernoHos APEC, EU, NA
coctasnset 6onee 10T6ut/c.

MporpammHan naatdopma: y3abl pasgaum M BcnomoraTesibHble y3abl CDN paboTaloT Ha cepBepHOit onepaLMoHHON cucteme
CentOS (amctpubyTtus Linux).

AnnapatHas nnatpopma:

Y3/1bl 419 TPAHCKOAMPOBaHUA BUAEO-KOHTEHTa, YyKOMMAeKToBaHHble CPU/ GPU;

Y31bl 4NA pa3fgayun KOHTEHTA, KOTOPbIE B 3aBUCUMOCTM OT TUMA KOHTEHTA YKOMMNIEKTOBAHbI PA3/IMYHBIMW HOCUTENAMM NAMATH
(RAM, SSD);

Mocne aBTopm3aumm B JinuHom KabuHete Cloud.ru CDN 3aKasumMK CaMOCTOATENIbHO OCYLLECTBASET PAa3MELLEHNE KOHTEHTa B
CDN. MepeHanpasneHne TpadurKa nosnb3osaTeneit ¢ Beb-canta nam gpyrux MHGOPMALMOHHbBIX CUCTEM 3aKasuyMKa Ha ceTb
Cloud.ru CDN ocyuwecTenseTtca Ha yposHe DNS-3anpocos. Becb KOHTEHT, pasmel,aemblii 3akazunkom Ha cetu Cloud.ru CDN,
O0/1KeH ObITb pasmelLleH B SOMEHHbIX 30HaX, YNpaBasemblX JoMeHHbiMKU cepepamu ceTu Cloud.ru CDN.

KOHTeHT, npeAHasHaueHHbI Ana pasmelueHns Ha cetu Cloud.ru CDN, MOMKeT XpaHWTbCA Ha OBBEKTHOM XpaHWAuLLe
McnonHutens unv 3akasumnka (MCTOYHUKe KOHTEHTA, HanpUMep: origin.customer.ru). Yepes ceTb 3TOT KOHTEHT AOCTYNeH npu
obpalleHnm K BblaeNeHHOMY 3aKa3uMKy JOMeHy 3-ro ypoBHA BHYTPU fomeHa edgecenter.ru. TakKe BO3MOMEH LOCTYN K
3TOMY KOHTEHTY MO JOMEHY 3-r0 YPOBHA BHYTPU fOMeHa 3aKa3uuKka. B nocnegHem cnyyae 3aKkasumKy HeobXxoAMMO BHECTU
M3MEHEHUA B HAcTpoiKku cBoero DNS-cepsepa, uTobbl obecneunTb nepeHanpaBieHVe 3anpocoB Ha AOMEHHOe UM,
npuHagnexatiee UcnonHutento.

[na obecneyeHns BO3IMOMXKHOCTU NONYYEHUA KOHTEHTa ¢ cepepoB CDN, 3aKa3umK A0MKEH YCTAaHOBUTL Ha cBOeM Beb-calite
npaAmble cCbiIkM Ha gomeH ceTu Cloud.ru CDN, anbo Ha fomeH 3aKka3umKa, ccbinatowmiica Ha cetb Cloud.ru CDN.
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1.12. MOHUTOPUHT:

1.12.1. BO3MOKHOCTb MPOCMATPMBATL CTaTUCTMKY MO NOTPEBAEHUIO ONLMiA, BXOAAWMX B Yeayry, B JIndHom KabuHete Cloud.ru CDN
(https://cdn2.cloud.ru/). Ana MOHUTOPUHra AOCTYMHbI:
o 0bbem ucxoaawero Tpaduka;
®  33M0/IHAEMOCTb K3Lla XpaHMANLLa;
® KofAbl OTBETOB;
e reorpaduto pacnpesaeseHusa noab3osaTenen;
®  YCTPOICTBA NONb30BaTeNEMN.
1.13. TpeboBaHUsA K MHOPACTPYKTYpe 3aKasumKa:
1.13.1. Hanuume xocTUHra/MCcTo4MHMKa, C KOTOPOro ByaeT pa3AaBaTbCa KOHTEHT, YAOBAETBOPAIOLLMIA cheayowmnm TpeboBaHuAM:
®  KOHTEHT AocTyneH no npoTtokony HTTP (HTTPs);
® [a Mcnonb3oBaHWA Live moToka HeobxoAuma MOALEPNKKA creayowmx npotokonos: RTMP/RTSP-publish, HLS-pull,
RTMP/RTSP-pull, MPEG-TS-publish, SRT-publish u Icecast-pull.
1.13.2. Hanuune poctyna B UHTepHeT.
1.14. TexHuU4eckme 0coOBEHHOCTU U OrpaHUYeHUA:
1.14.1. JInmuT Ha 3anpochbl K APl gna yaaneHua unv npeasarpyskmn ob6bekTos coctasnneT 125 3anpocoB B MUHYTY Ha Kax4bli U3 ABYX
6ekaHaoB.
1.14.2. Mpouecchbl Mo o4MCTKe Kelwa 1 npea3arpysku Gaitnios BbINOJHAKOTCA Cpasy Noc/e 3anpoca.
1.15. PykoBoacTBO Nosib3oBaTens no Ycayre goctynHo no agpecy: https://cloud.ru/docs/cdn-edge/ug/index.html
2. BA30OBAA ®YHKUMWOHA/IbHOCTb U METPUKU YCNYTU
2.1 ®YHKLMOHaNbHOCTb U METPUKMN AUHAMUYECKK Tapuduumpyembix Yeayr onuncaHsl B Tabauvue 2.

Tabn. 2. NMapameTpbl NpegocTasasemoit Ycayrm

Tapuduumnpyembi NyCTUMbI
Ycnyra apubuumpyembie XapaKTepucTukn U MeTpuKu Aony €
eAUHULbI 3Ha4YeHus
O6ve cxogAaulero Tpa a 3aKasumka, nepefaHHOro ¢
Pasmewerive MHbopmaLuu  Ha 3/11;BMM:¢X apC'TUJ'K:' :) Cdl))Ml\;( CHM:BE::: 'I"OII'-IIb}fO':"' ::)VI:( oT
Cloud.ru CDN ¢ mcxoasumm r6 y pacTpyKTyp : P T 100T6
KOoHeyHoro y3na CDN pgo KOHeuyHbIX nosib3oBaTenen
Tpadumkom po 100 Tb
KoHTeHTa, Tpaduk BHyTpu CDN He TapudbuumpyeTca.
O6bem ucxoadAwero Tpapuka 3akasumka, nepegaHHOro c
Pasmewerivie MHbopmaLuMu  Ha 3108 UHP apC'TUJ'KT : Cdl))N Cyutaetca TOnb:O’:"' aduk ot
Cloud.ru CDN ¢ wucxogawmm re ¥ PacTpyKTyp ’ P . Het
KOoHeyHoro y3na CDN pgo KOHeuyHbIX nosib3oBaTenen
Tpadpukom 6onee 100 T6
KoHTeHTa, Tpaduk BHyTpu CDN He TapubuumpyeTca.
2.2. DYHKUMOHANBHOCTb M METPUKM CTAaTUYECKM TapuduLmpyembix Ycayr onvcaHbl B Tabavue 3.
Tabn. 3. NapameTpbl NpegocTaBaaemon Ycnyrm
Tapuduumnpyembie onycTumblie
Ycnyra PuPUUMPY: XapaKTepuCcTUKM 1 MeTpUuKu Aony
eAUHULbI 3Ha4YeHUA
O6bem ucxoadAwero Tpapuka 3akasumka, nepegaHHOro c
Pasmewerive  MHbopmaLuu  Ha 3108 UHP apC'TUJ'KT : Cdl))N Cyutaetca TOnb:O’:"' aduk ot
Cloud.ru CDN ré y PacTPyKTYP : P ! 276
KoHeyHoro y3na CDN pgo KOHeuyHbIX noJsib3oBaTenen
MakeT ucxoaawero Tpaduka 2 T6
KoHTeHTa, Tpaduk BHyTpu CDN He TapuduumpyeTca.
O6bem ucxoadAwero Tpapuka 3akasumka, nepegaHHOro c
Pasmewerive  MHbopmaLuu  Ha 3108 UHP apC'TUJ'KT : Cdl))N Cyutaetca TOnb:O’:"' aduk ot
Cloud.ru CDN ré y PacTPyKTYP : P ! 576
KOoHeyHoro y3na CDN pgo KOHeuyHbIX noJsib3oBaTenen
MakeT ucxoaawero Tpaduka 5 T6
KoHTeHTa, Tpaduk BHyTpu CDN He TapudbuumpyeTca.
PasmeweHne wuHPopmaumm Ha 06bem ucxoaawero Tpadpuka 3akasuumka, nepesaHHoro c
Cloud.ru CDN 6 y3n08 UHdpactpykTypbl CDN. CumTaeTtcAa TonbKo TpaduK oT 1076
MakeT ucxopswero Tpadumka 10 KoHeuyHoro y3na CDN [0 KOHeuyHbIXx Mo/sib3oBaTenem
T6 KoHTeHTa, Tpaduk BHyTpu CDN He TapuduumpyeTca.
PasmeweHne wuHPopmaumm Ha 06bem ucxoaawero Tpadpuka 3akasumka, nepesaHHoro c
Cloud.ru CDN 6 y3n08 UHdpactpykTypbl CDN. CumTaeTtcAa ToNbKo TpaduK oT 2076
MakeT ucxopswero Tpadumka 20 KoHeuyHoro y3na CDN [0 KOHeuyHbIXx Mo/sib3oBaTenem
T6 KoHTeHTa, Tpaduk BHyTpu CDN He TapuduumpyeTca.
PasmeweHne wuHPopmaumm Ha 06bem ucxoaawero Tpadpuka 3akasumka, nepesaHHoro c
Cloud.ru CDN 6 y3n08 UHdpactpykTypbl CDN. CunTaeTcAa TonbKo TpaduK oT 1076
MakeT ucxopswero Tpaduka 40 KoHeyHoro y3na CDN [0 KOHeuyHbIXx Mo/sib3oBaTenem
T6 KoHTeHTa, Tpaduk BHyTpu CDN He TapuduumpyeTca.
PasmeweHne wuHPopmaumm Ha 06bem ucxoaawero Tpadpuka 3akasumka, nepesaHHoro c
Cloud.ru CDN 6 y3n08 uHdpactpykTypbl CDN. CumTaeTcAa ToNbKo TpaduK oT 10076
MNakeT ncxogauwero Tpadpumka 100 KoHeuyHoro y3na CDN [0 KOHeuyHbIXx Mo/sib3oBaTenem
T6 KoHTeHTa, Tpaduk BHyTpu CDN He TapuduumpyeTca.
PasmelwieHne wuHdopmauumn Ha Ycnyra npegoctaBaseT BO3MOXKHOCTb chOpMUPOBaTL NakeT
Cloud.ru CDN 6 TpaduKa C MHANBUAYAbHLIM 06 BEMOM U LLEHOW. Her
NHamBuAayanbHbii 06bem ucxoaawero Tpadpuka 3akasumka, nepesaHHoro c
naket ucxoasuero Tpaduka y3n08 UHdpactpykTypbl CDN. CumTaeTtcAa TonbKo TpaduK oT
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KoHeuyHoro y3na CDN [0 KOHeuyHbIXx Mo/sib3oBaTenem
KoHTeHTa, Tpaduk BHyTpu CDN He TapuduumpyeTca.

PasmeweHve wuHPopmaumm Ha
Cloud.ru CDN (nosoca)

M6ut/cek

Ycnyra obecneunsaet 3aKasumky BO3MOXHOCTb
6POHMPOBATH BbIAENEHHYIO NOAOCY.

Het

PeTpaHcnauua noToka

MNoTok

BO3MOXHOCTb peTpaHCAALMKM BXOAALLErO MNOTOKa Ha ceTb
MHdpacTpykTypbl CDN v ganbHelwan onybamMKaumsa NoToKa
B cOLManbHble ceTh uam Ha custom RTMP/ VK/YouTube/OK/
MNpepoctasneHune ccoinkn B dopmate RTMP goctynHo no
YMONYaHUIo.

BkatoueHo\HeTt

TpaHckoampoBaHue B HTTP based
npotokon (HLS, MPEG-DASH,
MSS), 8 FLV npoTokon

MNoTok

BO3MOXHOCTb TPaHCKOAMPOBAHUA MUCXOAALLErO MOTOKA C
nHopacTpykTypbl CDN ¢ MHAMBUAYANbHBIMW HAaCTPOMKaMM
KayecTBa ANA CO3[aHUA aflanTUBHOMO BeLLAHWA KOHTEHTa.
Ycnyra no3sosifAeT BOCNPOU3BOAMUTL KOHTEHT noTpebutenam
KoHTeHTa B 60/1ee HU3KOM KayecTBe B C/yyae yXyALleHus
WHTEpHeT-coeMHEHUA. [JononHutensHo BO3MOHa
VHAMBUAYaANbHAA HACTPOMKA YCAYrM B COOTBETCTBUM C
TEeXHUYECKUM 3afaHnem 3aKasumKa.

Mo3BonaeT npeobpasosbiBaTb C MOMOLLBI MeAMacepBepa
Wowza Media Server nucxoaHblvi BUAEONOTOK ANs nepesayn
C MCNOAb30BAaHMEM OAHOro M3 npotokonos (HLS, MPEG-
DASH, MSS), MCNONb3YIOWMX B KaYecTBe BEPXHEro YpOBHA
abCcTpakLumMmM NPOTOKO NPUKAALHOTO ypoBHA HTTP.
Mo3BonaeT npeobpasosbiBaTb C MOMOLLBI MeAMacepBepa
SRS NCXOAHbIN BMAEOMNOTOK  AnAa nepeaayn ¢
ncnonb3oBaHMem npotokona HTTP FLV.

BkatoueHo\HeTt

Hasurauwma no notoky (DVR)

MNoTok

Mneep ¢ BO3MOXHOCTbIO HaBurauuu no sdupy Bo Bpems
KUBOW TpaHcaaumm (Live). MOTOK 3anMcbiBaeTcA NOCTOAHHO
B pPaMKax onpeAeneHHOro CKO/b3ALWEro BPeMeHHOro OKHa
(He 6onee 12 uacos), Monb3oBaTe/lb MOMKET CMOTPETb
npamow apup, nepemoTaTb BUAEO HA33 Ha ONpeaeneHHbIN
OTPe30K M MPOAOMNKUTL MPOCMOTP C 3TOT0 MOMEHTa UK
NOBTOPUTb MPOCMOTP ONPEAENEHHOTO 3NU304a HECKObKO
pas3 panAa  6bonee [eTanbHOTrO  NOHUMaHuA.  Ycayra
NPUMEHAETCA TONbKO ANA NPAMbIX BUAEOTPAHCNAUUMI, ANA
BXOAHOro MOTOKAa Wcnonb3yetca Buaeokoaek H.264 u
ayanokogekn AAC mnm MP3. [na Kaxporo notoka DVR
HacTpaunBaeTca OTAENbHO.

BkatoueHo\HeTt

3anucb BUAEONOTOKA

MNoTok

Bo3MOXHOCTb 3anucu NoTOKa, pasmelLaemoro
(ny6nmkyemoro) Ha cetu Cloud.ru CDN. Bo03MOMKHOCTb
npeaocTaBndAeTca TOMbKO Bnagenbuy KoHTeHTa. Ycnayra
no3sosAeT opraHuM3oBaTb 3anucb  HLS-noTtokoB  Ha
HeorpaHWYeHHyto rnybuHy No pacnucaHuio, No KAUKY Uan
no cobbitnio (bakT nosABneHWMA NOTOKA). 3anucaHHbIN
dparmeHT coxpaHseTca ¢ pacwupeHnem m3u8 u B
LanbHenwem MoKeT 6blTb KOHBEPTUPOBaH B dopmat mp4.

BkatoueHo\HeTt

OrpaHunyeHue [octyna K
KOHTEHTY

Pecypc

BO3MOXHOCTb OrpaHu4eHua KoHTeHTa no nyny IP agpecos
(BO3MOXKHOCTb 6/10KMPOBKM KOHTEHTA A4/1A CTpaH, obaacTei,
ropozos). MNoapeprkusatotea Ase NOAUTUKM
NCMO/Ib30BaHUA:

1) PaspeLwmnTb BCEM KPOME;

2) 3anpeTuTb BCEM KPOME.

Mcnonb3osaHue cuctembl AES-128 wndposaHMe AOCTYNHO
6ecnnaTHO no 3anpocy.

Mo3sonser wndposaTb BbIXOAHbIE BUA,E0MNOTOKM,
ncnonb3ylowme NPoTokon HLS ¢ nomoLblo CMMMETPUYHOIO
anropuTtma 6104HOroO WndpposaHma AES ¢ pasmepom Kiatoua
128 6urT.

BkatoueHo\HeTt

OpraHusaums KabenbHoro
coefuHeHNs OonTUYECKUM
naTykopaom

CoeanHeHune

Ycnyra nossosifieT opraHu3oBaTb KabenbHOe coefuHeHue
ONTMYECKMM  MaTYKOPAOM  ANA  HALEKHOro  npuema
TeNecurHana, Ans Yero UCMo/b3yTCA Ha3eMHble KaHasbi!
nepeaayv AaHHbIX.

BkatoueHo\HeTt

Buaeonneep ¢ BO3MOMKHOCTbIO
KacToMu3aummn u 6peHaMpoBaHua

duKcmpoBaHHaa onaTa 3a
OT4yeTHbIV Nepuoa B
OTHOLUEHUN OAHOTO
aKKayHTa 3aKa3uuka

e [laHHaA ycnyra BKAOYaeT B ceba Bce Te
BO3MOXHOCTK, KOTOpble npefocTaBaseT
ycnyra «Bugeonneep pacwmpeHHbili», HO
Takxke  pgobasnaioTca BO3MOXHOCTH,
nepeyvncneHHble HUXe.

e PasmeueHue norotuna B Gopmate svg Uamn
png, BO3MOXHOCTb 33/aTb PacronoxeHne
noroTvna, aHMMUPOBaHHbIE BOTEPMapKK,
OCHOBHOW LBET, @ TaKXe BO3MOXHOCTb

BkatoueHo\HeTt

1 Npotokon BewaHuna MPEG-TS, MCNOAb3YIOWMA MyNbTUKACT-FPYNNbI AR AOCTABKW CUrHaNa, He MapLUpyTM3MpyeTca Yepes nyBandHbIi UHTepHeT.
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MCNonb30BaTb  OTAE/bHbIM  UBET  AnA
KaXKaoh  KHonku, B  dopmate rgb
(Hanpumep - 147, 245, 66) unn hex-koaa
(Hanpumep -  #4272f5).  HacTpoiika
OCYLL,ECTBNAETCA COrNAcHO TexHUYecKomy
3afaHMAa no 3anpocy OT [Au3aliHepos

3aKasuuka;
e Bcraska VAST/VPAID peknambl pre-roll,
post-roll, mid-roll n pause-roll.

MNoaaepkka GYHKUMM “OTNONKEHHbIN pre-
roll”, npu ncnonb3oBaHUM KOTOPOI Naeep
CHa4ana aCMHXPOHHO 3arpyKaeT peknamy,
a 3aTemM nNpPUOCTaHaB/IMBAET OCHOBHOM
KOHTEHT;

e [lpourpbiBaHne 360-Bugeo. YnpasneHue
PaKypCOM C MOMOLLbIO KYPcopa MbILn UK
noBopota MOBWAbHOTO YCTPOMCTBA, a
Takxke VR-pexum ana o4ykos, caenaHHbIX
noa cMapToOHbI;

e [lokas BCnomoraTeslbHbiX MNOTOKOB B
60KOBOVM MaHenu nneepa, BO3MONKHOCTb
6bICTPO NEepekNtoYaTbca Ha 60 NOTOK
13 Habopa;

e [locneposatenbHoe BOCMpou3BeAeHNe
HecKkonbKkux posankos (Video on Demand),
a TaKXKe pYyYyHOe MEepeKNtoveHne Mexay
HUMK;

e [ocTep c Taimepom 06paTHOro OTCYETA A0
Havana TpaHcAALMK;

e [Jloctyn k JS APl nneepa ¢ KomaHgamwu
“cTapt”, “cton”, “maysa”, “nepemotka”,
“U3meHeHmne rpomkocTn”;

e [lossonser aBTOMATUYECKK npu
CKPO/IIMHIe  CBOpauuMBaTb Njaeep Ha
CTPaHULLE B MaNEHbKOE OKHO;

e  PacwupeHHas Texnoaaep:KKa: MOMOLLb NO
MCNONb30BaHMIO BCEX MPEeAOCTaB/IEHHbIX
bYHKUMA, KOHCYNbTaUMW MO CMENKHbIM
BOMPOCAM: MOXXHO /M Peasn3oBaTb TO UK
MHOE NoBeAEHMe, KaK NyyLle 3TO cAenaTb,
KaCTOMHble JS-CKpUNTbl OT pa3paboTynKkos
ana peanusaumm cneunduUHbIX Kencos,
COBETbI MO UCMONBb30BAHMIO U UHTErpaLum
naeepa Ha caut.

OHnawH vat

duKcMpoBaHHaa onaTa 3a
OT4yeTHbIV Nepuoa B
OTHOLUEHUN OAHOTO
aKKayHTa 3aKa3uuka

BO3MOXXHOCTb MpPeAoCTaBNeHUA OHNAMH-YaTa B pexume
peanbHOro BpeMeHMU, COBMECTUMOTO C TPAHCAALUMAMU ANA
KOMMYHUKaUMKM  Mexay  3puTensMuM M aBTopamu
TPaHCAAUNK.

BkatoueHo\HeTt

Kaw xpaHuauwe AaHHbIX
cepBepax pasgauv

Ha

re

Ycayra no3BonAeT XpaHUTb CTaTUYECKMIN KOHTEHT B Kalle Ha
pasgatowmx y3nax cetn CDN.

Het

CxaTue gaHHbIx Brotli

duKcMpoBaHHaa onaaTta 3a
OT4yeTHbIV Nepuoa B
OTHOLUEHUN OAHOTO
aKKayHTa 3aKa3uuka

[JaHHaa onuua nosBosAeT BKAWYUTL CXaTue brotli -
ANropuTM CKaTMA AaHHbIX 6€3 noTepb C  OTKPbITBIM
UCXOAHbIM Kogom. OH Mcnonb3yeT CcnoBapb C 4acto
BCTPEYAOLWMMNCA  NOCNeA0BATENbHOCTAMMU  CTPOK B
TeKcToBbIX ¢ainax (Hanpumep, dopmarta .css, .js), uTo
no3Bo/AeT AOCTUYb ANA HWUX B cpeaHem Ha 20% 6osbluei
CTENEHU CXKATUA B CPaBHEHUM ¢ dopmaTom gzip.

Ycnyra MOMKEeT NOAKAYaTbCA Kak ANA BCEro pecypca B
Le/I0M, TaK M MO NPaBWUAaM ANA KOHKPETHbIX NyTel yepes
uHTepoeic JSinuHoro KabuHeta Cloud.ru CDN. Bo3moxkHa
paboTa TonbKo no HTTPS.

C)KaTve BO3MOXKHO A/1A CefyoWwmnx TMNoB ¢palinos:

- application/javascript

- application/json

- application/vnd.apple.mpegurl

- application/vnd.ms-fontobject

- application/x-font-opentype

- application/x-font-truetype

- application/x-font-ttf

- application/x-javascript

- application/xml

- application/xml+rss

- font/eot - font/opentype

BkatoueHo\HeTt
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- font/otf - image/svg+xml

- image/vnd.microsoft.icon

- image/x-icon

- text/compressible

- text/css

- text/javascript

- text/xml

[Ona  KoppeKTHOM paboTbl cxaTua 6paysep [O/KEH
nocbinatb 3aro/N0BoOK ““Accept-Encoding: br
(nopaepkmeaetca B 6paysepax Ha 6a3e Chrome 49+, Firefox
44+, Opera 36+)

OonTummsauma n306parkeHunit:
WebP, Resize, Progressive JPEG

£0 100 000 KoHBepTaLmi
BK/OUYUTE/IbHO

Ycnyra no3BoAsieT KOHBEPTUPOBaTb U306paseHus un3
dopmatos JPEG, GIF, PNG (.jpg, .jpeg, .png, .gif) B popmar
WEBP (.webp).

Mpu Hanmumm 3aronoska ' Accept: image/webp™™ B
3anpoce Monb3oBaTens, MNPOUCXOAUT npeobpasoBaHue
MCXOAHOrO M306paXkeHns — Monb30BaTe b Nojiydaer oTeer
¢ Content-Type: image/webp'’. Ecaum e 3aronosok
““Accept’ nycToi, COAEPXKWUT APYroe 3HauyeHue UAU XKe
OTCYTCTBYET, TO KOHBEPTALMM HE NPOUCXOAMUT, U B OTBET Ha

3anpoc nosnb3osaresb nonyvaet OpUTMHanbHOe
n3obpakeHue.
Resize:

Ycnyra no3sosnfeT moaudpuumposatb pasmep U KayecTso
n306pakeHuit.

O6pabatbiBatotcd  Tonbko  dalabl  U306parkeHuin ¢
pacwupeHuamu jpeg, jpg, gif, png n webp.

URI Buaa fioss(resize=...)/""" u “/ioss(quality=...)/""
MHTEPNPETUPYIOTCA KaK CNeLmanbHble U He NnepeaatoTca Ha
UCTOYHUK. HoBbIi  pasmep 3apaétca B 3anpocax oT
NnoNb30BaTe/A B KAaYecTse 3HaYeHUA napamertpa  resize="""
B Buae ' <width>x<height>"", nnbo '“<width>"", nnbo
“x<height> B A4Byx nocnegHux cayyasax —BTopas
Pa3MepHOCTb BbIYUCIAETCA UCXOAA U3 COOTHOLLEHWUA CTOPOH
ncxogHoro nsobpaxkeHus. MsmeHeHune pasmepa 6e3 notepb
BO3MOXHO TO/JIbKO B MEHbLUYID CTOPOHY. PasmepHocTu
<width> 1 <height> 3agatoTca uenbimm Yncnamm.

KayecTtBo onpeaensetca 3HaYeHneM napameTpa
“quality=<value>""". 3HaueHue <value> 3agaérca uenbim
yncnom B ananasoHe 1-100. Yem 60/ibLUe HUCAIO, TEM Bbille
KauecTBo. B pesysnbTate npeobpasoBaHWA Nonb3osaTesb
nonyvaer moauduUMpoBaHHOE nsobpakeHue. Ecau
cneunanbHble URI oTCyTCTBYIOT B NYTU K M306parkeHMto npu
3anpoce, TO NO/Ab30BaTe/lb MONYYaET OPUTMHANbHOE
n3obpaeHue.

MpeobpasosaHue JPEG-u306parkeHmnin B popmart Progressive
JPEG, KOTOpbI NO3BO/IAET NPOPUCOBLIBATL M306parkeHme ¢
nocreneHHo NoBbILIAIOLLMMCA KayecTsom BMeCTO
nocnefoBaTeIbHOW 3arpy3Ku CBEPXY BHU3.

BkatoueHo\HeTt

Ycnyra Origin shield

duKcMpoBaHHaa onaaTa 3a
OT4yeTHbIV Nepuoa B
OTHOLUEHUN OAHOTO
aKKayHTa 3aKa3umka

BKAtOUEHME NPOMEKYTOUHBIX Y3/10B ANA AONOAHUTENBHOTO
K3WMWPOBaHUA KoHTeHTa BHYyTpu cetn Cloud.ru CDN w
CHUXXEHMA YMCA 3aNPOCOB K UCTOYHWKY 3akasuuka nepepg,
nepejayei KOHTEHTA 3aKa3uMKa Yepes passatoLume y3nbl.

BkatoueHo\HeTt

Mcnonb3oBaHue
MeanannatGopmbl MO XPaHEHUIO

1 KogupoBsaHuio paiinos

32116

XpaHeHue 1 BocnpousseaeHue Buaeo no 3anpocy (Video on
Demand) c ucnonbsosaHvem npotokonos HLS, MPEG-
DASH.

BkatoueHo\HeTt

Mcnonb3osaHue, obHoBAEHME U
MOHUTOPWUHT SSL-cepTuduKaTta

Ycnyra npepocTaBnfeT BO3MOXHOCTb  3arpy3uTb CBOM
SSL/TLS-ceptndmKat ans obecneyeHms AocTyna K pecypcy
no HTTPS naubo creHepupoBaTb M NpuKpenutb LE-
cepTuduKaT K pecypcy co ctopoHbl cetn Cloud.ru CDN.
[onoNHNTENbHO OCYLLEeCTBAAETCA MOHUTOPUHT BaIMAHOCTU
cepTudUKaTa NO CPOKY AENCTBUA.

BkatoueHo\HeTt

[octyn K API

duKcMpoBaHHaa onaTta 3a
OT4yeTHbIV Nepuoa B
OTHOLUEHUN OAHOTO
aKKayHTa 3aKa3uuka

Ycnyra npefocTaBaseT BO3MOKHOCTb 3anpallinsaTth aobyto
AOCTYNHYyO 4Yepe3 nybauyHble BbI3OBbI CTATUCTUKY ANA
3aBefeHHbIx Ha cetu Cloud.ru CDN pecypcoB 1 nony4yatb
aBTOPM3ALMOHHbIE TOKEHDI.

BkatoueHo\HeTt

Mpep3arpyska KOHTeHTa

duKcMpoBaHHaa onaTa 3a
OT4yeTHbIV Nepuoa B
OTHOLUEHUN OAHOTO
aKKayHTa 3aKa3uukKa

Yenyra nogpasymesaet AOCTYNHOCTb nonyyeHuna
aBTOPM3aLMOHHbIX TOKEHOB B pamKax ycayrm «[octyn K
APl». T[lo3BonseT npeasarpy)katb OObBEKTbl B  K3W
pa3gatoWwmx U NPomMexyTouHbIxX y3noB cet Cloud.ru CDN.

BkatoueHo\HeTt
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duKcMpoBaHHaa onaTta 3a
OT4yeTHbIV Nepuoa B

BO3MOXHOCTb BbIFPY3KU /10TOB M0/1b30BaTE/IbCKMX 3aMNpPOCOB

[Loctyn K noram N N M BkntoueHo\Het
OTHOLLUEHUN OAHOro 33 3aZlaHHbIN BpeMeHHOM AnanasoH B Buae dainos.
aKKayHTa 3aKa3uuka
duKcmpoBaHHaa onnata3a | Ycayra noapasymesaeTt AOCTYNHOCTb noay4yeHunA
OT4YeTHbIN Nnepuoa 8 aBTOPU3aUMNOHHbBIX TOKEHOB B aMKaX ycnyrm «LocCctyn K
YnpasneHue Kawem proA pusaul P yeny Aocty BkntoueHo\Het
OTHOLLUEHUWN OAHOro API». NMo3BonseT ounLLaTh 06BEKTHI U3 K3LWA Pa3fatoLmx 1
aKKayHTa 3aKasuuka npomeKyTouHblx y3nos cetn Cloud.ru CDN.
Kaw xpaHununwe paHHbix go 100 6 XpaHeHWe CTaTUYeCKOro KOHTEeHTa B K3lle Ha pas3galoLimx 40016
r6ant y3nax cet Cloud.ru CDN B o6beme go 100 6air.
[aHHan ycnyra BK/IOYaeT B ceba cneayLume BO3MOKHOCTH:
e O6uwyto cratuctuky (Ob6wme cBepeHus;
CYMMapHble OaHHblEe; rpynnuposKa
OaHHbIX; TPYNMUPOBKA AAHHbIX C y4eTOM
BpEMEHH);
e CratucTky no  notokam  (O6wue
cBefeHus; CYMMapHble AaHHble;
rpynnupoBKa AdHHDbIX, rpynnmnMpoBKa
®uKcMpoBaHHaA onsaTa 3a pynmap A ! pynmp
. [AaHHbIX C Y4ETOM BpemMeHM);
OT4yeTHbIN Nepuona B
CraTuctuKa e CratucTmky napTHepckux CDN; BkntoueHo\Het
OTHOLWEHUN OgHOro
(CtatucTmKa no TpaduKy; cTaTUCTMKA NO Nosioce);
aKKayHTa 3aKa3umka X
e Realtime cTaTucTMKM No nonoce
(Obwme cBepeHWA; cTaTUCTMKA MO BCEM  AOCTYMHbIM
aKKayHTam; CTaTUCTMKA MO KOHKPETHOMY  aKKayHTy;
CTaTUCTMKA MO KOHKPETHOMY aKKayHTy C pa3buBkoi no
pecypcam;CTaTUCTMKa NO KOHKPETHOMY Pecypcy akKkayHTa);
e TekyLlylo CTaTUCTUKY NO NOTOKam
(Obwme cBepeHus; obwas CTaTUCTMKA;  AeTanbHasA
CTaTUCTMKA)
3. TAPUOUKALUA YCNYTU

3.1. Bo3morKHble BUAbI TapuduKaumm Yenyru:

3.1.1. Cratnueckan TapuoduKkauma (Allocation).

3.1.2. OunHamunyeckas Tapudukaums (Pay as you go).

4. WHbIE YCN10BUA, NTPUMEHUMDBIE K YC/IYTE

4.1. Bo3MO3KHble BUAbI NOAKNOUYEHNA / U3MEHEHMSA / OTKAYEHUA YCayru:

4.1.1. MNMocpeactsom noanucaHua 3akasa.

4.1.2. MocpeacTBom coBepLueHUA AencTBuin B JInuHoM KabuHete. Mpu Bbibope gaHHOro crnocoba noakatoueHne Ycnyrn nponcxogut
He aBTOMaTMYeCcKH, a Noc/sie npoueaypbl NOATBEPXKAEHWA McnonHUTenem BaiMAHOCTU 3anpoca 3akasyumKa. [llocne ycnewHoro
paccmoTpeHUnA U NOATBEPXKAEHMA 3anpoca Ycayra NnogKatodaeTca 3aKasumKy.

4.2. B0O3MOMKHbI NOPALAOK pacyéTos no Ycnyre:

4.2.1. MpepBaputenbHasa onnata;

4.2.2. MNocTtonnaTa.

4.3. Bo3Mo3KHble cnocobbl onnathbl / NOPAA0K NonosHeHna banaHca:

4.3.1. OnnaTta B 6e3Ha/IMYHOM NopALKE HAa OCHOBAHUW BbICTaBNEHHOIO McnonHuTenem cyéta.

4.4, KauecTBo 1 napameTpbl oKasaHUA Ycayrm moryT 6biTb MpoaHaAn3npoBaHbl NOCPeacTBOM GYHKLMOHAIbHBIX BO3MOMXKHOCTEN

JnuHoro KabuHeta Cloud.ru CDN.

CrpaHuua 7 us 7



