1.1.

1.2

1.3.

2.1.

2.2.

2.3.

2.4.

2.5.

2.6.

2.7.

3.1

3.2.

4.1.

cloud.ru

000 «O6nauHble TexHonornm» / Cloud.ru LLC B

info@cloud.ru / +7 (495) 260-10-82 / https://cloud.ru Bepcua 250324

APUNOXKEHME Ne 2.CRS.3.
K [lorosopy

COT/IALLEHME OB YPOBHE MNMPEAOCTAB/EHWA YCIYT
«3ALLTA OT DDOS-ATAK (STORMWALL)», «3ALLMTA BEB-MPUIOMKEHNA (STORMWALL)»

1. ANPEAMET COMNALUEHNA

Hacrosuiee CornaweHune o6 ypoBHe nNpeaocTaBaeHun ycayr (aanee — CornalleHve) ABAseTcA JOKYMEHTOM, GUKCUPYIOLWMM
[JocTynHocTb Ycnyru, a TakKe LiesieBble KONMYECTBEHHbIE U KaYecTBEHHbIE XapaKTepUCTUKN NpeaocTaBieHuns Yeyr.

Ycnyrn npegoctasasatotca 3akasumky McnonHutenem coBmecTHo ¢ naptHepom OO0 «CTOPM NNABC» (bpeHa StormWall,
Adanee — MapTHep). 3aKasumnK yBEAOMIEH M COI/IACEH C TEM, YTO B pamKax npegocTtasneHus Yeayr Tpadumk byaet npoxoamnTts B
TOM uYucne u Yepes cetb MapTHepa.

UcnonHutens rapaHTupyet pa60Ty CEeTU B PpaMKax CBOEM 30Hbl OTBETCTBEHHOCTU W HE HECET OTBETCTBEHHOCTb 33 BO3MOMKHble
HeNo/1laAKN B CETAX 3a Npegenamm 30Hbl OTBETCTBEHHOCTU UcnonHutena.

2. TEXHWUYECKAA NOALEPHKKA YCYIU U NPOLIEAYPA B3AUMOZAEACTBUA CTOPOH

Mpy BO3HMKHOBEHMM Y 3aKa3umKa TEXHUYECKOW UK MHOW Npobaembl Npy noTpebneHun Yenyru, nposegeHnm VicnonHutenem
PernameHTHbIX UK ABapuUIiHO-BOCCTAaHOBUTEbHBIX PaboT, NpescTaBuTeNb 3aKasumka U McnonHuTeNb B3anMOAENCTBYIOT B
COOTBETCTBUM C ycnoBuamu ObLero cornawieHun o6 ypoBHe NpeAocTaBaeHUsa YCayr.

Mpu obHapykeHUU aTakn UcnonHutenb obecneymBaeT GNOKMpPOBaHME aTaku U yBefoMAseT 3aKaszumka 06 obHapyKeHun
aTaKu, NocpeaCcTBOM 3/1IEKTPOHHOM NOYTbI M YBELOMIEHUA B IMYHOM KabuHeTe.

I'IpM OKOHYaHWW aTakm MCNoNHUTENb BKAOYAET LUTATHBbIN pexmm pa6OTbI CUCTEMDI 3alLNTbl U yBEOOMANAET 3akasumnka ob
OKOH4YaHWK aTakKK nocpencrsom 3ﬂeKTpOHHOl>'I no4Tbl U yBEeAOMNIEHUA B INMHOM KabuHeTe.

Mpy u3MeHeHUM pexmma paboTbl cucTeMbl 3alUTbl (Hanpumep, Npu OBHAPYKEHUU MNOAO3PUTENbHON AKTUBHOCTH)
McnonHutenb yBefomaseT 3aKa3umka NnocpeacTBOM 31€KTPOHHOM NoYTbI.

Mpn HeobxoAMMOCTN NpoBeAeHNA NPOdUNAKTUYECKUX PaboT UcnonHUTe b yBeAOMAAET 3aKa3umKa He MeHee Yem 3a CYTKM
[0 BpemeHun paboT. B MOMEHT BbINOAHEHWA PaboT He A0J/IKHbI ObITb HapyLWeHbl TPEOOBaHMA K KayecTsy NpeaoCcTaBaeHnA
Yenayr.

I'IpM O6Hapy)KeHVIM BINAHUA yCﬂyFM Ha [OO0CTYNHOCTb CepBuUCoB 3aKkasumka obecneymBaeTcA BO3MOMKHOCTb 6bICTp0FO
OTKNKYEHNA 3allnTbl ANnA pa36opa CUTyaUuunn, a TaKxKe 6bICTpOFO BK/IOYEHMA 3aLUMUTblI 3aKa3uMKOM CaMOCTOATE/IbHO
nocpeacTBOM NaHeNn ynpasaeHnUA B IMHHOM KabuHeTe yC/'IyFM.

Pexknm TexHuyecKkol noanepku, ycTaHoBneHHbIV Tabavuen 2 Obuero cornaweHuna ob yposHe npeaocTaBneHusa Ycnayr,
cocTtaBnneT 24x7 B oTHoweHun ntoboro Tmna UHumaeHTa no Yeayre.

3. LLENEBBIE 3HAYEHWNA NOKA3ATE/NENA TEXHUYECKOM NOAAEPXKKMU

CornacHo n. 5.1. Obwero cornaweHus 06 ypoBHe npefocTaBieHusa YCAyr yCTaHaBAMBAOTCA 0Cobble Lenesble 3HauYeHus
rnoKasaTtenen TexHM4ecKkon noaaepKku ana Yeayr (Tabanua 1):

Tabn. 1. Lienesble 3Ha4YeHWUA NOKasaTeie TEXHUHECKOW NOAAePXHKKN

HaumeHoBaHue TapudHOro nnaHa

- 3awumTa carita ot DDoS —

MapameTpbl ycTaHaBAMBaEMbIX Lie/1eBbIX
3HaYeHuin

3awuTa cepsepos u
ceTen — Tapud Standard

- 3awumTa carita ot DDoS —
Tapudbl Business ONE,
Business UNL;

- 3awuTa cepBepos 1 ceTein —
Tapud Business

Tapuobl Enterprise ONE,
Enterprise UNL;
- 3awuTa cepBepos U ceTei
—Tapud Enterprise

Bpemsa peakuuun 1-il AMHUM NOAAEPIKKM,

MapTtHepom, He 6osee

npepocrtasnsemont  WcnonHutenem, He 15 muH 15 muH 15 muH
6onee

Bpema  peakuun  2-i,  3-i  AUHUK

NoAAEPKKM, npeaocTasasemon 60 MmuH 30 MuH 15 muH

C yyeTom nonoxeHuit n. 1.2. Npunoxenus 1.CRS.3. uenesble 3Ha4YeHWA NOKasaTenen TeXHUYECKOM NOALEePKKM B OTHOLLIEHWUU
Yenyru «3awmTta Beb-npunoxkeHnin (StormWall)» otaenbHoO He ycTaHaBAMBaloTCA.

4, MPOBEAEHUE PEFTAMEHTbIX U ABAPUIHO-BOCCTAHOBUTE/IbHbIX PABOT
Ycnosus npoBeaeHnsa PernameHTHbIX U ABapUtHO-BOCCTaHOBUTEbHbIX PaboT B OTHOLWEHUK Yeayr npuseseHbl B Tabauue 2:

Tabn. 2. Ycnosua npoBegeHus PernameHTHbIX U ABapUMIMHO-BOCCTAHOBUTE/IbHBIX paboT
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MpoAoNKUTENbHOCTb M UHTEPBA/IbI MEXAY

HaumeHoBaHue pabot
nepepbiBamu

YBeaomneHue 3aKasumka

Bpema npoBeseHuA PernamenTHbix / ABapuitHO- | He meHee uem 3a 2 (aga) paboumx AHA 40 Hauana
BOCCTAHOBMTE/IbHBIX ~ PaboT  HE  YXYAWAeT | pepepbisa

yCTaHOB/IEHHblE ans TapuoHoro nnaHa

PernameHTHble paboTbl

nokasaTtenen rapaHTMposaHHon [locTynHOCTM

Asapuitho- 3alMLaemMoro pecypca 3akasuinka, npuseaeHHble
BOCCTaHOBUTENbHbIE 8 Tabamue 3 He meHee uem 3a 2 (aBa) yaca Ao Havana nepepbisa
paboTbl

5. NAPAMETPbI OCTYMHOCTHU, PEA/IN3YEMbIE YC/TYTOMN

Lienesble (rapaHTMpOBaHHbIEe) 3HaYeHMA JOCTYNMHOCTU 3alLMLLLIAEMOro cepBMca 3aKasumKa, npuseaeHsl B Tabavue 3:
Tabn. 3. Nokasatenun [OCTYNHOCTM 3aLLMLLaEeMOro pecypca 3akasumka

HaumeHoBaHue TapudpHoro nanaHa
3awmTa cavita ot DDoS — Tapudsbl 3awwmTa cavita ot DDoS — Tapudsbl
LIRS A S e Business ONE, Business UNL Enterprise ONE, Enterprise UNL
3almiaemoro cepsmca 3akasumka
3almTa cepBepoB U ceTei —Tapubbl 3awwmTa cepsepoB u cetel — Tapud
Standard, Business Enterprise

lapaHTUpOBaHHan AOCTYNHOCTb
3almMaeMoro cepsmuca 3akasuuka npu
YC/I0BUM OTCYTCTBUA NPUYUH HEAOCTYNHOCTU He meHee 99,2% He meHee 99.5%
Yenyru 24x7x365 (24 yaca B cyTKM, 7 AHEeW B
Hegento, 365 gHell B roay)

C yyeTom nonoxkeHuii n. 1.2. MpunoxeHus Ne 1.CRS.3., uenesble (rapaHTUPOBaHHbIe) 3HaYeHUs [LoCTYNHOCTM 3aLWMLLLAEMOTO
cepBuMca 3aKasumKa B OTHoweHun Yenyru «3awmTa Beb-npunoxenuin (StormWall)» oTaenbHo He ycTaHaBAUBALOTCA.

,ﬂ,OCTyI'IHOCTb 3aumuiaemoro cepsuca 3aKa3uumKa, peannsyemolie yC/'IyFOﬁ, onpegenaeTca cnegyrouwmm o6pa30M: Bbl4YNTaA U3
06u.|,ero BpemeHun B OTHETHOM nepuoge (Ka/’IeH,CI‘apHOM Mecau,e) COBOKYNMHOCTU BpeEMEHU He,CI‘OCTyI'IHOCTM 3almutaemoro
cepBuca 3aKasuuKa, AeneHHoe Ha o6u.|,ee Bpema B TEKyLLEM KaZleHOapHOM mecALe.

Bpemsa HefoCTYNHOCTM 3aLLMLIAEeMOro cepBuca 3aKasumKa HauMHaeT Tedb C MOMEHTa Nojayn 3akasunkom Ob6palleHus Ha
yCTpaHeHWe HeWCrnpaBHOCTU. 3aKa3uMK AO/KEH CO0bWMTL O NpeKkpalieHun [JocTynHOCTU 3aluMLLAaeMOoro cepeuca Yepes
NINYHbIN KabuHeT nopTana https://stormwall.pro/my/. Bpema HegocTynHocTY 3almiLaemoro ceperca 3akas3umKka UCTEKaeT B
MOMEHT YCTpaHeHMUA HeUCNPaBHOCTY.

MNocne YCTPaHeHNA HencnpasHOCTM NoAaHHoOe O6pau.|,eHv1e MOXeT BpeMeHHO 0CTaBaTbCA OTKPbITbIM ANA ,a,aanei/'lLuero
BbIACHEHUA CAy4YMUBLUErOCA, N 3aKPbITa 3aKa34yMKoOM nocne BbINOSHEHMA BCEX OTHOCALLMXCA K TOMY aAMUHUCTPATUBHDbIX pa60T.

O6u.|,ee Bpema He,D,OCTyI'IHOCTVI 3alwmuiaemoro cepsuca 3aKa3sumka no npuynHe paga nepnoanyeckn BO3SHUKaOLWKUX cboes ¢
O4NHAKOBbIMKN NPUHUHHO-CNeACTBEHHbIMKU CBA3AMU B OTHOLWEHUM OAHONO U TOrO Xe 3aluuiaemoro cepsuca 3aKa3uuKa,
ABNAETCA COBOKYMHOCTbKO BpEMEHU HeAOCTyI'IHOCTVI yCl'IyFVI B COOTBETCTBUM C 3aABKOM Ha yCTpaHeHne HENCNPaBHOCTU N He
BKNIOYaET B cebs Bpema ,ﬂ,OCTyI'lHOCTVI YCﬂyI'M mexay nepmoamyeckn BO3HMKaoWmMmMmm cboamu.

6. KOMMNEHCALMA 3A HAPYLUEHUE COTNNALLEHUA

Ecan ﬂOCTyI‘IHOCTb 3almuLaemoro cepsuca 3aKa3umKa 3a oaAnH Kaner,aprlﬁ mecAal He COOTBETCTBYET . 5.1. CornaweHus,
UcnonHutens ocyuwecTBnaeT KoMmneHcauuto B cnegyrouem nopagke:

Tabn. 4. KomneHcaumu 3a HapyLieHue LeneBbix nokasaTenei JocTynHocTn Yeayrm

FapaHTUpoBaHHan
Bpems HepoCTynHOCTH
[ocTrynHocTb Pasmep KomneHcauum,
HaunmeHoBaHue TapudpHoro nnaHa 3alMLLLAeMoro cepBuca
3alMLLaemMoro cepeuca B %
3aka3sumka
3aka3umka B mecaL,
3awmTa canTta otr DDoS — Tapuodsbl
Business ONE, Business UNL
He meHee 99,2% Bonee 5 4acos 50 MMHYT 0,05% mecA4YHOMN CTONMOCTH
3alwmTa cepepoB 1 ceTel — Tapudbl Yenyru (tapuda) 3a kaxayto
Standard v Business MWHYTY NpOCTOA CBEPX
YKa3aHHOro BPEeMEHMU, HO He
60/blue cToMmocTn Yeayrm 3a
3awmTa canta ot DDoS — Tapuodsbl OAMH pacyeTHbIM Nepuog,
Enterprise ONE, Enterprise UNL (mecsau)
He meHee 99,5% bonee 3 yaca 39 muHyT
3awwmTa cepepoB 1 ceTen — Tapud
Enterprise
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B noacueTe BpemeHn HeAOCTYNHOCTM He YUYUTLIBAKOTCA MHTEPBA/Ibl HEAOCTYMHOCTH, CBA3AHHbIE C:

e cbosmM y MHTEpHeT-NPOBaliAepOB B LENOYKE MEXAY KOHEYHbIM KAMEHTOM WU ceTblo UCNosHUTENsA, a TaKKe CeTbio
UcnonHuTena u ceTbio 3aKasunka;

aBTOMATUYECKMM 0BHapyKeHMem HencrnpaBHOCTU No npoTokoay BGP (BGP dead timer);

repecTpoeHnemM mapLIpyToB no npotokony BGP B 06xoa cboiMHoro coeanHeHus;

npoueccom pearnposaHma DDoS-ceHcopa Ha BO3HMKLWYIO DDoS-aTtaky;

PUCKamM, CBA3AHHBLIMW C NPUHYAUTENbHBIM OTKAIOYEHMEM 3aLLUMTbI 3aKa34MKOM UM MO COrIaCOBAHMIO € 3aKa3YMKOM.

KomneHcauus BblpakaeTcs B NpefoCTaBieHUM 3aKasuuKy COOTBETCTBYIOLLErO KONMYecTBa AHel 6ecnnaTHOro okasaHus
Ycayru, BnioTh Ao 1 (o4HOro) KaneHaapHoro mecsua. Pasmep KoMneHcauum onpeaensertca UCXoAa U3 CyMMbl NniaTexa 3a
Yenyry 3a 1 (oaMH) KaneHZapHbIi MeCAL, U YCTaHOB/EHHOrO MPOLEeHTa KomneHcaumu. MonyyeHHaa cymma nepeBoamTcs
McnonHutenem 13 NpoLeHToB B KOAIMYECTBO AHel 6ecniaTHOro okasaHus Yeayru.

KomneHcauua 3a HegoCTynHOCTb 3aLLMLLAEMOrO CepBMca 3aKas3umKa No BUHE UCMONHUTENA BbIPAXKaeTCA UCKNHOUNTENbHO B
npeaoctasieHnn becnnaTHbIX AHE oKasaHMA ycayrn. MakcMmManbHbl pasmep KomneHcaumn — 1 (04uH) KaneHaapHbId
mecAL 6ecnnaTHoro okasaHua Ycayru. KomneHcaumsa He MOXKET BblpaKaTbCA B BbiNiaTe AeHEXHbIX CPeACTB UAN 3a4MUCAATLCA
Ha cYeT 3aKasuuKa.

[na nonydeHuWa KomneHcauMu 3aKasuuK Moc/e OKOHYaHMA mecAua, B KoTopom Ycayra 6bina HeAoCTynHa, HanpasaseTt
UcnonHutento 3asBneHWe Ha NpeaocTaBfeHMe KOMMEeHcauuu. 3asBneHue 3amnonHAeTcA 3akasunMkom Ha oduumanbHom
6n1aHKe 3aKasuMKa W MOAMUCHIBAETCA YMNONHOMOYEHHbIM /IMLUOM 3aKasuuMKa, ¢ obA3aTeNbHbIM YyKasaHMeM Homepa
ObpalleHus, B KoTopom coobuanock o HegoctynHocTv Yeayru, BpeMeHn HegocTynHOCTU YeayrM U Aatbl HEAOCTYMHOCTU
Yeayru.

Ha ocHoBaHWMM 3asBneHMA 3aKa3umka O MpefoCTaBleHWM KOoMneHcaumu, McnonHutenb B Tedenune 30 (Tpuauatu)
KasieH4apHbIX AHeN AenaeT pacyeT KOMNeHcaLumm, a UMEHHO PaccYMTbIBAET KOIMYECTBO AHel 6ecnaaTHOro okasaHua Ycayru,
WM NPUHUMAET pelleHne 06 oTKase B NPesoCTaBAEHUN KOMMEHcaumm, eciv HepaboTocnocobHOCTb Yeayrm HacTynuaa no
NpUUYKnHe, He 3aBucALei oT McnonHuTens, uam 6bina 3aniaHMpoBaHa McnonHuTenem, o Yem 3akasumk 6bia yBegoMIeH.

MNocne NPUHATUA pelleHnAa 0 npeaoCTaBNeHNUN KOMNEeHCaUnn nnm 06 oTKase, UcnonHutenb yBegomnaet 06 3TOM 3aKa3umKa
B COOTBETCTBUM C YCNOBUAMMU O6u.|,ero cornaweHusa o6 ypoBHE NpeaocCtaBneHnA yCl'IyF.

7. OTYETHOCTb

Mopgkntoyan Ycnyru, 3aKkasumKk nosydvaeT AOCTYN B JIMUYHbIA KabuHeT nopTana https://stormwall.pro/my/, B KoTopom emy
[OCTYNHbI NoAPO6Has CTaTUCTMKA NO TPadUKyY U exkemecaUHble 0TYeTbl 06 MHUMAEHTax B popmate PDF.
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