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OMWCAHWE W1 YCNTIOBUS MPEAOCTABIEHMA
YCIYTU «BUPTYANBHbIN LIO»

1. OBLWAS MHOGOPMALIMA U OTMUCAHUE YCIYTU

BuptyaneHbii LIO[] sBnsetca ycnyron no npegoctaeneHvtio 6a3oBbiX  MHMOPMAaLMOHHO-TEXHONOrMYECKMX
pecypcoB Ha OCHOBE COBOKYMHOCTW (DYHKLIMOHWPYHOLLErO Nog yrnpasneHmem VIcnonHuTens cepBepHOro n CETEBOro
o6opyaoBaHuWs, CUCTEM XPaHEHNSI OaHHbBIX U CNeLnanmM3npoBaHHOrO NPorpaMMHOro obecneyeHus.

Ycnyra nocTpoeHa Ha OcHOBe mogenu obcnyxuBaHusa laaS. B pamkax Ycnyrm WcnonmHutenb npepgoctaBnsieT
3akasunky BuptyanbHein LIO[, nmetowmin B pacnopsiKeHun cornacoBaHHbIn mexay VicnonHutenem n 3akasqmkom
Habop BUPTYyanuM3npoBaHHbLIX BbIYMCAMTENbHBIX MOLLHOCTeN npoueccopa (VCPU), BuptyansHon namsatu (VRAM) un
anckoBoro npocTtpaHctBa (vHDD), a Takke cpeactBa ynpaeneHus BuptyanbHbiv LIO[, goctatouHble ans
CO34aHus 1 ynpaeBneHus BUPTyanbHbIMWM cepBepamu B TpebOyemon 3akasuuky KoHdwurypauum B npegenax
BblOEMEHHbIX BMPTYanu3npoBaHHbIX MoLLHOCTen. PykoBoacteo [lonb3oBatens no Ycnyre [AOCTYNHO Mo
aneKkTpoHHOMY aapecy: https://cloud.ru/docs/vdc/ug/ .

YnpaeneHue BuptyanebHeim LIO[ ocyuwectensietrca 3aka3unkoM npu nomowm KoHconu Ynpaenenus OGnakom
VMware (panee- KY VMware).

CocTaB 1 OCHOBHbIE KOMMOHEHTbI YCyru:

Tabn.1. CoctaB M OCHOBHbIE KOMMOHEHTbI

Pecypchbl
HaumeHoBaHue rpynnbl CopnepxaHue

- BUpTYarbHble npoueccopHbie sapa (VCPU);

- BUpTYyarnbHas onepaTtueHas namsTb (VRAM);

- BUPTYyanbHOEe ANCKOBOE NpocTpaHcTeo (VHDD);

- Edge Gateway.

- NoaKmMYeHre K CEeTU MHTEePHET (B obLiem kaHane);
- oavH ny6nuyHbiv IP-agpec.

BbluncnmTensbHble pecypebl

CerteBble CepBUCbl N KOMMOHEHTbI

- nnatcopma BUpTyanusaumu;
- KY VMware;

OCHOBHbIE KOMTOHEHTL! VMW - nnartdgopma BupTyanmsaumm cetn (SDN).

1.4.1. Nnatdopma BUpTyanu3saumm obecnevmBaeT AnHamMnYeckyto 6anaHcMpoBKy Harpyskum Ha cepBepbl 1 CUCTEMBI
XpaHeHUss AaHHbIX Ans  AOCTUXEHWS  ONnTUMarnbHOW  npou3sBoguTernbHocTU. CoCTaBHbIMKM - YacTsaMU
nnaTgopMbl BUPTYanusaumm aBnsoTcs:

AnnapaTtHbIn TMNEPBU3OP — MEeXaHu3M, pasaensiowmnin pecypcbl (huanyeckoro cepsepa Mexgy HeCKOMbKMMU

BMPTYyarnbHbIMWU MaLMHaMW.

High Availability (HA) — mexaHn3m, no3Bonsiowwuii BOCCTaHaBNMBaTbL paboTocnocoBHOCTL BUPTYarbHbIX MaLLWH

nocne annapartHoro c60s y3nos BUPTyanu3auuu.

Cepsuc H6anaHcnpoBKky pabounx Harpy3ok — MexaHusM, paBHOMEpPHO pacnpegensiowmii BM mexay scemu yanamu

knactepa v obecneymBaloLmMin 3aaHHY0 NPON3BOANTENBHOCTL BUPTYarbHbIX MaLlWMH B LUTAaTHOM W HeLWTaTHOM (B

cny4dae c6oeB) pexmmax paboThbl.

CepBuc oHnamH murpauum BM — mexaHuam «kuBon» murpauum BM mexay yanamu knactepa ans CepBUCHOrO

obcnyxusaHus 6e3 npepbiBaHnsA paboTbl Nnonb3oBaTensckux BM.

1.4.2. KY VMware npepocTtaBnser KOHeYHbIM nonb3osatensm 6e3onacHble, N3onvMpoBaHHbIe Mynbl PecypcoB Ans
6bIcTpon MHMUManu3saumm BuptyansHoro LIOA v peanu3yeT equHyo KOHCOMb yrnpaBneHus.

1.4.3. Nnatdopma suptyanusaunn cetn (SDN) ncnonbsyerca ans cosgaHmsa NporpaMMHO-onpeaensemblX ceTen,
uHKancynaumm Tpadwuka yepes npotokon Geneve Ans NOCTPOEHWs noruyeckmx L2-cetenm B pamkax yxe
cywlecTBytollen kommyTaumm Ha ypoBHe L3. T[losBonser 3akasuMky CaMOCTOATENbHO CO3[4aBaThb
BblJENEeHHbIE CErMeHTbl CeTU U OMpeaensTb npaBuna MapLupyTM3aummn Mexay CeTaMu CBOUX BUPTYamnbHbIX
LiOA, 6e3 nameHeHWn B PU3NYECKON KOMMYTaLUN.

1.5. B uensix obecneyenus 3awmtbl MHdpacTpykTypel nnatgopmel O6nako VMware (ganee — MHdpactpykrypa VMW)

peann3oBbiBatoTCA crieayrowmne mepbl 1 MeXaHU3Mbl 3aLlLUTbI:

Tabn.2. ObecnedveHne 3awutbl MHDpacTpykTypsl VMW

YpOBHM 3aLLMTHI | MeponpusTus

3awura O6naka Cloud.ru u cpeacTs ero ynpasneHus

dunsmyeckmin | Ob6ecneymBaeTcs:
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— pasmelleHne Bcero obopyaosaHus nHpacTpykTypbl B LIOM, cooTBeTCTBYOWMX TpeboBaHUSAM
HaJeXHOCTU No kateropuu Tier 3;

— KOHTPOIb 1 ynpaeneHne 4OCTYNoM K 060pyaoBaHuto;

— Hanuyune cucTeMbl BugeoHabnogeHns Ha obbekTax nHopmaTtusaumm LIOO.

ObecneunBaetca 3awuta nepumetpoB LIOO M unx cermMeHTMpoBaHMe C UCMONb30BaHUEM

Cetesoit MeXCceTeBbIX 3kpaHOB HOBOro nokonexnsa (NGFW), ocyliecTBnsowmx B TOM YACHE BbISBMEHNE U

NpefoTBpaLleHe KOMNbIOTEPHbIX aTak.

Ob6ecneuynBaetcs:

— aHTMBMPYCHas 3awmTta WMHGPaCTPYKTypbl C MCMOMb30OBaHWEM aHTUBMPYCHbLIX CPeAcTB ANS
obnayHbIx cpes;

— ynpaeneHuWe [oCTYNoM K MHAPACTPyKType C WCNonb3oBaHWEM CpeAcTB AByX(pakTOpHOW
ayTeHTUKUKaLMN NOJKITIOHAIOLWNXCSA K He aAMUHUCTPaTOpPOB;

VHPaCTPyKTYpHbIi = KOHTpOIb AencTenn NPUBUMNETVPOBaHHbLIX  MNonb3oBatene € UCMOMNb30OBaHWEM
cneunanuanpoBaHHbIX CPEACTB;

— PerynsipHblii  KOHTPOMb W aHanu3 3alyLEeHHOCTU MHAPACTPYKTypbl C WCMNOMb30BaHNEM
crneunannampoBaHHbIX CPEACTB MO BbISBMEHUIO ys3BMMOCTeln B ucnonbdyemom 1O u ero
HEKOPPEKTHOWM KOHpurypauum, Bnvsiolen Ha ypoBeHb 3awmweHHocTu MO, ¢ ycTpaHeHnem
BbISIBNIEHHbIX YA3BUMOCTEW W/UN HELOCTATKOB;

— cbop 1 aHann3 cobbITU MHPHOPMALMOHHOW 6e30NacHOCTY.

OcyLLUecTBNATCA nepuoagnyeckme TeCTUPOBAHUS Ha NMPOHUKHOBEHWE W ayauT MHOPMALMOHHOW

6e3onacHocTn UHdpacTpykTypbl VMW ¢ npyBnevyeHnem CTOPOHHUX OpraHu3auuii. BeiaBneHHble B

Xode COOTBETCTBYIOLLEro TECTUPOBaHUS WWNM ayauTa HedocTaTkM YCTPaHSATCA Mo akTy ux

BbISIBNIEHUS.

[ononHuTenbHbIN

3auwwurta KY VMware

3awmta ¢ uncnonb3oBaHWEM Creunanu3npoBaHHOTO MEXCETEBOro 3KpaHa YPOBHS MPUMNOXEHWN
(Web Application Firewall).

OcyLuecTBRATCA perynspHbie CKaHMPOBaHUSA KOHCONW Ha HanuMyme akTyarnbHbIX YS3BUMOCTEN K
JononHuTensHbIn ero nepuoamnyeckne TeCTUpoBaHUS Ha NMPOHWKHOBEHWE C MPUBIIEYEHNEM CTOPOHHUX OpraHM3aumin.
BbIsiBNEHHblE YA3BMMOCTUN /UMW HEAOCTATKM YCTPAHSAOTCA NO PaKTy UX BbISBNEHUS.

Msonsauus «OpraHusauuminy 3akasymka

Mpunoxexus

VMW OcylLecTBAAETCA BCTPOSHHbIMM cpeacTeamm VMW,
CerteBoit Ocyuiectensetcs cpeactsamu SDN.

B pamkax nepuoamyeckux TeCcTUpoBaHWUN Ha NMPOHUKHOBEHWE BCEeN MHMPaCTPYyKTypbl NPOBOAATCS
JononHuTernbHbIn TECTUPOBaHWA Ha BO3MOXHOCTb MPOHUKHOBEHUS MNOTEHUMANbHOMO HapywmuTens u3 OAHOW

«OpraHu3aunmy B ApYrylo C NpeofoneHMeM UCMONb3yEMbIX MEXaHW3MOB 3aLUMUThI.

1.6. PacnpeneneHue ponen, obsi3aHHOCTEN M OTBETCTBEHHOCTM B obnactm Wb B oTHOWeHunM Ycnyru onucaHo B
Tabnuue 3.
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Tabn. 3. PacnpegeneHue ponen, 06s3aHHOCTEN U OTBETCTBEHHOCTM B obnactn b

OTBETCTBEHHOCTb 3a Komy npepnocraBneH
HaumeHoBaHue Y npen
e lMp1MeHUMbIe K YPOBHIO npepocrasneHve/ AOCTyn K cpeAcTBamM
(apxvTexTypHOro) npouecchbl/ Onucanue npoLiecca/cepsucalycnyrv aAMUHUCTpUpOBaHue npeaocTaBneHus
BHS: ycnyru/cepsucbl Ub ycnyru/ cepsuca/ ycnyru/cepsuca/
v npoLieccos npoiecca
YKVDHANMDOBAHME KypHanupoBaHue cobbITuii B NpuknagHoM nporpaMmHom obecneveHun (B Tom yucne CYB[,
co%iwmﬁp cepsepax npunoxerui, WEB-cepBepax) u onepauMoHHbIX CUCTEMax, YCTAHOBMEHHbIX B 3akasunk 3akasunk
BUPTYanbHbIX MawnHax (BM) 3akasuuka.
YnpaeneHve AOCTYNOM K NpuknagHoMy nporpammHomMy obecriedeHuio (B Tom yucne CYB[,
Ynpaenexune focTynom cepsepaM npunoxeHuit, WEB-cepsepam) 1 onepaumoHHbIM cucTeMam, ycTaHoBMeHHbIM B BM 3akasunk 3akasumk
3akasyvka.
Ynpaenexve YnpaBrneHve ayTeHTUUKALUMOHHON  UWHopmMauunen, WUcnonb3yeMon npu  Joctyne K
ayTeHTUMKaLIMOHHON npuknagHoMmy nporpammHomy obecnedyenuto (MMO) un onepauuoHHbiM cuctemam (OC), 3akasumk 3akasuunk
MHdopMaunen ycTaHoBMNeHHbIM B BM 3akasyuka.
KoHTponb 1 aHanua sawuweHHoctn OC u MMNO, dyHkumoHupytowero 8 BM BLIO 3akasuuka,
VnbaBneHme B TOM 4uCrle YCTaHOBKa KpWUTUYeCKMX OOHOBREeHWn GeaonacHOCTM, mpaBka KoHdWrypaumi
ﬂEBMMOCTﬂMM MO, a Takke U3MeHeHWe nerko-noadupaeMblx Naponemn 1 naponemn AocTyna no yMonyaHuo K 3akasumk 3akasuumk
y cepBucam u komnoHeHTam OC u TMNO, obHapyXeHHbIX B XO4e KOHTPOMsi M aHanusa
. 3aLUMLLEHHOCTH.
MpuknagHon ypoBeHb =
C6op (B TOM uucne c ucrnonb3oBaHueM cpeacts SIEM) n aHanua cobbiTuin 6esonacHocT co
" ypOBEHb
YnpasneHue Bcero [MMNO, OC wu cpeactB 3awmTbl uHgopmaumn (Cp3U), YHKUMOHMPYIOWMX B
onepaumoHHbIX 3akazuuk 3akasuuk
cMcTeM nHumgeHtamm Vb «OpraHusaumuny (BUO[M) 3akasuvka, a Takke MOHUTOPWUHI W pearMpoBaHWe Ha WHUMAEHTbI
’ 6e3onacHocTy.
yCTaHOBMEHHbIX B BM -
YctaHoBKa, HacTpoika u agmuHucTpuposanne B BLIO[l 3akasumka cpeacts  3awmThbl
BLIOL 3aka3uunka . .
Ynpasnexue nHdopmauummn (C3M) B ncnonHerun Virtual Appliance. 3aKazunk 3aKazunK
Kpuntorpaduen Hactponka " agMUHUCTPUpOBaHne pasMeLLeHHbIX B uon McnonHutens
nporpaMmmMmHo-annapartHbix C3/ 1 mexceTeBblX 3kpaHoB 3akasyumka.
YcTaHoBka n | YcraHoBka, HacTpovika W agmuHuctpuposaHve B BM BLIO[ 3akaszumka Cp3M ot
aAMVHUCTpUpOBaHune HecaHKUuMoHupoBaHHoro goctyna (HC[), aHTMBMPYCHbLIX CPEACTB M MPOYNX CPEACTB 3alUuThbI 3akasuumk 3akasuuk
CpeacTB 3aLUmThl nHdopmaumm, yctaHaenmeaembix B BM BLIO 3akasunka.
YctaHoBka M Hactpovika B BM 3akasuvka cpenctB pesepBHoro konupoBaHus (CPK) 6a3
Ynpasnexue OaHHbIX U npoyen uHdopmaumm 3akasdvka, xpaHumon BHyTpu BM ero BLIO[], a Takke
pe3epBupOBaHNeEM aAMVHUCTPVPOBaHWE YKasaHHbIX CPEACTB. 3akasumk 3akasunk
nHdopmaumm CospaHue pesepBHbIX KOMWI MHGOpMaunM 3akasunka u eé BOCCTaHOBIEHUE U3 pe3epBHbIX
KOMWIA.
ObGecneveHne 3awutbl | 3awwmTa cormacHo 152-$3 nepcoHanbHbIX AaHHbiX ([TOH) knneHToB, obpabaTtbiBaembix B BM
nepcoHanbHbIX AaHHbix | BLIO[ 3akasumka, B TOM uucne, HO He orpaHuumsasicb 3awmton [H, obpabaTbiBaeMbix 3akasunk 3akasunk
KITMEHTOB cpeacTeamu yctaHosneHHbix B BM BLIO 3akasdvka CYB[.
KypHanupoBaHue cobbiTuii, cBA3aHHbIX C hyHKLMOHMPoBaHWeM obbekToB BLIOM 3akasumka
(Hanpumep, ero BM) n gencteuamu nonb3osatenen B KY VMware v koHconv ynpaeneHus
YVooBEHb pesepBHbIM KonnpoBaHnem BM, Takux kak:
p XKypHanupoaHue 1. BX0A/BbIXOA NONb30oBaTenel B/1U3 KOHCONEeW;
«OpraHusauumn» 7 M e . . WcnonHutenb 3akazumk
cobbITUI 2. cospaHve/ypaneHne HOBbIX YYETHbIX 3anucer nonb3oBaTenel W MPUCBOEHUE UM
BLIO[, 3akasunka

NpuBUNErnin 4oCTyna K KOHCONSM;
3. cospaHuel/yganexune BM;
4. 3anyck/octaHoB BM;
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Tabn. 3. Pacnpenenexue ponen, 06s3aHHOCTEN U OTBETCTBEHHOCTH B obnactn b

OTBeTCTBEHHOCTD 3a Komy npenoctaBneH
HavnmeHoBaHue y npeA
TEXHONOTMYECKOro MpUMeHUMbIe K YPOBHIO npegocTaBneHune/ [OCTYN K cpefcTBaM
(apxwTe HOrO) npoueccbl/ OnucaHue npouecca/cepaucalycyru agMUHUCTPUpPOBaHue npenocTaBreHus
"B' yHﬂp ycnyru/cepsucel b ycnyrw/ cepsuca/ ycnyru/cepsucal
v npoLieccoB npouecca
5. cosgaHue knoHos BM;
6. M3MeHeHne xapaktepuctunk BM;
7. nactporika NAT/DHCP/L2VPN/L3VPN, maplpyTusauum, 6anaHcMpoBLMKa Harpysku n/unm
npaBuIl MeXCceTeBOro akpaHupoBaHusi Ha Edge Gateway B «OpraHusaumm» 3akasumka c
ncnons3osaHvem KY VMware;
8. cosgaHue/M3aMeHeHVe 3aaHusi Pe3epBHOrO KOMWUPOBAHWSA C WCMOMb30BaHWEM KOHCOMU
ynpaeneHns pe3epBHbIM KonuposaHuem BM;
9. BoccTaHoBneHne BM u3 pe3epBHOM KOMUM C WCMOMb30BAHWEM KOHCONW YynpaeneHus
pesepBHbIM KonMpoBaHuem BM;
10. BoccTaHoBneHne (ainoB 13 pe3epBHON KOMWUWU C UCMOMb30BAHNEM KOHCOMW YNpaBneHus
pesepBHbIM KonnpoBaHuem BM;
11. U3MEHeHVe AMCKOBOW NONUTUKM MO YMOonyYaHuio Ans BuptyansHbix LIOM;
12. BKIOYEHWE/OTKITIOYEHUE JONONHUTENBHBIX Yenyr (norvposaHue, DFW, VPN u npoyee).
McnonHutens
(oTBETCTBEHHOCTb 3a
npepocTasrieHne
AOMUHUCTPUPOBaHNE cepsuca VMW)
«OpraHusaumen» n | AomuHucTtpupoBaHue «OpraHnsaumen» 3akasdumka ¢ ucnonb3osaHvem KY VMware. L T—
ynpaBsneHue Joctynom Kk | AAMUHUCTpUpOBaHWe AocTynoM K «OpraHusaummy» 3akasduka ¢ ucnonb3osaHvem KY VMware. 3akasumk
Hen (oTBETCTBEHHOCTb 32
aAMWUHUCTPMPOBaHWe
«OpraHu3aumen» un
OOCTYNOM K Hew)
McnonHutens
(oTBETCTBEHHOCTb 32
npepocTasrneHne
cepsuca)
YnpasneHue . o
. CospaHuelynaneHne HOBbIX YYETHbIX 3anucet B «OpraHusauum» W NPUCBOEHWE UM
ayTeHTUPUKaLNOHHON "~ 3akasumk
o npueunerni goctyna k «OpraHm3aumuy 3akasymka. 3akazumk
nHdopmMaunen
(oTBETCTBEHHOCTb 32
ynpaeneHune
ayTeHTUUKaLNOHHOMN
nHdopmMaumen)
CospgaHue, yganeHne u agMUHUCTPUPOBaHME C ucnonb3oBaHneM KY VMware Heobxoaumbix Y P —
BMPTYanbHbIX CETEN B npouecce agmuHucTpuposaHunsa BLIOM 3akasuymka.
(oTBETCTBEHHOCTbL 3a
MexceTeBoe akpaHupoBaHua nepumeTpa BLIO[l 3akasunka c ucnonb3oBaHuem Edge
Ynpasnexue Gatewa npepgocrasnexHve
6e30nacHoOCTbIO " Y- cepsuca)
- ObGecnevyeHne BHYTPEHHEro cermeHTMpoBaHus (c wucnonb3oBaHvem KY VMware) un 3akasunk
NpPoYMMU  HacTpowkamm
. | BHyTpeHHero MexceTeBoro akpaHupoBaHus (C wucnonb3oBaHnem Edge Gateway) BLIO[J
ONs BUPTYyanbHbIX ceTewn 3akasumk
Sakazuka. (oTBETCTBEHHOCTbL 3a
Hactpornka NAT/DHCP/L2VPN/L3VPN, maplpytusaumm u GanaHCUMpOBLUMKa Harpysku Ha
aAMUHUCTPUpPOBaHME)

Edge Gateway B «OpraHusauuny 3akasymka ¢ ucnosnssoannem KY VMware.
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Tabn. 3. Pacnpenenexue ponen, 06s3aHHOCTEN U OTBETCTBEHHOCTH B obnactn b

OTBETCTBEHHOCTb 3a Komy npepnocraeneH
HavnmeHoBaHue y npeA
TEXHONOTMYECKOro MpUMeHUMbIe K YPOBHIO npegocTaBneHune/ [OCTYN K cpefcTBaM
(apxwTe HOrO) npoueccbl/ OnucaHue npouecca/cepaucalycyru agMUHUCTPUpPOBaHue npenocTaBreHus
"B' yHﬂp ycnyru/cepsucel b ycnyrw/ cepsuca/ ycnyru/cepsucal
i npoLieccos npouecca
McnonHutensb
(oTBETCTBEHHOCTb 3@
YnpaBneHue npefocTaBneHvne
YnpaBneHue pesepBMpOBaHMEM WHopMaumMn 3akasumka C  MCMOfb30BAHWMEM KOHCOMM
pe3epBupOBaHNEM . cepsuca)
MHEOPMALMIA ynpaBneHusi pesepBHbIM kKonupoBaHuem BM, BkntovatoLee B cebsi:
P co3faHne/u3MeHeHve 3agaHunin pe3epBHOro KonNMpoBaHus HopMaummn 3akasdnka; 3akasunk
(npepocTaBnsieTcs B _ . 3akasumk
- | BocctaHoBneHne BM 3akasuvka n3 pesepBHO Konuu;
pamkax oTAENbHON . o (oTBETCTBEHHOCTB 32
BOCCTaHoOBrneHWe chaiinoB 3akasunka U3 pe3epBHOIN KOMUK.
Yenyrn) ynpasneHue
pe3epBupoBaHNEM
CBOEN nHopmMaumm)
YcTaHoBKa, aAMUHUCTPUPOBAHUE, CBOEBPEMEHHOE OOHOBREHWe U GesoTnaratenbHas
yCTaHOBKa KpuUTMYeckux oBHoBNeHui GesonacHocTu Ha ucnonb3yembix B BLIO[ 3akasuuka
BUPTYanbHbIX CpeAcTBax 3awuTbl uHGopMauum B ucnonHeHuax Virtual appliance
YcTaHoBka n | (MexceTeBble 3KpaHbl, CUCTEMbI OBHAPYXXEHWUI U/UMW NPESOTBPALLEHUI KOMMNBIOTEPHbIX aTak U
3akasumnk 3akasumk
ucnons3osaHne C31 npovee).
HacTtpoiika v aAMUHUCTpUpPOBaHUE NpOorpaMMHO-annapaTHbIX CPeacTB 3aluThl MHopMaLmm
3akasuvka, B TOM YWCre CpeacTB Kpuntorpacmyeckon 3awmTel MHpopMaLmm, pasmeLlaemMblX
B LIOJ Ncnonuutens.
ObecrneyeHne 3aWnUTbl
Ob6ecneueHue cootBetcTBusi BLIOO B cocTtaBe WHGOPMALMOHHBIX CUCTEM MEPCOHANBHBLIX
nepcoHanbHbIX AaHHbIX 3akasumnk 3akasumk
OaHHbIx (MCMAOH) 3akasynka TpeboBaHusam 152-03.
KIMEHTOB
MonuTopuHr Undppactpyktypel VMW , obecneveHne eé gocTynHOCTW, MPOM3BOAUTENBHOCTY,
MoHWTOPUH n | Hannuma Heobxogumoro konmuuectsa obopydoBaHusi, obecrnieveHne Heobxogumow Ans eé
o _ WMcnonHutens McnonHutens
nogaepxka paboTbl MPOMYCKHON CMOCOBHOCTU CETW, BbIMUCIUTENbHBLIX MOLUHOCTEW U E€MKOCTM CUCTEM
XpaHeHusi gaHHbIX (CXO) MHpacTpyKTypbl.
>KypHanupoBaHue )KypHanupoBaHue cobblTMA B  KOMMOHEHTax W CpeAacTBax 3aluTbl  MHOpPMauLuU
ypHar P P P pen tH hopmay WcnonHutens WcnonHutens
COoObITUN WHdppacTpykTypbl VMW.
YnpaBneHue [OCTynom K cermeHTy ynpaeneHus WHdppactpyktypon VMW, eé VLAN-am wu
YnpaBneHue 4OCTynom P Aocty y yne pacTpykTyp McnonHutensb WcnonHutenb
KOMIMOHEHTaM.
YnpaeneHue YnpaBneHue y4éTHbiMu 3anucsamu AD npvBunernpoBaHHbIX Nonb3oBaTene, UMelLwmxX SOCTyn
MHEPACTPYKTYPHBI ayTeHTUdUKaLMOHHON K cermeHTy ynpaeneHus WHdppactpyktypon VMW, 1 nx BTopbiIM hakTopoMm ayTeHTudunkaumnm McnonHutens WcnonHutenb
PacTpykTyp nHdopMaunen (ayTeHTUcbukaTopamm).
YPOBEHb
Ynpaenexve KoHTponb » aHanu3 3awmweHHocTn cnyxebHbix BM MGMT-cermeHTa u runepsu3opoB
McnonHutensb WcnonHutenb
YA3BUMOCTAMM MHdpacTpykTypbl VMW.
C6op c ucnonb3oBaHueM cpeacts SIEM ¢ KOMNOHEHTOB U CPeAcTB 3awmTbl MHpopMaumm
Ynpaenexve WHdpacTpykTypbl VMW cobbiTuii 6e3onacHocTy.
o McnonHutensb WcnonHutenb
nHunpaeHtamm NB AHanua cobpaHHbIX CcobbITMIA Ge3onacHOCTM, a TakkKe MOHWUTOPWHT W pearvpoBaHue Ha
MHUMOEHTbl 6e30nacHOCTY (B TOM Yucne ¢ npuenedeHnem BHewwHero SOC).
YnpasneHue
KOHdMrypaLveit KoHTponb 1 ynpasneHue npoueccamu nameHeHnst KoHpurypauum NMudpactpyktypsl VMW. McnonHutensb WcnonHutenb
Ynpaenexue 3awmTta nepumeTpoB O WHdpacTtpyktypel VMW ¢ uncnonb3oBaHMEM  KNacTepoB
P u P P Lo tpacTpykTyp P McnonHutens McnonHutens

6€30MaCHOCThI0 anst

BbICOKONPOM3BOANTENBbHbIX MEXCETEBbIX __ 3KpaHOB HOBOIO NoKoneHns (NGFW),
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Tabn. 3. Pacnpenenexue ponen, o6s3aHHOCTEN U OTBETCTBEHHOCTM B obnactn b

OTBETCTBEHHOCTb 3a Komy npepnocraeneH
HaumeHoBaHue
TEXHONOTMYECKOro lMpUMeHUMbIe K YPOBHIO npegocTaBneHune/ [OCTYn K cpecTBamM
(apxwTe HOrO) npoueccbl/ OnucaHue npouecca/cepaucalycyru agMUHUCTPUpPOBaHue npenocTaBreHus
"B' yHﬂp ycnyru/cepsucel b ycnyrw/ cepsuca/ ycnyru/cepsucal
i npoLieccos npouecca
BUPTYanbHbIX n | obecneuMBalolUMX MEXCETEBOE 3KpaHUpPOBAHWE UM  3aWUTy OT KOMMbIOTEPHbIX aTak
usnyecknx ceten MHdpacTpyKkTyphl.
BawmTa ceteont UHdppacTpykTypel VMW (Bxoga B ob6nako) ot DDoS-aTak, HanpaBrneHHbIX Ha
nepenorHeHne KaHanbHOW EMKOCTHU.
BHyTpeHHee cermeHTupoBaHue ceteBbix VHdppacTpyktyp VMW ¢ ncnonb3osaHvem NGFW un
BblaeneHnem B pamkax LIOL Ha ceteBom ypoBHe DMZ, PROD- u MGMT-cermeHTOB
WHdpacTpyKTypbl.
YcTaHoBKa, HacTpolka M agMWHUCTPUPOBaHWE CPEACTB 3awuTbl MHOpMaUMM B cCoCTaBe
WHdppacTpyktypbl VMW, B TOM vncne:
1. cpeacTB aHTUBUPYCHOM 3aLLMUThI;
2. cpeacTB KOHTpOMs OEWCTBUMA MPUBMINErMPOBAHHBLIX MNoOnb3oBaTenei (agMUHUCTPaTOpPOB
YcTaHoBka n | Cloud.ru) knacca PIM&PAM;
agMUHUCTPUpOBaHWe 3. SIEM; McnonHutene McnonHutens
CPeACTB 3aluUThbI 4. cpefCTB KOHTPOMS U aHanu3a 3alyLeHHOCTH;
5. WEB Application Firewall (WAF), ncnons3ayemoro ans 3awmtbl nybnukyembix KY VMware n
KOHCOMNW ynpaBrneHns pe3epBHbIM konupoBaHueM BM;
6. NGFW;
7. ldentity and access management (IAM).
Ynpasnexue
Pe3epBHOe kOMMpoBaHWE U BOCCTaHOBMEHUE M3 0OPa3oB CNYXEeOHbIX BUPTyanbHbIX MalLuH
pe3epBupoBaHeM L McnonHutens McnonHutens
WHdpacTpykTypsbl MNnatdopmel VMW ¢ ucnonssosaHmem CPK Backup & Replication.
MHopmaLmm
neveHne UTbI
Obecneve sau Sawwra MNAOH coTpyaHmnkoB 3akasuunka, nmetowwmx goctyn KY VMware n koHconu ynpasneHus
nepcoHanbHbIX AaHHbIX WMcnonnutens McnonHutens
KIVEHTOB pesepBHbIM konvpoBaHvem BM, obpabatbiBaembix B ViHdpacTpykType VMware.
KoHTponb Tyna B M nom HUa UH TPpykTYpbl VMW (OXpaHsiemas Tepputopus
KoHTponb goctyna OHTpONE A10C yva Lo oMelLe pacTpykTyp (oxpansemas TeppuTop McnonHutens McnonHutens
LIO/1, NpOnyCKHOW PEXUM, CUCTEMbI KOHTPOIS M YNPABIEHUS JOCTYNOM, 3anMpaHue CToek).
Hanunune BHelwHen (No nepumer, N BHYTPEHHeN (B MaLUMHHBIX 3anax nctem
BupeoHabniopgeHve a € BHewret (no nepumetpy LIOM) yTpeHHei (8 Ma sanax LIOH) cucre McnonHutens McnonHutens
BUAEOHabNoaeHs.
PUINIECKMIA YPOBEHD ﬂg?OCTaBneHme 3MEeKTPonuTaHus, JOCTyna K CEeTM MHTEPHET 1 cBOOOAHOro MecTa B CTOMKax
Pa3melyeHvne MpenoctaBneHne, MOHTaX U KoMMyTauus obopypmoBaHusi (compute, network u storage) B
- pea yrau PYA ( P ge) Mcnonnutens McnonHutens
obopynoBaHusi cTonkax LiOA.

PasmelleHve, NoaKMoYeHVE K NUTaHW0, ceT MHTepHeT 1 BLIOL 3akasunka CpefcTs 3alimThbl
MHOopMaLmMy 3akasyuka, B TOM YKCIe CPEACTB KpMNnTorpadMyeckon 3alnTbl MHopMaLmm.
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1.7. Tunbl pecypcos, TpeGoBaHWs, pekoMeHaaUmnmn 1 orpaHnYeHus:

Tabn.4. Tunbl pecypcoB, TpeboBaHWs, PEKOMEHAALIMN N OrPaHNYeHNS

Tun pecypca: BupTyasbHble npoLeccopHbie sapa (VCPU)

TpeboBaHus

PekoMeHpaumm v orpaHu4eHus

Mpn dopmupoBaHun 3akasa 3aka3yvKy npegocTaBnseTcs BbIOOp
13 cnenyrolmx siaep:He meree 3,0 ITu; He meHee 3,5 Mw'.
vCPU obcnyxuBatotcsa dumsnyeckumn npoueccopamu Intel.

B pamkax ogHoro BuptyaneHoro LIO[] 3akasqunk moxeT
ucnonb3oBaTb Tonbko VCPU ¢ ogvHakoBoWn 4acToToW
(obcnyxkvBaemble  npoueccopaMu  OOHOro  Tvna).
OrpaHuyeHnss Ha kommvectBo VCPU ykasaHbl B
Tabnuue «[MapameTpbl npegocTaBnseMbIX —yCryr»
pasfena 3 HacTosALero AoKyMeHTa.

Tun pecypca: BUpTyanbHas onepatuBHasa namstb (VRAM)

TpeboBaHus

PekomMeHpaLmm u orpaHu4eHus

Mpy dopmupoBaHnm 3aka3a 3akasuumk ykasbiBaeT Tpebyembliii
o6bem VRAM.

Mpu copmupoBaHum 3akasa ycnyrm Tpebyembii obbem VRAM
[ormkeH OblTb AOMOMHUTENBHO YYTEH B paMKax 3aka3blBaeMoro
obbema BwupTtyanbHoro guckoBoro  mpoctpaHctBa  (VHDD)
BblOpaHHOro  npocuns  ans  pasMelleHuss  swap-channos
BMPTYarbHbIX CEPBEPOB.

OrpaHuyeHnss Ha konudectBo VRAM ykasaHbl B
Tabnuue «[MapameTpbl nNpefocTaBNsSEMbIX —YCyr»
pasfena 3 HacTosILLero JoKyMeHTa.

Tun pecypca: BupTyarnbHoe guckoBoe npoctpaHcTeo (VHDD)

TpebGoBaHus

PekomeHaaLmm n orpaHu4eHus

B pamkax ycnyrm npepoctaBnsieTcs ABa AMCKOBbIX Npodwuns,
oTNUYalLmMXCcsl No  ckopocTM obmMeHa [aHHbIMK - (KONM4ecTBy
onepauuii Beoga-BeiBoga (IOPS)) n BpemeHu otknuka: SATA wu
SSD. Kaxpapli AMCKOBbIA Npocuiilb COOTBETCTBYET CBOEMY TUMY
OMNCKOB Ha CUCTEME XPaHEHUsI AaHHbIX.

B pamkax ogHoro BwuptyanbHoro LIO[ MOXHO wucnonb3oBaTb
ONCKoBbIE NPOGUIM PasNNYHOro TUNa.

BaxHo: npu 3akasze BupTyanbHOro AUCKOBOrO NpPOCTpaHCTBa
oTAEenbHO AOrmKeH ObiTb yyTeH Tpebyembin obbem VRAM ans
pasmMeLlLeHns swap-cainos BUPTYanbHbIX cepBepoB.
BblgeneHHas €eMKOCTb [OWCKOBOroO MpOCTpaHCcTBa 3aHMMaeTcst
BCEMW BUPTyanbHbIMX MawwvHaMu 3akasquka (BKIYEHHbIMU U
BbIKMIOYEHHBbIMKM), CcO3faHHbIMKM 3akasunkom Snapshot, a Takke
swap-cannamm VRAM Bcex BUPTYyanbHbIX MaLMH 3aKasymka.

MuHumanbHoe 3HaveHune ans aK3emnnspa
BuptyansHoro LIOO — 100 6. CymmapHbIn obbem
BMPTYyanbHOrO  [AMCKOBOrO MPOCTPAHCTBa  KaXgoro
OUCKOBOro npodhmns gormkeH 6biTb kpateH 100 6.

1.8. [nsa nogkntoveHus K YCnyre 3akasunk Moxet Bbl6paTb OQIH UM HECKOJ1bKO TUMOB NOAKIKYEeHUA:

Tabn.5. Tunbl NOAKMIOYEHNS K CETU U CETEBbIE cepBUCbI

Tvun nogknioYeHus

OnucaHve

MoaknioueHne Yyepes BblAENEeHHbIN
rapaHTUPOBAaHHbIN? KaHan UHTEpHeT

3a|<a3\wn<y npenocraBnAeTCca oTaesfibHaa nosfioca AnAa A0CTyna K YCnyre,
KOTOpasd He pasgendaerTca ¢ ApYrMMy 3akasdynkamm.

MoaknioueHne
cBSI3U

vyepes BblAENEHHbIN  KaHan

[aHHbI cnocob noAknoYeHus no3BonsieT obecneuntb B3aumoaencTene
ceTelt 3akasumka c ceTbio B obnake C NoMoLblo BblAeNeHHbIX KaHanos
CBSI3W CTOPOHHero nposangepa. OnuuoHanbHO, C MOMOLLLI OaHHOMo
cueHapusi, k Yenyre 3akasquka MoXeT ObiTb NOAKIOYEH anbTepHATUBHbIN
KaHan B CeTb WHTepHeT. [nsa [aHHOro MOAKMYEHUs MOryT ObiTb
MCMOMb30BaHbl BblAENEHHbIE KaHanbl 3akasyuka, OpraHu3oBaHHble C
MCMNOMb30BaHNEM «TEMHOMN OMTUKNY.

MogkntoveHne Yepes 06LWMIN KaHan MHTEPHET

lMpeanonaraet nornyeckoe NoAknoyYeHne k obLwemMy ans Bcex 3aka3ymkoB
Yecnyrn KaHany nepefayu aHHbIX (CKOPOCTb CETEBOrO COeAMHEHUs Ans
Kaxgoro 3akasuMka He SBMSETCS rapaHTUPOBAHHOM W 3aBUCUT OT
3arpykeHHocTn obuwero KaHana nepefadum AaHHbIX).  3akasduky
npegoctaBnseTcs  6a3oBas  3aWwyMTa  MH(POPMALUMOHHBLIX  CUCTEM,
pa3mellaembix B NHdppactpyktype VMW , oT DDoS-atak, HanpaBneHHbIX
Ha ucyepnaHve KkaHanbHom EMKocTu ceTeBont MHdpacTpykTypbl VMW .

MoapobHas nHdopmaumsa No AOCTYNHLIM NoAKMYeHAM npusefeHa B MNpunoxenun Ne 1. VMW.6. k [lorosopy.

1.8.1. B ocTanbHbIX cnydasx, a Takke NO 3anpocy, MOXeT ObiTb NpegocTaBneHa paclwmpeHHas 3awuta
WMH(OPMaLMOHHBIX cucTeM 3akasduka, pasmeltaembix B WHdpactpyktype VMW, ot DDoS-atak Ha Bcex
YPOBHSX A0 L7 BKMOUMTENBHO B BUAE OTAEMLHOW TapuduLumpyemMon ycnyru.

" TexHn4ecku AonycTMMo BbiaensaTb ao 24/48 vCPU (ans vCPU vactoton 3,5/3,0 I, COOTBETCTBEHHO) Ha OAMH BUPTYaribHbIN cepeep. OpHako Ans nydwei
NPON3BOAUTENBHOCT PEKOMEHOYETCS NPUAEPXKMBATLCS 3HAYEHWI, ONMUCaHHbIX B pasaene «3. baszoBasi oyHKUMOHANbHOCTb U METPYKM YCIyrny.

2 3apgaHHas ckopocTb rapaHTMpyeTcs BHyTpU ceTn icnonHuTensa HaymHas oT nopTa NorpaHMYHOro MapLupytusaropa yana ceasmn Cloud.ru.

CtpaHnua 7 u3 13



1.8.2. ins obmeHa faHHbIMKM Mexay BupTyanbHblMU MawuvHamu B npegenax BLUOM ucnonb3yetcs BHYTpPeHHee
ceTeBoe B3avMMofeiicTBMe, peannsoBaHHoe Ha Gase ceTeBoro obopygoBaHus McnonHutens u cpeactesamum
runepsusopa.

1.9. CerteBble cepBucbl SDN.

1.9.1. Mnatdopma BupTyanusaumm CcCeTU peanusyeT MNporpaMMHO-OMpPeEnENnsiemMyo obnadHylo ceTb, a Takke
NporpamMMHbIA NOAX0A, K CO3AaHMI0 U 3KCMyaTaummn CETEBbIX CEPBUCOB.
1.9.2. Mnartdopma BUpTyanu3aumm ceT1 BKMoYaeT B cebsa cnegytowme KOMNOHEHTbI:

e  BUpTyarbHbIE CETU AN OpraHn3aLmm CETEBOM CBSA3HOCTU BUPTYarbHbIX MaLlWH;

KnueHTckue Wwno3bl Edge Gateway?.

1.9.3. Knnentckmi wnio3 Edge Gateway npegocTtaBnseT cregyiolime cepBuChl:

mMapLpyTtusaums (Routing);

norpaHn4yHoe MexceTeBoe akpaHupoBaHue (Firewall);

npeobpa3soBaHue ceteBbix agpecos (NAT);

BMpTyanbHble YacTHble cetu (VPN) Ha 6a3e IPSec;

OuHamuyeckoe pacnpegeneHue ceteBblx agpecos (DHCP).

1.9.4. Knnentckme wnto3bl Edge Gateway passopaunBatoTcsl B pexvMe BbICOKOW AOCTYMHOCTU. AKTUBHbINA LUMIO3
obpabaTbiBaeT ceTeBo Tpaduk, B Criyyae Bbixoda ero 3 cTposi Tpaduk aBToMaTU4eCKn NepeknoyaeTcs Ha
pe3epBHbIV L3, HAXOAALWMNICS B PEXMME OXUOAHUS.

1.9.5. Tpn NOCTPOEHUN CNOXHON CETEBOW apXMTEKTYpbl, HANpUMep, opraHM3aunm AMHaMUYEeCKON MapLUpyT13aLmm
BGP ¢ nokanbHon ceTeBol MHpacTpykTypol 3akazymka, He06X0AMMO MCNOMNb30BaTh NOrpaHUYHbIE L3k
Dedicated Provider Gateway/T0. B 3aBucMMoCTM OT TpeboBaHMI K MPOMYCKHON CNOCOBGHOCTU AocTyna B U U3
WHTEPHETA, a Takke crneuudguyeckorn HaCcTPOMKM CETEBbIX CEPBUCOB MOryT ObiTb pa3BepHyThl BeigeneHHas
BupTyanbHas mawwuHa Dedicated Provider Gateway/TO unu BoigeneHHbin dousnyeckuit cepsep Dedicated
Provider Gateway/T0 ansi noBbILLEHHON NPOU3BOANTENBHOCTU.

1.10. Wa6noHbl BM 1 obpasbl OC. B pamkax Ycnyrn 3akasumk MOXET CaMOCTOATENbHO BbIMOMHUTL UMMOPT/3KCNOPT
cobcTBeHHoro obpasa BM B BLO[. Bo3amoxHbI BapuaHT paboTbl ¢ obpasammn BM: 3akasumk camocTosTenbHO
OCYLLECTBMSAET MMMNOPT/3KCNOPT 06pa3oB BUPTyarnbHbIX MalvH, ucnonbdys KY VMware. 3a gononHUTENbHYO
nnaty 3akasvuKy npeaocTaBnsieTcss AOCTyn K katanory ¢ wabnoHamum BM ¢ npepycTtaHoBneHHeIMu Hanbonee
nonynsipHeIMU BEPCUSIMU  OMEpPaLMOHHbIX cuctem. pu MMNopTe M MCNonb3oBaHWM 3akasz4yMKOM COOCTBEHHBLIX
06pa3oB BUPTYyarnbHbIX MalUWH, KOTOpble HE MMEeKT oduuManbHON COBMECTUMOCTM CO CTOPOHbI MOCTaBLLMKA
nnatcopmel BUpTYanusaumm, icnonHntenb He rapaHTupyeT paboTocnocobHOCTb AaHHbIX BUPTYarbHbIX MaLUvH, U
peLleHne BO3MOXHbLIX Npobrnem He perynupyetca gewcteyowmm CornaweHvem 06 ypoBHe npefocTaBneHun
Yenyru.

1.11. MporpammHaa nnargopma. B kadectBe WHCTpymMeHTa peanusaumm VMW ucnoneayetcss KY VMwareBy.
YCTOMYMBOCTb K OTKasam BbIMMCINUTENbHBLIX Y3MOB peanu3oBaHa cpeacTBamMu nnatdopmbl BUpTyanusaumm Ha
6a3e TexHonoruu High Availability (HA).

Cxema peanusauuv nnatcgopmel ans yenyrm «BuptyaneHeinn LLOO» n3obpaxeHa Ha pUCyHKe HUXe:

BuptyancHele U0 KnvexTos BuptyaneHele U0 KnvexTos
BUOO 1 BUOO 2 BUOO 3 ... BUOAO N BUOO 1 BUOO 2 BUOO 3 ... BUOAO N
KoHcons ynpaeneHus KoHcons ynpaeneHus

Cepeepsl Cepeepsl
CHMCTeMbl XpaHEHWA AaHHbIX CHMCTEMBI XpaHEHWA AaHHbIX
SSD, NL-SAS SSD, NL-SAS
Hod 1 uod 2

1.12. AnnapatHas nnardopma:

Tabn.6. KOMNOHeHTLI 1 xapaKTepUCTUKN annapaTHoW NnaTcopmbl

3 OT1aenbHO He TapuUUMPYIOTCA, X CTOMMOCTb BKIOYEHA B CTOMMOCTb NPeAoCTaBNEHHbIX PECYPCOB W ONUun Yenyru.
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KoMnoHeHThI XapaKTepucTuku

B KayecTBe BbIMMCIIMTENBHOW NNAThOPMbl UCMOMbL3YIOTCA CEpBEPHbIE
CepsepHras nnarcopma peLueHns KoprnopaTvBHOMO YPOBHS, Oasupylolmecs Ha npoueccopax
aApXUTEKTYPbI X86/64.

Ons  opraHusauumM cepBuca NPefoOCTaBNEHUS BUPTYamnbHbIX [OUCKOB

NMPUMEHSIIOTCA  CUCTEMbI  XPaHEHUs [aHHbIX YpOBHA midrange ¢

pe3epBUMPOBaHMEM OCHOBHBLIX KOMMOHEHT, TakMx kak Oroku nutaHus,

KOHTPOMNEPHbIE MOAYMN.

Basupyetcss Ha o6opynoBaHWM BedyLMX MUPOBbIX MNPOM3BOAMTENEN,

KoTopoe obecneynBaeT:

— BbICOKWIA ypOBeHb KOHTponsi u GesonacHocTy Gnarogapsi NOTOKOBOM
TENEMETPUM U yNpexaalowemMy aHanudy Ha JIMHeRHON CKopocTu
nepegauv;

—  BbICOKYIO NPOU3BOAUTENBHOCTD NPUNOXEHWI Gnarogaps
WHTENneKkTyanbHbIM Bydepam 1 OTCYTCTBUIO NOTEPU NaKETOB;

— BbICOKYIO MPOM3BOAUTENBHOCTE W MacwTabupyemocTb Gnarogapsi

CeTb MyInbTUCKOPOCTHBIM noptam 1/10/25/50/100G.

CeTeBas nogcuctemMa peanusoBaHa C NpuMeHeHuem Tononorum Leaf -

Spine, koTopasi ob6ecneymBaeT creaytoLme npenmMyLLecTsa:

— NpenckalyeMoCTb 3afepXKek;

— BbICOKMIA ypoBeHb MacliTabupyemoctn 6e3 npepbiBaHus paGoTbl
cetu;

—  3aWwuTy OT NOSIBIIEHUs NeTenb;

— BbICOKWI YpOBEHb aBTOMAaTU3aLMM YNPABNEHUA U NOAAEPXKKU.

CXn

1.13. MNpepocraBneHve gocTyna Kk nporpammHoMy obecrneyeHuto.

1.14

1.15.

1.16.

1.13.1. Wcnonuutenb npepnaraet 3aka34dnky [OCTYN K MpoOrpamMHOMY OGecneyeHuio, nepeveHb KOTOporo
3aka3unmk MOXeT 3anpocuTb Yy OTBeTCTBeHHoro nuua McnonHutensa (pasgen 10 [orosopa), CTOMMOCTb
onpegensieTcss B COOTBETCTBylOLEeM OnaHke 3akasza Ha OCHOBaHUM TapudoB, YCTAHOBIMEHHLIX B
MpunoxeHunsax Ne 7.

1.13.2. B pamkax npegocTaBneHWss OocTyna K nporpammHoMy obecneyeHuio WcnonmHutenb npegoctaBnsier
[ocTyn K guctpubyTvBam NpoOAyKTOB WM MPELOCTABASiET NMUUEH3NIO ANA aKTUBALMM [AaHHbIX NPOOYKTOB.
TexHndeckasi nogaepkka no NPoAykTaM He BKIOYeHa B CTOMMOCTb ycryrvu v npuobpetaeTtcsa 3akasqnkom
CaMOoCTONATENBHO.

1.13.3. bBason gna npumeHeHuss Tapuda M pacyeTa eXeMecsaA4yHOro nnartexa 3a ucnonb3oBaHne CepBepHoOn
onepaLroHHON CUCTEMON ABMSIETCS HambornbLlee YMCNo OOHOBPEMEHHO paboTaBLUMX BUPTYarbHbIX MaLUWH
C JaHHOW onepaunMoHHOM CUCTEMON 3a pacyETHbIN NepUoa.

1.13.4. B cny4yae nHaekcauuu LeH Ha nULUEeH3uMM co CTOpoHbl npounssoauTens MO, VcnonHutene umeeT npaso Ha
uHaekcaumio Tapuda B OOHOCTOPOHHEM MOPSIAKE HA COOTBETCTBYHOLLYIO BEMUYMHY C YBEOOMIIEHMEM
3akasuynka B cpok He MmeHee yem 3a 30 (TpuauaTb) AHen Ao AaTbl uameHeHusa Tapuda. K ysegomneHuto
3akasumka WcnonHutenb npuknagbiBaeT CKaH-KOMWIO COOTBETCTBYIOLLENO NWCbMa-yBeOOMIIEHUS] OT
npoussogutenst MO. B cnyyae HeobxoanmocTu CTOPOHbI NoAnMCbIBaT [ONONHUTENBHOE cornalleHue o
BHECEHUN nameHeHunn B MNpunoxeHma Ne 7.

1.13.5. TMoapo6GHas MHdopMaums MO YCNOBUSIM U OrpaHUYEHUSIM UCMOMb30BaHNA NporpaMMHOro obecnedeHms
npveeaeHa B [NpunoxeHun Ne 8. k [lorosopy.

.MpepoctaBneHne poctyna K onuuu PacnpeneneHHblii MeXCeTeBOM 3KpaH. McnonHuTenb npenocTaBnsieT

3akas4mKy [OOCTyn K CETEBOMY CEPBWUCY BUPTYyanbHOrO LWM03a — pacnpeneneHHoOMY MeXCETEBOMY 3KpaHy
(Distributed firewall) ansi BUpTyanbHbIX CEPBEPOB U MPUINOXEHWIA, 3amnyckaeMblX Ha umanyeckom obopynoBaHMM
Wcnonnutens. [locTyn k cepBucy NpenocTaBnsieTcsl Ha OCHOBaHWMM nognucaHHoro brnavka 3akasa u onnadmeaetcs
3aka34ymMKoM OTAENMbHO.

MwveHoBaHue «OpraHmusaumii» 3akasumka. [Ins KoppekTHoN o6paboTkuM obGpalleHuii 3akasdvMka MMeHoBaHue
«OpraHusaumny» BbINONHAETCA onepatopamu  WcnonHuTens M MMeeT YHUUUMPOBaHHLIM dopmaTt Buaa
<HasBaHue «OpraHusauuny» 3akasdmka> - <[lopsgkosBbii HoMep «OpraHusaummn 3akasdnka»>. Mo cornacoBaHuo
c VicnonHuTenem BO3MOXHO M3MeHeHMe Ha3BaHus «OpraHu3aummny 3akasquka Yepes COOTBETCTBYHIOLLMIA 3anpoc B
cnyx06y nogaepxkun McnonHurens.

LUndpoBaHme BupTyanbHbIX MalMH. Ycnyra obecneyvBaeT BO3MOXHOCTb LUMDPOBAHMS KOHMUIypaLMOHHBIX
aiinoB gaHHbIX U anckoB BM, npenoctaBneHun goctyna k wabnoHam rocteBbix OC ¢ BO3MOXHOCTBIO XpaHEHUS
kntoven wndpposaHusa B VIPM. C nomoLubio KOHCONU ynpasBneHus 3aka3uuk MOXeT CaMOCTOATENbHO COo3AaBaTb
HoBble LMdpoBaHHble BM, nubo 3sawwudposbiBaTh cywecteytowme BM. CtoumocTtb Ycnyrn cdopmupyeTcs B
3aBMCUMOCTM OT MaKcumarnbHoro obbEéma AMCKOBOro MPOCTpPaHCTBa, BblAeneHHblx ans BM ¢ akTMBMpoBaHHOWM
onuuen «WudpposaHne BM» B TeueHne OTYETHOro mepuopa (kaneHgapHOro mecsua). Ycnyra noakrnovaercs
NnocpeacTBOM nognucaHus 3akasa.
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2.

2.1. Ycnyra BuptyansHein IO onncana B Tabnuue 7:

BA3OBAA ®YHKLMOHAJIbHOCTb U METPUKU YCITYTU

Tabn.7. NapameTpbl NpegocTaBnsaemMbix Ycnyr

CepBuc Tapuduumpyemble eauHULbI XapaKTepuCcTUKU U METPUKM HonycTtumble 3HaYeHus
BasoBasi yactoTa npoueccopa vCPU He menee 3,51y
Host CPU Ready time Menree 5%
BupTtyansHbliit npoueccop 3,5 M, (w.) PekomeHayemoe kon-Bo vCPU Ha BupTyanbHblii cepeep (wT.) | 1-12 wr.
Honyctumeln o6bem VRAM Ha BUpTyarnbHbI cepeep 1-384T16
Bbluvcnenuns A Snppod 0
Basosas yactorta npoueccopa vCPU He meHee 3,0 Iy
Host CPU Ready time MeHee 5%
BupTyaneHein npoueccop 3,0 IMu, (wT.) PekomeHnayemoe kon-Bo VCPU Ha BupTyanbHhbIn cepeep (LUT.) 1-24 wr.
Honyctumeln o6bem VRAM Ha BUpTyarnbHbI cepeep 1-768T16
RAM Swapped 0%

BupTyanbeHbin xecTtkmin anck Fast SSD, (I'b)

HDD IOPS. 3TanoHHble 3HaYeHns*

30000 IOPS/1 TB*®

CpepnHee Bpems goctyna k Fast SSD Storage Ha BupTyarnbHow

0Omc-5mc
MaluvHe
HonycTumblli 06beM OOHOrO BMPTYanbHOMO XXECTKOro AMcka
. 1-4096 b
SSD Ha BUpTYyasibHbI cepBep
Llar yBenuuyeHusi paamepa BUPTYanbHOro Aucka B 4OMYCTMMOM 176

gnanasoHe

XpaHVIJ'IVILI.l,e AaHHbIX

BupTtyanbHbii xecTkui guck SSD, (I'b)

HDD IOPS. 3tanoHHble 3HayeHns*

5000 IOPS/1 TE®

CpenHee Bpemsi goctyna k SSD Storage Ha BupTyanbHomn

Omc-5mc
MalUunHe
JonycTumbin 06bemM OLHOro BUPTYaribHOTO >XECTKOro AMcka
. 1-4096 'b
SSD Ha BUpTYarbHbIi CEPBED
LLar yBennyeHus pasmepa BMpPTyarnbHOro Ancka B AOMYCTUMOM 116

gunanasoHe

BupTtyanbHbii xecTkuii auck SATA, (I'b)

HDD IOPS. 3tanoHHble 3HayeHuns*

100 IOPS/1 TB®

CpenHee Bpemsi goctyna k SATA Storage Ha BMpTyanbHON
MallnHe

0 mc - 30 mc

4 MapameTpbl rapaHTUpytoTCs Npy paamepe 6rioka Ao 8 Kb, npounssosbHoe YTeHne/3anmes ¢ npodunem 70/30.

°17TB=1000 B

5 NMpoun3BoAMTENBHOCTL OAHOMO BUMPTYarbHOM AuUcka orpaHuyeHa 40000 IOPS
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Tabn.7. NapameTpbl NpegocTaBnsaemMbix Yenyr

CepBuc

Tapuduumpyemble eauHULbI

XapaKTepuCTUKu 1 METPUKU

Honyctumble 3HaYeHus

HonycTumbli o6bemM OAHOrO BUPTYamnbHOrO XECTKOro Aucka
SATA Ha BUpTYasbHbIN cepeep

1-4096 b

LWar yBennyeHua pasmMmepa BUpTyasribHOro gucka B 4onycTMom
gunanasoHe

176

CeTteBble cepBuChl

[ocTyn B UHTepHeT B o6LLeM kaHane

Monoca nponyckaHua

He Tapuduumpyetcs:
He 6onee 100 M6/c Ha BuptyanbHbii LIOO

CpenHsas ceTeBas 3ajepxka B npegenax ceTv nepedaqu

- 0 mc -5 mc
MponyckHasi  cnocoBHOCTb Ha  BUPTyanbHbIA | AaHHbIX Cloud.ru
cepsep MpoueHT NoTepsiHHbIX MakeToB B npedenax ceTu nepejayv 0% - 0.2 %
naHHbIx Cloud.ru o He o
CpenHsa ceTeBas 3ajepxka B npefgenax ceTu nepepayv
pen nep: pen pea 0 Mc - 5 Mc

BupTyanbHbIl w3 (wr.)

naHHbIx Cloud.ru

[MponyckHas cnocobHOCTbL

He Gonee 5 '6/c

Hoctyn k wabnoHy CepsepHasi onepauuoHHast
cuctema:

CepBepHas onepaunoHHas cuctema 2016
CepBepHas onepaunoHHas cuctema 2019

onepaunoHHas cuctema: Standard):
e [lea BupTyanbHbix/dusnyecknx sapa (wr.)/
KaneHaapHbIn Mecau®.

orepaumnoHHas cuctema: Datacenter,
onepaunoHHas cuctema: Standard).

CepBepHas

TosTeres 08 e BM pasmepom 4 un wmeHee VCPU: | LLWa6noHbl CepBepHoli onepaLoHHOM CUCTEMBI CepBepHasi onepaunoHHas cuctema 2022
BM (wT.)/ KaneHaapHblil Mec’. LLlabroHbl [JecKTonHOW onepaumMoHHON CUCTEMbI POCA «Xpom» 12 Paboyasi ctaHuus
e BM pasmepom bonee 4 vCPU: POCA «KOBAJIbT» 7.9 Cepeep
vCPU (wT.)/ kaneHgapHblii Mec®. POCA «Xpom» 12 Cepsep
CepsepHasa CYB[] 2017 Enterprise
CepsepHasa CYB[] 2019 Enterprise
[locTyn K wabnoHy MO Cepseprasi CYBA: CepBepHas onepaunoHHas cuctrema Datacenter 2016
Mo e BM pasMepom 1-12 VCPU: | Wa6noHs! MO CepsepHas CYBA CepBepHas onepaunoHHas cuctema Datacenter 2019
o s CepBepHas onepaunoHHas cuctema Datacenter 2022
BM (wT.)/ kaneHgapHbI Mec.
CepBepHas onepaunoHHas cuctema Standard 2016
CepBepHas onepaunoHHas cuctema Standard 2019
CepBepHasi onepaumoHHas cuctema Standard 2022
Ooctyn k ak3emnnspam MO (CepsepHass CYB[
Enterprise Core, CepsepHas CYB[l Standard | Oksemnnspel MO (SQL ServerCepsepHas CYB[ Enterprise | Nopaepxusaembie Bepcum 1O (CepsepHas CYB[]
Core, CepeepHasa CYB[] Web Edition, CepsepHas | Core, CepsepHas CYB[] SQL Server Standard Core, | Enterprise Core, CepsepHaa CYB[] Standard Core,
rno onepaunoHHas cuctema: Datacenter, CepsepHas | CepsepHasa CYB[ SQL Server Web Edition, Cepsepras | CepsepHas CYB[l Web Edition, CepsepHas onepaumoHHas

cuctema: Datacenter, CepBepHas onepauuoHHasi cuctema:
Standard).

7 MUHUManbHbIN nepuon TapVICbVIKaLI,I/IVI - KaJ'IEH,CI,aprIVI Mecsil. Havano ucnonb3oBaHus, HauYvMHas C I'IepBOIZ MWHYTbI, U NPOAOIDKEHNE NCTMONb30BaHUA yCJ'IyFVI B OT4éTHOM nepuoae npeanonaraet cnucaHme CToMuMoCcTun 3a NOMNHbIV
KaJ'IeH,ElaprIIZ Mecsiy. HenonHbin Kal'leH,ElaprlVl MecCAL NCNornb30BaHNA yCl'IyI'I/I, Ha4ynHasa C nepBon MWHYTbI, OKPYIMAETCA A0 NOSHOro KaneHgapHoro mecsua nonb3oBaHusA yCJ'IyFOﬁ.

8 Mpu ncnonb3sosaHuK 6onbluero konuyectsa VCPU B coctaBe ak3emnnisipa BM, NponopumoHanbHO YBENMUYMBAETCS KONMMYECTBO AOCTYMHBIX SIMLEH3UI Ans onnatsl (¢ warom 8 12 vCPU).
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3. TAPUOUKALINA YCITYTU

3.1. Ycnyra npegocTtaBnseT Ha BbIGop ABa Tvna Tapudmkaummn: JuHammnyeckas Tapudukaumna (Pay as you go, ganee —
PAYG) n Ctatnyeckas tapudukaumsa (Allocation).

3.2. OnHamuuyeckas Tapudumkauusa (Pay as you go).

3.2.1. QuHamunyeckas Tapudukauus npeanornaraer onnaty nyna pecypcoB, YKas3aHHbIX HWXe, no dakTy ux
notpebnenns 3akasynkom B TeyeHme OTYETHOrO nepuoga:

BuptyanbHbein npoueccop 3,0 Mu, PAYG;

BupTtyanbHas namate, PAYG?;

BupTyanbHbin xecTkmn guck SATA, PAYG;

BupTyanbHbivi xxecTkuin guck SSD, PAYG;

BupTyanbHbiv xxecTkun guck Fast SSD, PAYG.

3.2.2. IuHamnyeckas Tapudukaums OCyLLECTBNSETCA B MO4YACOBOM pexuMe (M3 pacdeTra CTOMMOCTU O4HOro Yaca),
HayMHasi C NepBOM MUHYTbI NOMb30BaHMA Ycryron. Bpems yuymTbiBaeTca C AMCKPETHOCTbLIO 4O Lienoro yaca,
TO €CTb HEenomnHbI Yac paboTbl BUPTyanbHOW MalLWHBI CYATAETCS Kak uenbin. Tapuduuupyetca cymma
COOTBETCTBYIOLUMX pecypcoB nAna Bcex BM. BwupTyanbHbii npoueccop v BupTyanbHas MamsATb
TapumumpyloTcss ¢ MOMeHTa ctapta BM u go mMomeHTa ee OCTaHOBKW. BupTyanbHbIA XecTkuiA Ouck
TapudumumpyeTcs ¢ MoMeHTa cosgaHus BM u po eé ypanenus. CHumkm (Snapshots), swap-cannsi,
wabnoHel BM un 1SO-06pasbl Tapuduumpytotca kak BupTyanbHbin sxectkui auck. Ons kaxgon BM
YUMTBIBAIOTCA MaKCUMarbHble 3HaYEHMS PECYPCOB 3a KaXAbIv Yac.

3.3. Crartuueckas Tapudumkaums (Allocation).

3.3.1. BennymHa exeMecsa4yHOro nnartexa 3a nonb3oBaHne YCnyron onpenensercs B COOTBETCTBMM C 3aKa3aHHbIM
06BLEMOM NEePEYNCEHHBIX HDKE PECYPCOB U OMNUMINA:

BupTyanbHbi npoueccop 3,0 Mwu;

BupTyanbHbivi npoueccop 3,5 Mu;

BupTyanbHas namsts'”;

BupTyanbHbIv xxecTkun guck SATA;

BupTyanbHbIv xxecTkun amuck SSD;

BupTyanbHbiv xecTkuin amck Fast SSD;

MpepnocTtaenenune nybnuyHoro IP agpeca;

BbigeneHHas BupTyanbHasa mawuvHa Dedicated Provider Gateway/TO0;

BbloeneHHbin pmaunyeckuin cepeep Dedicated Provider Gateway/TO;

Onuwnsa PacnpegeneHHbI MEXCETEBOWN 3KpaH;

Doctyn k wabnoHy CepeepHas ornepaumoHHas cuctema’;

Ooctyn Kk wabnoHy MO CepsepHas CYB[ 3,

Hoctyn k npounm akzemnnapam MO (nepeveHb goctynHoro MO npuseaeH B MNMpunoxerusax Ne 7);

BupTyanbHbiv xxecTkun amck SATA ans wudposaHHbix BM;

BupTyanbHbiv xxecTkuin guck SSD ans wndposaHHbix BM;

BupTyanbHbiv xxecTkuin amck Fast SSD ansa wndposaHHbIX BM.

3.3.2. Metognka pac4€ToB MOTPEONSEMbIX NPOLIECCOPHBLIX PECYPCOB M OMNEepaTMBHOW NaMsTU npegnonaraet
TapudrKaumio CyMMbl 3Ha4Y€HWN NpegoCTaBreHHbIX pecypcoB 3a OTYETHBLIM Mepuog B COOTBETCTBUM C
Tapudom. CueT BbICTaBNSETCA HA OCHOBE CYyMMbl 3HA4YEHUNA.

3.3.3. Metognka pacuyéta noTpebnaemMoro OMCKOBOrO MNPOCTPaHCTBA Mpeanornaraer onnaty 3a  Becb
npenocTaBreHHbIn 3akasvrky 06bEM pecypcoB ANCKOBOrO NPOCTPAHCTBA KaXaoro Tmna.

3.3.4. MeTtoamnka pacyéta no onumun «PacnpefeneHHbI MeXCeTeBON 3KpaH» npeanonaraet Tapudukaumnio CyMMbl
3Ha4yeHW onepaTMBHOW MNaMATW, MNpedocTaBneHHoW 3akasuuky B pamkax ero upTtyanbHoro LIOA B
OT4éTHBLIV Nepuop.

4. WHBbIE YCnoBus, NPUMEHUMBIE K YCITYTE

4.1. Bo3MOxHble BUAbI NOAKMYEHUS / UAMEHEHMS / OTKIMOYEHMSA YCnyr:
4.1.1. NocpegcTteom noanucaHusa 3akasa (c y4éTom n. 4.6. HacTosAwero MNpunoxeHus);
4.1.2. NocpencTBoM COBepLUEHNS AeCTBUI B JInyHOM KabuHeTe.

4.2. Bo3MOXHbIV NOpsiAOK pacyéToB Mo Ycrnyre:
4.2.1. MNocronnara.

4.3. Bo3moxHble cnocobbl onnarel / NOpsAok nononHeHus banaHca:
4.3.1. Onnara B 6e3HannyHOM nopsake Ha OCHOBaHWMW BbICTaBneHHOro MicnonHutenem cyéta.

4.4. 3akas4yMKk CaMOCTOSITENMbHO HECET OTBETCTBEHHOCTb 3a paboToCcnoCOGHOCTL MNporpamMHOro obecneyeHus,
yCcTaHaBnmBaemMoro Ha BM.

9 O6bem BuptyanbHon namati (VRAM) gomkeH 6biTe 4OMOMHUTENBHO YUTEH Npu 3aKase BupTyanbHOro AMCKOBOrO MPOCTPaHCTBA ANA XpaHeHUs swap-gannos
BMPTYyarbHbIX CEPBEPOB B COOTBETCTBUM C NapamMeTpamu, ykazaHHbIMU B pa3gerne « Tun pecypca: BupTyarbHas onepatusHasi namsite (VRAM)» Tabnuubl 4.
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4.5. Bo usbexaHue perpagauumv nNpou3BOAMTENBLHOCTM, MEPeyTUNU3auMn pecypCcoB XpaHEHWUs! U MOBbILEHWUS pucka
HapyLleHns LenocTHOCTM [Aucka Npu KoHconupauuu, McnonHuTenb ocTaBnsieT 3a cobOM npaBo NPOBOAUTH
PernameHTHble paboTbl MO yganeHnio co3gaHHbix 3akasunkom Snapshot crapwe 7 (Cemwn) gHen. [Mepep
yaaneHnem Snapshot VicnonHutenb o06sa3yetca yBegoMuTb 3akasymka MO 3MEKTPOHHOMW MNoyTe, yKasaHHOW B
HoroBope, 3a 5 (MaTb) AHen oo yaaneHus un 3a 1 (OguH) AeHb 40 yoaneHus.

4.6. CTOpOHbI yCTAaHOBWUNM crneayoLwmn nopsagok 3akasa Yenyru no Hactosiwemy MNpunoxeHuio:

4.6.1. 3aka3 Ha nopgkniodeHne Ycnyrn AormkeH ObiTb HanpaeneH WcnonHutento He no3gHee, Yem 3a 3 (Tpw)
pabounx oHS 4O AaThl HAYana okasaHus Ycnyru;

4.6.2. B Teyenve 1 (OpgHoro) pabodero gHa MicnonHuTenb unu ero ynonHOMOYEHHbIN npeacTaBuTenb 06s3yeTcs
paccMoTpeTb 3aka3 Ha Ycnyry u HanpaeuTb NuLy, HanpaBuBlieMy 3akas, OTBET (MOAMMCaHHbIA CO CBOEN
CTOPOHbI 3aKka3 nnm oTkas B NpegocTaBneHun Yenyrm ¢ o60CHOBaHMEM MPUYUHLI);

4.6.3. B cnyyae cornacosaHuss CtopoHamu 3akasa Ycnyra npenocTaBnsieTcsl B AaTy Havana okasaHus Ycnyru,
3adpmkcmpoBaHHyto B 3akase, ¢ 10:00 no MOCKOBCKOMY BPEMEHU.

4.7. 3aKka34uK CaMOCTOSATENbHO HECET OTBETCTBEHHOCTb 3a COXPAHHOCTb AaHHbIX Y MPUHUMAET CaMOCTOATENBHO MepbI
Nno WX COXpaHeHu npu oTkase oT Ycnyru. MNpu oTtka3e oT Yenyrm WcnomHutenb BnpaBe yaanuTb AaHHbIe
3akasumka no ncrevennn 5 (Matm) paboumx AHen nocne oTkasa ot Ycnyru.
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