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COITTALLEHWME OB YPOBHE MNMPEOOCTABJTEHNE YCIYT
BALLUNTA OT DDOS-ATAK (STORMWALL)», «3ALLUTA BEB-MPUTOXXEHNIA
(STORMWALL)»

1. NPEAMET COMALLEHUA

Hacroswee CornaweHue 06 ypoBHe npegocTaBieHun yeayr (aanee — CornalieHune) apnseTca AOKYMEHTOM, GUKCUPYIOLLMM
[JocTynHocTb Yenyru, a TakKe LieneBble KONIMYECTBEHHbIE U KaueCTBEHHbIE XapaKTepUCTUKU NpeaocTaBneHns Yeayr.

Ycnyrn npepoctaBnatoTca 3akasumky McnonHutenem cosmectHo ¢ naptHepom OO0 «CTOPM JIABC» (6peHg StormWall,
danee — MNapTHep). 3aKa3umK yBeAOMJIEH U CONIACEH C TEM, YTO B pamKax npesocTtasneHus Yenyr Tpaduk byaet npoxoamnTts B
TOM uYncne 1 Yepes cetb MapTHepa.

McnonHutensb rapaHTunpyet pa60Ty CEeTU B paMKax CBOEM 30Hbl OTBETCTBEHHOCTU U HE HECET OTBETCTBEHHOCTb 32 BO3MOXKHble
Henonagku B CeTAX 3a npeaesiaMmn 30Hbl OTBETCTBEHHOCTU McnonHutens.

2. TEXHUYECKAA NOAAEPXKA YC/IYTU U NMPOLIEAYPA B3AMMOZAENCTBUA CTOPOH
Mpy BO3HUKHOBEHWM Y 3aKa34MKa TEXHUYECKOMN UK MHOM Npobaembl Npu noTpebneHun Yenyru, nposeseHun McnonHutenem

PernameHTHbIX nau ABapMVIHO-BOCCTaHOBMTeﬂbeIX pa60T, npeacrasuTeslb 3aKa3umka u UcnonHutens B3aMMOAeﬁCTByDT B
COOTBETCTBMU C yChoBUAMU O6u.|,ero cornawieHms o6 YPOBHE NpenocrtaBneHnA yC/'IyF.

Mpu obHapykeHUW aTakn UcnonHutenb obecneumBaeT BNOKMpPOBaHME aTaku M yBedoMAAeT 3aKasumKa 06 obHapyxeHun
aTaKu, NOCPeACTBOM 3/IeKTPOHHOM NOYTbI U YBEAOM/IEHUA B IMYHOM KabuHeTe.

|_|pVI OKOHYaHWK aTakm McnoNHUTENb BKAOYAET LUTATHBbIN pexnm pa60TbI CUCTEMbI 3alLUUTbl U yBEOOMANAET 3aKa3unka 06
OKOHYaHWUM aTaKn NocpeacTsom 3/'IeKTp0HH0171 noYTbl U yBEAOM/IEHUNA B TMHHOM KabuHeTe.

Mpu M3MeHeHUW pexrMma paboTbl cuUcTembl 3aLMTbl (Hanpumep, Npu OBHapyKEHWU NOAO03PUTENbHOW aAKTUBHOCTH)
WcnonHutens yBegomnseT 3akasumka nocpeacTBOM 3/1€KTPOHHOM NOYTbI.

Mpu HeobxoaMMoCTM NpoBeaeHUA NPOPUNAKTUYECKUX PaboT UcnonHUTeNb yBeAOMAAET 3aKa3umMKa He MeHee YeM 3a CYTKU
00 BpemeHU paboT. B MOMEHT BbINOAHEHWA paboT He AO/KHbI 6biTb HapyLleHbl TpeboBaHUA K KayecTBy NpeaocTaBneHun
Yenyr.

|_|pVI O6Hapy)KeHMVI BANAHUA YCﬂyFVI Ha AOCTYNHOCTb CepBUCOB 3aKka3unKka obecneymBaeTcd BO3MOMKHOCTb 6b|CTp0I’O
OTKNKOYEHUA 3allnuTbl AnAa pa36opa CUTYyaUuUn, a TaKXkKe 6bICTp0FO BK/IOYEHMA 3alUUTbl 3aKa3uMKOM CaMOCTOATE/IbHO
nocpeacTsomM naHenun ynpasaeHnUA B IM4YHOM KabuHeTe yCﬂyFM.

PexXMm TexHMYecKor noanepyKKu, ycTaHoBAeHHbIN Tabauuel 2 Obwero cornaweHus ob ypoBHe npeaocTasneHua Yonyr,
cocTasnseT 24x7 B oTHoLWeHWM Ntoboro Tuna NHumaeHTa no Ycnyre.

3. LLENEBBIE 3HAYEHWA NOKA3ATENIEN TEXHUYECKOM NOALEPHKKU

CornacHo n. 5.1. Obuwero cornaweHnsa 06 ypoBHe NpeaocTaBiAeHUA YCAYr YCTaHaBAMBAOTCA 0Cobble Lenesble 3Ha4YeHus
roKasaTesnei TexHUYecKon noaaep:ku gna Yenyr (Tabavua 1):

Tabn. 1. Lienesble 3Ha4YeHUA NOKa3aTeseil TEXHUHECKOM NOALEPHKKM

HaumeHoBaHue TapudHOro nnaHa

3awmTa caiita ot DDoS —
Tapuobl Enterprise ONE,
Enterprise 100, Private ONE,

3awuTa caita ot DDoS —

3awyTa ceT — Tapudbl Tapudbl Business ONE,

MapameTpbl ycTaHaBAMBaeMbIX LieNeBbIX Standard Business 100 Private 100
SHaueHuW 3awmTa cetvt — Tapud Business 3awura cetn — Tapud
3almTa cepBmcoB — Enterprise, Private
Tapuo Standard

3awura cepsucos — Tapud

e 3alluTa cepBmcoB — Tapud

Enterprise, Private

Bpema peakuuun 1-1 AMHUKM NOAAEPNHKKM,
npeaocrasnaemom 15 muH 15 muH 15 muH
NcnonHutenem, He 6onee
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Bpemsa peakuuu 2-i, 3-1 AIMHUK NOAAEPHKKH,

npeaocrasnaemom 60 muH 30 muH 15 muH
MapTHepom, He 6onee
3.2 C yyeTom nonoxkeHui n. 1.2. MpunoxkeHus 1.CRS.3. uenesble 3HaYeHUA NoKasaTenel TeXHNYECKoM NoaAep KM B OTHOLIEHUN
Yenyru «3awmTa Beb-npunoxenuii (StormWall)» otaenbHo He ycTaHaBaMBatoTCA.
4. NPOBELEHUE PEMNTAMEHTbIX U ABAPUMHO-BOCCTAHOBUTE/IbHbIX PABOT
4.1. Ycnosus npoBeaeHUn PernameHTHbIX U ABapUIMHO-BOCCTAaHOBUTE/IbHBIX PaboT B OTHOLWEHMK Ycnyr npuseaeHbl B Tabauue 2:

Tabn. 2. Ycnosua nposeaeHusa PernameHTHbIX M ABapuitHO-BOCCTaHOBUTENbHbIX paboT

MpoAoMKUTENBHOCTL U UHTEPBANbI MEXAY
nepepbiBamu

HaumeHoBaHue pabot YBeaomneHue 3aKasumka

Bpemsa nposeaeHns PernameHTHbix / ABapuiHO- | He meHee uem 3a 2 (gBa) paBoumx AHA A0 Hauana

PernameHTHble paboTbl

BOCCTaHOBUTE/IbHbIX pabot He YXyAWwaeT | nepepbisa

YCTaHOB/IEHHbIE ana TapudHoro nnaHa
ABapHiito- nokasatenenM rapaHTMposaHHon JocTtynHocTun

3alLMLaemoro pecypca
BOCCTaHOBUTENbHbIE 3aKa3umka, npuBeaeHHble B Tabuue 3 He meHee yem 3a 2 (aBa) yaca Ao Hayana nepepbisa
paboTbl

5. NMAPAMETPbI IOCTYNHOCTW, PEANIU3YEMBIE YCTYTOWN
5.1. Lienesble (rapaHTMpoBaHHble) 3Ha4YeHUA [LoCTyNHOCTM 3aLWML,aeMoro cepauca 3akasumka, npmeegeHbl B Tabauue 3:

Tabn. 3. NMokasatenu JOCTyNHOCTU 3aLLMLLLAEMOrO pecypca 3aKasumka

HaumeHoBaHue TapudpHOro niaHa

3awuTa caiTa ot DDoS —
Tapuobl Business ONE,
Business 100

3awmTa caiita ot DDoS —
Tapudbl Enterprise ONE,
Enterprise 100

3awuTa caiita ot DDoS —
Tapudbl — Private ONE,
Private 100

Mokasarenb [locTynHOCTH
3awmuLaemoro cepsmca 3awmTa cetm — Tapudbl

3awmTa cetn — Tapuod Business 3awmTa cetm — Tapud

3aKasumka standard
Enterprise, Private
3almTa cepBmcoB — Tapu
3awwmTa cepsucos — Tapud L p : pud e ceponcon —amm
Standard Business uy P p
Enterprise, Private
lapaHTMpOBaHHas  AOCTYNHOCTb

3alMLLIAEeMOro cepBuca 3akasuumka
npu YCNOBUM OTCYTCTBMA MNPUUUH
HepgocTynHocTn Yenyrn  24x7x365
(24 vaca B cyTkM, 7 AHEW B Hegento,
365 gHeli B rogy)

He meHee 99,2% He meHee 99,5% He meHee 99,9%

5.2. C yyeTom nonoxkeHuii n. 1.2. MpunoxkeHums Ne 1.CRS.3., uenesble (rapaHTMPOBaHHbIe) 3Ha4YeHMA [OCTYNHOCTM 3aLLMULLLAEMOTO
cepBuMca 3aKasumKa B OTHOLEHMM Yeayrn «3awmTa Beb-npunoxeHunin (StormwWall)» otaenbHo He ycTaHaBAMBAOTCA.

5.3. [JocTynHocTb 3aLimMLaemMoro ceperca 3akasuumka, peanmsyemble YCNyroi, onpesenserca ciefyowmm ob6pas3om: BbluMTan us
oblero BpemeHn B OTYETHOM Nepuoge (KaneHZapHOM MecsAle) COBOKYNHOCTM BpemeHW HeaocTynHOCTM 3aliuiliaemoro
cepBu1ca 3aKa3unKa, AeneHHoe Ha obLuee BpemMs B TEKYLLEM KaleHAapHOM mecALe.

5.4. Bpemsa HefloCTYNMHOCTU 3aLLMLLAEMOro CepBMca 3aKa3umKa HauYMHAET Teub C MOMEHTa NnoAauu 3akasuvkom ObpalleHus Ha
yCTpaHeHWe HeWCrnpaBHOCTU. 3aKa3uuK O0/KEH COOBWMTb O NpeKkpaleHun JOoCTynHOCTM 3aluMLIaemMoro cepsuca yepes
JINYHBIN KabuHeT nopTana https://stormwall.pro/my/. Bpema HefocTynHOCTM 3alMLLIaeMOro cepsBmnca 3aKkasumKa UCTeKaeT B
MOMEHT yCTpaHeHMUA HeMCnpPaBHOCTY.

5.5. MNocne YCTPaHeHNA HEeUCNPaBHOCTU NoAaHHOe O6pau.|,eHme MOXeT BpeMEHHO O0CTaBaTbCA OTKPbITbIM ONA ,u,aaneVlLuero
BbIACHEHUA CNyYUBLLETOCA, N 3aKPbITa 3aKa34ymMKom nocne BbINONHEHUA BCEX OTHOCALLMXCA K TOMY aAMUHUCTPATUBHDbIX pa60T.

5.6. ObLuee Bpema HegocTynHOCTM 3aLLMLLAEMOTO CEPBMCA 3aKa3umKa Mo NPMUYMHe paga Nepruoanyeckn Bo3HUKaoLWwmx cboes ¢
OAMHAKOBbIMM MPUYMHHO-CIEACTBEHHbIMM CBA3AMMU B OTHOLUEHWM OZHOrO M TOTO e 3aLMLIAEMOro cepBuca 3aKasuuka,
ABNAETCA COBOKYMHOCTbIO BpemeHn HefocTynHOCTM YCnyru B COOTBETCTBUM C 3aABKOW Ha YCTpaHeHWe HEUCNPABHOCTU U He
BK/toYaeT B ceba Bpems [oCTynHOCTM YCAYrn MexKay Nepuognyeckn BO3HUKaLWMMK cboamu.

6. KOMNEHCAUNA 3A HAPYLWEHUE COIMALLEHUA

6.1. Ecnv JocTynHOCTb 3alUMLLIAaEMOro cepBMca 3aKasumKa 3a OAMH KaneHaapHbI mecsl, He cooTeeTcTayeT Nn. 5.1. Cornawwenus,
McnonHuTtenb ocyLlecTBAAeT KOMMNEHCALMIO B C/iedytolem nopaake:
Tabn. 4. KomneHcauuu 3a HapyLLeHWe LeneBbix NokasaTenen [loctynHoct Yenyru
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6.2.

6.3.

6.4.

6.5.

6.6.

6.7.

7.1.

7.2.

FapaHTUpoBaHHaA
JAocTynHoCTb Bpemsa HegocTynHOCTH
HaumeHoBaHue TapuHoro nnaHa 3awuuLaemoro 3awuuLaemoro cepsmuca Pa3mep KomneHcauuum, B %
cepsuca 3aKasuumKa B 3aka3uuka
mecsay,
3awmTa caita ot DDoS — Tapuodsbl
Business ONE, Business 100
3awmTa cetm — Tapuodsl Standard
He meHee 99,2% Bonee 5 uacos 50 mMuHyT
3awwmTa cepsucos — Tapud Standard
3awuTa caiita ot DDoS — Tapudbl 0,05% mecA4YHOMN cTOMMOCTH
Enterprise ONE, Enterprise 100 Yenyru (tapuda) 3a kaxayto
MWHYTY NPOCTOA CBEPX
3awuTa cetm — Tapud Business He meHee 99,5% bonee 3 yaca 39 muHyT YKa3aHHOro BpeMeHMU, HO He
60oblue cToumocTv Yeayrv 3a
OAMH pacyeTHbI nepuos,
3awmTa cepsucos — Tapud Business (mecawy)
3awmTa caita ot DDoS — Tapudbl —
Private ONE, Private 100
3awmTa cetn — Tapuod Enterprise,
X He meHee 99,9% bonee 44 muHyT
Private
3awmTa cepsucos — Tapud Enterprise,
Private

B noacyete BpemeHU HeAOCTYNHOCTM HE YYUTLIBAIOTCA MHTEPBAJbl HEAOCTYNHOCTM, CBA3AHHbIE C:

*  cbosmM y UHTEpHET-NPOBaliAepoB B LENOYKE MEXAYy KOHEYHbIM KJAMEHTOM W ceTbio McnonHuTens, a Takke ceTbio
UcnonHutena n cetblo 3aKasuunka;

*  aBTOMAaTUYECKMM OBHapyKeHMem HencnpaBHOCTM No npoTokony BGP (BGP dead timer);

*  nepecTpoeHnem MapLIpyToB No npoTokony BGP B 06xopn cb6oiHOro coeguHeHus;

* npoueccom pearmpoaHua DDoS-ceHcopa Ha BO3HUKLWYO DDoS-aTaky;

*  pUCKaMu, CBA3AHHbIMM C MPUHYANUTEbHBIM OTK/OYEHNEM 3aLLMTbI 3aKa3YMKOM MK NO COMIACOBAHMIO C 3aKa3unKoM.

KomneHcauums BbipajKaeTca B NPeaoCcTaBNeHUM 3aKa3umKy COOTBETCTBYIOLLEro KONMYecTBa AHel ~ 6ecnnaTHOro okasaHus
Yenyru, BnaoTb Ao 1 (ogHOro) KaneHAapHoro mecaua. Pasmep KomneHcauuy onpeaensertca UCXoAA U3 CyMMbl naaTexa 3a
Yenyry 3a 1 (oguH) KaneHAapHbIA MecAL, M YCTAaHOBNEHHOrO MPOLEHTa KomneHcauuu. MonydeHHas cymma nepeBoauTcs
McnonHutenem 13 NpoLeHTOB B KOIMYECTBO AHel 6ecnnaTHOro okasaHua Ycnyru.

KomneHcauma 3a HegoCTynHOCTb 3alyMLLIaeMOro cepemca 3akasumnka no BMHe MCnonHUTENs BbipaXKaeTca UCKAUYUTENbHO B
npefocTaBieHMn 6ecnnaTHbIX gHel okasaHua ycayr. MaKkcumanbHbl pasmep KomneHcaumu — 1 (o4MH) KaneHgapHbIv
mecsAL, 6ecnnaTHOro okasaHma Ycayrn. KomneHcaums He MOXKET BblpaKaTbCA B BbiNiaTe AeHEXHbIX CPeACTB UM 3aUNCAATLCA
Ha cYeT 3aKasuuKa.

[Ona nonyyeHWa KomneHcauMu 3akasyuK Moc/ie OKOHYaHMA MecAla, B KOTopom Ycayra Bbina HegoCTyrnHa, Hanpasaser
UcnonHuTento 3asBreHWe Ha NpeaocTaBNeHUEe KOMNeHcauuu. 3asBneHue 3anonHAeTcA 3aKasuMKoM Ha oduumanbHOM
6naHKe 3aKasuMKa WM MNOAMMUCHIBAETCA YMNOJHOMOYEHHbIM /MUOM 3aKasuuMKa, C 06A3aTeflbHbIM YKasaHMeM Homepa
ObpaleHnsa, B KoTopom cooblanocb o HegocTynHocTn Yeayru, BpemeHn HefoCTYNHOCTM YCnyrM U AaTbl HEAOCTYMHOCTU
Yenyru.

Ha ocHoBaHWM 3asBneHMs 3aKa3uMKka O MNpPeaoCTaBleHWMM KomneHcauuu, Mcnonuutens B Teyenue 30 (Tpuauatu)
KasieH4apHbIX AHEeW AenaeT pacyeT KOMMeHcauun, a UMEHHO PacCcYMTbIBAET KOIMYECTBO AHel becnaaTHOro okasaHms Yeayru,
WM NPUHUMAET pelueHne 06 OTKase B NPeLoCTaBNeHUM KOMMNEHcauun, ecam HepaboTocnocobHOCTb Yeayr HacTynuaa no
MpUUYKHe, He 3aBucALLei oT McnonHuTens, uan 6biia 3anaaHMposaHa McnonHutenem, o 4em 3akasumK 6bla yBeaoMANEH.

MNocne NPUHATUA pelleHnAa O NnpeaocCTaBieHNM KoMneHcaunun nam 06 oTKase, UcnonHuTens yseaomnaert 06 3TOM 3aKasumKa
B COOTBETCTBMU C yCAOBUAMU O6u.|,ero cornaweHus o6 ypoBHE NpeaocTtaBaeHnA YCﬂyI'.

7. OTYETHOCTb U OTPAHNYEHUA

Moakntouas Yenyry, 3aKasumk nonyyaet AOCTYyN B AMYHLIA KabuHeT nopTana https://stormwall.pro/my/, 8 KoTopom emy
[JOCTYMNHbI NOAPO6HaNA CTaTUCTUKA NO TPadUKy U exemecauHble oT4eTbl 06 MHUMAeHTax B dopmate PDF.

TexHu4yecKkmne acnekTbl paboTbl cuctembl GuAbTPaLMK TpaduKa, 32 HecobntoaeHMe KOTOpbIX MicnosHUTeNb He OTBEYaeT, U Npu

Hecob/loAeHUM KOTopbIX UCNONHUTENb HE MOMET rapaHTMpoBaTb obecnevyeHne 3aABAEHHOrO YPOBHA KayecTBa ycayr no

dunbTpaumm TpaduKa:

* anAa ueneit dbunbTpaumm TpaduKa NnpeanonaraeTca, YTo AaHHble U3 ceT MHTepHET nepeaatoTca He HeNnocpPeaCcTBEHHO Ha
IP-agpec cepBepa MAM BUPTyanbHOW MalMHbl 3aKasuMKa, a Ha agpec, umerowmin FQDN cepsepa AW BUPTYasibHOM
MaLLWHbI 3aKa3unKa;
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* B C/lyyae, €C/IM CepBep WAKM BUPTyanbHas MaliMHA 3aKasuuKa, ana obecneveHus ctabunbHoCTM U BecnepeboiHOCTU
paboTbl KOTOPOro NOAK/OYEHbl YCayrM no ¢unbTpaumm Tpaduka, dbyaet cnocobeH NPUHUMATL BXOAALLMIA TPadUK OT
Nobbix cepBepoB B ceTn MHTepHeT, McnonHuTeNb He MOXKET rapaHTUPOBAaTb OKasaHue ycayru no Gpuabtpauum Tpaduka B
3anpawuBaeMom obbeme [0 MOMeHTa nonHoro obHoBneHnus DNS-3anuceit 06 afpecax cepBepoB 3aLLMLIAEMbIX
[OMeHOB Bo Bcell ceT MHTepHeT;

*  [ANA UCKIIOYEHWUA cUTyauum obpaboTku cepBepoM 3aKasuMKa BPefOHOCHOro BxoAsllero Tpaduka Ha cepsepe uau B
TeHaHTe 3aKasuuMKa Ao/mKeH ObiTb BKAOYEH WAM pa3BepHYT mexceTeBoi akpaH (firewall), 6nokupyowmin noboit
BXOAALLMIA TpadUK, Kpome BXoAsALLero TpaduKa ¢ KOHKpeTHoro cepsepa McnonHutens;t

*  ON1A CHWXEHUs KOAMYecTBa BpeAoHOCHOro Tpaduka, 610KMpyemoro mexkceteBblMm 3KpaHom (firewall) 3akasumka, a
COOTBETCTBEHHO, AO/11 CHUMKEHWA HarpyskuM Ha CcepBep WAM BUPTya/bHYIO MallMHy3aKas3uuKa, 3akasuuk o6na3aH
NpeanpuHATL Mepbl MO COKPLITUIO (HepasrnalweHuto) dakTuyeckux IP agpecos cepBepoB W BUPTYasbHbIX MalUWH, AN
KOTOpPbIX OCYLLEeCTBAAETCA GUNLTPaLLMA TpaduKa.

1 B cnyyae 3aLumThbl BUPTYasibHOM MaLLMHbI, pa3MeLL,aeMoit B TeHaHTe 3aKka3umnka Ha 6a3e MHOPacTpyKTypbl, B KAUEeCTBE COOTBETCTBYHOLLErO MexXceTeBoro akpaHa (firewall) moxer
6bITb MCMONb30BAH U COOTBETCTBYIOLLMM 06pa3om HacTpoeH Edge Gateway.
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