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NPUNOXKEHUE Ne 2.0.
K [lorosopy

OBLLEEE COITTALLEHWE OB YPOBHE MNPEOOCTABJIEHNA YCIYT

1. NPEAMET COMALUEHUA

Hacrosuiee CornalueHve 06 ypoBHe npegocTasneHus yenyr (aanee — CornaleHue) yctaHas/IMBaeT:
. LieneBble 3HaYeHWs NoKasaTenei Ycnyr;
. obLume ycnoBua 1 NOPAAOK B3aMMoZencTBuA cyK6 3akasumKka U MCnonHWTeNn B pamMKax TEXHUYECKON NoaaepKu

Ycnyr no [lorosopy;

. nopAaoK KOMMYHWKauum CTOPOH Mo pasHbim KaTeropuam ObpalueHuis;
. OTBETCTBEHHOCTb CTOPOH 3a HecobtoaeHue ycnosuit CornalueHums.

Ycnyra cuuMTaeTca COOTBETCTBYIOLWEN rapaHTMPOBaHHOMY YPOBHIO KauyecTBa, eciv GpaKTUYecKkue 3HadeHus eé mapameTpos
YKNaAblBalOTCA B AMana3oHbl LeseBbiX 3HaYeHWi, ycTaHoBAeHHble B CornaweHnn u (uau) ycnosumax SLA Yeayr.

Ecnn B SLA Ycnyr npeycCMOTpeHbl UHble YCI0BUA MO CPaBHEHMIO € ycnoBuamm CornaweHuns, To AencTeytoT ycnosua SLA Yenyr.

AsapuliHo-
soccmaHosumesbHole
pabomei

(ABP)

BeHdop

Bpems docmynHocmu Ycnye

(B4)

Bpemsa HedocmynHocmu
Yenye (BH)

Bpems nposedeHus
PeznameHmHbIx pabom
(BI1PP)

Bpemsa peakyuu

Bpems peweHusa

Aezpadayua

JocmynHocme Ycnye

3anpoc Ha usmeHeHue
(3HM)

3anpoc Ha obcayrusaHue
(3HO)
UHuyuamop Ob6paweHus

UHYuoeHm

HedocmynHocme Ycnye

ObpaweHue

Mpuopumem O6paweHusa

PeznameHmHble pabomei

2. TEPMWHbI N ONPEQENEHNA

KOMM/IEKC MeponpuaTuit (paboT), KoTopble MPOBOAATCA B OMNEPAaTUBHOM peXume aaa
yCTpaHeHus wan npeaoTepalieHus NHumaeHTa.

NOCTaBLUMK, KOTOPbIM NPOAAET U NPOABUraeT TOBapbl U YCAYrM NoA COBCTBEHHbIM BpeHAOM
WUIN TOProBO MApPKOM.

COrNacoBaHHbIM Mepuos, B TeyeHue KOTOPoro ¢yHKUMOHaANbHOCTL YCAyr AoCTynHa Aana
MCNoNb30BaHMA 3aKkasumkom. Mamepserca B yacax/muHyTax 3a OTYETHbIN Nepuog C y4eTom
yCTaHOBAEHHOrO Pexnma npefocrasieHus.

COBOKYMHbIW Nepuos, B Te4eHUe KOTOPOro GpyHKLMOHANbHOCTb Ycayr bblia HeAoCTynHa Ana
MCNoNb30BaHMA 3aKkasumkom. Mamepserca B yacax/muHyTax 3a OTYETHbIN Nepuog C y4eTom
yCTaHOBAEHHOrO Pexxnma npefocrasieHus.

COrNacoBaHHbIA Nepuos, B TeyeHWe KOTOporo McnonHuTenb MpoBOAMT MiaHoBble
meponpuatua no obecneyeHunto pabotocnocobHocTn Yenyr. HegoctynHocts anbo Jerpagaumn
BO Bpems PernameHTHbIX paboT yunTbIBAKOTCA NpW noacyete BpemeHn HeoCTynHOCTM Yeayr.

nepuoj, B TeyeHue kotoporo UcnonHutenb peructpmpyetr B CPO n HanpasnseT 3aKasuuKky
perucTpaumoHHble AaHHble OBpalleHns.

MHTEpBas C MOMeHTa peructpaumm O6palieHuns A0 MOMeHTa GaKTUYecKoro 3aseplueHus
pabor.

CHUMEHME KauyecTBa MpefocTaBieHus YCAyr, He NpuBOAALLEE K HEAOCTYNMHOCTU OCHOBHOM
byHKLUMOHanbHOCTH Yenyr.

CNocobHOCTb YCAyr BbINOMHATb COrNAcoBaHHYO QGYHKUMIO, Koraa 310 Heobxoaumo. Ycayru
CYMTAIOTCA AOCTYMNHBIMW, ECIU UX OCHOBHblE PYHKLIMOHANbHbBIE BOSMOXHOCTU COOTBETCTBYIOT
COr/IaCOBaHHbIM NapameTpam.

KaTeropua Ob6paweHuit, ¢ukcupylowana noTpebHocTb 3akasuMka B  gobasneHun,
MOAMPUKALUM WU YAANEHUN Yero-NnB0, YTO MOXKET NOB/IMATL Ha KauyecTso Ycyr.

KaTeropua O6paweHunit, duKkcupyowasa nNoTpebHOCTb 3aKasumMka B BbINOAHEHUU
UcnonHutenem onpegeneHHbix paboT B CBOEM 30HE OTBETCTBEHHOCTWM, HE CBA3AHHbLIX C
UHumpgeHtom unm 3HU.

3aKasuMK MAM YNOJIHOMOYEHHbIN MpeAcTaBuUTeNb 3aKas3uuka, nMo MHGOPMALMM KOTOPOro
peructpupyetca O6paleHue.

HesansaH1poBaHHOe CobbITUE, KOTOPOE MPUBENO UM MOKET NPUBECTU K HELOCTYMHOCTU UK
CHUMKEHMIO KauecTBa npesocTasneHus Yeyr.

3aDMKCMPOBAHHbIN  PaKT  HEBO3MOMHOCTM  UCMOJIb30BAHWA  3aKa3uMKOM  OCHOBHOWM
byHKUMOHanbHOCTU Yenyrn. OcobEeHHOCTU HEAOCTYMHOCTU KaXA0M KOHKPETHOW Ycnyru, ecam
OHW MMEIOTCA, ONPEAENAIOTCA B COOTBETCTBYIOLLEM NPUNOKEHUN K [oroBopy.

nHbopMaLma, HaNnPaBAEHHAA YCTAHOBAEHHbIM CNOCO60M 3aKa34yMKOM WU YNIOTHOMOYEHHbIM
npeacrasmTenem 3akasumka u 3apernctpuposaHHas 8 CPO.

aTpubyT, onpeaenAllWmMii O4epesHOCTb W LeseBble MoKasaTesiM BpemeHu 06paboTku
O6palyeHms.

KOMMNIEKC NIaHOBO-NPOPUNAKTUYECKUX paboT, KoTopble nposoauT MWcnonHutens B
COrnacoBaHHbIM nepuog BpemeHn ans obecneveHus 6ecnepeboMHOro GyHKLMOHUPOBAHUA
Yenyr.
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Pexcum mexHu4yeckol - COrNacoBaHHbIN pacnopsasok 06paboTkm ObpaLLeHnit.
noddepxcku (PI)

Cucmema Peaucmpayuu - MHbOPMaLMOHHaA cuctema McnonHuTens, npegHasHadeHHas ana perncTpaumm n o6paboTkm
Ob6paweHuli (CPO) O6palyeHuit.

3. PEXMUM NPEAOCTABJ/IEHMA N AOCTYNHOCTb YCAYT

Ycnyrv npegocTtaBaaioTcea B pexxume 24x7x365(6) — 24 yaca B cyTkK, 7 gHel B Hegento, 365(6) aHelt B rogy.

JocTtynHocTtb Yenyr n3mepaeTca B npoueHTax " paccuuTbiBaeTcA no bopmyne:

(BA-BH)/BA x 100, rae:

. B[, — cornacosaHHoe Bpemsa goctynHoctu Ycayr 3a OTY4ETHBIN Nnepuog;

. BH —Bpema HegocTynHoctn Ycayr 3a OTYETHbIM NepuMof, Ha OCHOBAHWM [aHHbIX OT CUCTEMbl MOHUTOPUHIA U
3aperncTpupoBaHHbix B OTYETHLINM Nepuoa ObpalleHnin 3aKkasunka;

B pacuet JocTynHocTu Ycnyru BKAtoYaeTca Bpema HefocTynHOCTM no MHumaeHTam npuopuTeta « KpUTUUHBIN» U «BbICOKMIY,

KOTOpble NPOoM30LWIM No BUHe MicnonHuTensa, a UMeHHO: HeJ0CTYMHOCTb YCAYT N0 TaKUM MHLUMAEHTaM OTHOCMTCA K BH.

HepocTynHocTtb Yenyr no UHumaeHTam npuoputeta « KpUTUYHBIA» U «BbICOKMIM», KOTOPbIE NPOM30LL/IM NO BUHE 3aKasuuKa

oTHocATcA K BA.

Bpems HegocTynHocTv no MHUMAeHTam ¢ npuoputetom «CpegHuii», a TakKe No MHUUAEHTaM B 30HE OTBETCTBEHHOCTU WU

no BMHe 3aKasumKa npu pacyete JocTynHOCTU YCNYrn He y4nTbIBatOTCA.

CTOPOHbI COrNallaoTCcA y4uTbiBaTh Nepuodbl HepoctynHocTn Yeayr u (wnm) Oerpafaumun Kak npepocrtasneHue Ycayr B

LUTAaTHOM peXXMMe M He y4nTbIBaTb X NPU pacyéTe BpemeHn HegocTynHOCTH Yeayr, ecnu:

McnonHutenb 3anpocun y 3akasumka AOMNOJHUTENbHYIO MHPOPMaLMiO, Heobxoanumyto ana obpabotkn ObpaleHna — ao

nonyyYeHus ykasaHHow nHbopmaumu;

B xoae obpaboTku ObpalieHus byner yctaHosneHo, 4To HepocTynHocTb Ycayr 6blia Bbi3BaHa HenocpeaCTBEHHbIMU

aencteuamu (6espeicTBmem) 3akasumka MM TPETbUX NINLL, BK/KOYAA, HO HE OFPaHNUYMBAACH: USMEHEHUAMM HACTPOEK, NPAMO

WM KOCBEHHO BAMAIOLLMX HA NporpammHoe obecnedyeHne unn obopyaoBaHMe, HaxoaslleecA B 30HE OTBETCTBEHHOCTU

McnonHutens, BbiNoaHeHHbIX 6e3 cornacoBaHua ¢ McnonHutenem;

B xone 06paboTku ObpalleHMs BbiABAEHbI HAapyLWeHMA 3aKa34uMKOM NosoXeHul [loroBopa B YacTu obecneyeHus ycnosui,

HeobxoAnMbIX 417 OKasaHua Ycayr;

HepgocTynHocTb Ycnyr BO3HUKAA B CBA3M C UCTONHeHWeM TpeboBaHWii 3akoHodaTebeTBa Poccuitickoin depepaunu;

HepgocTynHocTb Ycnyr BO3HUKAA B pe3ynbTaTe HacTynaeHna 06CToATeNbCTB HENPEOoA0MMOMN CUAb;

HepocTynHocTb Yenyr BO3HMKA B pe3ynibTaTe COBEPLUEHMA TPETbUMM NNLAMWN NPOTUBONPABHLIX AENCTBUI, B TOM YuCe B

cnyyae nposepeHus DoS/DDoS-aTaK U/WAM MHOTO aHAaNOTUYHOTO BO3AEMCTBUA HA BbIYUCAUTENbHbIE CUCTEMbI 3aKa3uMKa U Y

Hero oTcyTCTBOBaNM YCAyru, NO3BONAOLME MUTUTMPOBATL NocneacTaunal;

Ycnyra (eé Pecypc) goctynHbl (MpogonskatoT notpebasetca), Ho HegocTynHbl KY / JIK UcnonHutena?.

4. KNACCUOUKALMA OBPALLEHUIA

B xope peructpaummn ObpalieHus McnonHWTeNb NPUCBAUBAET eMy KaTeroputo U NpUopuTeT B cooTBeTcTBuM ¢ Tabamuein 1.

B 3asucumoctn ot HpMCBOEHHOﬁ KaTteropuu O6paLLI|eHVIﬂ MU ero npuoputeTa yCTaHaB/IMBAKOTCA LeNesble MOKasaTenu

06paboTkn ObpaLeHus.
Tabn. 1. Kateropuu u npuoputeTtsl O6paLLeHuit

Karteropusa Mpuopurter Mpumepsob!

MHUMAEeHT BaeyeT 33 coboi 0CTaHOBKY WM NONHYtO noTepto paboTtocnocobHocTH Yeayr.
MpofonkeHne paboTbl 3aKasuMKa C UCNO/Sb30BAaHMEM OCHOBHOM GYHKLMOHANBHOCTU
KpntnuHbiit Ycnyr HEBO3MOXKHO. YCYrM MONHOCTbIO HEAOCTYNHbI. laHHble YCyr NOTepaHbl U He MoryT
6bITb BOCCTAHOB/IEHbI.

Ycnyrv noTepanuM UAM  OXMAQETCA, UTO NoTepAoT OYHKLMOHANBbHOCTL WAWM  4YacTb
dYHKUMOHaNbHOCTU. [aHHble Ycayr noTepsaHbl, HO MOryT 6blTb BOCCTAHOB/EHbI.

UHumnaeHT .
Bbicokuit DdukcmpyeTcs 60bwOE KONMYECTBO OWMBOK B AaHHbIX CUCTEMbI MW MO/Ib30BATE/bCKUX
[A@HHbIX, HO 3TO He NPUBOAMT K NONIHOM NOTepe AaHHbIX UAK HegocTynHocTH Yeayr.
HekoTopble GYHKLUMUM YCAyrn Ana OTAENbHbIX NOb30BaTeNel HeAOCTYNHbI UAK paboTakoT
Cpeamit HeKoppeKTHO. CHoM B CEPBUCHOM CUCTEME, KOTOPbIE HE NPUBOAAT K NOTEPAM AAHHBIX U
(nnn) Nerpagaumm.
N NyrM GYHKUMOHMPYIOT HOPMasbHO, H Kas34ymKy Heobxoammo, 4Tobbl UcnonHutens
BbICo Y. [¢] 10T HOpMma 0, HO 3akas3 e0bxo, 0, 4T06bI Ucno, e
bICOKUIA . o
3HO BbINOAHWA onpefenéHHble paboTbl B CBOEN 30HE OTBETCTBEHHOCTY.
CpeaHuit KoHcynbTauum, npeaocTaBieHne 4aHHbIX.
[obasneHne, moanduKauma uam yaaneHune 4ero-nmbo, YTo MOXKeT NOBAUATb HA KAYeCTBO
3HU HenpumeHnmo yenyr.

1¥Ycnyru «3awmra ot DDoS-atak (QRATOR)» unu «3awwmta ot DDoS-atak (STORMWALL)»

2 Bo u3bexkaHune COMHEHWIA: pedb 0 cuTyauumax, koraa Yenyra/ eé Pecypc notpebasetca (npogonxaer paboTatb / K HUM BO3MOMKHO 06PaTUTLCA C BHELIHUX PECYpPCoB), HO Npu
3TOM He paboTaeT umeHHo KY Mnatdopmbl / IK UcnonHutens.
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4.3. 3aKa3uMK BMNpaBe 3anpocUTb OTYET, coAepsKalmii pe3ynbTaTbl GaKTUUECKUX WM3MEPEeHUI U paccuuTaHHble 3HauyeHus
napameTpoB npeaocTasneHuns Yeayr 3a OTYETHbIN Nepuos.

4.4, OTYéThI HanpaBNAKTCA B Te4eHUue O,D,Hoﬁ HeAenu nocae oKoH4YaHUA OTYETHOro nepuoaa no 3I'IEKTp0HHOI7I noyre.

4.5. OTuYéTbl coflep)KaT AaHHble O BbINOAHEHUM NAPAMETPOB KauyecTBa OKasaHua Ycayru:
. HapyLUeHUA B BbINOJHEHUN YCTAHOB/IEHHbIX MAapameTpoB KauecTsa Ycyr;
. CTaTUCTUKA No 06paboTaHHbIM ObpaLLeHnsam.

5. LENEBbIE 3HAYEHMA NOKA3ATENEN TEXHWYECKOI NOAAEPHKKU

5.1. B Tabauue 2 ycTaHaBAMBAIOTCA CNeAyloLMe Lie/ieBble 3HaYeHUA NoKasaTeNel TEXHUYECKON NOAAEPKKU:

Tabn. 2. Lienesble 3Ha4YeHWUA NOKasaTeie TEXHUHECKOW NOALAEPHKKN

Bpemsa
B -
Kateropus Mpuopurer peakuun Bpems oTseTa PEMA peLlenna PeXXMM TEXHUUECKOI NoaaepyKKN
(MuHyT) (4acos)
KpUTHUHbIN 15 muHyT 15 MUHYT 4
24x7x365(6) — 24 yaca B ¢ , 7 OHen B
NHumMaeHT BbICOKMI 15 muHyT 30 MUHYT 8 He:e)}(no _5:6)5(6) p,:eﬁ 5 roZ,\T/KM AHEU
CpegaHuit 15 muHyT 1yvac 12
3HO He npumeHnmo 15 muHyT 1yac 48 12x5 — ¢ 9:00 go 21:00 (no mockoBcKoMy
BpPEMeHM) C MOHeAeNbHMKa MO NATHMULY
15
3HU He npumennmo MURYT 4 yaca Mo cornacosanuio 332 UCK/IIOYEHMEM  BbIXOAHbIX W
Cropon npasAHUYHbIX AHel

YKaszaHHble B Tabnuvue 2 Lenesble 3Ha4YeHUA NPUMEHAIOTCA MO YMOYaHUIO, EC/IN MHOE He YKa3aHo B SLA Ycayr.

5.2. OTcyéT BpemeHu pelweHna npnoctaHasaneaetca MicnoaHuTenem B cnyyasx, Korga:
e McnonHuTenb 3anpocun y 3akasumKa AoNoNHUTENbHYIO MHbOPMaLMIo, Heobxoaumyto ana 06paboTkn ObpalleHna — ao
nony4YeHus ykasaHHoW nHbopmaumu;
e ObpaweHue Kateropmm 3HO nepegaHo B paboTy BeHaopy — A0 NONAyYeHUs pe3ynbTaTos OT BeHAaopa;
e o ObpaweHuto Kateropun 3HO 3aperncTpMpoBaH cessaHHbIM 3HU — g0 peweHuns no ykasaHHomy 3HU.

5.3. McnonHuTeNb No COrnacoBaHmIo ¢ 3aKka3zunMKom BrpaBe NPUOCTAHOBUTL OTCYET BpemeHu pelleHns A0 COracoBaHHOM AaThl.
5.4. Ecnn VHUMAEHT BO3HUK B pe3y/ibTaTe CUCTEMHOM OWMUOKM, AN YCTPAaHEHWs KOTOpoW HeobxoAMMO BbinosHeHWe paboT
BeHZOPOM, BHELUHMM NOAPAAYMKOM (BbINYCK NaTya, HEAOKYMEHTUPOBAHHbIE HACTPOMKM U T.M.), CPOKMU BbINONHEHMA paboT
onpeaenseT BeHzop, BHELIHWIA noApAAUMK.

Mpu aTom UcnonHutens:

. 06A3aH NPOBECTU MOUCK BpemMeHHOro (06Xo4HOro) peleHua AA8 MUHUMM3AULMK BAMAHUA Takoro MHUMAEeHTa Ha
KayecTBo Ycnyr;

. BNpaBe yBe/M4UTb Bpems peweHna O6palleHMA B COOTBETCTBMM C MHbOpMaumen, noctynuslueli oT BeHgopa,
BHELUHEero NoApaAUYnKa;

. He HeceT OTBETCTBEHHOCTb nepes 3aKa3yMKOM 3a MpesbileHne BeHAOPOM, BHEWHMM NOAPAAYMKOM CPOKOB
BbINONHEHWUA paboT no ObpalyeHmto.

6. NPOBEAEHWE PEF/TAMEHTbIX U ABAPUIHO-BOCCTAHOBUTE/IbHBIX PABOT

6.1. PernameHTHble M ABapuIAHO-BOCCTaHOBUTE/IbHbIE PaboTbl NPOBOAATCA B COOTBETCTBUM C YCIOBUAMM, NPEAYCMOTPEHHbIMMU
CornaweHnem u cooTBETCTBYHOLWUM pasaenom SLA Yenyr.

6.2. [onyckaeTca npepbiBaHWe YCAyr B CAeAyowWwmx Cayvanx:

6.2.1. [na nposeseHna PernameHTHbIX paboT, 3annaHNMpoBaHHbIX McnonHutenem;

6.2.2. [na nposeseHna ABapuiMHO-BOCCTAaHOBUTENbHbIX PaboT B cBA3M ¢ MHUMAEHTOM.

6.3. MepepblB B NpegocTasneHnn Ycnyru B pesynbTate npesbilleHna McnonHUTenem cornacoBaHHOro AonycTMMOro BpemeHun

npocrtos Ycnyrv npu nposeaeHnn PernameHTHbIX paboT asnsetca HefocTynHOCTbIO Yeayru.

6.4. Ycnosua nposeseHna PernameHTHbIX M ABapMIAHO-BOCCTaHOBUTE/IbHBIX PAaboT B OTHOWeEHUN Ycayr npuseaeHsl B Tabavue 3:
Taba. 3. Ycnosua npoBegeHus PernameHTHbIX U ABapMIMHO-BOCCTAHOBUTE/IbHBIX paboT
e e R npOAOlI)KMTeanOCTh yBeAOMlIeHMe3 ,D,OHOIIHMTellebIe
HeAOoCTYNHOCTU 3aKa3sumKa ycnosua

CymmapHo He 6onee 1 (ogHoro) PernamenThbie paborbl

yaca B mecAL, nposogATcA BO Bpemsa

VIHTepBaan Mexay TEeXHO/IOrM4eCckoro nepepbiea B

PernameHTHble paboTbl NPEPLIBAHMAMN — He MeHee 14 oTcyTCTBYET yacbl HaMMeHblLei Harpysku (B

(4eTbipHaguaTh) KaneHAapHbIx nHTepsane ¢ 23:00 go 06:00 no

AHeit MOCKOBCKOMY BpemMeHM).

3 Mo obwemy npasuay, 3aKa3umK aBTOMATUYECKU MNOAyyaeT yBegomsieHus. OTK/IOYEHUE yBELOMIEHUIM 3aKa3uMKOM CHUMaeT ¢ MCnonHWTeNs OTBETCTBEHHOCTb 3a WX
Henosy4yeHune.
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6.5.

7.1.

7.2.

7.2.1.

7.2.2.

7.3.

7.3.1.

7.3.2.

7.4.

8.1.

8.2.

8.3.

B cnyyae yrposbl BO3HWKHOBEHUA
aBapuiiHoM cuUTyauuu, ans
npefoTBpaLLeHuns KOTOpoM
HenocpeacTeeHHo nepes | tpebyiotca HesameanUTeNbHble
Hayanom paboT unn 3apaHee, | peiicteus. Ecm oBHapyxeHHasn
no  ¢akTy  0BHapyKeHUA | yeucnpasHOCTb He BAMAET Ha

Bpemsa nepepbiBa UCHUCAAETCA C
MOMEHTa permcTpaunm MHumaeHTa

ABapuiiHo- no MOMEHTa dakTnyeckoro

BOCCTaHOBUTE/IbHbIE 80306HOBNEHMA NpesocTaBnenna | o cNPaBHOCTU NPU YCAOBUN | pa6oTocnocobHOCTL  OCHOBHOTO

paboTbl Yoryru nocne  npumenenus | ovBabaMe 3 TaKUX | yHKumMOHana Yenyr u pabotbl no
NOCTOAHHOIO  WAN  BPEMEHHOro ;E;(e'u'orgjwtepae';aw”c;zx; EEOBZ;TeP::eBH:sz ':'/':VFI:\/ATEHSU':I;;
pelleHus.

TEXHWUYECKON NOAAEPHKKMN. Harpysku, yBegomeHme
NPOU3BOAMUTCA He NOo3dHEee 4Yem
3a 2 (pBa) yaca Ao Havana pabor.

Ecamn B SLA Ycnyr onpegeneHbl MHble YCA0BUA MpoBeaeHUs PernameHTHbIX U ABAapUIAHO-BOCCTAHOBUTENbHbIX PaboT, TO
npumeHsaTca ycnosua us SLA Yeayr.

7. KOMMYHUKALUU

KoMMyHMKauum mexay 3akazumkom v McnonHWTeNnem ocyLLecTBASIOTCA:
® 110 3/1eKTPOHHOM NouTe;
® 1o TenedoHy;
e  Buate JIM4HOro KabuHeTa.

ObpalieHne NognexnT PacCMOTPEHWUIO TO/IBKO B C/yyae yCMewHoW WAeHTUOMKAuMM 3aKasuMKka uauM npeacrasutens
3aKas4mKa:

Mo 3NeKTPOHHOM MnoyTe — Mo UcxoaAwemy agpecy coobuieHus. MPUHUMMAKOTCA K UCMOAHEHUI0 Tonbko ObpalieHus,
Hanpas/ieHHble C 3aperMcTPUPOBaAHHOIO aapeca(-oB) 3aKasumKa UM YNOAHOMOYEHHOTO NpeacTaBuTens 3aKasumka.

Mo TenedpoHy — no PUO 1 naeHTMPUKaLMOHHOMY HOMepY 3aKasunKa (B cydae ero oTcyTcTBMA — No Homepy [Jorosopa).

UcnonHuTens Bnpase 3aKkpbiTb 63 ganbHenwer 06paboTkn ObpalleHme B cayyasx:

Ecnn NHnumatop Ob6palueHna He ABNAETCA YNONHOMOYEHHbIM NpeacTaBuTesieM 3akasumka. B atom cnyvae UcnonHutenb
ocTaB/iAeT 3a coboi NPaBo CBA3aTLCA € 3aKa34MKOM UM YNONTHOMOYEHHbIM NpeacTaBuTelem 3aKkasumka.

Ecnu B CPO yxke 3apeructpmpoBaHo ObpalleHme oT 3Toro 3akasymka Uam Apyroro ynosHOMOYEHHOMO NPeaCcTaBUTeNs 3TOro
3aKasuuka.

3aKa3umK MOXKeT 06paTUTbCA B KOHTAKTHbIN LeHTp McnonHWTeNs B T.4. No BONpocam 06paboTKu nepcoHanbHbIX AaHHbIX (ecam
NPUMEHMMO B pamKax OKasaHua YCnyr). dNeKTPoHHasA noyta KOHTAKTHOro LeHTPpa yKasaHa B [lepeyHe KOHTaKTHbIX AuL, K
[oroBopy. YKasaHHble obpalleHua 3akasuvKka nepecbinaloTca KOHTaKTHbIM LEeHTpoM WcnonaHutens B pamKax ero
KOMMNETEHLMM YNONHOMOYEHHOMY MLy UcnonHUTeNs, oTBeTCTBEHHOMY 3a 06paboTKy Takux obpalleHuit.

8. OMOBELLEHUE 3AKA3YMKA O HAPYLLEHWUN MHOOPMALMOHHOI BE3ONACHOCTHU

Mpy BbIABAEHUWM HapyweHWa MHGOPMALMOHHOM Ge30nacHOCTM, KOTOPOEe MOBAEKNO WMAW MOMKET MOoBJeYb HapylleHue
KOHOUAEHUMANBHOCTM U (MNK) LENOCTHOCTU AaHHbIX 3aKasuuKa, u (namn) goctynHoctv Yeayr, McnonHutenb ysegomnseT o6
3TOM 3aKa3umKa 1 yNoaHOMOYEHHbIX NPeAcTaBuTe el 3aKkasumKa B TedeHne 24 (4Ba4UaTH YeTbipex) YacoB NOC/e BbiABAEHUA.

Mprmepbl HapylweHnn MHGOPMaLMOHHOM 6e30MacHOCTH, O KOTOPbIX McnosHUTENb YyBeAOMAAET 3aKasunKa:

. obxoa, nepnmeTpoBbIX cpeacTs 3awmTbl 1 WEB Application Firewall (WAF) B coctaBe UHpacTpyKTypbl UcnonHutens,
MOBAEKLUNIA BO3MOMHbIM HECAaHKLMOHUPOBAHHBIN AoCTYN K OpraHn3aumu (TeHaHTy) 3aKkasuuka;

. 06x04, CPeacTB U (UK) MHCTPYMEHTOB YNpaBAeHuUsA 3awmTbl UHGOPMaLLMKM, NOBAEKLINIA HECAHKLLMOHUPOBAHHbIW A0CTYN
K OpraHu3aumm (TeHaHTy) 3aKasuuKa;

. nocnenoBaTenbHOCTb  COBObITMI  MHOOPMALIMOHHOW 6e30MacHOCTK, BbIABAEHHbIX cpeacTBamu  SIEM  (Security
Information and Event Management), cBMAETENbCTBYIOWAA O BO3MOXHOM AocTyne K OpraHu3auuu (TeHaHTy)
3aKasuyumKa u3 OpraHMsaumm (TeHaHTa) Apyroro 3akasyumka B 06xo4 MexaHU3MOB 3aLuTbl, 06ecrneynBaoLwmnx U30AALUI0
OpraHu3aumin (TeHaHTOB) 3aKa34MKOB APYr OT APYra;

. HEeCaHKLMOHMPOBAHHbIA [O0CTYN K MEPCOHasbHbIM AaHHbIM 3aKa3yuKa, PacnoNOXKEHHbIM B WMHPOPMALMOHHbIX
cuctemax McnonHuTens®, KoOTopbii NPUBEN WAM MOMKET NPUBECTM K KOMMPOMETALMM NEepPCOHasIbHbIX AaHHbIX
3aKas34unKa;

. HeCaHKLMOHMPOBaHHbIN du3ndecknit Aoctyn K obopynoBaHuto WHPpacTpyKTypbl McnonHutena, Ha KoTopom
pasmeLleHbl MHPOPMALMOHHbIE CUCTEMBI 3aKa3uMKa.

YBegomneHUe 0 HapyLeHUN MHPOPMALMOHHOM 6e30NacHOCTU JOMKHO CoAepPKaTh:

. ATy ¥ Bpems BblABAEHUA U (NPY BO3MOMKHOCTU) BOSHUKHOBEHWA COBbITUS;

KpaTKoe onucaHue cobbITus;

PUCKM ANA 3aKa3umKa;

KpaTKoe onucaHue AeiCTBUI MicnonHUTeNnem no ycTpaHeHu o HapyLeHus;

cBegeHna 06 MHGOPMMPOBAHUM HAA30PHbIX OPraHoB (B C/yyae ecnu 3akoHoAaTenbcTBoM Poccuiickoit deaepauym
yCTaHOB/IEHA TaKas 06a3aHHOCTL MicnonHuTens).

4 3a uckntoveHnem MNOH 3akasumka, obpabaTbiBaembix B €ro MHGOPMALIMOHHbIX CUCTEMAX, Pa3BEPHYTbIX C UCNO/b30BaHMEM YCAyr.
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UcnonHutenb He o6s3aH yBegOMAATb O HapyleHMax MHOGOPMaLMOHHOM 6e3onacHOCTM, mpousoweawmnx B pesynbraTte
AencTBMiA 3akazumKa 1 (M1M) B 30HE OTBETCTBEHHOCTU 3aKasumKa.

[na aBTOMaTM3aLMmM NPOLLECCOB BbIABAEHUA U PearMpoBaHnA Ha MHUMAEHTbI MHPOPMALMOHHOW 6€30MacHOCTU HA CTOPOHEe
McnonHutens ucnonbsyotca cpeactsa cbopa M aHanmsa cobbiTuit MHGopmaLmoHHoM 6e3onacHocTM Knacca SIEM (Security
Information and Event Management) ¢ npusnedyeHnem ycayrn BHewwHero SOC (Security Operations Center).

B xope paccnefoBaHua HapyLeHWi MHPOPMaLMOHHOM 6e30nacHOCTU:

UcnonHutens BnpaBe NpegocTaBUTb YMNONHOMOYEHHbIM COTPYAHMKAM WcnonHuTena AoCTyn K KypHany cobbitui
OpraHusauuu (TeHaHTa) 3aKasumKa;

McnonHutenb rapaHTMpyeT 3aKasuumKy JOCTYN K }KypHany cobbiTuii ero OpraHnsauum (TeHaHTa) Ha Nepuos, paccnefoBaHUA ¢
BO3MOXHOCTbIO BbIrPY3KW }KypHana BO BHELWHWI daiin;

3aKasunK BMnpaBe 3anpocutb y WMcnonHWTens p[aHHble U3 KypHanoB CcobbITUI cpeAcTB 3awwmTbl MHOpMauuu
NHdpacTpyKTypbl, BKAtoYasa SIEM.

9. KOMIMEHCALMUA 3A HAPYLIEHUE COIMNALLEHUA

Mpu HapylweHn nokasaTtenen ypoBHA [ocTynHoCTK Ycayr no BuHe McnonHMTeNA 3akasuMk MMeeT NpaBo Ha KOMNEeHcaUmMIo
— CHUXKeHWe nnaTexKa 3a nosb3osaHue Ycayron B nocneaytowem OT4ETHOM Nepuose, eC/IM MHOE He YCTAaHOB/IEHO B YC/I0BUAX
SLA Ycnyr.

Mpu pacuyéte JocTtynHocTn Yenyr:

e BH yuuTbiBaeTca B 06bEme 100% OT 3ahMKCMPOBAHHOIO BPEMEHU NPOCTOA OCHOBHOM GYHKLIMOHAaNbHOCTU YCAyr;

e [lerpajauma yuutbiBaetcA B O06bEMe 20% OT 3aPUMKCMPOBAHHOIO BPEMEHM MPOCTOA  BTOPOCTEMNEHHOM
dyHKUMOHanbHOCTM Yenyr.

Pa3mepbl KOMNeHcaLUuii NpuMBeAEeHbI B COOTBETCTBYIOLLEM pasaene SLA Yeayr.

MpeaenbHbIV pasmep KOMMEHcaLMKU Mo KOHKPETHOM Ycnyre He MOXKET NpeBbllaTh 3HAYEHUA, YKa3aHHOro B ycioBuMAX SLA
Yenayr.

B npepenax opgHoro OTYETHOro nepuosa CTOMMOCTb YC/IYr He MOXKeT bbITb CHUXKeHa 6onee, yem Ha 50% (naTbaecat
NpoLEeHTOB).

B cnyyasx, Koraa pasmep KOMMeHcaumii npesbllaeT 06bEM, yCTaHOBAEHHbIN M. 9.5. CornaleHmns, OCTaToK NepeHoCUTcs Ha
cnepytowmii OTYETHbIN Nepuoa.

Ha KomneHcaumm no Hactoawemy pasgeny CornaweHus He pacnpocTpaHatoTca TpebosaHua cT.317.1 TK PO no ynnate
NPOLLEHTOB.

B TeueHue 60 (wecTuaecaTv) AHel C MOMEHTa BO3HWMKHOBEHUs COBbLITUA, KOTOPOE NPUBENO K HapyLUeHWIo MoKasatenein
ypoBHa [ocTynHocTu Ycnayr, 3aKasuuK BrnpasBe HanpaswTb MCNOAHUTENO NPETeH3WI0, PYKOBOACTBYACH MpaBuaamu 1
ycnosuamu nogaum ObpalleHuit, ykazaHHbIMM B HacToswem CornaweHun. MpeTeHsns AomkHA 6biTb 060CHOBaHHOM, K Hel
[JOMXKHbI BbITb NPUNOKEHDBI OKYMEHTbI, NOATBEPKAAOLWME TPeOOBaHNA 3aKa3umnKa.

Ona nonyyeHna KomneHcaumm 3akasumk HanpasaseT McnonHutento Ob6palieHne c 060cHOBaHMEM CBOWMX TpeboBaHWI.
YKasaHHoe ObpalleHune pernctpupyetca Kak 3HU cpegHero npuoputeTta.

Mpu HapylweHMN 3aKa3umMKOM CPOKa HanpasAeHUA MpeTeH3un, NpesycMmoTpeHHoro B n. 9.8 CornalleHus, UM ycnosuin eé
nogauu, UcnonHutens Bnpase OTKasaTb B NPeAOCTaBAEHUN KOMNEHCaLWK.

Pasmep KomneHcauuu paccuUTbIBaeTcs OT CTOMMOCTM Ycayr 3a ToT OTYETHbIA nepuod, B KOTOpPOM npowusowen ¢akTt
HapyLleHua ycnoBuii CornatueHus.

WcnonHutens Bnpase No CBOEMY YCMOTPEHUIO NPeaOoCTaBUTb 3aKaquKy Pa30BYH CKMAKY 3a NO/Ib30BaHNe YCﬂyFaMM.
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