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IMPUJIOKEHHUE Ne 1.47.H
K Jlorosopy

OIIMCAHHME 1 YCJOBUSA IPEJOCTABJIEHUA YCJIYT
YCJIYT'A «WEB APPLICATION FIREWALL»

1. HAMUMEHOBAHMUE YCJIYT'A
HaumenoBanune Yemyru: «Web Application Firewall».

Hacrosnmii TOKYMEHT COIEpXHT ONKMCAaHHE COCTaBa YCIyrH, ee 0a30BOW (DYHKIMOHAIBHOCTH, BO3MOXHBIX
COIYTCTBYIOIIMX W JOMOJHUTEIBHBIX YCIYT, OOIIEro Mopsiika IMOAKIIOUSHNs, U3MEHEHUs] U OTKIIOYEHUs Y CIIyTH,

YCIIOBU IPEIOCTABICHUSA U OTPAaHUYEHHS.
2. HHPOPMAIUA OB YCJIYTE

Kpatkoe onucanne Yciyrn

Web Application Firewall (WAF) — mexceTeBoii axpaH ypOBHS IPUIIOKEHHUH JUIs BBISIBICHHS M OJIOKHPOBKH aTak
Ha BeO-TIPUIIOKEHUSL.

CocraB YciIyru v 0CHOBHbIE KOMIIOHEHTBI

B cocrar YCIIyTu BXOAUT Ha6op HMHCTAHCOB JI YIIPaBJICHHUA MCKCCTCBBIM SKPAHOM.

2.2.1. OcHOBHbBIE KOMIIOHEHTHI Y CITyTH:

2.2.2. DyHKIMOHAJIbHBIE OCOOEHHOCTH:

2.3.

2.4.

24.1.

2.5.

2.5.1.
2.5.2.

2.6.

2.6.1

2.7.

Haxomut u 6J0KHpYeT MHOXKECTBO PacpOCTPaHEHHBIX aTaK, TAKUX Kak BHeApeHue koaa SQL, MexcalToBbIi
ckpunTHHT (XSS), yaaneHHOE BBIMTOJTHEHHE KOMAH/I M KO/, 00X0/] KaTalIo0roB, MOJy4YeHHe TOCTyIa K
KOH(UAeHIMaBHBIM AaHHbIM, aTaku Challenge Collapsar (CC), BpeqoHOCHBIE TOUCKOBBIE OOTBI M MEKCAHTOBYIO
noienky 3amnpocos (CSRF).
OOHapyXCHHUE U 3alUTa OT BEO-000I0UECK.
WAF ucnonbs3yer BCTPOCHHbIH MEXaHU3M CEMAaHTHYECKOTO aHaIN3a U MEXaHH3M PETYIISPHBIX BHIPAKCHHH, a
TaKXKe MOACPKUBACT HACTPONKY MPABHJI YEPHOTO U OEJTIOr0 CIUCKA, YTO YMEHBIIAET KOTUYECTBO JIOKHBIX
cpabaTbIBaHUH.
Jexomupyer ciemytorue tumbl koaa: url _encode, Unicode, XML, C-OCT, mectraanarepuunbiii, HTML escape
u base64 ko, JavaScript, Shell u PHP konkaTeHaius cuHTaKcHCa.
OobecnevyeHue 3a1IUTHI HHPPACTPYKTYPHI
3amura HHPPACTPYKTYPHI 00IAUHOM TIIATHOPMBI 00ECIICINBACTCS Ha CIEAYIONINX YPOBHSIX:
—  Ha (U3NYECKOM YPOBHE;
—  Ha CETeBOM YPOBHE;
—  Ha UHPPACTPYKTYPHOM.

Tunsl pecypcon

D1eliBOPHI U TUCKU:

WAF instance Enterprise Edition 8 vCPUs, 16 GB;
System Disk (High I/0O) 40 GB;

Data Disk (Ultra-high 1/0) 200 GB.

THUNBI MOAKIIOYEHHS K CETH U CETEBBIE CEPBHCHI

Tun nonkiroueHus k cetu: IHTepHET-coeiMHEHNE; 3aluIeHHoe VIHTepHeT-coeTMHEHe.

CeTteBble cepBHCHI: BeO-CepBEpEI.

Texnuueckoe onucanue Yciayra

Jlyist paboThI ¢ Y CIyroi UCHoIb3yeTcsl CEPBHCHO-OPUCHTUPOBAHHAS MOJICITh — MPEOCTABICHHUS 00JauHBIX
BBIYHMCIICHHUH, IPH KOTOPOH MOTPEOUTENH MOTY4aeT AOCTYII K UCIOIb30BaHUIO HH(OPMAIIIOHHO-TEXHOJIOTHYECKUX
iatgopm.

MoHnuTopuHr

MOHI/ITOpI/IHF HJ'IaT(i)OpMI)I OCYIIECTBJIACTCA ITATHBIMU CPEACTBAMU CO CTOPOHDBIL Hcnonnurens.
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2.8. TpeOoBanus k nHppacTpykrype 3aKkazunka

CrabunsHoe VIHTEpHET-COeTUHEHHE.

3. BA30BASI ®YHKHUOHAJIBHOCTb U METPUKH YCJIYTHU
3.1. bazoBas ¢pyHKIMOHANEHOCTH U MeTpHKH Yciayru « Web Application Firewall» onucana B Tabmuue 1.

Ta6n.1. [TapameTpsl ipeaocTaBiIIeMON Y CIyTH

Yeayra Uy By e XapaKkTepUCTHKH U METPUKH Aoyt
eIMHULI 3HAYECHHS
Web Application Wncranc 8 vCPUs, memory 16 GB KonnaectBo
Firewall
4. TAPUOUKALIUA YCIYT U

4.1. BoamoxHbIE BUIbI TapUUKALIU Y CITYTH:
4.1.1. Crarucruyeckas TapupuKanus.

@UKCUPOBAaHHAs CTOMMOCTh YCIYTH 32 OJJMH KaJeHJapHbIN MecHLI.
4.1.2. Jlunamudeckasi TapupHUKaIus.

ITouacoBas TapuduKarms, 0 GaKTy UCIOJIE30BAHHUS PECYPCOB.

4.2. Mnnamuueckas tapudukanus (Pay as you go). Jlunamudeckast Tapuukanus mperosiaract oOmiaTy myJja pecypcos,
YKa3aHHBIX BBILIE, 110 (aKTy UX NOTpebaeHus 3aKa3uyiKoM B TedeHne OTUETHOTO TIeproia.

4.3. BenuunHa e€XEMECSYHOrO IUIaTeka 3a MOJb30BaHUE YCIYroi OmnpesienseTcs B COOTBETCTBHU C (PAKTUUECKHM
NOTpeOIeHNEM PECYPCOB, YKa3aHHBIX B Ta0. 1.

4.4.  OxonuarenbHas crouMocTh Yciayru B OtuéTtHoM nepuone GopMmupyeTcss Ha OCHOBaHMU 00BbEMa MOTPEOJICHHBIX
PECYpCOB U B COOTBETCTBHH € Tapudom, ycraHoBiIeHHbIM B [Ipunoxennn 7.47.H k [lorosopy.

4.5. uHamudeckas Tapudukanys, OCyIIeCTRISIONAsICS B TI0YaCOBOM MOpsIKe (U3 pacdera cTtouMocTd 1 (oHOr0) yaca),
HayMHasi C TEpPBOM MHUHYTHI WCIIOJb30BaHMs. HemoyiHble 4ackl MCIOJB30BaHMS YCIYrd, HaYMHAs C MEPBOH MHHYTHI,
OKPYTJISIFOTCS JI0 TIOJTHOTO Yaca MOJIb30BaHUs Y CIIyTOii.

4.6. Jlanubie (OTYETHI 00 MCIIONB30BaHKMHU) 10 JIUHAMUYECKO# Tapu(HUKaMy 3aKa34rK MOXET 3alpOCUTh Y MEHEKEpa Io
Horoopy.

5. HUHBIE YCJIOBUs, IPUMEHUMBIE K YCJIIYTE

5.1.  B03MOXHBIC BHJIBI TIOAKITIOUCHHS / U3MCHEHUS / OTKJIFOUCHHS Y CITYTH:
5.1.1. TlocpencTBom moamnucanus 3akasa.

5.1.2. TlocpenctBoM coBepluieHus aeicTBui Ha [loprase.

5.2. Bo03MOXHBII MOPSJIOK pacy€ToB MO Y CIyre:
5.2.1. TlpenBaputenbHas omjara.
5.2.2. Tlocromnara.

5.3. Bo3MmoxkHBIE CITOCOOBI OILIATHI / MOPAOOK ITOITIOJTHCHU S Oarnanca:

5.3.1. B Oe3HaIMYHOM MOPSIKE HA OCHOBAHHUHM BBICTABJIICHHOTO McromHuTeneM cuéra.
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