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NPUNOXKEHUE Ne 1.ADV.47.

K [lorosopy
ONUCAHUE N YCNOBWUA NPEQOCTAB/IEHNA YCITYTU
«WEB APPLICATION FIREWALL»
1. HAUMMEHOBAHME YCNYTU

1.1 HavmeHoBaHue Ycnyru: « Web Application Firewall».

1.2. HactoAawmi AOKYMEHT cofepKuUT onucaHue coctasa Ycnyru, ee 6a3oBoi QYHKLMOHANBHOCTM, BO3SMOMXKHbIX COMYTCTBYIOLWMX U
AOMONHUTENbHbIX YCAyr, 0bLWero nopagKa MNOAKMOYEHMS, U3MEHEHUA U OTKAOYEHMA YCyrv, yCNnoBui NpesoCcTaBNeHUA U
orpaHuU4eHus.

2. UHPOPMALIUA OB YCNYTE
2.1. KpaTtkoe onucanue Ycnyru:
Web Application Firewall (WAF) — meceTeBOI 3KpaH YPOBHA NPWIOXKEHUA ONA BbIABNEHUA U BIOKMPOBKM aTak Ha Beb-
NPUAOXKEHUA.
2.2. CocTtas Ycayrm u OCHOBHble KOMMOHEHTbI.
B cocTaB ycnyru Bxoaut Habop MHCTAHCOB A1 YNPABAEHUA MEXKCETEBbIM IKPAHOM.
2.2.1. OCHOBHbIe KOMMOHEHTbI YCayru:
e B cocras Ycnyru BxoamT Habop MHCTAHCOB A/1A YNPaBAeHUA MEXKCeTEBbIM 3KPaHOM.
2.2.2. ®yHKUMOHANbHbIE 0COBEHHOCTM:

o HaxoauT v 6NOKMPYET MHOMKECTBO PAacNpPOCTPaAHEHHbIX aTaK, TaKMX KaK BHegpeHuMe Kogda SQL, MeXKCalToBbIN CKpUNTUHT (XSS),
yAaneHHoe BbiNOJIHEHWE KOMAHZA M KoAa, 06Xof KaTanoros, NosiyyeHne A0cTyna K KOHPUAEHLMaNbHbIM AaHHbIM, aTaku
Challenge Collapsar (CC), BpeaoHOCHble NOUCKOBbIE 60TbI U MeXKCaNTOBYIO Noaaenky 3anpocos (CSRF).

e (O6Hapy:KeHue u 3awmTa oT Be6-060104€eK.

e WAF MCnonb3yeT BCTPOEHHbIA MeXaHW3M CEMAHTMYECKOro aHain3a U MeXaHW3M PerynapHbIX BblPasKeHUM, a TakKe
NoAAEPKMUBAET HACTPOMKY NPABUA YEPHOTO M 6E10T0 CNUCKA, YTO YMEHbLUIAET KOIMYECTBO NIOXKHbIX CpabaTbiBaHUM.

o [lekoaupyeT cneayowme Tunol Koga: url_encode, Unicode, XML, C-OCT, wecTHaguaTepuuHbit, HTML escape u base64 kog,
JavaScript, Shell u PHP KoHKaTeHauua cMHTaKcuca.

2.3. ObecneyeHme 3aWmTbl MHPPACTPYKTYpPbI.
3awmTa uHdpacTpykTypbl 061a4HOM NaaTPopmMbl 0becneunBaeTca Ha caeaytoLmMX YPOBHAX:
®  Ha GM3MYECKOM YPOBHE;
® Ha CeTeBOM YpPOBHE;
®  Ha MHPPACTPYKTYPHOM.

2.4. Tunbl pecypcos:

2.4.1. dnenBopbl M AUCKN:
e WAF instance Enterprise Edition 8 vCPUs, 16 GB,;
e System Disk (High 1/0) 40 GB;
e Data Disk (Ultra-high I/0) 200 GB.

2.5. Tunbl NOAKNOYEHUA K CETU U CETEBbIE CEPBUCHI:

2.5.1. Tun noaknoueHna K cetn: MHTepHeT-coeanHeHune; 3awmuieHHoe MHTepHeT-coegmHeHme.
2.5.2. CeTeBble cepBuchbl: Beb-cepsepbl.

2.6. TexHuyeckoe onucaHune Ycayru.

[ns paboTbl ¢ Ycnyroi Mcnonb3yerca cepBUCHO-OPUEHTUPOBAHHAA MOAeNb — NpPefocTaBAeHUs 061auHbIX BbIUMCAEHWUIA, NpU
KOTOPOi1 noTpebutesib NoayYaeT AOCTYN K UCMONb30BaHMIO MHGOPMALMOHHO-TEXHOIOTMYECKMX NAaTGOPM.

2.7. MOoHUTOPUHT:
e MOHUTOPUHT NATGOPMbI OCYLLLECTBAAETCA WTATHBIMU CPeACTBaMU CO CTOPOHbI MicnonHutens.

2.8. TpeboBaHuMA K MHPPACTPYKType 3aKasumKa:
e CrabunbHoe NHTepHeT-coeauHeHMe.

3. BA30BAA ®YHKUUOHAIbHOCTb U METPUKU YCNIYTU

3.1. BazoBas pyHKUMOHaNbHOCTL U MeTpuKKM Yenyrn « Web Application Firewall» onucaHa 8 Tabaumue 1.
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Tabn.1. MapameTpbl NpesocTaBasemolnt Yeayrm

T
Ycnyra apuduunpyembie XapaKTepUCTMKN 1 MeTPUKU [LonycTumble 3HaueHUs
eANHULbI
Web Application NHcTaHe 8 vCPUs, memory 16 GB Konunuectso
Firewall

4. TAPUOUKALUA YCNYTHU

Bo3MoKHble BUAbI TapudmKaLmm Yeayru:

CraTucTnyeckas Tapudukauma.

dUKcMpoBaHHaA CTOMMOCTb YCIYTU 338 OAMH KaneHA4apHbI mecsal,
[uHamuueckan Tapuoukaums.

Mouacosas TapudmKauma, No GakTy UCNONb30BaHMA PECYPCOB.

[vHamuueckan Tapudurauumsa (Pay as you go). JuHamuueckas Tapudukauma npeanonaraer onaaTy nyia pecypcos, yKasaHHbIX
Bblle, N0 GpaKTy Ux NnoTpebaeHms 3aKkasumkom B TedeHne OTYETHOTO Nepuoaa.

BennumHa exemecsayHOro nsaTe)ka 3a nosb3oBaHWe YCyroi onpenenseTcs B COOTBETCTBUM C daKTUUECKMM noTpebneHvem
pecypcoB, yKasaHHbIX B Tab. 1.

OKoH4YaTenbHasa ctoumocTb Ycnyrn B OTY4ETHOM nepuoge GopmupyeTca Ha OCHOBaHUM 06bEMma NoTpebsieHHbIX PecypcoB U B
COOTBETCTBUM C TapUPOM, ycTaHOBNEHHbIM B MpunoxkeHnn 7.ADV.47. k [lorosopy.

[OunHamunueckas TapuduKaLma, oCyLecTBAAOWAACA B NOYacOBOM Nopsake (M3 pacyeTa ctoMmocTu 1 (o4HOro) yaca), HaumMHas ¢
nepBOoW MUHYTbI MCMO/b30BaHMUA. HEeNosHbIE Yacbl UCMONb30BaHMUA YCAYTU, HAYMHARA C NEPBO MUHYTbI, OKPYTAAKOTCA A0 NOJHOMO

Yaca nosib3oBaHWA YCNyrom.

[aHHble (0T4éTbI 06 UCMoNb30BaHUK) NO AuHaMUuecKon TapudmKaL MM 3aKa3unK MOXKET 3aNpocuTb Y MeHeaxepa no Jorosopy.

5. WHbIE YC/10BUA, NTPUMEHUMBIE K YCNYTE

BO3MO3KHble BUAbI NOAKNOUYEHUA / U3MEHEHMA / OTKIoUYeHua Yenyru:
MNocpencTsom nognumcaHumA 3akasa.
MocpeacTBom coBeplueHUsa fencTBuii Ha MopTtane.

B0O3MOXHbIV NOPAAOK pacyéTos no Ycnyre:
MNpeasapuTenbHaa onnata.

MoctonnaTa.

Bo3mokHble cnocobbl onnatel / NOpsAOK nonosHeHus 6anaHca:
B 6e3Hann4YHOM NopAAKe Ha OCHOBAHUW BbICTaBNEHHOTO McnonHutenem cyéta.
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