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K [lorosopy

OMUCAHVE W YCNIOBUA MPELOCTAB/IEHUA YC/IYT
«3ALLIMTA OT DDOS-ATAK (QRATOR)», «3ALLITA BEB-MPU/IOKEHMM (QRATOR)»

1. OBbLAA UHPOPMALMA U ONNCAHUE YCNYT

Ycnyra «3awumrta ot DDoS-ataK (Qrator)» — ycayra no 3awurte oT aTak 0TKasa B obcnykuBaHum nnu DDoS-aTak cepsumcos!
3aKa3umKa, AoCTynHbIX No npoTtokonam HTTP, HTTPS nan nHeim npMknagHbim NpoToKonam, nogsep*eHHbim DDoS-atakam.

Ycnyra «3awmrta Be6-npunoxkeHui (Qrator)» —ycnyra no ¢puabtpaumnm seb-Tpaduka 4NN 3aLWMTbI OT aTaK, HANPABAEHHbIX Ha
aKcnayataumio  yassumocter WEB-npunoxeHuii (oyHkuma Web Application Firewall, WAF). Ycayra «3awwuTta Beb-
npunoxkeHn (Qrator)» npeaocTaBaseTcs 3akazuymMKam TO/IbKO COBMECTHO € ycayroi «3awmTa ot DDoS-aTak (Qrator)».

Ycayru npeaocrasanoTca B cotpyaHundectse ¢ 000 «3itu-anb-anb» (Qrator Labs, aanee — MaptHep).

Yenyrn npepoctasnatoTca Ha 6ase obnayHoro peleHus MNapTHepa no 3awmte ot DDoS-atak M aTtak, Hampas/eHHbIX Ha
sKcnayaTaumio yassumocteir WEB-NpunoKeHUin, peannmsoBaHHOrO C MOMOLLbIO OTAEAbHON MHGPACTPYKTYpbl 06navHOM
nnatpopmsl MapTHepa, BKAOYaOWelN bonee fecaTU LeHTpoB 06paboTkM gaHHbIX (LLOJ) no Bcemy mupy, B TOM ymcne Tpu
LLOA 8 Poccuu (aanee — O6nako MapTHepa). CeTb ObnakKa MapTHepa CNpoeKTMpoBaHa 1 NOCTPOEHA B pacyeTe Ha paboTy nog,
NMoCTOAHHbIM Bo3aeicTBMem 6osbworo yncna DDoS-aTak. ¥Y3ibl dunbTpauun Obnaka MapTHepa NOAK/OYEHbI K KaHafam
KpynHenwmnx maructpanbHbix MHTepHeT-npoBanaepos CLUA, Poccuu, 3anaaHol v BoctouHow EBponbl, FOro-soctouHom Asuu.
Takum obpasom, B OTAMYME OT ceTell OMepaTopoB XOCTUHra (ocobeHHo, BMpTyanbHoOro), cetb Obnaka [apTHepa
CNPOEKTMPOBAHA B pacyeTe Ha SKCTPEMasIbHbIE Harpy3Ku, U aTaka? Ha OAMH U3 pecypcos, 3aluwaembix Obnakom MapTtHepa,
HWKaK He BAMAET Ha paboTocnocobHOCTb ApYrux 3alimLiaembix pecypcos (caitos, WEB-npunoxenuit). B pamkax Ycnyru
«3awmTa Beb-npunoxeHuii» Obnako MapTHepa obecneumBaeT Kak npotusogelnictBne DDoS-atakam, Tak M 3aWwmTty OT
XaKepPCKMX aTak, HamnpaBAEHHbIX Ha IKCN/yaTaLMIo YA3BMMOCTEN CepBUCOB 3aKa3umKa.

Yenyrn no ¢unbTpauum TpaduKa 3aKAOYAlOTCA B OODBABAEHMM CEPBEPOM WAM BUPTYasbHOM MALLUMHOM 3aKasuyuKa

dunbTpytowero Obnaka MapTHepa nyTem BHECEHMA COOTBETCTBYIOWMX 3anucer B onucaHve DNS-30HbI, K KOTOpOW

NPUHAANENKUT CepBep WAW BUPTyasbHaa MalMHa 3aKasuuKka. Ha d¢unbTpylowem O6nake [apTHepa npoucxogut

nocnefoBaTeNbHOE BbINOMHEHME CNeayloWwmMx onepauMii ¢ AaHHbIMKM, nepegasaembiMn Ha cepsep ¢ FQDN cepsepa

3aKa3uuka:

. npvem nepegasaembix Ha FQDN cepBepa (MM BUPTYanbHOM MalUMHbI) 3aKa3yMKa, Ha KOTOPOM PYHKLMOHUPYIOT ero
3aLMLLAEMbIV CepBUC, 3aMPOCOB (Npuem BXoasaLLero Tpaduka);

. aHaNM3 CTPYKTYpbl 3anpocoB (aHanu3 Bxogsauiero TpaduKa) Ha NpeameT HaNUuMA NoCAefoBaTENbHOCTEN AAHHBbIX,
CNOCOBHBIX NOB/IEYb HEKOPPEKTHOE BYHKLMOHMPOBAHUE 3aLLMLLAEMOrO CEPBUCA 3aKa3UuMKa;

. OTCeYEHME 3aMPOCOB, COAEPMKALMX NOCAeA0BATENBHOCTN AAHHbIX, HAPYLLAOLWMe KOpPeKTHoe GYyHKUMOHMpPOBAHME
3aLMLLAEMOro cepBuca 3aKkasumka (ouncTka BxoaawLero TpadurKa oT BpefoHOCHOM CoCTaBAAIOLWEN);

. nepeHanpasneHve Bxoaawero TpaduKka, OYMLWEHHOTO OT BPELOHOCHOM cocTaBastowen, (nerutumHoro Tpaduka) Ha
peanbHblli IP-agpec cepsepa UAK BUPTYaNbHOM MalLMHbLI 3aKa3umnKa, Ha KOTOPOM QYHKLMOHUPYET ero 3amaembli
cepBucC.

Mocne nogknouveHusa Yenyrm «3awmTa Beb-npunoxeHuin (Qrator)» TpadmK 3aKkasumka MOCTOAHHO, BHE 3aBUCMMOCTU OT
HanuuuA aTtaku, noctynaet B ceTb obnaka [lapTHepa W aHanuampyetca UM. JIETUTUMHBIA (KOUMLLEHHbIN») Tpaduk
nepeHanpas/ifeTCca Ha 3aluMLLIaeMblid CePBUC 3aKa3umKa, padmellaemblii B MHbpacTpykType. Takas cxema paboTbl no3sonseT
y3nam ¢unbTpaummn MapTHepa cdhopmuposaTb Npoduab TpaduKa, KOTOpbIM ABAAETCA HOPMOM ANA KaxKAoro cepsuca
3aKasuumKa B OTAENbHOCTU, U B C/ly4ae NtobbIX OTKAOHEHUI pearnpoBaTh Ha 3To.

Mepesaya nerntMmHoro (ouuiieHHoro) Tpaduka oT Ob6naka [MMapTHepa [0 WMHOPACTPyKTypbl OCYLLECTBASETCA C
MCMNo/b30BaHNEM BbiAENEHHOIO ONTUYECKOrO KaHana CBA3W, OPraHM3yemoro 1 noaAepKMBaemoro cuinamu McnonHutens un
MapTHepa. YKa3aHHbIW KaHan M30MPOBaH OT ceTu MHTepHeT 1 nocTpoeH Ha 6a3e pe3epBMPOBAHHBIX ONTUYECKUX NNHUIA
cBA3N.

Ona obecneyeHns BO3MOXHOCTM paboTbl WAF B cocTaBe ycnyrn «3awmta Beb-npuaokeHuin (Qrator)» Heobxoauma
nepegadya u 3arpyska B O6nako MapTHepa 3aKpbITbiX KAtouel wudposaHna SSL/TLS, ncnonbsyembix 3akasumkom ans
OpraHn3aumm 3alMLLEeHHOro A0CTyMNa K CepBMcaM 3aka3umka c UCnosib3oBaHvem npoTtokona HTTPS.

O6Lwan apxmTeKTypa peleHua Ycayri npuseseHa Huxe Ha Puc.l:

13pecb 1 Aanee No TEKCTYy AOKYMEHTa Noj, «CepBuUcamMu 3akasuuka» noapasymesatoTca tobble cepBuUChl, AOCTyNHble MO NpoTokoay HTTP, HTTPS uau vHbIM NpuUKNagHbIM
npoToKkonam, noasepskeHHbim DDoS-atakam, B TOM YncAe, HO He orpaHuumnsasce WEB-caiiTamun, LOMEHHbIMM UMeHamu, MHTepHeT-marasnHamu u npouvmu WEB-cepsucamm

3aKasuuka.

2 3pecb v fanee Mo TEKCTY AOKYMEHTa nog «aTtakaMu» nogpasymesaetca ntobas U3 aTak, ykasaHHbix 8 n.1.1. u/ uam n. 1.2. NpunoskeHna Ne 1.CRS.2.1., ecin KOHTEKCT He
COAEPHMUT MHOTO NPAMO YKa3aHHOTO 3HaYeHUA.
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Mepenaya XypHanos aocTyna

ABTomMaTU4eckoe (hopMUpOBaHUe CUCKOB ¢
. Ha y3nbl ounctkn AntiDDoS

[0CTyna Ha OCHOBE NOBEeAeHYeCKOro aHanusa

OunweHHbIN Tpadmk

Bupryanuuuiit LOJ Knwenra

g

Anti-DDoS

HTTPS CEPBEP KIMEHTA

ii: SberCloud

BblaeneHHbIN oNTHYECKUiA
KaHan cBasu

I': SberCloud

Puc.1. Obwasa apxumexkmypa peweHus Ycayau

1.10. B coctaBe Ycnyru «3awmta ot DDoS-aTak (Qrator)» ocywectsnnetcad:
® MOAKNIOYEHME K ycnyre;
o  ¢dunbTpauma Tpaduka ot DDoS-aTak Ha BCEX YPOBHSAX;
o  ¢dunbrpauma HTTPS-Tpadmka ot DDoS-aTak Ha NPUKAAAHOM YPOBHE NPV YCNOBUM NpepocTaBneHusa (packpbiTus)
3aKa3uMKOM 3aKpbITbIX Katouel wudposaHma SSL/TLS gna ux 3arpysku B O61ako MapTHepa;
® repeBof cepBuCa 3aKas3uMKa Ha ucnonbsoBaHue npotokona HTTPS3 ¢ ucnonb3oBaHMem BecnnaTHbIX 3aKPbITbIX Katouen
wndposaHua SSL/TLS ot Let’s Encrypt, 3arpy»aembix 8 O61aKo MapTHepa;
e nepepaya ouuuieHHoro Tpaduka ot Obnaka MapTHepa OO0 pasmelaemoro y McnonHutena cepsuca 3akasuumka c
MCMO/b30BaHNEM BblA€/1EHHOIO ONTUYECKOTrO KaHana CBA3M;
e bHanaHcupoBKa TpaduKa cepsuca 3akasumka mexay ysnamu Obnaka MapTHepa, a ganee — pacnpesesneHve Tpaduka
MeXay cepBMcamm 3aKasumka, PyHKUMOHUpYOLWMMK B UIHGPaCcTPyKTYype, No onpeaeneHHOMY aaropuTtmy;
®  MOHWTOPWHI MPOW3BOAMTENIBHOCTM 3aLUMLLAEMOro cepBuca 3aKasuMKa C ONOBeLleHWMEM MO 3/EKTPOHHOW nouyte o
BO3HMKaoLWwmx npobaemax B ero pabote;
e npejoCTaBNAEHWE AOCTyNa K CMCTEME MOHUTOPUHra TpaduKa B peMme peasbHOro BpeMeHu nocpeactsom JIMYHOro
KabuHeTa;
e cbop 1 oTobpaxkeHMe NoapPobHOM CTaTUCTMKM NO TPadUKy cepBMca 3aKasumKa B JIMYHOM KabuHeTe;
® npeAoCTaBAEHUE eKeMECAYHbIX MOAPOOHbIX 0T4eTOB 06 MHLMAEHTaxX B popmaTe PDF.
1.10.1.

Ona nogkntoueHua Yenyrn «3awmta ot DDoS-atak (Qrator)» 3aka3uuKk fo/mKeH BblbpaTb TapUQHbIM NaaH Ha OCHOBAHMM
npegnonaraemon

nonocCbl BpPegoHOCHOro Tpad)MKa, rapaHTMposaHHon AOCTYNHOCTKM 3aliMulaemMblX CepBucoB U

HeobxoAnMON A0N0NHUTENbHOM GYHKUMOHANBHOCTH:

Tabn.1. TapudHble naaxbl Yenyrm «3awmra ot DDoS-aTak (Qrator)»

Business
(Bsns)

Professional
(Pro)

HaumeHoBaHue
TapudHoro nnaHa

Corporate
(Corp)

BkntoyeHa

nonoca  GbuabTpaLMM  BPEAOHOCHOIO

10 réut/cek 50 réut/cek 500 réut/cex

(HexkenaTenbHoOro) Tpadmka, go:

TapudHbIN NNaH, 3a Kaxaplit M6uT/c

TapuduumMpyeTca AONONHUTENBHO

BkntoueHo TpaduKa B TapudHbIN naaH 10 M6uT/c
[apaHTUpPOBaHHaA AOCTYNHOCTb CEPBUCOB B MECAL, He
parTp Aoty P t 97% 99% 99,5%
MeHee
Tapuduumpyemblit Tpadpuk NerMTUMHBIN
Onnata nonocbl TpaduKa CBepX BK/IOYEHHOTO B

dunbTpauna HTTPS ¢ wcnosnb3oBaHMEM MPUBATHBIX
Kntoyein Knnenta

BK/IOYEHO

MpeaoctasneHune ceptnudukaTos Let's Encrypt

BK/IOYEHO

3 BxoauT BO Bce TapudHble naaHbl Yeayru (6e3 camoctoaTenbHOM TapubuKaLmm).

3B cnydae ecau paHee A A0CTYNA K 3alUMLLaeMOMy CEpPBUCY 3aKasumKa 1Cnonb3osanca npotokon HTTP.
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AKTVBHan NPOBEPKa AOCTYNHOCTU NAOLWAA0K KANEHTa

He npeaycmoTpeHo

BK/IOYEHO

dunbtpauma HTTPS 6e3 ucnonb3oBaHWA NPUBATHBIX BK/IIO4EHO
" He npeaycmoTpeHo
Kntouen
Joctyn K API He npeaycmoTpeHo BK/IO4EHO
MpAmMoe NOAKNOYEHME B CYLLECTBYIOWMI CTbIK C
MHdpacTpykTypoit UcnonHutena QDC (Qrator Direct He npepycmotpeHo BK/IIO4EHO
Connection)
AononHutenbHbie ycayru Professional (Pro) Business (Bsns) Corporate (Corp)
TapubuumpyeTca Tapubuumpyetca TapudbuumpyeTca
Mpeaocrasnenme IP-agpecos (ceepx 1 IP-agpeca, LONONHUTENBHO [OMNONHUTENIbHO AONONHUTENBHO
BK/IIOYEHHOTO B TAapUPHbINA NNAH), eXKEMECAYHO

basoBan 6anaHCMpPOBKa OUMLLEHHOTO TpaduKa MeXay
IP-agpecamu (He 60s1ee AByX ancTpMMOB MO anropuTMmy
Round-robin)

BK/IKOYEHO

banaHcupoBKa ouuweHHoro TpaduKa mexay IP-
apapecamm 3aKasumka
QLB (Qrator Load Balancing), exxemecsauHo

He npeaycmoTpeHo

TapupuumMpyeTca AONONHUTENBHO

Ycnyra 3awmtbl Websockets (npokcuposaHue TCP TapubuumpyeTca BKAIOYEHO
COeAVHEHUIA), EXKEMECAYHO AOMNONIHUTENBHO
NoagkntovyeHne K  uHdpacTpyktype WcnonHutena
bpacTpyKTyp Tapuduumpyetca

nocpeACcTBOM aHOHCa ceTeBbIX NpedunKcos 3akasumnka no He npegycmoTpeHo LONONHUTENBHO
npoTtokony BGP, exxemecayHoO
MpepoctaBnexHve BblE/IeHHOrO nopTta Ha

Tapuduumpyetca
obopyaoBaHun l/'ICI'IOnHVITenﬂ Ana opraHusauumn BONC He npeaycmoTpeHo puouLmpy
QDP (Qrator Dedicated Port), exxemeca4Ho AONONHNTE/IbHO
DdunbTpauna Tpaduka No reo3oHam, exxemecayHo Tapudnumpyetca

He npeaycmoTpeHo
[OMNONHUTENIbHO

OTka3soycTtonumnsbln DNS10, exxemecAayHO

TapuduumpyeTca AONONHUTENBHO

OTKasoycToiumnsbli DNS10+, exxemecaqyHo

TapuduumpyeTca AONONHUTENBHO

OTkasoyctonumnsblt DNS100, exxemecsayHo

TapuduumMpyeTca AONONHUTENBHO

OTkasoycTonumsbln DNS100+

TapuduumpyeTca AONONHUTENBHO

3awmTta ot 60TOB, EXXEeMeCAYHO, 3a Kaxablin M6uT/cek
(py6.)

He npeaycmoTpeHo

TapupuumMpyeTca AONONHUTENBHO

KawwnposaHue koHTeHTa CDN 100, ctoumocTs 3a 1T6anT
(&0 100 THaKT BKAHOUUTENBHO)

TapuduumMpyeTca AONONHUTENBHO

Kswwuposanne koHTeHTa CDN 100+, crtoMmocTb 3a
1T6aT (cbiwe 100 T6auT)

TapuduumpyeTca AONONHUTENBHO

10 M6uT/c npegonnadeHHas nosoca TpaduKa ceepx
BK/IOYEHHOTO B TapuHbIN NaaH

TapuduumpyeTca AONONHUTENBHO

50 M6ut/c npegonnayeHHas mnosoca TpaduKka ceepx
BK/IOYEHHOTO B TapuHbIN NaaH

TapuduumpyeTca AONONHUTENBHO

100 M6uT/c npeponnadeHHas nosoca TpaduKka ceepx
BK/IOYEHHOTO B TapuHbIN NaaH

TapuduumMpyeTca AONONHUTENBHO
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1.11.

1.12.

1.13.

200 M6uTt/c npegoniayeHHan nosoca Tpaduka ceepx

BK/IOYEHHOTO B TapuHbIN NaaH

TapuduumMpyeTca AONONHUTENBHO

300 M6uTt/c npegoniayeHHas nosoca Tpaduka ceepx

BK/IFOYEHHOTO B TapuHbIN NaaH

TapuduumpyeTca AONONHUTENBHO

400 M6uT/c npegonnadeHHas nosoca TpaduKa csepx

BK/IFOYEHHOTO B TapuHbIN NaaH

TapuduumpyeTca AONONHUTENBHO

500 M6uTt/c npegoniayeHHas nosoca Tpaduka ceepx

BK/IOYEHHOTO B TapuHbIN NaaH

TapudnumMpyeTca AONONHUTENBHO

B cocTtaBe Ycnyru «3awmTa Beb-npunoxeHuii (Qrator)» ocywecrtsnserca 6e3 camoctoAaTeNbHON TapuduKaumm:
® aKTMBHOE CKaHMPOBaHMWE cepBMca 3aKa3uMKa Ha HaNuUMe yA3BUMOCTEN YPOBHA NPUIOKEHUI, KOTOPble MOTYT NPUBECTU

K ero B3siomy,

® [peaoctaB/ieHMe OoT4eToB 06 06Hapy)KeHHbIX YA3BUMOCTAX YPOBHA I'IpVII'IO)KeHMVI cepBuca 3aKasumKac pekomeHaaunaAMmm

No UX YCTPaHEHUIO;

e npepoctasneHune ycayru «Virtual Patching» B oTHOWeHWM cepBuca 3aKasuvMKa C aBTOMATMYECKUM OTCAEXMBAHUEM
COCTOSIHWA YA3BUMOCTM 10 MOMEHTA €€ YCTPaHEHUA U KOHTPOJIEM KauecTBa yCTPaHeHUs yA3BUMOCTe;

e 33WuTa cepBuca 3aKasumKa OT aTak-nepebopa (bpyTdopc naponeit U T.4.) - BKAOYAETCA NO 3anpocy 3aKasumKa);

®  OCYLLECTB/IEHME aKTUBHOM NPOBEPKM Yrpo3 U3 TpaduKa Ha cepBUChI 3aKasumKa;

e dopmMpoBaHME NepUOUYECKUX OTUETOB.

Ona nogkntodeHuns Yenyrm «3awmTa Beb-npunoxeHuit (Qrator)» 3akasumk AoXKeH BbI6paTb TapudHbIA NAaH Ha OCHOBAHMM

Heobxoanmon emy GyHKLMOHANbHOCTU:

Tabn. 2. TapudHble nnaHbl Yeayrm «3awmTa Be6-npunoxeHunii (Qrator)»

OBHAPYXEHUE U 3ALLIUTA OT XAKEPCKUX ATAK. WEB APPLICATION FIREWALL (WAF)

TEXHO/10I'MA SOLIDWALL

HaumeHoBaHue TapudHOro nnaHa

Elementary Partner WAF Advisory Partner WAF

BkntoueHo Tpaduka B Al

3 M6ut/c

Onnata nonocbl (Tpaduka) cBepx BKAOYEHHOMO B
TapudHbIN nnaH
(3a 1 M6uT/c)

TapubunumpyeTca oTAeNbHO

BKNtoYEHHOE KOIMYeCcTBO 3aluuLLaemMblx cepsucos

1 wr.

[ononHutenbHble ycayrun

3awmTa 1 AONONHUTENBHOIO CEPBUCA, EXXEMECAYHO

TapubuumpyeTca oTAENbHO TapubuumpyeTca oTAENbHO

JononHutenbHoe NPOCTPAHCTBO ANA XpaHeHua, 33 1
Tb exxemeca4yHo

TapubunumpyeTca oTAeNbHO

CTOMMOCTb AOMONHUTE/IbHBIX YCAYT MO 0B6HAPYKEHMIO
1 6710KMpOBaHUIO ceTeBblix aTak (Professional Services
WAF), exxemecayHo (244)

TapubunumpyeTca oTAeNbHO

Ycnyrn  pacliMpeHHOW TeXHUYECKOU NoAAEepIKKM,
OKa3blBaemble MPU NOAKNOYEHUN HOBbIX CEPBUCOB
3akasuuka (Professional Services WAF)

TapubunumpyeTca oTAeNbHO

TexHuuyeckue xapaktepuctnkmn Obnaka MapTHepa:

e 6onee 1000 M6UT/c naccMBHOM NONOCHI NPOMNYCKaHUA - AeTEPMUHMPOBaHHaA obpaboTka IP-nakeTos 6e3 ycTaHOBAEHMA

TCP-coepguHeHus;

e 6onee 500 I6UT/c aKTUBHOWM MOMOCHI MPOMyCKaHWUA - Kaxaoe Bxogawee TCP-coeguHeHune obpabatbiBaeTca u

AHA/IM3NPYETCA,

o <5% noxHbix cpabaTbiBaHUI B NpoLecce oTpaxkeHns DDoS-ataku;
e BpemsA oby4yeHMs ceTU OT MOMEHTA NOAK/OYEHMA HOBOFO 3aKasumKa - MeHee 2 Yacos:

e B 33% cnyyaes - 40 4 MUHYT;
e B 60% cnyyaes - oT 5 MMHyT o 1 yaca;

e Bpems cTapTa GUAbTPALLMM aTakKn Ha «0bydeHHOM» TpaduKe — B 80% C/iy4aes 40 2 MUHYT OT Hauana aTaku;
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1.14.

1.15.
1.16.

2.1

e pnob6aBneHHoe Bpems 3aepKKM Npu NpoKkcMposBaHum TpaduKa - oT 0 go 100 mc. B cnyyae npokemposaHus HTTP-Tpaduka
B CWAY UCNONb30BaHUA persistent HTTP-coeguHeHWl ¢ 3aLLMLLaemMbiM CEPBUCOM BO3MOXKEH MPUPOCT CKOPOCTU paboTbl
3alLMLLAEeMOro cepBuca;

®  OnuMOHaNbHaA 6aNaHCUPOBKA OUYULLEHHOTO TpadUrKa MeXKAY IK3eMNNAPaMU cepBrca 3aKasunKa Ha OCHOBE asirOPUTMOB:
primary-backup, round-robin, iphash, a Tak»e B pUKCMpPOBaHHbIX MPOMNOPLMUAX;

®  KO/IMYeCTBO 3alLMLLAEeMbIX CEPBMCOB 3aKa3umnKa - HEOrpaHMYEeHHO.

[na nogknoueHuns K Yeayre 3akasunky HeobXoaAMMO CaMOCTOATE/IbHO:
®  U3MeHWUTb A-3anucb, COOTBETCTBYHOLLYIO AJOMEHHOMY MMEHM 3aliMLiaemoro cepsuca, B ceoeir DNS-3oHe, 4TObbl OHa
yKa3blBana Ha BblAeNeHHbI aToMy cepsucy IP-agpec B Obnake MaptHepa (Qrator-IP), gna oTkAlouYeHUa HeobxoamMmo
BbINONHWUTL 06paTHOE AeicTBUE;
® HacTpouTb mexceTeBoi 3KpaH (firewall) ans 3anperta xoxaeHus Tpaduka Ha IP-agpec 3almLLAaEMOro pecypca ¢ 1tobbix
BHELLHWX aApecos, Kpome y3108 MapTHepa;
®  HacTpoWTb CePTUPMKATbI ANA OYUCTKMU WdPOBAHHOIO TpaduKa.

Ycnyru gocTynHbl Kak ansa cepsrcoB 3akasumka, yHKLUMoHUpytolwmx B O6nake Cloud.ru, Tak 1 B cTOpoHHel MHbPACcTpyKType.

|_|Ol'|b3yﬂCb yCl'IyFaMM, 3aKasumk noaTsepXxaaeT, YTO AOMEHHbIE UMEHQa, AN1A KOTOPbIX NOAKNKOYaoTCA YCﬂyI'VI, npuUHagnexxart
€My Ha 3aKOHHOM OCHOBaHUU, nmMbo oH AeﬁCTByeT OT UMEHU N NO NOPYYEHUIO 3aKOHHbIX B/1aAeN1bLEeB 3TUX AOMEHHbIX UMEH.

2.

BA3BOAA ®YHKLUUOHA/IbHOCTb U METPUKU YCNIYTU

DYHKUMOHANBHOCTb M METPUKKM YCayr npeacTasieHsbl B Tabanuax 3 u 4.

Tabn. 3. MapameTpbl NpegocTaBaaemblx Ycayr

HaumeHoBaHue Ycnyru

Tapuouumpyembie
eAuHULbI

XapaKTepucTUKU U METPUKMN

[onyctumble 3HaYeHUA

3awmTa ot DDoS-
arak (Qrator)

Tapud

ABOHEeHTCKan naata no Tapudy

Professional, Business, Corporate

3alumuLaemblii cepBuc

JOononHutenbHbllt Qrator-1P

ot 1 u 6onee

JlernTumHbIi Tpaduk

7 =
erMTUMHBI Tpaduk ceepx | 11 M6uT/c

BKJ/IOYEHHOTO B Tapud

n

Tappev,lu,d)oannaqu Haa nonoca  cBepx 10, 50, 100, 200, 300, 400, 500 M6uT/c

3awmTa ot 60TOB

ot 1 M6éut/c

MpegonnadyeHHas Noaoca 3aluTbl OT
60108

10, 50, 100, 200, 300, 400, 500 M6uT/c

Onuum nogKkNYeHUA

dunbtpaums HTTPS 6e3
MCMONb30BaHNUA NPUBATHbIX KtoYei

Tonbko Ha
Corporate

Tapudax  Business,)

3awumrta WebSocket (npokcuposaHue
TCP coeauHeHuin)

Ha Bcex Tapudax

MoakntoyeHne no npotokony BGP

Mpamoe noakaoyeHme B
CYLLLECTBYOLLNIA CTbIK c
nHopacTpykTypol UcnonHutena QDC
(Qrator Direct Connection)

BblaeneHHbIn
obopyaoBaHum

nopt Ha

Tonbko Ha Tapude Corporate

dunbTpauma Tpaduka No reosoHam

Tonbko Ha Tapude Corporate

AKTMBHaA npoBepKa [OCTYMHOCTU

fAononHntenbHble ONUMK | naowanok 3akasumka Tonbko  Ha  Tapudax  Business)
Corporate
Loctyn K API
He 6onee BYX ancTpumos no
AsY . P Ha Bcex Tapudax
BanaHcUpoBKa anroputmy Round-robin
ouuLLEeHHOro TpaduKa -
pad Tonbko Ha  Tapudax  Business,

mexay IP-agpecamn

Qrator Load Balancing

Corporate

OTKaszoycToiumsblit DNS

OTKasoycToiumBblit DNS

DNS10, DNS10+, DNS100, DNS100+

3awmTa Beb-
npunoxexuin (Qrator)

Tapud

ABOHEeHTCKan naata no Tapudy

Elementary, Advisory

3alumiLaemblii cepBuc

[JononHuTenbHbIlM cepBuc

oT 1 u 6onee

JlernTumHbI Tpaduk

JlernTumHbI Tpaduk
BK/IlOYEHHOrO B Tapud

cBepx

ot 1 M6éut/c
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Tabn. 4. NapameTpsbl ycayrn «3awuta Be6-npunoskerunii (Qrator)»

HaumeHoBaHue ycnyr

Elementary Partner WAF

Advisory Partner WAF

OnucaHue ycayr no o6HapyeHUIo 1 6J10KMPOBAHMIO CETEBbIX aTak,
BKJIIOYEHHbIX B TapuHbIiA NaaH

BbnoknpoBaHue aTak

BAOKMpYIOTCA OTAENbHbIE BPEAOHOCHbIE 3anpoChl U OTBETbI

Bo3mosKHble cnocobbl
ob6Hapy»KeHus aTak

ATakmn BbIABNAIOTCA
cnocobamu:
BbiABNeHWe aTak Ha ypoBHE NapameTpoB
HTTP npoTokona BHYTPM 3anpocos u
oTBETOB

BbiABNEHME NpPU3HAKOB aTak BHYTPU
B/IOXEHHbIX AaHHbIX MepeAaBaembix B
3anpocax

BobifaBneHune nepebopHbIX aTak
(BKNtouaeTcA  no  3anpocy, eAuHble
HaCTPOWMKMN 417 BCErO NPUNOMKEHNA)

cnepyowmmm

ATaKu BbISBAAIOTCA CEAYIOWMMM cnocobamm:

BbiaBneHne atak Ha yposBHe napameTtpos HTTP
npoTokona
BbiABNEHME NPU3HAKOB aTakK BHYTPU  BJIOXKEHHbIX

[AaHHbIX, NepeaBaemblX KaK B 3anpocax, Tak U B OTBeTax
BbiABNEHME NPU3HAKOB aTaK Ha YPOBHE OTAENbHbIX
NIOTUYECKUX AeMCTBUIN B MPUIOMKEHUU C BO3MOXKHOCTbHIO
(BKNtOUaeTcA Mo 3anpocy, HacTpauBaeTcA B pamKax
OONONHUTENBHBIX  YCAYTM MO OBHapyXeHuto u
6/710KMPOBaHMIO CETEBbIX aTakK).

BbiABNEHMe aTak Ha YpOBHE OTAENbHbIX Ceccui
noab3oBaTesiell U KOHTPOb aBTOPU3ALMK ANA PECYPCOoB
C HU3KOM M CpegHel Harpy»KeHHOCTbIO (BK/IOYaeTca no
3anpocy, HacTPauBaeTCA B PaMKax AOMNONHUTENbHbIX
ycayrn no obHapyKeHuto 1 610KMPOBaHUIO CEeTEBbIX
aTak).

BbiaBneHne nepebopHbIX aTak Ha YPOBHE OTAENbHbIX
NIOTUYECKUX  AelcTBui  (BK/AtOYaeTca Mo 3anpocy,
HacTpauBaeTcA B pamMKax AOMNONHUTENbHbIX YCAYrM No
06Hapy»XeHUo U 610KMPOBAHUIO CETEBbIX aTak).
BbiaBneHne 6OT-aKTUBHOCTU (BK/IOYAETCA NO 3anpocy,
HacTpamBaeTcA B pamMKax AOMNONHUTENbHbIX YCAYrM No
06HapyXeHUI0 U 6I0KMPOBAHMIO CETEBbIX aTakK)

XpaHeHue aaHHbIX

CoxpaHstoTca cobbiTus 6esonacHocTH, a
TaK)Ke BPeAOHOCHbIE 3anpoChl U OTBETbI

CoxpaHATCA ceaytolme aHHble:
cobbiTna 6esonacHoCTH,
BPeAOHOCHbIE 3aMpoChl U OTBETbI

NeruTUMHbIE  3anpocbl M OTBETbl B pamkax
npuobpeteHHOro o6bema xpaHuaunwa
BaXKHble noruyeckue AeWcTemn (orpaHunyeHo

npuobpeTeHHbIM 06bEMOM XPaHUIMLLA, BKAOYAETCA MO
3anpocy, HacTpauBaeTcs B pamKax AOMONHUTENbHbIX
ycayrn no obHapyKeHuto 1 610KMPOBaHUIO CEeTEBbIX
aTak)

Ooctyn K wuHTepdeicy
ynpasneHusa SolidWall WAF

[ocTyn K "M4HOMy KabuHeTy ¢ 6a3oBbim
dYHKLUMOHaNOM. Mopaepxusatotca
cnepyowme GyHKLMKU:

[aw6opabl MOHUTOPUHIA
OtobpaxkeHune cobbiTmit 6e3onacHoOCTH ¢
noAAep KoM rpynnmpoBKoM

[octyn K JWYHOMY KabuHeTy ¢ pacMpeHHbIM
dyHKLMOHaNOM. MoaaepxusatoTca cnegyowme
dyHKUMM:

[aw6opabl MOHUTOPUHIA
OtobpaxeHune cobbiTnii 6esonacHOCTU C NOALEPKKOM
rpynnupoBKow

OtobpaxkeHue KypHana OTobpakeHue KypHana 3a610KMPOBAHHbIX TPAH3aKLUI
3a6/10KMPOBAHHbIX TPAH3aKLUUM BO3MOXHOCTb BK/IOUEHWA/ BLIKMOYEHWUSA 3ALLMUTHI U
noAaBAeHUA NOXKHbIX CpabaTblBaHWIA.
MpepoctaBnexHne He npegycmoTpeHo B Tapude MpepocTtaBnaeTcA  BO3MOMHOCTb — WMHTerpaumMm  c
BO3MOXHOCTU MHTErpauum ncnonb3oBaHnem mexaHumsmos SYSLOG waum REST API
SolidWall WAF ¢ BHewWwHUMM (BK/touaeTcA no 3anpocy)
cMctemamu
MpepoctaBnexHne MpepocTasnatoTca cnegytowme  Buabl MpepocTaBnatoTca cneaytoLime BUAbI OTHETOB:
aABTOMATU3UPOBAHHbIX 0TYeToB: PerynapHble aBTOMAaTM3UPOBAHHbIE oT4yeThl
oT4yeToB PerynapHble aBTOMATU3UPOBAHHbIE (HacTpamBsatoTca no 3anpocy)
oT4yeThbl (HacTpausatoTca no 3anpocy) OpHOKpaTHble aBTOMaTM3NPOBAHHbIE oT4yeThl
OpHOKpaTHble ~ aBTOMaTU3UPOBaHHblE (npepocTasnatoTca no 3anpocy)
oTyYeTbl (NPeAoCTaBAAOTCA NO 3anpocy)
KoHcynbTupoBaHue KoHcynbTupoBaHue Knnentos no KoHcynbTupoBaHue Knuentos no cnegywowum
KnveHtoB no Bonpocam C/leAyoWmMMm Bonpocam: BOMpocam:
ncnonb3oBaHua Yenyr WAF ncnosnb3osaHue 6a3oBoro GpyHKUMOHaNa ucnosnb3oBaHne 6a30Boro  QyHKUMOHANA  NIMYHOMO
JIMYHOTO KabuHeTa KabuHeTa
pasbACHEHUA MO  3ab6IOKMPOBaAHHBIM pasbACHEHWUA NO 3a610KMPOBAHHbBIM 3aNpPOCcam.
3anpocam. MHTerpauua c BHELWHUMM cuctemamu c

ncnonb3oBaHnem mexaHnamos SYSLOG nan REST API

Yeayrm 6asoBoi
TEXHUYECKON MOAAEPKKM,
OKasblBaemble npu
NOAKNOYEHUM HOBbIX
Knuentos

Mpyv NOAKNOYEHUU  OCYLLECTBAAIOTCA
cnepytoume HaCTPOMKK (BbIMOHAKOTCA C
NpYMeHeHNeM MaLWMHHOMO 0by4YeHus):
HacTpoiika napameTpoB NpoTokosia
MozasneHne NOXHbIX cpabaTtbiBaHU
duUabTpaLUsA CTaTUYECKMX PECYPCOB

MpyM MOAKNIOUEHWMM  OCYLLECTBAAIOTCA  Caeaylolime
HaCTPOWKM (BbINOAHAIOTCA C NPUMEHEHMEM MALIMHHOIO
0byyeHus):

HacTpoiika napameTpoB NpoToKosia

MosasneHune NOXHbIX cpabaTtbiBaHU

duabTpauusa CTaTUYECKMX PECYPCOB
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3.1.

3.2.

3.3.

3.3.1.

3.3.2.

3.3.3.

3.4.

3.4.1.

3.4.2.

3.5.

4.1.

rnobanbHas HacTponKa moayna FnobanbHas HACTpoWKa MoAy/nA NPOTUBOAENCTBUA
NPOTMBOAENCTBMA NepebopHbIM aTakam nepe6opHbIM aTakam (no 3anpocy)

(no 3anpocy) ABTOMaTU3MPOBAHHAA PAa3METKA NIOTMYECKUX AeWCTBUIA
(B LenAx NnogasneHUsA NOXKHbIX cpabaTbiBaHWIA)
FnobanbHas HACTpoWMKa MOAYNA KOHTPO/A Ceccuit u
3alUMTbI OT aTak Ha aBTOpPM3aLMio (MO 3anNpocy M ec/in He
npeBbIlWEeHa AONYCTUMAA HarpysKa)

Yeayrm 6asoBoi MoaaepaHue paboTocnocobHOCTM M ycTpaHeHue owmnboK B paboTe SolidWall WAF B uHdpacTpykType
TEXHUYECKON MNOAAEPHKKM, 3aKasuukKa;

OKasblBaemble B npouecce O6HoBneHue Bepcuit SolidWall WAF B nHdpacTpyKType 3aKasumka;

3KcnayaTauum SolidWall npefocTasieHne 3aKasumnky AocTyna K nHtepdeicy ynpasnenus SolidWall WAF ans ocywectsneHua
WAF MM CaMOCTOATE/IbHOWM HACTPOMKMK, a TaKKe KoOHTpona pabotocnocobHoctu SolidWall WAF;

npefocTasieHMe  3aKasuMKy BO3MOMHOCTM  uHTerpauum  SolidWall WAF ¢ BHewHumu
MHOOPMALMOHHBIMW CUCTEMAaMKU ANA OCYLLECTBNEHUA MM CaMOCTOATE/IbHOW HACTPOWKM, a TaKke
KOHTponsa pabotocnocobHoctu SolidWall WAF;

KoHcynbTpoBaHue 3akasumka no Bonpocam n agmmHuctTpuposaHma «SolidWall WAF»

[lononHutenbHblie ycnyru no o6HapyXeHuio u 610KUPOBaHUIO CETEBbIX aTak
(Professional Services WAF)

Yeayru pacwmpeHHow TOHKasA pydyHas HacTpoWKa MEeXaHWU3MOB 3alWTbl MO OCOBEHHOCTUM MpPUNOXKeHui KaveHTa, B Tom
TEXHUYECKOW MOAAEPIKKM, uuc/ie, KOPPEKTUPOBKA PE3YNbTATOB MALLMHHOMO 06YYEHHUS.

OKasblBaemble npw MpoaKkTUBHOE pearMpoBaHWe Ha KPUTWUYHbIE COBbLITUA MHGOPMALMOHHOW 6e30MacHOCTM Ha OCHoBe
NOAKOYEHWUM HOBbIX COrNacoBaHHbIX C 3aKa34YMKOM CLEHapues.

cepBMCcoB 3aKasumnka Mepuoguuecknini aHanms (aygut) cobbitmii MHOOPMaUMOHHON 6e3onacHocTM ¢ uenbio cbopa

CTaTUCTUKM U aHaNIN3a MEHEE KPUTUYHBIX COBbITUIA.

TexHWYecKoe pacciefoBaHue UHUMAEHTOB MHGOPMALMOHHOM 6e3onacHoCTy.

Pa3paboTKa aHaIUTUYECKUX OTHETOB.

M3meHeHne dpyHKumoHanbHocTH SolidWall WAF (dopmbl 0OTYETHOCTHM, M3MEHeHWe cueHapues paboTbl
C N0/Ib30BaTENbCKUM MHTEPECOM).

MHTerpauma co CTOPOHHWMMM cpeacTBamu 3akasumka (SIEM, «TuKeTHble» cuctembl, CMC-
MHGOPMMpPOBaHME 1 T.N).

AHanu3 3aLWMLLEHHOCTU CEPBUCOB 3aKasumKa (TECTUPOBaHWE HA NPOHUKHOBEHWE, aHAIU3 UCXOAHOTO
Koaa).

KoHcynbTMpoBaHMe 3aka3umka No obLwMM BOMpOCam 3alUTbl BEG-NPUNONKEHUI, B TOM Yucie — No
npakTMkam 6esonacHoro KoANPoBaHMA

3. TAPUOUKALMUA YCNYTU

TapuduKaums ycnyrm cocTouT M3 AByX KOMMNOHEHTOB — PUKCMPOBAHHOW abOHEHTCKOM nnaThbl (cTaTMyHaa TapuduKauma) un
nepemeHHOM YacTu, PacCciUTbIBAaEMOM Ha OCHOBAaHUM GaKTUUYECKOro MCNO/Ib30BaHUA NOOChI TpadumKa.

q)MKCMpOBaHHaH aboHeHTCKan nnaTta YCTaHaB/IMBAETCA 3apaHee U He 3aBUCUT OT NPOAO/NKUTENNIbHOCTU OKasaHUA YCAyr B
pac4yeTHOM nepunoae.

Pacuet daKkTU4eckun Ucnosbayemolit nonockl Tpaduka NnpoussoauTca cneaytolmm obpasom:

B TeueHWe pacyeTHOro nepvoaa c UHTepBasaoM B 1 MUHYTY onpesenseTca cpegHee 3HauYeHWe nonockl Tpaduka, Npy 3Tom
noa, nonocoit TpaduKa NoHUMaeTcA Haubosbluee 3HaYEHUE MEXAY CKOPOCTbIO OUULLEHHOTO (C NPUMEHEHWEM CUCTEMbI
dunbTpaLmmn) Bxoaawero Tpaduka n ucxopalLero Tpadpmka MHPpopmaumoHHoOro pecypcea.

Mo 3aBepLUEHNU pacHeTHOro Nepuoaa Bce NosyYyeHHble U3MEPEHUN COPTUPYIOTCA, U U3 HUX UCKtoYatoTea 90 HanbonbLIMX
3HaYeHUN.

M3 ocTaBlUMXCA M3MepeHUI BbIBMPaeTca MaKCMManbHoe 3HauYeHWe, KOTOPOe OKPYIAAeTCA B MeHbLLYI0 CTOPOHY A0 LLenoro
yncna M6ut/c. MonyyeHHoe 3HaUYeHUe CUMTAETC BeMUMHOM HaKTUYEeCKU UCNOb30BAHHOM NO0ChI TpaduKa.

Pacuet exxemeca4HOro NepemeHHOro Bo3HarpaxaeHusa NponM3BoAnTCa No ciedytoulein dopmyne:

ExxemecsuHoe nepemeHHOe BO3HarpaxaeHue = (bakTnueckn ucnonblyemas nosoca Tpaduka — (Tpaduk, BKAKOYEHHbIN B
TapudHbIM NNaH + NpegonnadeHHan nosoca Tpaduka)) x cTaBKa onnaThbl 3a KaxKabli M6OUT/c, Npesblwalowmin TapudHbIin
nnaH.

B cnyyae, ecnn pasHuua (pakTuueckn ucnosnb3yemas nonoca Tpaduka — (Tpaduk, BKNOYEHHbIM B TapudHbIA nnaH +
npeaoniayeHHas nonoca TpaduKa)) OKasbiBaeTcA PaBHON HY/MO UAKW OTPULATE/IbHOW, NepeMeHHoe BO3HarpaxaeHue He
Hauucnsercs.

He3aBMCMMO OT GaKTUYECKOro MCNo/ib30BaHWUsA, ecnn 3aKasuuMK He WMCMo/b3yeT MOJIHOCTbIO MPeAoniayeHHyo noaocy
TpaduKa, nepepacyeT He NPOU3BOAUTCA.

4. OrPAHUYEHMA

TexHu4eckune acrnekTbl paboTbl cuctembl dunbTpaumm Tpaduka, 3a HecobaoAeHME KOTOPbIX MICNONHUTEND HE OTBEYAET, U NpU
HecobaoaeHUn KoTopbix McnonHWTeNb He MOXKET rapaHTUpoBaTb obecneveHue 3aABNEHHOrO YPOBHA Kayectsa ycayr no
dunbTpaummn Tpadmka:

e ans ueneit duabTpaummn Tpaduka NpeanonaraeTcs, YTo AaHHble U3 ceTu MHTepHeT nepeaatoTca He HeNoCpPeaCcTBEHHO
Ha IP-agpec cepBepa Uau BUPTYaibHOM MalMHbI 3aKa3umKa, a Ha agpec, umetowmii FQDN cepsepa uam BUpTyanbHoM
MaLLUUHbI 3aKa3umnKa;
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e B C/lyyae, eCU CepBep MAM BUPTyasbHaa MallMHA 3aKasuuKa, oA obecnedyeHus ctabunbHOCTU M GecnepeboiiHoCTU
paboTbl KOTOPOro NOAKAOYEHbI YCAYrM No GuabTpauumn TpaduKka, byaer cnocobeH NPUHUMATL BXOAALLMIA TpaduK OT
Ntobbix cepBepoB B ceTU MHTepHeT, IcnoNHUTeNIb He MOKET rapaHTMpPOBaTb OKa3aHue ycayrv no GunbTpaumm Tpaduka
B 3anpalunBaemom obbeme [0 MOMeHTa nonHoro obHoBneHus DNS-3anucelt 06 agpecax cepBepos 3aLLMLIAEMbIX
[OMEHOB BO Bcell ceTn MHTepHerT;

® [N UCKNKOYEHUA cuTyaumu obpaboTku cepBepom 3aKasumKa BPeLOHOCHOrO BXOAALLero Tpaduka Ha cepsepe wan B
TeHaHTe 3aKa3umKa [0/KeH ObiTb BKAOYEH WM pa3BepHYT mexceteBon 3KpaH (firewall), 6nokupyrowmini ntoboi
BX04ALMI TpaduK, Kpome BxoasLLero TpaduKa ¢ KOHKpeTHoro cepsepa UcnonHutens;*

®  [N1A CHUMKEHWA KO/MMYeCcTBa BPefoHOCHOro Tpaduka, 6aoKMpyemoro mexceresbim 3KkpaHom (firewall) 3akasumka, a
COOTBETCTBEHHO, A/ CHUKEHUA Harpy3kuM Ha cepBep WAW BUPTYyasbHYIO MalMHy 3aka3uuka, 3aKasumk o6s3aH
npeanpuHATL Mepbl N0 COKPLITUIO (HepasraalleHunio) pakTuueckux IP-aapecoB cepBepoB U BUPTYabHbIX MALUWUH, ANA
KOTOpbIX ocyLiecTaneTcA GuabTpaums Tpaduka.

5. WHbIE YCN10BUA, NAPUMEHUMBIE K YC/TYTAM

5.1. B0o3MOMKHble BUAbI NOAKNOYEHNA / U3MeHeHMs / OTKAoYeHus Ycayr:
5.1.1. MNMocpeactsom noanucaHua 3akasa;
5.1.2. MocpeacTBom coBepLueHUa AencTBuii B JIMMHOM KabuHeTe.

5.2. BO3MOMKHbI NOPALAOK PacyEToB Mno Ycayram:
5.2.1. MNoctonnata.

5.3. Bo3Mo3KHble cnocobbl onnaTthbl / NOPAAOK NonosHeHna banaHca:
5.3.1. OnnaTa B 6e3Ha/IMYHOM NopAAKE HAa OCHOBAHUW BbICTaBNEHHOIO McnonHuTenem cyéta.

4B cnyyae 3aLmMTbl BUPTYaNbHOM MallMHbI, Pa3MeLLaeMom B TEHaHTe 3aKka3umKa Ha 6a3e MHbpacTpyKTypbl, B Ka4ecTBe COOTBETCTBYIOLLErO MeKceTeBOro skpaHa (firewall) moxer
6bITb MCMNOIL30BaH M COOTBETCTBYIOLWMM 06pa3om HacTpoeH Edge Gateway.
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