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OBLLEE COMALWEHWME Ob YPOBHE MNPEOOCTABJIEHNA YCIYTT

1. MPEOMET COIMMAWEHWA

HacTtoswee CornaweHue o6 ypoBHe npefocTaBneHunsa ycnyr (nanee — CornalweHue) ycTaHaBIMBaEeT:

. LieneBble 3HaYeHUs nokasaTtenen Ycnyr;

. obwme ycnoBMs W MNOPAAOK B3aMMOOENCTBMA CNyX0 3akasumka M McnonHuTens B paMkax
TeXHMYEeCKOM NoaaepXKu Ycnyr no Loroeopy;

. nopsnoK KOMMyHMKaumm CTOPOH NO pa3HbiM KaTeropuam ObpalleHni;

. OTBETCTBEHHOCTb CTOPOH 3a HecobntopeHme ycnosuit CornalieHus.

Ycnyra c4MTaeTcs COOTBETCTBYHOLLEN rapaHTMPOBAHHOMY YPOBHIO KauecTBa, ecniv GaKTUYecKmne 3HauyeHuns
€€ NapaMeTpOB YK/1aablBatOTCA B AMaNa3oHbl LefeBblX 3Ha4YeHUN, yCTaHOBeHHble B CornaweHnun u (unm)
ycnosusax SLA Ycnyr.

Ecnn B SLA Ycnyr npeoycMoTpeHbl WMHble YCNOBMS MO CPaBHEHWUIO C ycnosuamm CornaweHus, To
nencTeytoT ycnosusa SLA Ycnyr.

2. TEPMWHbI N OMPEQJENEHNSA

ABapuiiHoO-
BOCCTaHOBUTE/IbHbIE
paborTsl

(ABP)

BeHpop

Bpemsi 4LOCTYNHOCTU
Yenyr (B4)

Bpemsi He[OCTYNMHOCTH
Ycnyr (BH)

Bpems npoBepeHus
PernamMeHTHbIX paboT
(BI1PP)

Bpems peakumnmn

Bpems pelueHus

Herpagauymns

AoctynHocTb Ycnyr

3anpoc Ha u3MeHeHune
(3HW)

3anpoc Ha
o6cnyxuBaHue

(3HO)

UHnumaTop O6pawjeHns
UHUMAOEHT

HepoctynHocTtb Ycnyr

O6pauieHune

KOMMIeKC Meponpuatuin (paboT), KOTopble NPOBOAATCA B OMEpaTUBHOM
pexuMme Ans yCTpaHeHusa unm npepoTBpaweHus MHumaeHTa.

NMoCTaBLWMK, KOTOPbIM NpojaeT W NPOABWraeT ToBapbl WM yCAyru nopg
co6CTBEHHBIM BPEHAOM UM TOProBOW MapKoW.

COrnacoBaHHbI Mepuop, B TeyeHWe KOTOPOro GyHKUMOHANbHOCTb Ycnyr
[OCTYNHa Ans MCNoNb30BaHMA 3aKa3yMKOM. M3mepsaeTca B Yyacax/MMHyTax 3a
OTYETHBIM NEepMOL C Y4eTOM YCTAHOBIEHHOTO Pexnma npefocTaBieHums.

COBOKYMHbIA Nepuop, B TeyeHuMe KOTOPOro (GyHKLMOHANbHOCTb Ycnyr 6bina
HeJoCTynHa Ans NCNonb3oBaHMAa 3aka3unkoM. M3MepseTca B Yacax/MUHYTax 3a
OTYETHBIM NEepMOL C Y4eTOM YCTAHOBIEHHOTO Pexnma npefocTaBieHums.

COrnacoBaHHbIN Nepuop, B TeyeHue KoToporo WcnonHutenb nNpPoOBOAMT
nnaHoBble MeponpuatMsa Mo obecnevyeHnto pabotocnocobHoCcTK  Ycnyr.
HepoctynHoctb nub6o [erpagauma BO BpeMsa PernaMeHTHbiX  paboTt
YUUTBIBAKOTCS MPU NOACYETE BpeMeHn HepJoCTynHOCTN YCnyr.

nepuoa, B TeYEHME KOTOPOro McnonHutens peructpupyet B CPO 1 Hanpasnser
3aKa3umnKy permcTpaumoHHble gaHHble O6palleHmns.

MHTEpPBan C MOMeHTa peructpaumm O6paleHnsa OO0 MOMeHTa (aKTUYecKoro
3aBeplueHuns pabor.

CHUXXEeHMe KayecTBa NpepocTaBneHuns YCnyr, He NpuMBoAsaLLEee K HeOCTYNMHOCTH
OCHOBHOM YHKUMOHANbHOCTK YCAyr.

CNoco6HOCTb Ycnyr BbIMOAHATb COrMacoBaHHy  @yHKUMIO, Korga 370
Heo6xoanMO. ycnyru  cuuMtalotcs  [OCTYMHbIMU, ecim  unx OCHOBHble
YHKUMOHaNbHblE BO3MOXHOCTM COOTBETCTBYIOT COr/TacoOBaHHbIM MapamMeTpam.

Kateropusa O6pauweHunin, dukcmpyroLas noTpebHoCTb 3akasunka B fob6aBeHnn,
MoaudUKaLUUM MU yOANEHUN Yero-Nn6o, YTO MOXKET MOBAMATb Ha KayecTBO
ycnyr.

Kateropusa ObpatlleHuin, GUKCUpyowasa noTpebHOCTb 3aKa3unKa B BbiMOJIHEHUU
NcnonHuteneMm onpepeneHHblx paboT B CBOEN 30HE OTBETCTBEHHOCTWU, He
CBSI3@HHbIX C MHUMageHTOM unu 3HW.

3aKa3umnK UM YNosIHOMOYEHHbIN NpeacTaBuTesib 3akasumka, no nHbopMaumnm
KOTOpOro pernctpupyertcs O6patieHue.

He3annaHMpoBaHHOe CobblTMe, KOTOPOE MPUBENO UAW MOXET MPUBECTU K
HeAOCTYNHOCTU UTU CHUXKEHUIO KavyeCTBa NpeaocTaBneHuns Ycayr.

3aUKCUPOBAHHbIN  (GAaKT HEBO3MOXXHOCTU 3aKa3uMKoM

OCHOBHOM (YHKLMOHANbHOCTN YCIYTu.

ncnonb3oBaHNAa

nHdopMaLMa, HanpasBleHHas YCTAaHOB/IEHHbIM CMOCO60M 3aKa3uMKoM WK
YMOMIHOMOYEHHbIM MpeacTaBuTenemM 3akasumka u 3apermctpupoBaHHas B CPO.
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Mpuoputet Ob6palyeHns —  aTpubyT, onpenensoWMi o4yepefHOCTb W LeNeBble MoKasaTeNnn BPEMEHMU
06paboTkm Ob6palyeHms.

PernameHTHbie paboTbi —  KOMMNEeKC  naaHoBO-npodunakTnyeckux  paboT,  KOTOpble  MpoBOAMT
McnonHWTeNb B COMMacoBaHHbIA Mepuopd, BpPeMeHW [ana obecrneyeHus
6ecnepeboMHOro PyHKUNMOHMPOBAHUSA YCayr.

PeXxuM TeXHNYeCcKomn —  COrfacoBaHHbIM pacnopanok 06paboTkm O6paLlleHnii.
noppepxxku (PrI)
Cuctema Peructpauum —  uHdbopMaumoHHas cuctema MicnonHmutens, npegHasHavyeHHaa ons perncrpauum
O6paweHui (CPO) 1 06paboTkm Ob6paLeHni.

3. PEXWM NPEOOCTABNIEHUA U OOCTYMNMHOCTb YCNYTr

Ycnyru npenoctaBnaoTCca B pexume 24x7x365(6) - 24 yaca B CyTKM, 7 OHeln B Hepento, 365(6) oHen B
roay.

LOCTYynHOCTb ycnyr nmepsercsa B npoLueHTax 7 paccyuTbiBaeTCH no dopmyne:

(B4-BH)/BO x 100, roe:

. B - cornacosaHHoe BpeMsa goctynHocTn Ycnyr 3a OTYETHBIN nepuoa;

. BH -Bpema HepocTynHocTM Ycnyr 3a OT4YETHbIM MNepuod Ha OCHOBAHMW [aHHbIX OT CUCTEMbI
MOHUTOPUHIa U 3aPerncTpmMpoBaHHbiX B OTYETHbIN nepuon Ob6palleHMin 3aKas3umnka;

B pacyetr [JoCcTynHOCTM VYCnyru BKN4YaeTca BpemMa HeOoCTynHOCTM no WMHuwmpgeHTaM npuopuTeTta

«KPUTUYHBIN» U «BbICOKMIY, KOTOPbIE MPOU3OLWAIM MO BUHE MICMONHUTENS, @ MMEHHO: HEeQOCTYNHOCTb

Ycnyr no TakuM MHUMgeHTaM oTHoOCUTCa K BH.

HepocTtynHocTb Ycnyr no MHumpgeHTaM npuoputeta « KpUTUUYHBbIM» U «BbICOKMNY», KOTOPbIE MPOM30LWN

Mo BMHe 3aKa34ymkKa oTHocaTca K B,

BpeMa HepQoCTynHOCTM No MHumpgeHTaM ¢ npuoputetoM «CpedHuMin», a Tak e No MHUMAOEHTaM B 30He

OTBETCTBEHHOCTU UMM MO BMHE 3aKa3ymka npu pacyete JOCTYNHOCTM YCAYrn He yYnTbiBaOTCA.

CTOpOHbI COrnawatTca yuyuTbiBaTb nepuogbl HepoctynHocTu Ycnyr u  (umnu) [Oerpagaumm  Kak

npenocTasneHue Yciyr B WTAaTHOM PEXUME U He YYUTbIBaTb UX MPU pacyéte BpeMeHu HeaoCTYyMHOCTM

Ycnyr, ecnu:

McnonHuTenb 3anpocmn y 3akasuyuka AOMNOSHUTENbHY MHbOopMauuo, Heobxogmumyo Ansa ob6paboTkm

O6paleHna — 0o noayyeHmnsa yKkasaHHoOM MHpopMaumu;

B xopme o6pabotku Ob6paweHusa OypeT yCTaHOBMEHO, 4TO HepocTynHocTb Ycnyr 6bila Bbi3BaHa

HenocpeacTBeHHbIMU pencTeuamMm (6e3gencTBneM) 3aKasumka MAWM TPETbUX NUL, BKAKOYasA, HO He

OrpaHMYMBaAACb: M3MEHEHUAMU HACTPOEeK, MNPAMO WM KOCBEHHO BAMAKWMX HA MpPOorpamMMHoe

obecnevyeHne nnm obopynoBaHMe, HaxodsaLEeecss B 30He OTBETCTBEHHOCTU VCNONMHUTENA, BbIMOMHEHHbIX

6e3 cornacosaHua c icnonHutenem;

B xome o06paboTkn O6palleHMsa BbiABNEHbl HapYLIEeHUA 3aKa3uymKOM MOJIOXEeHUN [orosBopa B 4acTu

obecneyeHuns ycnoBuin, HEOH6XOAMMbIX AN OKa3aHua YCnyr;

HenocTynHOCTb YCNyr BO3HMKA B CBA3U C UCMONHEHUEM TpeboBaHUI 3aKoHOoAaTeNbCcTBa POCCUMMCKOMN

Mepepaunm;

HenocTynHocTb YCNyr BO3HWKNA B pe3ynbTaTe HacTyrnieHna o6CToATeIbCTB HEMPEeOoA0TMMON CUTbI;

HepocTynHOCTb YCnyr BO3HWMKNA B pe3y/ibTaTe COBepleHus TpeTbuMW NnuuaMm npoTUBOMNPAaBHbIX

0eNCTBMIN, B TOM 4mMc/e B cnydae nposegeHna DoS/DDoS-aTak U/MnmM MHOro aHaNorMyHoro BO3aencTemns

Ha BblYMCAUTENbHbIE CUCTEMbI 3aKa34yMKa U Yy HEro OTCYTCTBOBaNM YCyrm, Nno3sonaowme MUTUrmpoBaTb

nocnencrTeual;

4. KNACCUOUKALMA OBPALLEHUI

B xope peructpauum O6palieHusa WcnonHUTenb npucBamBaeT €My KaTeropui W nNpuoputeT B
cooTBeTCTBMU C Tabnuuen 1.

B 3aBMCUMMOCTM OT NPUCBOEHHOM KaTeropum OBpaLleHnsa 1 ero NpMopmuTeTa yCTaHaBIMBAKOTCA LieneBble
nokasaTtenun o6pabotkn ObpalleHusn.
Tabn. 1. Kateropuu n npuoputetsl O6palleHui

Karteropus Mpuopurter MpumMepbl

MHunpeHT Bneyet 3a COOGOM OCTAHOBKY WAW  MOMHYKD  NOTEpHo
pabotocnocobHocTn  Ycnyr. MpopomkeHne paboTtbl  3akasumka C
MCMNONb30BAaHMEM OCHOBHOM (YHKUMOHANBbHOCTM YCAYr HEBO3MOXHO.
YCnyru nonHOCTbIO HEAOCTYMHbI. JaHHble YCAYr NoTepsiHbl U He MOryT 6bITb
BOCCTQHOB/IEHbI.

MHUMpEHT KPUTUYHbBIN

1yenyru «3awuta ot DDoS-atak (QRATOR)» nnu «3awmTa ot DDoS-atak (STORMWALL)»
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Karteropus Mpuopurter MpumMepbl

YCnyru notepsanm uam OXMOAEeTCs, 4To MoTepsioT GYHKUMOHANbHOCTb UK
YyacTb (QYHKUMOHANBbHOCTU. [aHHble YCAyr MoTepsiHbl, HO MOryT 6biTb
BbICOKMIL BOCCTaHOB/EHbI. DuKcMpyeTca 60Mbloe KOMMYECTBO OWWGOK B AAHHbIX
CUCTEMbI UK MOMb30BATENbCKUX AAHHBIX, HO 3TO HE MPUBOAMUT K MOHOM
notepe AaHHbIX UK HegoCTynHoCTH YCnyr.

HekoTopble dyHKUMM YCNyrn ois OTAENbHbIX MONb30BaTeNen HELOCTYMHbI
CpeaHuit mnn paboTatoT HekoppekTHo. C60M B CEPBUCHON CUCTEME, KOTOPble He
NPUBOAAT K NOTEPSAM AAHHbIX U (Mnun) Oerpagaumn.

Ycnyrn dyHKUMOHMPYIOT HOPMaNibHO, HO 3akasuuky Heo6xogumo, yTobbl

Bbicokui McnonHutenb  BbIMOJMHUMA  onpenenéHHble paboTbl B CBOEM  30He
3HO OTBETCTBEHHOCTMU.
CpepHui KoHcynbTauum, npenocrtaBieHmne gaHHbIX.

[ob6aBnenne, Mognbukaums WAWM yaaneHuwe 4ero-nmbo, uyTO MOXeT
3HU HenpuMeHUMO | nopnusTb Ha KayecTBO YCnyr.

3aKa3uuK Brpase 3anpoCUTb OTYET, COAePKaLLMI pe3ynbTaThl GaKTUYECKMX U3MEPEHUIA U PACCUYUTAHHbIE
3HaYeHMA NapaMeTPoOB NpeaocTaBneHmns Ycnyr 3a OTYETHLIN Nepuog.

OTYETbI HAMPaBNAKTCA B TeYEHUE OOHOM Hefenn Nocsie oKoHYaHMsa OTYETHOrO NepMoaa no 3/1eKTPOHHOM
noure.

OTYETbl COLEepIKaT AaHHble O BbIMOJIHEHUM NapaMeTPOB KayecTBa oKasaHua Ycyru:
e  HapyLeHWa B BbINMOJSIHEHMM YCTAaHOB/IEHHbIX MapPaMeTpPOB KayecTBa YCayr;
. CTaTUCTMKA No 06paboTaHHbIM O6paLLeHnaM.

5. LENEBbBIE 3HAYEHUSA NOKA3ATENEN TEXHUYECKOW NMOAOEPXKW

B Tabnuue 2 YCTaHaBAMBAOTCA Cenyowme LieneBble 3HaYeHMs NoKasaTenen TeEXHUYECKON NOAOEPIKKH:

Tabn. 2. LleneBble 3HaYEHUA NOKasaTenen TeEXHUYECKOM NoAAEPKKHN

Bpema
KaTteropus Mpuopurter peakuuu S [T PEeXXUM TEXHMUYECKOWN NoAAepKKU
(4acoB)
(MuHyT)
KpuUTnYHbI 15 4 24x7x365(6) - 24 yaca B CyTKW, 7 OHei B
NHUMAEHT BbICOKMIA 15 8 Hepenio, 365(6) nHen B roay
CpenHum 15 12
BbICOKMI 15 24 9x5 - ¢ 09:00 go 18:00 (mo MOCKOBCKOMY
3HO BPEMEHM) C NOHeAeNbHMKA MO MNATHMUY 3a
CpenHum 15 48 UCKNOYEHUEM BbIXOAHbIX M MNpa3gHUYHbIX
31U He He Mo cornacoBanuio | HEPaBoumx aHew
NPUMEHUMO NPUMEHUMO CTOpOH

YKa3aHHble B Tabnuue 2 uenesble 3HaYeHNsA NPUMEHSIOTCA N0 YMONYAHUIO, eC/TM MHOE He YKa3aHo B SLA
ycnyr.

OTCYET BpeMeHU pelleHnsa NpuocTaHaBIMBaeTcs MICNonHMUTeNneM B cnyyasx, Korga:

e lcnonHuTeNb 3aNpOCUN y 3aKa34vymnKa AOMOJIHUTENTbHYO MHPOPMaLMo, HeobxoanMyto ans obpaboTku
O6palleHna — 0o nonyyYeHus ykasaHHon nHbopmauunm;

e O6paueHne kateropum 3HO nepenaHo B paboTy BeHOopy — A0 MOMyYeHUa pe3ynbTaToB OT BeHaopa;

e 1o O6pauweHnto Kateropmn 3HO 3aperucTpupoBaH CBA3aHHbIN 3HW - 0O peleHua No yKasaHHOMY
3HW.

McnonHWTenb No COrnacoBaHMio C 3aKa3uyMKoOM BripaBe NPUOCTaHOBUTb OTCYET BpeMeHMW pelieHus o
COrnacoBaHHOM AaThl.

Ecnn MHUMOEHT BO3HWK B pe3ysbTaTe CUCTEMHOW OWWBKKW, ONA yCTPpaHeHUMA KOTOpoM Heob6xoaumo

BbiMONIHEHNE paboT BeHOOPOM, BHEWHUM MoApPAQYMKOM (BbIMYCK MaTtya, HEeOOKYMEHTUPOBaHHbLIE

HaCTPOMKM U T.M.), CPOKM BbIMNOSHEHNA paboT onpegenser BeHOop, BHEWHWNM NOOAPAOYUK.

Mpu 3TOM McnonHuTens:

. 06a3aH NPOBECTU MOUCK BPEMEHHOro (06XoQHOro) peleHusa ana MUHUMMU3AUUU BIUSAHUSA TaKoro
MHumMoeHTa Ha KavyecTso YCnyr;

. BNpaBe yBennuynTb Bpema pelweHusa Ob6palleHns B COOTBETCTBUM C MHDOPMaLUeln, NoCTynMBLIEN OT
BeHpgopa, BHELWHero nogpsagymka;

. He HeceT OTBETCTBEHHOCTb Nnepefd 3aKka3yMKoM 3a NpeBbilleHne BeHOopoM, BHELWHUM NOAPAOYMKOM
CPOKOB BbINONHEHMA paboT no O6palleHuto.
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6. MPOBEOEHWE PETIAMEHTbIX U ABAPUMHO-BOCCTAHOBUTEJIbHbIX PABOT

PernameHTHble U ABapWUMHO-BOCCTAaHOBUTENbHbIE PaboTbl MPOBOAATCA B COOTBETCTBUM C YCNOBUAMM,
npeaycMoTpeHHbIMM CornaweHneM U COOTBETCTBYOWMM pa3genoM SLA Ycnyr.

[JonyckaeTca npepbiBaHWe YCyr B CAeayrwmx cnyvyaax:
Ons npoBeneHna PernaMeHTHbIX paboT, 3annaHUpPoOBaHHbIX MicnonHuTenem;
Ons npoBeneHna ABapUMHO-BOCCTAaHOBUTENbHbIX PaboT B CBA3U C MHUMOEGHTOM.

[MlepepblB B npepocrtasBneHnn YCayru B pes3ynbrate npeBbiweHuUa WMcnonHuTeneMm CornacoBaHHOro
OOMyCTMMOro BpeMeHW npocTtoa VYcAyru npu  NpoBeaeHUM PernaMeHTHbIXx paboT  asnsetcs
HepocTynHOCTbIO YCyru.

Ycnosua npoBeneHns PernameHTHbiX U ABAapPUMHO-BOCCTAHOBUTE/IbHbIX PaboT B OTHOWEHWUM Ycnyr

npueeneHbl B Tabnuue 3:
Tabn. 3. YcnoBua npoBeneHusa PernamMmeHTHbIX U ABapUMHO-BOCCTAHOBUTENTbHBIX paboT

HanMEHOBAHME MpoACMKUTENBHOCTb YBepoMneHune [lononHuTenbHbie
Hel0CTYNHOCTH 3aka3umka ycnosus
PernamMeHTHble paboTbl
CyMmMapHo He 6onee 1 npoBoaaTcs BO BpeMsa
(opHoro) yaca B Mecau,. TEXHOMOrUYECKOrO
PernamenTHble paGoTl | U HTePBant! MEKAY) oreyrerayer nepepoisa B Hacel
npepbiBaHUAMKU — HE MeHee HauMeHbluen Harpyskm (B
14 (qublpHa,u.uaTVI) nHTepBsane ¢ 23:00 go 06:00
KaneHAapHbIX AHEN. MO MOCKOBCKOMY BPEMEHM).
B cnyyae yrpo3bl
BO3HMKHOBEHUS aBapUMHOM
cuTyauuu, ans
npenoTBpaLLeHUs  KOTOPOM
HenocpencTeeHHo nepepn, | TPEGYlOTCA
Bpems nepepbiBa | HauanoM  pa6otr  uau | HE3AMELUTE/IbHbIE
ucumcnseTcss € MOMeHTa | 3apaHee, no  Qakrty | AEUCTBUA. Ecnn
pernctpaumn WMHumpeHTa Ao | oBHapyxeHus 06HapyeHHas
ABapuiiHo- MOMEHTa haKTMUecKoro | HeMcnpaBHOCTU npu | HENCNPABHOCTb HE BMAET
BOCCTaHOBUTEMbHbIE BO306HOBNEHUS ycnosum akTMBauum | Ha paBoTocnocoBHoCTb
pa6oTbl npepocTaBieHus yenyru | Takux yBemoMneHuit | OCHOBHOrO  dyHKuMoHana
nocne npuMeHenms | 3akazumkoM B JIK wau | YOIYr M pabotel no ee
NOCTOSIHHOFO unu | yepes cnyx6y | YCTPaHeHno  MoryT  GbiTb
BPEMEHHOrO pPeLleHus. TEXHUYECKOMN npoBeaeHsl B Hachl
NOMAEPKKM. HauMeHblLUel HarpysKku,
yBeoMNneHne
NPOU3BOAUTCS He Mno3gHee
yeM 3a 2 (mBa) 4aca [Oo
Hayana pabor.

Echm B SLA VYcnyr onpegeneHbl WHble YC/IOBUMA MNpPOBeAeHUA PernaMeHTHbIX U ABapuUMHO-
BOCCTAaHOBUTENbHbLIX PaboT, TO NPMMEHATCA ycnoBuma U3 SLA Ycnyr.

7. KOMMYHUKALNA

KoOMMYyHUKaUMK Mexay 3aka3umMkoM U MICnonHUTeIeM OCYLLECTBNAKTCA:
e [0 3/TIeKTPOHHOM MoyTe;
e o TenedoHy;
e B uyaTe J/INYHOro KabuHeTa.

Ob6palleHne NOANEXUT PacCMOTPEHUID TONMbKO B Clyvyae YCNewHon MAeHTMOMKaAUuMKM 3aKasumka wunu
npencraButensa 3aka3yumka:

MO 3N1eKTPOHHOWN MoYTe - MO MCXOAALEMY agpecy coobueHunsa. NMPUHMMAKDTCA K UCMOMHEHUIO TOMbKO
ObpalleHns, HanpaBneHHble C 3apPernMcTPUMPOBAHHOro agpeca(-oB) 3akasyMka WMAM YyNOSTHOMOYEHHOro
npeacrasutensa 3akasuumka.

Mo TenedoHy - no ®NO n noeHTMdMKaLMOHHOMY HOMepy 3akasyuka (B cny4vyae ero OTCyTCTBMSA — MO
HoMepy [Jorosopa).

McnonHuTe b BnpaBe 3akpbiTb 6e3 aanbHenwen obpabotkm ObpalleHme B cnydasax:

Ecnn MHuumaTtop O6paleHna He aBNSEeTCS YMNOJIHOMOYEHHbIM MnpeacTaBuTeneM 3akasuuka. B 3Tom
cnyyae McnonHuTenb ocTaBnseT 3a coboM MpaBO CBA3aTbCA C 3aKa3yYMKOM WM YNOTHOMOYEHHbIM
npeacrasutenem 3akasuumka.

Ecnm B CPO yxe 3apernctpupoBaHo ObpalleHre OT 3TOro 3akasumka UaW OpPYyroro yrnojIHOMOYEHHOro
npencrtaBuTens 3Toro 3akasumka.
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3aKa3uynuk MOXeT 06paTmTbca B KOHTAKTHbIN LEHTp McnonHuTena B T.4. MO BOompocam o06paboTku
NMepCcoHasnbHbIX OAHHbIX (ECNM NPUMEHMMO B PaMKax OKa3aHua YCnyr). NeKTPOoHHasa noyta KOHTAKTHOro
LeHTPa yKasaHa B [lepeyHe KOHTaAKTHbIX MU, K [JoroBopy. YKasaHHble obpaweHusa 3akasuduka
nepecbinatoTcsa KOHTAaKTHbIM LEHTPOM VCNONHUTENS B paMKax ero KOMNeTeHUMM yrnoJIHOMOUYEHHOMY NnLy
McnonHuTena, oTBeTCTBEHHOMY 33 06paboTKy TakuMx obpalleHuni.

8. OMNOBEWEHWE 3AKA3YMUKA O HAPYLUEHUUN UHOOPMALIMOHHOMN BE30MACHOCTU

Mpu BbISBNEHUN HaPYLIEHUA MHPOPMALMOHHOM 6e30MacHOCTU, KOTOPOEe NMOBMIEKIO UM MOXET NOBMEYb
HapylweHne KOHOUAEHUNANbHOCTM U (M) LEeNOCTHOCTM OAHHbIX 3aKa3uumka, U (unu) [oCcTynHocTu Yenyr,
NcnonHutenb yeBepoMnaetr 06 3TOM 3akKa3yumka W YNOSIHOMOYEHHbIX MpeAcTaBuTener 3akasuuka B
TeyeHue 24 (oBapLaTM YeTbipex) YacoB NOC/E BbISBNEHMUS.

MpuMepbl HapyweHun UHPOPMALMOHHON 6e30MacHOCTU, O KOTOpbiX WMcnonHuTenb yBeaoMnasaer

3akasuuka:

. obxof NepuMMeTpOBbLIX CPeacTB 3awutel M WEB Application Firewall (WAF) B cocTtase
MHppacTpyKTypbl WCMNONHUTENA, MNOBMEKWWIA BO3MOXHbIA HECAHKUMOHUPOBAHHLIA OOCTYN K
OpraHu3aunmn (TeHaHTy) 3aKa3yumkKa;

. obxon cpencte M (MAM)  MHCTPYMEHTOB yMpaBfieHua 3aWuTbl  MHbOPMauUM, MNOBMEKLWWUNA
HECAHKLMOHMPOBaHHbIM OOCTYN K OpraHmn3aumm (TeHaHTy) 3aKas3unka;

. nocnenoBaTeNlbHOCTb COBbLITUIM MHPOPMALMOHHON 6e30MacHOCTU, BbIABMNEHHbLIX cpeacTBamMu SIEM
(Security Information and Event Management), CBMOETENbCTBYOWAA O BO3MOXHOM [OOCTyne K
OpraHmsaummn (TeHaHTy) 3akasumka u3 OpraHusaumu (TeHaHTa) Apyroro 3akKasumka B obxof
MEeXaHM3MOB 3aluTbl, ob6ecneuynBaWmnx n3onaum OpraHmsaumin (TEHaHTOB) 3aKa3uyMKOB Opyr OT
apyra;

. HECAHKLMOHMPOBAHHbLIA [OOCTYNn K TMepPCOHasbHbIM [OaHHbIM 3aka3uuMka, pPacrnofIOXKEHHbIM B
MHDOPMALMOHHBIX CcuUCTeMax WMcnonHuTensa?, KOTOpbIA MPUBEN WAM  MOXET MpuMBeCcTU K
KOMMpOMeTaLMn NepcoHanbHbIX AaHHbIX 3aKa3uunKa;

. HECAHKLMOHMPOBAHHbIA PU3NYECKMA O0CTYN K 06opynoBaHuio NHdpacTpyKTypbl McnonHuTens, Ha
KOTOPOM pa3MeLleHbl MHDOPMALMOHHbIE CUCTEMBI 3aKa3umnKa.

YBegoM/ieHne 0 HapyLleHUn MHPOPMaLMOHHON 6e30MacHOCTM OO/MKHO COOAepPKaTh:

. 0aTy M BpeMsa BbiiBIeHMa U (MPU BO3MOXHOCTU) BO3HUKHOBEHMA COBbITUS;

. KpaTKoe onucaHune cobbltmna;

. PUCKM ONng 3aKa3ynka;

. KpaTKoe onncaHne 4encTenim ICNonHUTEeM MO YCTPaHEHUIO HapyLUeHUs;

. cBegeHus 06 WHDOPMUPOBAHMM HAO30PHbIX OPraHoB (B Cc/llyd4ae ec/iM 3aKOHOAAaTeNbCTBOM
Poccuinckon degepaummn ycTaHOB/IEHa Takasa 06sa3aHHOCTb McnonHuTens).

NcrnonHuTtenb He 0653aH yBEOOMIATb O HapyLIEeHMAX MHPOPMaLMOHHOM 6e30MacHOCTM, NPOM30LLeaLmnX
B pe3ynbTare OeNCTBUI 3aKas3umKka u (1) B 30HEe OTBETCTBEHHOCTM 3aKa3umka.

[ns aBTOMaTM3auMM MPOLLECCOB BbIABMEHMA W pearmpoBaHWMA Ha MUHUMAEHTbl WMHPOPMaLMOHHOM
0e30MacHOCTM Ha CTOpPOHe WCcnonHuTena WCnonb3ylTca cpeactBa cbopa WM aHanmsa CobbITUI
MHbopMaUMOHHON 6e3onacHoCcTM knacca SIEM (Security Information and Event Management) c
npuesnedyeHmnem ycnyru BHewHero SOC (Security Operations Center).

B xo4e paccnenoBaHna HapyweHUn MHGOPMaLNMOHHOM 6e30nacHOCTU:

McnonHuTe b BrnpaBe NpenocTaBMTb YNOMHOMOYEHHbIM COTPYAHMKAM McnonHUTensa QOCTYN K XypHany
cobbITnin OpraHn3aunm (TeHaHTa) 3aKasumka;

MCnonHUTeNb rapaHTMpyeT 3aKa3uuKky OOCTYN K XypHany cobbiTuii ero OpraHusaumum (TeHaHTa) Ha
nepuop pacc/iefoBaHUa C BO3MOXHOCTbIO BbIFPY3KUM XXYpPHana BO BHEWHMN (ann;

3aKa3unk BMpaBe 3anpocuTb Yy WCRoNHUTENns OaHHble M3 >KYPHaNoB COBLITUM CPeacTB 3aliuTbl
MHpopMauum NHdpacTpyKTypbl, BKAOYas SIEM.

9. KOMIMEHCALUWSA 3A HAPYWEHWE COIMMALUEHUSA

Mpn HapyweHnM Noka3aTenen ypoBHa JocTynHOCTM Ycnyr no BuHe MicnonHuTensa 3akasymK MMeeT npaso
Ha KOMMEHCALMIO — CHMXXEHME naTexa 3a Nonb3oBaHue Ycnayron B nocnegyrowem OTYETHOM nepuoge,
eC/I MHOE He YCTAaHOBeHO B ycnosuax SLA Ycnyr.

Mpwn pacyéTe JoCcTynHOCTM YCnyr:
e BH yuyutbiBaetca B O06béMe 100% OT 3aPUMKCMPOBAHHOrO BPEMEHM MNPOCTOS OCHOBHOW
PYHKUMOHaNbHOCTK YCnyr;

2 3a uckntoveHunem MOH 3akasumka, obpabaToiBaeMblx B €ro MHPOPMaLMOHHBIX CUCTEMAX, PAa3BEPHYTbLIX C UCMOIb30BaHUEM YCyr.
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9.7.

9.8.

9.9.

9.10.

9.11.

9.12.

e [erpapaums yuntbiaetca B 06béme 20% OT 3adUKCMPOBAHHOTO BPEMEHU NPOCTOA BTOPOCTENEHHOMN
PYHKUMOHaNbHOCTM YCnyr.

Pa3Mepbl KOMMNEHCaUnii NpMBeaeHbl B COOTBETCTBYIOLLEM pa3gene SLA Ycnyr.

MpefenbHbI pa3Mep KOMMAEHCALUUM NO KOHKPETHOM YC/yre He MOXeT NpeBbllwaTb 3Ha4YeHUs, YKa3aHHOro
B ycnosusax SLA Ycnyr.

B npenenax ogHoro OTYETHOro Nepmopa CTOMMOCTb YCNyr He MOXeT BbiTb CHMKeHa Bonee, 4eM Ha 50%
(NATbLOECAT NPOLLEHTOB).

B cnyyasx, Korga pa3Mep KOMMeHCaLnin npeBbilaeT 06bEM, YCTaHOBNEHHbIN M. 9.4 CornalleHms, ocTaTok
NepeHoCUTCAa Ha crenywmin OTYETHLIN Nepuoa.

Ha KoMneHcaumun rno HacTodawemy pasgeny CornaleHus He pacnpocTpaHaTca TpeboBaHma cT. 317.1 TK
P® no ynnate NpoLEHTOB.

B TeyeHue 60 (wWwecTmoecaTn) AHen ¢ MOMEHTa BO3HMKHOBEHUA COBbITUA, KOTOPOE NMPMUBENIO K HAPYLUEHUIO
nokasaTenen yposHa [OOCTYNMHOCTM Ycnyr, 3akas3uyuk BrpaBe HanpasuTb WMCNOMHUTENO MPEeTeH3UIo,
PYKOBOACTBYACb MPaBMIaMm 1 ycnoBuamMm nogadun ObpalleHunin, ykasaHHbIMKU B HacToswem CornateHunu.
MpeTeH3ns [O/MKHA OblTb 0OBOCHOBAHHOM, K HeW [O/MKHbl  ObiTb  MNPUIOXKEHbl  OOKYMEHTHI,
nopgTBepxaatowme TpeboBaHUA 3aKasumnka.

[lna nonyyeHua KOMNeHcaunmn 3aKasymk HanpasnseT MicnonHutento O6palleHne ¢ 060CHOBaAHNEM CBOMX
TpeboBaHuI. YKaszaHHoe ObpalleHue pernctpupyetca Kak 3HO cpenHero npuopuTeTa.

Mpu HapylleHUN 3aKa34yMKOM CPOKa HanpaBneHua NpeTeH3nm, npeaycMoTpeHHoro B n. 9.8 CornaweHus,
WUNKN yCNoBUI eé nofdaun, MIcnonHUTe b Bnpase OTKa3aTb B NPeAOCTaBNeHMM KOMMNEHcaunu.

Pa3Mep KOMMEHCaLUMM PacCUYMUTbIBAETCH OT CTOMMOCTM Ycnyr 3a TOT OTYETHbIM Mepuop, B KOTOPOM
npowusoluen hakT HapyweHns ycnosuii CornatieHuns.

McnonHuTenb BMApaBe MO CBOEMY YCMOTPEHUIO MPedocTaBMTb 3akKa3uuMKy pPasoBYK CKUAOKY 3a
nonb3oBaHue Ycayramu.
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