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IlepeyeHb cokpanieHili 1 TEPMUHOB

API — or aumi. Application Programming Interface — unTepdeiic nporpamMmmupoBaHus
PUIOKEHUS

CDE - ot anr. Cardholder Data Environment - cpenja TaHHBIX AeprkaTeneil kapt

[aaS — ot anr. Infrastructure as a Service — uH(pacTpykTypa Kak yciyra

PaaS — ot anr. Platform as a Service — muiatrdopma kak yciyra

PCI DSS — ot anr. Payment Card Industry Data Security Standard - crangapt 6e3omacHocTi
TAHHBIX MHIYCTPHUHU TUIATSKHBIX KapT

APl — Habop mpaBWiI W TPOTOKOJOB, KOTOPBIM TO3BOJIAET pa3HbIM IMPOTPAMMHBIM
NPUIOKEHUSIM OOMEHHMBATbCS JaHHBIMM W B3aMMOJCHCTBOBAaTH APYr C JpyroM, paboras Kak
MOCPEIHUK WJIM TEPEBOAYMK MEXAYy HUMH 0e3 HeOOXOJMMOCTH 3HAaTh BHYTPEHHIOIO pean3alluio
KaXJI0TO CepBHCA.

CDE - kpurtnuecku Baxknas uHpopmarms (PAN, ums, cpok neiictBus), oOpabaTbiBacMas,
XpaHsLascs Win nepeaBaeMas B paMKax cucTeM, cooTBeTcTByromux cranaapry PCI DSS.

[aaS — Mozenps 001auHBIX BBIYUCICHHUMN, TI€ MOCTABIIUK MPEJOCTABISAET KIMEHTaM JTOCTYI K
6azoBeiM IT-pecypcam (BUpTyaJbHBIM cepBepaM, XpaHWIWINAM, CETSAIM) dYepe3 HHTEPHET I10
MOAMMKCKE, OIJIaYMBAaeMON MO (DaKTy HMCIIOIB30BAHUS, YTO MO3BOJIAET KOMIIAHHMSIM apeHIoBaTh U
MmacmTabupoBars [T-undppactpykrypy 0e3 MOKynku (hU3MYecKoro oOOpyIOBaHU, COXpaHss HpU
3TOM KOHTPOJIb HaJl OTIEPALIMOHHBIMU CUCTEMaMH U TPUIIOKEHHUSIMH.

PaaS — mozenb 00mayHbIX BBIYUCICHUH, IPEAOCTaBIISIONIAs pa3paboTyMKaM rOTOBYIO Cpely
JUIL  CO3MaHUs, TECTHPOBAHUS, pPAa3BEPTHIBAHUS W YOPABICHUS MPHIOKCHUSMH, BKIOYas
OTIEPALIMOHHBIE CUCTEMBI, 6a3bl TaHHBIX, CEPBEPHI 1 HHCTPYMEHTHI, IIPH 3TOM MIPOBaiiiep yIpaBisieT
Bcell 0a30BOil MH(PACTPYKTYypOH, MO3BOJSAS pa3pabOTUYMKAM COCPENOTOUUTHCS Ha Kojue. ITo
n30aBIIsIeT OT 3a00T O MOKYIIKE, HACTPOMKE U MOIEPKKE 000pyIOBaHHs, CHUXKAs! 3aTPAThl U yCKOPSs
pa3paboTKy.

PCI DSS - wexayHapoaHblii craHaapT O€30HMacHOCTH JAaHHBIX IUIATEXKHBIX —Kapr,
00s13aTeNbHbIN JUIsI BCEX OpraHu3alMid, KOTOpbIe XpaHAT, 00padaThIBalOT WM NEpPElaloT JaHHBIC
nepskareneit kapt (Visa, Mastercard, MUP, u np.).

QSA-aymutop (Qualified Security Assessor) - akkpeauToBaHHBI COBETOM MO CTaHIAPTaM
6e3onacHoctu PCI skcnepT, ynoaHOMOYEHHBIH MPOBOAUTH HE3aBUCUMYIO MPOBEPKY COOTBETCTBUS
MHPPACTPYKTYpPbI OPraHU3alMH CTAaHAAPTy O€30MaCHOCTH JAHHBIX MHAYCTPUU MaTexHbIx kapT PCI
DSS
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Ipexynpexaenue 00 UCKJIIYUTEIbHBIX NIPaBax v
KOH(pUACHIHAIBLHOU HHPOPMALIMH

HckmounTenbHble MpaBa Ha BCE pPE3YJAbTaThl HHTEIUICKTYAJIbHOM JEATENbHOCTH U
NPUPaBHEHHBIE K HUM CPEJCTBA MHIMBHIyaJH3alMU IOPHINUYECKHX JIUI, TOBAPOB, PaldOT, YCIyT U
NPEANPUATHHA, KOTOPHIM MPEIOCTABIAETCS MPaBOBasi OXpaHa (MHTEIUIEKTyalbHass COOCTBEHHOCTH),
UCTIONIb3yeMble TIpU pa3paboTKe, MOAAEp)KKe M SKCIutyaranuu obmadHoil miardopmer Cloud.ru
Evolution Public (nanee - mnargopma Evolution), BKiroyasi, HO He OTpaHUYMBAsCh, IPOTPAMMBI IS
SNIEKTPOHHON BBIUMCIUTENFHOW MAalIMHBL, 0a3bl JaHHBIX, HM300pa)XKEeHUs, TEKCThbI, Jpyrue
MIPOM3BE/ICHUS, a TaK)Ke N300peTeHUs, OJIEe3HbIE MOJIENIN, TOBAPHbIE 3HAKU, 3HAKH OOCITY>KUBaHHUS,
KoMMepueckre o00o3HaueHus W (upMeHHble HauMeHoBaHUs, mnpuHaiexar OO0 «OOnaunble
TEXHOJIOTHI.

Vcnonb30BaHue pe3yibTaTOB MHTEIUIEKTYATbHOM JEATENbHOCTH M NPUPABHEHHBIX K HUM
CpPEeACTB UHIMBUAYAIN3aLUH B LIEJSIX, HE CBA3aHHBIX C Pa3pabOTKOM, OAIEPIKKON M IKCIUTyaTaluen
wiatpopmbl  Evolution, ©He nomyckaercs 0e3 TOIy4YeHUs MPEIBAPUTEIBHOTO  COIVIACHS
npaBooOasaTens.

Otromenust OOO «O0nauHbple TEXHOJIOTHW» C JIMIIAMH, MPUBICKAEMBIMH JUIsI pa3paboTKH,
NOAJEPKKM M 3KcIutyarauu  1uiatgopmel  Evolution, perymupyrorcss 3akoHOJATENbCTBOM
Poccuiickoit @enepaiuil ¥ 3aKIOYAEMBIMU B COOTBETCTBUU C HUM TPYAOBBIMH H/HIU TPakJaHCKO-
NPaBOBBIMU JOroBopamH (comnamieHusiMu). Hapymienue TpeOGoBaHMiI 00 OXpaHe pe3yJbTaToB
MHTEJUICKTYaIbHOH IeATEIIbHOCTH U TPUPABHEHHBIX K HUM CPECTB MHIMBHU Y aTH3AIMH, & PABHO KaK
1 KoH(puIeHIMaNbHON MHPOpPMAITNH, BIEUET 32 CO00M MUCIUIUITMHAPHYIO, TPAXKIAHCKO-TIPABOBYIO,
aJIMUHUCTPATUBHYIO WJIM YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOIATEIHCTBOM
Poccuiickont @enepanuu.

KonraktHast unpopmanusa OO0 «Oba4HbIe TEXHOJIOTHID)

KOHTaKTBl TEXHUYECKON MOAJCPKKU:

Ten. 8-800-444-24-99

E-mail: support@cloud.ru

Konraktsl ouca:
Ten. 8 495 260-10-82
Anpec: 117312, Mockaa, yi. Basuiosa, 1. 23, ctp. 1 komnara Ne 1.207
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BBenenue

[Tnarpopma Evolution sensercs cobctBeHHO# pa3padoTkoit OO0 «O0nauHble TEXHOIOTHID)
U TpeACTaBIsieT co0OW IuIaThopMy BUPTYAIM3allUH, COCTOSIIYI0 M3 MHOXXECTBA KOMIIOHEHT WU
MOJICUCTEM, TTO3BOJISIOUIYIO HCIIOIB30BaTh HAOOp cepBUCOB 1o MojensM Infrastructure as a Service
(manee — IaaS) u Platform as a Service (nanee — PaaS) B memnsx BBINONHEHUS 332/1a4 KOMMEPYECKOTO
MyOIMYHOTO ¥ YaCTHOTO OOJIaKa.

Jis cozmanus M ynpaBiieHUs] 0OJMauHBIMHU pecypcaMH IMOJIb30BaTeNlb MCIOIb3yeT JIMuHbIN
KaOMHET KaK €JMHYI0 TOYKY JOCTYyINa K CepBUCAM, KOHTPOJIO 3aTpat, YIpPaBICHUIO AOCTYNaMH U
MOJIIEPIKKE.

KnmeHTsl, KOTOpble XOTAT COOTBETCTBOBATH CTaHIAPTY OE30MACHOCTH JAHHBIX WHAYCTPUHU
iarexHelx kapt (manee - PCI DSS) na 6aze xommoneHToB muiatdopMmbl Evolution, OMKHBI
MCTIOJIb30BaTh HACTOSIIIUI JOKYMEHT.

JIOKyMEHT OIUCBIBAET paszielicHHe OTBETCTBEHHOCTH 3a BhINoJHeHue TpeboBanuii PCI DSS.
Yacte TpeOoBanuii BhimonHseT uatrgopma Evolution, yacTe nomkeH BbIMOTHUTH KiMeHT, yacTb
TpeOOBaHUH SBIISIETCS OOOIONHOW OTBETCTBEHHOCTHIO CTOPOH. PasnerneHue OTBETCTBEHHOCTH 3a
BBINIOJIHEHHE OONBIIMHCTBA TpeboBaHui kaxaoro pasgena PCI DSS B 3aBucumoctd oT
UCTIOJIb3YeMOI MOJIeH 00JIAaYHBIX CEPBHCOB.

Pexomenayemasi mocjiefoBaTelbHOCTh JAeiictBui  KimMeHTa [ist  COOTBeTCTBHSA
TpedoBanusam PCI DSS:

—  W3YYUTh HACTOSIIUN TOKYMEHT, YETKO TOHUMATh CBOIO 30HY OTBETCTBEHHOCTH.

— TOCTPOUTH MH(]PACTPYKTypy, oOpabaTsiBaronlyto naHHble miuarexHbix kapt (CDE) na
iatrgopme Evolution.

—  BomonHuTh TpeboBanus PCI DSS B 30ne orBeTcTBeHHOCTH Kitnenra.

— BblOpate QSA-aymuropa M TNpOBeCTH ayIuT WHQPACTPYKTYpHI, pa3BEpHYTOH Ha
wiatpopme Evolution, Ha coorBercTBHe TpeboBanusim PCI DSS.
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1 CepBucsl miargopmsl Evolution

Tabnura 1 conepuT nepedeHs cepBucos miatdopmsl Evolution n ux kparkoe onucaHue.
Tabnuua 1 - Ilepeuens cepBucoB miardopmel Evolution

HaumeHoBaHue cepBuca

Ha3nauenmue

API Gateway

BpICOKOIPON3BOAUTENBHBIN, JOCTYIIHBIN U
Oe3omacHsIii cepBuc pa3memnieHus (API), koTopsiit
IIOMOTI'aeT CO3/1aBaTh, pa3BOpaYMBaTh IPOrPaMMHBIE
uHTEpQEiChl NPUIIOKEHUS B JIIOOOM MacuITade u
yHIPaBIATh UMH

Application Load Balancer (L7 load
balancers)

CepBuc, TO3BOJIAIONINHI YIPABIATH CETEBHIMU
0aaHCHPOBIIMKAMU HArpy3Ku

Cloud DNS (Domain name

VYnpasnseMslil cepBuc oociyxuBanus DNS-30H,
KOTOPBIH IT03BOJISIET CO3/1aBaTh U YIIPABIATH
JOMEHHBIMH 30HAMU U X PECYPCHBIMH 3aMUCSIMH 0e3

management
& ) HEOOXOIMMOCTH pa3BePThIBaHUS COOCTBEHHBIX DNS-
cepBepoB
CepBuc, KOTOPBIH MO3BOJISIET CO31aTh BbIICICHHBIN
Cloud DirectConnect KaHaJI CBSI3U C rapaHTHPOBAHHON MPOITYCKHOU

CIIOCOOHOCTBIO

Compute Cloud (Virtual machines)

CepBuc, KOTOpBIN yIIpaBIIsieT BUPTyaIu3aluei,
B3aUMOJICHCTBYET C APYTUMH CITY>KOaMHU JJIst CO3TaHUs
9K3EMILIIPOB BUPTyalbHbIX MalnH. HKancynupyer
KJIMEHTCKHE BUPTYaJIbHbIC MAIIMHBI JJIs paboueit
Harpy3KH, a TaK)Ke BUPTYaJIbHBIX MAIIMH JJIs1 paOOTHI
Managed Kubernetes

SDS (Software-defined storage — block

storage)

CepBucC co31aHUS JIOTHYECKOTO YPOBHS YIIPABICHUS
pecypcamu xpanenus. [1o3BossieT mporpaMMHO
O0O0BbEAMHATH IUCKU B €IUHOE XPAHUJIHIIE, KOTOPOE
ONITUMH3UPOBAHO JUIS XpaHEHHS OONBIINX 00bEMOB
JAHHBIX, 00ECIIEUNBACT UX PEIUTUKAINIO U BBICOKYIO
JIOCTYITHOCTD

Network Load Balancer (L3-L4 load
balancers)

CepBuc, KOTOPBII peannzyeT paboTy ceTei u
pacrpenesieHue Harpy3Ku

Object Storage (S3)

CepBuc 00BEKTHOTO XpaHUIIUIIA

Virtual Private Cloud (Cloud network
management)

CepBuc ceTeBo N30JIALIMN BUPTYyaJIbHBIX YaCTHBIX
00J1aKkOB "TOMEHOB" BHYTpPH MOJIb30BATEIHCKOM

UHPPACTPYKTYPHI

CepBuc apeHp! (PU3HUECKUX CEPBEPOB TSI CUCTEM,

Bare Metal .
KOTOpPBIM TpeOyeTcs JOCTYII K anmnapaTHO 4acTh
CepBuc a5 3amrycka KOHTEMHEPHBIX NPUIOKEHUN B

ContainerApps obnaxke, 6e3 3Hanuii Kubernetes u coznanus

BUPTYAJIbHBIX MalllMH
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CepBuc a1 BEpCUOHUPOBAHUS, XPaHEHUS U

Artifact Regist
g1ty pacnipoctpanenust Docker-o0pa3os
Cepsuc ynpasnenus kinacrepamu Kubernetes.
[To3BosisieT aBTOMaTH4eCKU pa3BepThHIBATh
Managed Kubernetes pasBep

KOHTeﬁHepHSHpOBaHHLIC IMMPUITIOKCHHUA U CO30aBaTh
kiactepsl Kubernetes

Managed Service for PostgreSQL

CepBuc ais co3nanus kiaactepoB peissuoHHoil CYB/]
PostgreSQL® u ynpasineHus MU

Pangolin

CepBuc 1151 pa3BepTHIBAaHUA U YIIPABJICHUS
kiactepamu Pangolin

Corax

CepBuc 1151 pa3BepTHIBAaHUA U YIIPABJICHUS
knacrepamu Corax* B muH(pacTpykType miardopmsbl
Evolution.

*Corax - mporpaMMHBIN OpOKep COOOIIECHHIA,
MIPEICTABIISIFOIINI COOO0M pacipeieIeHHYIO,
OTKa30yCTOMYUBYIO, PEIUIUIIUPOBAHHYIO U JIETKO
MaciTabupyemylo CHCTeMy Nepeiaun COOOIIeHUH.
PaboTaet no npuHIUITY «ITyOIUKAIHS-TIOITHCKA.

ClickHouse

CepBuc a5 co31aHus U yIIpaBJI€HUs KJIacTepaMu
ClickHouse

MySQL

CepBuc ais pa3BepTbiBaHus U ynpasiaeHuss MySQL

MongoDB

CepBuc a5 co31aHus U YIIpaBJIEHUs KJIacTeEpaMu
MongoDB

Apache Kafka

CepBuc aJis CO3/1aHUs U YIIPABICHUS KIIACTepaMu
Kafka

ArenaDataDB

CepBuc npeHa3HAYEH IS XpaHEHUsS] U 00pabOTKH
00JIBIINX 0OBEMOB CTPYKTYPUPOBAHHBIX U
MOJTYCTPYKTYPUPOBAHHBIX JAHHBIX

AIRFlow

CepBuc 1151 OpKeCTpalii 1 MOHUTOPUHTA 33124
(ETL, ML, 06paboTKka TaHHBIX U JIp.), KOTOPBIH
MO3BOJISIET aBTOMAaTU3UPOBATh, INIAHUPOBATH U
OTCJIEKUBATH CIIOXKHBIC MaNTIIIaiHbI

BI

CCpBI/IC AJI BU3yaJIu3allii U aHaJIn3a JaHHBIX U3
Pa3JIMYHBIX UCTOYHHUKOB

Spark

CepBuc, KOTOPBIi MO3BOJISET Pa3BEPHYThH KJIACTEPHOE
BBIUMCIIUTENIFHOE penieHne Ha ocHoBe Apache Spark
ISl pacupeesIeHHO 00pa0oTKM JaHHBIX.

Trino

CepBuc, KOTOPBIH IPEOCTABIISIET MACCHBHO-
napaienbHbli aHanuTuaeckud SQL-IBUKOK 1J1s
00paboTKH OONBIINX 00BEMOB TaHHBIX U3 Pa3HBIX
HCTOYHUKOB

Redis

CepBuc a5 co31aHus U YIIpaBJI€HUs KJIacTepaMu
Redis
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OTBCTCTBCHHOCTH B 3aBUCHUMOCTH OT I/ICHOJIB?:yeMOI\/'I MOOCIN 00J1a4HBIX CCPBUCOB.

2 BepxHeypoBHeBoe pacnpejieieHne 0TBETCTBEHHOCTH

Tabnmuma 2 comepXUT BEpXHEypOBHEBYIO (0000IICHHYIO) HH(OpMAIMIO O pa3leleHuu

Tabnuma 2 - BepxHeypoBHEBOE pacipeie]IieHHe OTBETCTBEHHOCTH B 3aBUCIMOCTH OT UCIIOJIb3yeMOH

MOACIN 00JIa4HBIX CCPBUCOB

Pa3jeneHue 0TBETCTBEHHOCTH
Haoop Tpe6oBannii PCI DSS
IaaS PaaS
1 | Install and Maintain Network Security Controls Oo6oroHas Oo6oroHas
) Apply Secure Configurations to All System OGoroias OGoroias
Components
3 | Protect Stored Account Data Ob6oronHas Ob6oronHas
Protect Cardholder Data with Strong Cryptography
4 During Transmission Over Open, Public Networks Oboronmas Oboronpas
5 Protect All Systems and Networks from Malicious OGoroias OGoroias
Software
6 | Develop and Maintain Secure Systems and Software Oboroanas OboroaHas
Restrict Access to System Components and Cardholder
7 Data by Business Need to Know Obotomias Oboromias
] Identify Users and Authenticate Access to System OGoroias OGoroias
Components
9 | Restrict Physical Access to Cardholder Data Oboroanas OboroaHas
Log and Monitor All Access to System Components
10 and Cardholder Data Obotomias Oboromias
11 | Test Security of Systems and Networks Regularly Ob6oronHas Ob6oronHas
12 Suppgrt Information Security with Organizational OGoroias OGoroias
Policies and Programs
Al Appendix Al: Additional PCI DSS Requirements for [Tnatpopma [Tnatpopma
Multi-Tenant Service Providers Evolution Evolution
Appendix A2: Additional PCI DSS Requirements for
A2 | Entities Using SSL/Early TLS for CardPresent POS Knuenr Knuenr
POI Terminal Connections
. . .. 06 06
A3 Appendix A3: Designated Entities Supplemental oromHad oromHad
Validation (DESV) (B cnyuac (B cnyuac
IIPUMEHUMOCTH) | IPUMEHUMOCTH)
000 «Ob6auHBIe TEXHOIOTHI 2026 .



Marpuna pasrpaHi4eHHst 30H OTBETCTBEHHOCTH C KIIMEHTaMH obnagHoii miargopmsl Evolution et 9 w3 63
ucrt 9 u3
TIPY BBITIOJTHEHUH TpeboBaHuii cranaapra 6esonacHoct PCI DSS 4.0.1

3 CooTHOlIeHHe npeaocTaBiasieMbIx margopmoin Evolution cepsucos
C MO/IeJIbI0 00JIAYHBIX CEPBHCOB

Tabnuma 3 comep>KUT HepeueHb CEPBUCOB M HUX OTHOLICHHWE K MOJAETH NPEeAOoCTaBICHUS
cepBuca.
Tabnuma 3 - CooTHomeHHe mpenocTaBisieMbx Iuiatdopmoit Evolution cepBuUCOB ¢ MOAENbIO
00JIaYHBIX CEPBHCOB

HanmeHoBanue cepBuca Ucnoaksyemasn mones,
NMpeaoCTABIEHHUS CepBHCA
API Gateway laaS
Application Load Balancer (L7 load balancers) laaS
Cloud DNS (Domain name management) [aaS
Cloud DirectConnect [aaS
Compute Cloud (Virtual machines) laaS
SDS (Software-defined storage — block storage) [aaS
Network Load Balancer (L3-L4 load balancers) [aaS
Object Storage (S3) [aaS
Virtual Private Cloud (Cloud network management) [aaS
Bare Metal [aaS
ContainerApps PaaS
Artifact Registry PaaS
Managed Kubernetes PaaS
Managed Service for PostgreSQL PaaS
Pangolin PaaS
Corax PaaS
ClickHouse PaaS
MySQL PaaS
MongoDB PaaS
Apache Kafka PaaS
ArenaDataDB PaaS
AIRFlow PaaS
BI PaaS
Spark PaaS
Trino PaaS
Redis PaaS
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4 I[ETaJIbHaﬂ MaTpHula pasrpanHudeHus 30H OTBCTCTBCHHOCTH

Tekymuit pa3aen conepKUT moApoOHbIe JAHHBIE O Pa3rPAaHUYCHUN 30H OTBETCTBEHHOCTH.

4.1 Build and Maintain a Secure Network and Systems

Requirement 1: Install and Maintain Network Security Controls

PCI DSS Requirements ITnardpopma Evolution Kiauent
1.1 Processes and mechanisms for installing and maintaining network security controls are defined and understood
1.1.1 All security policies and operational procedures that are | [Tmardpopma Evolution, anst cepBucos | Kiment OTBEYAeT 3a

identified in Requirement 1 are:
e Documented.

e Kept up to date.

e Inuse.

e Known to all affected parties.

B 00JaCTH OLIEHKH, OO0OECIICUMBACT
BBIIIOJIHEHHE BCEX HEOOXOIUMBIX
TpeOOBaHUN W TPOLETYP COTJACHO
tpeboBanusim PCI DSS.

JOKYMEHTHUPOBAHWE W BBHITIOJTHEHHE
HEOOXOIUMBIX poueayp A
KOMIIOHEHTOB, 00pabaThIBArOIINX
JaHHBIE TUTATEKHBIX KapT.

1.1.2 Roles and responsibilities for performing activities in
Requirement 1 are documented, assigned, and understood.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
4acTu pacipeneneHus porei,
00s13aHHOCTEH U OTBETCTBEHHOCTH 32
obecneuecnne KB  KOMIOHEHTOB,
HEOOXOIUMBIX JUTSL
(YHKIIMOHUPOBAHHSI CEPBHCOB B
00JIaCTH OIICHKH.

KnueHnT oTBeuaeT 3a BBHINIOJTHEHHE
tpeboBanuit PCI DSS B wuactu
pacnpeneneHus pouieit,
00s13aHHOCTEH M OTBETCTBEHHOCTH 32
obecneucuue Wb njis KOMIIOHEHTOB,
pa3BEpHYTHIX Ha atgopme
Evolution.

1.2 Network security controls (NSCs) are configured and maintained

1.2.1 Restrict inbound and outbound traffic to that which is necessary
for the cardholder data environment, and specifically deny all other
traffic.

[Tnar¢popma Evolution orBedaer 3a
obecrieyeHune 0€30I1aCHOCTH
cormacHo TpeboBanusm PCI DSS st

KnmeHt oTBeuaeT 3a peamu3aluio
HpPOLIECCOB u nporesyp B
coorBeTcTBUM ¢ TpeboBanusimu PCI
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1.2.2 All changes to network connections and to configurations of
NSCs are approved and managed in accordance with the change
control process defined at Requirement 6.5.1.

1.2.3 An accurate network diagram(s) is maintained that shows all
connections between the CDE and other networks, including any
wireless networks.

1.2.4 An accurate data-flow diagram(s) is maintained that meets the
following:

e Shows all account data flows across systems and networks.
e Updated as needed upon changes to the environment.

1.2.5 All services, protocols, and ports allowed are identified,
approved, and have a defined business need.

1.2.6 Security features are defined and implemented for all services,
protocols, and ports that are in use and considered to be insecure, such
that the risk is mitigated.

1.2.7 Configurations of NSCs are reviewed at least once every six
months to confirm they are relevant and effective.

1.2.8 Configuration files for NSCs are:
e Secured from unauthorized access.
e Kept consistent with active network configurations.

CEpBHCOB B 00JACTH OLIEHKH, B TOM
quclie Oe3ormacHoe XpaHeHue
KOH(UTypaIuii CETeBBIX yCTPOHCTB.

DSS JUISE KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iargopme
Evolution, a umMeHHo:

® BHE/IpPCHHE nporesyp U
MOATOTOBKY HE00X0TUMOiA
BHYTpPEHHEH JOKYMEHTAI[UH B YacTH
yTpaBICHUS MEKCETEBBIMU
skpaHaMmu  (MD) u  ceTeBbIM
o0opyIoBaHuEM;

® KOH(UTrypaIHIo HACTpPOEK

ceTeBhIX KoMIIOHEHTOB Evolution;

® yIpaBJICHUEC BUPTYaJIbHBIMU
CETSIMH;

e ynpasieHue MO;

e (e3omacHoe XpaHEeHHe

KOH(UTypaIuii CeTeBbIX YCTPOHCTB
® UCMOJNb3yeMbIi HAabOp CEpBUCOB,
IIPOTOKOJIOB ¥ TIOPTOB;
® yIpaBlEHUE
0€30IacHOCTH.

rpyIIaMu

1.3 Network access to and from the cardholder data environment is restricted

1.3.1 Inbound traffic to the CDE is restricted as follows:
e To only traffic that is necessary.
e All other traffic is specifically denied.

[Tnarpopma Evolution obecnieunBaet
JUIE CEpBUCOB B OOJACTH OLIEHKHU
MEXKCETEeBOE  JIKpPaHUPOBaHHE U

KnmeHt oTBeuaeT 3a peanu3aluio
OrpaHUYEHUIl cereBoro Tpaduka B
coorBeTcTBUM ¢ TpeboBanusimu PCI
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1.3.2 Outbound traffic from the CDE is restricted as follows:
e To only traffic that is necessary.
e All other traffic is specifically denied.

1.3.3 NSCs are installed between all wireless networks and the CDE,
regardless of whether the wireless network is a CDE, such that:

e All wireless traffic from wireless networks into the CDE is denied
by default.

e Only wireless traffic with an authorized business purpose is allowed
into the CDE.

IpoIecchl  YOpaBlIeHUS HM B
coorBeTcTBUM ¢ TpeboBanusmu PCI
DSS.

B wundpactpykrype miaaTdopmbl
Evolution WCIIONb3YEeTCs
MeXKceTeBoe HKpaHupoBaHue (MD)
Ha Pa3HBIX YPOBHSX.

DSS JUISE KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iargopme
Evolution:

® APXUTEKTYPY MpPOeKTa u

KOH(UTYpaIMI0 HACTPOEK CETEBBIX
komnoHeHTOB Evolution;

¢ VYIIPABJIICHUC KIIMCHTCKHUMH
BUPTYaJIbHBIMHU CCTAMMU,

® yIIpaBJICHUE MO u
MaplIpyTH3aTOpaMHu;
® yIpaBlEHUE rpynnamu

0€30I1aCHOCTH.

1.4 Network connections between trusted and untrusted networks are controlled

1.4.1 NSCs are implemented between trusted and untrusted networks.

1.4.2 Inbound traffic from untrusted networks to trusted networks is
restricted to:

e Communications with system components that are authorized to
provide publicly accessible services, protocols, and ports.

e Stateful responses to communications initiated by
components in a trusted network.

¢ All other traffic is denied.

system

1.4.3 Anti-spoofing measures are implemented to detect and block
forged source IP addresses from entering the trusted network.

1.4.4 System components that store cardholder data are not directly
accessible from untrusted networks

1.4.5 The disclosure of internal IP addresses and routing information is
limited to only authorized parties.

[Tnarpopma Evolution obecnieunBaet
JUIS CEPBUCOB B OOJACTH OIICHKHU
MEXCETEeBOE  JIKpPaHUPOBaHHE U
IpoIecchl  YOpaBlIeHHS WM B
coorBeTcTBUM ¢ TpeboBanusmu PCI
DSS.

B wundpactpykrype mimaTdopmbl
Evolution peanu3oBaH KOHTpOIb
UCXOJALIETO U BXOJSIIET0 Tpaduka
cpeactBaMmu MDD ¢ KOHTposeMm
COCTOSIHUSI COCIUHEHHM, a TaKxke
peanu30BaHbl MEpHl AHTUCITY (DUHTA.

KnmeHt oTBeuaeT 3a peamu3aluio
OrpaHUYEHUIl cereBoro Tpaduka B
coorBeTcTBUM ¢ TpeboBanusimu PCI
DSS JUISE KOMIIOHEHTOB,
pa3BEpHYTHIX iatgopme
Evolution, BKJIIOYas
KOH(HUTypUpOBaHHE KITMEHTCKUX
cereii TakuM  00pa3oM, 4YTOOBI
cepBepbl 0a3 MaHHBIX, B KOTOPBIX
MOTYT XPaHUTbHCS JTaHHbIE
IUTATEKHBIX KapT, pa3MeIIajich BO
BHYTPEHHUX CerMeHTax
BUPTYaJIBHBIX Cpell, HEIOCTYITHBIX
HaNpsAMYIO U3 HEJIOBEPEHHBIX CETEH.

Ha
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1.5 Risks to the CDE from computing devices that are able to connect to both untrusted networks and the CDE are mitigated

1.5.1 Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect to both
untrusted networks (including the Internet) and the CDE as follows:

e Specific configuration settings are defined to prevent threats being
introduced into the entity’s network.

e Security controls are actively running.

e Security controls are not alterable by users of the computing devices
unless specifically documented and authorized by management on a
case-by-case basis for a limited period.

[Tnar¢popma Evolution orBedaer 3a
0e30MmacHOCTh  pabo4YMX  CTaHIIHHA
CBOMX IOJIb30BATENCH, HWMECIOLINX
JOCTYI K KOMIIOHEHTaM IIaT()opMbl
Evolution.

KnueHt oTBewaer 3a yCTaHOBKY
CpeACTB 3alluThl HHGOPMAIMHU H
yIpaBJIeHUEe UMM JJIs1 BCeX pabounx
MECT  MOJb30BaTelei,  KOTOpbIE
UMEIOT JOCTYyH K KOMIIOHEHTaM
1aT(hOopMBbI Evolution,
3aJeiiCTBOBaHHBIM B 00paboTke
JAHHBIX TJIATEKHBIX KaPT.

Requirement 2: Apply Secure Configurations to All System Components

PCI DSS Requirements

IInardpopma Evolution

Kauent

2.1 Processes and mechanisms for applying secure configurations to all system components are defined

and understood

2.1.1 All security policies and operational procedures that are
identified in Requirement 2 are:

¢ Documented.

Kept up to date.
e Inuse.
e Known to all affected parties.

[Tnarpopma Evolution, aiist cepBrcoB
B 00JaCTH OLIEHKH, OOECIICUMBACT
BBIIIOJIHEHHE BCEX HEOOXOIUMBIX
TpeOOBaHUI W TPOLETYP COIJACHO
tpeboBanusim PCI DSS.

KnameHT oTBeuaeT 3a BBINIOJHEHUE
HEOOXOIUMBIX poueayp A
KOMIIOHEHTOB, 00pabaThIBArOIINX
JaHHBIE TUTATEKHBIX KapT.

2.1.2 Roles and responsibilities for performing activities in

Requirement 2 are documented, assigned, and understood.

[Tnar¢popma Evolution orBedaer 3a
coomronenue Tpedoanuii PCI DSS B
4acTH pacrpeiesieHus 00si3aHHOCTEH
1 OTBETCTBCHHOCTHU 3a oOecreucHue
b KOMIIOHEHTOB, HEOOXOIUMBIX
it QYHKITMOHUPOBAHHUSI CEPBHUCOB B
00JIaCTH OLICHKH.

KnneHt oTBewaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
pacmpeneneHuss  O0sS3aHHOCTEH U
OTBETCTBEHHOCTH 3a olecreueHue
Wb nns KOMIIOHEHTOB, Pa3BEPHYTHIX
Ha matdopme Evolution.
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2.2 System components are configured and managed securely

2.2.1 Configuration standards are developed, implemented, and
maintained to:

[Tnar¢popma Evolution orBedaer 3a
BbInoaHeHUe TpeboBanuii PCI DSS

KnueHnt oTBewaer 3a HacTpOWKH
0C30IMacHOCTH 11 KOMIIOHEHTOB,

e Coverall system Components_ 1A KOMITOHCHTOB, | pa3BCPHYTBIX Ha HJIaT(bOpMe
00eCTIeYNBAIOIINX Evolution:
e Address all known security vulnerabilities. DyHKIMOHMPOBAHME  CEPBUCOB B | @  ONEPALMOHHBIX CHCTEM;

e Be consistent with industry-accepted system hardening standards or
vendor hardening recommendations.

e Be updated as new vulnerability issues are identified, as defined in
Requirement 6.3.1.

e Be applied when new systems are configured and verified as in place
before or immediately after a system component is connected to a
production environment.

2.2.2 Vendor default accounts are managed as follows:

e [fthe vendor default account(s) will be used, the default password is
changed per Requirement 8.3.6.

00JIaCTH OLICHKHU.

e 0a3 MaHHBIX (32 WCKJIIOYCHHUEM
PAAS-cepBucos);

e npukiagHoro I10;
[ I[pyI‘I/IX KOMIIOHCHTOB n

CEpBUCOB, BKJIIOYEHHBIX KirenTom B
00JI1aCTh OLIEHKH.

KnueHnT oTBewaer 3a pasnueicHHe
pPECYpCOB, peanm3yrImux Q(yHKIUU
pa3IMYHBIX YPOBHEN 3alUThI, IS

e If the vendor default account(s) will not be used, the account is KOMIIOHCHTOB,  Pa3BEPHYTBIX  Ha
removed or disabled. mnarpopme Evolution.

2.2.3 Primary functions requiring different security levels are managed

as follows:

e Only one primary function exists on a system component, OR

e Primary functions with differing security levels that exist on the

same system component are isolated from each other,

OR

e Primary functions with differing security levels on the same system

component are all secured to the level required by the function with the

highest security need.
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2.2.4 Only necessary services, protocols, daemons, and functions are
enabled, and all unnecessary functionality is removed or disabled.

2.2.5 If any insecure services, protocols, or daemons are present:
e Business justification is documented.

e Additional security features are documented and implemented that
reduce the risk of using insecure services, protocols, or daemons.

2.2.6 System security parameters are configured to prevent misuse.

2.2.7 All non-console administrative access is encrypted using strong
cryptography.

[Tnarpopma Evolution obecnieunBaet
mmdpoBanue 100010
HEKOHCOJILHOTO aIMUHUCTPATUBHOTO

J0CTyTIa IE KOMIIOHEHTOB,
o0ecreunBaroImux
(YHKIMOHMPOBAHUE CEPBUCOB B

00JIaCTH OLICHKHU.

Kinuent orBeuaer 3a BHeIpeHHUE
0e30MacHbIX MPOTOKOJIOB U CTOHKOM
Kpunrorpapuu UIs  JOCTyma K
KOMIIOHEHTaM, pa3BepHYTHIM  Ha
miatgopme Evolution.

2.3 Wireless environments are configured and managed securely

2.3.1 For wireless environments connected to the CDE or transmitting
account data, all wireless vendor defaults are changed at installation or
are confirmed to be secure, including but not limited to:

Default wireless encryption keys.
Passwords on wireless access points.
SNMP defaults.

Any other security-related wireless vendor defaults.

2.3.2 For wireless environments connected to the CDE or transmitting
account data, wireless encryption keys are changed as follows:

e Whenever personnel with knowledge of the key leave the company
or the role for which the knowledge was necessary.

e Whenever a key is suspected of or known to be compromised.

TpeboBanue HENPUMEHHUMO.
[Tnarpopma Evolution HE
UCTOJIb3YyeT OeCIPOBOIHBIC CETH IS
nepeaayy TaHHBIX MOJIb30BaTENCH.

Kinent orBeuaer 3a HacTpoilky
I1apaMeTpoB 6e30macHOCTH
HCTIOJIb3YEMBIX OECITPOBOIHBIX CPEl.
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4.2 Protect Account Data

Requirement 3: Protect Stored Account Data

PCI DSS Requirements IInargopma Evolution Kauenr

3.1 Processes and mechanisms for protecting stored account data are defined and understood

3.1.1 Allsecurity policies and operational procedures that are | [lmarpopma Evolution, mis cepucoB B | KnmueHT oTBeuaeT 3a  BBINIOJHEHUE

identified in Requirement 3 are: obnacTtu OLICHKH, obecrieynBaeT | HEOOXOIUMBIX nporexyp ISt

e Documented. BBITIIOJTHEHUE BCEX HEOOXOJIMMBIX | KOMIIOHEHTOB, 00pabaThIBAIOIINX

e Kept up to date TpeOOBaHMH W  TPOIENYp COIVIACHO | JaHHBIC TUIATEIKHBIX KapT.
tpeboBanusim PCI DSS.

e Inuse.

e Known to all affected parties.

3.1.2 Roles and responsibilities for performing activities in | [Inmatpopma  Evolution otBeuaer 3a | KnmueHT oTBeuaer 3a  BBINOJHEHUE

Requirement 3 are documented, assigned, and understood. coomonenne TpedboBanuit PCI DSS B | tpeGoanuit PCI  DSS B wyactu
YacTU paclpezieficHuss OO0s3aHHOCTEH U | pacrlpeaeeHus 00s13aHHOCTEH u

OTBETCTBEHHOCTH 3a oOecneueHne Wb
KOMIIOHEHTOB, HEOOXOAUMBIX st
(YHKIIMOHMPOBAHUS CEPBUCOB B 001acTH
OLICHKH.

OTBETCTBEHHOCTH 3a obOecrneuenue Wb
JUIl KOMIIOHEHTOB, DPa3BEPHYTHIX Ha
miatgopme Evolution.

3.2 Storage of account data is kept to a minimum

3.2.1 Account data storage is kept to a minimum through
implementation of data retention and disposal policies,
procedures, and processes that include at least the following:
e (Coverage for all locations of stored account data.

e Coverage for any sensitive authentication data (SAD)
stored prior to completion of authorization. This bullet is a
best practice until its effective date; refer to Applicability
Notes below for details.

TpeboBanue nenpumenumo. Ilnatdopma
Evolution CaMOCTOSITEIILHO HE
o0OpabaTbIBaeT JaHHBIC TUIATEKHBIX KapT.

Kinentr  oTrBewaer 3a  MpoOIECCHI
00pabOTKH, XpaHEHHs] U YHUUTOXKCHHS
CBOHMX JaHHBIX, B TOM 4YHCJIC AAaHHBIX
IJIaTCIKHBIX KapT.
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e Limiting data storage amount and retention time to that
which is required for legal or regulatory, and/or business
requirements.

e Specific retention requirements for stored account data that
defines length of retention period and includes a documented
business justification.

e Processes for secure deletion or rendering account data
unrecoverable when no longer needed per the retention policy.
e A process for verifying, at least once every three months,
that stored account data exceeding the defined retention
period has been securely deleted or rendered unrecoverable.

3.3 Sensitive authentication data (SAD) is not stored after authorization

3.3.1 SAD is not retained after authorization, even if
encrypted. All sensitive authentication data received is
rendered unrecoverable upon completion of the authorization
process.

3.3.2 SAD that is stored electronically prior to completion of
authorization is encrypted using strong cryptography.

3.3.3 Additional requirement for issuers and companies that
support issuing services and store sensitive authentication
data: Any storage of sensitive authentication data is:

e Limited to that which is needed for a legitimate issuing
business need and is secured.

e Encrypted using strong cryptography. This bullet is a best
practice until its effective date; refer to Applicability Notes
below for details.

TpeboBanue Henmpumenumo. Ilmardopma
Evolution CaMOCTOSITENIBHO HE
o0OpabaTbIBaeT JaHHBIE TUIATEKHBIX KapT.

Kinentr  oTrBewaer 3a  mpoIECCHI
00pabOTKH, XpaHEHHsS W YHUUTOKCHHS
CBOHMX JaHHBIX, B TOM 4YHCJIC AAaHHBIX
IJIaTCIKHBIX KapT.

3.4 Access to displays of full PAN and ability to copy PAN is restricted

3.4.1 PAN is masked when displayed (the BIN and last four | Tpe6oBaune Hempumenumo. Ilmarpopma ‘ KnuenT  oTBewaeT 33 mpolecchl
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digits are the maximum number of digits to be displayed),
such that only personnel with a legitimate business need can
see more than the BIN and last four digits of the PAN.

3.4.2 When using remote-access technologies, technical
controls prevent copy and/or relocation of PAN for all
personnel, except for those with documented, explicit
authorization and a legitimate, defined business need.

Evolution CaMOCTOSTEILHO HE
oOpabaThIBaeT JaHHBIC TUTATEKHBIX KapT.

00pabOTKH, XpaHEHHs W YHUUTOXKCHHS
CBOMX JAaHHBIX, B TOM 4YHUCJE JaHHBIX
IIJIATEXKHBIX KapT.

3.5 Primary account number (PAN) is secured wherever it is stored

3.5.1 PAN is rendered unreadable anywhere it is stored by
using any of the following approaches:

e One-way hashes based on strong cryptography of the entire
PAN.

e Truncation (hashing cannot be used to replace the truncated
segment of PAN).

— If hashed and truncated versions of the same PAN, or
different truncation formats of the same PAN, are present in
an environment, additional controls are in place such that the
different versions cannot be correlated to reconstruct the
original PAN.

¢ Index tokens.

e Strong cryptography with associated key- management
processes and procedures.

TpeboBanne Henmpumenumo. Ilmardopma
Evolution CaMOCTOSITENIBHO HE
o0OpabaTbIBaeT JaHHBIE TUIATEKHBIX KapT.

Kinentr  oTrBewaer 3a  MpoOIECCHI
00pabOTKH, XpaHEHHs W YHUUTOKCHHS
CBOHMX JaHHBIX, B TOM 4YHCJIC AAaHHBIX
IJIaTCIKHBIX KapT.

3.6 Cryptographic keys used to protect stored account data

are secured

3.6.1 Procedures are defined and implemented to protect
cryptographic keys used to protect stored account data against

[Tnardpopma
CEepBHC

Evolution mpenocrasnser
yIIpaBJICHUS KJIFOYEBOU

Kinentr  oTBewaer 3a  MpoOIECCHI
00pabOTKH, XpaHEHHsS] W YHUUTOXKCHHS

disclosure and misuse that include: uHpopmanuend. JlokymMeHTanus CepBHCa | CBOMX  JaHHBIX, B TOM  4YHCIIe
e Access to keys is restricted to the fewest number of | OIMCBHIBACT, CII0CcOOBI €T0 IIPUMCHCHUS. HCIIOJIb30BAaHUC H_II/I(l)pOBaHI/IH.

custodians necessary. [Tnarpopma Evolution He ocymectuser | KnueHT oTBewaer 3a  mpolexyphl
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e Key-encrypting keys are at least as strong as the data-
encrypting keys they protect.

e Key-encrypting keys are stored separately from data-
encrypting keys.

e Keys are stored securely in the fewest possible locations
and forms.

3.6.1.1 Additional requirement for service providers only: A
documented description of the cryptographic architecture is
maintained that includes:

e Details of all algorithms, protocols, and keys used for the
protection of stored account data, including key strength and
expiry date.

e Preventing the use of the same cryptographic keys in
production and test environments. This bullet is a best practice
until its effective date; refer to Applicability Notes below for
details.

e Description of the key usage for each key.

e Inventory of any hardware security modules (HSMs), key
management systems (KMS), and other secure cryptographic
devices (SCDs) used for key management, including type and
location of devices, as outlined in Requirement 12.3.4.

CaMOCTOSITEIIbHBIC OIEPALHN:
e ['eneparnuu KJIt0YeBOH HHPOPMALIUY;
e VmpaBieHMs JOCTYIIOM K KIIIOYEBOU
uHpOpMaINH;

e ViajneHus WK BBIBOAA U3 0OpaIieHHs
KIII04eBOI MH(DOpMaIH;

e [udpoBaHuss AaHHBIX B CUCTEMax
KJIUEHTOB.

yIpaBJIeHUs] KIIOYaMH UG POBAHUS

JAHHBIX.
KnuenT MoOXeT HuCHoiab30BaTh CEpPBUC
yIpaBJIeHUs KII04eBOi HHPpOpManuei, u
CaMOCTOATENIBHO  OCYLIECTBISIET  €r0
HaCTPOUKY.

3.7 Where cryptography is used to protect stored account
lifecycle are defined and implemented

data, key management processes and procedures covering all aspects of the key

3.7.1 Key-management policies and procedures are | [Imatpopma Evolution mnpenocraBnser | KnueHt  oTBewaer 3a  NPOLECCHI
implemented to include generation of strong cryptographic | cepBuc yIpaBIEHUS KIIIOYEeBOH | 0OpabOTKH, XpaHEHHUS M YHUUYTOKCHHUS
keys used to protect stored account data. uHpopmanued. JlokymMeHTanus CepBHCa | CBOMX  JaHHBIX, B TOM  4YHCIIe
3.72 Key-management policies and procedures are | OTMCBIBAcT, CTIOCOOBI €r0 MPUMEHEHHS. MCTIOJIb30BaHUE IU(PPOBAHMUS.

implemented to include secure distribution of cryptographic | Ilmargopma Evolution ne ocymiectsusier | KimmeHT — oTBeyaer  3a  MpOLEAYpHI
000 «Ob6auHBIe TEXHOIOTHI 2026 .
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keys used to protect stored account data.

3.7.3 Key-management policies and procedures are
implemented to include secure storage of cryptographic keys
used to protect stored account data.

3.74 Key management policies and procedures are
implemented for cryptographic key changes for keys that have
reached the end of their cryptoperiod, as defined by the
associated application vendor or key owner, and based on
industry best practices and guidelines, including the
following:

e A defined cryptoperiod for each key type in use.

e A process for key changes at the end of the defined
cryptoperiod.

3.7.5 Key management policies procedures are implemented
to include the retirement, replacement, or destruction of keys
used to protect stored account data, as deemed necessary
when:

e The key has reached the end of its defined cryptoperiod.

e The integrity of the key has been weakened, including
when personnel with knowledge of a cleartext key component
leaves the company, or the role for which the key component
was known.

e The key is suspected of or known to be compromised.

Retired or replaced keys are not used for encryption
operations.

3.7.6  Where manual cleartext cryptographic key-
management operations are performed by personnel, key-
management policies and procedures are implemented include

CaMOCTOSITEIIbHBIC OIEPALHN:

e ['eneparnuu KJIt0YeBOH HHPOPMALIUY;
e VmpaBieHMs JOCTYIIOM K KIIIOYEBOU
uHpOpMaINH;

e ViajneHus WK BBIBOAA U3 0OpaIieHHs
KIII04eBOI MH(DOpMaIH;

e [udpoBaHuss AaHHBIX B CUCTEMax
KJIUEHTOB.

YIIPABJICHUS mudpoBaHUs

JTAHHBIX.

KIIIO4YaMu

KnuenT MoOXeT HuCHoiab30BaTh CEpPBUC
yIpaBJIeHUs KII04eBOi HHPpOpManuei, u
CaMOCTOATENIBHO  OCYLIECTBISIET  €r0
HaCTPOUKY.
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managing these operations using split knowledge and dual
control.

3.7.7 Key management policies and procedures are
implemented to include the prevention of unauthorized
substitution of cryptographic keys.

3.7.8 Key management policies and procedures are
implemented to include that cryptographic key custodians
formally acknowledge (in writing or electronically) that they
understand and accept their key- custodian responsibilities.

3.7.9 Additional requirement for service providers only:
Where a service provider shares cryptographic keys with its
customers for transmission or storage of account data,
guidance on secure transmission, storage and updating of such
keys is documented and distributed to the service provider’s
customers.

Requirement 4: Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks

PCI DSS Requirements

ITnardpopma Evolution

Kiauent

4.1 Processes and mechanisms for protecting cardholder data with strong cryptography during transmission over open, public networks are

defined and documented

4.1.1 All security policies and operational procedures that are
identified in Requirement 4 are:

e Documented.

e Kept up to date.

e Inuse.

e Known to all affected parties.

[Tnargpopma Evolution, s cepBucoB B
00JIaCTH OIICHKH, 00ECIIeYNBAET BBIMOJIHEHUE
BCEX HEOOXOAMMBIX TPEOOBaHUN U TPOIEAYP
cornacHo TpeboBanusim PCI DSS.

Knuent OTBEYAET 3a
BEITIOJTHEHHE HEO0OXO0TUMBIX
mpoueayp Uil KOMITOHEHTOB,
00pabaThIBArOIINX JTAaHHbIE
TUTATEKHBIX KapT.

4.1.2 Roles and responsibilities for performing activities in
Requirement 4 are documented, assigned, and understood.

[Tnarpopma  Evolution  oTBewaer  3a
coomronenne TpeboBanuit PCI DSS B wactm

Knuent OTBEYacT 3a
BbInosiHeHHe TpeboBanmii PCI
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pacrpeneieHus 00s3aHHOCTEH u | DSS B wactu pacnpeneneHus
OTBETCTBEHHOCTH 3a obOecrieuenue UMb | obs3aHHOCTEH u
KOMIIOHEHTOB, HEOOXOIUMBIX IUIsL | OTBETCTBEHHOCTH 3a
(YHKIIMOHMPOBAHUSI CEPBUCOB B 00JacTH | obecrieueHue b JUIS
OLICHKH. KOMIIOHEHTOB, Pa3BEpHYTHIX Ha

miatgopme Evolution.

4.2 PAN is protected with strong cryptography during transmission

4.2.1 Strong cryptography and security protocols are | [lnatdopma Evolution ucnons3yeT | KiimeHT oTBedaer 3a mporecchl

implemented as follows to safeguard PAN during transmission | 6e3onacHble Kpunrorpadudeckue NpoToKoibl, | 0€30MacHON Mepefadn JAaHHBIX

over open, public networks: o0ecreynBamoOIIMe 3alIUTy JaHHBIX MPH | IJIATeXHBIX  KapT, BKIIOYas

e Only trusted keys and certificates are accepted. nepenade. HCII0JIb30BaHNE be30macHbIX

o Certificates used to safeguard PAN during transmission over NPOTOKOJIOB  ITH(POBAHHS.

open, public networks are confirmed as valid and are not expired

or revoked. This bullet is a best practice until its effective date;

refer to applicability notes below for details.

e The protocol in use supports only secure versions or

configurations and does not support fallback to, or use of insecure

versions, algorithms, key sizes, or implementations.

e The encryption strength is appropriate for the encryption

methodology in use.

4.2.2 PAN is secured with strong cryptography whenever it is sent | Tpe6oBanue  Henpumenumo. I[lnatdopma | KimmeHT oTBeuaeT 3a mpuBeieHNE

via end-user messaging technologies.

Evolution camocroarensHo He 0OpabaThIBaeT
JaHHBIE TUIATEKHBIX KapT ¥ HE NepeaaeT
JaHHBIE MT0JIb30BaTeNe B OTKPHITOM BUJIE.

KapTOYHBIX JTAHHBIX B
HEYMUTACMbIl BHJ B cly4ae
HCIIOJIb30BaHUS TEXHOJIOTHI
oOMeHa MT'HOBE€HHBIMU
COOOIIIEHUSIMH.
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4.3 Maintain a Vulnerability Management Program

Requirement 5: Protect All Systems and Networks from Malicious Software

PCI DSS Requirements

ITnardpopma Evolution

Kiauent

5.1 Processes and mechanisms for protecting all systems and networks from malicious software are defined and understood.

5.1.1 All security policies and operational procedures that are
identified in Requirement 5 are:

¢ Documented.

Kept up to date.
e Inuse.
e Known to all affected parties.

[Tnarpopma Evolution, i cepBUCOB B
obiactu OIICHKH, oOecnieunBaeT
BBIMIOJIHEHUE  BCEX  HEOOXOIUMBIX
TpeOOBaHMH U TPOLEAYpP COIJIAaCHO
tpeboBanusim PCI DSS.

KnameHT oTBeuaeT 3a BBIIOJIHEHHE
HEOOXOIUMBIX IpoIEeayp IS
KOMIIOHEHTOB, 00pabaThIBAIOIINX
JaHHBIE TUTATEKHBIX KapT.

5.1.2 Roles and responsibilities for performing activities in
Requirement 5 are documented, assigned, and understood.

[Tnar¢popma Evolution oTBedaer 3a
coomonenne tpedoanuii PCI DSS B
4acTH pacmpe/esieHns 00si3aHHOCTeH U
OTBETCTBEHHOCTH 3a obOecmneueHue Ub
KOMITIOHEHTOB,  HEOOXOIMMBIX ISt
(YHKIIMOHUPOBAHHSI ~ CEPBHCOB B
00acTH OICHKH.

KnueHT oTBeuaeT 3a BBINOJTHEHHE
tpeboBanuit PCI DSS B wactm
pacmpeneneHuss  O0S3aHHOCTEH |
OTBETCTBEHHOCTH 3a oOecrieueHue b
JUIS KOMIIOHEHTOB, Pa3BEepPHYTHIX Ha
miatgopme Evolution.

5.2 Malicious software (malware) is prevented, or detected and addressed

5.2.1 An anti-malware solution(s) is deployed on all system
components, except for those system components identified in
periodic evaluations per Requirement 5.2.3 that concludes the
system components are not at risk from malware.

5.2.2 The deployed anti-malware solution(s):
e Detects all known types of malware.
e Removes, blocks, or contains all known types of malware.

5.2.3 Any system components that are not at risk for malware are

[Tnar¢popma Evolution oTBedaer 3a
(YHKIMOHMPOBAHUE  AHTHBHUPYCHOTO
IpOrpaMMHOTO  obecriedeHust  JUls
KOMIIOHEHTOB, o0ecreynBaroIuX
(YHKIMOHMPOBAaHUE  CEPBUCOB B
00J1aCTH OLICHKH.

Kiuent oTBewaeT 3a  MpONECCHI
3amuThl 0T BpenoHocHoro [1O mus
KOMIIOHEHTOB, ~ Pa3BEpPHYTHIX  Ha
iatgopme Evolution u
10/IBEPKEHHBIX BHUPYCHOMY
3apaXKCHHUIO.
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evaluated periodically to include the following:

e A documented list of all system components not at risk for
malware.

e Identification and evaluation of evolving malware threats for
those system components.

e Confirmation whether such system components continue to not
require anti-malware protection.

5.3 Anti-malware mechanisms and processes are active, maintained, and monitored

5.3.1 The anti-malware solution(s) is kept current via automatic
updates.

5.3.2 The anti-malware solution(s):

e Performs periodic scans and active or real-time scans.

OR

e Performs continuous behavioral analysis of systems or
processes.

[Tnar¢popma Evolution orTBedaer 3a
(YHKIMOHMPOBAHUE  AHTHBHUPYCHOTO
NpOrpaMMHOT0  obecriedyeHust  JUIs
KOMIIOHEHTOB, o0ecTeynBaroIuX
(YHKIMOHMPOBAaHUE  CEPBUCOB B
00J1aCTH OLICHKH.

Kiuent oTBewaeT 3a  MpOIECCHI
3amuThl 0T BpenoHocHoro I[1O mus
KOMIIOHEHTOB,  Pa3BEpPHYTBIX  Ha
iatgopme Evolution u
10/IBEPKEHHBIX BHUPYCHOMY
3apaykEeHUIO.

5.3.3 For removable electronic media, the anti- malware solution(s):
e Performs automatic scans of when the media is inserted,
connected, or logically mounted,

OR

e Performs continuous behavioral analysis of systems or processes
when the media is inserted, connected, or logically mounted.

TpeboBanue HENPUMEHHUMO.
[Tnardpopma Evolution He mnepenaer
JAHHBIE C HCIOJB30BAHUEM CHEMHBIX
HOCHTEIIEN.

Knuent otBeuyaeT 3a BBINOJHEHUE
HEOOXOUMBIX TPOIIEAYP IS 3aIUTHI
KOMIIOHCHTOB, B TOM YHCJIC ChEMHBIX
HOCHUTEJEH, 00pabaThIBarOIIIX
JaHHBIE  IUIATeKHBIX  KapT, OT
BpenoHocHoro I10.

5.3.4 Audit logs for the anti-malware solution(s) are enabled and
retained in accordance with Requirement 10.5.1.

5.3.5 Anti-malware mechanisms cannot be disabled or altered by
users, unless specifically documented, and authorized by
management on a case-by-case basis for a limited time period.

[Tnar¢popma Evolution otTBedaer 3a
(YHKIMOHMPOBAHUE  AHTHBHUPYCHOTO
IpOrpaMMHOTO  obecriedeHust  JUls
KOMIIOHEHTOB, o0ecreynBaroIuX
(YHKIMOHMPOBAaHUE  CEPBUCOB B
00J1aCTU OLICHKH.

Kiuent oTBewaeT 3a  MpONECCHI
3amuThl 0T BpenoHocHoro [10 mus
KOMIIOHEHTOB, ~ Pa3BEpPHYTHIX  Ha
iatgopme Evolution u
10/IBEPKEHHBIX BHUPYCHOMY
3apaykEeHUIO.
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5.4 Anti-phishing mechanisms protect users against phishing attacks.

5.4.1 Processes and automated mechanisms are in place to detect
and protect personnel against phishing attacks.

[Tnar¢popma Evolution otTBedaer 3a
(bYHKIMOHMPOBAaHUE
3alIUThl OT (UIIMHTOBBIX aTak JuIs
KOMIIOHEHTOB,
(bYHKIIMOHMPOBAaHUE
00J1aCTU OLICHKH.

MCXaHHU3MOB

o0ecrneunBaroIMx
CEPBHUCOB B

Kinent oTBewaeT 3a  MpONECCHI
3alUThl OT (DUINUHTOBBIX aTaK MaJis
KOMIIOHEHTOB, ~ Pa3BEpPHYTHIX  Ha
miatgopme Evolution.

Requirement 6: Develop and Maintain Secure Systems and Software

PCI DSS Requirements

ITnargpopma Evolution

Kaunenr

6.1 Processes and mechanisms for developing and maintaining secure systems and software are defined and understood

6.1.1 All security policies and operational procedures that are identified
in Requirement 6 are:

e Documented.

e Kept up to date.

e Inuse.

e Known to all affected parties.

[Tnarpopma  Evolution, s
CEepBHCOB B 00JIaCTH OIICHKH,
o0ecreynBaeT BBHIIOJHEHHE BCEX
HEOOXOAUMBIX  TpeOOBaHUU U
IPOIIEelyp COTJIacCHO TpeOOBaHUAM
PCI DSS.

KaueHT oTBeuaeT 3a BBIIOJIHEHHE
HEOOXOIUMBIX POLEAYP IS
KOMIIOHEHTOB, 00pabaThIBAIOIINX
JaHHBIE TUTATEKHBIX KapT.

6.1.2 Roles and responsibilities for performing activities in Requirement
6 are documented, assigned, and understood.

[Tnarpopma Evolution orBeuaer
3a cobmonenue TpeboBanuii PCI
DSS B wactu pacnpenencHus
0053aHHOCTEH U OTBETCTBEHHOCTH
3a oOecrieueHue b
KOMIIOHEHTOB, HEOOXOAUMBIX ISt
(YHKIIMOHHPOBAHHS CEPBHCOB B
00JIaCTH OIICHKH.

KnueHT oTBeuaeT 3a BBIMIOJIHEHUE
tpeboBanuit PCI DSS B wactu
pacmpeneneHuss  o0si3aHHOCTEH U
OTBETCTBEHHOCTH 3a obecrieueHue b
JUIS KOMITOHEHTOB, Pa3BEePHYTHIX Ha
miatgopme Evolution.

6.2 Bespoke and custom software are developed securely

6.2.1 Bespoke and custom software are developed securely, as follows:

TpeboBanue HENPUMEHHUMO.

Kinmnent oTBeyaeT 3a BBIOJHEHHUE
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e Based on industry standards and/or best practices for secure
development.

e In accordance with PCI DSS (for example, secure authentication and
logging).

e Incorporating consideration of information security issues during each
stage of the software development lifecycle.

6.2.2 Software development personnel working on bespoke and custom
software are trained at least once every 12 months as follows:

e On software security relevant to their job function and development
languages.
¢ Including secure software design and secure coding techniques.

e Including, if security testing tools are used, how to use the tools for
detecting vulnerabilities in software.

6.2.3 Bespoke and custom software is reviewed prior to being released
into production or to customers, to identify and correct potential coding
vulnerabilities, as follows:

e Code reviews ensure code is developed according to secure coding
guidelines.

e Code reviews look for both existing and emerging software
vulnerabilities.

e Appropriate corrections are implemented prior to release.

6.2.4 Software engineering techniques or other methods are defined and
in use by software development personnel to prevent or mitigate common
software attacks and related vulnerabilities in bespoke and custom
software, including but not limited to the following:

* Injection attacks, including SQL, LDAP , XPath, or other command,
parameter, object, fault, or injection-type flaws.

e Attacks on data and data structures, including attempts to manipulate

[Tnarpopma Evolution HE
ocymecTBisier paszpaborky I10,
B3aUMOJCUCTBYIOLIETO c

KapTOYHbBIMU JaHHBIMU.

tpeboBanuit PCI DSS s npoueccos
paszpabotku coero I10.
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buffers, pointers, input data, or shared data.

e Attacks on cryptography usage, including attempts to exploit weak,
insecure, or inappropriate cryptographic implementations, algorithms,
cipher suites, or modes of operation.

. Attacks on business logic, including attempts to abuse or bypass
application features and functionalities through the manipulation of
APIs, communication protocols and channels, client- side functionality,
or other system/application functions and resources. This includes cross-
site scripting (XSS) and cross-site request forgery (CSRF).

e Attacks on access control mechanisms, including attempts to bypass
or abuse identification, authentication, or authorization mechanisms, or
attempts to exploit weaknesses in the implementation of such
mechanisms.

e Attacks via any “high-risk” vulnerabilities identified in the
vulnerability identification process, as defined in Requirement 6.3.1.

6.3 Security vulnerabilities are identified and addressed

6.3.1 Security vulnerabilities are identified and managed as follows:

e New security vulnerabilities are identified using industry-recognized
sources for security vulnerability information, including alerts from
international and national computer emergency response teams (CERTS).
e Vulnerabilities are assigned a risk ranking based on industry best
practices and consideration of potential impact.

e Risk rankings identify, at a minimum, all vulnerabilities considered to
be a high-risk or critical to the environment.

e Vulnerabilities for bespoke and custom, and third-party software (for
example operating systems and databases) are covered.

6.3.2 An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom software is

[Tnarpopma Evolution orBeuaer

3a MIPOLECCHI YIIPABJICHUS
yH3BI/IMOCTSIMI/I JJIA KOMIIOHCHTOB,
00€eCeUnBAKOIIX

(YHKIIMOHMPOBAHUE CEPBHCOB B
00JIaCTH OIICHKH.

Kinuent otBewaer 3a mpoliecchl
YHpaBJICHUA YA3BUMOCTAMU JJIA
KOMIIOHEHTOB,  Pa3BEpHYTBHIX  Ha

miatgopme Evolution.
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maintained to facilitate vulnerability and patch management.

6.3.3 All system components are protected from known vulnerabilities by
installing applicable security patches/updates as follows:

e Critical or high-security patches/updates (identified according to the
risk ranking process at Requirement 6.3.1) are installed within one month
of release.

e All other applicable security patches/updates are installed within an
appropriate time frame as determined by the entity (for example, within
three months of release).

6.4 Public-facing web applications are protected against attacks

6.4.1 For public-facing web applications, new threats and vulnerabilities
are addressed on an ongoing basis and these applications are protected
against known attacks as follows:

e Reviewing public-facing web applications via manual or automated
application vulnerability security assessment tools or methods as follows:
— At least once every 12 months and after significant changes.

— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in Requirement
6.2.4.

— All vulnerabilities are ranked in accordance with requirement 6.3.1.

— All vulnerabilities are corrected.

— The application is re-evaluated after the corrections OR

e Installing an automated technical solution(s) that continually detects
and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect and
prevent web- based attacks.

— Actively running and up to date as applicable.

[Tnardpopma Evolution orBeuaer
3a coOmonenue tpedoanus PCI
DSS B YacTH 3aIIUThI
O0IIEeTOCTYITHBIX BeO-
NPWIOKEHUH 11 KOMITOHCHTOB,
o0ecrieunBaroIux

(YHKIIMOHMPOBAHUE CEPBHCOB B
00JIaCTH OIICHKH.

KnueHnt orBevaeTr 3a KOHQUTYpaAILUIO
u 3allUTy COOCTBEHHBIX
OOIIEOCTYIHBIX  BEO-TIPUIIOKECHHUH,
pa3BEpHYTHIX Ha wiatdopme
Evolution.
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— Generating audit logs.

— Configured to either block web-based attacks or generate an alert that
is immediately investigated.

6.4.2 For public-facing web applications, an automated technical solution
is deployed that continually detects and prevents web-based attacks, with
at least the following:

e Isinstalled in front of public-facing web applications and is configured
to detect and prevent web-based attacks.

e Actively running and up to date as applicable.
e Generating audit logs.

e Configured to either block web-based attacks or generate an alert that
is immediately investigated.

6.4.3 All payment page scripts that are loaded and executed in the
consumer’s browser are managed as follows:

e A method is implemented to confirm that each script is authorized.
e A method is implemented to assure the integrity of each script.

e An inventory of all scripts is maintained with written justification as
to why each is necessary.

TpeboBanue HENPUMEHHUMO.
[Tnarpopma Evolution HE
pabotaet c KapTOYHBIMU
JTaHHBIMH.

KnueHT oTBevaer 3a KOH(UTYpAIHIO
nu 3aH_H/ITy COGCTBCHHBIX IIJ1aTCKHBIX
CTpaHHMII, Pa3BEPHYTHIX Ha IUIaThopMe
Evolution.

6.5 Changes to all system components are managed securely

6.5.1 Changes to all system components in the production environment
are made according to established procedures that include:

e Reason for, and description of, the change.
e Documentation of security impact.
e Documented change approval by authorized parties.

e Testing to verify that the change does not adversely impact system
security.

e For bespoke and custom software changes, all updates are tested for

[Tnarpopma Evolution orBeuaer
3a BbInosnHeHue Tpebdosanuii PCI
DSS nns mpouenyp KOHTPOJS
U3MEHEHHH KOMITIOHEHTOB,
o0ecTeynBaroIuX

(YHKIIMOHMPOBAHUE CEPBHCOB B
00JIaCTH OIICHKH.

Knuent oTBewyaer 3a BBINOJIHEHUE
tpeboBanuit PCI DSS B otHOmeHun
BCEX M3MEHEHHMH B KOMIIOHEHTaX,
pa3BEpHYTHIX Ha wiatdopme
Evolution.
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compliance with Requirement 6.2.4 before being deployed into
production.

e Procedures to address failures and return to a secure state.

6.5.2 Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed systems
and networks, and documentation is updated as applicable.

6.5.3 Pre-production environments are separated from production
environments and the separation is enforced with access controls.

6.5.4 Roles and functions are separated between production and pre-
production environments to provide accountability such that only
reviewed and approved changes are deployed.

6.5.5 Live PANs are not used in pre-production environments, except
where those environments are included in the CDE and protected in
accordance with all applicable PCI DSS requirements.

6.5.6 Test data and test accounts are removed from system components
before the system goes into production.

4.4 Implement Strong Access Control Measures

Requirement 7: Restrict Access to System Components and Cardholder Data by Business Need to Know

Kaunenr

KinneHT oTBeyaeT 3a BBINOJHEHHE
HEOOXOMUMBIX  TpoIenyp  Uis
KOMIIOHEHTOB, 00padaThIBAOIINX
JAHHBIC [JIATEKHBIX KapT.

PCI DSS Requirements IInargopma Evolution

7.1 Processes and mechanisms for restricting access to system components and cardholder data by business need to know are defined and
understood

7.1.1 All security policies and operational procedures that are | [lmatdopma Evolution, myis cepBucos B

identified in Requirement 7 are: obnacTu OLICHKH, oOecrieunBaeT

e Documented. BBITIOJTHEHUE BCEX HEOOXOAUMBIX

e Kept up to date. TpeOOBaHMH U TPOLEAYpP COIJIACHO

tpeboBanusim PCI DSS.
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e Inuse.
e Known to all affected parties.

7.1.2 Roles and responsibilities for performing activities in
Requirement 7 are documented, assigned, and understood.

[Tnar¢popma Evolution orBewaer 3a
coomronenne tpedboBanuii PCI DSS B
YacTH pacHpeeNieHus 00sI3aHHOCTEH U
OTBETCTBEHHOCTH 3a oOecneueHue Kb

KiueHT oTBeuaeT 3a BBITIOJTHEHHE
tpeboBanuit PCI DSS B uwactu
pacmpeneneHus 00s3aHHOCTEH U
OTBETCTBEHHOCTH 3a OOecCIedeHue

KOMIIOHEHTOB, HEOOXOIMMBIX s | Ub JUIST KOMIIOHEHTOB,
(YHKIIMOHMPOBAHUS CEPBHCOB B O0JIACTH | pa3BepHYTHIX  Ha  1atdopme
OLIEHKH. Evolution.

7.2 Access to system components and data is appropriately defined and assigned

7.2.1 An access control model is defined and includes granting access | Ilnatdpopma Evolution otBeuaer 3a | Kimentr  orBewaer 3a

as follows: coomonenne TtpeboBanuid PCI DSS B MPOLIECCH KOHTPOJSL U

e Appropriate access depending on the entity’s business and access | 1a4CTH KOHTPOJIs U yIIPABICHUSA NOCTYIIOM | YIIPABJICHUSA AOCTYTIOM K

needs.

e Access to system components and data resources that is based on
users’ job classification and functions.

e The least privileges required (for example, user, administrator) to
perform a job function.

7.2.2 Access is assigned to users, including privileged users, based
on:

e Job classification and function.
e Least privileges necessary to perform job responsibilities.

7.2.3 Required privileges are approved by authorized personnel.

7.2.4 All user accounts and related access privileges, including third-
party/vendor accounts, are reviewed as follows:

e At least once every six months.
e To ensure user accounts and access remain appropriate based on

JUIT  KOMIIOHEHTOB, 00€CHeYMBAIOIINX
(YHKIIMOHMPOBAHHE CEPBHCOB B 00JIACTH
OLICHKH.

KOMIIOHCHTaM, pa3BepHYTHIM Ha
miatgopme Evolution.
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job function.
e Any inappropriate access is addressed.
e Management acknowledges that access remains appropriate.

7.2.5 All application and system accounts and related access
privileges are assigned and managed as follows:

e Based on the least privileges necessary for the operability of the
system or application.

e Access is limited to the systems, applications, or processes that
specifically require their use.

7.2.6 All user access to query repositories of stored cardholder data
is restricted as follows:

e Via applications or other programmatic methods, with access and
allowed actions based on user roles and least privileges.

e Only the responsible administrator(s) can directly access or query
repositories of stored CHD.

[Tnargpopma Evolution orBewaer 3a
coomronenne tpeboBanuii PCI DSS B
YacTH ayTeHTU(UKAIMU W YIPaBICHUS
JTOCTYIIOM e KOMITOHEHTOB,
obecrieynBaroX  (HyHKIMOHUPOBAHUE
CEpBHCOB B 00J1aCTH OIICHKH.

KiueHT oTBeuaeT 3a BBHITIOJTHCHHE
tpeboBanuit PCI DSS B uyactu
MCTIOJIb30BaHUS MEXaHH3MOB
ayTeHTU(UKALUA U YIPABICHUS

JOCTYNIOM  JJIsl  KOMIIOHEHTOB,
pa3BepHYTHIX ~ Ha  IuIatopme
Evolution.

7.3 Access to system components and data is managed via an access control system(s)

7.3.1 An access control system(s) is in place that restricts access
based on a user’s need to know and covers all system components.

7.3.2 The access control system(s) is configured to enforce
permissions assigned to individuals, applications, and systems based
on job classification and function.

7.3.3 The access control system(s) is set to “deny all” by default.

[Tnargpopma Evolution orBewaer 3a
coomronenne TtpeboBanuii PCI DSS B
YacTU KOHTPOJIS M YIIPABICHHS IOCTYTIOM
JUIE  KOMIIOHEHTOB, 00€CHeYHBAIOIINX
(YHKIIMOHUPOBAHUE CEPBUCOB B 00JIACTH
OLICHKH.

Kinuentr otBedaer 3a mporiecchl
KOHTPOJISI ¥ YIIPaBJIEHUSI JOCTYIIOM
K KOMIIOHEHTaM, pa3BEpHYTHIM Ha
miatgopme Evolution.

Requirement 8: Identify Users and Authenticate Access to System Components

PCI DSS Requirements

ITnardpopma Evolution

Kanenr

8.1 Processes and mechanisms for identifying users and authenticating access to system components are defined and understood

000 «O0ma4HbIE TEXHOJIOTUIDY

2026




ManI/IIIa pasrpaHnuvCHUs1 30H OTBETCTBCHHOCTH C KIIMCHTAMU 00IauHOM HJ'IaT(l)OpMLI Evolution 1IPpU BBIITOJIHCHUHN Tp€6OBaHI/Iﬁ cTaHaapTa 0e30I1aCHOCTH

PCIDSS 4.0.1

JIucr 33 u3 63

8.1.1 All security policies and operational procedures that are
identified in Requirement 8 are:

¢ Documented.
Kept up to date.

e Inuse.
e Known to all affected parties.

[Tnarpopma Evolution, aiist cepBrcoB
B 00JaCTH OLIEHKH, OO0OECIICUMBACT
BBIIIOJIHEHHE BCEX HEOOXOIUMBIX
TpeOOBaHUI W TPOLETYP COIJACHO
tpeboBanusim PCI DSS.

KnameHT oTBeuaeT 3a BBINOJIHEHUE
HEOOXOIUMBIX poueayp A
KOMIIOHEHTOB, 00pabaThIBArOIINX
JaHHBIE TUTATEKHBIX KapT.

8.1.2 Roles and responsibilities for performing activities in
Requirement 8 are documented, assigned, and understood.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
94acTH pacrpeesieHus 00s3aHHOCTEH
1 OTBETCTBCHHOCTHU 3a oOecreucHue
b KOMIIOHEHTOB, HEOOXOIUMBIX
it QYHKITMOHUPOBAHUSI CEPBHUCOB B
00JIaCTH OLICHKH.

Knnent oTBewaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
pacmpeneneHuss O0sS3aHHOCTEH U
OTBETCTBEHHOCTH 3a olecreueHue
Wb nns KOMIIOHEHTOB, Pa3BEPHYTHIX
Ha matdopme Evolution.

8.2 User identification and related accounts for users and administrators are strictly managed throughout an account’s lifecycle

8.2.1 All users are assigned a unique ID before access to system
components or cardholder data is allowed.

8.2.2 Group, shared, or generic accounts, or other shared authentication
credentials are only used when necessary on an exception basis, and are
managed as follows:

e Account use is prevented unless needed for an exceptional
circumstance.

e Use is limited to the time needed for the exceptional circumstance.
* Business justification for use is documented.
e Use is explicitly approved by management.

Individual user identity is confirmed before access to an account is
granted.

e Every action taken is attributable to an individual user.

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS
B YaCTH KOHTPOJIS, ayTeHTU(UKAIINN
U YOpaBJICHHWS  JIOCTYIIOM  JUISt
KOMIIOHEHTOB,  00ECHEeYHBAIOLINX
(YHKIIMOHMPOBAaHHE  CEPBHCOB B
00JIaCTH OIICHKH.

Kinuent otBewaer 3a mporuecchl
KOHTPOJI, MEXaHU3MOB
AyTCHTU(QHUKALUK ¥ YIOpPaBJICHUS
JOCTYIIOM K KOMITOHEHTaM,
pa3BEpHYTHIM Ha iargopme
Evolution.
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8.2.3 Additional requirement for service providers only: Service

TpeboBaHne HEMPUMEHHUMO.

Knnentr B cjIy4dac, C€CIu SABJSACTCA

providers with remote access to customer premises use unique | [To YMOJTYAHHIO COTpYIHUKH | IOCTABIIMKOM YCIYT, OTBEYACT 32

authentication factors for each customer premises. Evolution He wMMeIOT moCTyma K | UCTOJB30BAaHHC YHUKAJTbHBIX
pecypcam KJ'II/ICHTOB, aYTeHTI/I(I)I/IKaLII/IOHHLIX JaHHBIX B
pacroyio)keHHbIM ~ Ha  Matgopme | CHCTEMaX, PasBEPHYTHIX Ha
Evolution. mwiardopme Evolution

8.2.4 Addition, deletion, and modification of user IDs, authentication | Ilnatpopma Evolution orBeuaer 3a | KnueHT oTBewaer 3a mpOIECCHI

factors, and other identifier objects are managed as follows:
e Authorized with the appropriate approval.

e Implemented with only the privileges specified on the documented
approval.

coomronenue tpedoanuii PCI DSS B
4aCTH KOHTPOJS U  YIPABICHUS

8.2.5 Access for terminated users is immediately revoked.

JIOCTYIIOM A7  KOMIIOHEHTOB,
o0ecrieunBaroIux
(YHKIMOHMPOBAHUE CEPBUCOB B

8.2.6 Inactive user accounts are removed or disabled within 90 days of
inactivity.

00JIaCTH OLICHKHU.

8.2.7 Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows:

e Enabled only during the time period needed and disabled when not
in use.

e Use is monitored for unexpected activity.

8.2.8 If a user session has been idle for more than 15 minutes, the user
is required to re-authenticate to re-activate the terminal or session.

KOHTPOJISL ¥ YIIPaBJICHHS JOCTYIIOM K
KOMITIOHEHTaM, Pa3BepHYTHIM  Ha
miatgopme Evolution.

8.3 Strong authentication for users and administrators is establishe

d and managed

8.3.1 AIl user access to system components for users and
administrators is authenticated via at least one of the following
authentication factors:

e Something you know, such as a password or passphrase.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B

4acTH ayTeHTU(UKAUU u
YIIPABJICHUS JIOCTYTIOM JUIS
KOMIIOHEHTOB, o0ecreurBaroIuX

e Something you have, such as a token device or smart card.

KnueHT oTBeuaeT 3a BBHINIOJTHEHHE
tpeboBanuit PCI DSS B wuactu

HCIIOJIb30BaHHUS MEXaHU3MOB
ayTeHTU(DUKALUU U YIPaBICHHS
JOCTYIIOM JUIs KOMIIOHEHTOB,
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e Something you are, such as a biometric element.

8.3.2 Strong cryptography is used to render all authentication factors
unreadable during transmission and storage on all system components.

8.3.3 User identity is verified before modifying any authentication
factor.

8.3.4 Invalid authentication attempts are limited by:
e Locking out the user ID after not more than 10 attempts.

e Setting the lockout duration to a minimum of 30 minutes or until the
user’s identity is confirmed.

8.3.5 If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they are set and reset for each user as follows:

e Set to a unique value for first-time use and upon reset.
e Forced to be changed immediately after the first use.

8.3.6 If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they meet the following minimum level of
complexity:

e A minimum length of 12 characters (or IF the system does not
support 12 characters, a minimum length of eight characters).

e Contain both numeric and alphabetic characters.

8.3.7 Individuals are not allowed to submit a new password/passphrase
that is the same as any of the last four passwords/passphrases used.

8.3.8 Authentication policies and procedures are documented and
communicated to all users including:

e Guidance on selecting strong authentication factors.

e Guidance for how users should protect their authentication factors.
e Instructions not to reuse previously used passwords/passphrases.

e Instructions to change passwords/passphrases if there is any

(bYHKIMOHUPOBAaHUE
00JIaCTH OIICHKH.

CEPBHCOB

B

pa3BEPHYTHIX
Evolution.

Ha

iatgopme
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suspicion or knowledge that the password/passphrases have been
compromised and how to report the incident.

8.3.9 If passwords/passphrases are used as the only authentication
factor for user access (i.e., in any single-factor authentication
implementation) then either:

e Passwords/passphrases are changed at least once every 90 days, OR
e The security posture of accounts is dynamically analyzed, and real-
time access to resources is automatically determined accordingly.

8.3.10 Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication factor for
customer user access to cardholder data (i.e., in any single- factor
authentication implementation), then guidance is provided to customer
users including:

e Guidance for customers to change their user passwords/passphrases
periodically.

e QGuidance as to when, and under
passwords/passphrases are to be changed.

what circumstances,

8.3.10.1 Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication factor for
customer user access (i.e., in any single-factor authentication
implementation) then either:

e Passwords/passphrases are changed at least once every 90 days, OR

e The security posture of accounts is dynamically analyzed, and real-
time access to resources is automatically determined accordingly.

TpeboBaHre HEMPUMEHHUMO.
[Tnarpopma Evolution HE
OCYIIECTBJISIET JNEUCTBUI c
KapTOYHBIMU JAHHBIMU

Kiuent B ciiyyae, eciu sIBISIETCS
MOCTAaBIIMKOM YCIYT, OTBEYaeT 3a
dopMupoBaHHE H TPEIOCTABICHUEC
MHCTPYKIMHA KJIMEHTOB IO paboTe C
ayTCHTHU(HUKAMOHHBIMA  JJAHHBIMH,
KOTOpBIC  HUCIIOJIB3YIOTCS B €ro
CHCTEMax, pa3BepHYTHIX Ha
iatgopme Evolution

8.3.11 Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:
e Factors are assigned to an individual user and not shared among

[Tnar¢popma Evolution orBedaer 3a
coomronenue Tpedoanuii PCI DSS B
YaCTH ayTeHTU(PHUKALUH "

KnueHnT oTBeuaeT 3a BBHITIOJTHEHHE
tpeboBanuit PCI DSS B wuactu
UCIIOJIb30BaHUS MEXaHH3MOB
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PCIDSS 4.0.1
multiple users. yIpaBICHUS JIOCTYIIOM Ui | ayTeHTU(UKAUN W yOpaBJICHHUS
e Physical and/or logical controls ensure only the intended user can | KOMIIOHCHTOB, obecneunBaroLyX | JOCTyOM AT KOMIIOHCHTOB,
use that factor to gain access. (YHKIIMOHMPOBAHUE CEPBUCOB B | Pa3BEPHYTHIX Ha wiatgopme
00JIaCTH OIICHKH. Evolution.

8.4 Multi-factor authentication (MFA) is implemented to secure access into the CDE

8.4.1 MFA is implemented for all non-console access into the CDE for
personnel with administrative access.

8.4.2 MFA is implemented for all access into the CDE.

8.4.3 MFA is implemented for all remote network access originating
from outside the entity’s network that could access or impact the CDE
as follows:

e All remote access by all personnel, both users and administrators,
originating from outside the entity’s network.

e All remote access by third parties and vendors.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
4acTH MHOTO(aKTOPHOM
ayTeHTU(DUKAUU W  YIPaBICHUS
JIOCTYIIOM A7 KOMIIOHEHTOB,
o0ecrieunBaroImux

(bYHKIMOHUPOBAHUE
00JIaCTH OIICHKH.

CEpBUCOB B

KnueHnT oTBeuaeT 3a BBHINIOJTHEHHE
tpeboBanuit PCI DSS B wuactu

UCTOJB30BaHUSI ~ MHOTO(AKTOPHOM
ayTeHTU()UKALUU 11 KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iargopme
Evolution.

8.5 Multi-factor authentication (MFA) systems are configured to prevent misuse

8.5.1 MFA systems are implemented as follows:

e The MFA system is not susceptible to replay attacks.

e MFA systems cannot be bypassed by any users, including
administrative users unless specifically documented, and authorized by
management on an exception basis, for a limited time period.

e At least two different types of authentication factors are used.

e Success of all authentication factors is required before access is
granted.

[Tnarpopma Evolution orBeuaer 3a
coomonenne Tpedbosanuii PCI DSS B
4acTH MHOTO(aKTOPHOU
ayTCHTU(HUKAIIMA ¥ yIPaBICHUS
JIOCTYIIOM  JUIi  KOMIIOHEHTOB,
00eCTIeUNBAOIINX

(byHKIMOHUPOBaHHE
00JIaCTH OLIEHKHU.

CEpBUCOB B

KnueHnT oTBedaer 3a BEHITIOTHEHHE
tpeboBanuit PCI DSS B wuactu

UCTIONIb30BaHUsI  MHOTO(aKTOPHOM
ayTeHTU(HUKALNUN 1T KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iatgopme
Evolution.

8.6 Use of application and system accounts and associated authentication factors is strictly managed

8.6.1 If accounts used by systems or applications can be used for
interactive login, they are managed as follows:

[Tnarpopma Evolution orBeuaer 3a
coomonenne TpedboBanuii PCI DSS B

KnueHnT oTBe4aer 3a BEHITIOJTHEHHE
tpeboBanuit PCI DSS B wuactu
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e Interactive use is prevented unless needed for an exceptional | yactu MHOTO(AKTOPHON | UCTIONB30BaHUS ~ MHOTO(AKTOPHOM
circumstance. ayTeHTU(UKAMU W  YNpaBJICHUs | ayTeHTH(UKAIMU Ui KOMIIOHEHTOB,
e Interactive use is limited to the time needed for the exceptional | AOCTYIIOM A KOMITOHCHTOB, | Pa3BCPHYTHIX Ha nnaropme
« Business justification for interactive use is documented. (byHKUMOHMpOBAHHE  CEPBHCOB B
. ) .. 00JIaCTH OLIEHKHU.
 Interactive use is explicitly approved by management.
e Individual user identity is confirmed before access to account is
granted.
e Every action taken is attributable to an individual user.
8.6.2 Passwords/passphrases for any application and system accounts
that can be used for interactive login are not hard coded in scripts,
configuration/property files, or bespoke and custom source code.
8.6.3 Passwords/passphrases for any application and system accounts
are protected against misuse as follows:
e Passwords/passphrases are changed periodically (at the frequency
defined in the entity’s targeted risk analysis, which is performed
according to all elements specified in Requirement 12.3.1) and upon
suspicion or confirmation of compromise.
e Passwords/passphrases are constructed with sufficient complexity
appropriate for how frequently the entity changes the
passwords/passphrases.
Requirement 9: Restrict Physical Access to Cardholder Data
PCI DSS Requirements IInardpopma Evolution Kiment

9.1 Processes and mechanisms for restricting physical access to cardholder data are defined and understood

9.1.1 All security policies and operational procedures that are

[Tnardopma Evolution, aiist cepBrcoB

KnneHT oTBeuaer 3a BBINOJHEHHE

identified in Requirement 9 are: B 00JIACTH OLIEHKH, 00OecrednBaeT | HeOOXOAMMBIX pouenyp JUISL
e Documented. BBIIIOJIHCHHE BCEX HEOOXOJHMMBIX | KOMIIOHCHTOB, 00pabaThIBAOIINX
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e Kept up to date.

TpeOOBaHUN W MPOLEAYpP COTIACHO

JAHHBIC TJIATCKHBIX KapT.

e In use. Tp660BaHI/ISIM PCI DSS.
e Known to all affected parties.
9.1.2 Roles and responsibilities for performing activities in | [lmardpopma Evolution oTBeuaer 3a | KnueHT oTBeuaer 3a BBINOJIHEHUE

Requirement 9 are documented, assigned, and understood.

coomronenue tpedoanuii PCI DSS B
4acTH pacrpeesieHus 00si3aHHOCTEH
1 OTBETCTBECHHOCTHU 3a oOecrecucHue
b KOMIIOHEHTOB, HEOOXOIUMBIX
s QYHKIIMOHUPOBAHUSI CEPBUCOB B
00JIaCTH OLICHKH.

tpeboBanuit PCI DSS B wuactu
pacmpeneneHuss  O0sS3aHHOCTEH U
OTBETCTBEHHOCTH 3a olecreueHue
Wb nns KOMIIOHEHTOB, Pa3BEPHYTHIX
Ha matdopme Evolution.

9.2 Physical access controls manage entry into facilities and systems containing cardholder data

9.2.1 Appropriate facility entry controls are in place to restrict physical
access to systems in the CDE.

9.2.2 Physical and/or logical controls are implemented to restrict use of
publicly accessible network jacks within the facility.

9.2.3 Physical access to wireless access points, gateways,
networking/communications hardware, and telecommunication lines
within the facility is restricted.

9.2.4 Access to consoles in sensitive areas is restricted via locking
when not in use.

[Tnatpopma Evolution obecnieurBaer
¢dusnyeckyro 0e30MacHOCTh JlaTa-
LIEHTPOB, B KOTOPBIX PACIOJIOKEHBI
KOMIIOHEHTBI, HEOOXOJUMBbIE IS
(YHKIIMOHMPOBAHUS
00JIaCTH OIICHKH.

CEpPBUCOB B

TpeboBanre HEMPUMEHUMO, KpPOME
CIIy4aeB PACIOJOXKEHUS CHCTEMBI,
OTHOCHIIENHCS K 00JacTH IEHCTBUS
crangapta PCI DSS B Tom unciie BHe
UHPPACTPYKTYPHI 1aT(hOopMBbI
Evolution.

9.3 Physical access for personnel and visitors is authorized and managed

9.3.1 Procedures are implemented for authorizing and managing
physical access of personnel to the CDE, including:

e Identifying personnel.

e Managing changes to an individual’s physical access requirements.
e Revoking or terminating personnel identification.

e Limiting access to the identification process or system to authorized

[Tnatpopma Evolution obecnieurBaer
¢dusnyeckyro 0e30MacHOCTh JlaTa-
LIEHTPOB, B KOTOPBIX PACIOJIOKEHBI
KOMIIOHEHTBI, HEOOXOJMMBbIE IS
(YHKIIMOHMPOBAHUS
00JIaCTH OIICHKH.

CEpPBUCOB B

TpeboBanne HENMPUMEHHUMO, KpPOME
CIIy4aeB PACMOJOXKEHUS CHCTEMBI,
OTHOCHIIENHCST K 00JacTH IEHCTBUS
crangapta PCI DSS B Tom uuciie BHe
UHPPACTPYKTYPHI 1aT(hOopMBbI
Evolution.

000 «O0ma4HbIE TEXHOJIOTUIDY

2026




ManI/IIIa pas3rpaHnv4cHrd 30H OTBETCTBCHHOCTU C KIIMCHTAMH 00IauHOM HJ'IaT(l)OpMLI Evolution 1IPpU BBIITOJIHCHUHN Tp€6OBaHI/Iﬁ cTaHaapTa 0e30I1aCHOCTH

PCIDSS 4.0.1

JIucr 40 u3 63

personnel.

9.3.2 Procedures are implemented for authorizing and managing visitor
access to the CDE, including:

e Visitors are authorized before entering.

 Visitors are escorted at all times.

e Visitors are clearly identified and given a badge or other
identification that expires.

e Visitor badges or other identification visibly distinguishes visitors
from personnel.

9.3.3 Visitor badges or identification are surrendered or deactivated
before visitors leave the facility or at the date of expiration.

9.3.4 A visitor log is used to maintain a physical record of visitor
activity within the facility and within sensitive areas, including:

e The visitor’s name and the organization represented.
e The date and time of the visit.
e The name of the personnel authorizing physical access.

e Retaining the log for at least three months, unless otherwise
restricted by law.

9.4 Media with cardholder data is securely stored, accessed, distrib

uted, and destroyed

9.4.1 All media with cardholder data is physically secured.

[Tnarpopma Evolution obecnieunBaet

9.4.2 All media with cardholder data is classified in accordance with
the sensitivity of the data.

BbinosHeHue Tpedosanuit PCI DSS B
yactu (uU3MUecKoil Oe3omacHoCTH

9.4.3 Media with cardholder data sent outside the facility is secured as
follows:

JlaTa-1ueHTPOB " HOCUTEIIEH
nH(pOpMaIIUU, COACPKAMUX TAHHBIE

Kinuenr orBewaer 3a  3amury
(bu3MYECKUX HOCUTENEeH JaHHBIX,
KOHTPOJIb XpaHEHUS/yHHUTOKEHUS U
YIPaBJICHUE JAOCTYIIOM K HOCUTENSIM
JAHHBIX, €CJIU TaKUE MPUMEHSIIOTCS B

. ' o KnuenroB, s  KOMIIOHEHTOB, | poleccax  oOpabOTKM  JaHHBIX
e Media sent outside the facility is logged. 00€CIeUNBAIOIINX ILIATEKHBIX KapT.
e Media is sent by secured courier or other delivery method that can
000 «Ob6auHBIe TEXHOIOTHI 2026 .
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be accurately tracked.
e Offsite tracking logs include details about media location.

9.4.4 Management approves all media with cardholder data that is
moved outside the facility (including when media is distributed to
individuals).

9.4.5 Inventory logs of all electronic media with cardholder data are
maintained.

9.4.6 Hard-copy materials with cardholder data are destroyed when no
longer needed for business or legal reasons, as follows:

e Materials are cross-cut shredded, incinerated, or pulped so that
cardholder data cannot be reconstructed.

e Materials are stored in secure storage containers prior to destruction.

9.4.7 Electronic media with cardholder data is destroyed when no
longer needed for business or legal reasons via one of the following:

e The electronic media is destroyed.

e The cardholder data is rendered unrecoverable so that it cannot be
reconstructed.

(YHKIIMOHMPOBAHUE  CEPBUCOB
00JIaCTH OIICHKH.

B

9.5 Point-of-interaction (POI) devices are protected from tampering and unauthorized substitution

9.5.1 POI devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following:

e Maintaining a list of POI devices.

e Periodically inspecting POI devices to look for tampering or
unauthorized substitution.

e Training personnel to be aware of suspicious behavior and to report
tampering or unauthorized substitution of devices.

TpeboBanne HEIPUMEHUMO.

Kinuentr orBeuaer 3a  3amury
YCTPOMCTB, CYMTHIBAIOIINX JTaHHBIE C
IUIATESKHBIX KapT IyTEM MpPSIMOTO
(¢u3N4ecKoro  B3aMMOACWUCTBUS  C
KapToMu.
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4.5 Regularly Monitor and Test Networks

Requirement 10: Log and Monitor All Access to System Components and Cardholder Data

PCI DSS Requirements

IInardpopma Evolution

Kanenr

10.1 Processes and mechanisms for logging and monitoring all acce

ss to system components and cardholder data are defined and understood

10.1.1 All security policies and operational procedures that are
identified in Requirement 10 are:
Documented.

Kept up to date.

e In use.

Known to all affected parties.

[Tnarpopma Evolution, aiist cepBrcoB
B 00JaCTH OLIEHKH, OO0OECIICUMBACT
BBIIIOJIHEHHE BCEX HEOOXOIUMBIX
TpeOOBaHUH W TPOLETYP COIJACHO
tpeboBanusim PCI DSS.

KameHT oTBeuaeT 3a BBINOJHEHUE
HEOOXOIUMBIX poueayp A
KOMIIOHEHTOB, 00pabaThIBArOIINX
JaHHBIE TUTATEKHBIX KapT.

10.1.2 Roles and responsibilities for performing activities in
Requirement 10 are documented, assigned, and understood.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
4acTH pacrpeiesieHus 00s3aHHOCTeH
1 OTBETCTBEHHOCTH 3a oOecrecucHue
b KOMIIOHEHTOB, HEOOXOIUMBIX
it QYHKITMOHUPOBAHUSI CEPBHUCOB B
00JIaCTH OLICHKH.

KnmneHt oTBewaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
pacmpeneneHuss  O0sS3aHHOCTEH U
OTBETCTBEHHOCTH 3a olecreueHue
Wb nns KOMIIOHEHTOB, Pa3BEPHYTHIX
Ha matdopme Evolution.

10.2 Audit logs are implemented to support the detection of anomalies and suspicious activity, and the fo

rensic analysis of events

10.2.1 Audit logs are enabled and active for all system components and
cardholder data.

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS

10.2.2 Audit logs record the following details for each auditable event:
User identification.

Type of event.
Date and time.

Success and failure indication.

B YaCTH PETUCTpAIUU
HEOOXOAUMBIX THIIOB COOBITUM IS
KOMIIOHEHTOB, 00ecreunBarOIIuX
(YHKIIMOHMPOBAaHHE  CEPBHCOB B
00JIaCTH OLICHKH.

KnueHnT oTBeuaeT 3a BBHITIOJTHEHHE
tpeboBanuit PCI DSS B wuactu
perucTpanuu HEOOXOIUMBIX THUIIOB

COOBITHI ISt KOMIIOHEHTOB,
pa3BEpHYTHIX Ha wiargopme
Evolution
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e Origination of event.

e Identity or name of affected data, system component, resource, or
service (for example, name and protocol).

10.3 Audit logs are protected from destruction and unauthorized modifications

10.3.1 Read access to audit logs files is limited to those with a job-
related need.

10.3.2 Audit log files are protected to prevent modifications by
individuals.

10.3.3 Audit log files, including those for external- facing technologies,
are promptly backed up to a secure, central, internal log server(s) or
other media that is difficult to modify.

10.3.4 File integrity monitoring or change-detection mechanisms is
used on audit logs to ensure that existing log data cannot be changed
without generating alerts.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B

4acTH 3aIUTHI KYpPHAJIOB
perucTpanuu COOBITHIA JUTS
KOMITOHEHTOB,
o0ecreunBaroImux
(YHKIIMOHMPOBAaHHE  CEPBHCOB B

00JIaCTH OLICHKHU.

KnueHnT oTBeuaeT 3a BBHIIOJTHEHHE
tpeboBanuit PCI DSS B wuactu

3alUTBl JKyPHAJOB  PErHCTPAINH
COOBITHI JUIS KOMIIOHEHTOB,
pa3BEepHYTHIX Ha iargopme
Evolution.

10.4 Audit logs are reviewed to identify anomalies or suspicious activity

10.4.1 The following audit logs are reviewed at least once daily:
e All security events.

e Logs of all system components that store, process, or transmit CHD
and/or SAD.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
YacTH  TNPOBEpKM M  aHaiu3a
3apEerHCTPUPOBAHHBIX COOBITUH ISt

KnueHnT oTBeuaeT 3a BBHITIOJTHEHHE
tpeboBanuit PCI DSS B wuactu
MIPOBEPKHU " aHaIM3a
3apErHUCTPUPOBAHHBIX COOBITHIA ISt

. KOMITOHEHTOB, 00CCIIeUnBAIOIINX | KOMIIOHEHTOB,  Pa3BEpHYTHIX  Ha

e Logs of all critical system components. .
.| pynkumoHupoBanue cepBucoB B | matdopme Evolution.

Logs of all servers and system components that perform security 0BJIACTH OLEHKN
functions (for example, network security controls, intrusion-detection ’
systems/intrusion-prevention  systems (IDS/IPS), authentication
servers).
10.4.2 Logs of all other system components (those not specified in
Requirement 10.4.1) are reviewed periodically.
10.4.3 Exceptions and anomalies identified during the review process
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are addressed.

10.5 Audit log history is retained and available for analysis

10.5.1 Retain audit log history for at least 12 months, with at least the
most recent three months immediately available for analysis.

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS
B YaCTH XpaHEHUsI
3apETUCTPUPOBAHHBIX COOBITHH ISt
KOMIIOHEHTOB,  00ECIEeYHBAIOLINX
(YHKIIMOHMPOBAaHHE  CEPBHCOB B
00JIaCTH OIICHKHU.

KnueHnT oTBeuaeT 3a BBHINIOJTHEHHE
tpeboBanuit PCI DSS B wuactu

XpaHeHHUs 3aperuCTPUPOBAHHBIX
COOBITHI ISt KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iargopme
Evolution.

10.6 Time-synchronization mechanisms support consistent time settings across all systems

10.6.1 System clocks and time are synchronized using time-
synchronization technology.

10.6.2 Systems are configured to the correct and consistent time as
follows:

e One or more designated time servers are in use.

e Only the designated central time server(s) receives time from
external sources.

e Time received from external sources is based on International
Atomic Time or Coordinated Universal Time (UTC).

e The designated time server(s) accept time updates only from specific
industry-accepted external sources.

e Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.

e Internal systems receive time information only from designated
central time server(s).

10.6.3 Time synchronization settings and data are protected as follows:
e Access to time data is restricted to only personnel with a business

[Tnar¢popma Evolution orBedaer 3a
coomronenue Tpedoanuii PCI DSS B
YacTH CHUHXPOHHU3AIMM  BPEMEHU
TSl KOMIIOHEHTOB, 00€CTIEYMBAOLITHX
(YHKIMOHMPOBAHUE CEPBUCOB B
00JIaCTH OIICHKH.

KimeHT oTBewaeT 3a BBIOJHEHUE
tpeboBanuit PCI DSS B wuactu
CHHXPOHU3AIINN BpEMEHH  JUIS
KOMIIOHCHTOB, ~ pa3BEpHYTHIX  Ha
miatgopme Evolution.
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need.

e Any changes to time settings on critical systems are logged,
monitored, and reviewed.

10.7 Failures of critical security control systems are detected, reported, and responded to promptly

10.7.1 Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and addressed

promptly, including but not limited to failure of the following critical
security control systems:

e Network security controls.

e IDS/IPS.

e FIM.

e Anti-malware solutions.

e Physical access controls.

e Logical access controls.

e Audit logging mechanisms.

e Segmentation controls (if used).

10.7.2 Failures of critical security control systems are detected, alerted,
and addressed promptly, including but not limited to failure of the
following critical security control systems:

e Network security controls.

e IDS/IPS.

e (Change-detection mechanisms.
e Anti-malware solutions.

e Physical access controls.

e Logical access controls.

e Audit logging mechanisms.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
yacTd (QUKCAIlMM W  BBISBJICHUS
OTKa30B CHCTEM KOHTPOJIS
0C30IMacHOCTH JJI1 KOMIIOHEHTOB,
00eCTIeYNBAIOIINX

(bYHKIMOHUPOBAaHUE
00acTH OIICHKH.

CEpBUCOB B

KineHT, sBISIONIMIACS TTOCTaBIIUKOM
ycIyT, obecreunBaeT COOII0CHIE
tpeboBanuit PCI DSS B wuactu
buKcalii ¥ BBISABICHHS OTKA30B
CHCTEM KOHTPOJISI O€30IaCHOCTH ISt
KOMIIOHGHTOB,  pPa3BEPHYTBIX  Ha
iatgopme Evolution

KimeHT oTBewaeT 3a BBIOJHEHUE
tpeboBanuit PCI DSS B wuactu
(¢UKcauK W BBIABICHUS OTKa30B
CHCTEM KOHTPOJIsi 0€30MacHOCTH IS
KOMIIOHEHTOB, ~ pa3BepHYTHIX  Ha
miatgopme Evolution.
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e Segmentation controls (if used).
e Audit log review mechanisms.
e Automated security testing tools (if used).

10.7.3 Failures of any critical security controls systems are responded
to promptly, including but not limited to:

e Restoring security functions.

e Identifying and documenting the duration (date and time from start
to end) of the security failure.

e Identifying and documenting the cause(s) of failure and
documenting required remediation.

e Identifying and addressing any security issues that arose during the
failure.

e Determining whether further actions are required as a result of the
security failure.

e Implementing controls to prevent the cause of failure from
reoccurring.

e Resuming monitoring of security controls.

Requirement 11: Test Security of Systems and Networks Regularly

PCI DSS Requirements

ITnardpopma Evolution

Kanenr

11.1 Processes and mechanisms for regularly testing security of sy

stems and networks are defined and understood

11.1.1 All security policies and operational procedures that are
identified in Requirement 11 are:

e Documented.

e Kept up to date.

e Inuse.

e Known to all affected parties.

[Tnarpopma Evolution, aiist cepBrcoB
B 00JaCTH OLIEHKH, OOECIICUMBACT
BBIIIOJIHEHHE BCEX HEOOXOIUMBIX
TpeOOBaHUN M MPOLEAYp COTJACHO
tpeboBanusim PCI DSS.

KnameHT oTBeuaeT 3a BBINOJHEHUE
HEOOXOIUMBIX poueayp A
KOMIIOHEHTOB, 00pabaThIBAIOIINX
JaHHBIE TUTATEKHBIX KapT.
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11.1.2 Roles and responsibilities for performing activities in
Requirement 11 are documented, assigned, and understood.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
YaCTH pachpeeieHus 00s3aHHOCTeH
U OTBETCTBEHHOCTH 3a O0ecreyeHne

b KOMIIOHEHTOB, HEOOXOIUMBIX
IS
(YHKIIMOHUPOBAHHSI CEPBHCOB B

00JIaCTH OLICHKHU.

Knnent oTBewaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
pacmpeneneHuss  O0sS3aHHOCTEH U
OTBETCTBEHHOCTH 3a olecreueHue
Wb nns KOMIIOHEHTOB, Pa3BEPHYTHIX
Ha matdopme Evolution.

11.2 Wireless access points are identified and monitored, and unauthorized wireless access points are addressed

11.2.1 Authorized and unauthorized wireless access points are
managed as follows:

e The presence of wireless (Wi-Fi) access points is tested for,

e All authorized and unauthorized wireless access points are detected
and identified,

e Testing, detection, and identification occurs at least once every three
months.

e [fautomated monitoring is used, personnel are notified via generated
alerts.

11.2.2 An inventory of authorized wireless access points is maintained,
including a documented business justification.

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS
B 4acTH oOHapyKeHUs "
UICHTH()UKAIIMYA aBTOPU30BAHHBIX U
HEaBTOPU30BAaHHBIX OECIPOBOIHBIX
TOYEK JOCTyNa JJsi KOMIIOHEHTOB,
o0ecreynBaroIux

(bYHKIMOHUPOBAaHUE
00JIaCTH OIICHKH.

CEpBUCOB B

TpeboBanne HEMPUMEHHUMO, KpPOME
CIIy4aeB PACMOJOXKEHUS CHCTEMBI,
OTHOCHIIENHCS K 00JacTH IEHCTBUS
crangapta PCI DSS B Tom unciie BHe
UHPPACTPYKTYPHI 1aT(hOopMBbI
Evolution.

11.3 External and internal vulnerabilities are regularly identified, prioritized, and addressed

11.3.1 Internal vulnerability scans are performed as follows:
e At least once every three months.

e High-risk and critical vulnerabilities (per the entity’s vulnerability
risk rankings defined at Requirement 6.3.1) are resolved.
e Rescans are performed that confirm all high- risk and critical

[Tnar¢popma Evolution orBedaer 3a
coomronenue Tpedoanuii PCI DSS B

4acTH  PEryJSIPHOTO  IIPOBEJAECHUS
BHEIIHUX ASV-ckanupoBanui,
BHYTPEHHUX CKaHUPOBAHUI

Knmnent otBewaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
PETYJISIPHOTO INPOBENEHUSI BHEIIHUX
ASV-ckaHMpOBaHU,  BHYTPEHHMX
CKaHMpPOBAHWK  OE30MacHOCTH, a
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vulnerabilities (as noted above) have been resolved.
e Scan tool is kept up to date with latest vulnerability information.

e Scans are performed by qualified personnel and organizational
independence of the tester exists.

11.3.2 External vulnerability scans are performed as follows:
e At least once every three months.

e By a PCI SSC Approved Scanning Vendor (ASV).

e Vulnerabilities are resolved and ASV Program

e Guide requirements for a passing scan are met.

e Rescans are performed as needed to confirm that vulnerabilities are
resolved per the ASV Program Guide requirements for a passing scan.

0€30IacHOCTH, a TAaKXKe YCTPaHEHHS
HalJICHHBIX YSA3BUMOCTEMN st
KOMITOHEHTOB, o0ecreurBarouX
(YHKIMOHMPOBAHUE CEPBUCOB B
00JIaCTH OIICHKH.

TaKXKe  YCTpPAaHEHHMsS  HaNJIEHHBIX
YSI3BUMOCTEH  [UIi  KOMIIOHEHTOB,
pa3BEpHYTHIX Ha wiatgopme
Evolution.

11.4 External and internal penetration testing is regularly performed, and exploitable vulnerabilities and security weaknesses are corrected

11.4.1 A penetration testing methodology is defined, documented, and
implemented by the entity, and includes:

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B

KnueHnT oTBeuaeT 3a BBHITIOJTHEHHE
tpeboBanuit PCI DSS B wuactu

* Industry-accepted penetration testing approaches. qacTH  pEryjspHOro  IPOBEIACHUSA | PEryJSIPHOrO NPOBEACHUS BHEIIHMX

e Coverage for the entire CDE perimeter and critical systems. BHCIIHMX 1 BHYTPEHHHX | M BHYTPCHHHX TECTHPOBaHMA Ha

« Testing from both inside and outside the network. TECTHPOBAHIH Ha MPOHIKHOBEHUE, 2 | MPOHUKHOBEHHE, a  TamKe
. . . . TaKKe  yCTPaHEHUS  HAWJCHHBIX | YCTpaHCHHS HalJICHHBIX

e Testing to validate any segmentation and scope- reduction controls. HEJOCTATKOB Uil KOMIIOHEHTOB, | HEIOCTATKOB I  KOMIIOHEHTOB,

 Application-layer penetration testing to identify, at a minimum, the | ogecneunsarommx pa3BEPHYTHIX Ha miatopme

vulnerabilities listed in Requirement 6.2.4. dynkimonnpoBanue  cepsucoB B | Evolution.

e Network-layer penetration tests that encompass all components that | o6nactu onenku.

support network functions as well as operating systems.

e Review and consideration of threats and vulnerabilities experienced

in the last 12 months.

e Documented approach to assessing and addressing the risk posed by

exploitable vulnerabilities and security weaknesses found during

penetration testing.
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e Retention of penetration testing results and remediation activities
results for at least 12 months.

11.4.2 Internal penetration testing is performed:
e Per the entity’s defined methodology,

At least once every 12 months

After any significant infrastructure or application upgrade or change

By a qualified internal resource or qualified external third-party

e Organizational independence of the tester exists (not required to be
a QSA or ASV).

11.4.3 External penetration testing is performed:

e Per the entity’s defined methodology

e At least once every 12 months

e After any significant infrastructure or application upgrade or change
e By a qualified internal resource or qualified external third party

e Organizational independence of the tester exists (not required to be
a QSA or ASV).

11.4.4 Exploitable vulnerabilities and security weaknesses found
during penetration testing are corrected as follows:

e In accordance with the entity’s assessment of the risk posed by the
security issue as defined in Requirement 6.3.1.

e Penetration testing is repeated to verify the corrections.

11.4.5 If segmentation is used to isolate the CDE from other networks,
penetration tests are performed on segmentation controls as follows:

e Atleast once every 12 months and after any changes to segmentation
controls/methods

e Covering all segmentation controls/methods in use.

e According to the entity’s defined penetration testing methodology.
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e Confirming that the segmentation controls/methods are operational
and effective, and isolate the CDE from all out-of-scope systems.

e Confirming effectiveness of any use of isolation to separate systems
with differing security levels (see Requirement 2.2.3).

e Performed by a qualified internal resource or qualified external third
party.

e Organizational independence of the tester exists (not required to be
a QSA or ASV).

11.4.6 Additional requirement for service providers only: If
segmentation is used to isolate the CDE from other networks,
penetration tests are performed on segmentation controls as follows:

e At least once every six months and after any changes to
segmentation controls/methods.

e Covering all segmentation controls/methods in use.

e According to the entity’s defined penetration testing methodology.
e Confirming that the segmentation controls/methods are operational
and effective, and isolate the CDE from all out-of-scope
systems.Confirming effectiveness of any use of isolation to separate
systems with differing security levels (see Requirement 2.2.3).

e Performed by a qualified internal resource or qualified external third
party.

Organizational independence of the tester exists (not required to be a
QSA or ASV).

KiuenT, sBistomuiicss OCTaBIIMKOM
yCIyr, OTBEYaeT 3a BBIOJHECHUEC
tpeboBanuit PCI DSS B wuactu
MIPOBEACHUS Tecra Ha
NPOHUKHOBEHUE [UII MEXaHH3MOB
CETMCHTAILIMU, a TaKXKe YCTpaHCHHs
HAWJCHHBIX  HEJOCTAaTKOB  JUIS
KOMITIOHEHTOB,  pa3BepHYTHIX  Ha
miatgopme Evolution.

11.4.7 Additional requirement for multi-tenant service providers only:
Multi-tenant service providers support their customers for external
penetration testing per Requirement 11.4.3 and 11.4.4.

B ciyyae HEO0OXOTUMOCTH,
mwiar¢popma Evolution oka3sbiBaeT
MOJIEPIKKY KJIMEHTaM npu
NPOBEJICHUU BHEIIHETO TecTa Ha
MIPOHUKHOBEHHE.

TpeboBaHne HEMPUMEHUMO
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11.5 Network intrusions and unexpected file changes are detected and responded to

11.5.1 Intrusion-detection and/or intrusion- prevention techniques are
used to detect and/or prevent intrusions into the network as follows:

e All traffic is monitored at the perimeter of the CDE.
e All traffic is monitored at critical points in the CDE.
e Personnel are alerted to suspected compromises.

e All intrusion-detection and prevention engines, baselines, and
signatures are kept up to date.

11.5.2 A change-detection mechanism (for example, file integrity
monitoring tools) is deployed as follows:

e To alert personnel to unauthorized modification (including changes,
additions, and deletions) of critical files.

e To perform critical file comparisons at least once weekly.

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS
B YaCTU WCHOJb30BaHHUS METOJOB M
CHCTEM

00Hapy KEeHUsI/TIPe IO TBPAILICHUS

BTOP)KEHUN i1  KOMIIOHEHTOB,
o0ecrieunBaroIux
(YHKIIMOHMPOBAaHHE  CEPBUCOB B

00JIaCTH OLICHKHU.

KnuneHnt otBewaeT 3a BBINOJHEHUE
tpeboBanuii PCI DSS B wactu
UCTIOJIb30BAHUSI METOZOB U CHUCTEM
0OHapy KEeHUsI/TIPEIOTBPAILIECHHS

BTOP)KEHMH  JIsI  KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iaropme
Evolution.

11.6 Unauthorized changes on payment pages are detected and responded to

11.6.1 A change- and tamper-detection mechanism is deployed as
follows:

TpeboBanue HENPUMEHHUMO.
[Tnarpopma Evolution He paboTaer ¢

KnueHnT oTBeuaeT 3a BBHINIOJTHEHHE
tpeboBanuit PCI DSS B wuactu

e To alert personnel to unauthorized modification (including | KAPTOYHBIMHU TaHHBIMH. UCIIOJIb30BAHUSA MEXaHU3MOB
indicators of compromise, changes, additions, and deletions) to the KOHTPOJISL ~ LENOCTHOCTH  (pailiioB
HTTP headers and the contents of payment pages as received by the IUTaTEXHBIX CTpaHMIl A
consumer browser. KOMIIOHEHTOB, ~ pa3BepHYTHIX  Ha
e The mechanism is configured to evaluate the received HTTP header natdopme Evolution.

and payment page.

e The mechanism functions are performed as follows:

— Atleast once every seven days OR

— Periodically (at the frequency defined in the entity’s targeted risk

analysis, which is performed according to all elements specified in

Requirement 12.3.1).
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4.6 Maintain an Information Security Policy

Requirement 12: Support Information Security with Organizational Policies and Programs

PCI DSS Requirements

IInardpopma Evolution

Kanenr

12.1 A comprehensive information security policy that governs and provides direction for protection

known and current

of the entity’s information assets is

12.1.1 An overall information security policy is:
Established.

Published.

Maintained.

e Disseminated to all relevant personnel, as well as to relevant vendors
and business partners.

[Tnar¢popma Evolution orBedaer 3a
BbinosHeHue Tpedosanuit PCI DSS B
qacTu  pa3paboTKH, COOIIOICHUS
MOJIUTUKH O€30MaCHOCTH M JIPYTHX
npouesyp oOecrieueHus Ub
KOMIIOHEHTOB, HEOOXOIMMBIX ISt

12.1.2 The information security policy is:
e Reviewed at least once every 12 months.

e Updated as needed to reflect changes to business objectives or risks
to the environment.

(YHKIMOHMPOBAHUSI  CEPBUCOB B
00JIaCTH OLICHKHU.

KimeHT oTBewaeT 3a BBIOJHEHUE
tpeboBanuit PCI DSS B wuactu
pa3paboTKu, COOMIOACHUS TTOTUTHKU
0€30MacHOCTH M JAPYTHX MPOLEAYp
obecneucnus b nis KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iargopme
Evolution.

12.1.3 The security policy clearly defines information security roles
and responsibilities for all personnel, and all personnel are aware of
and acknowledge their information security responsibilities.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuiit PCI DSS B
YacTH pacupeaeneHus 00sa3aHHOCTel

12.1.4 Responsibility for information security is formally assigned to a
Chief Information Security Officer or other information security
knowledgeable member of executive management.

M OTBETCTBEHHOCTH 3a 00ECIIEUEHHUE
b KOMIIOHEHTOB, HEOOXOIUMBIX
it QYHKITMOHUPOBAHUSI CEPBHUCOB B
00J1aCTH OLIEHKH.

Knuent oTBewaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
pacmpeneneHuss O0sS3aHHOCTEH U
OTBETCTBEHHOCTH 3a olecreueHue
Wb nns KOMIIOHEHTOB, Pa3BEPHYTHIX
Ha matdopme Evolution.

12.2 Acceptable use policies for end-user technologies are defined a

nd implemented

12.2.1 Acceptable use policies for end-user technologies are
documented and implemented, including:

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS
B YaCTH HWCIIOJb30BAHUS KPHUTHYHBIX

e Explicit approval by authorized parties.

KnueHnT oTBeuaeT 3a BBHITIOJTHEHHE
tpeboBanuit PCI DSS B wuactu
UCTIOJIH30BAHUS KPUTHUYHBIX
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e Acceptable uses of the technology.

e List of products approved by the company for employee use,
including hardware and software.

TEXHOJIOTUH NIl  KOMITOHEHTOB,
o0ecrieunBaroIux
(YHKIIMOHMPOBAaHHE  CEPBHCOB B

00JIaCTH OLICHKHU.

TEXHOJIOTUH AN KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iargopme
Evolution.

12.3 Risks to the cardholder data environment are formally identified, evaluated, and managed

12.3.1 Each PCI DSS requirement that provides flexibility for how
frequently it is performed (for example, requirements to be performed
periodically) is supported by a targeted risk analysis that is documented
and includes:

e Identification of the assets being protected.

e Identification of the threat(s) that the requirement is protecting
against.

e Identification of factors that contribute to the likelihood and/or
impact of a threat being realized.

e Resulting analysis that determines, and includes justification for,
how frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

e Review of each targeted risk analysis at least once every 12 months
to determine whether the results are still valid or if an updated risk
analysis is needed.

e Performance of updated risk analyses when needed, as determined
by the annual review.

12.3.2 A targeted risk analysis is performed for each PCI DSS
requirement that the entity meets with the customized approach, to
include:

e Documented evidence detailing each element specified in Appendix
D: Customized Approach (including, at a minimum, a controls matrix
and risk analysis).

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
YacTU TMpPOLEAYp ILIeNEBOW OLEHKU

PHCKOB TSt KOMITOHEHTOB,
o0ecreunBaroIux
(YHKIMOHMPOBAHUE CEPBUCOB B

00JIaCTH OLICHKHU.

KimeHT oTBewaeT 3a BBIOJHEHUE
tpeboBanuit PCI DSS B wuactu
IpoIenyp LEIeBONW OLEHKU PUCKOB
IUIs. KOMIIOHCHTOB, Pa3BEpHYTHIX Ha
miatgopme Evolution.
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e Approval of documented evidence by senior management.

e Performance of the targeted analysis of risk at least once every 12
months.

12.3.3 Cryptographic cipher suites and protocols in use are documented
and reviewed at least once every 12 months, including at least the
following:

e An up-to-date inventory of all cryptographic cipher suites and
protocols in use, including purpose and where used.

e Active monitoring of industry trends regarding continued viability
of all cryptographic cipher suites and protocols in use.

e A documented strategy to respond to anticipated changes in
cryptographic vulnerabilities.

12.3.4 Hardware and software technologies in use are reviewed at least
once every 12 months, including at least the following:

e Analysis that the technologies continue to receive security fixes
from vendors promptly.

e Analysis that the technologies continue to support (and do not
preclude) the entity’s PCI DSS compliance.

e Documentation of any industry announcements or trends related to
a technology, such as when a vendor has announced “end of life” plans
for a technology.

e Documentation of a plan, approved by senior management, to
remediate outdated technologies, including those for which vendors
have announced “end of life” plans.

12.4 PCI DSS compliance is managed

12.4.1 Additional requirement for service providers only:
Responsibility is established by executive management for the
protection of cardholder data and a PCI DSS compliance program to

[Tnar¢popma Evolution orBedaer 3a
BBITIOJTHEHUE IPOTrPaMMBbl
coorBercTBUsl  TpeOoBaHusiM  PCI

KnuHT, SBASIONIUICS ITOCTaBIIMKOM
YCIYr, OTBEYaeT 3a BBINOJHEHUE
MIPOrpaMMBbl COOTBETCTBHS
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include: DSS TSt KOMIIOHEHTOB, | TpeboBanussm  PCI DSS  nna
e Opverall accountability for maintaining PCI DSS compliance. 00ecreunBaoIIIX KOMIOHCHTOB,  Da3sBEPHYTHIX  Ha
e Defining a charter for a PCI DSS compliance program and | PYHRKIMOHNpOBatue  cepeucos B | mardopme Evolution.

communication to executive management.

00JIaCTH OLICHKHU.

12.4.2 Additional requirement for service providers only: Reviews are
performed at least once every three months to confirm that personnel
are performing their tasks in accordance with all security policies and
operational procedures. Reviews are performed by personnel other
than those responsible for performing the given task and include, but
are not limited to, the following tasks:

e Daily log reviews.

e Configuration reviews for network security controls.
e Applying configuration standards to new systems.

e Responding to security alerts.

e (Change-management processes.

[Tnar¢popma Evolution orBedaer 3a
MPOBEICHNE HNEePUOANYECKUX
MPOBEPOK BBHIMOJIHEHUSI TPeOOBaHUI
PCI DSS 198  KOMIIOHEHTOB,
o0ecrieunBaroIux

(YHKIIMOHHPOBAHHE
00JIaCTH OIICHKH.

CEpPBHCOB B

KiMHT, SBISFOIMIACS TMOCTAaBIIMKOM
yCIOyr, OTBEYaeT 3a IPOBEICHHE
NEPUOTUTIECKUX MIPOBEPOK
BbinosiHeHus1 TpeboBanuit PCI DSS
JUI KOMIIOHEHTOB, Pa3BEPHYTHIX Ha
miatgopme Evolution.

12.5 PCI DSS scope is documented and validated

12.5.1 An inventory of system components that are in scope for PCI
DSS, including a description of function/use, is maintained and kept
current.

[Tnatdpopma Evolution obecnieunBaet
BBINIOJIHEHUE TPOLEAYp Yydera Ui
KOMITOHEHTOB, o0ecreunBaromux
(YHKIIMOHMPOBAaHHE  CEPBHCOB B
00J1aCTH OLICHKH.

Knnentr oTBewaer 3a  BelcHHE
KypHaJia  ydera  KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iatgopme
Evolution u Bxomgmmx B 00JaCTb
OLICHKH COOTBETCTBUS CTaHAAPTY
PCI DSS.

12.5.2 PCI DSS scope is documented and confirmed by the entity at
least once every 12 months and upon significant change to the in-scope
environment. At a minimum, the scoping validation includes:

e Identifying all data flows for the various payment stages (for
example, authorization, capture settlement, chargebacks, and refunds)
and acceptance channels (for example, card-present, card-not-present,

[Tnar¢popma Evolution orBedaer 3a
JOKyMEHTHPOBaHHE u
MOJATBEPXKACHUE 00JacTH OLEHKHU
KOMITOHEHTOB, o0ecreurBaroIuX
(YHKIMOHMPOBAHUE CEPBUCOB B
00J1aCTU OLICHKH.

Kaunent OTBEUacT 3a
JOKYMEHTUPOBaHUE u
MOJITBEPXKACHUE OOJIACTH  OLICHKH
KOMITIOHEHTOB,  pa3BEepHYTHIX  Ha
mwiardopme Evolution u BXxosmmx B
001acTb  OIIEHKH  COOTBETCTBHS

000 «O0ma4HbIE TEXHOJIOTUIDY

2026




ManI/IIIa pasrpaHnuvCHUs1 30H OTBETCTBCHHOCTH C KIIMCHTAMU 00IauHOM HJ'IaT(l)OpMLI Evolution 1IPpU BBIITOJIHCHUHN Tp€6OBaHI/Iﬁ cTaHaapTa 0e30I1aCHOCTH

PCIDSS 4.0.1

JIucr 56 u3 63

and e-commerce).

e Updating all data-flow diagrams per Requirement 1.2.4.

e Identifying all locations where account data is stored, processed,
and transmitted, including but not limited to: 1) any locations outside
of the currently defined CDE, 2) applications that process CHD, 3)
transmissions between systems and networks, and 4) file backups.

e Identifying all system components in the CDE, connected to the
CDE, or that could impact security of the CDE.

e Identifying all segmentation controls in use and the environment(s)
from which the CDE is segmented, including justification for
environments being out of scope.

e Identifying all connections from third-party entities with access to
the CDE.

e Confirming that all identified data flows, account data, system
components, segmentation controls, and connections from third parties
with access to the CDE are included in scope.

crannapty PCI DSS.

12.5.2.1 Additional requirement for service providers only: PCI DSS
scope is documented and confirmed by the entity at least once every six
months and upon significant change to the in-scope environment. At a
minimum, the scoping validation includes all the elements specified in
Requirement 12.5.2.

[Tnar¢popma Evolution orBedaer 3a

JNOKYMEHTHPOBAHKE u
MOATBEP)KIAEHUE O0NacTU OLIEHKHU
KOMIIOHEHTOB, o0ecreurBaroIuX

(YHKIIMOHUPOBAHUE CEPBHCOB.

KnueHT, SBISIONINICS ITOCTaBIINKOM

YCIIYT, OTBEYacT 3a
JNOKYMEHTHPOBAHKE 51
MOJATBEPXKICHHUE OO0JIACTH  OLICHKH
KOMIIOHEHTOB,  Pa3BEpPHYTBIX  Ha

iatgopme Evolution.

12.5.3 Additional requirement for service providers only: Significant

[Tnatdpopma Evolution obecnieunBaet

KnueHT, SBISIONINICS ITOCTaBIIUKOM

changes to organizational structure result in a documented (internal) | ToKkymMeHTHpOBaHUE U aHalu3 | yCIiyr, o0ecrieunBaet

review of the impact to PCI DSS scope and applicability of controls, | BausHuS 3HAUUTENbHBIX U3MEHEHUH B | IOKYMEHTHPOBAHUE U aHauu3

with results communicated to executive management. OpPraHU3alMOHHONW CTPYKTYpe sl | BIUSHUS 3HAUUTEJIbHBIX U3MEHEHUN B
KOMITOHEHTOB, o0ecrieunBarOIUX | OPraHU3alUOHHON  CTPYKType s
(YHKIMOHMPOBAaHHE  CEPBHCOB B | KOMIIOHEHTOB,  Pa3BEPHYTHIX  Ha
00JIaCTH OIICHKH. iatgopme Evolution.
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12.6 Security awareness education is an ongoing activity

12.6.1 A formal security awareness program is implemented to make
all personnel aware of the entity’s information security policy and
procedures, and their role in protecting the cardholder data.

12.6.2 The security awareness program is:
e Reviewed at least once every 12 months, and

e Updated as needed to address any new threats and vulnerabilities
that may impact the security of the entity’s CDE, or the information
provided to personnel about their role in protecting cardholder data.

12.6.3 Personnel receive security awareness training as follows:
e Upon hire and at least once every 12 months.
e Multiple methods of communication are used.

e Personnel acknowledge at least once every 12 months that they have
read and understood the information security policy and procedures.

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS
B YaCTH OOYYCHHS COTPYIHHKOB H
MOBBIIICHUST HX OCBEJOMIICHHOCTH O
0e30IaCHOCTH IS KOMIIOHEHTOB,
o0ecrieunBaroIux

(YHKIIMOHHPOBaHHE
00JIaCTH OIICHKH.

CEpBHCOB B

KimeHT oTBe4aeT 3a BBIOJHEHUE
tpeboBanuit PCI DSS B wuactu
o0yueHHS COTPYAHHUKOB U
MOBBIIIEHUS! UX OCBEIOMJICHHOCTH O
0C30IMacHOCTH 11 KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iaropme
Evolution.

12.7 Personnel are screened to reduce risks from insider threats

12.7.1 Potential personnel who will have access to the CDE are
screened, within the constraints of local laws, prior to hire to minimize
the risk of attacks from internal sources.

[Tnar¢popma Evolution orBedaer 3a
coomronenue Tpedoanuii PCI DSS B
YaCTH TIPOBEPKH IOTCHIHAIBHBIX
COTPYOHHMKOB JO KX IIpUeMa Ha
paboTy B CEpBUCHI, BXOJSIIUEC B
00J1aCTh OIICHKH.

KnueHnT oTBeuaeT 3a BBHITIOJTHEHHE
tpeboBanuit PCI DSS B wuactu

MIPOBEPKH MOTEHIMAJIBHBIX
COTPYAHHUKOB [0 HX IpHEMa Ha
paboty JUTSt KOMITOHEHTOB,
pa3BEpHYTHIX Ha iatgopme
Evolution.

12.8 Risk to information assets associated with third-party service provider (TPSP) relationships is managed

12.8.1 A list of all third-party service providers (TPSPs) with which
account data is shared or that could affect the security of account data
is maintained, including a description for each of the services provided.

12.8.2 Written agreements with TPSPs are maintained as follows:

[Tnarpopma Evolution orBewaer 3a
coomronenue tpedoanuii PCI DSS B
YaCTU B3aUMOJEUCTBUS C CEPBUC-
[poBauaepaMy, KOTOpPbIE  MOTYT

KnueHnT oTBeuaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
B3aUMOJECHCTBUA c CepBHC-
MpoBalJepaMyu, KOTOpPbIE  MOTYT
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e Written agreements are maintained with all TPSPs with which
account data is shared or that could affect the security of the CDE.

e Written agreements include acknowledgments from TPSPs that they
are responsible for the security of account data the TPSPs possess or
otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity’s CDE.

[OBJIUATH HA 0E30MAaCHOCTH HAHHBIX
Kimeuros.

12.8.3 An established process is implemented for engaging TPSPs,
including proper due diligence prior to engagement.

12.8.4 A program is implemented to monitor TPSPs’ PCI DSS
compliance status at least once every 12 months.

12.8.5 Information is maintained about which PCI DSS requirements
are managed by each TPSP, which are managed by the entity, and any
that are shared between the TPSP and the entity.

IIOBJIUATH Ha O€30IIaCHOCTH JaHHBIX
IJIaTCIKHBIX KapT.

12.9 Third-party service providers (TPSPs) support their customer

s’ PCI DSS compliance

12.9.1 Additional requirement for service providers only: TPSPs
acknowledge in writing to customers that they are responsible for the
security of account data the TPSP possesses or otherwise stores,
processes, or transmits on behalf of the customer, or to the extent that
they could impact the security of the customer’s CDE.

[Tnarpopma Evolution 3axitouaer ¢
Knuentamu norosop, B KOTOpPOM
SIBHO OIIpeesieHa OTBETCTBEHHOCTh
3a 6€30MaCHOCTh JaHHBIX.

12.9.2 Additional requirement for service providers only: TPSPs
support their customers’ requests for information to meet
Requirements 12.8.4 and 12.8.5 by providing the following upon
customer request:

e PCI DSS compliance status information for any service the TPSP
performs on behalf of customers (Requirement 12.8.4).

e Information about which PCI DSS requirements are the
responsibility of the TPSP and which are the responsibility of the
customer, including any shared responsibilities (Requirement 12.8.5).

TpeboBaHne HENPUMEHUMO, KpOMeE
CIIy4acs, Korzaa KJIUEHT
CaMOCTOSITENILHO SIBJIETCS
MIOCTABIIMKOM YCIYT.
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12.10 Suspected and confirmed security incidents that could impact the CDE are responded to immediately

12.10.1 An incident response plan exists and is ready to be activated
in the event of a suspected or confirmed security incident. The plan
includes, but is not limited to:

e Roles, responsibilities, and communication and contact strategies in
the event of a suspected or confirmed security incident, including
notification of payment brands and acquirers, at a minimum.

e Incident response procedures with specific containment and
mitigation activities for different types of incidents.

e Business recovery and continuity procedures.

e Data backup processes.

e Analysis of legal requirements for reporting compromises.
e Coverage and responses of all critical system components.

e Reference or inclusion of incident response procedures from the
payment brands.

12.10.2 At least once every 12 months, the security incident response
plan is:

e Reviewed and the content is updated as needed.

e Tested, including all elements listed in Requirement 12.10.1.

12.10.3 Specific personnel are designated to be available on a 24/7
basis to respond to suspected or confirmed security incidents.

12.10.4 Personnel responsible for responding to suspected and
confirmed security incidents are appropriately and periodically trained
on their incident response responsibilities.

12.10.5 The security incident response plan includes monitoring and
responding to alerts from security monitoring systems, including but
not limited to:

[Tnar¢popma Evolution orBedaer 3a
coomonenne tpedboBanuit PCI DSS
B YacTH  pearupoBaHHs  Ha
WHIUACHTHI U TECTUPOBAHUS TUIAHOB
pearupoBaHMs Ha WHIMICHTHI IS
KOMIIOHEHTOB,  00ECIEeYHBAIOLINX
(YHKIIMOHMPOBAaHHE  CEPBHCOB B
00JIaCTH OIICHKH.

Knnent orBewaeT 3a BBINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
pearupoBaHMs Ha MHUUACHTHI U
TECTHPOBAHUS IJIAHOB PEarupOBaHUS
Ha WHIMIACHTHI IS KOMIIOHEHTOB,
pa3BEpHYTHIX Ha iargopme
Evolution.
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Intrusion-detection and intrusion-prevention systems.

Network security controls.
Change-detection mechanisms for critical files.

e The change-and tamper-detection mechanism for payment pages.
This bullet is a best practice until its effective date; refer to
Applicability Notes below for details.

e Detection of unauthorized wireless access points.

12.10.6 The security incident response plan is modified and evolved
according to lessons learned and to incorporate industry developments.

12.10.7 Incident response procedures are in place, to be initiated upon
the detection of stored PAN anywhere it is not expected, and include:
e Determining what to do if PAN is discovered outside the CDE,
including its retrieval, secure deletion, and/or migration into the
currently defined CDE, as applicable.

e Identifying whether sensitive authentication data is stored with
PAN.

e Determining where the account data came from and how it ended up
where it was not expected.

e Remediating data leaks or process gaps that resulted in the account
data being where it was not expected.

TpeboBanue HEIIPUMEHHUMO.
[Tnatdopma Evolution HE
B3aMMOJICHCTBYET C HOMEPAaMH KapT

Knuent orBewaeTr 3a mpoLeaypsl
pearupoBaHMs ~ Ha  WHIUJICHTHI,
KOTOpBIE JIOJIKHBI OBbITH
MHUIIMAPOBAHBl NPH OOHApPYKEHUH
xpanumoro PAN B mo6oMm mMecTe, e
3TO HE OXKUIACTCSL.

4.7 Additional PCI DSS Requirements

Appendix Al: Additional PCI DSS Requirements for Multi-Tenant Service Providers

PCI DSS Requirements

IInardpopma Evolution

Kauent

A1.1 Multi-tenant service providers protect and separate all customer environments and data

Al.1.1 Logical separation is implemented as follows:
e The provider cannot access its customers’ environments without

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B

TpeboBaHne HENPUMEHUMO, KpOMeE
CIIy4acs, KoTrJa KJIMEHT
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authorization.

e Customers cannot access the provider’s environment without
authorization

Al1.1.2 Controls are implemented such that each customer only has
permission to access its own cardholder data and CDE.

A1.1.3 Controls are implemented such that each customer can only
access resources allocated to them.

YacTU MPEAOCTABICHHUS MEXaHU3MOB
yTIpaBJICHUS JOCTYTIOM,
o0ecreynBaroIuX U30JISALUIO
pa3HbIx KimueHToB, u pa3rpaHudeHus
cpen pa3Hblx KnneHToB.

A1.1.4 The effectiveness of logical separation controls used to separate
customer environments is confirmed at least once every six months via
penetration testing.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B

YacTH  PEryJsIpHOTO  IPOBEACHUS
BHEIITHUX u BHYTPEHHHX
TECTHUPOBAHUI Ha POHUKHOBEHHE, a
TaKke  YCTPaHEHHsS  HaWJICHHBIX
HE/IOCTaTKOB  JJIi  KOMIIOHEHTOB,
o0ecreynBaroIux

(YHKIMOHMPOBAHUE CEPBUCOB B

00JIaCTH OLICHKHU.

CaMOCTOATENBHO sABJsieTcs  “Multi-

tenant service provider”

A1.2 Multi-tenant service providers facilitate logging and incident response for all customers

A1.2.1 Audit log capability is enabled for each customer’s environment
that is consistent with PCI DSS Requirement 10, including:

e Logs are enabled for common third-party applications.
e Logs are active by default.
e Logs are available for review only by the owning customer.

Log locations are clearly communicated to the owning customer.

e Log data and availability is consistent with PCI DSS Requirement
10.

A1.2.2 Processes or mechanisms are implemented to support and/or
facilitate prompt forensic investigations in the event of a suspected or

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
4acTH BEJICHUS KYpHAJIOB
perucTpanu  COOBITMH  KaXKIAOTO
Knauenra, ¢ BO3MOXXHOCTBIO MX
BBITPY3KM  JJs1  XpaHeHHs B
uHdppacTpykrype Knnenra

TpeboBanne HENMPUMEHHUMO, KpPOME
CIIyJaes, Koraa KJIILEHT
CaMOCTOATENBHO sBiIeTcd  “Multi-
tenant service provider”
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confirmed security incident for any customer.

A1.2.3 Processes or mechanisms are implemented for reporting and
addressing suspected or confirmed security incidents and
vulnerabilities, including:

e Customers can securely report security incidents and vulnerabilities
to the provider.

e The provider addresses and remediates suspected or confirmed
security incidents and vulnerabilities according to Requirement 6.3.1.

[Tnar¢popma Evolution orBedaer 3a
coomronenue tpedoanuii PCI DSS B
yacTi uHpopmupoBanus KieHTos B
ciydae OOHapy KeHHs "
paccienoBanus nHIUAEHTOB Ub.

TpeboBanne HENMPUMEHHUMO, KpPOME
CIIyJacs, Koraa KJIILEHT
CaMOCTOATENRHO sBiIIeTCcd  “Multi-
tenant service provider”

Appendix A2: Additional PCI DSS Requirements for Entities Using SSL/Early TLS for CardPresent POS POI Terminal

Connections

PCI DSS Requirements

IInardpopma Evolution

Kanenr

A2.1 POI terminals using SSL and/or early TLS are confirmed as not susceptible to known SSL/TLS exploits

A2.1.1 Where POS POI terminals at the merchant or payment
acceptance location use SSL and/or early TLS, the entity confirms the
devices are not susceptible to any known exploits for those protocols.

A2.1.2 Additional requirement for service providers only: All service
providers with existing connection points to POS POI terminals that
use SSL and/or early TLS as defined in A2.1 have a formal Risk

Mitigation and Migration Plan in place that includes:

e Description of usage, including what data is being transmitted, types
and number of systems that use and/or support SSL/early TLS, and type
of environment.

e Risk-assessment results and risk-reduction controls in place.

e Description of processes to monitor for new vulnerabilities
associated with SSL/early TLS.

e Description of change control processes that are implemented to
ensure SSL/early TLS is not implemented into new environments.

TpeboBanue HENPUMEHHUMO.
[Tnatdopma Evolution He uconb3yer
POS/POI-tepMuHasl.

KnueHnT oTBeuaeT 3a BBIINOJIHEHHE
tpeboBanuit PCI DSS B wuactu
UCTIOJIb30BaHUSI OE30IaCHBIX BEPCH
UCIO0JIb3yeMBIX IpoTokoioB TLS.
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e Overview of migration project plan to replace SSL/early TLS at a
future date.

A2.1.3 Additional requirement for service providers only: All service
providers provide a secure service offering.
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