MaTtpuua pa3rpaHu4YeHusa 30H OTBETCTBEHHOCTHU
C KameHTamm obnauHom nnatpopmbl Advanced
npu BbiNnoNHeHUM TpeboBaHuit ctaHaapTa 6esonacHoctu PCI DSS 4.0.1

BBoaHasA yacTb:

Ona cootBetctBuMA cTaHgapTy PClI DSS opraHusaumm Heobxoammo obecneyunTb
BbINONIHEHWNE BCEX ero TpeboBaHUM.

B cnyuyae, Korga opraHus3auma, s peanusaumnm M nNpeaoctaBneHus cobCTBEHHbIX
cepsucos, nonagatrowmx B chepy aenctama ctaHgapta PCl DSS, ncnonbsyeT peweHns u ycayrm
cepBuCc-NnpoBaniaepoB, OTBETCTBEHHOCTb 3a BbINO/IHEHWE COOTBETCTBYHOLWMX NMYHKTOB CTaHA4apTa
pacnpenenaeTca Mexay opraHmsaumen u cepsmc-nposBanaepamu.

HacToAwaa maTpuua onucbiBaeT pacnpegeneHne 30H OTBETCTBEHHOCTU  MeXay
nnatopmoit Advanced 1 NCNoNb3YIOLWUMM €€ KAMEHTAMM.

Mpw cocTaBneHUn HacToALe MmaTpuLbl Bblv McNnonb3oBaHbl TpeboBaHMA cTaHgapTa PCI
DSSv4.0.1

MexayHapoaHaa pepakuma ctaHgapta PCl DSS nybaukyeTcA Ha aHIMMCKOM A3blKe,
nosatomy ana ueneir obecneyeHMa COBMECTMMOCTM CO CTaHAAPTOM, nepedvyeHb TpeboBaHUA,
YKa3aHHbIX B AaHHON MaTpuLe, TaKXKe NpeacTaBNeH Ha aHIIMNCKOM A3bIKe.

Tabnuua 1 — BepxHeypoBHeBOe pacnpeneneHne oTBeTCTBEHHOCTU B 3aBUCUMOCTU OT
ncnonb3yemon moaenn obnadvHbIX CepBUCOB.

Tabnuua 2 — CooTHOWeHMe NpegocTaBaaembix naatdopmon Advanced cepBmMcOB C MOLENbIO
0613a4HbIX CEPBUCOB.

Tabnuua 3 — [letanbHaA maTpumua pa3rpaHMYeHns 30H OTBETCTBEHHOCTH



Tabnuua 1 — BepxHeypoBHeBOe pacnpeneneHne oTBeTCTBEHHOCTH
B 3aBMCUMOCTW OT UCMOJIb3yeMol moaenn 061auyHbIX CEPBUCOB.

Ha6op Tpe6oBaHuit PCl DSS

PaspeneHne oTBeTCTBEHHOCTU

laaS Paa$
1 | Install and Maintain Network Security Controls ObotogHan Ob6otoaHan
2 | Apply Secure Configurations to All System Components ObotogHan Ob6otoaHan
3 | Protect Stored Account Data ObotogHan Ob6otoaHan
4 Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public O6otoaHan O6otoaHan
Networks
5 | Protect All Systems and Networks from Malicious Software Ob6otogHasn O6otogHan
6 | Develop and Maintain Secure Systems and Software ObotogHan Ob6otoaHan
7 | Restrict Access to System Components and Cardholder Data by Business Need to Know Ob6otogHan O6otogHan
8 | Identify Users and Authenticate Access to System Components Ob6otogHasn O6otogHan
9 | Restrict Physical Access to Cardholder Data ObotogHan Ob6otoaHan
10 | Log and Monitor All Access to System Components and Cardholder Data Ob6otogHasn O6otogHan
11 | Test Security of Systems and Networks Regularly Ob6otogHasn O6otogHan
12 | Support Information Security with Organizational Policies and Programs Ob6otogHasn O6otogHan
Al | Appendix Al: Additional PCI DSS Requirements for Multi-Tenant Service Providers Advanced Advanced
Appendix A2: Additional PCI DSS Requirements for Entities Using SSL/Early TLS for

A2 CgfdPresent POS POI Terminal Conr?ections ° ' Rnment Rament

ObotogHan Ob6otoaHan
A3 | Appendix A3: Designated Entities Supplemental Validation (DESV) (B cnyyae (B cnyyae

NPUMEHUMOCTI) NPUMEHUMOCTN)




Tabnunua 2 — CooTHoWweHMe npegocTaBasembix nnatdopmon Advanced
CEpPBMCOB C MOAENbIO 061a4HbIX CEPBMCOB.

Ucnonblyemasa mopenb
HasBaHue cepBuca
npeaocTaBNeHNA cepBuca
Computing

Elastic Cloud Server laaS
Image Management Service Paa$S
Cloud Container Engine PaaS
Auto Scaling PaaS
FunctionGraph PaaS

Storage
Elastic Volume Service laaS
Object Storage Service laaS
Scalable File Service PaaS
Cloud Backup and Recovery PaaS

Network
Virtual Private Cloud PaaS
Direct Connect laaS
Domain Name Service Paa$S
NAT Gateway Paa$S
Virtual Private Network PaaS
Elastic IP laaS
Elastic Load Balance PaaS
VPC Endpoint PaaS
Enterprise Router Paa$S

Management & Deployment

Cloud Eye PaaS
Identity and Access Management PaaS
Cloud Trace Service PaaS
Application Operations Management Paa$S
Application Performance Management PaaS
Enterprise Management Paa$S
Tag Management Service Paa$S
Log Tank Service PaaS

Database
Relational Database Service PaaS
Document Database Service Paa$S
Data Replication Service Paa$S
Data Admin Service PaaS
Distributed Database Middleware PaaS

Security
Data Encryption Workshop PaaS
Web Application Firewall PaaS
Host Security Service Paa$S
Database Security Service Paa$S




Container Guard Service Paa$S
Cloud Bastion Host PaaS
Cloud Certificate Manager PaaS
Cloud Firewal PaaS
Application Services
Simple Message Notification PaaS
Distributed Cache Service PaaS
Cloud Performance Test Service PaaS
Application Orchestration Service PaaS
SoftWare Repository for Container PaaS
ServiceStage Paa$S
Distributed Message Service for Kafka PaaS
Distributed Message Service for RabbitMQ PaaS
Distributed Message Service for RocketMQ PaaS
API Gateway Paa$S
Cloud Service Engine PaaS
El Enterprise Intelligence
MapReduce Service PaaS
Cloud Search Service PaaS
Data Lake Insight PaaS
Graph Engine Service Paa$S
Data Warehouse Service Paa$S
DataArts Studio PaaS
DataArts Insight PaaS
CloudTable Service PaaS
Developer Services
CodeArts PaaS
CodeArts Req PaaS
CodeArts Repo PaaS
CodeArts Check PaaS
CodeArts Build PaaS
CodeArts Artifact PaaS
CodeArts Deploy PaaS
CodeArts TestPlan PaaS
CodeArts Pipeline PaaS
Migration
Server Migration Service Paa$S
Developer Tools
Cloud Command Line Interface PaaS




Build and Maintain a Secure Network and Systems

Requirement 1: Install and Maintain Network Security Controls.

Tabnuua 3 — [letanbHaA maTpuua pasrpaHMYeHns 30H OTBETCTBEHHOCTH

PCI DSS Requirements

Mnar¢popma Advanced

KnueHT

1.1 Processes and mechanisms for installing and maintaining network security controls are defined and understood.

1.1.1 All security policies and operational procedures that are identified
in Requirement 1 are:

e Documented.

e Kept up to date.

* |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBMcoB B 061aCTN OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnueHT oTBeyvaeT 3a
OOKYMEHTUPOBaHME U BbINONHEHME
HeobxogMmbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

1.1.2 Roles and responsibilities for performing activities in Requirement
1 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHunsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecneveHne Nb
KOMMNOHEHTOB, HeobXxoaMMbIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

KnueHT oTBEeYaeT 3a BbINOJIHEHUE
TpebosaHui PCl DSS B yactn
pacnpegeneHna o6a3aHHOCTEN U
OTBETCTBEHHOCTU 3a obecneyeHne Nb
ONA KOMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




1.2 Network security controls (NSCs) are configured and maintained.

1.2.1 Restrict inbound and outbound traffic to that which is necessary
for the cardholder data environment, and specifically deny all other
traffic.

1.2.2 All changes to network connections and to configurations of NSCs
are approved and managed in accordance with the change control
process defined at Requirement 6.5.1.

1.2.3 An accurate network diagram(s) is maintained that shows all
connections between the CDE and other networks, including any
wireless networks.

1.2.4 An accurate data-flow diagram(s) is maintained that meets the
following:

e Shows all account data flows across systems and networks.

e Updated as needed upon changes to the environment.

1.2.5 All services, protocols, and ports allowed are identified, approved,
and have a defined business need.

Mnatdopma Advanced oTBeyaeT 3a
obecneyeHne 6€30NaCHOCTM COrIACHO
TpeboBaHuam PCl DSS ans cepsucos B
06/1acTN OLEHKM, B TOM YMcae
H6e3onacHoe xpaHeHWe KoHpUurypauymim
CeTeBblX YCTPOMCTB.

KnneHT oTBevaeT 3a peannsaunio
npoueccos 1 npoueayp B
cooTBeTcTBMMU C TpebosaHnamm PCI DSS
AN KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatdopme Advanced, a UMeHHO:
® BHejpeHue npoueayp 1
noaroToBKky Heobxogmmon
BHYTPEHHEN [OKYMEHTALUN B
4yacTu ynpaBneHus
MeKceTeBbIMU 3KpaHamm (M3)
N ceTeBbiM 060pyaOBaHMEM;
® KOH}Urypaumo HacTpoek
ceTeBblX KOMMNOHEHTOB
Advanced;
® ynpas/eHue
BMPTYa/NIbHbIMW CETAMM;
e ynpasneHue M3;
e 6He3sonacHoe
XpaHeHue
KoHbUrypauni
CeTeBblX YCTPOMUCTB
® 1Cnonb3yemblii Habop
CepBMCOoB, NPOTOKO/108 U
NnopTOB;
® yrnpas/ieHue rpynnamm




1.2.6 Security features are defined and implemented for all services, 6e3onacHocTy.
protocols, and ports that are in use and considered to be insecure, such
that the risk is mitigated.

1.2.7 Configurations of NSCs are reviewed at least once every six
months to confirm they are relevant and effective.

1.2.8 Configuration files for NSCs are:
e Secured from unauthorized access.
* Kept consistent with active network configurations.

1.3 Network access to and from the cardholder data environment is restricted.

1.3.1 Inbound traffic to the CDE is restricted as follows:

. . Mnatdopma Advanced obecneunBaet | KnveHT oTBeYaeT 3a peanmsaumnto
e To only traffic that is necessary.

. . . ONA CepBUCOB B 06/1aCTN OLEHKM orpaHu4YyeHnt ceteBoro TpadpuKka B

e All other traffic is specifically denied.
MeXKCceTeBoe 3KpaHMpoBaHue n cooTBeTcTBMMU C TpebosaHnamm PCI DSS

1.3.2 Outbound traffic from the CDE is restricted as follows: npoLecchbl ynpaBaeHUa um B ONA KOMNOHEHTOB, Pa3BEPHYTbIX Ha
e To only traffic that is necessary. cooTBeTcTBMMU C TpeboBaHMAMK PCI nnatdopme Advanced:
e All other traffic is specifically denied. DSS. ® APXUTEKTYpYy NPOEKTa 1
1.3.3 NSCs are installed between all wireless networks and the CDE, B MHGpacTpyKType nratgopmb! KOHUrypauUMIo HacTpoek
regardless of whether the wireless network is a CDE, such that: Advanced ncnonesyetca mexcetesoe CETEBbLIX KOMNOHEHTOB
e All wireless traffic from wireless networks into the CDE is denied by 3KkpaHmMposakine (M3) Ha pasHbix Advanced;
default. YPOBH#X. ® ynpas/ieHWe KNAUEHTCKUMMU
e Only wireless traffic with an authorized business purpose is allowed BMPTYa/IbHbIMW CETAMM;
into the CDE. e ynpasneHve M3 u

MapLIpyTU3aTopamu;
e yrnpaBs/ieHMe rpynnamm
be3onacHocCTH.

1.4 Network connections between trusted and untrusted networks are controlled.




1.4.1 NSCs are implemented between trusted and untrusted networks.

1.4.2 Inbound traffic from untrusted networks to trusted networks is
restricted to:

e Communications with system components that are authorized to
provide publicly accessible services, protocols, and ports.

o Stateful responses to communications initiated by system
components in a trusted network.

e All other traffic is denied.

1.4.3 Anti-spoofing measures are implemented to detect and block
forged source IP addresses from entering the trusted network.

1.4.4 System components that store cardholder data are not directly
accessible from untrusted networks

Mnatdopma Advanced obecneunsaer
ANA cepBMCOB B 061aCTU OLLEHKM
MeXKceTeBoe 3KPaHNPOBaHME U
npoueccbl ynpaBaeHUA UM B
cooTBeTcTBMMU C TpeboBaHMAMK PCI
DSS.

B nHdpacTpykType nnatdopmol
Advanced peann3oBaH KOHTPO/Ib
ncxogALLero u exoaauero Tpadumka
cpeactsamun M3 ¢ KoHTponem
COCTOAHMUA COeANHEHUM, a TaKXKe
peann3oBaHbl Mepbl aHTUCNYPUHTa.

KnneHT oTBevaeT 3a peannsaunio
OrpaHn4YeHn ceTeBoro TpaduKa B
cooTBeTcTBMMU C TpebosaHnamm PCI DSS
AN KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatdopme Advanced, Bkntoyas
KOHOUIypMpOBaHUE KIMEHTCKUX CETEN
Takum obpasom, 4Tobbl cepsepbl 6a3
AaHHbIX, B KOTOPbIX MOTYT XpPaHUTbCA
AaHHbIe NNATEXKHbIX KapT,
pa3meLLaINCb BO BHYTPEHHUX
CermeHTax BUPTya/ibHbIX Cpea,
HeA0CTYMNHbIX HANPAMYIO U3
Hef0BepeHHbIX ceTen.




1.4.5 The disclosure of internal IP addresses and routing information is
limited to only authorized parties.

1.5 Risks to the CDE from computing devices that are able to connect to

both untrusted networks and the CDE are mitigated.

1.5.1 Security controls are implemented on any computing devices,
including company- and employee-owned devices, that connect to both
untrusted networks (including the Internet) and the CDE as follows:

e Specific configuration settings are defined to prevent threats being
introduced into the entity’s network.

e Security controls are actively running.

e Security controls are not alterable by users of the computing devices
unless specifically documented and authorized by management on a
case-by-case basis for a limited period.

Mnatdopma Advanced oTBeyaer 3a
6e3onacHOCTb paboumx cTaHUKUIM CBOUX
noab3oBaTenen, UMeLWmxX A0CTYN K
KoMmnoHeHTam nnatdopmbl Advanced.

KnneHT oTBevaeT 3a yCTaHOBKY
CpPeacTs 3aLnTbl MHGOPMALUN U
yrnpaBaeHne UMM A1a Bcex paboumx
MeCT NoNb30BaTesIeN, KOTOPbIE UMEIDT
AOCTYN K KOMNOHEHTaM naaThopMbl
Advanced, 3aaeiMcTBOBaHHbIM B
06paboTKe AaHHbIX NAATEXKHbIX KapT.




Requirement 2: Apply Secure Configurations to All System Components

PCI DSS Requirements

Mnar¢popma Advanced

KnueHT

2.1 Processes and mechanisms for applying secure configurations to all system components are defined and und

erstood

2.1.1 All security policies and operational procedures that are identified
in Requirement 2 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogMmbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHbIe NNATEXKHbIX KapT.

2.1.2 Roles and responsibilities for performing activities in Requirement
2 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHnsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecnevyeHne Nb
KOMMNOHEHTOB, HeobxoaMMbIX oA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN oUEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHui PCl DSS B yactn
pacnpegeneHna o6a3aHHOCTEN U
OTBETCTBEHHOCTU 3a obecneyeHne Nb
ONA KOMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




2.2 System components are configured and managed securely.

2.2.1 Configuration standards are developed, implemented, and
maintained to:
e Cover all system components.

Mnatdopma Advanced oTseuvaeT 3a
BbiNnosIHeHWe TpebosaHui PCl DSS ana
KOMMOHEHTOB, 0becneymBatoLmx

KnneHT oTBEYaET 3a HAaCTPOMKK
6e30nacHOCTN AN KOMMNOHEHTOB,
pa3BépHyTbiXx Ha NnaTtdpopme Advanced:

e Address all known security vulnerabilities.

e Be consistent with industry-accepted system hardening standards or
vendor hardening recommendations.

* Be updated as new vulnerability issues are identified, as defined in
Requirement 6.3.1.

* Be applied when new systems are configured and verified as in place
before or immediately after a system component is connected to a
production environment.

2.2.2 Vendor default accounts are managed as follows:

e If the vendor default account(s) will be used, the default password is
changed per Requirement 8.3.6.

e If the vendor default account(s) will not be used, the account is
removed or disabled.

2.2.3 Primary functions requiring different security levels are managed
as follows:

* Only one primary function exists on a system component,

OR

e Primary functions with differing security levels that exist on the same
system component are isolated from each other,

OR

e Primary functions with differing security levels on the same system
component are all secured to the level required by the function with
the highest security need.

®PYHKUMOHUPOBAHUE CEPBUCOB B
061aCcTN OUEHKMU.

® OnNepaunoHHbIX CUCTEM;
e 6a3 AaHHbIX (32 UCKAOYEHNEM
PAAS-cepBucoB);
e npuknagHoro NO;
® [pYyrMx KOMNOHEHTOB U
CEepPBUCOB, BKAOYEHHbIX
KnneHTom B 06/1aCTb OLLEHKMW.
KnuneHT oTBeYaeT 3a pasaeneHue
pecypcoB, peanunsyowmx GyHKUnm
pa3NIMYHbIX YPOBHEM 3aWmTbl, ANA
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




2.2.4 Only necessary services, protocols, daemons, and functions are
enabled, and all unnecessary functionality is removed or disabled.

2.2.5 If any insecure services, protocols, or daemons are present:

* Business justification is documented.

e Additional security features are documented and implemented that
reduce the risk of using insecure services, protocols, or daemon:s.

2.2.6 System security parameters are configured to prevent misuse.

2.2.7 All non-console administrative access is encrypted using strong
cryptography.

Mnatdopma Advanced obecneunBaet
wudposaHue Ntoboro HEKOHCONbHOTO
aAMMHUCTPATMBHOIO A0OCTyNa AnA
KOMMOHEHTOB, 0becneymBatoLmx
dYHKUMOHUPOBAHME CEPBUCOB B
061aCcTN OUEHKM.

KnuneHT oTBEYaeT 3a BHeApeHMe
6e30nacHbIX MPOTOKO/10B U CTOMKOM
Kpuntorpadumn gna goctyna K
KOMMNOHEHTaM, Pa3BEPHYTbIM HA
nnatdopme Advanced.

2.3 Wireless environments are configured and managed securely

2.3.1 For wireless environments connected to the CDE or transmitting
account data, all wireless vendor defaults are changed at installation or
are confirmed to be secure, including but not limited to:

e Default wireless encryption keys.

* Passwords on wireless access points.

e SNMP defaults.

e Any other security-related wireless vendor defaults.

TpeboBaHMe HeNPUMEHUMO.
Mnatdopma Advanced He ucnonbayet
becnpoBoAHble ceT AN1A nepenaymn
AaHHbIX NONb30BaTeNEN.

KnneHT oTBevaeT 3a HaCTPOMKY
napameTpoB 6e30nacHoOCTH
ncnonblyemolx 6ecnpoBoAHbIX Cpea.




2.3.2 For wireless environments connected to the CDE or transmitting
account data, wireless encryption keys are changed as follows:

e Whenever personnel with knowledge of the key leave the company or
the role for which the knowledge was necessary.

e Whenever a key is suspected of or known to be compromised.




Protect Account Data
Requirement 3: Protect Stored Account Data.

PCI DSS Requirements

MNnar¢opma Advanced

KnueHT

3.3 Processes and mechanisms for protecting stored account data are defined and understood.

3.1.1 All security policies and operational procedures that are identified
in Requirement 3 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogumbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

3.1.2 Roles and responsibilities for performing activities in Requirement
3 are documented, assigned, and understood.

Mnatdopma Advanced oTeeuvaeT 3a
cobntopeHune TpebosaHuii PCl DSS B
4acTu pacnpegeneHuns obasaHHocTeln
OTBETCTBEHHOCTU 3a obecneveHne Ub
KOMMNOHEHTOB, HeobXoaMMbIX AR
bYHKLMOHUPOBAHMA CEPBUCOB B
061aCTN OLEHKM.

KnneHT oTBeyaeT 3a BbINOJHEHNE
TpebosaHumi PCl DSS B yactu
pacnpeaeneHna obasaHHoOCTEN K
OTBETCTBEHHOCTU 3a obecneyeHne Ub
1A KOMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.

3.2 Storage of account data is kept to a minimum.

3.2.1 Account data storage is kept to a minimum through
implementation of data retention and disposal policies, procedures, and
processes that include at least the following:

e Coverage for all locations of stored account data.

» Coverage for any sensitive authentication data (SAD) stored prior to
completion of authorization. This bullet is a best practice until its
effective date; refer to Applicability Notes below for details.

TpeboBaHne HenpumeHmMmo. NMnatdopma
Advanced camocToATENBHO He
06pabaTtbiBaeT AaHHbIE NAATEXKHbIX
KapT.

KnneHT oTBevaeT 3a npouecchl
06pabOTKM, XPaHEHUA N YHUUTOXKEHUA
CBOWX AAHHbIX, B TOM YMC/ie JAHHbIX
NNATEMKHbIX KapT.




e Limiting data storage amount and retention time to that which is
required for legal or regulatory, and/or business requirements.

» Specific retention requirements for stored account data that defines
length of retention period and includes a documented business
justification.

* Processes for secure deletion or rendering account data
unrecoverable when no longer needed per the retention policy.

A process for verifying, at least once every three months, that stored
account data exceeding the defined retention period has been securely
deleted or rendered unrecoverable.

3.3 Sensitive authentication data (SAD) is not stored after authorization.

3.3.1 SAD is not retained after authorization, even if encrypted. All
sensitive authentication data received is rendered unrecoverable upon
completion of the authorization process.

3.3.2 SAD that is stored electronically prior to completion of
authorization is encrypted using strong cryptography.

3.3.3 Additional requirement for issuers and companies that support
issuing services and store sensitive authentication data: Any storage of
sensitive authentication data is:

e Limited to that which is needed for a legitimate issuing business need
and is secured.

e Encrypted using strong cryptography. This bullet is a best practice
until its effective date; refer to Applicability Notes below for details.

TpeboBaHMe HeNPUMEHUMO.
Mnatdopma Advanced
camocTonTelbHO He obpabaTbiBaeT
AaHHble NAATEXHbIX KapT.

KnneHT oTBevaeT 3a npouecchbl
06paboTKM, XpaHEHUA N YHUUTOXKEHMUA
CBOWX AAHHbIX, B TOM YMC/ie JAHHbIX
NNATEMXHbIX KapT.




3.4 Access to displays of full PAN and ability to copy PAN is restricted.

3.4.1 PAN is masked when displayed (the BIN and last four digits are the
maximum number of digits to be displayed), such that only personnel
with a legitimate business need can see more than the BIN and last four
digits of the PAN.

3.4.2 When using remote-access technologies, technical controls
prevent copy and/or relocation of PAN for all personnel, except for
those with documented, explicit authorization and a legitimate, defined
business need.

TpeboBaHMe HeNPUMEHUMO.
Mnatpopma Advanced
CamoCTOATeNIbHO He obpabaTbiBaeT
AaHHble NAATEXHbIX KapT.

KnneHT oTBevaeT 3a npouecchbl
06paboTKM, XpaHEHUA N YHUUTOXKEHMUA
CBOWX AAHHbIX, B TOM YMC/ie JAHHbIX
NNATEMXKHbIX KapT.

3.5 Primary account number (PAN) is secured wherever it is stored.




3.5.1 PAN is rendered unreadable anywhere it is stored by using any of
the following approaches:

* One-way hashes based on strong cryptography of the entire PAN.

e Truncation (hashing cannot be used to replace the truncated segment
of PAN).

— If hashed and truncated versions of the same PAN, or different
truncation formats of the same PAN, are present in an environment,
additional controls are in place such that the different versions cannot
be correlated to reconstruct the original PAN.

e Index tokens.

e Strong cryptography with associated key- management processes and
procedures.

TpeboBaHMe HeNpPUMEHUMO.
Mnatdopma Advanced
camocTonTeNlbHO He obpabaTbiBaeT
AaHHble NAATEXHbIX KapT.

KnneHT oTBevaeT 3a npouecchbl
06paboTKM, XpaHEHUA N YHUUTOXKEHMUA
CBOWX AAHHbIX, B TOM YMC/ie JAHHbIX
NNATEMXKHbIX KapT.

3.6 Cryptographic keys used to protect stored account data are secured.

3.6.1 Procedures are defined and implemented to protect cryptographic
keys used to protect stored account data against disclosure and misuse
that include:

» Access to keys is restricted to the fewest number of custodians
necessary.

* Key-encrypting keys are at least as strong as the data-encrypting keys
they protect.

» Key-encrypting keys are stored separately from data-encrypting keys.
» Keys are stored securely in the fewest possible locations and forms.

Mnatdopma Advanced npepocrasnsaer
CepBMC yNpaBieHUA KAI4eBOM
nHbopmaumen. JoKkymeHTaumns
cepBuMca onucbIBaeT, cnocobbl ero
NPUMeEHEHMUSA.

Mnatdopma Advanced He
OCYLLECTB/IAET CAMOCTOATE/IbHbIE
onepauuu:

e [eHepaunun KNKYEBOM
nHbopmaumm;

KnneHT oTBeyvaeT 3a npouecchl
06paboTKK, XPaHEHMA N YHUUTOXKEHUA
CBOWX AAHHbIX, B TOM Yncne
ncnosb3oBaHme WndpoBaHuUA.

KnneHT oTBEYaeT 3a npoueaypsl
ynpaBaeHua Kato4amm WmdpoBaHua
AAHHbIX.

KAneHT moxKeT ncnonb3oBaTb CEPBUC
ynpaBaeHua Knto4Yeson nHpopmaumen,
N CAaMOCTOATE/IbHO OCYLLECTB/IAET €ro




3.6.1.1 Additional requirement for service providers only: A
documented description of the cryptographic architecture is maintained
that includes:

* Details of all algorithms, protocols, and keys used for the protection of
stored account data, including key strength and expiry date.

* Preventing the use of the same cryptographic keys in production and
test environments. This bullet is a best practice until its effective date;
refer to Applicability Notes below for details.

e Description of the key usage for each key.

e Inventory of any hardware security modules (HSMs), key management
systems (KMS), and other secure cryptographic devices (SCDs) used for
key management, including type and location of devices, as outlined in
Requirement 12.3.4.

e YnpasneHua A0CTYNOM K
Knto4eBon MHGopmaumm;

e YpaganeHua nnm BblBoaa n3
obpalLeHma KnoYeBoi
nHbopmaumm;

e LlIndpoBaHns AaHHbIX B
CUCTEMAX K/INEHTOB.

HaCTPOWMKY.

3.7 Where cryptography is used to protect stored account data, key management processes and procedures covering all aspects of the key lifecycle are

defined and implemented.

3.7.1 Key-management policies and procedures are implemented to
include generation of strong cryptographic keys used to protect stored
account data.

Mnatdopma Advanced npepocrasnsaer
CepBMC yNpaBieHUA KAI4eBOM
nHbopmaumen. JoKymeHTaumns
cepBuMca onucbiBaeT, cnocobbl ero
NPUMeEHEHMUSA.

KnneHT oTBeYaeT 3a npouecchl
06paboTKM, XPaHEHMA N YHUUTOXKEHUA
CBOMX AAHHbIX, B TOM YyMcne
ncnosb3oBaHue WndpoBaHuA.

KnneHT oTBEYaeT 3a npoueaypsl




3.7.2 Key-management policies and procedures are implemented to
include secure distribution of cryptographic keys used to protect stored
account data.

3.7.3 Key-management policies and procedures are implemented to
include secure storage of cryptographic keys used to protect stored
account data.

3.7.4 Key management policies and procedures are implemented for

cryptographic key changes for keys that have reached the end of their
cryptoperiod, as defined by the associated application vendor or key

owner, and based on industry best practices and guidelines, including
the following:

A defined cryptoperiod for each key type in use.

* A process for key changes at the end of the defined cryptoperiod.

3.7.5 Key management policies procedures are implemented to include
the retirement, replacement, or destruction of keys used to protect
stored account data, as deemed necessary when:

* The key has reached the end of its defined cryptoperiod.

e The integrity of the key has been weakened, including when
personnel with knowledge of a cleartext key component leaves the
company, or the role for which the key component was known.

* The key is suspected of or known to be compromised.

Retired or replaced keys are not used for encryption operations.

Mnatdopma Advanced He
OCYLLECTB/IAET CAMOCTOATE/IbHbIE
onepauuu:

e [eHepaunun KNYeBOM
nHbopmaumm;

e YnpasneHua A0CTYNOM K
Knto4eBon MHGopmaumm;

e YpaaneHua nnm BblBoaa n3
obpalLeHna KnYeBo
nHbopmaumm;

e LUlndpoBaHNA AaHHbIX B
CUCTEMAX K/IMEHTOB.

ynpaBAeHWa KntoYamm WndposaHma
AAHHbIX.

KAneHT moKeT ncnosb3oBaTb CEPBUC
ynpaBAeHUA KNtoYeBom
MHbOpPMaUMEN, U CAMOCTOATENBHO
OCYLLECTBNIAET €ro HAaCTPOMKY.




3.7.6 Where manual cleartext cryptographic key- management
operations are performed by personnel, key-management policies and
procedures are implemented include managing these operations using
split knowledge and dual control.

3.7.7 Key management policies and procedures are implemented to
include the prevention of unauthorized substitution of cryptographic
keys.

3.7.8 Key management policies and procedures are implemented to
include that cryptographic key custodians formally acknowledge (in
writing or electronically) that they understand and accept their key-
custodian responsibilities.

3.7.9 Additional requirement for service providers only: Where a service
provider shares cryptographic keys with its customers for transmission or
storage of account data, guidance on secure transmission, storage and
updating of such keys is documented and distributed to the service
provider’s customers.




Requirement 4: Protect Cardholder Data with Strong Cryptography During Transmission Over Open, Public Networks.

PCI DSS Requirements

MNnarpopma Advanced

KnueHT

and documented.

4.1 Processes and mechanisms for protecting cardholder data with strong cryptography during transmission over open, public networks are defined

in Requirement 4 are:
e Documented.

e Kept up to date.

e |n use.

4.1.1 All security policies and operational procedures that are identified

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTN OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoamMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogumbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

4.1.2 Roles and responsibilities for performing activities in Requirement
4 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHunsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecnevyeHne Nb
KOMMOHEHTOB, HEOOXOANMBIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
06/1acTN OUEHKN.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
TpebosaHu PCl DSS B yactn
pacnpegeneHuna obasaHHOCTEN K
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PA3BEPHYTbLIX HA
nnatpopme Advanced.




4.2 PAN is protected with strong cryptography during transmission.

4.2.1 Strong cryptography and security protocols are implemented as
follows to safeguard PAN during transmission over open, public
networks:

* Only trusted keys and certificates are accepted.

e Certificates used to safeguard PAN during transmission over open,
public networks are confirmed as valid and are not expired or revoked.
This bullet is a best practice until its effective date; refer to applicability
notes below for details.

» The protocol in use supports only secure versions or configurations
and does not support fallback to, or use of insecure versions,
algorithms, key sizes, or implementations.

* The encryption strength is appropriate for the encryption
methodology in use.

Mnatdopma Advanced ncnonosyet
6e3onacHble Kpuntorpadumyeckme
NPOTOKO/bI, 0becneynsatome 3aLnTy
OaHHbIX NpU nepeave.

KnneHT oTBeYaeT 3a npouecchl
6e3onacHoM nepeaayn AaHHbIX
NAaTeXHbIX KapT, BK/OYan
ncnosb3oBaHWe 6e30onacHbIX
NPOTOKON0B U WK POBAHUA.

4.2.2 PAN is secured with strong cryptography whenever it is sent via
end-user messaging technologies.

TpeboBaHMe HeNPUMEHUMO.
Mnatdopma Advanced
CaMOCTOATEeNIbHO He 0bpabaTbiBaeT
AaHHbIEe NNATEXKHbIX KAPT U He
nepefaet AaHHble NONb30BaTENEN B
OTKPbITOM BUAE.

KnueHT oTBeYaeT 3a npuBeaeHue
KapTOYHbIX A@HHbIX B HEYMTaEMblIl
BUA, B C/ly4ae MCNO/Ib30BAHMA
TeXHON0rnit obmeHa MrHOBEHHbIMM
coobLeHnaAMM.




Maintain a Vulnerability Management Program

Requirement 5: Protect All Systems and Networks from Malicious Software.

PCI DSS Requirements

MNnar¢opma Advanced

KnueHT

5.1 Processes and mechanisms for protecting all systems and networks from malicious software are defined and

understood.

5.1.1 All security policies and operational procedures that are
identified in Requirement 5 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTN OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogumbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

5.1.2 Roles and responsibilities for performing activities in
Requirement 5 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCI DSS B
YyacTu pacnpegeneHunsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecneveHne Nb
KOMMNOHEHTOB, HeobxoaMMbIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

KnneHT oTBeYaeT 3a BbINOJHEHUE
TpebosaHui PCl DSS B yactn
pacnpegeneHunsa obasaHHOCTEN K
OTBETCTBEHHOCTU 3a obecneveHne UB
0N KOMNOHEHTOB, PA3BEPHYTbIX HA
nnatdopme Advanced.




5.2 Malicious software (malware) is prevented, or detected and addressed.

5.2.1 An anti-malware solution(s) is deployed on all system
components, except for those system components identified in
periodic evaluations per Requirement 5.2.3 that concludes the system
components are not at risk from malware.

Mnatdopma Advanced oTseuvaeT 3a
GYHKLMOHUPOBaHME aHTUBUPYCHOTO
nporpammHoro obecneyeHus ana
KOMMNOHeHTOB, obecrneynBatoLmX
bYHKLMOHUPOBaHME CEPBUCOB B

5.2.2 The deployed anti-malware solution(s):

e Detects all known types of malware.

* Removes, blocks, or contains all known types of
malware.

061acTN OUEHKM.

5.2.3 Any system components that are not at risk for malware are
evaluated periodically to include the following:

e A documented list of all system components not at risk for malware.
e |[dentification and evaluation of evolving malware threats for

those system components.

e Confirmation whether such system components continue to

not require anti-malware protection.

KnueHT oTBevaeT 3a npoueccol
3awmTbl OT BpegoHocHoro MO gna
KOMMOHEHTOB, Pa3BEPHYTbLIX Ha
nnatdopme Advanced u
noaBepXKEHHbIX BUPYCHOMY
3apa*keHuto.

5.3 Anti-malware mechanisms and processes are active, maintained, an

d monitored.

5.3.1 The anti-malware solution(s) is kept current via automatic
updates.

Mnatdopma Advanced oTBeyaeT 3a
GYHKLMOHUPOBaHME aHTUBUPYCHOTO
nporpammHoro obecneyeHus ana
KOMMOHeHTOB, obecneynBatoLmX
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KnueHT oTBEYaeT 3a Npouecchl 3aLmThbl
oT BpegoHocHoro N0 ana
KOMMOHEHTOB, Pa3BEPHYTbLIX Ha
nnatpopme Advanced u
noAgepKeHHbIX BUPYCHOMY
3aparkeHuto.




5.3.2 The anti-malware solution(s):

* Performs periodic scans and active or real-

time scans.

OR

® Performs continuous behavioral analysis of systems or
processes.

5.3.3 For removable electronic media, the anti- malware solution(s):
e Performs automatic scans of when the media is inserted,
connected, or logically mounted,

OR

® Performs continuous behavioral analysis of systems or

processes when the media is inserted, connected, or logically
mounted.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Advanced He nepenaér
AaHHbIE C UCNONb30BAHNEM CbEMHBbIX
Hocutenen.

KnneHT oTBeYaeT 3a BbINOHEHMNE
HeobxoaMMbIX NpoLeayp ANA 3aLUNTDI
KOMMNOHEHTOB, B TOM YMC/E€ CbEMHbIX
Hocutenen, obpabaTbiBatowmx
AaHHble NNATEXHbIX KapT, OT
BpegoHocHoro 0.

5.3.4 Audit logs for the anti-malware solution(s) are enabled and
retained in accordance with Requirement 10.5.1.

5.3.5 Anti-malware mechanisms cannot be disabled or altered by
users, unless specifically documented, and authorized by management
on a case-by-case basis for a limited time period.

Mnatdopma Advanced oTBeyaeT 3a
GYHKLMOHUPOBaHME aHTUBUPYCHOTO
nporpammHoro obecneyeHus ana
KOMMNOHEeHTOB, obecneynBaroLLmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKMU.

KnneHT oTBEYaeT 3a NpoLecchbl 3aWmTbl
oT BpegoHocHoro N0 ana
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced u
noABeprKEHHbIX BUPYCHOMY
3apaKeHuto.

5.4 Anti-phishing mechanisms protect users against phishing attacks.

5.4.1 Processes and automated mechanisms are in place to detect and
protect personnel against phishing attacks.

Mnatdopma Advanced oTBeyaeT 3a
GYHKLMOHUPOBaHME MEXAHU3MOB
3aWMTbl OT QULIMHIOBbIX aTaK ANA
KOMMNOHeHTOoB, obecneynBaoLmx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN oUEHKMU.

KnneHT oTBEYaeT 3a NpoLecchl 3aWwmTbl
OT QULIMHIOBbIX aTaK ANA
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




Requirement 6: Develop and Maintain Secure Systems and Software.

PCI DSS Requirements

Advanced

KnueHr

6.1 Processes and mechanisms for developing and maintaining secure systems and software are defined and understood.

6.1.1 All security policies and operational procedures that are identified
in Requirement 6 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogMmbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

6.1.2 Roles and responsibilities for performing activities in Requirement
6 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHunsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecnevyeHne Nb
KOMMOHEHTOB, HEOOXOANMBIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHu PCl DSS B yactu
pacnpegeneHunsa obasaHHOCTEN K
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatpopme Advanced.

6.2 Bespoke and custom software are developed securely.

6.2.1 Bespoke and custom software are developed securely, as follows:
e Based on industry standards and/or best practices for secure
development.

* In accordance with PCI DSS (for example, secure authentication and
logging).

e Incorporating consideration of information security issues during each
stage of the software development lifecycle.

TpeboBaHMe HeNPUMEHUMO.
Mnatdopma Advanced He
ocywiectsaaeT paspaboTky MO,
B3aMMOLENCTBYIOLWErO C KAPTOYHbIMM
AAHHbIMMU.

KnneHT oTBEYaeT 3a BbINO/IHEHME
TpebosaHui PCl DSS ana npoueccos
pa3paboTku ceoero MO.




6.2.2 Software development personnel working on bespoke and custom
software are trained at least once every 12 months as follows:

e On software security relevant to their job function and development
languages.

¢ Including secure software design and secure coding techniques.

e Including, if security testing tools are used, how to use the tools for
detecting vulnerabilities in software.

6.2.3 Bespoke and custom software is reviewed prior to being released
into production or to customers, to identify and correct potential
coding vulnerabilities, as follows:

* Code reviews ensure code is developed according to secure coding
guidelines.

e Code reviews look for both existing and emerging software
vulnerabilities.

» Appropriate corrections are implemented prior to release.




6.2.4 Software engineering techniques or other methods are defined
and in use by software development personnel to prevent or mitigate
common software attacks and related vulnerabilities in bespoke and
custom software, including but not limited to the following:

e Injection attacks, including SQL, LDAP , XPath, or other command,
parameter, object, fault, or injection-type flaws.

e Attacks on data and data structures, including attempts to
manipulate buffers, pointers, input data, or shared data.

e Attacks on cryptography usage, including attempts to exploit
weak, insecure, or inappropriate cryptographic implementations,
algorithms, cipher suites, or modes of operation.

e Attacks on business logic, including attempts to abuse or bypass
application features and functionalities through the manipulation
of APls, communication protocols and channels, client- side
functionality, or other system/application functions and
resources. This includes cross-site scripting (XSS) and cross-site
request forgery (CSRF).

e Attacks on access control mechanisms, including attempts to
bypass or abuse identification, authentication, or authorization
mechanisms, or attempts to exploit weaknesses in the
implementation of such mechanisms.

e Attacks via any “high-risk” vulnerabilities identified in the vulnerability
identification process, as defined in Requirement 6.3.1.

6.3 Security vulnerabilities are identified and addressed.




6.3.1 Security vulnerabilities are identified and managed as follows:

* New security vulnerabilities are identified using industry-recognized
sources for security vulnerability information, including alerts from
international and national computer emergency response teams
(CERTs).

e Vulnerabilities are assigned a risk ranking based on industry best
practices and consideration of potential impact.

* Risk rankings identify, at a minimum, all vulnerabilities considered to
be a high-risk or critical to the environment.

e Vulnerabilities for bespoke and custom, and third-party software (for
example operating systems and databases) are covered.

6.3.2 An inventory of bespoke and custom software, and third-party
software components incorporated into bespoke and custom software
is maintained to facilitate vulnerability and patch management.

Mnatdopma Advanced oTBeyaeT 3a
npouecchl yNpaBaeHMA yA3BUMOCTAMM
ANA KOMNOHEHTOB, obecneynsaroLLmnX
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBevaeT 3a npouecchbl
ynpaBaeHna yA3BUMOCTAMM ANA
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




6.3.3 All system components are protected from known vulnerabilities
by installing applicable security patches/updates as follows:

e Critical or high-security patches/updates (identified according to the
risk ranking process at Requirement 6.3.1) are installed within one
month of release.

e All other applicable security patches/updates are installed within an
appropriate time frame as determined by the entity (for example,
within three months of release).




6.4 Public-facing web applications are protected against attacks.

6.4.1 For public-facing web applications, new threats and vulnerabilities
are addressed on an ongoing basis and these applications are protected
against known attacks as follows:

* Reviewing public-facing web applications via manual or automated
application vulnerability security assessment tools or methods as
follows:

— At least once every 12 months and after significant changes.

— By an entity that specializes in application security.

— Including, at a minimum, all common software attacks in Requirement
6.2.4.

— All vulnerabilities are ranked in accordance with requirement 6.3.1.
— All vulnerabilities are corrected.

— The application is re-evaluated after the corrections

OR

e Installing an automated technical solution(s) that continually detects
and prevents web-based attacks as follows:

— Installed in front of public-facing web applications to detect and
prevent web- based attacks.

— Actively running and up to date as applicable.

— Generating audit logs.

— Configured to either block web-based attacks or generate an alert
that is immediately investigated.

Mnatdopma Advanced oTBeyaeT 3a
cobntoaeHune TpebosaHuma PCI DSS B
4acTu 3aWMTbl 06LEeA0CTYMHbIX BEO-
NPUNOXKEHUIN ANA KOMMOHEHTOB,
obecneuymBatoLWmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKMU.

KnneHT oTBeyaeT 3a KOHOUTypauuio n
3aLLNTY COBCTBEHHbIX 06LLEA0CTYNHbIX
Be6-NPUNOKEHWNI, Pa3BEPHYTbIX HA
nnatdopme Advanced.




6.4.2 For public-facing web applications, an automated technical
solution is deployed that continually detects and prevents web-based
attacks, with at least the following:

e |sinstalled in front of public-facing web applications and is configured
to detect and prevent web-based attacks.

e Actively running and up to date as applicable.

e Generating audit logs.

e Configured to either block web-based attacks or generate an alert
that is immediately investigated.

6.4.3 All payment page scripts that are loaded and executed in the
consumer’s browser are managed as follows:

e A method is implemented to confirm that each script is authorized.

e A method is implemented to assure the integrity of each script.

e An inventory of all scripts is maintained with written justification as to
why each is necessary.

TpeboBaHMe HENPUMEHUMO.
Mnatdopma Advanced He paboTaeT c
KapTOYHbIMM AaHHbBIMM.

KnneHT oTBeYaeT 3a KoHPUrypauutio un
3aLLUTY COBCTBEHHbIX NNATEXKHbIX
CTPaHWUL, pa3BEPHYTbIX Ha Naatdopme
Advanced.




6.5 Changes to all system components are managed securely.

6.5.1 Changes to all system components in the production environment
are made according to established procedures that include:

* Reason for, and description of, the change.

e Documentation of security impact.

e Documented change approval by authorized parties.

* Testing to verify that the change does not adversely impact system
security.

* For bespoke and custom software changes, all updates are tested for
compliance with Requirement 6.2.4 before being deployed into
production.

* Procedures to address failures and return to a secure state.

6.5.2 Upon completion of a significant change, all applicable PCI DSS
requirements are confirmed to be in place on all new or changed
systems and networks, and documentation is updated as applicable.

6.5.3 Pre-production environments are separated from production
environments and the separation is enforced with access controls.

6.5.4 Roles and functions are separated between production and pre-
production environments to provide accountability such that only
reviewed and approved changes are deployed.

6.5.5 Live PANs are not used in pre-production environments, except
where those environments are included in the CDE and protected in
accordance with all applicable PCI DSS requirements.

6.5.6 Test data and test accounts are removed from system
components before the system goes into production.

Mnatdopma Advanced oTBeyaeT 3a
BbiNnoNHeHWe TpebosaHuii PCI DSS gna
npoueayp KOHTPONA U3IMEHEHUM
KOMMNOHEeHTOB, obecneymnBaoLLmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBEYaeT 3a BbINOHEHMWE
TpebosaHui PCl DSS B oTHOLWEHUK
BCEX U3MEHEHUIM B KOMMOHEHTAX,
pa3BEPHYTbIX HA N1aTdopme
Advanced.




Implement Strong Access Control Measures

Requirement 7: Restrict Access to System Components and Cardholder Data by Business Need to Know.

PCI DSS Requirements

Advanced

KnueHr

7.1 Processes and mechanisms for restricting access to system components and cardholder data by business nee

d to know are defined and understood.

7.1.1 All security policies and operational procedures that are identified
in Requirement 7 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogumbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

7.1.2 Roles and responsibilities for performing activities in Requirement
7 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHunsa 06a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecneveHne Nb
KOMMNOHEHTOB, HeobXxoaMMbIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

KnAneHT oTBeyaeT 3a BbINOJHEHUE
TpebosaHu PCl DSS B yactn
pacnpegeneHunsa obasaHHOCTEN K
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PA3BEPHYTbIX HA
nnatdopme Advanced.




7.2 Access to system components and data is appropriately defined and assigned.

7.2.1 An access control model is defined and includes granting access as
follows:

* Appropriate access depending on the entity’s business and access
needs.

» Access to system components and data resources that is based on
users’ job classification and functions.

* The least privileges required (for example, user, administrator) to
perform a job function.

7.2.2 Access is assigned to users, including privileged users, based on:
e Job classification and function.

e Least privileges necessary to perform job

responsibilities.

7.2.3 Required privileges are approved by authorized personnel.

7.2.4 All user accounts and related access privileges, including third-
party/vendor accounts, are reviewed as follows:

e At least once every six months.

e To ensure user accounts and access remain

appropriate based on job function.

* Any inappropriate access is addressed.

e Management acknowledges that access remains appropriate.

Mnatdopma Advanced oTseuvaeT 3a
cobntoaeHune tpebosaHuii PCl DSS B
4acTW KOHTPOAA M yNpaBaeHUA
AOCTYNOM A1 KOMMOHEHTOB,
obecneuymBaoLWmnX PyHKUMOHNPOBAHME
cepBunCcoB B 061aCTN OLEHKMW.

KnneHT  oTBevaeT 33  Mpoueccobl
KOHTPONA W yNpaB/ieHMA AOCTYMOM K
KOMMOHEeHTaM, Pa3BEPHYTbIM Ha
nnat¢opme Advanced.




7.2.5 All application and system accounts and related access privileges
are assigned and managed as follows:

* Based on the least privileges necessary for the operability of the
system or application.

* Access is limited to the systems, applications, or processes that
specifically require their use.

7.2.6 All user access to query repositories of stored cardholder data is
restricted as follows:

e Via applications or other programmatic methods, with access and
allowed actions based on user roles and least privileges.

e Only the responsible administrator(s) can directly access or query
repositories of stored CHD.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu ayTeHTUPMKaALMKN U yNpaBAEeHUA
A0CTYMOM ANA KOMMOHEHTOB,
obecneuymBatoLWmnx
bYHKLMOHNPOBaHMeE CEPBUCOB B
061acTN OUEHKMU.

KnneHT oTBeYaeT 3a BbINOHEHMNE
TpebosaHui PCl DSS B yactn
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUPUKALUNM M yNpaBAeHun
AOCTYMOM ANA KOMMOHEHTOB,
pa3BépHyTbIX Ha naatpopme Advanced.

7.3 Access to system components and data is managed via an access control system(s).

7.3.1 An access control system(s) is in place that restricts access based
on a user’s need to know and covers all system components.

7.3.2 The access control system(s) is configured to enforce permissions
assigned to individuals, applications, and systems based on job
classification and function.

7.3.3 The access control system(s) is set to “deny all” by default.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTW KOHTPOANA M yNpaB/ieHuA
A0CTYMOM ANA KOMMOHEHTOB,
obecneymBatoWwmx GyHKLMOHNPOBAHME
cepBmcoB B 061aCTU OLEHKMW.

KnneHT oTBevaeT 3a npouecchbl
KOHTPO/A M yNpaBAeHUA JOCTYNOM K
KOMMNOHEHTaM, Pa3BEPHYTbIM Ha
nnatdopme Advanced.




Requirement 8: Identify Users and Authenticate Access to System

Components.

PCI DSS Requirements

Advanced

KnueHr

8.1 Processes and mechanisms for identifying users and authenticating access to system components are defined

and understood.

8.1.1 All security policies and operational procedures that are identified
in Requirement 8 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogMmbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

8.1.2 Roles and responsibilities for performing activities in Requirement
8 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHunsa 06a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecnevyeHne Nb
KOMMOHEHTOB, HEOOXOANMBIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
TpebosaHu PCl DSS B yactu
pacnpeaeneHunsa obasaHHoOCTEN K
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatpopme Advanced.

8.2 User identification and related accounts for users and administrators

are strictly managed throughout an acc

ount’s lifecycle.

8.2.1 All users are assigned a unique ID before access to system
components or cardholder data is allowed.

Mnatdopma Advanced oTseuvaeT 3a
cobnoaeHune tTpebosaHui PCl DSS B
4acTM KOHTPOAA, ayTEHTUDMKALUN U
ynpaBaeHuna goCcTynom ans
KOMMOHEHTOB, 0becneymBatoLLnxX
GYHKUMOHMPOBaHME CepBUCOB B

KnuneHT oTBevaeT 3a npouecchbl
KOHTPO/S,, MEXaHM3MOB
ayTeHTUPUKaALMU 1 yNpaBaeHuUA
AOCTYMOM K KOMMOHEHTAM,
pa3BEPHYTbIM Ha NnaTdopme
Advanced.

061acTN OUEHKMU.




8.2.2 Group, shared, or generic accounts, or other shared
authentication credentials are only used when necessary on an
exception basis, and are managed as follows:

e Account use is prevented unless needed for an exceptional
circumstance.

e Use is limited to the time needed for the exceptional circumstance.

* Business justification for use is documented.

e Use is explicitly approved by management.

e Individual user identity is confirmed before access to an account is
granted.

e Every action taken is attributable to an individual user.

8.2.3 Additional requirement for service providers only: Service
providers with remote access to customer premises use unique
authentication factors for each customer premises.

TpeboBaHMe HeNPUMEHUMO.

Mo ymonyaHuio cotpyaHukmn Advanced
He UMetoT A0CTYNa K pecypcam
KnneHToB, pacnonoxeHHbIM Ha
nnatdopme Advanced.

KnueHT B cnyyae, ecnun sBnsetca
MOCTaBLLNKOM YC/yr, OTBEYaEeT 33
NCNO/Ib30BaHNE YHUKANbHbIX
QYTEHTUPMKALUMOHHbIX AAHHbIX B
cMcTemMax, pa3BEPHYTbIX Ha naatdopme
Advanced

8.2.4 Addition, deletion, and modification of user IDs, authentication
factors, and other identifier objects are managed as follows:

e Authorized with the appropriate approval.

e Implemented with only the privileges specified on the documented
approval.

8.2.5 Access for terminated users is immediately revoked.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTW KOHTPOANA M YNpaB/ieHuUA
A0CTYMNOM ANA KOMMOHEHTOB,
obecneuymBatoLWmnx
bYHKLMOHUPOBaHME CEPBUCOB B
061acTN oUEHKMU.

KnuneHT oTBevaeT 3a npouecchbl
KOHTPO/A M yNpaBAeHUA JOCTYNOM K
KOMMNOHEHTaM, Pa3BEPHYTbIM Ha
nnatdopme Advanced.




8.2.6 Inactive user accounts are removed or disabled within 90 days of
inactivity.

8.2.7 Accounts used by third parties to access, support, or maintain
system components via remote access are managed as follows:

* Enabled only during the time period needed and disabled when not in
use.

e Use is monitored for unexpected activity.

8.2.8 If a user session has been idle for more than 15 minutes, the user
is required to re-authenticate to re-activate the terminal or session.

8.3 Strong authentication for users and administrators is established and managed.

8.3.1 All user access to system components for users and administrators
is authenticated via at least one of the following authentication factors:
e Something you know, such as a password or passphrase.

e Something you have, such as a token device or smart card.

* Something you are, such as a biometric element.

8.3.2 Strong cryptography is used to render all authentication factors
unreadable during transmission and storage on all system components.

8.3.3 User identity is verified before modifying any authentication
factor.

8.3.4 Invalid authentication attempts are limited by:

e Locking out the user ID after not more than 10

attempts.

» Setting the lockout duration to a minimum of 30 minutes or until the
user’s identity is confirmed.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCI DSS B
4acTu ayTeHTUPMKaALMKN U yNpaBAeHUA
A0CTYMNOM ANA KOMMOHEHTOB,
obecneuymBatoLWmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN oUEHKMU.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHui PCl DSS B yactn
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUPUKALNM M yNpaBAeHun
AOCTYMOM ANA KOMMOHEHTOB,
pa3BépHyTbIX Ha nnaTtpopme Advanced.




8.3.5 If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they are set and reset for each user as follows:
e Set to a unique value for first-time use and upon reset.

* Forced to be changed immediately after the first use.

8.3.6 If passwords/passphrases are used as authentication factors to
meet Requirement 8.3.1, they meet the following minimum level of
complexity:

e A minimum length of 12 characters (or IF the system does not support
12 characters, a minimum length of eight characters).

e Contain both numeric and alphabetic characters.

8.3.7 Individuals are not allowed to submit a new password/passphrase
that is the same as any of the last four passwords/passphrases used.

8.3.8 Authentication policies and procedures are documented and
communicated to all users including:

e Guidance on selecting strong authentication factors.

e Guidance for how users should protect their authentication factors.

e Instructions not to reuse previously used passwords/passphrases.

e Instructions to change passwords/passphrases if there is any suspicion
or knowledge that the password/passphrases have been compromised
and how to report the incident.




8.3.9 If passwords/passphrases are used as the only authentication
factor for user access (i.e., in any single-factor authentication
implementation) then either:

e Passwords/passphrases are changed at least once every 90 days,
OR

» The security posture of accounts is dynamically analyzed, and real-
time access to resources is automatically determined accordingly.

8.3.10 Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication factor for
customer user access to cardholder data (i.e., in any single- factor
authentication implementation), then guidance is provided to customer
users including:

e Guidance for customers to change their user passwords/passphrases
periodically.

¢ Guidance as to when, and under what circumstances,
passwords/passphrases are to be changed.

8.3.10.1 Additional requirement for service providers only: If
passwords/passphrases are used as the only authentication factor for
customer user access (i.e., in any single-factor authentication
implementation) then either:

e Passwords/passphrases are changed at least once every 90 days,
OR

* The security posture of accounts is dynamically analyzed, and real-
time access to resources is automatically determined accordingly.

TpeboBaHMe HeNPUMEHUMO.

Mnatdopma Advanced He
OCYLLECTBAAET AENCTBUMN C
KapTOYHbIMM AaHHbIMM

KnueHT B cnyyae, ecnu apnaetca
NOCTaBLLMKOM YCAyr, OTBEYaeT 3a
dbopmmpoBaHMe N NpeaocTaBaeHne
WMHCTPYKLMIA KAMEHTOB No paboTe ¢
aYTEHTUPUKALMOHHBIMWN AAHHBIMU,
KOTOpbI€ UCNOJIb3YIOTCA B €ro
cucTemax, pa3BEpPHYTbIX Ha
nnatdopme Advanced




8.3.11 Where authentication factors such as physical or logical security
tokens, smart cards, or certificates are used:

e Factors are assigned to an individual user and not shared among
multiple users.

e Physical and/or logical controls ensure only the intended user can use
that factor to gain access.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu ayTeHTUPMKaALMKN U yNpaBAEeHUA
AO0CTYMNOM ANA KOMMOHEHTOB,
obecneuymBatoLWmnx
bYHKLMOHUPOBaHMeE CEPBUCOB B
061acTN OUEHKMU.

KnneHT oTBeYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn
MCNO/Ib30BaHNA MEXaHM3MOB
ayTeHTUPUKaALUNM M yNpaBAeHuUn
AOCTYMOM ANA KOMMOHEHTOB,
pa3BépHyTbIX Ha naatpopme Advanced.

8.4 Multi-factor authentication (MFA) is implemented to secure access into the CDE.

8.4.1 MFA is implemented for all non-console access into the CDE for
personnel with administrative access.

8.4.2 MFA is implemented for all access into the CDE.

8.4.3 MFA is implemented for all remote network access originating
from outside the entity’s network that could access or impact the CDE
as follows:

* All remote access by all personnel, both users and administrators,
originating from outside the entity’s network.

e All remote access by third parties and vendors.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTn MHOrodaKToOpHOM
ayTeHTUOMKaLMKN 1 ynpaBaeHUs
A0CTYMNOM ANA KOMMOHEHTOB,
obecneuymBatoLmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBeYaeT 3a BbINOHEHMNE
TpebosaHui PCl DSS B yactn
NCNONb30BaHMA MHOTOPAKTOPHOM
ayTeHTUPUKaLMM SNA KOMNOHEHTOB,
pa3BépHyTbIX Ha naaTdpopme Advanced.




8.5 Multi-factor authentication (MFA) systems are configured to prevent misuse.

8.5.1 MFA systems are implemented as follows:

e The MFA system is not susceptible to replay

attacks.

* MFA systems cannot be bypassed by any users, including
administrative users unless specifically documented, and authorized by
management on an exception basis, for a limited time period.

e At least two different types of authentication factors are used.

e Success of all authentication factors is required before access is
granted.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCI DSS B
4acTn MHOrodaKToOpHOM
ayTeHTUOMKaLMKN N ynpaBaeHUs
AO0CTYMOM ANA KOMMOHEHTOB,
obecneuymBatoLmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBEYaeT 3a BbINOHEHMWE
TpebosaHui PCl DSS B yactn
NCNOAb30BaHMA MHOTOPAKTOPHOM
ayTeHTUPUKaALMM SNA KOMNOHEHTOB,
pa3BEpHYTbIX Ha NaaTdpopme Advanced.

8.6 Use of application and system accounts and associated authentication factors is strictly managed.

8.6.1 If accounts used by systems or applications can be used for
interactive login, they are managed as follows:

e Interactive use is prevented unless needed for an exceptional
circumstance.

e Interactive use is limited to the time needed for the exceptional
circumstance.

e Business justification for interactive use is documented.

* Interactive use is explicitly approved by management.

e Individual user identity is confirmed before access to account is
granted.

e Every action taken is attributable to an individual user.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTn MHOrodaKToOpHOM
ayTeHTUOMKaLMKN 1 ynpaBaeHns
A0CTYMNOM ANA KOMMOHEHTOB,
obecneuymBatoLWmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBeYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn
NCNOAb30BaHMA MHOTOPAKTOPHOM
ayTeHTUPUKaLMM SNA KOMNOHEHTOB,
pa3BEpHYTbIX Ha NaaTdpopme Advanced.




8.6.2 Passwords/passphrases for any application and system accounts
that can be used for interactive login are not hard coded in scripts,
configuration/property files, or bespoke and custom source code.

8.6.3 Passwords/passphrases for any application and system accounts
are protected against misuse as follows:

e Passwords/passphrases are changed periodically (at the frequency
defined in the entity’s targeted risk analysis, which is performed
according to all elements specified in Requirement 12.3.1) and upon
suspicion or confirmation of compromise.

 Passwords/passphrases are constructed with sufficient complexity
appropriate for how frequently the entity changes the
passwords/passphrases.




Requirement 9: Restrict Physical Access to Cardholder Data.

PCI DSS Requirements

Advanced

KnueHr

9.1 Processes and mechanisms for restricting physical access to cardholder data are defined and understood.

9.1.1 All security policies and operational procedures that are identified
in Requirement 9 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogMmbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

9.1.2 Roles and responsibilities for performing activities in Requirement
9 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHunsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecneveHne Nb
KOMMNOHEHTOB, HeobXxoaMMbIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

KnAneHT oTBeyaeT 3a BbINOJHEHUE
TpebosaHui PCl DSS B yactn
pacnpegeneHunsa obasaHHOCTEN K
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PA3BEPHYTbLIX HA
nnatpopme Advanced.




9.2 Physical access controls manage entry into facilities and systems containing cardholder data.

9.2.1 Appropriate facility entry controls are in place to restrict physical
access to systems in the CDE.

9.2.2 Physical and/or logical controls are implemented to restrict use of
publicly accessible network jacks within the facility.

9.2.3 Physical access to wireless access points, gateways,
networking/communications hardware, and telecommunication lines
within the facility is restricted.

9.2.4 Access to consoles in sensitive areas is restricted via locking when
not in use.

Mnatdopma Advanced obecneunsaet
¢dun3myeckyto 6e3onacHoOCTb gaTta-
LEHTPOB, B KOTOPbIX PACMONOXKEHbI
KOMMNOHEHTbI, HeobxoanMble ana
GYHKLMOHNPOBAHMA CEPBUCOB B
061acTN OUEHKM.

TpeboBaHMe HENPUMEHUMO, KpOME
CNy4aeB PACMOIOKEHNA CUCTEMDI,
OTHOCALEeNCcA K obnactu aencrTeua
ctaHpapta PCI DSS B TOM umncne BHe
MHOPACTPYKTYpbI NAaTPopMbl
Advanced.

9.3 Physical access for personnel and visitors is authorized and managed




9.3.1 Procedures are implemented for authorizing and managing
physical access of personnel to the CDE, including:

e |[dentifying personnel.

* Managing changes to an individual’s physical

access requirements.

* Revoking or terminating personnel identification.

e Limiting access to the identification process or system to authorized
personnel.

Mnatdopma Advanced obecneunsaet
¢dur3mnyeckyto 6e3onacHoCTb gaTta-
LEHTPOB, B KOTOPbIX PACMONOXKEHbI
KOMMNOHEHTbI, Heobxoanmble Ana
GYHKLMOHNPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

TpeboBaHMe HENPUMEHUMO, KpOME
CNy4aeB PACMO/IOKEHNA CUCTEMDI,
OTHOCALLEeNCcA K obnactu aencrTeua
ctaHgapta PCI DSS B Tom uncne BHe
NHOPACTPYKTYpbl NAaTPopMbl
Advanced.




9.3.2 Procedures are implemented for authorizing and managing visitor
access to the CDE, including:

e Visitors are authorized before entering.

e Visitors are escorted at all times.

e Visitors are clearly identified and given a badge or other identification
that expires.

* Visitor badges or other identification visibly distinguishes visitors from
personnel.

9.3.3 Visitor badges or identification are surrendered or deactivated
before visitors leave the facility or at the date of expiration.

9.3.4 A visitor log is used to maintain a physical record of visitor activity
within the facility and within sensitive areas, including:

* The visitor’'s name and the organization represented.

e The date and time of the visit.

e The name of the personnel authorizing physical

access.

e Retaining the log for at least three months, unless otherwise
restricted by law.

9.4 Media with cardholder data is securely stored, accessed, distributed, and destroyed.

9.4.1 All media with cardholder data is physically secured.

Mnatdopma Advanced obecneunsaer
BbiNnosHeHWe TpebosaHui PCl DSS B
yactu pM3nYeckomn besonacHOCTH
[aTa-UeHTPOB U HocuTenemn

KnneHT oTBeyvaeT 3a 3aWwmTty
dU3NYECKMX HOCUTENEM AaHHbIX,
KOHTPO/Ib XPaHEHUA/YHUUTOXKEHUA U
ynpasaeHune AO0CTYyNOM K HOCUTEeNAM




9.4.2 All media with cardholder data is classified in accordance with the
sensitivity of the data.

9.4.3 Media with cardholder data sent outside the facility is secured as
follows:

e Media sent outside the facility is logged.

e Media is sent by secured courier or other

delivery method that can be accurately tracked.

e Offsite tracking logs include details about media location.

9.4.4 Management approves all media with cardholder data that is
moved outside the facility (including when media is distributed to
individuals).

9.4.5 Inventory logs of all electronic media with cardholder data are
maintained.

9.4.6 Hard-copy materials with cardholder data are destroyed when no
longer needed for business or legal reasons, as follows:

e Materials are cross-cut shredded, incinerated, or pulped so that
cardholder data cannot be reconstructed.

e Materials are stored in secure storage containers prior to destruction.

nHdopmaummn, cogepalmnx gaHHble
KnneHToB, AN KOMMOHEHTOB,
obecneumnBatoLmx
dYHKUMOHUPOBAHME CEPBUCOB B
061acTN OUEHKM.

OAHHbIX, ECIN TaKMe NPUMEHSAIOTCA B
npoueccax 06paboTKN gaHHbIX
NnAaTeXHbIX KapT.




9.4.7 Electronic media with cardholder data is destroyed when no
longer needed for business or legal reasons via one of the following:
* The electronic media is destroyed.

* The cardholder data is rendered unrecoverable

so that it cannot be reconstructed.

9.5 Point-of-interaction (POI) devices are protected from tampering and

unauthorized substitution.

9.5.1 POl devices that capture payment card data via direct physical
interaction with the payment card form factor are protected from
tampering and unauthorized substitution, including the following:
e Maintaining a list of POI devices.

e Periodically inspecting POI devices to look for tampering or
unauthorized substitution.

e Training personnel to be aware of suspicious behavior and to report
tampering or unauthorized substitution of devices.

TpeboBaHWe HENPUMEHMMO.

KnneHT oTBeYaeT 3a 3aLLMTY YCTPOUCTB,
CYMTBLIBAIOLWMX AaHHbIE C MIATEXKHbIX
KapT nyTém npamoro ¢u3n4eckoro
B3aMMOAENCTBMA C KAPTOM.




Regularly Monitor and Test Networks

Requirement 10: Log and Monitor All Access to System Components and Cardholder Data.

PCI DSS Requirements

Advanced

KnueHr

10.1 Processes and mechanisms for logging and monitoring all access to

system components and cardholder data are defined and understood.

10.1.1 All security policies and operational procedures that are
identified in Requirement 10 are:

e Documented.

e Kept up to date.

e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoaMmblx TpeboBaHM K
npoueayp cornacHo TpeboBaHMAM
PCI DSS.

KnAneHT oTBeyaeT 3a BbINOJHEHUE
HeobxogMmbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHbIe NNATEXKHbIX KapT.

10.1.2 Roles and responsibilities for performing activities in
Requirement 10 are documented, assigned, and understood.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpeaeneHnsa 06A3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecneveHne Nb
KOMMOHEHTOB, HEOOXOANMBIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

KnneHT oTBeYaeT 3a BbINOJHEHUE
TpebosaHu PCl DSS B yactn
pacnpegeneHna obasaHHoCcTEN M
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatpopme Advanced.

10.2 Audit logs are implemented to support the detection of anomalies and suspicious activity, and the forensic analysis of events.

10.2.1 Audit logs are enabled and active for all system components and
cardholder data.

Mnatdopma Advanced oTseuvaeT 3a
cobnoaeHune TpebosaHui PCl DSS B

KnneHT oTBEYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn




10.2.2 Audit logs record the following details for each auditable event:
e User identification.

* Type of event.

e Date and time.

e Success and failure indication.

e Origination of event.

e |dentity or name of affected data, system component, resource, or
service (for example, name and protocol).

YacTU perncTpaunm HeobxoANMbIX
TMNOB COObLITUA AN KOMMOHEHTOB,
obecneuymBatoLWmnx
dYHKLMOHMPOBAHNE CEPBUCOB B
061acTN OUEHKM.

perncTpauym HeobxoAMMbIX TUMOB
cobbITUI AN KOMMNOHEHTOB,
pa3BépHyTbIX Ha nnaTtdopme Advanced

10.3 Audit logs are protected from destruction and unauthorized modifications.

10.3.1 Read access to audit logs files is limited to those with a job-
related need.

10.3.2 Audit log files are protected to prevent modifications by
individuals.

10.3.3 Audit log files, including those for external- facing technologies,
are promptly backed up to a secure, central, internal log server(s) or
other media that is difficult to modify.

Mnatdopma Advanced oTseuvaeT 3a
cobntoaeHune tpebosaHuii PCl DSS B
4acTW 3aLLUTBI XKYPHANOB perncTpaumm
cobbITUI ANA KOMMOHEHTOB,
obecneymBatoWwmx GyHKLMOHNPOBAHNE
cepBunCcoB B 061aCTN OLEHKMW.

KnneHT oTBEYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B 4acTu 3awwmThbI
KYPHaANoB perncrpaymm cobbitnin ana
KOMMOHEHTOB, Pa3BéPHYTbIX Ha
nnatdopme Advanced.




10.3.4 File integrity monitoring or change-detection mechanisms is used
on audit logs to ensure that existing log data cannot be changed
without generating alerts.

10.4 Audit logs are reviewed to identify anomalies or suspicious activity.

10.4.1 The following audit logs are reviewed at least once daily:

e All security events.

e Logs of all system components that store,

process, or transmit CHD and/or SAD.

e Logs of all critical system components.

e Logs of all servers and system components that perform security
functions (for example, network security controls, intrusion-detection

systems/intrusion-prevention systems (IDS/IPS), authentication
servers).

10.4.2 Logs of all other system components (those not specified in
Requirement 10.4.1) are reviewed periodically.

10.4.3 Exceptions and anomalies identified during the review process
are addressed.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune TpebosaHuii PCl DSS B
4acTu NPOBEPKN N aHaANM3a
3apPerncTpuUpoBaHHbIX COObITUI ANns
KOMMNOHEHTOB, 06ecneyYmBatoLLnX
OYHKUMOHUPOBAHME CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBEYaeT 3a BbINONHEHMWE
TpebosaHui PCI DSS B 4acTn npoBepKu
N aHaNn3a 3aperncTpPUpPoOBaHHbIX
CObbITUI AN KOMMOHEHTOB,
pa3BEPHYTbIX Ha NaaTdopme
Advanced.




10.5 Audit log history is retained and available for analysis.

10.5.1 Retain audit log history for at least 12 months, with at least the
most recent three months immediately available for analysis.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune TpebosaHuii PCl DSS B
4acTW XpPaHEHWA 3aPerncTPMPOBAHHDIX
cobbITUI AN KOMMNOHEHTOB,
obecneymBatoWwmx GyHKLMOHNPOBAHNE
cepBunCcoB B 06/1aCTM OLEHKM.

KnneHT oTBEYaeT 3a BbINOHEHMWE
TpebosaHui PCl DSS B 4yacTu xpaHeHuA
3aperncTpUpPOoOBaHHbIX COBbLITUI ANA
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.

10.6 Time-synchronization mechanisms support consistent time settings

across all systems.

10.6.1 System clocks and time are synchronized using time-
synchronization technology.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCI DSS B
4acTU CUHXPOHU3ALUW BPEMEHU ANA
KOMMNOHEHTOB, 06ecne4YmBatoLLnX
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBEYaeT 3a BbINOHEHMWE
TpebosaHui PCl DSS B yactn
CUHXPOHU3ALNN BPEMEHU ANA
KOMMOHEHTOB, Pa3BEPHYTbIX HA
nnatdopme Advanced.




10.6.2 Systems are configured to the correct and consistent time as
follows:

* One or more designated time servers are in use.

* Only the designated central time server(s)

receives time from external sources.

* Time received from external sources is based on International Atomic
Time or Coordinated Universal Time (UTC).

* The designated time server(s) accept time updates only from specific
industry-accepted external sources.

* Where there is more than one designated time server, the time
servers peer with one another to keep accurate time.

e Internal systems receive time information only from designated
central time server(s).

10.6.3 Time synchronization settings and data are protected as follows:
e Access to time data is restricted to only personnel with a business
need.

e Any changes to time settings on critical systems are logged,
monitored, and reviewed.




10.7 Failures of critical security control systems are detected, reported, and responded to promptly.

10.7.1 Additional requirement for service providers only: Failures of
critical security control systems are detected, alerted, and addressed

promptly, including but not limited to failure of the following critical
security control systems:

e Network security controls.

e IDS/IPS.

e FIM.

e Anti-malware solutions.

e Physical access controls.

e Logical access controls.

 Audit logging mechanisms.

e Segmentation controls (if used).

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTn GMKCcaLMK 1 BbIABNIEHMA OTKA30B
CUCTeM KOHTpoNs 6e30nacHOCTU gnA
KOMMNOHEHTOB, 06ecneyYmBatoLLnX
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KAneHT, ABNAoWmMNCcAa NoCTaBLLNKOM
ycnyr, obecneumsaeT cobntogeHune
TpebosaHum PCl DSS B yactn Ppukcaymm
1 BbIAB/IEHMA OTKA30B CUCTEM
KOHTpOJ1a 6e30nacHOCTU Ann
KOMMOHEHTOB, Pa3BEPHYTbIX HA
nnatopme Advanced




10.7.2 Failures of critical security control systems are detected, alerted,
and addressed promptly, including but not limited to failure of the
following critical security control systems:

e Network security controls.

* IDS/IPS.

* Change-detection mechanisms.

e Anti-malware solutions.

* Physical access controls.

e Logical access controls.

* Audit logging mechanisms.

e Segmentation controls (if used).

e Audit log review mechanisms.

e Automated security testing tools (if used).

10.7.3 Failures of any critical security controls systems are responded to
promptly, including but not limited to:

* Restoring security functions.

e |[dentifying and documenting the duration (date

and time from start to end) of the security failure.

e |[dentifying and documenting the cause(s) of failure and documenting
required remediation.

e |[dentifying and addressing any security issues that arose during the
failure.

e Determining whether further actions are required as a result of the
security failure.

e Implementing controls to prevent the cause of failure from
reoccurring.

* Resuming monitoring of security controls.

KnueHT oTBeYaeT 3a BbINOJIHEHUE
TpebosaHui PCl DSS B 4actu pumkcaumm
N BbIABNEHWNA OTKA30B CUCTEM
KOHTpoAs 6e3onacHoOCTK Ann
KOMMOHEHTOB, pPa3BEPHYTbLIX Ha
nnatdopme Advanced.




Requirement 11: Test Security of Systems and Networks Regularly.

PCI DSS Requirements

Advanced

KnueHr

11.1 Processes and mechanisms for regularly testing security of systems

and networks are defined and understood.

11.1.1 All security policies and operational procedures that are
identified in Requirement 11 are:
e Documented.

e Kept up to date.
e |n use.

e Known to all affected parties.

Mnatdopma Advanced, gna
cepBmcoB B 061aCTU OLEHKM,
obecneymBaeT BbINOJIHEHWNE BCEX
HeobxoamMmbix TpeboBaHWUIN M
npoueayp cornacHo TpebosaHMAM
PCI DSS.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
HeobxogMmbIx Npouenyp ANA
KOMMNoHeHTOoB, 0bpabaTbiBatoLmx
OaHHble NNATEXKHbIX KapT.

11.1.2 Roles and responsibilities for performing activities in
Requirement 11 are documented, assigned, and understood.

Mnatdopma Advanced oTseyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHnsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecnevyeHne Nb
KOMMOHEHTOB, HeobxoAMmMbIX AnA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN oUEHKMU.

KnAneHT oTBeYaeT 3a BbINOJHEHUE
TpebosaHu PCl DSS B yactn
pacnpegeneHunsa obasaHHoOCTEN K
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PA3BEPHYTbLIX HA
nnatpopme Advanced.




11.2 Wireless access points are identified and monitored, and unauthorized wireless access points are addressed.

11.2.1 Authorized and unauthorized wireless access points are managed
as follows:

* The presence of wireless (Wi-Fi) access points is tested for,

e All authorized and unauthorized wireless access points are detected
and identified,

» Testing, detection, and identification occurs at least once every three
months.

e [f automated monitoring is used, personnel are notified via generated
alerts.

11.2.2 An inventory of authorized wireless access points is maintained,
including a documented business justification.

Mnatdopma Advanced oTseuvaeT 3a
cobnopeHune Tpebosanuit PCl DSS B
4yacTm obHapyKeHmA K
NOEeHTUPMKaLLMN aBTOPM30BAHHbIX U
HeaBTOPM30BaHHbIX 6ecnpPoBOAHbIX
TOYEK A0CTYNa AN KOMMNOHEHTOB,
obecneumnBatoLmx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

TpeboBaHMe HENPUMEHUMO, KpOME
CNy4aeB PACMOIOKEHNA CUCTEMDI,
OTHOCALEeNCcA K obnactu aencrTeua
ctaHgapta PCI DSS B Tom uncne BHe
MHOPACTPYKTYpbI NAaTPopMbl
Advanced.

11.3 External and internal vulnerabilities are regularly identified, prioriti

zed, and addressed.

11.3.1 Internal vulnerability scans are performed as follows:

e At least once every three months.

e High-risk and critical vulnerabilities (per the entity’s vulnerability risk
rankings defined at Requirement 6.3.1) are resolved.

* Rescans are performed that confirm all high- risk and critical
vulnerabilities (as noted above) have been resolved.

e Scan tool is kept up to date with latest vulnerability information.

e Scans are performed by qualified personnel and organizational
independence of the tester exists.

Mnatdopma Advanced oTseyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu perynapHoro nposeaeHms
BHeLWHMX ASV-CKaHMPOBaHUM,
BHYTPEHHUX CKAHNPOBAHWN
6e30nacHOCTH, a TaKKe yCTpaHeHuA
HaNZEeHHbIX yA3BMMOCTEN ANs
KOMMNOHEHTOB, 06ecneyYmBatoLLnNX
GYHKLMOHUPOBaHME CEPBUCOB B

KnneHT oTBEYaeT 3a BbINONHEHMWE
TpebosaHui PCI DSS B yactu
perynapHoro npoBeaeHUsa BHELWHMX
ASV-CKaHWPOBAHWUM, BHYTPEHHMUX

CKaHMpPOBaHMI 6e30MacHOCTH, a TaKXKe

YCTPAHEHWA HANAEHHbIX YA3BUMOCTEN
AN KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatdopme Advanced.




11.3.2 External vulnerability scans are performed as follows:

e At least once every three months.

* By a PCI SSC Approved Scanning Vendor (ASV).

* Vulnerabilities are resolved and ASV Program

* Guide requirements for a passing scan are met.

* Rescans are performed as needed to confirm that vulnerabilities are
resolved per the ASV Program Guide requirements for a passing scan.

061aCcTN OUEHKM.

11.4 External and internal penetration testing is regularly performed, an

d exploitable vulnerabilities and security weaknesses are corrected.

11.4.1 A penetration testing methodology is defined, documented, and
implemented by the entity, and includes:

e Industry-accepted penetration testing approaches.

e Coverage for the entire CDE perimeter and critical systems.

e Testing from both inside and outside the network.

e Testing to validate any segmentation and scope- reduction controls.
e Application-layer penetration testing to identify, at a minimum, the
vulnerabilities listed in Requirement 6.2.4.

* Network-layer penetration tests that encompass all components that
support network functions as well as operating systems.

* Review and consideration of threats and vulnerabilities experienced in
the last 12 months.

e Documented approach to assessing and addressing the risk posed by
exploitable vulnerabilities and security weaknesses found during
penetration testing.

* Retention of penetration testing results and remediation activities
results for at least 12 months.

Mnatdopma Advanced oTseyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu perynapHoro NnposeaeHms
BHELIHWUX U BHYTPEHHUX TECTUPOBAHUM
Ha NPOHMKHOBEHWE, A TaKKe
YyCTPaHEHWA HANAEHHbIX HeAOCTAaTKOB
ANA KOMNOHEHTOB, obecneynsaroLLmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061aCcTN OUEHKM.

KnneHT oTBeYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn
perynapHoro npoBeaeHUsA BHELWHUX U
BHYTPEHHUX TECTUPOBAHMM Ha
NPOHMKHOBEHME, @ TaKXKe YCTPAHEHUA
HaWAEeHHbIX He4OCTATKOB ANA
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




11.4.2 Internal penetration testing is performed:
* Per the entity’s defined methodology,

e At least once every 12 months

e After any significant infrastructure or application upgrade or change

e By a qualified internal resource or qualified external third-party

e Organizational independence of the tester exists (not required to be a
QSA or ASV).

11.4.3 External penetration testing is performed:

e Per the entity’s defined methodology

e At least once every 12 months

e After any significant infrastructure or application upgrade or change

* By a qualified internal resource or qualified external third party

e Organizational independence of the tester exists (not required to be a
QSA or ASV).

11.4.4 Exploitable vulnerabilities and security weaknesses found during
penetration testing are corrected as follows:

e In accordance with the entity’s assessment of the risk posed by the
security issue as defined in Requirement 6.3.1.

* Penetration testing is repeated to verify the corrections.




11.4.5 If segmentation is used to isolate the CDE from other networks,
penetration tests are performed on segmentation controls as follows:
* At least once every 12 months and after any changes to segmentation
controls/methods

e Covering all segmentation controls/methods in use.

e According to the entity’s defined penetration testing methodology.

e Confirming that the segmentation controls/methods are operational
and effective, and isolate the CDE from all out-of-scope systems.

e Confirming effectiveness of any use of isolation to separate systems
with differing security levels (see Requirement 2.2.3).

e Performed by a qualified internal resource or qualified external third
party.

e Organizational independence of the tester exists (not required to be a
QSA or ASV).

11.4.6 Additional requirement for service providers only: If
segmentation is used to isolate the CDE from other networks,
penetration tests are performed on segmentation controls as follows:
At least once every six months and after any changes to segmentation
controls/methods.

e Covering all segmentation controls/methods in use.

e According to the entity’s defined penetration testing methodology.

e Confirming that the segmentation controls/methods are
operational and effective, and isolate the CDE from all out-of-scope

KnuneHT, ABnatowmMimnca NnocTaBLLMKOM
yCNyr, OTBEYAET 3a BbINOJHEHMNE
TpebosaHui PCl DSS B yactn
npoBeAeHMA TecTa Ha
NPOHMKHOBEHME ANA MEXAHU3MOB
CermeHTaLnK, a TakkKe yCTpaHeHus
HaWAEeHHbIX He4OCTATKOB ANA
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




systems.Confirming effectiveness of any use of isolation to separate
systems with differing security levels (see Requirement 2.2.3).

e Performed by a qualified internal resource or qualified external third
party.

e Organizational independence of the tester exists (not required to be a
QSA or ASV).

11.4.7 Additional requirement for multi-tenant service providers only:
Multi-tenant service providers support their customers for external
penetration testing per Requirement 11.4.3 and 11.4.4.

B cnyyae HeobxoammocTtun, nnatpopma
Advanced oKa3blBaeT NoaaepKKy
KAWEHTaM Npu NpoBeAEeHUN BHELLIHEro
TecTa Ha NPOHUKHOBEHME.

TpeboBaHMe HENPUMEHUMO

11.5 Network intrusions and unexpected file changes are detected and r

esponded to.

11.5.1 Intrusion-detection and/or intrusion- prevention techniques are
used to detect and/or prevent intrusions into the network as follows:
e All traffic is monitored at the perimeter of the CDE.

e All traffic is monitored at critical points in the CDE.

* Personnel are alerted to suspected compromises.

e All intrusion-detection and prevention engines, baselines, and
signatures are kept up to date.

Mnatdopma Advanced oTseuvaeT 3a
cobntoaeHune TpebosaHui PCl DSS B
4acTM UCMNO/Ib30BaHMA METOA0B U
cmcTem
obHapyKeHusa/NpeaoTBpaLLEHUS
BTOPYKEHWUI A9 KOMMOHEHTOB,
obecneuymBatoLWmnx
GYHKUMOHMPOBaHME CepBUCOB B
061acTN OUEHKM.

KnuneHT oTBEYaeT 3a BbINONHEHME
TpebosaHuit PCl DSS B yactu
NCNONb30BaHMA METOL0B U CUCTEM
0bHapyeHMsa/npeaoTBpaLLeHms
BTOPYKEHWUI A1 KOMMNOHEHTOB,
pa3BEPHYTbIX Ha NaaThpopme
Advanced.




11.5.2 A change-detection mechanism (for example, file integrity
monitoring tools) is deployed as follows:

e To alert personnel to unauthorized modification (including changes,
additions, and deletions) of critical files.

* To perform critical file comparisons at least once weekly.

11.6 Unauthorized changes on payment pages are detected and responded to.

11.6.1 A change- and tamper-detection mechanism is deployed as
follows:

* To alert personnel to unauthorized modification (including indicators
of compromise, changes, additions, and deletions) to the HTTP headers
and the contents of payment pages as received by the consumer
browser.

e The mechanism is configured to evaluate the received HTTP header
and payment page.

* The mechanism functions are performed as follows:

— At least once every seven days

OR

— Periodically (at the frequency defined in the entity’s targeted risk
analysis, which is performed according to all elements specified in
Requirement 12.3.1).

TpeboBaHMe HeNPUMEHUMO.
Mnatdopma Advanced He paboTaeT c
KapTOYHbIMM AAHHbIMM.

KnneHT oTBeYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn
NCNO/Ib30BaHMA MEXaHM3MOB KOHTPONA
LEeNoCTHOCTM GaliNoB NAATEXKHbBIX
CTpaHMUL, AN KOMNOHEHTOB,
pa3BEPHYTbIX Ha NhaTdopme
Advanced.




Maintain an Information Security Policy

Requirement 12: Support Information Security with Organizational Policies and Programs.

PCI DSS Requirements

Advanced

KnueHr

12.1 A comprehensive information security policy that governs and provides direction for protection of the entity’s information assets is known

and current.

12.1.1 An overall information security policy is:

e Established.

e Published.

e Maintained.

e Disseminated to all relevant personnel, as well as to relevant vendors
and business partners.

12.1.2 The information security policy is:

* Reviewed at least once every 12 months.

e Updated as needed to reflect changes to business objectives or risks
to the environment.

Mnatdopma Advanced oTseuvaeT 3a
BbiNnosHeHWe TpebosaHui PCl DSS B
yacTu paspaboTku, cobaoaeHns
NONNTMKKM 6E30MaCHOCTUN N APYruX
npoueayp obecneyexma Ub
KOMMNOHEHTOB, HeobXxoaMMbIX ANA
GYHKLMOHNPOBAHMA CEPBUCOB B
061acTN OUEHKMU.

KnneHT oTBeYaeT 3a BbINOJHEHUE
TpebosaHu PCl DSS B yactu
pa3paboTkn, cobnogeHnA NOAUTUKN
6e3onacHOCT 1 Apyrux npoueayp
obecneyeHuna Ub ans KOMNOHEHTOB,
pa3BEPHYTbIX Ha NaaThopme
Advanced.

12.1.3 The security policy clearly defines information security roles and
responsibilities for all personnel, and all personnel are aware of and
acknowledge their information security responsibilities.

12.1.4 Responsibility for information security is formally assigned to a
Chief Information Security Officer or other information security
knowledgeable member of executive management.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
YyacTu pacnpegeneHnsa o6a3aHHOCTEN U
OTBETCTBEHHOCTM 3a obecnevyeHne Nb
KOMMOHEHTOB, HEOOX0OANMBIX ANA
OYHKUMOHUPOBAHMA CEPBUCOB B
061acTN oUEHKMU.

KnAneHT oTBeyaeT 3a BbINOJHEHUE
TpebosaHu PCl DSS B yactn
pacnpegeneHuna obasaHHOCTEN K
OTBETCTBEHHOCTM 3a obecneveHne UB
0N KOMNOHEHTOB, PA3BEPHYTbLIX HA
nnatpopme Advanced.




12.2 Acceptable use policies for end-user technologies are defined and implemented.

12.2.1 Acceptable use policies for end-user technologies are
documented and implemented, including:

e Explicit approval by authorized parties.

e Acceptable uses of the technology.

e List of products approved by the company for employee use, including
hardware and software.

Mnatdopma Advanced oTseuvaeT 3a
cobntoaeHune TpebosaHui PCl DSS B
4acTM UCMNOJIb30BAHMA KPUTUYHBIX
TEXHONOTUIM ANA KOMNOHEHTOB,
obecneymBatoLWmnx
GYHKUMOHMPOBaHME CepBUCOB B
061acTN OUEHKMU.

KnneHT oTBeYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn
NCNO/Ib30BaHMA KPUTUYHBIX
TEXHONIOTUIM ANA KOMMOHEHTOB,
pa3BEPHYTbIX Ha NaaTdopme
Advanced.

12.3 Risks to the cardholder data environment are formally identified, evaluated, and managed.

12.3.1 Each PCI DSS requirement that provides flexibility for how
frequently it is performed (for example, requirements to be performed
periodically) is supported by a targeted risk analysis that is documented
and includes:

* |[dentification of the assets being protected.

e |[dentification of the threat(s) that the requirement

is protecting against.

e |dentification of factors that contribute to the likelihood and/or
impact of a threat being realized.

* Resulting analysis that determines, and includes justification for, how
frequently the requirement must be performed to minimize the
likelihood of the threat being realized.

* Review of each targeted risk analysis at least once every 12 months to
determine whether the results are still valid or if an updated risk
analysis is needed.

e Performance of updated risk analyses when needed, as determined by
the annual review.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu npoueayp LeneBoin OUeHKM
PUCKOB A1 KOMMOHEHTOB,
obecneymBatoWwmx GyHKLMOHNPOBAHME
cepBmcoB B 061aCTU OLEHKMW.

KnueHT oTBEeYaeT 3a BbINOJIHEHUE
TpebosaHui PCl DSS B 4acTtu npoueayp
LeneBon oUueHKN PUCKOB Ans
KOMMOHEHTOB, Pa3BEPHYTbLIX Ha
nnatdopme Advanced.




12.3.2 A targeted risk analysis is performed for each PCI DSS
requirement that the entity meets with the customized approach, to
include:

e Documented evidence detailing each element specified in Appendix
D: Customized Approach (including, at a minimum, a controls matrix
and risk analysis).

e Approval of documented evidence by senior management.

e Performance of the targeted analysis of risk at least once every 12
months.

12.3.3 Cryptographic cipher suites and protocols in use are documented
and reviewed at least once every 12 months, including at least the
following:

e An up-to-date inventory of all cryptographic cipher suites and
protocols in use, including purpose and where used.

e Active monitoring of industry trends regarding continued viability of
all cryptographic cipher suites and protocols in use.

e A documented strategy to respond to anticipated changes in
cryptographic vulnerabilities.

12.3.4 Hardware and software technologies in use are reviewed at least
once every 12 months, including at least the following:

e Analysis that the technologies continue to receive security fixes from
vendors promptly.

 Analysis that the technologies continue to support (and do not
preclude) the entity’s PCI DSS compliance.

e Documentation of any industry announcements or trends related to a
technology, such as when a vendor has announced “end of life” plans
for a technology.

e Documentation of a plan, approved by senior management, to
remediate outdated technologies, including those for which vendors
have announced “end of life” plans.




12.4 PCI DSS compliance is managed.

12.4.1 Additional requirement for service providers only: Responsibility
is established by executive management for the protection of
cardholder data and a PCI DSS compliance program to include:

e Overall accountability for maintaining PCI DSS compliance.

e Defining a charter for a PCI DSS compliance program and
communication to executive management.

Mnatdopma Advanced oTseuvaeT 3a
BbINOJIHEHME NPOrPaMMbl
cooTBeTcTBMA TpebosaHmam PCl DSS
ANA KOMNOHEHTOB, obecneynsaroLLmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061acTN OUEHKM.

KAWHT, ABNAIOWMINCA NOCTABLLMKOM
yCNyr, OTBEYAET 3a BbINOJIHEHME
NPOrpaMmbl COOTBETCTBUA
TpebosaHmam PCl DSS ana
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatpopme Advanced.

12.4.2 Additional requirement for service providers only: Reviews are
performed at least once every three months to confirm that personnel
are performing their tasks in accordance with all security policies and
operational procedures. Reviews are performed by personnel other
than those responsible for performing the given task and include, but
are not limited to, the following tasks:

e Daily log reviews.

 Configuration reviews for network security

controls.

e Applying configuration standards to new systems.

* Responding to security alerts.

e Change-management processes.

Mnatdopma Advanced oTseuvaeT 3a
nposeaeHne Nepmoanyeckmx
NPOBEPOK BbINONHEHUA TpeboBaHW
PCI DSS gna KOMNOHEHTOB,
obecneuymBaoWmnX PyHKUMOHNPOBAHME
cepBunCcoB B 061aCTN OLEHKMW.

KAWHT, ABNAIOWMINCA NOCTABLLMKOM
yCnyr, oTBeYaeT 3a nposeseHne
nepuoamyecknx NPoBepoK
BbINONHeHWA TpebosaHui PCl DSS ana
KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced.




12.5 PCI DSS scope is documented and validated.

12.5.1 An inventory of system components that are in scope for PCI
DSS, including a description of function/use, is maintained and kept
current.

Mnatdopma Advanced obecneunsaet
BbIMOJIHEHME Npoueayp y4ETa ans
KOMMNOHEHTOB, obecrnevymBaroLLmx
dYHKLMOHMPOBAHNE CEPBUCOB B
061acTN OUEHKM.

KnneHT oTBeYaeT 3a BeaeHUe KypHana
Yy4éTa KOMMNOHEHTOB, Pa3BEPHYTbIX Ha
nnatdopme Advanced n BxoaaLmx B
061acTb OLLEHKM COOTBETCTBMA
ctaHgapty PCI DSS.

12.5.2 PCI DSS scope is documented and confirmed by the entity at
least once every 12 months and upon significant change to the in-scope
environment. At a minimum, the scoping validation includes:

e |dentifying all data flows for the various payment stages (for example,
authorization, capture settlement, chargebacks, and refunds) and
acceptance channels (for example, card-present, card-not-present, and
e-commerce).

e Updating all data-flow diagrams per Requirement 1.2.4.

e Identifying all locations where account data is stored, processed, and
transmitted, including but not limited to: 1) any locations outside of the
currently defined CDE, 2) applications that process CHD, 3)
transmissions between systems and networks, and 4) file backups.

e |[dentifying all system components in the CDE, connected to the CDE,
or that could impact security of the CDE.

e |dentifying all segmentation controls in use and the environment(s)
from which the CDE is segmented, including justification for
environments being out of scope.

e |[dentifying all connections from third-party entities with access to the
CDE.

e Confirming that all identified data flows, account data, system
components, segmentation controls, and connections from third parties
with access to the CDE are included in scope.

Mnatdopma Advanced oTseuvaeT 3a
AOKYMEHTUPOBAHWE M NOATBEPKAEHNE
061aCcTM OLEHKN KOMMNOHEHTOB,
obecneymBatoWwmx GyHKLMOHUPOBAHME
cepBUCOB B 06/1aCTN OLEHKM.

KnueHT oTBevaeT 3a
OOKYMEHTUPOBaHWeE U NOATBEPKAEHUE
061acTM OLLEHKM KOMMOHEHTOB,
pa3BEpHYTbIX Ha NaaTtdpopme Advanced
N BXOAALLMX B 061aCTb OLEHKM
cooTBeTcTBMA cTaHaapTy PCl DSS.




12.5.2.1 Additional requirement for service providers only: PCI DSS
scope is documented and confirmed by the entity at least once every six
months and upon significant change to the in-scope environment. At a
minimum, the scoping validation includes all the elements specified in
Requirement 12.5.2.

Mnatdopma Advanced oTseuvaeT 3a
AOKYMEHTUPOBAHWE M NOATBEPKAEHNE
0621aCcTM OLEHKN KOMMNOHEHTOB,
obecneymBatoWwmx GyHKLMOHUPOBAHME
CepBu1CoB.

KnunenT, ABnatowmimnca NnocTaBLLMKOM
ycnyr, oTBevaerT 3a
OOKYMEHTUpPOBaHMe n
noaTeepxaeHne 061acTn OUEHKM
KOMMOHEHTOB, Pa3BépHYTbIX Ha
nnatopme Advanced.

12.5.3 Additional requirement for service providers only: Significant
changes to organizational structure result in a documented (internal)
review of the impact to PCI DSS scope and applicability of controls, with
results communicated to executive management.

Mnatdopma Advanced obecneunsaet
OOKYMEHTUPOBAHME W aHaNu3
BAUAHUA 3HAYUTE/NbHbIX USMEHEHWUI B
OpPraHM3auMOHHOM CTPYKTYpe Ans
KOMMNOHEHTOB, obecrnevymBaroLLmxX
GYHKUMOHMpPOBaHMeE CePBUCOB B
061aCcTN OUEHKM.

KnuneHT, ABnatowmMimnca NnocTaBLLMKOM
ycnyr, obecneumBaeT
AOKYMEHTUPOBaHME W aHanu3
BAUAHWA 3HAYUTENbHbBIX U3MEHEHWN B
OpraHM3auMOHHOM CTPYKTYype ANA
KOMMOHEHTOB, Pa3BépHYTbIX Ha
nnatopme Advanced.

12.6 Security awareness education is an ongoing activity.

12.6.1 A formal security awareness program is implemented to make all
personnel aware of the entity’s information security policy and
procedures, and their role in protecting the cardholder data.

12.6.2 The security awareness program is:

* Reviewed at least once every 12 months, and

e Updated as needed to address any new threats and vulnerabilities
that may impact the security of the entity’s CDE, or the information
provided to personnel about their role in protecting cardholder data.

Mnatdopma Advanced oTseuvaeT 3a
cobntoaeHune TpebosaHuii PCl DSS B
4yacTn obyyeHnA COTPYAHUKOB U
NOBbILWEHMA UX OCBEAOMAEHHOCTU O
6e30nacHOCTN 413 KOMMNOHEHTOB,
obecneuymBatoLmnx
GYHKUMOHMPOBaHME CepBUCOB B
061acTN OUEHKM.

KnneHT oTBeYaeT 3a BbINOHEHMNE
TpebosaHui PCl DSS B yactu obyyeHums
COTPYAHWKOB M NOBbIWEHWUA UX
0CBeAOMNEHHOCTM 0 He3onacHOCTH
AN KOMNOHEHTOB, PAa3BEPHYTbIX HA
nnatdopme Advanced.




12.6.3 Personnel receive security awareness training as follows:

e Upon hire and at least once every 12 months.

* Multiple methods of communication are used.

* Personnel acknowledge at least once every 12 months that they have
read and understood the information security policy and procedures.

12.7 Personnel are screened to reduce risks from insider threats.

12.7.1 Potential personnel who will have access to the CDE are
screened, within the constraints of local laws, prior to hire to minimize
the risk of attacks from internal sources.

Mnatdopma Advanced oTBeyaeT 3a
cobntoaeHune tpebosaHuii PCl DSS B
4acTM NPOBEPKM NOTEHLMANBHbIX
COTPYAHMKOB A0 UX NPUEMA Ha paboTy
B CEpPBUCDI, BXogALmMe B 061acTb
OLLEHKM.

KnneHT oTBEYaeT 3a BbINOHEHMWE
TpebosaHui PCI DSS B 4acTn npoBepKu
NOTEeHLMANbHbIX COTPYAHUKOB A0 MX
npuéma Ha paboTy A1a KOMNOHEHTOB,
pa3BEPHYTbIX Ha NhaTdopme
Advanced.

12.8 Risk to information assets associated with third-party service provider (TPSP) relationships is managed.

12.8.1 A list of all third-party service providers (TPSPs) with which
account data is shared or that could affect the security of account data
is maintained, including a description for each of the services provided.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu B3aMMOAENCTBUA C CEPBUC-
nposanaepamm, KOTopble MoryT
NoBAMATb Ha 6e30MacHOCTb AAHHbIX
KnueHToB.

KnneHT oTBEYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn
B3aMMOZENCTBUA C CEPBUC-
npoBanaepamm, KOTopble MoryT
noBAMATb Ha 6e30MacHOCTb AAHHbIX
NNATEMXHbIX KapT.




12.8.2 Written agreements with TPSPs are maintained as follows:

e Written agreements are maintained with all TPSPs with which account
data is shared or that could affect the security of the CDE.

e Written agreements include acknowledgments from TPSPs that they
are responsible for the security of account data the TPSPs possess or
otherwise store, process, or transmit on behalf of the entity, or to the
extent that they could impact the security of the entity’s CDE.

12.8.3 An established process is implemented for engaging TPSPs,
including proper due diligence prior to engagement.

12.8.4 A program is implemented to monitor TPSPs’ PCI DSS compliance
status at least once every 12 months.

12.8.5 Information is maintained about which PCI DSS requirements are
managed by each TPSP, which are managed by the entity, and any that
are shared between the TPSP and the entity.

12.9 Third-party service providers (TPSPs) support their customers’ PCl DSS compliance.

12.9.1 Additional requirement for service providers only: TPSPs
acknowledge in writing to customers that they are responsible for the
security of account data the TPSP possesses or otherwise stores,
processes, or transmits on behalf of the customer, or to the extent that
they could impact the security of the customer’s CDE.

Mnatdopma Advanced 3akntoyaert ¢
KnneHTammn oorosop, B KOTOPOM AAIBHO
onpeaeneHa OTBETCTBEHHOCTb 3a
6e30MacHOCTb AaHHbIX.

TpeboBaHMe HEMPUMEHUMO, KpOMe
C/ly4aeB, KOrA4a KANEHT
CaMOCTOATENIbHO ABNAETCS
MOCTaBLMKOM YCAyT.




12.9.2 Additional requirement for service providers only: TPSPs support
their customers’ requests for information to meet Requirements 12.8.4
and 12.8.5 by providing the following upon customer request:

* PCI DSS compliance status information for any service the TPSP
performs on behalf of customers (Requirement 12.8.4).

e Information about which PCI DSS requirements are the responsibility
of the TPSP and which are the responsibility of the customer, including
any shared responsibilities (Requirement 12.8.5).

12.10 Suspected and confirmed security incidents that could impact the

CDE are responded to immediately.

12.10.1 Anincident response plan exists and is ready to be activated in
the event of a suspected or confirmed security incident. The plan
includes, but is not limited to:

* Roles, responsibilities, and communication and contact strategies in
the event of a suspected or confirmed security incident, including
notification of payment brands and acquirers, at a minimum.

e Incident response procedures with specific containment and
mitigation activities for different types of incidents.

e Business recovery and continuity procedures.

e Data backup processes.

e Analysis of legal requirements for reporting compromises.

e Coverage and responses of all critical system components.

e Reference or inclusion of incident response procedures from the
payment brands.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune TpebosaHuii PCl DSS B
4acTu pearnpoBaHMA Ha UHLUAEHTbI U
TECTMPOBAHUA NJIAHOB pearMpoBaHMA
Ha MHUMAEHTbI 418 KOMNOHEHTOB,
obecneuymBatoLmnx
GYHKUMOHMPOBaHME CepBUCOB B
061acTN oUEHKMU.

KnneHT oTBEYaeT 3a BbINONHEHMWE
TpebosaHui PCl DSS B yactn
pearMpoBaHMA HA UHUMAEHTbI U
TECTMPOBAHMA NJAaHOB pearnpoBaHmA
Ha MHUWAEHTbI AN1A KOMNOHEHTOB,
pa3BEPHYTbIX Ha NhaTdopme
Advanced.




12.10.2 At least once every 12 months, the security incident response
planis:

* Reviewed and the content is updated as needed.

e Tested, including all elements listed in Requirement 12.10.1.

12.10.3 Specific personnel are designated to be available on a 24/7
basis to respond to suspected or confirmed security incidents.

12.10.4 Personnel responsible for responding to suspected and
confirmed security incidents are appropriately and periodically trained
on their incident response responsibilities.

12.10.5 The security incident response plan includes monitoring and
responding to alerts from security monitoring systems, including but
not limited to:

e Intrusion-detection and intrusion-prevention systems.

e Network security controls.

* Change-detection mechanisms for critical files.

* The change-and tamper-detection mechanism for payment pages.
This bullet is a best practice until its effective date; refer to Applicability
Notes below for details.

e Detection of unauthorized wireless access points.

12.10.6 The security incident response plan is modified and evolved
according to lessons learned and to incorporate industry developments.




12.10.7 Incident response procedures are in place, to be initiated upon
the detection of stored PAN anywhere it is not expected, and include:
e Determining what to do if PAN is discovered outside the CDE,
including its retrieval, secure deletion, and/or migration into the
currently defined CDE, as applicable.

e |[dentifying whether sensitive authentication data is stored with PAN.
* Determining where the account data came from and how it ended up
where it was not expected.

e Remediating data leaks or process gaps that resulted in the account
data being where it was not expected.

TpeboBaHne HeNPUMEHMMO.
Mnatdopma Advanced He
B3aMMOAEMNCTBYET C HOMEpPamM KapT

KnueHT oTBeyYaeT 3a npoueayps!
pearMpoBaHUA Ha UHUUAEHTbI,
KOTOpble A0MKHbI ObITb
MHULMNPOBaAHbI NPU 0OOHapYKeHUU
xpaHumoro PAN B ntobom mecrte, rae
3TO He oXKugaercs.




Additional PCI DSS Requirements

Appendix Al: Additional PCI DSS Requirements for Multi-Tenant Service Providers

PCI DSS Requirements

Advanced

KnueHr

Al.1 Multi-tenant service providers protect and separate all customer environments and data.

A1.1.1 Logical separation is implemented as follows:

e The provider cannot access its customers’ environments without
authorization.

e Customers cannot access the provider’s environment without
authorization

A1.1.2 Controls are implemented such that each customer only has
permission to access its own cardholder data and CDE.

A1.1.3 Controls are implemented such that each customer can only
access resources allocated to them.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu NpeAoCTaBAEHNA MEXAHU3MOB
ynpaBAeHUs JOCTYNOM,
obecneumBatoLWmX U30AALMIO PA3HbIX
KnuneHToB, 1 pasrpaHnyeHua cpes,
pasHbix KnneHTOoB.

Al1.1.4 The effectiveness of logical separation controls used to separate
customer environments is confirmed at least once every six months via
penetration testing.

Mnatdopma Advanced oTseuvaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTu perynapHoro nposeaeHms
BHELIHWNX U BHYTPEHHMUX TECTUPOBAHUM
Ha NPOHMKHOBEHWE, A TaKKe
YyCTPaHEHUA HANAEHHbIX He40CTAaTKOB
ANA KOMNOHEHTOoB, obecneynsaroLLmnx
GYHKLMOHUPOBaHME CEPBUCOB B
061aCcTN OUEHKM.

TpeboBaHWEe HEMNPUMEHMMO, KpoMme
CNyyaeB, KOrAa KANEHT
camocrtoaTenbHo asasetca “Multi-
tenant service provider”




A1.2 Multi-tenant service providers facilitate logging and incident response for all customers

A1.2.1 Audit log capability is enabled for each customer’s environment
that is consistent with PCI DSS Requirement 10, including:

e Logs are enabled for common third-party applications.

e Logs are active by default.

e Logs are available for review only by the owning customer.

* Log locations are clearly communicated to the owning customer.

* Log data and availability is consistent with PCI DSS Requirement 10.

A1.2.2 Processes or mechanisms are implemented to support and/or
facilitate prompt forensic investigations in the event of a suspected or
confirmed security incident for any customer.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4acTW BeAEHMA XKyPHAN0B perncrTpaymm
cobbITUI Kaxkaoro KnneHra, ¢
BO3MOXHOCTbIO MX BbITPY3KN ANA
XpaHeHUA B UHPpAcTpyKType KnneHTa

TpeboBaHWe HEMPUMEHMMO, KpOoMe
CNyyaeB, KOrAa KANEeHT
camocTtoaTenbHo asasetca “Multi-
tenant service provider”

A1.2.3 Processes or mechanisms are implemented for reporting and
addressing suspected or confirmed security incidents and
vulnerabilities, including:

e Customers can securely report security incidents and vulnerabilities to
the provider.

* The provider addresses and remediates suspected or confirmed
security incidents and vulnerabilities according to Requirement 6.3.1.

Mnatdopma Advanced oTBeyaeT 3a
cobntopeHune tpebosaHuii PCl DSS B
4yact nHGopmmpoBaHua KnneHTos B
cny4vae obHapyKeHuA n
paccnenoBaHua nHumaeHTtos Ub.

TpeboBaHWEe HEMNPUMEHMMO, KpoMme
CNyyaeB, KOrAa KANEHT
camocrtoaTenbHo asasetca “Multi-
tenant service provider”




Appendix A2: Additional PCI DSS Requirements for Entities Using SSL/Early TLS for CardPresent POS POI Terminal Connections

PCI DSS Requirements Advanced KnueHr

A2.1 POI terminals using SSL and/or early TLS are confirmed as not susceptible to known SSL/TLS exploits.

A2.1.1 Where POS POI terminals at the merchant or payment

| . SSL and v TLS. th ) i h TpeboBaHWe HEMPUMEHMMO. KAneHT oTBeYaeT 3a BbINOJIHEHUE
:ccgptance ocation us?bl an /OI: carly ’It' € ?nt'tg/ confirms t Ie Mnatdopma Advanced He TpebosaHumi PCl DSS B yactu
evices are not susceptible to any known exploits for those protocols. ncnonbsyet POS/POI-TepmuHansi. ncnoab3oBaHMA 6e3onacHbIX

BEPCUIA UCNONb3YEMbIX

A2.1.2 Additional requirement for service providers only: All service npoToKonos TLS.

providers with existing connection points to POS POI terminals that use
SSL and/or early TLS as defined in A2.1 have a formal Risk Mitigation
and Migration Plan in place that includes:

* Description of usage, including what data is being transmitted, types
and number of systems that use and/or support SSL/early TLS, and type
of environment.

e Risk-assessment results and risk-reduction controls in place.

e Description of processes to monitor for new vulnerabilities associated
with SSL/early TLS.

e Description of change control processes that are implemented to
ensure SSL/early TLS is not implemented into new environments.

e Overview of migration project plan to replace SSL/early TLS at a future
date.

A2.1.3 Additional requirement for service providers only: All service
providers provide a secure service offering.




